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1 Relevant manuals

This "Quick Start Manual" only describes the necessary steps to put the hardware into
operation and to parameterise the corresponding functions.

Further details can be found in the relevant manuals.

Manual name [manual number] Description

MELSEC iQ-R C intelligent function module
Linux Startup manual (Copyright© 2008-2020
Lineo Solutions, Inc. All rights reserved)
MELSEC iQ-R C Intelligent Function Module

User's Manual (Startup) Specifications, procedure before operation, wiring, and
[SH-081566ENG] operation examples of a C intelligent function module
MELSEC iQ-R C Intelligent Function Module Functions, input/output signals, buffer memory, parameter
User's Manual (Application) setting, and troubleshooting of a C intelligent function
[SH-081567ENG] module

The combination of the MELSEC iQ-R series modules,
MELSEC iQ-R Module Configuration Manual common information on the installation/wiring in the system,
[SH-081222ENG] and specifications of the power supply module, base unit,

SD memory card, and battery

MELSEC iQ-R C Intelligent Function Module

Programming Manual Programming specifications and dedicated function libraries
[SH-081568ENG] of a C intelligent function module

MELSEC iQ-R C Controller Module/C

Intelligent Function Module Programming Programming specifications and dedicated function libraries
Manual (Data Analysis) for analysing the data of a C controller module and a C
[SH-081756ENG] intelligent function module

CW Workbench/CW-Sim Operating Manual System configuration, specifications, functions, and
[SH-081373ENG] troubleshooting of CW Workbench/CW-Sime-Manual

GX Works3 Operating Manual System configurations, parameter settings, and operation
[SH-081215ENG] methods for the online function in GX Works3

GT Designer3 (GOT2000) Screen Design
Manual [SH-081220ENG]
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2 Overview

Under the catchword "Industry 4.0", more and more new communication and information
technologies are finding their way into industrial automation. In order to be able to
implement these requirements efficiently and as quickly as possible, attempts must be
made to reduce the high level of complexity through modularisation and standardisation.

In this context, OPC UA has proven to be a forward-looking communication standard.
This is because OPC UA fulfils the Industry 4.0 requirement for independence from
manufacturer, industry and operating system communication.

Since OPC UA not only transmits machine data, i.e. process values and measured
values, but can also describe them semantically, OPC UA is becoming increasingly
important when it comes to transferring machine data from controllers to higher-level
systems.

One solution for reading process data from Mitsubishi Electric controllers and robots that
do not have an OPC interface as standard is the RD55UP12-V module with installed IBH
Link UA software, called loT Gateway.

This solution is a server/client module. The OPC client function also enables OPC servers
to exchange data with each other. For example, controllers or other devices with OPC UA
from different manufacturers can exchange data via this function.

Communication with the controller is via TCP/IP.

The loT Gateway has an Ethernet port for the machine level and an Ethernet port for the
control level.

Only OPC accesses are possible on the control level. A firewall is integrated between the
two levels. The ports are configured via the GX-Works3 programming software of the iQ-R
CPU.

2.1 System structure

As a minimum configuration, the 1oT Gateway always requires a base rack, an iQ-R CPU
and the RD55UP12-V module. To establish a connection to several controllers, a switch is
required at the process level.

Management
level

Process level
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2.2 Security

The IoT Gateway has a certificate management for secure communication. A corresponding
software interface is supplied for this purpose, which can be displayed in any web browser.
The configuration of the security levels and the administration of the certificates are carried
out in this interface. This is based on the mechanisms defined by the OPC Foundation. OPC
UA Security includes authentication and authorisation, encryption and data integrity through

signing. In this way, the control system can be protected against uncontrolled access via a
higher-level system.

2.2.1 Encryption

There are different levels of encryption (Encrypt): None, Basic128Rsal5 and Basic256.

None No encryption
Basic128Rsal5 128 bit encryption
Basic256 256 bit encryption

The IBH Link UA function supports the Level Sign and SignAndEncrypt

None No security level, fastest data transmission

Sign The messages contain signed certificates

Sign and Encrypt The messages contain signed certificates and are encrypted
Sign + Sign and The messages may contain only signed certificates, or can be
Encrypt signed and are encrypted as well

% _ B OPC server is unning Logout | Update password

Server Security

MNone (not recommended)

Security (C) Basic128Rsa15 (not recommended)
() Basic256 (not recommended)
Basic2565ha256 [ Sign + Sign and Encrypt + |
I Aes1285ha256Rsa0asp | Sign + Sign and Encrypt V|
P A=s2565ha256RsaPss | Sign + Sign and Encrypt v |
Permit Anonymous Access without User (Default = On)

Authentication

2.2.2 Certificates

Another security level of OPC UA is the exchange of certificates. Communication is only

possible when both server and client have been assigned a valid certificate by the respective
partner.
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o el UEL semver IS running

Logout| Update password |

IBH server IBHLinkUA plant 2

12/12/14 14:09:14 12/11/19 14:09:14 IBHso

------------------------- F"iUntrusted  |UaExpert@Hotline 10/24/14 12:30:26  |10/24/1512:30:26  |IBH |
L P P

I Trustl Reject

Delete | New Server Certificate | Upload Server Certificate |

3 Commissioning

Each RD55UP12-V can be started as an IoT Gateway module. For this purpose, a

corresponding image must be written to an SD card.

The image file contains the Linux operating system and the corresponding programme from

IBH for the OPC UA server function.

In order to be able to use the OPC UA server function without restriction, it must be activated
for the hardware used with a licence code created at IBH. For this purpose, the serial
number and MAC addresses from the type plate of the module are required.

Ao

C INTELLIGENT FUNCTION UNIT

VoL RD55UP12-V

- CH1:MAC ADD.58528AECOD27
CH2:MAC ADD.58528AECOD28

5VDC 1.10A
SERIAL 01017B06F1210191-0
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3.1 Software used

Product

Description

mme DDWIN ( Download link: http://download.si-

linux.co.jp/dd for windows/DDWin Ver0998.zip)

Program for writing the
IBHsoftec image file to
an SD card

UaExpert
( Download link: https://www.unified-
automation.com/de/downloads/opc-ua-clients.html )

Free OPC UA client
program for testing the
server function

MELSOFT GX Works3 EU version

Programming tool for
programming the iQ-R
CPU

GT Designer3

Programming tool for
HMIs of the GOT
series

[ 6 |

RT Toolbox3

Programming tool for
robots

I
HM IBH OPCUA Edit

https://download.ibhsoftec.com/neutral/IBHOPCUAEditor749Setup.exe

Offline Configuration
tool for loT Gateway

In addition, a web browser must be installed on the PC.

If you have received an already configured 10T Gateway from Mitsubishi Electric, the

following setup chapters 3.2 to 3.5 are not required.

For your security, we recommend that you create a backup copy of the inserted SD card, as

described in Chapter 3.6.

3.2 Prepare SD card

To write the image file with the Linux OS to an SD card, you need the programme "DDWIN"
on a Windows computer. After downloading, the ZIP file must be unpacked, an SD card
inserted into the PC and the file "DDWIN.EXE" executed as administrator.

DD DDWin.exe 27.05.2014 20:23

4| DDwin.ini Offnen

12| DDwinE.ini ) Als Administrator ausfihren

|=] Help-Eng.txt B Klassifizieren und schitzen

|= Help-JP.xt Behandeln von Kompatibilititsproblemen

1. Select the SD card in the PC under "Choose disk".

Anwendyni

2. Select the Linux image file from IBHsoftec under "Choose file".

3. Select "<<Restore>>",
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http://download.si-linux.co.jp/dd_for_windows/DDWin_Ver0998.zip
http://download.si-linux.co.jp/dd_for_windows/DDWin_Ver0998.zip
http://download.si-linux.co.jp/dd_for_windows/DDWin_Ver0998.zip
https://www.unified-automation.com/de/downloads/opc-ua-clients.html
https://www.unified-automation.com/de/downloads/opc-ua-clients.html
https://download.ibhsoftec.com/neutral/IBHOPCUAEditor749Setup.exe

ﬁ DD for Windows 2
1

== Backup ==

Choose - Choose
Ve
disk B file
== Restore ==

Target disk I Target file ¥
F(21) 19GB (Removable) Path | D001 Projectsi104 RDSSUF12IRDSS IE

Filename | RD&A5URP12-\Nibhlinkua-vd_21-Mitsubish
[ Protection is removed on consent.  pips | |

Copyright () 2004 S0 o G 2HTERE si-linuocop

When writing to the SD card is finished, the "DDWIN" program can be closed and the SD
card removed from the PC and inserted into the RD55UP12-V module.

3.3 Prepare hardware

Unpack the selected iQ-R hardware, mount it to the base rack and connect it as instructed
(refer to Mitsubishi Electric hardware manuals). The control unit can now be switched on.

3.4 Set IP addresses for RD55UP12-V IBH

First, you have to create a project in GW-Works3 that matches the hardware you have
plugged in.

Under "Parameters"” ->"Module Information” »>RD55UP12-V "->Basic Setting" ->"Own node
setting" the IP addresses for the control and process level can then be set.
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B MELSOFT G <3 ... RD55UP 1 2\Wiss o 0000:RD55UP12-V Mo

i Project Edit Find/Replace Convert View Online Debug Recording Diagnostics Tool Window Help
NDBA& Ve X BRes RRRy s sagRnnRE ALS BRI R e [= i Q0N ®E My |
EE Sk e e T T - S R =

) 0000:RD55UP12-V Module Para.. X

- |50 | g | Al
ot
g Bz Setting Value
s ||| s
@ Avplcation Setting Mode Setlings Orlive }
@ et Seting = Own Node Setiing Setthe information of the own node such as IP address.
) Refresh Setting =) IP Address Scifing Set 2 d for the own node.
) CH1 Setting Set i CH) suchas IP address.
To Use or Natto Use Use —
PR 19216817850 o Management level
‘Subnet Mask 255255.255.0 -
Default Gateway 192 188.178.1
£ CH2 Sotting Set i (CH2) such as IP address.
To Use or Natto Use Use
P Address 192.168.03 r
Subnet Mask 255.255.255.0 = Control level J
Default Gateway 192 1680.1 -

Once all settings have been made, the new project is transferred to the CPU. The control
unit must be switched off and on again once after the transfer.

The channel "CH1" of the RD55 module is now in the address range of the management
level and the channel "CH2" is in the range of the control level.

3.5 loT Gateway OPC UA Server Setup

3.5.1 Launch web interface

Depending on the level via which the PC is connected to the loT Gateway, the
parameterisation interface can be called up by entering the corresponding IP address in a
web browser.

In the following example, the PC is connected via the process level, only "192.168.0.3" is
entered in the browser.

© & 192.168.0.3,

The login screen is displayed. For a new system, the default user name and password are
both "admin”.
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E‘%_—; - o OPC server is running

Login
The password is case-sensitive
User name

Enter your user name admin

Password
Enter your password

Remember me
Keeps login for 2 weeks k

Login

ost password
www.ibhsoftec.com Contact Wiki

After pressing "Log in", you are in the configuration interface.
%‘- ® Logout | Update password

Network Management Level Control Level TeamViewer IoT
Network Configuration

Endpoint URL ope.tep:lird55up12-v:48010

or opc.tcp://192.168.178.90:48010

DHCP

IP address 192.168.178.90

Subnet mask 255 255 2550

Global System Configuration

Hostname |rd55up12-v
Port 43010

Default gateway
Nameserver 1
Nameserver 2

I"""IBHsaftec IBH OPC UA Server/Client
www ibhsoftec.com Contact Wiki % : ' l I.

3.5.2 Activate licence code

After you have received the license file from IBHsoftec matching the module serial number
and MAC addresses, this must be imported into the module once.

To do this, select the "System" menu in the configuration interface.
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; _-_; _ o OPC server is running Logout | Update password

System
Device information
Firmware Version IBH Link UAV5.22 Jul 23 2021 14:46:08
Serial number 01017B06F 1210191
MAC address 58:52:8A:EC:0D:27
System Variable count 15
CPU load (%) 727

Memory usage (%) 15.4

Backup and Restore settings

Configuration file | Datei auswahlen |Keine ausgewahit
Restore
Backup Download

Firmware Update:

Upload Firmware
Licensefile:
1 . | Select License file

2 . |Upload License file

Upload License file

Select firmware File Keine ausgewahlt

| Datei auswahlen | 01017B0...210191.lic

Configuration file to restore previously saved
settings. Typically the file name is pi-settings xml

After downloading the configuration file pi-
settings.xml, it is possible to perform a firmware
update.

Firmware file to perform an update. Typically the

file name is fw-update-vX>X tar.

Upload License file. Normally the name is mac-
address-pi-core lic.

On this page, click on "Browse" at "Select licence file" to search for the corresponding file

and then click on "Upload licence file" to copy it to the SD card.

After a restart of the system, the loT Gateway can be used without restrictions.

The basic set-up of the loT Gateway is now complete. The individual functions are explained

in the following chapters.

3.6 Backup / Restore of SD card

After all the necessary configurations have been made and the project functions have also
been parameterized, a backup copy can be created from the SD card using the "DDWIN"
software. This backup can only be used in the RD55UP12-V module with the hardware ID

for which the IoT Gateway license was created.

3.6.1 Create Backup

To create the backup, switch off the controller with the loT Gateway and remove the SD card
from the loT Gateway module. Insert the SD card into the PC and run the "DDWIN.EXE"

program as administrator.

DD pDWin.exe 27.05.20

#z| DDwin.ini Offnen

72| DDwinE.ini ®) Als Administrator ausfihren

=] Help-Eng.ixt a Klassifizieren und schitzen

=] Help-JP.gxt Behandeln von Kompatibilititsproblemen

1. Select the SD card in the PC under "Choose disk"

Anwendyny

2. Select a drive path under "Choose file" and enter the desired file name

3. Select ,>>Backup>>*“
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S DD for Windos

Linux

F:(21) 3.7GB (Removable) C\__ Backup\

220121 loTGatewayBackup.ddi
L D5 |

The data will now be read from the SD card

% DD for Windows

Linux
1
Ghoose Ghoose
disk = erh == iie
Fi(31) 37GB(Removable) C\__Backup\

220121 loTGatewayBackup. ddi

|
. reading (198.0MBI3781.5MB) ESC-Cancel

Reading has completed.3781.5MByte

DDWin __Backup

velmner e
+MName Erw. Grafe Datum
[.] <DIR>  21.01.2022 12:45

220121 loTGatewayBackup  ddi 3,965,190,144 21,01.2022 12:49

The SD card can now be reinserted into the 10T Gateway and the controller can be started.

3.6.2 Restore the SD card

To load the image onto a new SD card, the "DDWIN.EXE" program must be run as an
administrator

Then insert a new SD card into the PC

Linux
3
__xBackup>>_|
Choose | .. yerfy << | | Choose
disk = file
__<<Restore <<_|

F:{3,1) 3.7GB({Removable) C\__ Backup\

220121 loTGatewayBackup.ddi

a _uos |
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1. Select the SD card in the PC under "Choose disk"
2. Select the previously created backup copy under "Choose file".
3. Select ,<<Restore<<"

After the message "Writing has completed ..." the SD card can be plugged into the
corresponding RD55UP12-V module and then the controller can be switched on.

4 OPC UA server function

This chapter explains how to connect the 10T Gateway to controllers and make their global

variables available as OPC UA tags for clients.

4.1i1Q-R CPU

4.1.1 Configure SLMP Connection

In order for the Mitsubishi controller to be accessible via OPC UA, the SLMP Connection
Module must be inserted using the GX Works configuration software.

I X gy 0000:RDS5UP12 ule Para...
Setting ltem List Setting ltem
a1 ol ltem
Y
Parameter Setting Method
Bg B = IP Address
(g Basic Settings P Address
9 Own Node Settings Subnet Mask
CC-Link |EF Basic Settings Default Gateway
49 Batemal Device Configuratiol | ) & i afions by Network No./Station o
[#-{ g Application Settings Setting Method
Network No.
Station No,

Enable/Disable Online Change
‘Communication Data Code
Opening Method
(= CC-Link |EF Basic Selfings
Te Use or Not to Use CC-Link |EF Basic Setting
Network Configuration Settings
Refresh Settings
=1 External Device Configuration
External Device Confiquration

dule Inf o
0000:RD55UP12-

Eaal s eac.

Settin
Parameter Editor

192.168. 0. 38

Disable

Use IF Address

Enable All (SLMP)
Binary

Do Mat Open by Program

Net to Use
<Detailed Setting>
<Detailed Setting>

<Detailed Setting>

ﬂ Ethernet Configuration (Built-in Ethernet Port)

i Ethernet Configuration Edit View Close with Discarding the Setting Close with Reflecting the Setting

Detect Mow

Ethernet Selection | Find 4 *
c=|n B

i Fixed Buffer PLC Sensor/Device Z'If | "=

No. Model Name CTTILE G Protocol Send/Receive 1
Method Satting IP Address Port No. MAC Address
= Ethernet Device (Gene
Host Station 192.168.0.38 E (

ry
[ .. ]
M
=

192.168.0.38

i Module List

PR I | Fherne Device (hits:

GOT20005eries

o Teemebnnfrn Annn ol

f

Important: In order for data to be written externally to the
must be selected!

OPC UA tags, "Enable all (SLMP)"
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4.1.2 Export global variables

. . L L) ¢ e
% Label B
{f) Refresh Set

Copy Data Ctrl+C

Delete Data Del
Rename F2
Impaort File...
Export to File...
Export to File X

Export label information to the specified file.

Export to CSV File.
O (Exclude comment for array element/bit specification and assignment
device of structures.}

Export to XML File. i
{Include comment for array element/bit specification and assignment ;
device of strucktures and structure arrays.) g

Caution
- It may take several minutes to export f a number of labels are included.

Eﬁ Export to File x
+ » DieserPC » Lokaler Datentrager (D:) » O1Pre -5 5 SfRD TIDYZ2 5 v [v] O "104 RD55UP12" durchsuchen
Organisieren ~ Meuer Ordner == - o
000L .._*mgen A Name h Anderungsdaturm Typ GraBe
001P: =t - in 06.04.2021 12:10 Dateiordner
W cwene e “hnmtme Fo 5.0 '-SD 06.04.2021 14:28 Dateiordner
s les W ns, 2ol 06.04.2021 14:23 Dateiordner
2] Globallabel0lxml 04.03.2021 12:51 XML-Dokument il
&0 inkya-s. T ge e ml 25.10.2019 12:56 XML-Dokument 1
011 o, e = Srra e veml 04.03.2021 13:23 ¥ML-Dokument 4
Ows .7
e .
10w
| LS |
23 T ana L e
1e° T mel-17 v £ 3
Dateiname: ~
Dateityp: | XML (*xml) ~

A Ordner ausblenden Abbrechen
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4.1.3 Add a controller via web interface

Insert station

e .,; o OPC server is running Logout | Update password |

Controllers Robots
""""""""""""""" Insert station | | |
""""""""""""""" Insert cpu | | | |

Load XML | | Store XML | | Remove all |

Insert station x

Station Name: | iQ-R |

Ethernet address: [192.168.0.38 |

Cancel

4.1.4 Insert CPU

o .; ) OPC server is unning Logout | Update password |

Controllers Robots

""""""""""""""" Mitsubishi
------------------------------ iQ-R

Insert station | Modify station | Remove station |

Insert cpu | | | |

Load XML | | Store XML | | Remove all |
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CPU Name: [R04 |

Destination network No. : |l]x[][] |

Destination station No :‘I])(FF |

Destination module /O No. :‘OxD3FF ‘

Destination multidrop station No.: | 0x00 |

Steuerung der FX-Serie: [

4.1.5 Import XML file

The European version of GX Works 3 offers the function to export the project as an XML file.

158 MELSOUF| GX Works3 ...dware RLIVOUT 10-K Rack\RU4_R1BR1_G 125W_U0Z.gxs - |Glo
H Project | Edit Find/Replace Convert View Online Debug Recording
4 Mew. CerieN | [y [ b o | B ) B
B Open. w0 b G M| | A

Close
B Save Ctrl+5
| Save As...

MELSOFT GX Works3

Do you want to export the

- POUs [local labels and bodies)
-SDTs

- Global labels

of the project?

Delete...
Project Verify...

Project Revision

Change Module Type/Operation Mode...

Data Operation

Intelligent Function Module

Open Other Format File

B0 |l | e e | (R =

Save Other Format File XML Format... | la | E Mein i

[T S,

The file created by this function can be uploaded to the IoT Gateway web server.

:, - . e OPC server is unning Logout | Update password |

Controllers Robots
YiQ-R
|_Ro4 |

Insert station

Modify cpu | Load project | Remave cpu |

Load XML | | Store XML | | Remove all |

Load Melsoft XML Project x

Project frem Melsoft (* xml)

Upload: Keine ausgewahilt Upload:

‘ Cancell
Organisieren = Meuer Ordner
001 Testhardware RLi 2 Mame Status Anderul
Ll e = RO4_IBHxml o 09.08.20
100 3rdParty-Hardware 2 TectlRH.xml @ PR07.20
Document: Quickstart_loTGateway EN Mitsubishi Electric Europe B.V.
Rev: 001G

Date: 01/02/2022
17



Load Melsoft XML Project X

Project from Melsoft (*.xml):

Upload: R04_IBH.xml Upload: | Load Melsoft XML Project |

|| Cancel |

Load Melsoft XML Project X

Project from Melsoft (*.xml):

Upluad:“Upload: Load Melsoft XML |

[Apply Melsoft XML Project || Cancel |

i The project file was imported.

[0K]

Now all global variables of the imported project are automatically available in the OPC UA

Server.
Controllers Robots
viQ-R
¥RO4

DeviceManual
DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialNumber
SoftwareRevision
» Programs
» Tasks
DeviceHealth
¥ GlobalVars
¥ GlobalLabel01
Counter0l
Counter02
Counter03
Random_01
Random_02
Random_03
RandomScale_01
RandomScale_02
RandomScale_03
Exchange001
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4.1.6 Connect external OPC UA Client

The free UaExpert is used here as a test client.

https://www.unified-automation.com/de/downloads/opc-ua-clients.html

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

File  View Server Document Settings Help

DePPO =0 X420 B K <

Project g X Data Access View

v [0 Project # Server Nod
1 Servers
e ﬂ Doc % Add...

| (3 Data Access View

% F o OPC server is running Logout | Update password

N etwork Management Level Control Level TeamViewer IoT
T Network Configuration
Endpoint URL opc.tep:/ird55up12-v:48010
or opc.tcp:/i192.168.0.3:48010
oo [DHCP
IP address 192.168.0.3
. T o Subnet mask 255 255 255 0

|
‘ ent  Settings p
;D(J[B[B =0 XKL B K >

Project & X Data Access View
v [A Project B ServerSettings - R4 ? X e
v [ Servers
Q RO Server Information
¥ [3 Documents Endpoint Url [ope.tep://192. 168.0.3:48010 |
{3 Data Access View
Security Settings
Security Palicy iMone -:
Message Security Mode | Mone -
Address Space =}
Authentication Settings
(® Anonymous
Username
Password Store
Certificate
Private Key
Session Settings
Session Name
Log :
® D Cancel
- - | .
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D BB # =0 X445

Jroject 5 X

Data Access View

v [A Project
v [3 Servers
2y R04
v [3 Documents
3 Data Access View

Address Space [0
3 No Highlight -
3 Root ~
v |5) Objects
&% Client
&% DeviceSet
& MOTT
> % Modbus
v 3 PLCs
v & R
@ DeviceHealth
¥ DeviceManual
¥ DeviceRevision
v & GlobalVars
v [ Globallabel0!
Counter01
Counter(2
Counter(3
RandomScale_01
RandomScale_02
RandomScale_03
Random_01
Random_02
Random_03
¥ HardwareRevision
¥ Manufacturer e

dpooooooo

# Server

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document 3Settings Help

¥ BPRO ¢ -

X w (.‘1 K<

Project & X Data Access View
v [ Project & # Server Node Id Display Name Value
v [A Servers
2y RO4
v 1 Documents
Address Space 5 X
2 | No Highlight -
v 2 GlobalLabel01 ~
@ Counter1

@ Counterl2
@ Counterl3
@ RandomScale 01
@ RandomScale_02
@@ RandomScale 03
L]

Random_01
@ Random_02

# HardwareRevision
¥ Manufacturer
¥ Model hd
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. Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject™

File View Server Document Settings Help

LPBBE &=

& N (A.l g S

Project & X Data Access View
~ [1 Project & & Server Node Id Display Mame Value
v [0 Servers
2y R4
v [1 Documents h
Address Space g X
+# | No Highlight -
v [ GlobalLabel01 ~
@ Counterl
@ Counterd2
@ Counterd3
@ RandomScale 01
@ RandomScale_02
@ RandomScale 03 Select the range and drag
@ Random 01 into the "Data Access
@ REI"IdOI'TI_OE VieW" area
#8 Random_03
¥ HardwareRevision
¥ Manufacturer
¥ Model
Log
Data Access View |
& Server Mode |d Display Mame Value Datatype source Tirmestar
1 R M511|5tring[iQ-... Counterdl 7793 Int16 17:25:35.223
2 R M511|5tring[iQ-... Counterl2 -28871 Int16 17:25:39.223
3 R M511|5tring|iQ-... Counter(3 7333 Int16 17:25:38.973
4 RO4 M511|5tringi2-... RandomScale 01 13 Int16 17:25:39.223
5 R MS11|5tringiQ-... Randomb5cale 02 213 Int16 17:25:35.223
B R MS11|5tring|iQ-... Randomb5cale 03 36 Int16 17:25:38.973
7 R M511|5tring[iC-... Random_01 1338 Int16 17:25:35.223
a R M511|5tring[iQ-... Random_02 21327 Int16 17:25:39.223
9 RO4 M511[5tringliC-... Random_03 3657 Int16 17:25:38.973
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4.2 Robot

4.2.1 Communication settings RT Toolbox3

Project setting

% Edit Project # 1

ep. 3. Communication
Set the communications with the robot controller.
~Metwork of the Robot

Step

- *5et the robot controller network. IP Adress: | 132 . 168 . 0 . 20 |
1.0ut Line
2.Robot Model Copy This PC Setting Subnet Mask: | 255 , 255 . 255 . O ‘
3. Communication Default Gateway: | s o0 .o . o ‘
4.Language
5. Travel Axis i
6.Robot Additional Axis (~ Connection Method
7.Tool * 5et the connection method of RT ToolBox3 and a robot.

8.Weight and Size Method: | CRnQ_R | Detail...

H Communication Setting

PC side IjF Ethernet

Connection Path Ethernet port IP address designate communicatic
Target CPU CcPU 2

Timeout [sec] 30

Parameter setting

K3 [ e o -

2 [O Q172DRCPU
30 Monitor
. B4 RCl
[ Offline
A Online
[ RV-4FL-Q
&8 Operation Panel
i i [ Program Realtime Monitor

g Ethernet 1:RC1 (Online)

Copy PC Network Settings

IP Address
- P Address: (NETIP) | 192 . 168 . 0 . 20

Device & Line

|
Subnet Mask:  (NETMSK) | 255 . 255 . 255 . O |
|

Spline Real-time External Command Default Gateway: (NETGW) | 192 . 168 . 0 . 254
| Parameter

\=| Parameter List
[ @ Movement Parameter
> @ Program Parameter
> @ Signal Parameter
2§ Communication Parameter
& Rs-232
2 Ethernet
[ & PLC Cooperation Paramete
] Monitor Explain ] ’ Write
[ 5% Maintenance
. 2 Roard

=
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o [ G et o0
2 [ Q172DRCPU §
30 Monitor B Ethernet 1:RC1 (Online)
£ RC1
I Offline Menu: Device List: Device Allocation: (COMDEV)
< [ Online 1P Address Device | Mode IPAddress | Port# COML:| RS232 M
g g:::'t‘iﬁ Panel OPT11 1:Server 102.168.0.3 10002 COM2:| OPT14 -
» Ef Program Realtime Monitar OPT12 0: Client 192.168.0.4 23 COM3:| OPT13 -
Spline ) OPT13 0:Client 192.168.0.15 50002 COM4:| OPT15 -
2 € Poramcter Realtime External Command OPT14 0:Clent 192.168.0.250 1281 e orT12 B
=] Parsmeter List OPT15 0: Client 192.168.0.6 50001 coms: | (o Selection) ~
b @ Movement Parameter OPT16 1:S5erver 192.168.0.7 10006 CoM7: | (o Selection) ~
b B Program Parameter OPT17 1:Server 192.168.0.8 10007 :
" @ Signal Parameter OPT18 1:Server 102.168.0.9 10008 Com8: | (No Selection) ~
e 0OPT19 1:Server 192.168.0.10 10009
2§ Communication Parameter
& Rs-232 4 "" K
& Ethernet Set...
[* @ PLC Cooperation Paramete
[+ O] Menitor e Wiite
[+ §% Maintenance —
. 28 Raard

4.2.2 Insert robot via web interface

124 RDSSUP12-V - Mitsubishi X

<« ¢ @ © & 192.168.03/7_=/de/simp 20 e &
% m ° OPC Server lauft Abmelden | Passwort &ndem
Steuerungen Roboter

Robotername Roboteradresse
""""""""""""""" FARobot 192.168.0.20:10002

Add Robot | Edit Robot | Delete Robot |

Lade XML | Speichere XML Alles lischen |

Mitsubishi
The station name (freely selectable) and the IP address of the robot with port number must

be entered manually. If the Ethernet connection is OK, the robot model and the number of
axes are entered automatically by pressing "Read type".

Insert station x

Station Name: |Rubnl 1 . |

Ethemet address: [ 192.168.0.20:10002 |2.

Roboter model: [RV-4FRLM-R |

Mumber Axes: |6 |

3‘. Read type| Cancel |

Then press "OK".

After a few seconds, the web interface will again show "OPC server running" in a green box.
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b m ® OPC server is running Logout | Update password

Controllers Robots

Robot Name Robot Address

"""""""""""""""" Robot 192.168.0.20:10002
Add Robot | Edit Robot | Delete Robot |

Load XML | Store XML | | Remove all |

4.2.3 Display in the external OPC UA Client

As soon as the server is running again, it can be selected in the Client Tool (here UaExpert)
and you have access to all OPC UA tags from the robot that are defined in the OPC UA
Companion Specification Partl.

[ Unified Automation Usxpert - The OPC Unified Architecture Client - opc2”
File View Sever Document Settings Help

DPBBO #=0XxKa& 8 X =

Address Space 8 x| Data Access View
£ Mo Hichiight v | o= Server Node Id Display Name Value Datstype  Source Timestamy Server Timestamp  Statuscode
1D Root 1 RM NSt 3lstri i - 1.Axes Axis 1) i i 119 Double 1254942 172155029 Good
v B Object 2 R NS13| - 1.Axes Axis_J1.ActualSpeed ActualSpeed 0 Double 154150000 154150727 Good
Jects 3 RM NS13[String Robot MotionDevices.MotionDevice.1.Axes.Axis_J1.1.ServoOnTime SenoOnTime 0 string 154148612 154150727 Good
> & Client 1 R NS13| 1 Axes. s 02 Double 172055015 172155120 Good
> & DeviceSet 5 RM NSI3]5 1. Axes.Axis_J2.ActualSpeed ActualSpeed 0 Double 154200946 154201491 Good
& RM NS13[String|Robot MotionDevices. MotionDevice. 1. Axes.Axis_J22 ServoOnTime SevoOnTime 0 String 15450608 154201401 Good
> &% matt 7 RM NS135 1.Axes.Axis_J3. tualPosition ActuslPosition  110.57 Double 17:21:55.082 1721555129 Good
> & Modbus 2 RM NS13[String|Robot MotionDevices. MotionDevice. 1.Axes.Axis_J33 ServoOnTime ServoOnTime String 15418517 15445062  Good
D rles 9 RM e 1.Axes.Auxis_J3. ActualSpeed Actualspeed -113.791667 Double 72155008 172155129 Good
~ & Robot
> O Centrollers

> & Inputs
v 3 MotionDevices
v % MotionDevice_1
~ D Axes
v & Adis 1
4 MotionProfile
v & Parameterset
> @ ActualPosition
> @ ActuaiSpeed
5 @ SenvoOnTime
v & Ads 2
% MotionProfile
~ & ParameterSet
> @ ActualPosition
> @ ActualSpeed
> @ SenvoOnTime
v S his )3
9 MotionProfile
v & ParameterSet
> @ ActualPosition
> B ActualSpeed  }
> @ SenoOnTime
> & AuisJa
> & Axis 5
> & Auis J6
@ DeviceClass
> & Flangeload
# Menufacturer
@ Model
# MotionDeviceCategory
> % Parameterset
> 12 PowerTrains
@ ProductCode
@ SerialNumber
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4.2.4 Add additional outputs

In the IoT Gateway OPC UA Server, the "Robot Companion Specification Part 1" is
implemented first. In addition, the robot inputs and outputs 0 to 63 (M_In(0)/M_0Out(0) to
M_In(63)/M_Out(63)) can be accessed by default.

However, it is possible to add further inputs and outputs.
The following steps are necessary for this:

o Export XML file

e Add the required inputs or outputs to the XML file using a text editor.

e Load the XML file back into the RD55-IBH module (the server is then automatically
restarted).

Export XML file

B9 RDS5UP12-V - Mitsubic X 1BH IBH Link UA:Deseriptior X | B: Google Ubersetzer x | B Deepl Pro - Text-, Wor X

& C 1 A Nichtsicher | 192.168.0.3/7_=/simp

E E-Mail - Lichte, Ralf.. @ AZUBI Home - Office Cale... IDATeam @ BCDOnline & CAC-Home J Common Platf

% m <D OPC server is running Logout | Update password |

Controllers Robots

Robot Name Robot Address
"""""""""""""""" Robot 192.168.0.20:10002

Add Robot | Edit Robot | Delete Robot |

Load XML | | Store XML | | Remove all |

Depending on the browser, the file is then automatically saved in the "Download" folder or
you are asked for a destination folder.

i H

] ibhlinkua-mitsubis...xml A~

Edit XML file

Open the downloaded file with a text editor and scroll it to the desired "Inputs" or "Outputs"
section.
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<Outputs>

<0utput name="Outputs_8 15" address="8" type="UIntl&"/»
<0utput name="0Outputs_16 31" address="16" type="UIntl&" />
<0utput name="0Outputs_32_ 47" address="32" type="UIntl&"/>
<0utput name="0Outputs_48 63" address="48" type="UIntle"/>»
<0utput name="Output_B" address="8" type="Boolean"/>
<0utput name="Output_1" address="1" type="Boolean"/>
<0utput name="Output_2" address="2" type="Boolean"/>
<Output name="Output_3" address="3" type="Boolean"/>
<Output name="Output_4" address="4" type="Boolean"/>
<Output name="Output_5" address="5" type="Boolean"/>
<Output name="Output_6" address="6" type="Boolean"/>
<Output name="Output_7" address="7" type="Boolean"/>
<Output name="Output_8" address="8" type="Boolean"/>
<0utput name="0Output_9" address="9" type="Boolean"/>
<0utput name="0Output_10" address="18" type="Boolean"/>»

The required inputs or outputs can then be inserted here as new lines accordingly, e.g. for

M_Outw(10224):

pe="UIntle" />

type="UIntle"/>
type="UIntle"/>
type="UIntle"/>

name="0utputs_10224 10231" address="18224" type="UIntl&e"/>

<Outputs>
<0Output
<0utput name="Outputs_B8_15" address="8" ty
<0utput name="Outputs_16_31" address="16"
<0utput name="Outputs_32_47" address="32"
<0utput name="Outputs_48_63" address="48"
<0utput name="Output_@" address="0" type="
<0utput name="Output_1" address="1" type="
<0utput name="Output_2" address="2" type="
<0utput name="Output_3" address="3" type="

Boolean
Boolean
Boolean
Boolean

">
"5
"5
"5

Once all the desired entries have been made, the file is saved.

Load XML file

The modified file can now be loaded again in the RD55-IBH web server:

ST o Logout | Update password _
Robots G Gffnen
y « N
Add Robot |  Edit Robot | Delete Robot Organisieren + N G
Load XML | | Store XML | | Remove al prooeiooon TP A Neme Anderur
= Bilder ~ Heute (2)
Deskt
B Deskeop 2] ibhlinkua-mitsubishi (12)xmi
Documents DU el 1 i
b P
% Dokument
i cruments ~ Letzten Monat (43)
. Downloads
Load XML configuration x ! ond 120 (a3
XML configuration (* xmiy ¢ Favoriten 4_80_00_27.28.5cd2
Upload: [ Datel auswahlen | Keine ausgewahlt  Upload # Gespeicherte Spiele
[25] Kontakte
Cancel & Links
- MicrosoftEdgeBackups
B Musik
14 RU4 NS11|String] lestRack_RU4.KU4.GlobalVars,GlobalLabel.Word_Na... Word_Name 10,0,0,0,0,0,0,0,0,0,0,000,0,0,00,0,.. Intle UBZA:20.2/4 U8:24:20.480 Good
15 RO4 N513|String|RT16[0utputs.Outputs_10224_10231 Outputs_10224_10231 65354 Ulnt16 08:28:51.459 08:28:52.178 Good

Document: Quickstart_loTGateway_ EN

Rev: 001G
Date: 01/02/2022

Mitsubishi Electric Europe B.V.

26



4.3 Inverter
The following chapter only deals with the connection with inverters of the 800 series.

Depending on the inverter type, the permissible address range of the variables that can be
read via SLMP is different. This quick start guide only provides an overview using examples;
details about the individual parameters and registers can be found in the corresponding
manuals for the Mitsubishi Electric Inverter.

What they have in common, however, are the settings of the inverter parameters for
Ethernet communication.

IP Address

The IP address of the inverter must be in the same network area as the control level (CH2)
of the 10T gateway. In the quickstart example this area is at "192.168.0.xx", the inverter gets
the address "2" for the A800/F800 Inverter and “11” for the E800 through the corresponding
entries in parameters 1434 to 1437.

1424 |Ethernet IP address 1 0 to 255 1 192 192
1435 |Ethernet IP address 2 0to 255 1 168, 168
1436 |Ethernet IP address 3 0to 255 1 50 0
1437 |Ethernet IP address 4 0to 255 1 1 2

Other communication settings may have to be carried out, such as adapting the subnet
mask (parameters 1438 to 1441).

1438 |Subnet mask 1 0 to 255 1 255 255
1439 | Subnet mask 2 0 to 255 1 255 255
1440 |Subnet mask 3 0 to 255 1 255 255
1441 | Subnet mask 4 0 to 255 1 0 0

For all other settings, please refer to the corresponding inverter manuals.

SLMP Connection

The communication between the |oT gateway and the inverter takes place via SLMP TCP /
IP. To do this, the value 5012 or 5013 must be entered in one of the inverter parameters
1427 to 1429.

Pr.1427 to Pr.1429 - Numberof | oo fer to
setting Application-1 Protocol-1 conqectable page
clients
502 Modbus/TCP TCP/IP 3 38
°000 UDP/IP No limit
5001 (Pr.1427 initial value)
5002 MELSOFT / FA product TCP/IP 1 25
5006 connection UDP/IP No limit
5007 TCP/IP 1
5008 UDP/IP No limit
5010 ,
5011 - UDP/IP Mo limit ’
o012 TCP/IP 1
5013
45237 (Pr.1428 setting) iQss UDP/IP No limit 2
9999 (Pr.1429 initial value) Unselected —

In the example, parameter 1428 is set.
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502,5000 to 5002,5006 to 5008,5010 to

1427 |Ethernet function selection 1 5013,45237 61450,9999 1 5001‘ 5001
i . |502,5000 to 5002,5006 to 5008,5010 to [

1428 |Ethernet function selection 2 5013,45237,61450,9999 1 \, 45237‘ 5012|
. : 502,5000 to 5002,5006 to 5008,5010 to

1429 |Ethernet function selection 3 5013,45237,61450,9999 1 9999 5008

Add Inverter to loT Gateway

After the communication parameters have been set, the inverter can be registered as a
station in the 10T gateway. For this we use the IBHsoftec software "OPCUAEdit". The loT
Gateway server has already been created here.

Server nam

B N O EE
------ W35 loTGateway

[y External data

Right-click on the “loTGateway” server and select “Add Mitsubishi configuration”.
El Name of the server connection

Name

il I3

S K kG B e add
m ad

.j‘ Ed Mew server connection,.

New control...

Properties...

Add external data...

Add modbus configuration...
Add

Add historical data...

Delete
Cut
Copy
Insert

Transfer selected configuration to the OPC UA Server....

Read complete configuration from OPC UA Server...

Import...
Export...

T

The inverter is then added as "New PLC station ...".

Project MR | station name Ethernet add
& EEEN =N

245 loTGateway
(- External data

""" = New PLC station...

Mew robot station...

Delete

Read Mitsubishi configuration from server...

Write Mitsubishi configuration to server...

The name can be freely selected, the Ethernet address must correspond to the inputs of the
inverter parameters.

WK Mitsubishi Staticn x

Name: | INV_01 |

Ethernet address: | 192.168.0.2:5012| |

Now a "New CPU ..." has to be added
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. Etheme
! g | 9 ¥ G i |4 iy

Bﬁ loTGateway
--lj; External data
E‘E Mitsubishi

= MY 01
r New CPU...
Delete
Properties...

You only have to enter a freely selectable name and press "OK"

W8 Mitsubishi CPU >

Mame: | m

Network number: 0x
Station number: 0x
Module IO number: 0x
Multidrop station number: 0x

|:| EX series

| oK | | Cancel ‘ ‘ Help ‘

The variables are entered in a structure that has yet to be created.

Project AR Sl | . Variables

x|l e P iabl
gl 2 | g PN AW {1 Program variables

=45 loTGateway
--1—"‘; External data
Ei- 2 Mitsubishi
2-2% INV_01
o FU_01

LE Mame Address

1 H & @
=-3
) | Mew structure...
'{E”‘El FAO CE P ) @
Elﬁ loTGateway
--1:‘1 External data
=5 Mitsubishi
2% INV_01 ;
Elg:""'rl_ [ 45 J"J—_‘Iqjé%fv
=i FU_01
i..i 2 Variables Mame
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e Add new user-defined structure pe

Structure name | Varlist

The desired variables can now be added.

[=-d Variables
.= Program variables
o (2o | -~ Prog
; C. ] E] i L% Varlist
-4 loTGateway
[y External data
- [ Mitsubishi
=55 INV_01
g & i
-y FU_01
\{# Variables plame Address P
Mew variable...
Delete
Cut
Copy
Insert

Show in tree structure
Write protection on
Write protection off

Properties...

Select all

The selection of the possible variables is now dependent on the inverter type

W% Mitsubishi variable properties x
MName: | | |
Address: I:I imber of field elements: III
Data type: Access rights:
Bit
Ok Read
() WORD
(_) Double Word Write
Omt
() Double Int
() Float
() string Length: 32
Cormment: | |
UA Identifier: | INV_01.FU_01.GlobalVars.VarList. |
oK Cancel Help

4.3.1 A800/F800

With the A800 / F800 inverters, the status can be monitored and controlled with certain
special registers.

In order for this to be possible, the PLC function of the inverter must be activated
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Below are a few examples; the complete list of special registers can be found in the relevant

manual.
SD1133 | Qutput frequency monitor 0.01 Hz Device content 6000—60.00 Hz
SD1134 | Output current monitor 0.01A Device content 200—2.00 A
SD1135 Output voltage monitor ooV Device content 1000—10.0 V

Example: error history

b15to b3 b7 to b0
5D1136 [Faults history 2 [Faulis history T
SD1137 [Faults history 4 [Faults history 3 Newer
SD1138 [Fauls hisfory 6 |Faulis history 5 i
SD1139 |Faulis hisfory & |Faulis history 7 Older
Error Error Fault record Error Fault record Error Fault record
code Fault record code code code
Hoo No failure H80 E.GF HC2 EP24 HDA E.MB6+1
H10 EOCT Ha1 E.LF HC4 E.CDO HDB E.MB7+1
a1 EOC2 HS0 E.OHT HCS E.IOH HDC E.EP+1
12 EOC3 H91 EPTC HC6 ESER HDE E.MP+1
A20 EOVi HAD E.OPT HC7 E.AIE HE1 E.IAH=2
A21 EQv2 HA1 E.OP1 HC8 E.USB HE4 E.LCI
) EOV3 HA4 E.16 HC9 E.SAF HES E.PCH
A30 ETHT HAS E.17 HCA EPBT HEB E.PID
A31 ETHM HAB E.18 HDO E.O0S HF1 E.1
Ha0 EFIN HAT E.19 HD1 E.0OSD+1 HF2 E2
A50 EIPF HAS E.20 HD2 EECT= HF3 E.3
a51 EUVT HBO E.PE HD3 E.OD=1 HFS ES
H52 EILF HB1 E.PUE HDS E.MB1=1 HFE E6
HED EOLT HB2 E.RET HD6 E.MB2=1 HF7 E.7
a61 ESOT HB3 EPE2 HD7 E.MB3+1 HFB E.11+1
a70 EBE HCO E.CPU HD8 E.MB4+1 HFD E.13
HC1 E.CTE HD9 E.MB5=1
Entering the variable
Example 1: output frequency
Uk Mitsubishi variable properties *
MName: |Oumuh=requencyMonibDr |
Address: imber of field elements: lII
Data type: Access rights:
Opsit
(CJWOoRD IRead
(O Double Word Write
®nt
(O Double Int
(O Float
(C)string Length: 32
Comment: | |
A Identifier: | INV_01.FU_01.Globalvars. VarList. QutputFrequencyMonitor |
Cancel Help
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=3 Variables
&= Program variables

ol R =N )
=43 loTGateway
Oy External data

Right-click on the Mitsubishi station and then select "Write Mitsubishi configuration to

server ..." to transfer the changes to the loT gateway.

Project * o X

Station name Ethernet addre
?7r|’_‘, f SR T M L) 192.168.0.2:501

B---e‘j loTGateway

Mew PLC station...
Mew robot station...

Delete

Read Mitsubishi configuration from server...

Write Mitsubishi configuration to server...

|

Address Space B X Data Access View Performance View

=8 Mitsubishi
2% INV_01 p
- FU_OT - =
] Variables Mame Address PLC type Origin Access OPC type
D§VarList.OutputFrequencyMonitor 501133 Int16 Generic RW Int16

# |NoHighlight v | 2 Sever Nede Id Display Name
I3 Root 1 RM NS11[String[IN... OutputFrequencyMonitor
~ |3 Objects
& Client
& DeviceSet
& matT
& Modbus
v 3 PLCs
v & Fum
@ DeviceHealth
@ DeviceManual

@ DeviceRevision
& GlobalVars
v 3 Varlist

> &5 OutputFrequencyMonitor
# HardwareRevision

<

¥ Manufacturer
@ Model

& Programs

@ RevisionCounter
¥ SerialNumber
@ SoftwareRevision

& Tasks

Further parameters can be added:

HName Address PLC type Qrigin Access

D InverterStatus 501151 Int16 Generic RW

[ OutputFrequencyMonitor SD1133 Int16 Generic RW

[ QutputCurrentionitor SD1134 Int16 Generic RW

D QutputVeltageMonitor SD1135 Int16 Generic RW

[ InputPower SD1160 Int16 Generic RW

[[] QutputPower SD1161 Int16 Generic RW

[ RunningSpeed SD1153 Int16 Generic RW

[ MotorTorque sD1154 Int16 Generic RW

D ErrorHistory_01 501136 Int Generic RW

[1] ErrerHistory_02 sD1137 Int Generic RW

[1] ErrerHistory 03 sD1138 Int Generic RW

[1] ErrorHistory_04 sD1139 Int Generic RW

# Server Mede Id Display Name Value ata
1 RO4 MS511[String[IM...  InputPower 3 Int’
2 RO4 MS11|String[IM...  InverterStatus -32693 Int’
3 RO4 MS511[String[IM... MotorTorque 0 Int’
4 R4 MN511|5tring|IM...  OQutputCurrentMonitor 63 Int’
5 RO4 M511|5tring[IM... OQutputFrequencyMonitor 1433 Int
] RO4 MN511|5tring|IN...  QutputPower 3 Int
T RO4 M511[5tring[IM... OQutputVeoltageMonitor 742 Int’
8 RO4 MN511[5tring|IN... RunningSpeed 4 Int’
] RO4 MS11|5tring|IM...  ErrorHistory_01 12583 Int’
10 RO4 MS511[5tring[IM...  ErrorHistory_02 12593 Int’
1 RO4 MS11[String[IM...  ErrorHistory_03 12393 Int’
12 RO4 MS511|5tring[IM...  ErrorHistory_04 12593 Int’

QPC type
Int16
Int16
Int16
Int16
Int16
Int16
Int16
Int16
Int16
Int16
Int16
Int16

1435

Value

statyp Source Timestamy Server Timestamp  Stai

Int16 12:00:48.802

12:00:49.016

Good
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Example: Interpretation of the displayed value of the “Error History*:

5 RO4 MS11|5tring[IM...  OutputFrequencyMenitor 1435 ood
(] RO4 M511|5tring[IM...  OutputPower 3 ood
7 R4 N511[String[IM...  OutputVoltageMonitor 742 12,593 food
2 RO4 M511]5tring[IM... RunningSpeed 431 ood
9 RO4 MS511]5tring[IM...  ErrorHistory 01 12393 / ood
0 R4 NS11[String|IN... ErrorHistory_02 12503 L od
" RO4 M511|5tring|IM...  ErrorHistory_03 12593 12593 \ ood
12 RO4 MS11|String|IM... ErrorHistory_04 12593 d H31 ood

30 461

0011 0001 0011 0001 ‘

XML-Ex-/Import

The configuration generated in the OPCUAEUJdIt tool can be exported as an XML file in the
IoT Gateway web server.

Controllers Robots

> INV_01

Insert station | | |

Load XML | | Store XML | | Remove all |

This generated XML file can then be edited in any text editor and then transferred back to
the loT Gateway using "Load XML".

Sample XML file:

<?xml version="1.0" encoding="UTF-8"?>
<Objects Version="1">
<Device name="INV_01" URL="192.168.0.2:5012">
<CPU name="FU_01" network="0" pcno="255" moduleio="1023" moduleno="0" hexio="1">
<GlobalVvars>
<struct name="VarList">
<Variable name="InverterStatus" address="SD1151" type="Int16"/>
<Variable name="OutputFrequencyMonitor" address="SD1133" type="Int16"/>
<Variable name="OutputCurrentMonitor" address="SD1134" type="Int16"/>
<Variable name="OutputVoltageMonitor" address="SD1135" type="Int16"/>
<Variable name="InputPower" address="SD1160" type="Int16"/>
<Variable name="OutputPower" address="SD1161" type="Int16"/>
<Variable name="RunningSpeed" address="SD1153" type="Int16"/>
<Variable name="MotorTorque" address="SD1154" type="Int16"/>
<Variable name="ErrorHistory_01" address="SD1136" type="Int16"/>
<Variable name="ErrorHistory_02" address="SD1137" type="Int16"/>
<Variable name="ErrorHistory_03" address="SD1138" type="Int16"/>
<Variable name="ErrorHistory_04" address="SD1139" type="Int16"/>
</struct>
</GlobalVars>
</CPU>
</Device>
</Objects>
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4.3.2 E800-E

With the E800 inverters, the status can be monitored and controlled with certain special
SLMP Link registers.

In order for this to be possible, the PLC function of the inverter must be activated

Link Register

Parameter
Pr. Register Name Read/write | Remarks
0to 999 WO to Wo9g For details on parameter names, refer to the parameter list in the FR-ES00 Readfwrite
Instruction Manual (Function).
C2(902) Waooz Terminal 2 frequency setting bias (frequency) Readfwrite
C3(902) W4a02 Terminal 2 frequency setting bias (analog value) Readfwrite Analog value (%) setin C3 (902)
W4a02 Terminal 2 frequency setting bias (terminal analog value) Read Analog value (%) of the vaoltage (current)
applied to terminal 2
125 (903) | Wa03 Terminal 2 frequency setting gain (frequency) Readfwrite
C4(903) W4803 Terminal 2 frequency setting gain (analog value) Readfwrite Analog value (%) setin C4 (903)
W4903 Terminal 2 frequency setting gain (terminal analog value) Read Analog value (%) of the vaoltage (current)
applied to terminal 2
C5 (904) Wood Terminal 4 frequency setting bias (frequency) Readfwrite
CE (904) W4804 Terminal 4 frequency setting bias (analog value) Readfwrite Analog value (%) setin C6 (904)
W4904 Terminal 4 frequency setting bias (terminal analog value) Read Analog value (%) of the current (voltage)
applied to terminal 4
126 (905) | Wa0s Terminal 4 frequency setting gain (frequency) Readfwrite
C7 (905) W4805 Terminal 4 frequency setting gain (analog value) Readfwrite Analog value (%) setin C7 (905)
W4905 Terminal 4 frequency setting gain (terminal analog value) Read Analog value (%) of the current (voltage)
applied to terminal 4
C39(932) | W4832 Terminal 4 bias (torque/magnetic flux) Readfwrite Analog value (%) setin C39 (932)
W4932 Terminal 4 bias (torque/magnetic flux) (terminal analog value) Read Analog value (%) of the current (voltage)
applied to terminal 4
C41(933) | W4833 Terminal 4 gain (torque/magnetic flux) Readfwrite Analog value (%) setin C41 (933)
W4933 Terminal 4 gain (torque/magnetic flux) (terminal analog value) Read Analog value (%) of the current (voltage)
applied to terminal 4
C43(934) | W4834 PID display bias analog value Readfwrite Analog value (%) setin C43 (934)
W4934 PID display bias analog value (terminal analog value) Read Analog value (%) of the current (voltage)
applied to terminal 4
C45(935) | W4835 PID display gain analog value Readfwrite Analog value (%) setin C45 (935)
W4935 PID display gain analog value (terminal analog value) Read Analog value (%) of the current (voltage)
applied to terminal 4
1000 to W1000 to For details on parameter names, refer to the parameter list in the FR-ES00 Readfwrite
1499 W1499 Instruction Manual (Function).

Inverter Status

Register Monitor item Read/write Register | Monitor item Read/write
Wa001 Qutput frequency/speed Read W5040 PLC function user monitor 1 Read
Wa002 Qutput current Read W5041 PLC function user monitor 2 Read
W5003 Qutputvoltage Read Who42 PLC function user monitor 3 Read
W5005 Setfrequency / motor speed setting Read W5045 Station number (CC-Link) Read
W5006 Operation speed Read W5050 Energy saving effect Read
Wa007 Motor torque Read W5051 Cumulative energy saving Read
W5008 Converter output voltage Read Wh052 PID set point Read
Wa009 Regenerative brake duty Read W5053 PID measured value Read
W5010 Electronic thermal OiL relay load factor Read W5054 PID deviation Read
Wa011 Qutput current peak value Read W5058 Option input terminal status 1 (for communication) Read
Wai12 Converter output voltage peak value Read W5059 Option input terminal status 2 (for communication) Read
Wh014 Qutput power Read W5060 Option output terminal status (for communication) Read
W5015 Input terminal status Read W5061 Motor thermal load factor Read
W5016 Qutput terminal status Read Waoe62 Inverter thermal load factor Read
W5017 Load meter Read W5067 PID measured value 2 Read
W5018 Motor excitation current Read WH077 32-bit cumulative energy (lower 16 bits) Read
W5020 Cumulative energization time Read W5078 32-bit cumulative energy (upper 16 bits) Read
W5023 Actual operation time Read W5079 32-bit cumulative energy (lower 16 bits) Read
Wa024 Motor load factor Read Wa080 32-bit cumulative energy (upper 16 bits) Read
W5025 Cumulative power Read Wa083 BACnetvalid APDU counter Read
Whao3z2 Torgue command Read W5091 PID manipulated amount Read
Wa033 Torgue current command Read Wa0a7 Dancer main speed setting Read
W5038 Trace status Read
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Preventive maintenance data

Register Definition Read/write Remarks
WE000 Control method Read HO2: VIF control
HO4: Advanced magnetic flux vector control
H08: Real sensorless vector control
HO09: Vector control
H18: PM sensorless vector control
Model information monitor
Register Definition Read/write Remarks
Wa001 Model (1st and 2nd characters) Read The inverter model can be read in ASCIl code.
w3002 Model (3rd and 4th characters) Read "H20" (blank code) is setfor blank area.
\8003 Model (Sth and 6th characters) Read Eiaﬁmlﬂ;} EEE%TSET-;\BS H32, H30, H2D, H45, H50, H41, H20...H20
Wao04 Model (7th and 8th characters) Read ! ' ! ! ! ' ! ! ! ! '
Wa00s Model (9th and 10th characters) Read
Wa006 Model (11th and 12th characters) Read
Waooy Model (13th and 14th characters) Read
Wao0s Model (15th and 16th characters) Read
Wao0g Model (17th and 18th characters) Read
Wa010 Model (19th and 20th characters) Read
Wa011 Capacity (1st and 2nd characters) Read The capacity in the inverter model can be read in ASCIl code.
Wa012 Capacity (3rd and 4th characters) Read Dataisreadin incrgments of 0.1 kKW, and rounds down to 0.01 KW increments.
"H20" (blank code) is set for blank area.
Wa013 Capacity (5th and 6th characters) Read Example) 0.75K: " 7" (H20, H20, H20, H20, H20, H37)
Serial number
Register Definition Read/write Remarks
Wa001 Model (1st and 2nd characters) Read The inverter model can be read in ASCIl code.
w3002 Model (3rd and 4th characters) Read "H20" (blank code) is setfor blank area.
\8003 Model (Sth and 6th characters) Read Eiaﬁmlﬂ;} EEE%TSET-;\BS H32, H30, H2D, H45, H50, H41, H20...H20
Wao04 Model (7th and 8th characters) Read ! ' ! ! ! ' ! ! ! ! '
Wa005 Model (9th and 10th characters) Read
Wa006 Model (11th and 12th characters) Read
Waooy Model (13th and 14th characters) Read
Wao0s Model (15th and 16th characters) Read
Wao0g Model (17th and 18th characters) Read
Wa010 Model (19th and 20th characters) Read
Wa011 Capacity (1st and 2nd characters) Read The capacity in the inverter model can be read in ASCIl code.
Wa012 Capacity (3rd and 4th characters) Read Dataisreadin incrgments of 0.1 kKW, and rounds down to 0.01 KW increments.
"H20" (blank code) is set for blank area.
Wa013 Capacity (5th and 6th characters) Read Example) 0.75K: " 7" (H20, H20, H20, H20, H20, H37)

Details on the parameters can be found in the E800 manual “Instruction Manual
(Communication)”.

Entering the variable

Example 1: output frequency

4k Mitsubishi variable properties

O Bit

Name: | OutputFrequency

Address: | W1389 imber of field elements: |I|

Data type:

Access rights:

(_) Double Word

Omt

(O Double Int

() Eloat
O string

UA Identifier

Comment:

Length: 0

Read

Write

v |INV_DZ_EBDD.FU_DZ.GIobaIVars.VarList.Oumuh‘:requency |

Help
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Right-click on the Mitsubishi station and then select "Write Mitsubishi configuration to
server ..." to transfer the changes to the loT gateway.

Praject MRl | Station name

Ethernet address CPU name Se.. Sta.. Modul/1O.. Multidrop stati.. FXserie
o g $ C @ 4 o || EFPLC 192.168.0.38:1280 RO4_39 00 FF  03FF 00 Né&o
E‘""ﬂ loTGateway IEINV_02 E300  192.168.0.11:5012 Fu_02 00 FF  03FF 00 Né&o
Q---—]; External data
1+ Connected Servers
2% Variable transfer
Sﬁ User-defined variable
: L) MQTT configuration
& :
@ p Mew PLC station...
Bﬁ) | Mew robot station...
BE Delete
: Read Mitsubishi configuration from server...
| Write Mitsubishi configuration to server...
Data Access View
2 Server Mode Id Display Mame Value Datatype source Timestamg Server Timestamp Statuscode
1 RLi M511|5tring|IMNY... OutputFrequency 1000 Uint16 121722415 12:17:22.661 Good
Further parameters can be added:
Mame Address PLC type arigin Access OPC type
[[] VarList.QutputFrequency W13g9 Word Generic RW Ulnt16
[[] VarList.OutputCurrent W1390 Ulnt1é Generic RW Ulnt16
[[] VarList.OutputVoltage W13m Ulnt1é Generic RW Ulnt16
[[] VarList.SetFrequency W13z Ulnt16 Generic RW Ulnt16
[[] VarList.OperationSpeed W1393 Ulnt1é Generic RW Ulnt16
[[] VarList.MotorTarque W1304 Ulnt1é Generic RW Ulnt16
Diata Access View
# Server Mode |d Display Mame WValue Datatype source Timesta
1 RLi MS11|5tring|IMNY... MotorTorque 3187 Ulnt1a 12:30:359.602
2 RLi MS11|5tring|INV... OperationSpeed 0 Ulnt1é 12:18:54.685
3 RLi METT|5tring[IMNY... QutputCurrent 33 Uint1e 12:30:42,736
4 RLi MS11|5tring|IMY... OutputFrequency 1000 Ulnt1é 12:30:37.286
5 RLi MS11|5tring|IMNY... CutputVoltage 0 Ulnt1a 12:30:40.776
B RLi M5T1|5tring|IMY... SetFrequency 0 Uint16 12:30:40.336
XML-Ex-/Import

The configuration generated in the OPCUAEUdIt tool can be exported as an XML file in the
loT Gateway web server.

Controllers Robots
»PLC

» INV_02_E800

Insert station | |

Load XML | | Store XML | | Remove all |

This generated XML file can then be edited in any text editor and then transferred back to

the loT Gateway using "Load XML".
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Sample XML file:
Beispiel-XML-Datei:

<?xml version="1.0" encoding="UTF-8"?>
<Objects Version="1">
<Device name="INV_02_E800" URL="192.168.0.11:5012">
<CPU name="FU_02" network="0" pcno="255" moduleio="1023" moduleno="0" hexio="1">
<Globalvars>
<struct name="VarList">
<Variable name="OutputFrequency" address="W1389" type="UInt16"/>
<Variable name="OutputCurrent" address="W1390" type="UInt16"/>
<Variable name="OutputVoltage" address="W1391" type="UInt16"/>
<Variable name="SetFrequency" address="W1392" type="UInt16"/>
<Variable name="OperationSpeed" address="W1393" type="UInt16"/>
<Variable name="MotorTorque" address="W1394" type="UInt16"/>
</struct>
</Globalvars>
</CPU>
</Device>
</Objects>

5 Diagnostics

The browser window “Diagnostics” has several tabs to display details about established
or faulty connections.

5.1 Controller diagnostics

The configured connections and their status (error-free / faulty) are displayed.
%F { ) Logout | Update password

Controller diagnostics Client diagnostics Network diagnostics System Log

""""""""""""""" Rt o B e
""""""""""""""" w - R0O4CPU 192.168.0.38:1280 21.10.2021 5:34:36 Netwo.. 104 The connection was closed from the remote station
@ - Mitsubishi_Robot_01 192.168.0.20:10002 21.10.2021 5:26:39 PLC 0 Connection established

Clear diagnose ﬂ

5.2 Client diagnostics

The current states of the configured OPC client connections (error-free / faulty) are
displayed.
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OPC server is running

Lagout ‘ Update password |

Controller diagnostics

Client diagnostics Network diagnostics System Log

Diagnostic output of the client

@ 21.10.2021 14:47:19:256

@ 21.10.2021 14:47:33:373 :
@ 21.10.2021 14:47:49:380 :

@ 21.10.2021 14:47:18:3409 :
@ 21.10.2021 14:47:18:350 :
@ 21.10.2021 14:47:18:358 :
@ 21.10.2021 14:47:19:245 :
@ 21.10.2021 14:47:19:247 :
: 0x0 Good @ opc.tcp://192.168.0.5:4840 : CreateSubscription

0x0 Good (0x00000001) : opc.tcp://rd55up12-v:48010 : ConnectionStatusChanged
0x0 Good : opc.tcp://rd55up12-v:48010 : Connect

0x0 Good : opc.tcp://rd55up12-v:48010 : CreateSubscription

0x0 Good (0x00000001) : opc.tcp://192.168.0.5:4840 : ConnectionStatusChanged
0x0 Good : opc.tcp://192.168.0.5:4840 : Connect

0x0 Good (0x00000002) :
0x0 Good {0x00000003) :

opc.tcp://192.168.0.5:4840 :
opc.tep://192.168.0.5:4840 :

ConnectionStatusChanged
ConnectionStatusChanged

0x800a0000 BadTimeout : ConnectError
0x800a0000 BadTimeout :
0%800a0000 BadTimeout :

0x800a0000 BadTimeout :

@ 21.10.2021 14:48: 4:405 :
@ 21.10.2021 14:48:19:643 :
@ 21.10.2021 14:48:34:757 :
@ 21.10.2021 14:48:49:872 :
@ 21.10.2021 14:49: 4:986 : 0x800a0000 BadTimeout :
@ 21.10.2021 14:49:20:100 : 0x800a0000 BadTimeout :
Download legfile | Clear diagnose ‘ g

opc.tcp://192.168.0.5:4840 :
opc.tcp://192.168.0.5:4840 :
opc.tcp://192.168.0.5:4840 ; ConnectError
opc.tcp://192.168.0.5:4840 : ConnectError
opc.tcp://192.168.0.5:4840 : ConnectError
opc.tcp://192.168.0.5:4840 : ConnectError

ConnectError

By clicking the “Download logfile” button, the saved states of the configured OPC client
connections (error-free / faulty) can be displayed in an editor or saved as a text file.

7 IBHLinkUA-ClientDiag.log - Editer

Datei Bearbeiten Format Ansicht Hilfe
== IBH Link UA Client Diagnostics ===

21.10.2021 14:47:18:349 :
21.10.2021 14:47:18:350 :
21.10.2021 14:47:18:358 :
21.10.2021 14:47:19:245 :
21.10.2021 14: 9:247
21.10.2021 14:47:19:256 :
21.10.2021 14:47:33:373 :
9 21.10.2621 14:47:49:380 :

@x@ Good (0x00000081) : opc.tcp://rdSSupl2-v:48@1@ : ConnectionStatusChanged
0x@ Good : opc.tcp://rd55upl2-v:48818 : Connect

8x@ Good : opc.tcp://rd55upl2-v:48818 : CreateSubscription

x@ Good (0x0@PEABE1) : opc.tcp://192.168.0.5:4840 : ConnectionStatusChanged
0x0 Good : opc.tcp://192.168.08.5:4848 : Connect

%@ Good : opc.tep://192.168.8.5:4840 : CreateSubscription

0x@ Good (Px000@PRE2) : opc.tcp://192.168.0.5:4840 : ConnectionStatusChanged
8x@ Good (9xP6PAAOE3) : opc.tcp://192.168.9.5:4848 : ConnectionStatusChanged

@ 21.10.2021 14:49: 4:986 : 0x800a0000 E
@ 21.10.2021 14:49:20:100 : 0x800a0000

Download logfile | Clear diagnose | g

5.3 Network diagnostics

An ICMP (Internet Control Message Protocol) ping is sent to the specified IP address
(host name) by clicking the “Send ping” button.

Controller diagnostics Client diagnostics Network diagnostics System Log

Diagnostic output
ping 192.158.178.49
192.168.178.49 : [0], 84 bytes, 2.34 ms (2.34 avag, 0% loss)

192.168.178.49 : [1], 84 bytes, 1.70 ms {2.02 avg, 0% loss)
192.168.178.49 : [2], 84 bytes, 2.20 ms (2.08 avg, 0% loss)

192.168.178.49 : xmt/rov/%loss = 3/3/0%, minfavg/max = 1.70/2.08/2.34

Hostname / IP Address: | 192.168.178.49 | Send Ping | | Resolve hostname |

|Sele+:t or type Trace ﬂlterVH | | |

Download Trace | Delete Trace |

If the Wireshark diagnostic software is installed on the PC, a very extensive network
analysis can be carried out.

After selecting the ethernet interface and the port to be checked press the “Start trace”
button.

Document: Quickstart_loTGateway EN Mitsubishi Electric Europe B.V.
Rev: 001G
Date: 01/02/2022

38



OPC server is running Logout | Update password |
Network diagnostics System Log

Controller diagnostics Client diagnostics
Diagnostic output

& tcpdump pid: 15455
& tcpdump exited with status @

| Send Ping | Resolve hostname |

Hostname / IP Address: |192.1EE.1?B.49
| Start trace | |

[-ieth1-s0 - port 48010~ ||-i any -s0 -l port 48010

Download Trace | Delete Trace ‘

After stopping the trace, the recorded data is in a buffer inside the 10T Gateway.

Diagnostic output
a tcpdump pid: 16226

Hostname / IP Address: | 192.168.178.49
| Stop trace |

~ |- any -s0 -1 port 48010

-i eth1 -s0 -l port 48010

The data can be downloaded to the connected PLC by pressing “Download trace”
| Start frace

[-i eth1 -s0 -l port 48010 v ||-i any -s0 - port 48010

Download Trace | Delete Trace |

Double clicking on the downloaded file starts Wireshark and shows the communication

running on the selected interface.

% ® OPC server is running Logout | Update password |
Network diagnostics System Log

Controller diagnostics Client diagnostics
Diagnostic output

""""""""""""""" = tcpdump pid: 16226
= tcpdump exited with status 9

| Send Ping | Resolve hostname |

""""""""""""""" Hostname / IP Address: [192.168.178.49
| Start trace | |

""""""" [-ieth1-s0 - port 48010 | |-i any -s0 -l port 48010

------------------------------ Download Trace | Delete Trace |

4-J: T LinkUA-Trace...pcap =~

« 4
Since the evaluation of Wireshark-Trace requires some specialist knowledge, this
diagnosis should be carried out in the event of a malfunction using the IBHsoftec hotline.
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M BHLinkUA-Trace (6).pcap
Datei Bearbeiten Ansicht MNavigation Aufzeichnen Analyse Statistiken Telephonie  Wireless Tools  Hilfe
im0 [(IERBRecs=FaEEaaan

[ |Anze\gaﬁ|tal anwenden ... <Cirl-f>

No. Time: Source Destination Protocol  Length  Info
- {1} 0. 000000 192.168.8.54  192.168.8.3 TCP 152 50841 + 48016 [PSH, ACK] Seq=1 Ack=1 Win=513 Len=98
2 9.e60148 192.168.8.3 192.168.8.54 TCP 56 48010 - 59841 [ACK] Seq=1 Ack=97 Win=483 Len=0
3 8.881978 192.168.8.3 192.168.8.54 TCP 138 43@1@ + 59841 [PSH, ACK] Seq=1 Ack=97 Win=433 Len=74
4 9.845752 192.163.8.54 192.163.0.3 TCP 62 59841 + 48010 [ACK] Seq=97 Ack=75 Win=512 Len=8
5 1.212238 192.168.8.3 192.168.8.54 TCP 141 438819 + 59841 [PSH, ACK] Seq=75 Ack=97 Win=483 Len=85
6 1.225183 192.168.8.54 192.168.8.3 TCP 122 59841 + 48018 [PSH, ACK] Seq=97 Ack=16@ Win=512 Len=66
7 1.266482 192.163.8.3 192.163.08.54 TCP 56 4381@ + 59841 [ACK] Seq=16@ Ack=163 Win=483 Len=8
8 2.213536 127.8.8.1 127.8.8.1 ER 153 48818 + 33794 [PSH, ACK] Seq=1 Ack=1 Win=1423 Len=85 TSval=319874 TSecr=319381
9 2.213678 127.8.0.1 127.8.0.1 TCP 63 33794 + 48010 [ACK] Seq=1 Ack=86 Win=16@5 Len=8 TSval=319874 TSecr=319374
16 2.221787 127.8.0.1 127.8.0.1 TCP 134 33794 » 48010 [PSH, ACK] Seq=1 Ack=86 Win=16@5 Len=66 TSval=319875 TSecr=319874
11 2.242445 127.6.0.1 127.6.0.1 TCP 164 33794 + 48018 [PSH, ACK] Seq=67 Ack=86 Win=1685 Len=96 TSval=319877 TSecr=319874
172 2 243TTR 127 & @& 1 127 & @ 1 TR AR ARATA =+ 22704 TArK] San=RF Ark=1RA3 Win=1472 |an=A TSwal=310R77 TCarr=21087%
<
» Frame 1: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits)
> Linux cooked capture vl
» Internet Protocol Version 4, Src: 192.168.8.54, Dst: 192.168.0.3
> Transmission Control Protocol, Src Port: 59841, Dst Port: 48818, Seq: 1, Ack: 1, Len: 96
> Data (96 bytes)

GO0 BO Db B 61 BB D6 B@ 58 b6 16 24 94 0O 0O 68 B8 - - - i
8818 45 00 08 88 ef 6a [l B0 86 83 7b co a8 @8 36 E----jTH -
0020 cB a8 @@ B3 e6 al bb Ba ee 66 35 21 2b B6 Bc 96 oo :

O i IBHLinkUA-Trace (5).pcap H

5.4 System log

The loT Gateway diagnosis creates a log file in which activities are recorded with a time
stamp.

EE; M ) OPC server is running Logout | Update password |

Controller diagnostics Client diagnostics Network diagnostics System Log

Logged Events

12, 8.2021 16:38:11 : Status 0x0 : System : Starting device up

12. 8.2021 16:38:11 : Status 0x0 : Configuration : Saving changed Stacktrace
12. 8.2021 16:38:11 : Status 0x0 : Configuration : Saving changed SamplingRates
12. 8.2021 16:38:12 : Status 0x0 : Configuration : Saving changed SecurityPolicy
12, 8.2021 16:38:45 : Status 0x0 : System : IBH Link UA started

12. 8.2021 16:39:26 : Status 0x0 : Webinterface : User admin logged in

12, 8.2021 16:41:56 : Status 0x0 : Configuration : Saving changed SecurityPolicy
12, 8.2021 16:42: & : Status 0x0 : System : IBH Link UA started

12, 8.2021 16:42:31 : Status 0x0 : Webinterface : User admin logged in

12. 8.2021 16:43:38 : Status 0x0 : Mitsubishi : Mitsubishi configuration uploaded
12. 8.2021 16:43:38 : Status 0x0 : System : IBH Link UA stopped

12, 8.2021 16:43:52 : Status 0x0 : System : IBH Link UA started

12, 8.2021 16:52:45 : Status 0x0 : Mitsubishi : Mitsubishi configuration uploaded
12. 8.2021 16:52:45 : Status 0x0 : System : IBH Link UA stopped

12, 8.2021 16:52:59 : Status 0x0 : System : IBH Link UA started

LR S G G Y R U G G G R

Buttons are provided to display the log file in an editor or to save it as a text file or to
delete it. In the event of a malfunction, an analysis can be carried out using the
IBHsoftec hotline.
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@ 21.10.2021 15:24:22 : Status UxU @ Diagnostics : Network trace started
@ 21.10.2021 15:24:54 : Status 0x0 : Diagnostics : Network trace stopped
Download logfile | Clear system Iugl it

Enable Trace

(JJ Enable Trace | Download logfile | Delete logfile |

All the background operations of the loT Gateway can be made visible by activating the
“‘Enable Trace” checkbox.

Enable Trace

Enable Trace Download logfile | Delete logfile

After the event that should be evaluated has occurred, the current recorded data can be
downloaded

www.ibhsoftec.com Contact Y

=l UaServerCPP (4).log ~

and opened in a text editor.
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To evaluate this information requires some specialist knowledge, this diagnosis should be
carried out in the event of a malfunction using the IBHsoftec hotline.

Datei Bearbeiten Format

** Product version:
** C++ SDK Version:
** ( Stack Version:
== Platform Layer:

*% (++ SDK Version:
** C Stack Version:
** Platform Layer:

** Cs+ SDK Version:
** C Stack Version:
** Platform Layer:

** C++ SDK Version:
** C Stack Version:
== Platform Layer:

** (C++ SDK Version:
** C Stack Version:
** Platform Layer:

Date: 2021-10-21

%

| UaServerCPP (3).Jog - Editer

Ansicht  Hilfe

k” urn:rd55up12-v: IBHsoftec: IBHLinkUA: start trace

IBHsoftec GmbH IBH Link UA 5.22.

1.7.3.585
Version:1.4.13 276
PlatformMame: Linux
1.7.3.585
Version:1.4.13 276
Platformlame:Linux
1.7.3.5685
Version:1.4.13 276
PlatformMame: Linux
1.7.3.585
Version:1.4.13 276
Platformlame: Linux
1.7.3.585
Version:1.4.13 276
Platformlame:Linux

86:38:12.2567|4|B3BB0GOE*
86:38:12.2577|6|B3BBE0OR*
86:38:12.2637| 2| B3BBOGOE*
86:38:12.2717| 2| B3BBEGOR*
86:38:12.2737| 2| B3BBOOGO*
86:38:12.2747| 6| B3BBOGOR*
©6:38:12.4237| 2| B3BB00GEG*
86:38:12.7477|1|B3BB0GOE*
@6:38:12.7477| 1| B3BE00RE*
86:38:15.254Z|1|B3BBOGOE*
86:38:15.2547|1|B3BBEAOR*
86:38:15.261Z|1|B3BBOGOE*

==>» UaCoreServerApplication::start

--» ServerConfigXml::loadConfiguration
Warning: ServerConfigXml - AllowDeprecatedSecurityPolicies is set to true. You may run
Warning: UaEndpointXml::setXmlConfig - SecurityPolicyUri: http://opcfoundation.org/UA/

Error: UaEndpointXml:
<-- ServerConfigXml

[m] x

:set¥mlConfig - invalid Keylength 1824. Using 2848 instead
oadConfiguration [ret=0x8]

WARNING: Mo ApplicationControlCallback available, cannot create ServerConfigurationTyp

[uastack] Opendir failed
[uastack] Error code: No
[uastack] Opendir failed
[uastack] Error code: No
[uastack] Opendir failed

86:38:15.2617|1|B3BB@EAE* [uastack] Error code: No

i
such file or directory
[N
such file or directory
[N

such file or directory
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6 OPC Client Function Example

The loT Gateway can also be used as an OPC UA client. This makes it possible to
exchange data between different OPC UA servers and thus also between controllers from
different manufacturers.

The following structure serves as an example:

On the iQ-R rack there is an R04 CPU (192.168.0.38), an loT Gateway (192.168.0.3) and an
RD810OPC96 module (192.168.0.5). Both OPC UA servers on RD55 and RD81 are active.

RD55 QO3UDV

RD55UP12-V OPC Server Setting

_E‘EF ° OPC Server lauft Abmelden | Passwort andem

Steuerungen Roboter

YiQ-R
YRO4
DeviceManual

DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialNumber
SoftwareRevision
» Programs
¥ Tasks
DeviceHealth
¥ Globalvars
¥ GlobalLabel01
Counter01
. Counter02
Mitsubishi Countero3
T Random_01
Random_02
Random_03
RandomsScale_01
RandomScale_02
RandomScale_03
Robot
» SysQ

RD810PC96 Server Setting

E‘ MX OPC UA Module Configurator-R - D:\0DT Projects\666 IDA Showroomt020 MELIPC Tisch\RDE81config.mxcfg - [m] x
File  Edit iew Go Tool Online Help
DFEE=E )% mE X 5 i 28 B D0 G (2l O 0 2] @) -3 ol WGl
@"@P fiddress Space Name Ma.. Re.. Enable Device Device Data Tvpe Data Type
¢ 2-El roacP oy "
| ©11 Grouptto W Counter(l 1 D000 WORD ]
7 Gonwersion Definitions 4 Counter(2 True D001 WORD INT
Palling Method Definitions g Counter03 True D002 WORD T
i-[2] Structure Type Declarations %5 Random_011 True Dima WORD INT
%_é Randam_012 True Dot WORD INT
e Random_08 True D012 WORD INT
e RandomScale_01 True D1o20 WORD INT
€/ RandomScale_02 True D021 WORD INT
& RandomScale_03 True o022 WORD INT
(b Tagoo True [oli} WORD INT
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~ [ Project
v [1 Servers
{2, RDB1OPC6
2y R4
v~ [3 Documents
[ Data Access View

o o
Do ES1 Veu (0 ool (wioe leb

DEWe+@IREX " LEEEE ]
= @l Address Soece Hama e Davice Davica Dats Trze g
IR |Gmenees e w we -
i - ol
J?.'.:.’:‘.",‘Z'.WU‘MM- Ld b »RO4CPU
Ctmection Settee. Curdests Dinstwscy Sorver | Opiration R Insent station | | Modify station | Remove station |
P
[ors — ~ [imancpu] oty cpu] | Load progecs || Remove cpu
et Fore T ~ . Load XML | | Store XML | Remave al|
P - ~ \
~ o
Sacurity Mot Nerw v =
ol
P
e

Con rected Servers Status

[E ! um:rdssup12-v:iBHsoftec:IBHLinkUA (opc.tep:/frdS5up12-v:48010) [1 Good (0x00000000) Secu
¥ @ PLC.RO4CPU.GlobalVars.GlobalLabel01.ExchangeTagServerRDSS
@® PLC.RO4CPU.GlobalVars.GlobalLabel01.ExchangeTagServerRD55.TimeStamp
@ PLC.RO4CPU.GlobalVars.GlobalLabel01.ExchangeTagServerRDS5S5.Status

urn:192.168.0.5:MitsubishiElectric:MxOpcUa (opc.tcp://192.168.0.5:4840).Address Space.R04_CPU1.ExchangeTagClientRD810PCY
* @ uf\:192.168.0.5: MitsubishiElectric:MxOpcUa (opc.tcp://192.168.0.5:4840) # Good (0x00000000) Securit

@ hddress Space.R04_CPU1.ExchangeTagServerRD810PCY6.Status L 2
:rd55up12-v: IBHsoftec:IBHLinkUA (opc.tep://rd55up12-v:48010).PLC.RO4CPU.GlobalVars.GlobalLabel0 1. ExchangeTagClientRD55
variable to read | | %] @] e Upload client XML ion | | Download client XML § N\Delete client

OPC Client

Copy value of Copy value of
ExchangeTagServerRD810PC96* ExchangeTagServerRD55"
fo to

 ExchangeTagClientRD55" ,,-ExchangeTagCIientRDm OPC96 “
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7/ MODBUS

The loT Gateway can connect to MODBUS servers and provide their data as OPC UA tags
or communicate further via MQTT.

The configuration is done with the IBH OPC Editor software.

7.1 Add MODBUS Configuration

Right-clicking on an existing server configuration opens a menu window.

Click on "Add modbus configuration..." in this window.

) Name
2 @ 3
iy C. ?‘: & 3% 2+ M E Server address

...... o [Ic—

m_h E New server connection...
E N New contral...
‘??r (B ﬁ, & EEW Properties...
______ ﬁ loTGateway | Add external data...
---J;g, External data
- 58 Mitsubishi

Add modbus configuration...

Add Mitsubishi configuration...
Add historical data...

9

The new empty MODBUS configuration is displayed.

-3 loTGateway
---J;g, External data
E Mitsubishi

o 1 Modbus configuration

Clicking on the icon opens the window for entering the MODBUS server connection
data:

48 Medbus device properties *

Device name: | | |

Interface:
(®) Ethernet URL or IP address: ‘

(O serial Mumber of simultaneously possible requests:

Optional informations:

Description: | |
Manufacturer: | |
Model: | |
— i ew e
Serial number: |
5 b
{I;Tr & x’ % = @ ReyvisionCounter: |:| Device revision: |:|
x New device
B‘d loTGateway 2 T —— Hardware revision: Software revision:
'"‘]@ el i Add new Modbus device. I:I l:l
(- f Mitsubishi
... Modbus configuration Cancel Help

>

Only the connection hame (freely selectable) and the connection data are required here.
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% Modbus device properties x

Device name: SCM Kit COMPACT |
Interface:
(®) Ethernet LRL or IP address: 192.168.0.39 |

() serial Mumber of simultaneously possible requests:

The optional data is used for project documentation.

Optional informations:

Description: | MODBUS TCO Smart Condition Manitoring |
Manufacturer: | Mitsubishi Electric |
Model: | SCM Kit COMPACT |
Serial number; | 2021-001

RevisionCounter: I:I Device revision: I:I
Hardware revision: Software revision: 2.10.0

After clicking on "OK" the new MODBUS connection is displayed.
Bra e X ¥G® 7

ot ?f AMEEW W Y | 3 SCM Kit COMPACT

ij loTGateway
[-Uy External data

- 2 Mitsubishi
‘i Modbus configuration

7.2 Add Variables

In the next window, which is opened by right-clicking on the desired connection, select "New
variable..."

Mew device..,

Mew folder..,

| Mewr variable.., |

Delete
Cut
Copy

Insert

Properties...
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In this window you enter a name for the new variable and select the desired MODBUS data
type with the corresponding MODBUS address.

% Properties modbus variable x
Mame: UnitID: | 255
Type: Access:
Read: Write:

(_)Boolean

O uintis Read Wirite:

Ountz2

(int32 () ReadInputRegisters WriteMultipleRegisters

®Float (®) ReadHoldingRegisters

Ounta4

COInte4
o ¥ Number: [[] 32-bit swap word order
Double

Analog limit values:

[ Check limit values Minimum: | 0 Maximum; | 0
History:
[ save in history sampling interval (sec): 0.5 Buffer sige: | 1000

UA node recognition: | ns=9;5=5CM Kit COMPACT .Variable_1

OK Cancel Help

The IoT Gateway supports the following MODBUS data types:

Inputs - Read only
Coils - Read/Write
Input registers - Read only
Holdingregisters > Read/Write

In the following example, communication takes place with the MODBUS TCP server of an
iQ-F controller, accessing holding registers. The address range of the holding registers is
between 0 and 999

149 Basic Settings ‘Subnet Mask || € Timesync_sensor_o1 -
@ Ovn Node Settings Default Gateway
- CCLink IEF Basic Settings E— e B Erts Binary MODBUS Device Allocation Parameter - o x
0 e =1 CC-Link |EF Basic Seffings:

Extemal Device Configurai
o e een To Use or Not to Use CC-Link IEF Bosic Setiing ~ Not fo Use.
(i Applcation Settings
FTP Server Seffings

Network Configuration Setings <Deailed Sefiing>

Refresh Settings <Detailed Setiing> ltem Input Input Registers Holding Registers | A
| MODBUSITCP Setfings = i i Set .o that the MODBUS device can be related io the device memory of PLC ¢
To Use or Net to Use MODBUSITCP Stiing Used £ Allocation 1
Device Assignment <Defailed Sefiing> Device 0
-1 External Device Configuration Start MODBLS Device No. 0 0 0

External Devics Configuration <Detailed Seting> ocacoRoeks o o 1000

The first variable in the example is of type INT16, the data from holding register 100 is
read/written

48 Properties modbus variable ¥
Name: | SC1_Device_Status | Unit ID: | 255
Type: Acress:
Read: Write:
(") Boolean
) UInt1 Read Wirite

(uint32

(Int32 (") ReadInputReqgisters WriteSingleRegister

O Eloat (® ReadHoldingRegisters

CIunta4
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The unit ID is only relevant for a serial connection and specifies the slave number.

The second variable is of type FLOAT, 32bit.

u# Properties modbus variable >
Type: Access:
Read: Write:
(C) Boolean
O UInt16 Read Write
(Oint1s Address: Address:
COunt3z
CiInt32 (O ReadInputRegisters WriteMultipleRegisters
® Float (®) ReadHoldingRegisters
M

After all desired variables have been created, the configuration can be transferred to the 10T

Gateway

7.3 Usage of MODBUS-Data

After the transfer to the loT Gateway, the new MODBUS connection is visible in the web

interface.

Pl ]
S=. e

Modbus

OPC server is running Logout | Update password |

Modbus

SCMKitCompact
DeviceManual

DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialNumber
SoftwareRevision
Status

url

DeviceHealth
SC1_DeviceStatus
SC1_ISO_Status
SC1_IS0O_Value

Load XML | Store XML | Remove all

This means that the data is available to every OPC UA client, ...
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Address Space
+ | Mo Highlight

& X| Data Access View

Performance View

I Roet
~ () Objects
&% Client
&% DeviceSet
& MQTT
~ @& Modbus
% ClearConfiguration
% ReadConfiguration
v % SCMKitCompact
‘@ DeviceHealth
¥ DeviceManual
¥ DeviceRevision
@ HardwareRevision
¥ Manufacturer
¥ Model
¥ RevisienCounter
@ SC1_DeviceStatus
@ SC1_IS0_Status
@ 5C1I50_Value
@ SerialMumber
@ SoftwareRevision
¥ Status
@ Ul
@ Status
% WriteConfiguration

0 PLCs

|| #  Server Node Id
RO NSS|String|SCM...
277 Roa NS8|String|SCM...
3 RM4 INS8|String|SCM...
4 R4 INS8|String|SCM...
5 R4 INS9|String|SCM.
6 RO INS9|String|SCM.
7 R4 NS8|String|SCM...
8 R4 NS9[String|SCM...
9 RM INS8|String|SCM...
10 RO4 NS8[String|SCM...
11 RO4 INS8[String|SCM...
12 RO4 NS8[String|SCM...
13 R4 INS3[String|SCM...

... and can also be sent to the IT world via MQTT

Bl 10T Gateway INV_MB.op
File Edit Help
DEH &
&' & U NEEW Y

43 loTGateway
= -—];; External data

----- @ Variable transfer

(-} Connected Servers

----- E‘?,T User-defined variabl
..... o MOTT configuration
% Modbus configuration

Mitsubishi

=% iOR

- RO4
(& Variables

9@ MY

- I FU_O1

& Variables

@31 % ¢ K ¥G®RS

s

=

] 90 FAEDC

Publish

2 INVERTER/ANLAGE_02/FU_01
\_413 5C1_CenditienMenitering
Subscribe

Display Name Value atatyp Source Timestamyp Server Timestarnp Statuscode
5C1_DeviceStatus 1 Int16 11:30:04.131 Good
SC1_I1S0_Status 1 Int16 11: Good
SC1150_Value -3.76322e+011 Float Good
DeviceManual MODBUS TCO Smart Co...  Stri... Good
DeviceRevision A Stri... Good
HardwareRevision 1.0 Stri... Good
Manufacturer "en", "Mitsubishi Electric”  Loc... Good
Model "en", "SCM Kit COMPACT" Loc... Good
RevisionCounter 0 Int32 Good
SerialMumber 2021-001 Stri... 11 Good
SoftwareRevision 2.10.0 Stri... Good
Status connected Stri... Good
Url 192.168.0.3%:502 Stri... Good

Mk Variable selection
B [ Client A | Select:
[]---VB DeviceSet Mame
-4 MaTT
-4 Modbus
=k SCMKitCompact
[ ] @ DeviceHealth : DeviceHealthEnumeration
[ 1€ DeviceManual ! String
[ ]¢% DeviceRevision : String
..[]¢% HardwareRevision : String
[ 1€ % Manufacturer : LocalizedText
[ ]&% Model : LocalizedText
..[]&% RevisionCounter : Int32
.[[] @ 5C1_DeviceStatus : Inti6
[] % s5C1_150_Status : Intls
[ % s5C1_150_value : Float
[ 12% SerialNumber : String
[ ]&% SoftwareRevision : String
[ ]&% Status : String
L[]8 url ¢ String
..[ 123 Stahis : Strinn hd
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8 MQTT Settings

The loT gateway supports the MQTT protocol to send data to the cloud or to receive it from

the cloud.

In order to create an MQTT connection, access to an MQTT broker is required. The
corresponding configuration takes place in the IBH OPCUAE(dit tool.

Knowledge of the corresponding IT infrastructure and the operation of an MQTT broker must

be available and are not part of this document.

8.1 Create new Broker connection

Open an existing OPCUA server configuration and select “New MQTT broker”

U8 MOTT_Sample.cpu - OPCUAEdit
File Edit Help
N 4 & @
0 vy

@ New MQTT broker
Adding a new connection to an MOTT broker,

& ] B 1)
E|"",j loTGateway
-y, External data

—pt Connected Servers
j’ Variable transfer

----fi,j User-defined variables
-4 MQTT configuration
[ p2f Mitsubishi

In the next window enter the broker IP address and the necessary login data and press
“OK”.

In addition, the MQTT message format can be selected under "Message template". With
"Default" the simple JSON format is used. If you want to communicate Iconics format, you
can select it here accordingly.

K MOTT connection properties x
(®) Standard connection Message in case of connection failure:
Broker address: ||4[] Demobroker1883 ‘ [ send message in case of connection failure

M text:
Client Identifiers | FAEDC ‘ essage tex

O Connecting with TeamViewer IoT MQTT topic:
Broker address: Message quality:  Low (Qos=0) reception is not guaranteed
Client Identifier: Remanent message storage
() Connection to Azure IOT Security:
Logon text: Certificate: | | -
CA certificate: | | -
Maximum number of buffered messages: Private key: | |
Folder name for remanent storage: | Log in with user name and password

User pname: | Iconics01 |

eI S |
Cancel [User Defined e
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o r A & 7
ER ] sampleBroker]

Example Simple JSON-format:

"LetzteAnzahlGuteTeile™ : 3,
"LetzteAnzahl5chlechteTeile™ : @,
"LetzteAnzahlTeileGesamt™ : 3,
"LetzteAufrragsnummer” : 47110932,

"LetzteEndZeit" : [ 2021, 12, 15, 10, 55, &5, 3 1,
"LetzteProzentGuteTeile™ : 100,
"LetzteProzentSchlechteTeile™ : 0,
"LetzteSollStueckzahl™ : 3,

"LetzteStartZeit” : [ 2021, 12, 15, 16, 55, 32, 3 1,
"LetzteTemperatur™ : 21,

"LetzteZykluszeitAvg" :

: 1639562267738,
I

L
: "LetzteAnzahlGuteTeile",
i I
1,
: 1639562267738

: "LetzteAnzahlSchlechteTeile”,
2,
1,
: 1639562267738

: "LetzteAnzahlTeileGesamt™,
5,
1,
: 1639562267738

: "LetzteAuftragsnummer” ,
1 471106933,
H ool
: 1639562267738

: "LetzteAuftragstext”,
H ool
: 1639562267738

: "LetzteEndZeit",
: [ 2021, 12, 15, 18, 57, &7, 3 1

8.2 Publish of values (Send data to Broker)

Two steps are required to “publish” values:

1. Create a new topic
2. Link the topic with data

8.2.1 Create Topic

Open the newly created “SampleBroker” by pressing, then right-click on “Publish” to open
the menu and select “New topic”
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@ ] FEEN =W
=)-ig SampleBroker

-3 Sub Mew MOTT broker...

New topic..
Mew structure...
MNew variable...

Select variables....

Delete
Cut
Copy

Insert

Properties...

Fill in the properties of the “Publish-Topic” and press “OK”:

¥ Properties MOTT-Publish-Topic
Topic name: | MyTopic
Message guality: | Low (Qos=0) reception is not quarantesd ~
[]Remanent message storing
Trigger variable:
Trigger conitn: | Value change ]

Variable identifier: |PLC‘R(HCPU‘Globa\l‘ars‘GIoba\LabelU1.Randum5t3le7t‘ s El
[ Mumeric variable identifier [ Select variable...

S— |

Status variable:

|

Select variable...

S —

Variable identifer: | |

[ Mumeric variable identifier

oK Cancel Help

X

=@ SampleBroker

28 | P ublish

----- [ Subscribe

In this example, the selected variable is checked for changes every 1000ms and "Publish" is

started if the condition is met.

The variable to be checked can be selected from the OPC UA server (UA nodes).

% Select data source m] x

=45 IoTGateway
-3 UA Nodes
=] Objects
-t Client
(-4 DeviceSet
43 mart
[#-“t Mitsubishi_Robot_01
“% Modbus
#-J PLCs
% Server
-1 Slots
L3 Stations
-3 Types
-0 Views

Server address: | |

Variable identifier: | |
Namespace: l:l

oK Cancel Help

Numeric variable identifier
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8.2.2 Create new variable (data to be sent)

Open “Publish” and click the newly created topic, then right-click on the topic in the “Select
variables...” menu

=@ SampleBroker

-3 Publish

[ Subs| | NewMQTT broker..
New topic..
New structure...
New variable...

Select variables....

Delete
Cut
Copy

Insert

Properties...

Select the required data in the next window and press “OK”

WK Variable selection

-y select:
(=3 UA Nodes Name

£ Objects

% Client

“% DeviceSet

5 MqrT

“% Mitsubishi_Robot_D1

- Modbus

= PLCs
%2 RO4CPU

"‘E Server

-3 Slots

-] Stations

L3 Types

L Views

Data type

The selected data are then displayed in the active topic in the editor

@ % ¢ KA BB Mame Datatype  Node name Data source
=@ SampleBroker # RandomScale.. Int16 SampleBroker.Publish.MyTopic.RandemScale_01 loTGateway:PLC.RIMCPU. GlobalVars,GlobalLabel...
£ Publish @ RandomScale... Int16 SampleBroker.Publish.MyTopic.RandomScale 02 loTGateway:PLC.RO4CPU.GlobalVars.Globall abel...
EREE] My Topic # RandomScale.. Int16 SampleBreker.Publish.MyTopic.RandomScale_03 loTGateway:PLC.RO4CPU. GlobalVars.GlobalLabel...

@ RandomScale 01

@ RandomScale 02

@ RandomScale_03
{3 Subscribe

Send the new setting to the 10T gateway and after the transfer has taken place, check
whether the 10T gateway is connected to the broker.

;EE F ® OPC server is running Logout | Update password
[orooratirs e e
[ Iy

- TS '9:1883 SampleBroker connected
_&] [ upload MQTT XML on | | Download MQTT XML on | | Restart MQTT c ons | Delete MQTT XML jon |
martt
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8.2.3 Check data in Broker

@ MQTT - 1.7 — u] 'Y
File Extras Help
B v izt d 1883 Disconnect -0
Publish m Scripts  Broker Status  Log
Wt Ml Subscrie | & o5t s @D o
Topic —
MyTop 2 v o
Dump Messages  Mute  (IEREET) QoS0
MyTopic 202
Q50
Topics Collector {3) Scan v MyTopic -
LWT 20-10-2021 11:56:59 43019664 Qoso
MyTopic {"RandomScale_81":186,RandonScale_02":319, "RandomScale_83":78}
Roboter_Structure

8.3 Subscription to values (receive data from broker)

In the following example, the program “MQTT.fx” “publishes” data to a broker. The loT
gateway should "subscribe" this data and write it into the corresponding PLC register in
order to reset various counters (Counter01 to Counter03) to "0".

8.3.1 Create Topic

Open SampleBroker "by pressing, then right-click on® Subscribe "and select” New topic ”.

@ = ) = MName
=g SampleBroker
-3 Publish

MNew MOTT broker..,

| New topic... |

Mew structure...

Enter a name for the new topic and confirm with “OK”.

u# Properties MOTT subscribe topic X

Topic name | MySubTopic|
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Pressing “I*” next to “Subscribe” shows the new topic

=@ SampleBroker
-4 Publish
[=Npw ) Subsccribe

8.3.2 Create new variable

------ 2 MySubTopic

Select the new topic, right-click to open the menu and press “Select variables...

=@ SampleBroker
- Publish
[=-{_J Subscribe

Mew MOTT broker...
New topic...

Mew structure..,
Mew variable..,

Select variables..,

Delete
Cut
Copy

Insert

Properties...

Select the required data in the next window and confirm with “OK”

i Variable selection

-4
a4
-4
E]...v{g
=-£3

@ * ¢ | ¥ Ey B 7| Name

=@ SampleBroker @ CounterD1 Int16
-3 Publish @ Counter02  Intl6
| Erd MyTopic # Counter03 Int16

DeviceSet

mQTT
Mitsubishi_Rebot_01
Modbus

PLCs

-8 RO4CPU

[ ] @ DeviceHealth : DeviceHealthEnumeration
[]€% DeviceManual : String
[ ]€% DeviceRevision : String
[—JVB Globalvars
&£ GlobalLabelo1
. 1% AnzahlGuteTelle : Int16
-[1% AnzahlschlechteTeile : Int1s
-] @ AnzahiTeileGesamt : Int16
@ Counter0l: Intls
@ Counter02: Int1s
@ Counter03: Intls
. ] % ExchangeTagClientRDS5 : Int16

- @ Random5cale_01
... @ Random5cale_02
... ¢ Random5cale_03

BLJ Subscribe

[SREw} MySubTopic

... i Counter01
... i Counter(2
... i Counter(3

Select:
Mame Data type
PLC.RO4CPU.GlobalVars. Globallabel0 1. Counter0 1 Int16
PLC.RO4CPU GlobalVars, Globallabel0 1, Counter02 Intis
PLC.RO4CPU.GlobalVars. GlobalLabel0 1. Counter03 Int16

Data type

Mode name

SampleBroker.Subscribe.MySubTopic.CounterD1
SampleBroker.Subscribe.MySubTopic.Counter(2
SampleBroker.Subscribe.MySubTopic.Counter(3
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8.3.3 Function test of “Subscribe”

In the Sunscribe topic, the 0T Gateway expects a string in JSON format from the publisher,
which must look like this:

{"Counter01":0,"Counter02":0,"Counter03":0}

Befor “Publish” on Broker-side

. @] B MELSOFT GX Works3 .. DSSUP12\002 IoT Gateway\R04_loTGateway_Demo.gx3 - [GlobalLabel01 [Global Label Setting]
wo @ i Project Edit Find/Replace Convert View Online Debug Recording Diagnostics Tool Window Help
NPA& e SR DB RRE S AR RRR ASS AR QAP0 - im ) @@ I & E Max:023ms
@ Martfe- 171 - o X
File Extras Help
B | isomitsubishielectric.de 1883 Disconnect ) = | 4 FOFF | 44 ON/OFF toggle | [2) Update
| Hame Current Value Display Formet: | Data Type
™D subscrive  Scripts  Broker Status  Log @ Countert1 [11189 Decimal Word [signed]
€ Counter02 [5504 Decimal Word [Signed]
MySubTopic - R €D ot o2 Retsined r= € Counter03 |1119 Decirmal Word [Signed]
{-Counter01"0; Counter02"0,"Counter03-0} v

Short after “Publish” on Broker-side

@ MQTT - 1.7.1

File Extras  Help

% isomitsubishielectric.de 1883 Disconnect | koM [ 4 FOFF | 44 ON/OFF toggle | |2) Update
~ | Name Current Value Display
=Y subscribe  Scripts  Broker Status  Log @ Counternl |8 Decimal
& Counter02 |4 Decimal
MySubTapic - €D st sz et - & Counter37 |1 Decisl
{*Counter01"0,"Counter02"0,"Counter03™0} ©
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O Teamviewer loT Connection

A TeamViewer software is pre-installed in the 10T Gateway from firmware V 7.5. This offers

the possibility of accessing almost all Mitsubishi Electric automation components at any time and

from anywhere.

Complex modem solutions or the use of a PC on site are a thing of the past.

S -
raho U .

Network

OPC server is running Logout | Update password |

Management Level Control Level TeamViewer IoT

TeamViewer loT
Status Oniine | __‘Cstate message from Teamviewer loT i

TeamViewerlD PtV

Assignment Token T r has to be entered
Group Showroom |

Team\Viewer auto start u

Log level Info v

Proxy settings
Proxy address (IP:Port) ‘ |
Internet access over proxy

Start |  Stop | New assign | Remove assignment | Download logfile | Delete Logﬁl.e| MQTT settings

Global System Configuration

Hostname |rd55up12-\r ‘
Port 48010

Default gateway
Nameserver 1
Nameserver 2

To establish a connection via TeamViewer-loT, the Ethernet subnet of the control level must
have access to the Internet.

Control level

The RD55UP12-V manages two firewall-separated subnet addresses, each with its own MAC

with Teamviewer loT
via Internet

address.
Level Port Subnet
Control level CH1 ,
Process level CH?2 Must be different

Access to management level

Document: Quickstart_loTGateway_ EN

Rev: 001G
Date: 01/02/2022

Mitsubishi Electric Europe B.V.

57



9.1 PC preparations - connected to the Ethernet port of the
control level

In order to use the access options of the pre-installed TeamViewer software, the conditions
mentioned in the following sub-chapters must be fulfilled.

9.1.1 TeamViewer Software

The PC that is to be used to access the external IBH Link UA must have TeamViewer
software version 15.9.4 or newer installed.

& Uber TeamViewer

Version: 15.9.4
e Datum: Sep 32020 126:17

Teamviewer IDn 1062935960

A TeamViewer account with an appropriate licence must be ready to activate.

e TeamViewer

Verbindung Extras Hilfe Feedback

n Anmelden E-Mail Sie sind bereits TeamViewer
Sie haben kein Konto? Kunde?

Melden Sie sich hier mit lhrem
Passwort TeamViewer Konto an, um diese
Funktionalitdt von TeamViewer
in vollem Umfang nutzen zu
kdnnen.

4—" Fernsteuerung

:-‘ Remote Management
Anmelden

. ®a
P} Meeting
Angemeldet bleiben

E= Computekr& Kontakte Kennwort vergessen
Konto erstellen
-.J Chat

TeamVIGWer ® Eereit zum Verbinden (sichere Verbindung)

If not already present, a new group must be added under Computers and Contacts after
logging in.

Document: Quickstart_loTGateway EN Mitsubishi Electric Europe B.V.
Rev: 001G
Date: 01/02/2022

58



[=] TeamvViewer — m} s

Verbindung  Extras  Hilfe | Feedback EERGEISPEINELENE «* Verbinden v
. o G pty L .
n Lo s Q —Hene L™ Laschen
Corporate + loT Diesen Computer hinzufigen
w verlauf Entfernten Camputer hinzufiigen
« Fernsteuerung | Kentakt hinzufiigen
¥ Meine Computer Neue Gruppe hinzufiigen gen
L .
P Remote Management m Sitzungscode erstellen
4 Kontakte und Geréte in der Umgebung n
[
i'} Meeting
. Sitzungscode erstellen
Bl Computer & Kontakte
- Teilen
I Chat

9.1.2 IBHNet loT setup

Install the software IBHNet-loT-Setup.exe on the PC. This software is available under

https://download.ibhsoftec.com/neutral/I[BHNet-loT-Setup.exe

is available for download.

Install and start IBHNet-loT software

& IBHMet-loT-Setup.exe

Execute
the downloaded file.

Then run the IBHNet-IoT programme, which will start the

e
ibhsoftec-agent-service. Ll retet-ioT

The service is displayed as an IBHNet-IoT tray in the IBHNet-IoT Tay - 1BHsoftec GmbH
taskbar. If necessary, change the properties of the taskbar
to display the icon. 1 = -
If the icon shows a stopped service, start the service. S Sl

5 .
9.1.3 TeamViewer loT Management Console
With the link

https://teamviewer-iot.com/en/

Document: Quickstart_loTGateway EN Mitsubishi Electric Europe B.V.
Rev: 001G

Date: 01/02/2022
59


https://download.ibhsoftec.com/neutral/IBHNet-IoT-Setup.exe
https://teamviewer-iot.com/en/

go to the TeamViewer Internet of Things login page and log in.

[ TeamViewer Management Consc X + = g o=
& C )} & loginteamviewer.com/LogOn/PopUp/iot?returnUrl=%2Foauth2%2Fauthorize%2Fiot%3Fresponse_type%3Dcode%... o W M &
i Apps [ E-Mail - Lichte Ralf.. @ AZUBI Home - Office Cale.. @ BCDOnline @ C4C-Home &% CommonPlatform A FAManual & Google »
Free loT & Connect AnyThing, AnyWhere, AnyTime e TeamViewer
Internet of Things
Whether you're located on Greenland or in
downtown Manhattan, have a million-dollar budget
or just a great idea, TeamViewer lets you jump-start Afiiielden
your loT journey with free access to a maximum of
2 loT endpoints. Don't have TeamViewer account yet? Sign up here.
. E-Mail
Share this on: <
S e B T
0 @ o Passwort
.................... ~

Angemeldet bleiben

=

Kennwnrt verneaccan?

After logging into the TeamViewer 0T Management Console, open the Assignment
token dialogue box.

e TeamViewer @ English ¥ Contact Us

Internet of Things _ _
klicken l

. APl Key
TeamViewer loT Home (kicken I -
7 Assignment token
DEVICE SUMMARY ALARMS U Log Out
Devices Metrics Critical Major Minar Warning
@0 Online 0 Total
1 ffine 0 0 0 0

@ Add Device

MR Documentation

Getting Started (1
TeamViewer loT Agent Installation [

TeamViewer loT Agent Remote Control (4

Edae Device Management (1

Click on the Copy symbol to copy the assignment token to the Windows clipboard.
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TeamV|ewer @ English ~ Contact Us Eall.uehte@meg.mee_com T
Internet of Things Licensed

Assignment token

Assignment token is used to assign the device to the account

.......... IEI \f klicken )

The assignment token must then be copied into the field of the same name in the IBH
Link UA web browser window Network / TeamViewer I0T.

In addition, the group name previously created in TeamViewer must be entered and the
check mark for Automatically switch on TeamViewer must be set.

Now you can click on Reassign

% F ® OPC server is running Logout | Update password

Network Management Level Control Level TeamViewer IoT

TeamViewer loT

Status
TeamViewerlD

Assignment Token

Group |Showm om |
Team\Viewer auto start
Log level Info v

Proxy settings
Proxy address (IP:Port) | |
Internet access over proxy

Start | Stop | New assign | Remove assignment | Download logfile | Delete logfile | MQTT settings

Global System Configuration

Hostname |rd55up1 2-v |
Port 48010

Default gateway
MNameserver 1
Nameserver 2

Apply | [Revert|

To apply the settings, the TeamViewer 0T End User Licence Agreement must be
accepted by clicking the Agree button.
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TeamVYiewer® IoT End-User License Agreement

Tearmiewer® 1oT End-User License Agreerment

Yfou find the full version of the 0T ELILA here == http:/Aeavee tearmviewer comdlinks? url=E536710

This End-user License Agreement including its Annex ("EULA" applies to you

| and Tearmviewer Germany GmbH ("Teamiewer" or "WWe") for the licensing and use of our software,

| which includes the Team'/iewer software and all versions, features, applications and modules thereto

| Software™). This EULA also covers any associated media, printed materials and electronic documentation
that we make available to you fwith our Software and "Product™).
Future releases of our Product may warrant amendments to this EULA

BY CLICKING "ACCEPT", DOWWNLOADING OR OTHERWISE USING OUR S0OFTWARE,

YO AGREE TO ALL TERMSE AMD CONDITIONS OF THIS EULA.

IF Y OU DO NOT AGREE TO ANY OF THE TERMS OF THIS EULA,

PLEASE IMMEDIATELY RETURM, DELETE OR DESTROY ALL COPIES OF OUR SOFTWARE IN ¥ OUR POSEESSION.

If you want to use this software, you have to agree to the terms stated in http:Aeescee teamviewer com/link/?ur=653670

bestitigen

Zustimmen || Nicht Zustimmen |

It may take some time for the assignment token to be sent to TeamViever.

After successful login, the online connection to the TeamViewer loT server is established.

% F ) QPC server is running Logout | Update password |

Network Management Level Control Level TeamViewer IoT

TeamViewer loT

Status
[TeamViewerlD

Assignment Token e — |
Group | Showroom |
TeamViewer auto start

Log level Info ~

Double-click on the ID now entered by TeamViewer and copy it to the clipboard.

Right-click on the IBHNet-loT Tray icon to open the context menu. The command
Agents... opens the TeamViewer Shortcuts dialogue box.

RD55_IBEH

Close TeamViewer connection...

Help...

Homepage...
IBHMet-1oT Tray - [BHsoftec GmbH -

Wiki...
Ready

Information...

Close IBHNet-loT Tray

Insert the TeamViewer ID number in the field with the same name. The display name is
transferred to the TeamViewer account. This name can be used to establish a connection
to the IBH Link UA via the internet.
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Teamviewer-Shortcuts *

Connections

Display name Teamviewer-URL
teamviewers: [fremotecontrol?remotecontrolid= 2029613303 &forwardports=

will be inserted

31711:localhost:31711: 3

Connection

Displayname:  |RDSSIBH 2 - enter any name

Teamviewer ID: | 3.3 1.- insert
Addtolist 4 - k”ck Remove from list |
Properties 3 kl|ck 5 Confirm | Cancel |

Clicking the Properties button opens a dialogue box with the specification of the network
card via which the 10T Gateway is connected.

Properties *

Language

* German " English

Ethernet card with Internet Access

[ntel(R) Ethernet Connection (7) 12191M

Teamviewer Connection establishment

Local Port 31711 Timeout [ms]: | 10000

confirm oK | Cancal

Click on the Add to list button to adopt the display name and the TeamViewer ID. Click
OK to close the dialogue box.
The installation of TeamViewer 10T in the IoT Gateway is hereby completed.

9.1.4 Connection setup

From any PC, a connection can be established via the Internet to the 10T Gateway and
thus to the PLC controllers and other devices connected to the control level ports.
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The IBHNet-IoT software must be installed on this PC, TeamViewer must be started
and the login to the TeamViewer account must have taken place.

Right-click on the IBHNet-10T Tray icon to open the context menu. The devices registered
with the TeamViewer account are listed in the upper section of the context menu. Click
on the desired device (RD55_IBH) to establish the connection.

RD35_IBH

Close TeamViewer connection...
Agents...

Help...

Homepage...

Wiki...

Information...

Close IBHMet-1oT Tray
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The establishment of the connection is displayed.

Progress
Wiite remote configuration
Connectzd agent

Remote=rd55up12-v Address=192.168.0.3 Mask=255,255,255.0

| Cancel

After the connection has been successfully established, the IBH Link loT appears as a
WireGuard tunnel under the network adapters of the PC.

. R il
L—'. WLAN = | IBHNet-loT

S o Micht verbunden %b IBHMet-loT

x ;Em Intel(R) Wireless- AC 9560 'ﬁg WireGuard Tunnel

From now on, all controllers and devices that are connected via the IBH Link UA control
level are accessible.

[ rdssupia-y - TeamViewer

Remote AppControl  Port Forwarding
SEm o Logout || Update password |
Network Management Level || Control Level | TeamViewer loT
TeamViewsr loT
Status

TeamViewerlD

Assignment Token

Group Showroom
Teamiewer auto start o
Log level o v
Proxy

Proxy add [

Intemet

Stant| Stop| Mew assign | Remove assignment | Dovnload logfie | Delets logfle | MQTT setings

Giobal System Configuration

Hostname: rd55up12-y
48010
l""“lBHsnf’ec IBH OPC UA ServeriClient
www ibhsoflee com  Contact Wiki m “A

During the TeamViewer start-up process, it can happen that no connection is established
and error messages are displayed. These error messages are to be closed with Cancel.
The start process must be restarted.
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After the connection has been successfully established, the IBHNet-1oT tray icon in the
taskbar changes. It gets an additional green marking.

B-0

From the PC whose IBHNet-loT tray icon displays the existing online connection,
controllers (CPUs / devices) connected to the control level ports can be accessed with
the corresponding software (programming system).

9.2 Access to controllers (CPUs / devices) that are
connected to the ports of the control level.

9.2.1iQ-RC

PU

<
s

2
Serial CC IE Cont CCLink Ethernet CC IE Field iQ-R Series
usB MET/10(H’ Board Board Board Bus
Board

1P Address [ 192.168.246.1 | Network No.[- | StationNo. [~ | Protocol [TcP |

[

F
PLC side IjF W t
PLC CC IE Cont CC-Link Ethernet c24 GOT CCIE Head Modulz
Module NET/10(H) Module Module TSN/Field
Module Module
PC side |/F Detailed Setting of Ethernet Board X
List...
I-II] Adapter WireGuard Tunnel ~ j's
Mo Spedification Not Specfied _Ied Setti
IP Address  |Intel(R) Ethemet Connection (7) 1219-LM —
VMware Virtual Ethernet Adapter for VMnetl

Time Out (Sec.) E

CCIECont CCIE
NET/O(H) — CCIE

a1

CCIECont CCIE
NET/10(H) ~ CCIE

Accessing Host Stati

Multiple CPU Setting

Network Mo. |VMware Virtual Ethernet Adaiter for VMnet8

Station MNo.

This setting is an assignment for Ethernet board.

Please execute the following settings.

Metwork No.: Metwork Mo. of Ethernet/CC IE TSN module set in parameter.
Station Mo. : Station Mo. that does not overlap on the same loop.

Metwork No. and station No. are not necessary for the communication route
shown below.

- Communication with Ethernet port of CPU built-in Ethernet.

- Communication via GOT Transparent.

- Communication via CC IE Field Ethernet adapter.

=

Protocol TCP ~
e
TArgETFIT T
Mot Spedified Cancel

EH MELSOFT GX Works3 ...roem\020 MELIPC Tisch\RG4Sam ple_IBH_OPC_RLLgx3 - [ProgPou [PRG] [ST] Monitoring (Read Only) 685tep]

{ Project Edit Find/Replace Convert View

A& ] e

fRE

Connection Destination

Az en6E s THE o2 D2k B (R

Online  Debug Recording Diagnostics Tool Window  Help
LEBEE .

1 % | sr]ProgPou [PRG] [ST] Monitoring... = [Eofal SN R E

v <) i o 5 e v | B B ) oy | 0 R O R | P S L L B @O o 100

40« Watch 1[Watching]

‘ // Zshler fur Dema

| Current Connection
[ WireGuard

Al Connection Destination

Connection
8 WireGuard

10} RandonScale 02 := Randon_02 / 100; RandonScal
11; RNDP(EMATE, Randon_03);

12} RandomScale_03 := Randon_03 / 100;

1
2 INCP(EWAID, Counter01); Counter0l = 24652;
31 INCP(ENATT), Count=r02); Counter0? = 12326;
4 INCP(EWATE, Counter03); Counter03 = 2465;
5
B: // Zufallszahlen for Deno
70 RNDP(EMATD, Randon_01); Randon_01 = 17683;
8] RandonScals 01 := Randon_01 / 100: RandouScale 01 = 178; Randow 01
9 RNDP(EHATI. Randon_02): Randon_02 = 13074;
e

_02 = 130; Randow_02
Randon_03 = 15881
RandowScale_03 = 158; Randow_03

MELSOFT GX Works3 X

o Successfully connected with the RO4CPU.

i > @@ & E Max:0.220ms -

0N | { FOFF | 44 ON/OFF toggle | [2) Update

Hame Current Value Display Format
D1000 24652 Decimal
D1001 12326 Decimal
D1002 2465 Decimal
Do 2463 Decirmal
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9.2.2 Robot

Example: Connection with Q172DRCPU

Hardware structure:

px_s

192.168.0.3

Communication setting in the RT Toolbox 3:
’7

[& Q172DRCPU
(¥4 3D Monitor

iRCT:
Edit Project
bl Delete Project
EE : Update Project
m Offine »
Backup ¥
Tool 3

1% Edit Project # 1

Step. 3. Communication

Set the communications with the robot controller.

Step ~Netwaork of the Robat

- * Set the robot controller network. [P Adress: 192 .18 . 0 .20
L.OutLine
2Robot Model Subnet Mask: 255 . 255 , 255 . 0
3.Communication Default Gateway: s o0 .0 . o
4.Language
5.Travel Axis
6.Robot Additional Axis EmTEs R
7.Tool *Set the connection method of RT ToolBox3 and a robat.

B Communication Setting

PC side IF Ethernet
Connection Path Ethernet port IP address designate communicatic
Target CPU CPU2Z
Timeout [sec] 30
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(1)PC Side IfF Ethernet Board Setting

s

~ (ZNetwork communication route setting Ethernet

(O)IP Address 192 .168 . 0 . 55

~(3)Target CPU %;Cmmummnm Time
29233 o] =
1 2 3 [y

2 (1to9939)

{8)Coexistence Metwork Route Setting of MMET/10,CC IE
[ 101k zany
Shatitn o) ljl( [0 G

~ (S)Network communication rouf et —

ther Station in the Same Loop or Access to
ultilevel System

Set the communications with the robot controller.
| ~Network of the Robot

Step

Touie *Set the robot contraller network, [P Adress: 2168 . 0D .
2.Robot Model Copy This PC Setting Subnet Mask: 255 . 255 . 255 . O
3.Communication Default Gateway: 0 .0 .0 . o
4.Language

5.Travel Axis

&.Robot Additional Axis (- Connection Method

7.Tool * Set the connection method of RT ToolBox3 and a robot.

8.Weight and Size Method: |CRNQ_R - [

B Communication Setting

PC side IfF Ethernet

Connection Path Ethernet port IP address designate communicatic
Target CPU CcrPU2

Timeout [sec] 30

Offline Online Simulator Page
Setup

G g S 5 | T B ] v
m m E m X Eimport | ¢ Edit

MNew Open Save Close Delete
! g As )(Delete

Waorkspace Project Mode

1 x

Workspace
[ Q172DRCPU
3D Menitor
RC1
[ Offline
3 Online
43 Backup
% Tool
FI MELFA-3D Vision
[ 170 Simulator
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9.2.3 GOT

In the GT-Designer3, it is not necessary to select an loT tunnel if one exists; entering the

destination IP address of the GOT is sufficient:

H;l g Ethermet

I GOT

Connection to GOT: (@) Direct Ovi PLC *GT21 and GS series does not support the communication via PLC.
Connection Image Detail Setting
PC side I/F PC side JF

GOT E
GOT IP Address: ol L o 17 Select from the setting)/list:

D Peripheral 5/W Communication Port No.:| 5015

= | 192.168.0.17 Ethernet 5t ~

Timeout (Sec): | 29

Retry Times:| 0 =

MELSOFT GT Designer3 (GOT2000)

o Successfully connected.

Test

X

List...

[] Acquire GOT information and open the dilog
Display the dialog of [Communication Configuration] the next time as well

0K

Cancel

Document: Quickstart_loTGateway_ EN
Rev: 001G
Date: 01/02/2022

Mitsubishi Electric Europe B.V.

69



	IoT Gateway
	1 Relevant manuals
	2 Overview
	2.1 System structure
	2.2 Security
	2.2.1 Encryption
	2.2.2 Certificates


	3 Commissioning
	3.1 Software used
	3.2 Prepare SD card
	3.3 Prepare hardware
	3.4 Set IP addresses for RD55UP12-V IBH
	3.5 IoT Gateway OPC UA Server Setup
	3.5.1 Launch web interface
	3.5.2 Activate licence code

	3.6 Backup / Restore of SD card
	3.6.1 Create Backup
	3.6.2 Restore the SD card


	4 OPC UA server function
	4.1 iQ-R CPU
	4.1.1 Configure SLMP Connection
	4.1.2 Export global variables
	4.1.3 Add a controller via web interface
	Insert station

	4.1.4 Insert CPU
	4.1.5 Import XML file
	4.1.6 Connect external OPC UA Client

	4.2 Robot
	4.2.1 Communication settings RT Toolbox3
	Project setting
	Parameter setting

	4.2.2 Insert robot via web interface
	4.2.3 Display in the external OPC UA Client
	4.2.4 Add additional outputs
	Export XML file
	Edit XML file
	Load XML file


	4.3 Inverter
	IP Address
	SLMP Connection
	Add Inverter to IoT Gateway
	4.3.1 A800/F800
	Entering the variable
	XML-Ex-/Import

	4.3.2 E800-E
	Link Register
	Entering the variable
	XML-Ex-/Import
	Beispiel-XML-Datei:



	5 Diagnostics
	5.1 Controller diagnostics
	5.2 Client diagnostics
	5.3 Network diagnostics
	5.4 System log

	6 OPC Client Function Example
	RD55UP12-V OPC Server Setting
	RD81OPC96 Server Setting

	7 MODBUS
	7.1 Add MODBUS Configuration
	7.2 Add Variables
	7.3 Usage of MODBUS-Data

	8 MQTT Settings
	8.1 Create new Broker connection
	8.2 Publish of values (Send data to Broker)
	8.2.1 Create Topic
	8.2.2 Create new variable (data to be sent)
	8.2.3 Check data in Broker

	8.3 Subscription to values (receive data from broker)
	8.3.1 Create Topic
	8.3.2 Create new variable
	8.3.3 Function test of “Subscribe”
	Befor “Publish” on Broker-side
	Short after “Publish” on Broker-side



	9  Teamviewer IoT Connection
	9.1 PC preparations - connected to the Ethernet port of the control level
	9.1.1 TeamViewer Software
	9.1.2 IBHNet IoT setup
	Install and start IBHNet-IoT software

	9.1.3 TeamViewer IoT Management Console
	9.1.4 Connection setup

	9.2 Access to controllers (CPUs / devices) that are connected to the ports of the control level.
	9.2.1 iQ-R CPU
	9.2.2 Robot
	Example: Connection with Q172DRCPU

	9.2.3 GOT



