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Software versions used in this test scenario

OPC UA Server/Client:

https://download.ibhsoftec.com/Customer/IBHOPCUaSetup.zip

RD55:
https://download.ibhsoftec.com/Customer/Mitsubishi/IBHLinkUA-Mitsubishi-RD55UP12-V5-37.zip

OPC UA Edito :
https://download.ibhsoftec.com/neutral/IBHOPCUAEditor750Setup.exe



https://download.ibhsoftec.com/Customer/IBHOPCUaSetup.zip
https://download.ibhsoftec.com/Customer/Mitsubishi/IBHLinkUA-Mitsubishi-RD55UP12-V5-37.zip
https://download.ibhsoftec.com/neutral/IBHOPCUAEditor750Setup.exe

SparkplugB Standard Summary
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USING MQTT SPARKPLUG TO CONNECT OT DATA

IT Defined
Data

Single source of truth
— Model
- Sparkplug Templates define data models

- Asset
Instantiation of Templates create Assets with associated
measurements

—  Measurement (Tag/Process Variable)
Time stamp
Real value

Engineering units / range

Data type
Custom properties
Cost efficient

— Data sent on change
—  Time series efficiency

Scalable

MQTT
Server(s)

Plug and Play Auto-Discovery:

- Sparkplug
| MQTT Sparkplug
Client

Device/Sensor Native

Sparkplug
MQTT Sparkplug
Client

Application Native

Sparkplug':
MQTT Sparkplug |
Client

OT Data

Sensors

+ Discrete I/O

+ 4-20ma

+ 1-5vdc

+ RTD/Thermacouple
* Counters

+ |P Camera

Protocols

* OPC-UA Server
* OPC-UA Client
+ Allen-Bradley
« Modbus

« Siemens

+ Omron

« DNP3.0

+ BACnet IP

%"docker

* Emerson ROC

= ABB TotalFlow

+ LoRaWAN

= MQTT Sparkplug
Native

*  GrouplD/NodelD/DevicelD - Where did this message come from.

¢ NBIRTH/DBIRTH — New Nodes/Devices/Models/Assets to discover.

*  NDATA/DDATA — Node/Device Process Variable Updates.
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Operational Data

*  NCMD/DCMD — Node/Device level command for bi-directional command/control.

¢ NDEATH/DDEATH — Node/Device Offline indication.

IBH OPC UA Editor Software, Version 7.50

U |BH Server SparkplugB and MOTT ICOMICS to local Mesquitto broker.opu - OPCUAEdit

File Edit Help

D H & ©

Lo O ECRE Y W)

1= %5 Local MOTT Broker Mosquitto
=1y, External data

- Connected Servers

% Variable transfer

f,? User-defined variables

. MQTT configuration

8 Mitsubishi

Lol NodeSets

= Name of the server connection
Name

B Server address
Host name / Address
Port
URL
Inverse connection

E Security settings
Security policity
Message mode

= Authentication settings
Login
Session name

Other settings

Figure 1 Connection to local MQTT broker

Local MGTT Broker Mosquitte

localhost
43010

opc icp://ocalhost: 48010

Néo

MNone
Mone

Anonymous
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{ IBH Server SparkplugB and MQTT ICONICS te local Mosquitto broker.opu - OPCUAEdit - o x

volce | Sensitwity | kal

File Edit Help

Name Data
g |
"1 @ Mosquitto_SparkplugB: o
[ MQTT connection properties %
(®) Standard connection Message in case of connection failure:
) MOTT configuration Broker address: [ localhost: 1983 | [[send message in case of connection failure
Client Identifier: ‘ Mosquitto_Sparkplugh ‘ Message text: | ‘
O Connecting with Teamviewer IoT MOTT topic: | ‘
S— | e Lo -yt et
Client Identfier: ‘ " |Remanent message storage
(O Connection to Azure 10T Security:
Logon text: ‘ Certcate: | | =]
CAcertficate: | | =]
Masimum rumber of buffered messages: [0 | e | =]
Folder name for remanent storage: | | [JLog in with user name and password
User name: | |
Message template: | SparkPlugh binary o [ Eit. | Passnord: | |
[ ]

Figure 2 MQTT Publisher, SparkplugB Binary format

ﬂ Properties MOTT-Publish-Topic

Mosquitto SparkplugB/MDATA MyDevicel 1

Message quality: |Lmv{Qns=l}]mcq:ﬁmisnntg.ﬂmlzed

[ ]Remanent message storing

. |None

| Nomespace: |

[ | Mumeric variable identifier | Select variahle... |

Display name: | Data type: | |

ampling interval (ms): Trigger only on value change greater than: I:I

amespace: ||

Figure 3 Publish Topic every 10 seconds
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ﬂ IBH Server SparkplugB and MOTT ICOMNICS to local Mesquitto broker.opu - OPCUAEdt

& MQTT configuration

Figure 4 Test item, internal fixed value and Unix Time in ms
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Confirming Topic Publishing in MQTT Explorer

@ maTT Explorer - m} x

Application Edit View

+ Connections MQTT Connection maqtt://localhost: 1883

MEU Broker :
: Walidate cerificate Encryption (tls)

Hive MQ

Mosguitto Local i Protocol Host

matt:/f A localhost

Username Password o

DELETE B L2 ADVANCED (1) CONNECT

Figure 5 Connection setup

@ MUOTT Explorer
Application Edit  View

MQTT Explorer Q

¥ localhost
> $5YS (51 topics, 307 messages)
Robot01 = {"timestamp”:1756735367848,"values™[{"id":"Setpoint”,"v":567,"q":1,"t": 17567 3536 7848}]}
¥ spBv1.0
¥ Mosquitto_SparkplugB

¥ NDATA

MyDevicel1 = OJ0-@3C20 OSetintO00.43 OP€II TUnixTime_Int64 @@ €3 DX@¢-93°d
¥ NCMD

MyDevice01 = DJ0-@3Z0 ONode Control/RebithO0J-3p0
‘¥ NBIRTH

MyDevice(1 = D302 ZSetintD:¢3 DP9 IC CUnixTime_Int64Z:¢3 CX@€-€30! ONode Control/RebirthZ 43 Tpllc

Figure 6 SparkplugB Topic including NBIRTH after GENESIS Publisher restart and requesting NCMD
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I 4
Confirming Communication in Wireshark

IBH Software sends BIRTH message first
e BIRTH message

¢ responsible for informing the backend system of all the information about the
node/device,

* this includes every metric it will publish data for in the future.
Then the DATA messages begin:

e DATA message -> updates metrics data (read)

#l *Adapter for loopback traffic capture (pert 1233)
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

amg® BRERs==ZF 455 aaan

1 [ tep. port==52385

No. Time Source Destination Protocol Length Info

63 2.453882 1 TCP 64 52385 = 1883 [ACK] Seq=1 Ack=1 Win=8192 Len=8

65 2.464638 1l 1 MOTT 115 Connect Command

67 2.464673 t:l 1 Tcp 64 1883 » 52385 [ACK] Seq=1 Ack=52 Win=261888@ Len=8

69 2.464725 t:l 1 MQTT 75 Connect Ack

70 2.464738 t:l 1 Tcp 64 52385 » 1883 [ACK] Seq=52 Ack=12 Win=8181 Len=0

74 2.481712 i1 21 MQTT 73 Subscribe Request (id=1) [#]

75 2.481742 i TCP 64 1883 + 52385 [ACK] Seq=12 Ack=6l Win=2618830 Len=0

77 2.481793 1 MOTT 7@ Subscribe Ack (id=1)

78 2.481816 1l 1 TCP 64 52385 + 1883 [ACK] Seq=61 Ack=18 Win=8175 Len=08

87 4.579342 1l 1 MOTT 164 Publish Message [Robot@l]

88 4.579361 1l 1 TP 64 52385 » 1883 [ACK] Seq=61 Ack=118 Win=8875 Len=8

93 4.579470 i1 21 SparkplugB 179 SparkplugB, NDATA (PROTOBUF) com.cirruslink.sparkplug.protobuf.Payload

94 4.579479 t:l 1 Tcp 64 52385 » 1883 [ACK] Seq=61 Ack=233 Win=796@ Len=8

183 14.594717 t:l 1 MQTT 164 Publish Message [Robot@l]

184 14.594736 EEH eI TCP 64 52385 » 1883 [ACK] Seq=61 Ack=333 Win=786@ Len=8

189 14.594343 1 SparkplugB 179 SparkplugB, NDATA (PROTOBUF) com.cirruslink.sparkplug.protobuf.Payload

19@ 14.594851 1 TCP 64 52385 = 1883 [ACK] Seq=61 Ack=448 Win=7745 Len=0

205 14.767335 i1 21 SparkplugB 153 SparkplugB, NCMD (PROTOBUF) com.cirruslink.sparkplug.protobuf.Payload

206 14.707345 1l 1 TCP 64 52385 = 1883 [ACK] Seq=61 Ack=537 Win=7656 Len=0

221 14.718467 i1 21 SparkplugB 216 SparkplugB, NBIRTH (PROTOBUF) com.cirruslink.sparkplug.protobuf.Payload

222 14.718428 t:l 1 Tcp 64 52385 » 1883 [ACK] Seq=61 Ack=689 Win=7584 Len=8

237 24.602818 t:l 1 MQTT 164 Publish Message [Robot@l]

238 24.602824 1 Tcp 64 52385 » 1883 [ACK] Seq=61 Ack=789 Win=7484 Len=0

243 24.602397 1 SparkplugB 179 SparkplugB, NDATA (PROTOBUF) com.cirruslink.sparkplug.protobuf.Payload
5 244 24.602903 il TCP 64 52385 + 1883 [ACK] Seq=61 Ack=984 Win=7289 Len=@

[PDU Size: 115]
v MQ Telemetry Transport Protocel, Publish Message
Header Flags: @x38, Message Type: Publish Message, QoS Level: At most once delivery (Fire and Ferget)
Msg Len: 113
Topic Length: 45
Topic: spBvl.8/Mosquitto_SparkplugB/NDATA/MyDevicedl
Properties
Total Length: 8
Message: ©8d98de7ac993312148a06536574696e7418d98de7ac9033200250b70412200a0e556269...
~ SparkplugB
> [Topic Namespace]
v Protocol Buffers: com.cirruslink.sparkplug.protobuf.Payload
¥ Message: com.cirruslink.sparkplug.protebuf.Payload
Field(1): timestamp = 1756735588857 (uint64)
v Field(2): metrics (message)
v Message: com.cirruslink.sparkplug.protobuf.Payload.Metric
Field(1): name = Setint (string)
Field(3): timestamp = 1756735588857 (uint64)
Field(4): datatype = 2 (uint32)
Field(18): int_value = 567 (uint32)
> Field(2): metrics (message)
Field(3): seq = 122 (uint64)

<

Figure 7 from Publisher to Broker (Port 1883)
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GENESIS Version 11 MQTT SparkplugB Setup

e  DATA CONNECTIVITY => INTERNET OF THINGS
e Setupan MQTT Broker
e Under Subscriber Connections add new Sparkplug Subscriber Connection
e |n Sparkplug Settings section, choose MQTT Broker
e Configure the rest of the subscriber connection settings

e Rebirth Settings —to request MQTT Broker to re-send its Sparkplug address
space (via BIRTH type message

e Make sure that the Subscription Service is started!

Workbench by ICONICS, Inc.

File Home Project  Tools Help Simplified Ribbon IE\J hdl
Project Explorer * X
> [3) demo (01.00.000.00)

b [ Me2Robot (01.00.000.00 )

Masquitta Localhost
4 [2 MEU ICONICS Deme V11 (01.00.000.00 )

bl Assets Broker Settings -

b A Analytics Protocol: Simple MOTT ("mqgtt:") hd
4 g Data Connectivity
Server Address: localhost
» ¥ Datenbanken
4 % Internet of Things Port: 1883 +
P =/ Publisher Connections Keep Alive Period: 1 % Minute(s) v
P o Custom Encoders/Decoders Clean Session
4 3y MOTT Brokers MQTT Version: MOTT 5 -

m FA-EDC on 19414595179

3\ FA-EDC on 194,145.95,179 - WEBS Sequity,Sctimas -
:-\\ Hive Security Mode: None -
:\\ Mosquitto Localhost [ Use CA Certificate to validate the server (only used when standard system validation fails)
;h mqtteclipse.org Certificate identifier: |
[ Collection Groups [ Enable Client Certificate
P [ Aggregate Groups Certificate identifier: !
o .
Logger System Setfings [] Use security credentials
@
b ‘i Loggers Username:
P @ Publish Lists
. . Password:
P = Subscriber Connections

b = MNodes MQTT Birth Message =
» M) Mitsubishi Electric FA (] Enable Birth Message
b & Modbus Topic:
» &) oPCuA _ _
- Quality Of Service:
b Ly SNMP
- [ Retain Message
P U Web Services
Message:
B 100 Alarms and Notifications {Add keyword)
» [ Historical Data Set default format

Auto indent

» L (Mherhriickunn

Figure 8 Define MQTT Broker
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dl Workbench by ICONICS,
File Home  Project  Tools  Help
: }{ . [* IBH_local_Mosquitto_SparkPlug_Binary ¥ x
L
Login/Logout | Publisher Subscriber | Copy Cut  Multiply 4 Full Path: MEU ICONICS Demo V11/Data Connectivity/Internet... [ SPARKPLUG SUBSCRIBER COMNNECTION ]...
IEH_local_Mosquitto_SparkPlug_Binary
Security Service Clipboard

Project Explorer General Settings
» [B demo (01.00.000.00) The connection is enabled

» [B Me2Robot {01.00.000.00) [] Collect the logged data retrieved with this subscription

4 [ MEU ICONICS Demeo V11 { 01,00.000.00) Connection Type:  Sparkplug
b L Assets Keep Alive Timeout: 1 2 Minutafs) * (0 = no timeout)
b 7 Analytics Command Timeout: 30 5 Second(s) hd
4 3 Data Connectivity [ Create Virtual Hierarchy

» ¥ Datenbanken

Datasets Support
4 0 Internet of Things
» =] Publisher Connections Dataset Update Mode: | Cwverwrite values

P . Custom Encoders/Decoders Dataset Update Mode: (items)

4 5y MQTT Brokers

Sparkplug Settings -
=\ FA-EDC on 194.145.95.179
S\ FA-EDC on 194.145.95,179 - WEBSOCKET Client ID: Sparky1345
"\ Hive Note: Make sure that the Client ID is unique for all MQTT clients in order to avoid conflicts when connecting to the
b
broker
a Masquitto Localhest -
: MQTT Broker: Maosquitto Localhost (mgtt) v e
:\\ mgtt.eclipse.org
[ Collection Groups Base Topic: spBv1.0/#%

b [ Aggregate Groups Note: Sparkplug-B topic structure is defined as "spBv1.0/group_id/message_type/edge_node_id/device_id]". MQTT
topic wildeards might be used, where '+ single-level wildcard replaces one fopic level, and '#' is multi-level
wildcard and must be placed as the last character in the topic. Example of topic is "spBv1.0/MyGroup/+/

» g Loggers MyEdgeNede/#", which is a topic for receiving all messages and all node and device metrics from MyEdgeNode'
under 'MyGroup'

& Logger System Settings

4 1 Publish Lists

[2) Publish List 1 [ Cverride Client Certificate
4 = Subscriber Connections Certificate identifier:
= EMU [] Override security credentials
54 Hive_SparkPlug_Binary Username:
=7 IBH_ISON_Showroom
- Password:

5 IBH_local_Mosquitto_JSON_Format

53 LES_ShowRoom_Demo Enable Rebirth
= Marr Birth Wait Periad: 10 T (seconds)
5 Sparky -

Rehirth Reneat Barind: N0 (zerands)

Figure 9 Define Subscriber connection
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|
Use Data Explorer to confirm the data

@) Data Explorer by ICONICS, Inc.

Search: - P Drag s column header and drop it here to group by that column

T | Value T |Timestamp 1| Quality T | Data Type T | Access Y | Us

Q
-

~ = MyDevice01 *

Setint 567 9/1/2025 412 PM | Good | builtin: Int16 [ R|W | R|W|HR | HW| iot@sp:IBH_local_ Mosquitte_SparkPlug Binary/Mosguitto_

4 Favorites
UniTime_Int64 | 1756735928358 | 9/1/2025 412 PM | Good | builtin: Int64 | R|W | | W | HR | HW | iot:@spiIBH Jocal Mosquitto_SparkPlug_Binary/Mosquitte_

b = RV-TFRLMD
b Assets
b7 Analyse
4 Data Connectivity
b ¥ Datenbanken
4 ) Internet of Things
4 ¥ 10T Subscriber
> |BH_local_Mosgquitto_JSON_Format
4 18H_lacal_Mosquitto_SparkPlug_Binary
P Mosquitto_Sparkplugs
4 = MyDevice01
> Node Control
3 Setint
> UnixTime_Int64

Simple drag-and-drop visualization of the datapoint:

*Display.gdfx - GraphWorX by ICQ

File Runtime

22 QA e S O BE D E &

_ | Status Bar . . .
Open Print 100% Login Language Carousel Theme Reports Bridging Dats  System Monitor
- - - | Ribbon - Explorer -
File Zoom ShowiHide Tools
5 6 7 . 0 0 iot@sp:Sparky/Mosquitto_SparkplugB/MyDevice01/Robot01/Setint

Important notes and alternative Setup using DDATA topics

In the newest version only the "namespace/” part of the topic is filled out automatically (spBv1.0/ )
The Topic definitions must start with the group_id before DDATA or NDATA. Two alternatives :

1. For the N... topics it should be “MyGroupld/NDATA/MyEdgeNodeld” (used in above

Example)
2. Forthe D... topics it should be “MyGroupld/DDATA/MyEdgeNodeld/MyDeviceld”

If you omit the MyGroupld we now use the default name “group_id” as written in the specs.

If you omit the MyEdgeNodeld we now use the default name “edge_node_id” as written in the

specs.

If you omit the MyDeviceld we now use the default name “device_id” as written in the specs.

10
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Older projects (before V5.37) will not work anymore, it is vital to change the projects accordingly.

For the “Node Control/Rebirth”:

To receive the “Node Control/Rebirth it is enough to have a simple and empty Topic
“Mosquitto_SparkplugB/NCMD/MyDevice01” as subscribed.

There is no need to add metrics to this topic.

The Rebirth will now be sent immediately upon reception of NCMD or DCMD instead of scheduling it
for the next data change.

Due to limitations in GENESIS, values can not be published from GENESIS to the MQTT Broker using
SparkplugB messages!

11



