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1 IBH OPC UA Editor 

The IBH OPC UA Editor is used to create the configuration of the 

PLC - IBH Link UA connection without opening the PLC-project. This 

also applies if neither change can be made in the project or in the 

PLC. 

In combination with the IBH Link UA the IBH OPC UA Editor is 

available as a download free of charge. 

After installation, the IBH OPC UA Editor can be used for the 

following PLC connections: 

• S7 300/400 TCP/IP  

• S7 200 TCP/IP  

• S7 1200 TCP/IP  

• S7 1500 TCP/IP  

• S7 300/400 with IBH Link S7++ via the S7 TCP/IP protocol  

• SIMATIC S5 with IBH Link S5++ via the S7 TCP/IP 
protocol  

• LOGO 8  

• SINUMERIK 840D  

• Modbus connection  

• Mitsubishi Controls / Robots  

• Rockwell Controls  

Symbolic variables and data from data blocks can be transferred as 

OPC variables (OPC tags) to PLC projects (PLC programs):  

• TIA 13/14/15/16 Project  

• STEP 7 (Simatic Manager)  

• S5W Projects (IBHsoftec S5/S7 for Windows® 
Programming System)  

• SIMATIC S5  

• NC VAR Selector  

• LOGOSoft Comfort Software 

OPC variables (OPC tags) can be edited (add, remove, assign 

access rights) using the IBH OPC UA Editor.  

Configurations generated in the IBH OPC UA Editor can be 

transferred directly to the IBH Link UA or saved as XML files.   



Projekt Server Certificates 

IBH OPC U.A Editor 
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After transferring the defined OPC variables (OPC tags) to the IBH 

Link UA, the online status of the defined OPC variables (OPC tags) 

can be observed with the IBH OPC UA editor. The UA nodes of the 

online connected IBH Link UA server are also displayed. 

 

 

1.1 Using the IBH OPC UA Editor 

When installing the IBH OPC UA Editor, an icon is created on the 

desktop to start the program.  

 

1.1.1 Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to 

open the program window. 

 

The IBH OPC UA Editor has three application 

windows, which are opened via the tabs 

Project, Server or Certificates are displayed. 

 

 

By clicking the tab Certificates, the own certificate or the server 

certificate are displayed. Server certificates can be read from files. 

Note: 

To assign OPC variable (OPC Tag), operands must be defined as 

symbols and data blocks must have a symbolic name. 

Note: 

Projects generated in the IBH OPC UA Editor can be directly transmitted 

into the IBH Link UA. 

Likewise, the created projects can be exported and imported as an XML 

file (* .opc). 

An exported XML file optional edited in the IBH OPC UA Editor, can be 

transferred into the IBH Link UA (OPC Slot) using the web-browser. 

Note: 

This manual describes the IBH OPC UA Editor version 7.4.7. Later 

versions may contain additional functions. 



Titel bar tej> 

Menu bar  

Tool bar ,

Tool bar 
Project 

Application 
Window 

Application 
Window selection 

Status bar 

Untitled - OPCUAEdit 1E1 

File Edit Help 

L t nu 

Left Application 
Window 

M Projekt ge Server 1 Certificates 

Right Application 
Window 

UF 1.11_11,.1 

el" 
Untitled - OPCUAEdit 

File Edit Help 

New server connection, 

1 
New control dick)

Search again F

  o r 

New server connection 

Add a new server connection to the project. 

Left Application 

Window 

Projekt 133Server 1 Certificates 

Right Application 
Window 
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For a better distinction, the background of the windows is displayed 

with different colors (selectable). 

The work area is divided (area windows left / right). 

 

Title bar 

The name of the active project is specified OPCUAEdit. 

Menu bar 

The menu bar is the same for the Project, Server and Certificates 

application windows. 

Toolbar 

The toolbar is the same for the Project, Server and Certificates 

application windows. 

Project toolbar 

Only the Project window has an additional toolbar. 

1.2 New server connection 

The New Server Connection command from the  

Edit menu or clicking the icon opens the New Server 

Connection dialog box. 

  



El Server connection properties X 

Name of the server connection: 

—Server address.  

Host name or IP address 

URL 

Port: I48010 

Select endpoint... I 

— Security settings. 

Cr None 

Basic128Rsa15 

Basic256 

Basic5ha256 

Aes1285ha256Rsa0aep 

r- Aes256Sha256RsaPss 

[Message mode. 

r Signatur 

5ignature and Encryption 

r
Inverse connection. 

r Connect invers 

—Login: 

Anonzmous 

Uset name and password 

Llser name: I 

Passwort: I 

Properties,,, 

r Store 

Session Name: 

Variables formet: 157-1500 compatible 

C.K Dncel I Help I 

NJarne ciF the ser'.'er connRction: 

Server address: 

Host narre or IF' address: 1192.168.1.14 

Port: 1 48010

IEIH Link. LIA 
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1.2.1 Server Connection 

To establish a connection to an OPC UA server, the connection data 

must be specified. The New server connection dialog box makes it 

easier to specify the connection data. 

 

Server connection properties dialog box 

The fields for the general settings for the connection to an OPC UA 

server must be filled out. 

 

Name of the server connection 

The name is freely selectable. 

Server address 

If the IBH Link UA port to be used for connection is in a network 

with a DHCP server, the actual host name may be entered. 

 

Note: 

The connection data specified by the New server connection dialog box 

will be displayed in the right part of the Project window after completion. 

Some of the connection data can be changed at any time in the right part 

of the project window.  



C  

URL  

o p  

c. t c

p : 1  

9  2  , 1  6  

1  . 1  4  4  : 3  

1111

Endooints of Discovery Server opc.tcp://192.168.1.14:42010 X 

Seri ON pnlirify 

ht:p://opcfoundation.org/UA/SecurityPolicy#None 
ht:p://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 
ht:p://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 
ht:p://opcfoundation.org/UA/SecurityPolicy#Aes128_Sha256_Rsa0aep 
ht:p://opcfoundation.org/UA/SecurityPolicy#Aes128_Sha256_Rsa0aep 
ht:p://opcfoundation.org/UA/SecurityPolicy#Aes256_Sha256_RsaPss 
ht:p://opcfoundation.org/UA/SecurityPolicy#Aes256_Sha256_RsaPss 

MACG,I.: mnrie 

None 
Sign 
SignAndEncrypt 
Sign 
SignAndEncrypt 
Sign 
SignAndEncrypt 

Key chnene 

2048 Bit 
2048 Bit 
2048 Bit 
2048 Bit 
2048 Bit 
2048 Bit 
2048 Bit 

—Cnrtificate: 

Name: 

Organization: 

Organization unit: 

Location: 

Country: 

State: 

IBHUnkUA@ibhlinkua_rescued 

IOrganization 
I Unit 

ILocationName 

1 DE 

The certificate is valid 

 i
w4confirm

OK 

—Connection: 

(click 1 select) 

Endpoht URL: 

Application URI: 

opc.tcp://ibhlinkua:48010 

Iurn:ibhlinkua_rescued:IBHsoftec:IBHLinkUA 

Domain narre: 1 ibhlinkua_rescued 
IP add'ess: 

—Certificate settings.  

Encryption strength: 

Signature algorithm: 

Valid from: 

Valid intik 

Cancel 

I2048 B 
I 51-IA256 

123.06.2020 10:36:40 

1 22.06.2025 10:36:40 

Help 

—Security settings: 

r- P.Jone 
Basic1.28P.sa15 

r- Basic256 
C BasicSha256 

✓ Aes1285ha256Rsaeaep 

r - Aes2565ha256RsaPss 

Message mode. 
✓ Signatur 

• pignature and Encryption 
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If there is no DNS server, the absolute IP address of the IBH Link 

UA (192.168.1.14) must be entered with the port (48010). 

Show URL 

The URL of the selected OPC server is displayed. 

 

Select end point 

By clicking the Select end point… button, a connection to the 

specified OPC UA server is established. If the connection is 

successful, possible transfer data encryptions are displayed in the 

opened dialog box. 

In addition, the existing certificate in the OPC UA server with its 

settings and the connection path to the OPC UA server are 

displayed. 

 

Security settings 

In this field the security procedure and the message mode can be 

selected.  

 

 

 

The security procedure can already be 

selected in the End points of 

Discovery Server opc.tcp dialog box. 



Inverse connection. [ 

F7 Conneck invers Properties... 

Properties inverse connection X 

Port: 7151C- 1—

URI.: I opc.tcp://TTI-YELLOW:4840 

—Server certificate. 

Length: 1392 

Content: r 3082056C .. 1148D370 

Read from Eile... 

confirm 

OK Cancel I belp

—Login: 

Anonymous 

C• Wer name and Password 

Liser name: 

Passwort: 

Session Name: 

Read from 

r Store 
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If a security procedure is selected, certificates must be exchanged 

between the IBH OPC Editor and the OPC UA Server (IBH Link 

UA).  

As the message mode signature (Sign) as well as signature and 

encryption (Sign and Encrypt) are available. 

Inverse connection 

An inverse server connection (reverse connection) can be set up if 

the server is in a better protected area behind a firewall than the 

client. 

 

Clicking the Properties… button opens a dialog box for entering the 

endpoint URL of the OPC UA client. This simplifies the configuration 

of the firewall. Of course, the client must support incoming server 

connections. 

 

The specified server certificate can be 

replaced by an existing one. 

Login 

In this field, the User name and the associated password can be 

specified. The proposed registration mode is anonymous. 

 

Session name 

The name of the session is freely selectable and can be left blank. 

 



click i sei e et 

Variables Format; Compact 

Classic 
!Commack 
57-1500 compatible 
Compatible 

Identifier CPU 416.CPU 416-3 PN/DP.Programs.Data block.Var_INT 

Identifier CPU 416 CPU 416-3 PN/DP.GlobaRlars.Bit_Var 

Identifier IBH Link UA.CPU414.Generic.OFF_2 
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Variable format 

The representation of the variables can be adjusted. The IBH OPC 

UA Editor offers four options for acceptance. With this selection, the 

limitation of the OPC UA specification of not allowing dots in variable 

names can be avoided. 

 

 

Classic: 

The IBH Link UA software accepts only variable names that comply 

with the OPC UA specification. Dots in variable names must be 

removed from the symbol tables (S7 SIMATIC Manager or TIA 

Portal) before transfer to the IBH Link UA. The identifiers 

".GlobalVars", ".Programs" ".Generic" are added to the name of a 

variable. 

The IBH UA Editor accepts variable names with a dot. Variable 

names containing a dot are put in quotation marks by the IBH Link 

UA software during transmission. 

 

Compact: 

Dots in variable names must be removed from the names  

(S7 SIMATIC Manager) prior transfer to the IBH Link UA. 

Variable names with dots are accepted in the TIA Portal. 

The IBH UA Editor accepts variable names with dots. 

Variable names containing dots are put in quotation marks by the 

IBH Link UA software during transmission. 

The identifiers ".GlobalVars" ".Programs" ".Generic" are omitted 

in the variable names. If such a name occurs in a variable name, it is 

placed in quotation marks. 

Note: 

The programming systems S7 SIMATIC Manager and the TIA Portal 
allows dots in variable names (e.g. Switch 7.1). 

The OPC UA specification does not allow dots in variable names. 

The selection of the variable format must match the system setting 
in the IBH Link UA browser window ! 



Identifier CP 1-1 4115.1==P1-1415-3 PKTP."Gencric" 

Identifier CPU 4115.CP1-1415-3 PN:DP."Bit_Var" 

Identifier CPU 416,CP U 416-3 PNIDP2tata b IQ ck"."Var INT" 

Identifier CPU 4.16.CPU 416-3 PNIDP."Data block"."Prograrre 

Identifier S7-40'C,-Station1.CPU 4115.'0 n 5.3" 

Icientifier I E:1-1 Link: IJA.0 P U414. " FF.2" 

dentifier CPU 415.CPU 416-3 Pr...1./DP."GlobalVars" 

Identifier CPU 416,CPU 416-3 PN/DP,Data block.VarBool 

Identifier CPU 416,CPU 416-3 Pr\l/DP,Lamp 

Identifier IBH Link U.A.CPL.1414."OFF2.17.9' 

entifi er IBH Link Lg.( PL1414.0FL2 

Id entifi er IEH Link LIA.CPU414.EitYar 

j iconfLrm',

 I GAricel ljelp I 

Manual.opu - OPCUAEdit ❑ X 

File Edit Help 

fi r. 

Proj 

ige 
v 4 X 

2_12' 42 
IBH Link UA 

EN Project Server 1 Certifi... 

O Name of the Server connection 

Name 

8 Server address 

IBH Link U.4. 

Host name / Address 192.168.1.14 

Polt 48010 

URL opc.tcp://192.168.1.14:48010 

Inverse connection No 

O Security settings 

Secrnity policity None 

Message mode None 

O Authentication settings 

Login Anonymous 

Session name Manual 

O Other settings 

Variables Format Compact 

CAPS NUM 
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If Compact is marked, the identifier of a variable is shorter than 

marking Classic. 

 

S7-1500 Compatible: 

Dots in variable names must be removed from the names  

(S7 SIMATIC Manager) before transfer to the IBH Link UA. 

Dots in variable names are permitted in the TIA Portal programming 

system. Variable names not corresponding to the S7-1500 format are 

put in quotation marks by the IBH Link UA software during the 

transfer and thus brought to the name format of the S7-1500. 

The identifiers ".GlobalVars" ".Programs" ".Generic" are omitted 

in the variable names. 

 

Compatible 

Mark Compatible if data block variables (OPC tags – defined in the 

IBH OPC UA Editor / Variable Transfer) "GlobalVars" in the target 

name have. Only required with older IBH OPC UA Editor version 

(2017...2019). 

To apply the settings, click OK. The New server connection dialog 

box closes. 

 
 

 

 

The right part of the 

project window 

displays the specified 

settings for the 

connection to the 

OPC UA server. 

  



131 

Manual.opu - OPCUAEdit 

eilte gern Nelp 

L1 
Project 

x e, 
.11i3 18H Link UA eszu ght chck 

New server connection... 

New control... clock 

Properties... 

Add externe 

Add modbu 

Add Irlitsub 

Delete 

Cut 

Copy 

Insert 

Server connection properties 

Name of the server connection: Server 2 

-Server address: 

(Z Hast name or IP address 

gort;

kcalhast 

431.0 

Manual.opu - OPCUAEdit 0 X 

File Edit Help 

Transfe d 37
Read c Project -4. X GI Name of the server connection 

Import 2,..e) X 1111 Jt, 
Name Server 2 

E Server address 
Export 1131.1 Link UA Hort name / Address localhost 

[-ti; Server 1 Port 48010 
Server 2 URL opc.tcp://localhost 48010 

Inverse connection No 

O Security settings 
Security policity None 

Message mode Nene 

ifeuthentication settings 

Login Anonymous 

Session narne 

O Other settings 

Variables formal Classic 

IM Project Ei Server I 123 Certifica... 

C,,PS NUM 
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A right-clicking on the Server icon (IBH Link 

UA) opens the context menu. 

The New server connection command, additional OPC servers can 

be integrated into the project. The New server connection 

command is also available on the Edit menu. 

For each new server connection, the Server connection properties 

dialog box opens. The settings for the connection to the OPC UA 

server must be completed accordingly.  

If a server is highlighted in the left part of the project window, the 

connection settings are displayed in the right part of the window. 

Connection to the further OPC UA servers 

 

1.3 Inserting a New control (PLC) 

The New Control command from the context menu opens the New 

control dialog box. The New control command is also available in 

the Edit menu. 

Note: 

In one project several OPC servers (IBH Link UA) can be collected. 



Untitled - CPCUAEdit 

File Edit Help 

New server connection 

New control 
dick 

right dick 

New server connection 

New control 

Properties... 
dick 

Export.,. 

Projekt I giServer IgiZertifikate 

Add new control to the configuration. 

IBH Link UA 

Ma nual.opu - OPCUAEdit 

File Edit Help 

C3 ca IH AD © 
Project 

aix 4•A , t
right dick 

New server connection... 

New control... 

Properties. dick)

Export... 

EI New control 

Control narre: 

Host narre J IP address: 

—Protocol:  

57 TCPJIP Reck number: 

10.0.0.0 

—Position of the target module: 

slot numben 

Target modul at the same rack 

C Via MPI/DP subnet accessible rack 

MPI/DP address of the target CPU: r --

r Via TCP/IP subnet accessible rack 

TCPJIP address of the target CPU: I 0 . 0 0 . 0 

C Via HI subnet accessible rack 

HI address of the target CPU: 100.00.00.00.00.00 

Subnet  0000 

C 57 200 TCPJIP 

r 57 1200 TCPJIP 

C 57 1500 TCPJIP 

Otto TSAP: 0100 

PLC T5AP: 0101

OK Cancel Test connection.... I Help I 
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The New control dialog box sets the connection settings to the 

controller (PLC, CPU, etc.) to be connected to the OPC UA Server. 

 

A right-clicking on the Server icon (IBH Link UA) opens the context 

menu. 

The command New control may assign additional controllers to the 

OPC UA server. The New control dialog box opens for each new 

control. The connection settings to the 

controller (PLC, CPU, etc.) to be connected to 

the OPC UA server are specified here. 

Connection IBH UA OPC UA server – Control 

 

Note: 

A project may contain multiple controls in one OPC UA server. 



[Protocel. 

Control nanie: CPU 416 Tank Level 

Hot:t narre IP addre5s: 192.168.1.10 

67 S7 TCP/IP Kack number: 1:  Slot number; 

Target friOdIJI at the same rack 

r. Via reIlDF. subnet accessible rack 

IelfDP address of the target CPU; 12 

subnet ID:1000,7 1000,7 

TCP/IP subnet accessible rack 

TCP/IP address of the target CPU: I 192 . 168 . 1 . 55 

Subnet 0000

Z2 Via HI subnet accessible rack 

H1 address of the target CPU: 00.16.21.25.32.82 

Silbnet ID: 0172E -  0005-

 Chapter 1 IBH OPC UA Editor Page  1-11  

 

TTI   Trans Tech International© 2020  IBH Link UA   Training 
 

Control Name (PLC) 

The name is freely selectable. 

CPU416_Tank_Level). 

Host name / IP address 

The host name or the  

IP address of the device 

(CPU) being online connected with the OPC UA server is defined.  

Protocol 

 

If S7 TCP/IP is selected, the Rack number, Slot number and Position 

of the target module must be specified. This setting is used to 

connect S7 300 / 400 CPUs having a usable ethernet port (TCP/IP). 

Position of the target module  

Target module at the same rack  

If the target module is in the same rack, 

no further information is required. 

Via MPI/DP subnet accessible rack 

If the target module is in a rack accessible via MPI / DP subnetwork, 

the MPI / DP address of the target CPU and the Subnet ID must be 

specified. 

 

Via TCP/IP subnet accessible rack 

If the target module is in a rack accessible via the TCP/IP subnet, the 

TCP/IP address of the target CPU and the Subnet ID must be 

specified. 

 

Via H1 subnet accessible rack 

If the target module is in a rack accessible via an H1 subnet, the H1 

address of the target CPU and the Subnet ID must be specified. 

  



57 200 TCP/IP 

57 1200 TCP1IP 

57 1500 TCP/IP 

Own TSAP: 

PLC TSAP: 

0000 

0000 

New control X 

Control name: 

Host name / IP address: 

rProtocol.  

Ca. 57 200 TCP/IP) 

( 57 1200 TCP/IP 

I' 57 1500 TCP/IP 

Logo 8 

192.168.1.88 

Own TSAP: 0000 

(PLC TSAP: 0200 

Test connection.... 

IBH OPC UA Edit. 

0' The connection to the PLC CPU 416 has been successfully 
. teste d. 

(conTirmlik,

V - OK 

Ei NEW control 

crinhirn 

OK Cancel 1 Test connection.... Help 
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S7-200 TCP/IP, S7-1200 TCP/IP, S7-1500 TCP/IP 

S7-200 / 1200 / or 1500 CPU having a TCP / IP port, are selected 

directly. If the connection is made via ISO on TCP, the Own TSAP 

and the PLC TSAP of the (CPU) must be specified. 

 

Logo8 CPU with TCP / IP Configuration 

If a Logo8 controller is to be connected to the OPC UA server, the 

following settings must be made in the New Control dialog box: 

• S7-200 TCP/ P must be selected as the control type 

• 0200 must be entered as the PLC TSAP of the CPU 

• The default Own TSAP is irrelevant. 

 

Test CPU-Online Connection 

If the New control dialog box is completed, the online connection to 

the CPU can be tested. The command Test 

connection is building up the connection to the 

CPU. Information about the successful connection is displayed. 

 

Apply the New control dialog box settings 

To apply the settings, click OK. The New control dialog box closes. 

  



44ketie,.ü 

I IBH Network settings — ❑ X 

File Stations IBH Links Options Held 

Station: 

Station Name Address 

PLC_1-CF'll 312-IBH Link. 97++ 192.168.1.12:1099 

S ettings: 

New station Change station 1 Delete station 

IBH Link 27 1 IBH Link S5 IBH Link 55++ 1 Language 

1:lict_Ali k_

Dose Search and configure IBH Link 57, Plus, 57++ and 57++ 
HS devices. 

1 IBHLinks in the local network 

—Found IBHLinks: 

MAC Address Type Serial Number IP Address 

50-2D f4.1C-04-3C 181-ILNKUA 5145 192.168.1.14 
60-02-A2-21-56-CE NL50MPI 25208 192.168.1.12 PLC_1-CPU 312-IBH Link 97++ V2.168 

Station name 1  Firmware

mark 

r Configuration via Router 6.13.6.6 

OK Settings 1 Search again Search IP range I Help I 
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1.3.1 IBH Link UA - S7 CPU 300 / 400  connection via  
IBH Link S7++ 

To establish a connection to a S7 300 / 400 CPU via IBH Link S7 ++, 

the settings must be according to the screenshots. 

 

Open the IBH Link S7 ++ configuration software 

IBH Network settings. 

Dialog box IBH Network settings 

 

Click IBH Link S7 to open the IBH Links in the local network 

dialog box. 

 

Mark the IBH Link S7++ connected to the S7 CPU 300 / 400 and 

click Settings. 

Note: 
To address an S7 CPU 300 / 400 via the IBH Link S7++, the 

routing option (dialog box IBHLink settings / Network tab) 

Configuration with NetPro must be deactivated (Apply 

permanently).  

This applies to all S7 300/400 CPUs with IBH Link S7++ connection. 



IBHLink settings - 00025208 MAC: 00-02-A2-21-56-CB X 

Lletworki MPI/Profibus 1 Time synchronisation 1 firmware I 2I iagnosti_ 

Address settings: 

Network name: 

IP-Address: 

Subnet mask: 

Gateway: 

GMD 

IBH Link S7++12 

192 . 168 . 1 . 12 
Static 

255 . 255 . 255 . 0 DHCP 

BootP 0 . 0 . 0 . 0 

r IBHNet poft (Port 1099 is always active): 

-Authentification 

Username: 

Password: 

ladmin 

Change password

r-- Options 
not aclivated Er Configuration with NetPro/TIA 

r Disable Webserver 

  lhe settings will be saved in the IBH Links internal flash 
joicbck memory and are kept after a power cycle. 

Save permanently I Reboot I Cancel 

IBHNet Diagnostics - IBHLink S7 X 

Select IBHLink 

CPU 312-IBH Link 57++ 

open 1 setect 

-Network status Diagnostics 

Test I Litelist OK 

dick 
Station address: 173—  Fixed Jus parameter settings 

Automatic detection 

BusParameters: 

Baudrate: 187.5 '<Iltis 
Tslotjnit: 10] 
Max. Tsdr: 60 is inserted 

Min. Tsdr: 12 
Tset: 1 
Tru n 

1 
v 

CPU MPI address _IBH Link S7-11- MPI adddress 
Bus Nodes 

0 1 2 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 

0 rr vrrrrrrrwirrrrrrrrr 

20 rrrrrrrrrrrrrrrrrrnn 
100 1 1 1 1 1 im: . 

120 r- rrrrrr Key 

Read 

dick r17 Station passive 17 Station active 

Station active ready 

OK I Cancel J Help I 
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The IBHLink settings dialog box opens.  

 

Deactivating the routing option Configuration with NetPro 

Open the Diagnostics tab click Test and Read. The MPI addresses 

of the IBH Link S7++ and the connected S7 CPU are shown. 

 

If several  

IBH Link S7++ are 

in the local network, 

select the correct 

IBH Link S7++ 

connected to the  

S7 CPU. 

 

  



1521 Manual.opu - OPCUAEdit ❑ X 

File Ecit Help 

eeee 
Project X 

24.ä.LX d6 Rä fittl 
181- Link UA 

En CPU 416 Tank Level 

I f Variables 

MI Project l I Server Certificates 

rE Name of the control 

Name 

9 Offline program assignment 

CPU 416 Tank Level 

Program type 

Program path 

Station name 

9 Online connection 

Protocol 

Host name / Address 

Targe module position 

Rack number 

Slot number 

L_ 

No program assignment 

S7 TCP/IP 

192.168.1.10 

Target modul at the same rack 

0 

2 

CAPS NUM 

0 Name of the control 

Name CPU 416 Tank Level 

0 Offline program assignment 

Program type 

Program path 

Station name 

STEP7 program 

pei:\CPU 416 Tank Level S7‘CPU 416 Tank Level S7.s7p 

CPU 416 

Program type STEP7 program 

Program type 

"No program assignment" or "S5W program" or ''STEP5 program" or 
"STEP7 program" or "TIA program" or "Symbol File" 

Program path A: \ CPU 416 Tank Level SACPU 416 Tank Level 37.s7p 
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1.3.2 Project Window 

The right part of the project window displays the specified CPU 

connection settings.  

 

Name of the control 

The name was specified in the 

New control dialog box. 

Offline program assignment 

If a PLC program is assigned to the selected CPU information are 

displayed. 

 

Program type  

The following program types can be assigned to a CPU: 

• No program assignment 

• S5W program 

• STEP 5 program 

• STEP 7 program 

• TIA program 

• Icon file 

 

Program path  

Once a program has been assigned, the program path is displayed. 



Station name 

O Online connection 

Protocol S7 TCP./IP 

Host name / Address 192.163.1.10 

Targe module position Target modul at the same rack 

Rack number 0 

Slot number 2 

Protocol 

Host name / Address 

Targe module position 

3 Online connection 

Protocol S7 TCP/IP 

Host name / Address 192.168.1.10 

Targe module position Target modul at the same rack 
Rack number 

Slot number 

Rack number 
Rack number (0 .. 7) 

0 
9 Online connection 

2 
Protocol 

Host name / Address 

Targe module position 

Rack number 

Slot number 

Rack number 
Reck number p .. 7) 

CPU 416 

S7 TCP/IP 

192.168.1.10 

Target modul at the same rack 

S7 TCP/IP 

192.168.1 10 

Target molul at the same rack 

2° } MPI Address definition 

Rack No. Slot No. 

3 Bit 5 Bit (0-31) 

000 0 0 0 1 0 
0 2 
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Station name  

The name of the station, the device or 

the program name of the assigned program is displayed. 

Online connection 

The connection to the CPU is defined in the New control dialog box.  

 

Protocol 

The Protocol for the online connection to the PLC, S7 TCP/IP,  

S7-200 TCP/IP, S7-1200 TCP/IP or S7-1500 TCP/IP is displayed.  

Hostname / Address 

The host name or the IP address of the online connection CPU / 

OPC UA Server is displayed. 

Target module position 

In the New control dialog box, the following target module positions 

may be defined: 

• Target module on the same rack 

• Rack accessible via MPI / DP subnet 

• Rack accessible via TCP / IP subnet 

• Rack accessible via H1 subnet 

Rack number / slot number 

These two numbers define the MPI address of the target module. 

This may be necessary if several CPUs are connected via the MPI 

bus or the connection is made via an IBH Net S7 ++. 

  



■ 

Manual.opu - OPCUAEdit 0 X 

Nle Edit Help 

❑C A igo 0 
-1:ar O Name of the control 

T
IBH Link UA 

® 
Variables 

nght clic 

Name CPU 416 Tank Level 

9 Offline program assignment 

CNo program assignmenD 
Delete 

Cut 

Copy 

Insert 
iclick) 

Assign program....

Update program assignment.... 

Test online connection.... 

Import... 

Export... 

Properties... 

Program type 

[21 Project Server 1 Certificates 

S7 TCP/IP 

192.168.1.10 

Target modul at the same rack 

0 

2 

CAPS NUM .: 

In Select program EI X 

tick 

OPC UA Editor Manual 

55CPU15T 

55CPU120.5EQ 

55W CPU103 

55W CPU103.5EQ 

I 6.• • CPU 1200 TIA16 

CPU 1200 TIA16 
. . . . . . 

Tankpegel 

CPU 1500 TIA 16 

CPU 416 Tank Level 57 

CPU 416 Tank Level 57 

CPU 416 12:12

Multi CPU's 416 Master TIA 

2 Multi CPU's 416 Master HA 

path: UA Editor Manual \ CPU 416 Tank Level 57\ 

OK I Cancel Help I 

(dick ta opern2 

leV 
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1.4 Assign program  

An existing PLC program can be assigned to the CPU specified in 

the New Control dialog box. 

Variables, data, and program information are taken from the PLC 

program. 

 

The Assign program command opens the dialog box Select 

program. The command is also available in the Edit menu. 

Program selection 

Select the PLC program to be opened in the Select Program dialog 

box.  

 

 

 

 

 

 

 

 

 
 

Clicking the symbol Plus in front of the symbol of 

the PLC project (TIA / STEP 7 / S5W / S5 / SEQ) 

the PLC program reading process is started.  



El Manual.opu - OPCUAEdit ❑ X 

Die echt Help 

ea 
O Name of the control 

Name 

9.-11h IBH Link UA Program type STEP7 program 

8:01 CPU 416 Tank Level Program path A:10PC UA Editor Manual\CPU 416 Tank Level SACPU 416 Tank Level S7.37p 

Variables Station name CPU 416 
4=113  j 

- uniune connectr n is inserted 
Prototot S7 TCP/IP 

Host name / Address 192.168.1.10 

Targe module position Target modul at the same rack 

CPU 416 Tank Level 

1[7 Project Server II Certificat... 

'Offline program assignment 

Rack number 

Slot number 2 

°Mine program assignment 

CAPS NUM 

Click to 
open 

E Select program El X 

OPC UA Editor Manual 

1•••••9 55CPUIST 

[AM 55CPUIZO.5EQ 

55V4 CPU103 

•••••E 55W CPU103.5EQ 

ib..1A CPU 1200 TIA16 
e-ri CPU 1500 TIA 16 

 >vä_..gii CPU 1500 TIA 16 
cllck

eL••••13 PLCJ 

6.7 CPU 416 Tank Level 57 

ei CPU 416 Tank Level 57 

Multi CPU's 416 Master TIA 

Multi CPU's 57 PLC_1 TIA 

1±1... Multi CPU's 57 PLC_2 TIA 

Path: 1A: \OPC UA Editor Manual\CPU 1500 TIA 16\ 

0 confirm 

OK Cancel I Help 

im Open TIA project A:\OPC UA Editor tvlanuaKCPU 1500 TIA 16\CPU 1500 TIA 16.... X 

Starting TIA Openness, 

Ei Open TIA project A:10PC UA Editor Manual\CPU 1500 71A 161CPU 1500 TIA X 

Cancel 
Opening project A:10PC UA Editor Manual\CPU 1500 TIA 161CPU 1500 TIA 16.ap16. 

IM 

Cancel 
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Clicking OK, the variables, data and program information are 

transferred to the OPC UA Editor. 

Offline program assignment 

In the right part of the project window, information is displayed under 

Offline program assignment. 

 

 

 

 

 

 
 
 
 
 

Special features when selecting TIA projects 

Select the PLC program in the Select program 

dialog box. Clicking the Plus symbol in front of 

the TIA symbol of the PLC project, the PLC 

program (CPUs) is displayed in the project. 

 

The SIEMENS support software TIA Openness is started in the 

background. Several notices are displayed. 

 

 

 



Openness access (0033:000666) 
Ix

0 

The application "OPCUAEdit.exe' located an "C8Program Files 

(x86)41BH softec GrnblillBH OPC UA Editor' is attempting to 

access the TIA Portal with the process ID 7384. Do you want to 

grant access? 

To grant access: 'Yes'. 

To grant access and saue the authorization: 'Yes to all'. 
To deny access: 

1 TIA Portal instance(s) is/are active. 

tonfirm 

—g—!Yes re Yes to all 

IEH OPC VA Editor 

0  Access to the TIA Portal denied, 

Pete Properties 

Genera Member Of 

Member of: 

*Administrators 

*Siemens TIA Engineer 

gy Siemens TIA Openness 

Profile 

Add... 1 Romse 
Changes to a user's greup membership 
are not effeclive unlil the next time the 

  userlogs on. 

❑K Cancel Apply Hdp 
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The SIEMENS program TIA Openness issues a warning, which 

must be confirmed, Yes or Yes for all. 

 

If the support software TIA Openness does not allow access to the 

selected project, TIA Openness issues the following error message: 

 

 

Registered group memberships in Windows 10 

 

Note: 

To open a TIA project by the SIEMENS support software TIA 

Openness can take some time. 

In order to be adopted the PLC program, the TIA Portal software version 

TIA 13, TIA 14, TIA 15 or TIA 16 must be installed on the PC with the 

corresponding version of the TIA Openness software. 

It is essential to pay attention to matching software versions. 

In addition, the user of the PC must be a member of the following groups: 
 

• Administrators  

• Siemens TIA Engineer 

• Siemens TIA Openness 

Note: 

The above message may be hidden behind open windows. 



Siemens AG, 2008-2019 

Installed software 

Totally Integrated Automation Portal 

Options 

TIA Portal Openness 

Version V13 SP1 Update 4 

SINAMICS Startdrive 

Version V13 SP1 

STEP 7 Professional 

Version V13 SP1 Update 4 

WinCC Basic 

Version V13 SP1 Update 4 

Siemens AG, 2008-2019 

Installed software 

Totally Integrated Automation Portal 

Version V14 SP1 Update 2 

Options 

TIA Portal Openness 

Version V14 SP1 Update 2 

STEP 7 Professional 

Version V14 SP1 Update 2 

WinCC Basic 

Version V14 SP1 Update 2 

.1, Siemens AG, 2008-2019 

Installed software 

Totally Integrated Automation Portal 

Options 

TIA Portal Openness 

Version V15 

STEP 7 Professional 

Version V15 

WinCCAdvanced 

Version V15 

Siemens AG, 2008-2019 

Installed software 

Totally Integrated Automation Portal 

Options 

► TIA Portal Version Control Interface 
TIA Portal Openness 

Version V16 
STEP 7 Professional 

Version V16 
► Options 
WinCCAdvanced 

Version V16 

Manual.opu - OPCUAEdit 0 X 

Eile Edit Llelp 

e 61 
Project 3 X 

ei A 1 
&lt IDH Link UA 

.1111 CPU 15.00 11A Projekt 

Variables 

'MProjet-1 Ei Server 1 Certlficat... 

8 Name of the control 

Name CPU 1500 TIA Projekt 

8 Offline program assignre.ma n 

Program type 

Program path 

Station tarne 

0 Online connection 

Protocol 

Host narre /Address 

Local TSAP 

Remote TSAP 

TIA program 

A:0PC UA Editor ManuaKCPU 1500 TIA 161CPU 1500 TIA 16.ap16 

PLC j is inserted 

S71500 TCP/IP 

192.1651.19 

0100 

0101 

CAPS NUM 

Variables 

(click

Ei Manual.opu - OPCUAEdit El X 

File Edit Help 

agri 
Project x 

- 
101-1 Link U.A. 

dl-E3 UA Edit Manual 

Crritt iark

Project ig Server 1  Certificates 

13..-D Variables 

b...0 Program variables 

I (Inputs) 
• 

Q (Outputs) 

F (Flog) 
! • 

ä••• Counter Data (DB 2) //Counter Data 

U Air conditioner Data (DB 22) HInstance data block; Value, TimeStarnp, Status 

Generic 
will be onened 

Name Address PLCtype Length Origin Access OPCtype Lower limit lipper limit Cornment 

CAK NULI 

Q (0 ) 
dick to 

utputs 
 0V 

open 
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The software versions of the TIA Portal and TIA Openness must be 

identical. 

 

 

The transferred project is listed. Program 

assignment information are displayed in the right part of the project 

window. 

 

1.5 Define OPC tags 

A click on the icon Variables lists the variables / data 

in the right part of the project window from the adopted 

PLC program. 

 

Clicking the symbol Plus in front of the 

icon of the variable area, the existing 

variables are listed. 



Manual.opu - OPCUAEdit X 

File edit Help 

daid iee 
c= 3338._Ei Variables 

rri lleght dick 

ä... I (Inputs] 
IBH Link UA 

UA Edit M l 
Input: BOOL //single ir 

■ Select all 

I Deselect all 

anua MINN.Mr 

1....ffiNariables 
Q (Outputs) 

I Search again 
1....E111 Output: BOOL //single  —,—„ . — anD 

F (Flag) 

E Count: BOOL //Counter is counting 

Counting ON : BOOL //Start counting 

❑ EI Down : BOOL ficount down 

.....D11 Max : BOOL //only used internally 
variables display 

.....1:111 Min BOOL //only used internally 
with comment 

One : BOOL //only used internally 

1.....131:1 Up : BOOL //count up 

Counter Data (DB 2) //Counter Data 

❑ El Count: BOOL //Counter is counting 

—01:1 CounterReading : INT //Counter reading 

Structure : STRUCT //Complex variable - STRUCT-

MinNo : INT //maximum counter reading (number) 

marked variable 
E MaxNo : INT //maximum counter reading (number) 

(OPC tags) 
CountingON : BOOL ttEnable counting 

I I CounterValue : INT //Counter value 

1±1...13 Air conditioner Data (DB 22) t/Instance data block; Value, TimeStamp, Status 

Generic 

CounterValue : INT //Counter reading 

vgl Projed 

(dick aelece 

g Xä4ä -Zöbl iVi 
Name Address PLC type Length Origin Access OPC type Comment 

11 Input E 2.7 BOOL .1 Program RW Boolean single inputs to the PLC 

11 Output A 3.0 8001 .1 Program RW Boolean single outputs from the PLC 

D Count M 2.3 BOOL .1 Program RW Boolean Counter is counting 

El 1352=1111111111111111111111111=113111113311111111111111111MMIZZIME011111 
 ji 11 Counter Data.Structure.MinNo DB2.DBW 4 INT 2 Program RW Int16 

gi sen/er i ig cert.... 11 Counter Data.Structure.MaxNo DB2.DBW 6 INT 2 Program RW Int16 

Counter reading 

maximum counter reading (number) 

maximum counter reading (number) 

CAPS NUM 

right 'Glich 

Search 

Search for: ITank Jeve' 

E Case-seri5itive 

f Complete words only 

confirm 

OK 

[Area. 

Complete block 

Markecl section 

Cancel I Help 

Name Address PLC type Length Origin Ac 

QI Count DB2.DBX 0.0 BOOL .1 Program RI 

QI CouriterReading C:1132.DBW 2 INT 2 Program M 

.>(right dick 
Define variable....

Ire(cilick) 
Remove variables 

Cut variables 

Copy variables 

Insert variables 

Show variable in tree structure 

Convert variables into program variables 

Convert variables to generic variables 

Write protection an 

Write protection off 

Properties... 

Select all 

Select all 

Deselect all 

(dick 1 select) 
Search... 

SET 
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A selected variable is accepted as an OPC tag and displayed in the 

lower part of the window with additional information. 

The context menu offers the commands 

to select or deselect OPC tags.  

A search function is available to handle 

extensive variable lists. 

 

Add new variable (OPC tag) 

 

 

With a right clicking on a line of the 

variable listing (OPC tag list) the 

context menu opens. The command 

Define variable (OPC tag) is 

available. 

  



In Variable properties 0 X 

Parameter 

Name 

Data type (OPC U.6.) 

Data type (S7) 

Address 

Area 

DB number 

Byte address 

Bit address 

Access 

Number of field elements 

Maximum stfing length 

Comment 

Lower limit 

Upper limit 

Release field elements 

Node name 

Value 

Variable1 

Byte 

BYTE 

DB1.DBB 0 

DB (Data Block) 

1 

0 

0 

RW (read and write access) 

0 

0 

define the variable 
(OPC-tag) properties 

tonfirm 

No 

IBH Link UA.UA Edit Manual.Variablel 

OK Cancel 1 New 

dick for next 
new OPC tag 

t -k P   1,t441

mark 

Name 

(click to open\Aki
LlIntlf:. 2j

.

13 oolean 
SByte 

Byte (select)
Int16 

I nt32 
Uln132 
Float 

S Ich] 

atjTime 

Data type [OPC UA) 

(open iselectsfe' 

Variablel freely selectable 

Data type (S7) 

Data type [57) 

(dick to open 

WORD 

BOOL 
CHAR 
BYTE 
INT 
WORD 
DINT 
DWORD  
REAL Csellec0 
STRING 
DATE AND TIME 
S5TIME-  - 
DATE 
TIME 
TIME_OF_DAY 
TIMER 
COUNTER 
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Define variable 

The context menu command Define variable opens the Variable 

Properties dialog box. 

 

A new variable (OPC tag) can be created. The 

drop-down list fields make it easier to define a 

variable. 

Name 

The freely selectable variable name must be unique. A duplicate 

name is not permitted. 

Data Type (OPC UA) / Data Type (S7) 

The Data Type can be selected from the drop-down list. 

Data Type (OPC UA)   Data Type (S7) 

 

 

The data type of the variables needs to be specified only once. Either 

data type (OPC UA) or data type (OPC UA). The other data type is 

automatically assigned to the variable.  



Li.ddre: D131.DOO 0 

I Area 

I Area 

(dick to ope442
T [Timer) 
I (Input) 
Q (Output) 
26 .1zumr

C (Counted 
DB (D ata Block) 

DE riumber 

Byte address 

Byte address 

Access 

tAddress

15 

Bit address 

1 

3 

Bit address 

(Dick to open 

RW (read and write access) 15. 

R (read access) 
W write access 
RW (read and wüte access) 

(select) 

T 15[2(11 

N Urnber of field elen-ients 20 

Number of field elements 

Data type (0PC UA) String 

Data type (S7) STRING 

Maximum string length  254 

Maximum string Iength 

COrnnlet9 This is acomment 

Comment 
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Address 

The address must correspond to the syntax of the control type / 

programming system. If several field elements are to be specified, 

the start address must be specified. 

Select Variable Area 

The Area can be selected from the 

drop-down list. 

 

 

DB number 

The DB number is only relevant if DB 

(data block) is defined as the area. 

Byte address / bit address 

Depending on the data type, the 

byte address and, if necessary, 

the bit address must be entered. 

Access 

The access rights of a variable 

(OPC tag) can be defined in the 

drop-down list box. 

Number of field elements 

A field (array) created with the 

specified data types, the number 

of elements must be specified. 

The number of field elements is 

automatically added to the start 

address, in square brackets [ ]. 

Maximum string length 

If string is selected as the data type, 

a length of 254 is automatically 

specified. The length of the string 

can be adjusted. 

Comment 

A comment can be assigned to a 

variable (OPC Tag).  



Lower [mit 350 

Lower limit 
U pper lirnit 9500 

Upper Funk 

(clfck 10 men 

f.Icde name 

Release field elements Yes , 

No 
Yes 

Release field elements 

IBH Link UA.UA Edit Manual.Variable2 

Node name 

tonfirm 

Cancel New I lielp 

L7 X Z.J b '‘ar...1111M 

Name Address PLC type Length Origin 

EI Input E 2.7 BOOL .1 Program 

Define variable.... 

BOOL .1 11:121ffl 
ram 

ram 

ram 

ram 

El Count right dick 
CounterValue 

El Counter Data.Structu 

El Counter Data.Structu 

Remove variables 

Cut variables 

Copy variables 

Insert variables 

Show variable in tree structure 

Convert variables into program variables 

Convert variables to generic variables 

Write protedion an 

Write protection off 

Properties... 

Select all 
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Lower / upper limit 

Limit values can be assigned to 

a variable (OPC Tag). 

 

Release field elements 

The field elements specified in the 

Variable Properties dialog box can be 

released (Yes) or blocked (No) in the 

drop-down list box. 

Node name 

The full node name is 

automatically displayed. 

Accept variable 

Click the New button accepts the created variable and reopens the 

dialog box to enter another variable. Clicking the OK button accepts 

the created variable and closes the dialog box. 

 

1.5.1 Change Variable (OPC tag) 

A right-click on a line with a variable (OPC tag), the context menu is 

opened with commands for editing this variable are available. 

 

The Properties command opens the Variables Properties dialog 

box. The marked variable (OPC tag), can be modified.  



Variable propertief. II X 

Parameter 

Name 

Data type (OPC UA) 

Data type (S7) 

Address 

Area 

DB number 

Byte address 

Bit address 

Access 

Number of field elements 

Maximum string length 

Comrnent 

Lower limit 

Upper limit 

Node name 

Value 

CounterReading 

Int% 

INT 

DB2.DBW 2 

DB (0 ata B lock) 

2 

2 

0 

I9W (read and write access) 
oper iir 

0 

0 

Counter reading can be modified 
can be modified 

can be modified 

IBH Link UA.UA Edit Manual.Counter Data.CounterReading 

(ope n / select) 

  tonfirm  

QK  ancel I Continue Help 

Manual.opu - OPCUAEdit 

File Edit Help 

❑ee A gä e 

W . X Gtä II 

UA Edit 
Manualdht eile

Variables New server connection... 

New control... 

Properties... 

Add external data... 

Add modbus configuration... 

Add Mitsubishi configuration... 

Delete 

Cut 

Copy 

Insert 

Transfer selected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import... 

Export... 
El Tran sver c onf iguration to the semer D

Name of the server connection 

ECI11231211*(ma  rk)

Transfer I Status 

0% 

Start 

,U11111 lllll 

Close Help 
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Change variable (OPC tag) 

Properties can be changed depending on the data type. The 

properties shown in light gray cannot be changed. 

 

Click the Continue button accepts the modifications. The dialog box 

reopens to modify the next available variable. Clicking the OK button 

accepts the modifications and closes the dialog box. 

1.6 Transfer configuration to the OPC UA server  
(IBH Link UA). 

A right-click on the Server icon (IBH Link UA) opens the context 

menu.  

 

 

 

 

 
The command Transfer Selected 

Configuration to OPC UA Server 

opens the Transfer Configuration 

to Server dialog box. 

 

 

Select the server 

and then click 

Start.  



Transver configuration to the server ❑ X 

Name of the server connection 1 Transfer 1 Status 

IBH Link UA 100 % Server is being restarted 

Start dose 

Transver configuration to the server ❑ 

Name of the server connection 

IBH Link UA 

Transfer 1 Status 

100 % Transfer successful 

Start Close Help 

Manual.opu - OPCUAEdit 

File Edit Help 

rr ej R.

e 1 H Link UA 
1111 UA Edit Manua 

T 

Variables 

right clic 

Neve server connection... 

Transfer selected configuration to the OPC UA Server.... 

Read complete configuration frone OPC UA Server... 

Import... dick 

Export... 

Ei Export Configuration x 

Save in: 

Desktop 

PF 

bbrafies 

13 Documents e c 2 
Name  Date modified TYP. Size 

ki _Seme r_Serveropx 08.11.20171029 OPCEditor.Document 3 KB 

2 CPU 416.opx 09.01.201613:52 OPCEditor.Document 3 KB 

2.  _CP U416. opx 21.08.20171129 OPCEditor.Document 3 KB 

lc _t esti .opx 21.08.201713:16 OPCEditor.Document 3 KB 

32  Test.cpx 27.12.201912:28 OPCEditor.Document 1 KB 

3 UA Edit Manual.opx , 11.07.202018:08 OPCEditor.Document 2 KB 

11% 
is inserted 

en te r narre tonfirm 

File narre: IUA Eck Manual.opx 
Save as type: I0Pxfiles ('.oPx) 

Save 

,OK umaneu.a., 0 X 
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The transfer and the successful transfer are displayed. 

 

 
 

1.6.1 Configuration Export 

A right-click on the Server icon (IBH Link UA) opens the context 

menu. The Export command is available. 

 

The Export command saves the configuration in XML format in a file 

with the file extension * .opx. 

 

The files exported by the OPC UA Editor in XML format are readable 

and can be edited directly. A file exported by the OPC UA Editor can 

be imported into the OPC UA Editor for further processing. 

 



• Bit IBH Link UA - OPC slots 

1̀:-.1-e41113

X 1E1 

0P 192.168.1.14/?_=Jopc_slots 0 le 
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MQTT 
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Logout 9 Update password PIM quad-core 
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De lete slot I Delete all I Load OPC Editor Project] Insert SoflPLC 

(dick)Olf Upload a prdect from OPC Editor (*.opx). 

Load OPC Editor Project 

Project from OPC Editor o_ts>ü 

Upload:  Browse... No file selected. 

dick 
Configured PLCs in the projec fite : 

Upload: Load OPC Editor Project 

Free IBH OPC Editor (>= V4.13) to create the opx projects not installed? 

After installation the IBH OPC Editor can be used for free in combination with IBH Link UA. 
Get it from ibhsoftec.com 

Apply OPC Project Cancel 

7- (hasse He to Upload X 

This PC > PLC Projects IBH Link UA (A:) > OPC UA Editor 

Organize • New folder 

PLC Projects IBH Link UA (A,) ^ 

OPC UA Editor 

File name 

Dlarne Date modified Type 

E OPC Tags S5CPU 103U.opx 09.03.2018 16:48 OPCEditor.Document 2 KB 

orS OPC Tags S7 CPU 312 direct.opx 09.03.2018 16:49 OPCEditor.Document 2 KB 

orc OPC Tags TIA CPU 416.opx 11.07.2020 18:26 OPCEditor.Document 2 KB 

013 UA Edit Manual.opx b  11.07.2020 1&08 OPCEditor.Document 2 KB 

Search OPC UA Editor 

gEE • la 0 

Size 

UA Edit Manual.opx 

is inserted 

All Film (...) 

Cconfirm).,& 
Open Cancel 

Load OPC Editor Project 

r Project from OPC Editor (*.opx):  
OPC Editor Project file (*.opx) 

Upload: I Browse... I UA EcLithlanual.op7) Upload:  Load OPC Editor Project 

x 

Configured PLCs in the project file : Upload a project from OPC Editor (*.opx]. 
dick 

Load OPC Editor Project'''. x 

Free IBH OPC Editor (›= V4.13) to create the opx projects no 

Aller installation the IBH OPC Editor can be used for free in co 

Get it from ibhsoftec.com 

Project from OPC Editor (*.opx): 

Upload: Upload: 

UA Edit Manual.opx 

Configured PLCs in the project file : 

Load OPC Editor Project 

VA Edit Manual — Ok 

Free IBH OPC Editor (>= V4.13) to create the opx projects not installed? 

After installation the IBH OPC Editor can be used for free in combination with 181-1 Link UA. 

Get it from ibhsoftec.com 
(confirm 

Apply OPC Project Cancel 
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1.6.2 Transfer the exported / edited XML file to the IBH Link UA 

A file created by the OPC UA Editor can be loaded into the  

IBH Link UA. 

Select OPC Editor Project 

 

The Windows dialog box to open the OPC editor file is displayed. 

 

Loading the OPC Editor Project file 
 

  



IBH Link UA - OPC slots 

C)-> cl e 
L9:4mir

twork 

Siemens Slot3 

History 

' 

ftPLC 
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••• 

M311 Update password 
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>Slot 2 
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• OPC Project 

• Manual 

• UA Edit Manual 

DeviceManual 

DeviceRevision 

HardwareRevision 

Manufacturer 

Model 

RevisionCounter 

SerialNumber 

SoftwareRevision 

• Programs 

SupportedTypes 

• Counter Data 

Count 

CounterReading 

› Tasks 

DeviceHealth 

› ParameterSet 

• GlobalVars 

•Variablel 

MaxStringLength 

Delete slot Delete all I Load OPC Editor Project I  Save OPC Editor Project 

Insert SoflPLC Insert SINUMERIK I  Change SINUMERIK Delete SINUMERIK I 

Load OPC Editor Project 

-Project from OPC Editor (*.opx): 

Upload: 

UA Edit Manual-opx 

Contigured PLCs in the project fite : 

len 4d Upload:  Load OPC Editor Project 

CPU 416 VN — Ok 

57 CPU 312 - Ok 

CPU 1511 — Ok 

Free IBH OPC Editor (>= V4.13) to create the opx projects not installed? 

Aller Installation the 113H OPC Editor can be used for free in combination with 113H Link UA. 

Get it from ibhsoftec.com 
(confirm)bek

Apply OPC Project Cancel 

■ IBH Link UA - Siemens slots 

Ll 

Network 

curify 

rtiü 

ime ttlr 

Systc 

192.168.1.14/?_=fo pc_slo ts 

OPC server is running Logout Update password 

HR E 

Siemens slots 

>Slot 2 

• OPC Project 

Manual 

►CPU 416 VM 

►S7 CPU 312 

►CPU 1511 

Delete slot Delete all Load OPC Editor Project I  Save OPC Editor Project 1 

Users Insert sdeLc Insert SINUMERIK Change SINUMERIK Delete SINUMERIK I 

Siemens siotJ 

quad-cote 
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Information taken from the OPC Editor 

 

Multiple CPUs in an OPC Editor project 

If several CPUs have been merged in one OPC Editor project file, the 

individual CPUs are listed. All CPUs are taken in one project into the 

IBH Link UA. 

 

OPC editor information 

  



Manual.opu - OPCUAEdit 

File Edit Help 

Proj ect w 

e  X  1, A 

Killäialdithr.(rent Mick

Name of the server connechon 

Name IBH Link IJA 

E Server address 

Host name /Address 

Port 

New server connection... 

New control...  

Transfer selected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

192.168.1.14 

48010 

opc.tcp://192.168.1.14:48010 

No 

Export... kek)

I2 Other settings 

Variables formal 

None 

None 

Anon2,irnoi..2 

Manual 

COMpaCit 

n impert ccnfiguraticn X 

Ilmok 

Quick access 

Desktop 

Documents 

Name 

ar _CPU416.opx 

r-1_tesittopx 

35 'c Testopx 

03 UA Edit Manual.opx 11.07.20201&08 

mark)

File name: 

Files of type: 

Date nloclified 

21.08.201712:29 

21,08.201713:16 

27.12.2019 12:28 

is inserted 

Type 

OPCEditor.Document 

OPCEditor.Document 

OPCEditor.Document 

OPCEditor.Document 

Size 

3 KB 

3 KB 

1 KB 

2 KB 

tonfirm 

I UA Edit Manual.opx 
10PXfiles C.opx) 

Open 

Cancel 

13 Open TIA. project A:\OPC MN Editor Manual\example 3 - CPU 300111A 161CPU 3... X 

Starting TIA Openness. 

1111111111111 
OpenllA project A:10PC UA Editor Manual\ example 3 - CPU 300 TIA 161CPU 3... X 

Translating device 57-CPU 300. 

® Open TIA project A:\OPC UA Editor Manual\ example 3 - CPU 300 11A 16\ CPU 3... X 

Reading project data. 

HIMMEMMIIMI 

Cancel 

Manual.opu - OPCUAEdit 

File Edit Help 

[Jak' e 
1135 iMIE
eie L4a 
sie) IBH Link UA 

S7 CPU 312 

Variables 

IM Project mi Server 1  Certific... 

8 Name of the contfol 

Name S7 CPU 312 

O Offline program a:signment 

Program type TIA program 

Program path A:10PC UA Editor Manual example 3 - CPU 300 TIA 161CPU 300 TIA 161CPU 300 TIA.ap16 

Station name S7-CPU 300 

8 Online connection 

Protocol S7 TCP/IP 

Host name / Address 192.168.1.12 

Targe module positioi Target modul at the same rack 

Rack number 0 

Slot number 2 

CAPS NUM 
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1.7 Configuration Import 

 

The file (* opx) to be imported must be in XML format. 

 

Several notes are displayed during the configuration import. 

 

 

 

 

 

 
 

The imported configuration is displayed. 

  



Manual.opu - OPCUAEdit 

File Edit Help 

e 0 

Project St X 

erexauüz t 
9 ie right dick 

EI S7 CPU 312 1
9 Name of the server connection 

Name 
9 Server address 

Host name / Address 

IBH Link UA 

192.168.1.14 

New server connection... 

New control... 

Properties... click)

Add external data... 

Add modbus configuration... 

Import... 

Export... 

1131-1 OPC UA. Editor 

Take over current configuration of external data frs rrl z ro2 r 
IBH Link UA? 

,iconfirrn)..

Na Yes 

Manual.opu - OPCUAEdit 0 X 

File Edit Help 

Project X 

Are X  4älet
se IBH Link UA 

S7 CPU 312 

1±1.,34. 
Connected Servers 

Variable transfer 

User-defined variables 

MQTTconfiguration 

E te nal data 

1MProjed gi Server 12i Certificates 

Server name Variable name Data type flode name Used in Access 

CAPS NUM 
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1.8 Add external data 

If variables are to be exchanged between two OPC UA servers, the 

second server and its variables are defined under Add external 

data. 

The MQTT configuration also takes place under External data. 

Right-click on IBH Link UA and execute the Add External Data ... 

command. 

 

Clicking on Add External Data… opens the IBH OPC UA Editor 

dialog box. 

 

If the desired second OPC UA server has already been inserted in 

the IBH Link UA, the Yes button can be clicked to import the server 

configuration from the IBH Link UA. 

If there is no OPC UA server to be imported in the IBH Link UA, click 

No. The tree structure External data is displayed. 

  



Effai=pu - OPCUAEdit D X 

File Edit Help 

Project 

Ci A 

&Alt IBH Link UA 

St X 

t 

right dick. Delete 1:). S7 CPU 312 

Server name Variable name Data type 

External data 

Connected Servers 

Variable transfer 

User-defined variables 

MQTT configuration 

1Z1 Project Server 1 Certificates 

Read external data from server... 

Transfer external data to the server... 

Import... 

Export... 

1 

/ select) 

CAPS NUM

IBH OPC UA Editor 

0 

Configuration of the external data with the current data from 
the server 16H Link UA overwrite? 

.(confirm 

I

)111,,, 

Yes  No

IBH OPC UA Editor 

0 

Configuration of external data transferred to s erver '16H Link 
UA'? 

tonfirm 

yee I  1 I No 
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1.8.1 External data – context menu 

A Right-clicking on External data opens the context menu. 

 

Read external data from the server 

The data of the already configured OPC UA server (here - IBH Link 

UA) are adopted for the external server by clicking Yes. 

 

Clicking No closes, the information without any action. 

Transfer external data to the server 

Clicking Yes, the data of the external server are transferred to the 

already configured OPC UA server (here - IBH Link UA). 

 

Clicking No closes, the information without any action. 

Export / Import 

The Export command saves the configuration of the external server 

as an XML file (file extension * .xml). 

The file exported by the OPC UA Editor in XML format is readable 

and can be edited directly.  

A configuration file of the external server exported by the OPC UA 

Editor can be imported into the OPC UA Editor for further processing.  



Manual.opu - OPCUAIEdit D X 

File Edit Help 

12122kil , 
Project e X Server narre Server address 112k resuurce narre 

alt IBH Link UA 

S7 CPU 312 

1..121-41. External data 
rammega m d(rert dick 

Variable transfer 

• Uzer-clefined variables 

• MOTT configuration 

Project Server Certificates 

New external server conneCi 
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Pro perties... 

p 

El External server connection X 

Name of the server connection: 1 AirConditioner 

Server address: 

Host narre or IP address 1192.168.1.10 
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opc.tcp://192.168.1.10:4801I 

Select endpoint... 

Security settings: 
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Basic1.28Rsa15 

( Basica56 

( Basic5ha226 
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[Message mode. 
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r Signature and Encryption 
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Passwort:

Inverse connection. 
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tonfirm 

Cancel belp 

Manual.opu - OPCUAEdrt ❑ X 

file edit Melo 

IBH Link UA 

p-® S7 CPU 312 
,34. External data 
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Connected Servers 
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Variable transfer 

User-defined variables 
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Server address UA resource narre Security poltcity References 

opctcp://192.168.1.10:48011 urn:71-YELLOW:UnifiedAutomation:UaSenierCpp None 0 

PS NULl 
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New external server connection – configuration  

The New external server connection command opens the dialog 

box to configure an OPC UA server to reading variables. 

 

The structure of the dialog box is largely identical to the dialog box 

Properties of the server connection (see page 4). 

 

In addition, the publishing interval time and the synchronized reading 

can be initialized. 

 



Manual.opu - OPCUAE dir 111 

File Edit Help 

_ I.; C) 

Cra n:111 473 Name of the server connection 

Name AirConditioner 
X it r 

O Server address 

Eile IBM Link UA Host name / Address 192.1681.10 

an S7 CPU 312 Port 48011 

1±1..131. External data URL opc.tcp://192.168.1.10:48011 

Connected Servers 

Lit 
112:113 

Inverse connection 

O Security settings 

No 

e 

Variable tran3fer Security policity None 

Use r-d efined variables Message mode None 

MQTT configuration 8 Authentication settings 

Login Anonymus 

Session name 

8 Other settings 

Variables lomat Compact 

1MProject Server I Certificates 

CAPI riur

Manuat.opu - OPCUAEdit 0 X 

Eile Edit Help 
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ß_LW 1 X X, -7A t 
8  IBH Link UA 

41•.J S7 CPU 312 

Variables 

ä..12/4. External data 

Connected Servers 

1-* 
User-defined variable 

1--1D MQTT configuration 

< 

Variable transfer-

Source AirConditionen:Airconditioner j.Temperature 

171-41b IBH Link UA 

1±1..Adb AirConditioner 

Objects 

BuildingAutomation 

AirConditioner_1 

mark I 1±1... Q Humidity : Double 

[3.-Q HumiditySetpoint : Double 

PowerConsumption : Double 

Q State : Boolean 
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StateCondition 

0 

1[7  Project Server I giCertifi... 

XIV 
Source server 

1; 1- 4,
'ih- TemperatureSetPoint: Double 

AirConditioner_10 

Temperature : Double 

4t. • 
Destination : IBH Link UA::IBH Link UA.57 CPU 312.Air conditioner Data.IstTemperatur 

171-411tI IBH Link UA 

6-621 S7 CPU 312 

F (Flag) 

b -1.M. Counter Data (DB 2) //Counter Data 

conditioner Data (DB 22) filnstance data block; Value, TimeStamp, Status 

0 
I i 

SollTemp. righiclic 
0 TimeStamp_ st: DATE_ 

TimeStamp_Soll : DATE_• Connect variable.2c. k 

CurrentTime_TimeStamp 
Connect variables (standard parameters) 

0 Status_Ist: DWORD //ls  . . . 

Status Soll : DWORD //Soll-Temperatur Status 

. 0 CurrentTime_Status : DWORD //CurrentTime Status 

Generic 

Soll-Temperaturwert 

Remove all child cannections... 

AirConditioner 

Source variable Destination server Destination variable Data type 

ElfferE191111111MIE:=1111111111 11 

IS inserted 

Double / Float 

Source name 

AirConditioner_ITem•erature 

CAPS NUM 

Ei Parameter for reading the variables 

-Source variable. 

Variable ID: 

Display name: TemperatureSetPoint 

Data type: I Double 

Sampling interval [ms]: 7. 1:10C 

Queue entries: 

Indexrange: 

Reject oldest queue entries 

Destination variable. 

Variable 1D: I IBH Link UA.57 CPU 312.Air conditioner Data.SollTemperatur 

Display name: I M 

Data type: I Float 

Indexrange: I--

tonfirm 

OK Cancel Help 
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Connected servers display 

 

1.8.2 Variable transfer 

The OPC UA variable connection is accepted by marking the source 

and target variables and then clicking the Connect variable or 

Connect variable (standard parameters) command. The 

connection is displayed. 

 

The Connect variable ... command opens the following dialog box. 

  



mperatureSetPoint: Double 

-' 18H Link U,A;;SollTernriertur: 

Stati.t :.,..tatusi._.0 

TirneStarnp DateTirne 

tri Manual.opu - OPCUAEM EI X 

File Edit Help 

J Lj-'" aäo 0 

7(  T 

EAG IBH Link UA 
6..810 S7 CPU 312 

External data 
Connected Servers 
Variable transfer 

1-251
MQTTconfiguration 

CinD User-defined variables 

X Y 4A, 211 Name Data type Node na... Data source 

New object 
Add new start structure. 

User-defined structure 

Name: user ar freely selectable — 

Description: Language ID: 

Variable identifier: 1User_Ver ns = 8 

tonfirm 

OK Cancel Help 1 

Manual.opu - OPCUAE dit 

Eile Edit Hers 

6 
Project .• .4 X 

' t 
EF-143 IBH Link UA 

41...EED S7 CPU 312 

L-dill Variables 

p.214 External data 

1 1-129, Connected Servers 

-•,..± Variable transfer 

1*****%7
1-.11;) MQTTconfiguration 

User-defined variables 

4tee e X2i4äJm/ 
MEZ rig191Vrt click 

1 I  

N 
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New variable... 

c lick) 
Delete 

Cut 

Copy 

Insert 

Properties,., 

User-defined variable X 

Name: I Var_Narne 

Data type: lint16 • Define as a field 
define the variable 

Description: I User-defined variable Jopen selec) 

Access: 'Read and Write (WW) 

Variable identifier: User_Var.Var_Name 

-Data source. 

Without value assignment 

Value of variable Select...

Servername:

Variable identifier: 

Server address: 

Language ID: I en 

ns = 8 

r Numeri,: variable identifier 

Display name: I 

Constant value 

Namespace: 

Data type: 1 

Update only if value change is greater than: I 

tonfirm} 

OK I Cancel Help
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Has the connection of a variable 

(Value) been carried out the status 

and the time stamp belonging to the 

source variable are shown. 

1.8.3 User-defined variables 

Click on User-defined variables, the right project window changes. 

Click the New object icon to open the dialog box to enter the name 

of the variable structure. 

 

Click OK to close the dialog box and display the variable area name. 

A right-clicking on the User_Var icon opens a context menu.  

 

Dialog boxes can be opened 

to insert a new object / 

structure or variable. 

 

 

 

 

Fields are 

available to define 

the variable. 

  



C  Manual.opu- OPCUAEdit III X 

File Edit Help 
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Data type 
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Node name Data source 
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Connected Servers 

Variable transfer 
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Manual.opu - OPCUAEdit 

File Edit Help 
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New MQTT broker 
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T Log in with user narre and password 

User name, 

Password: 

tonfirm 

OK 

SBHsciFtec 

Cancel I Help I 
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The inserted variables are listed. 

 

1.8.4 MQTT configuration 

Click on User-defined variables, the right project window changes.  

 

Click the New MQTT broker icon to open the MQTT 

connection properties dialog box.  
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Project St X 
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Manual.opu - OPCUAEdit 13 X 
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t-j...3 Counter Data 
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URL 

Inverse connection 
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N0 

9 Security settings 
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Message mode 

None 

None 
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Session name 
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Manual 

9 Other settings 

Variables formet Compact 
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Standard connection 

In the dialog box, an MQTT connection to the MQTT broker 

(RabbitMQ) on mqtt.ibhsoftec.com is shown as an example. 

Connection to the Microsoft Azure IOT Hub 

All you need to connect to the Azure IOT Hub is the login text 

(AzureIoTConnectionString). The rest is anchored in the software. 

Only one topic is possible per Azure IOT Hub. 

Message in case of connection failure (Last Will Message) 

The broker can be advised what should happen if the connection 

drops unexpectedly. 

The configured connections are listed. 

 

1.9 IBH OPC UA Editor Server window 

The result of a successful project configuration transferred to the 

OPC UA server can be displayed online in the server window. 

  



1,1 Name of the server connection 

Name IBH Link UA 

1-1 Server address 

Host narre / Address 192.168.1.14 

Port 48010 

URL opetcp://192.168.1.14:48010 

H Security settings 

Security policity BasicSha256 

Niessage mode Sign and Encrypt 

Aur,11-ientication settings 

Login Anonymous 

Session name Workshop 

Other settings 

Variables Format Compact 
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In the right part of the server window, general settings of the 

connected OPC UA server are displayed. This data is based on the 

settings from the New server connection dialog box (Project 

window). 

Name of the server connection 

The name is taken from the project 

window. Name changes can only be done in the project window.  

Server address 

The Server address is taken from 

the project window.  

Server address changes can only be done in the project window. 

Security settings 

The Security settings are taken 

from the project window.  

Security setting changes can only be done in the project window. 

Authentication settings 

The Authentication settings are 

taken from the project window. 

Authentication setting changes can only be done in the project 

window. 

Other settings 

The variable format representation 

setting done in the project window 

is displayed.  

1.10 Displayed Online OPC UA server information 

Information from the OPC UA server and the CPUs both online 

connected are displayed. It is irrelevant whether the OPC tags have 

reached the OPC UA server directly or via the OPC UA editor. The 

configuration in the IBH Link UA Siemens Slots / OPC Project 

window is displayed. 

Note: 

The configuration available in the IBH Link UA window Siemens slots / 

OPC Project is displayed in the Server window. 
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IBH Link UA.S7 CPU 416.Air conditioner Data.Currentlime_Status 

IBH Link UA.S7 CPU 416.Air conditioner Data.Currentlime_limeStamp 

IBH Link UA.S7 CPU 416.Air conditioner DataistTemperatur 

IBH Link UA.S7 CPU 416.Air conditioner Data.SollTemperatur 

IBH Link UA.S7 CPU 416.Air conditioner Data.Status Ist 

IBH Link UA.S7 CPU 416.Air conditioner Data.Status_Soll 

IBH Link UA.S7 CPU 416.Air conditioner Data.TimeStampIst 

IBH Link UA.S7 CPU 416.Air conditioner Data.TimeStamp_Soll 

CAPS NUM 

Manual.opu - OPCUAE dit 3 X 

Fülle Edit Help 

LJ 
Server • 41 x 

agiä IBH Link UA 
p-,3111 S7 CPU 416 

1•••••I GlobalVars 

l Air conditioner Data 

Structure 

[...e Variable transfer 
p••{2p••{2UA Nodes 

Counter Data 
GMD 

1:7 Project Server giCeitificates 

Name Data type Status Access ( Value Node narre 

Count Boolean &OK 

CounterReading Int16 &OK 

RW true  IBH Link UA.S7 CPU 416.Counter Data.Count 

RW 2204 IBH Link UA.S7 CPU 416.Counter Data,CounterReading 
conlinuously 
up(lated 

CAPS NUM 

Manual.opu - OPCUAEdit 

File Edit delp 

iWee 
Server 31 X 

IBH Link UA 

p•® S7 CPU 416 
GlobalVars 

Air conditioner Data 

p•••® Counter Data 

1....1> Variable transfer.
UA Nodes 

r_:; Project giServer] gtCertificat. 

Name Data type Status Attest j Value Node nanu 

111 CounterValue Int16 

CountingON Boolean 

MaxNo Int16 

MinNo Int16 

&OK 

&OK 

&OK 

&OK 

RW 

RW 

RW 

RW 

7075 IBH Link UA.S7 CPU 416.Counter Data.Structure.CounterValue 

true IBH Link UA.S7 CPU 416.Counter Data.Structure.CountingON 

8000 IBH Link UA.S7 CPU 416.Counter Data.Structure.MaxNo 

100 IBH Link UA.S7 CPU 416.Counter Deta.Structure.MinNo 
caldianeue 
updated 

CAPS NUM 
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Configuration Display 

The devices are listed in the left server window. The groups of 

variables (GlobalVars, data blocks) and the selected controller are 

listed below. 

By clicking on a group, the individual variables (OPC tags) are 

displayed in the right server window with their status. The status of 

the OPC tags is continuously updated. 

GlobalVars 

 

Data Block – Air conditioner Data 

 

Data Block – Counter Data / Structure 

 

  



Manual.opu - OPCUAFda — 

Edit Help 

Orel ffl

QI NrConchboner 
e variable 

Temperature 

Dest a on e, 

BH Link LIA 

Der  Bf.,' wanable 

latTernperatur 

Data 

Double / Float 
rah-

71.99.48 ParConclitioner_tiernperature lt IBH Link LIA 

a 17 Ca11416 

0 GlobalVars 

Eliurcond.e.one, 
1:1N,Conduone, 

Tempentv...-nmesbnn, 
Tempo...Statur 

BH Link LIA 

BH Link LIA 

lirne9aarnpJat 

9abasJst 

Datelirne 

SbabasCode / Lant32 

3ozo-07-28nte1k5etbnz 

0 cmdamm* 

NrConclitionerj.Ternperature.larneSbarnp 

rtirConclitionertTernperature.9abas 

El Air conditioner Dalaa AirConda.oner TemperatureteePomt BH Link LIA Sogrermaerabar Double/Fleet 12 updalled rtirConclitioner_tTernperatureSetaoint 

El LJ Counter Data 
El Auf onda.oner TemperatureteePomttmeStamp BH Link LIA Currentlirne_limeStamp Datelirne 2020-07-2011&1458.576E rtirConclitionertTernperatureSetaointtmeStamp 

Amiture 
EI Auf onda.one. TemperatureteePomtStatus BH Link LIA 9aatus_Soll Dabase° cle / IJInt32 0 rtirConclitioner_IrTemperatureSetaoint9atus 

Vanable tuender CID 01Auf enrationer C wentime BH Link 114 Currenfrane_TimeStamp Datellme 1010-07-10716,10:57.56E 2258 

WI LA DA Node 
III Auf onda.oner CurreneTane.Seatu, BH Link LIA CurrentTune_Status SbabasCode i IJInt32 0 2258.9abas 

Manual.apu - OPCUAEdit — 

Eile Edit Help 

ugo 
Server x 

3 IBH Link DA 

Mn S7 CPU416 

le Variable transfer 

CpeCal IJANodesJ 

E rj Objects 

ient 

1. evireSet 

MQTT 

j: Modbue 

PLCs 1 

3.0 tt S7 CPU 416 

DeviceHealth 

DevieeManual 

1. ...0 DeviceRevizion 

Globaltiers 

HardwareRevision 

Manufasturer 

1. 0 Model 

ParameterSet 

Pregrarris 

E-Cäl Air conditioner Data 

r, Counter Data j 

0 Count 

• CounterReading 

Structure 
1110 

• CountingON 

• MaxNo 

O MinNo 

SupportedTypes 

RevisionCounter 

1-0 SenalNumber 

SoftevareRevision 

1-94 Task5 

t Server 

Slot 

Stabons 

TYP" 

Cal Views 

1; Project Ei Server JE  Certificates 

3 Nodeld 

Nammpacelndex 

IdentilierType 

Identilier 

Properties 

NodeClass 

BroveeName 

DisplayName 

Desemotion 

Writefelask 

UseriefrileMask 

ValueRank 

AcceseLevel 

UserAccessLevel 

MinimumSamplingInterval 

Historizing 

4 

String 

IBH Link UA.87 CPU 416.Counter Data.Structure.CounterValue 

Variable 

CounterValue 

CounterValue 

Counter value 

0 

0 

CurrentRead,CurrentWrile 

CuirentRead,CurrentWrile 

0 

false 

3 DataType 

DataType 

Namespacelndex 

IdentilierType 

Identilier 

Int16 

0 

N umeric 

4 

3 Value 

Value 11 3037 I 

  CPUvalue 

CAP5 NUM 
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Variable transfer 

The online status of the interconnected OPC tags (defined in the 

Project window / External data / Variable transfer) are displayed. 

 

UA Nodes display 

The names of the OPC UA Nodes are listed in the left-hand server 

window (attributes, OPC tags, etc.). The corresponding values are 

displayed in the right-hand server window. 

 

  

Note: 

The values are current values. They are taken only once when the OPC 

UA Node name is clicked. 



Manual.opu - OPCUAEdit ❑ X 

File Edit Help 

Le Ao 6 
Project St X 

XX42 ,ä2, 1.0 

p-® S7 CPU 416 nght —7 1 

1 , iP Variables 

1±021-4. External data 

O Name of the server connection 

Name 

O Server address 

Host name / Address 

Port 

IBH Link UA 

192.168.1.14 

48010 

New server onnection... 

New control....click) 

Properties... P .-

Add external data... 

.ii
Import... 

Export... 

M Project Server 1 Certificates 

O Other settings 
Variables Format Compact 

68.1.14:48010 

Message mode 

CAPS NUM 

ri Server connection properties X 

Name of the server connection: 

—Server address: 

Host name or IP address 

IBH Link UA 

192.168.1.14 

Port: 48010 

r URL I opc.tcp://192.168.1.14:48010 

Select endpoint... 

—Security settings 

r None 
r Basic128Rsal 5 

[Message mode, 

r Signatur 

r Basic256 seleaed .24 Signature and Encryption 
2,ecurny method 

‚r: 6asic5ha256 rInverse connection. 

r Aes128Sha256Rsa0aep r Connect invers Properties... 
r Aes256Sha256RsaPss 

Login: 

6' Anonymous 

( User name and password 

User narre: i 

Passwort: 1 r Store 

Session Name: I Manual 

Variables formet: (Compact 

comfirm 

OK Cancel I Help 

dick 

Select endpoint... 
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1.11 Certificates 

The data transfer from the IBH OPC UA Editor to the IBH Link UA 

and vice versa can be encrypted. 

The encrypted data transfer takes place according to the OPC UA 

specifications. 

The security method desired may be selected in the Server 

Connection Properties dialog box. 

 

 

Security setting via Select end point  

If there is an online connection to the 

OPC UA server, the selection can be 

made from the encryptions provided by the OPC UA server. 



Endpoints of Discovery Server opc.tcp://192.168.1.14:48010 X 

CSecurity policit9 

http://opcfoun ation.org/UA/SecurityPolicy#None 
http:llopcfoundation.org/UA/SecurityPolicy#Basic2565ha256 

Message mode 

None 
Sign 
SignAndEncrypt 2048 Bit 
Sign 
SignAndEncrypt 
Sign 
SignAndEncrypt 

Key strength 

2048 Bit 
2048 Bit 

http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 
http://opcfoundation.org/UA/SecurityPolicy#Aes128_Sha256_Rsa0aep 
http://opcfoundation.org/UA/SecurityPolicy#Aes128_Sha256_Rsa0aep 
http://opcfoundation.org/LIA/SecurityPolicy#Aes256_Sha256_RsaPss 
http://opcfoundation.org/UA/SecurityPolicy#Aes256_Sha256_RsaPss 

2048 Bit 
2048 Bit 
2048 Bit 
2048 Bit 

tack f select) 

1 
=J 

Name: 

r connection: 

Endpoint URL: IBHUnkUA@ibhlinkua_rescued 71.) .://ibhlinkua:48010 

Organization: IOrganization Application URI: utl— •r philinkua_rescued:IBHsoftec:IBHLinkUA 

Organization unit: I Unit Domain name: ibhlinkua_rescued 

Location: ILocationName IP address: 

Country: (Certificate settings.

State: 2048 Bit I DE Encryption strength: 

Signature algorithm: ISHA256 

EThe certificate is valid j Valid from: 23.06.2020 10:36:40 

Valid until: 22.06.2025 10:36:40 

confirm 

OK Cancel Help

Manual.opu - OPCUAE dr' 0 X 

File Edit Help 

eee 
Project x 

xxiiäzi 

A...ED S7 CPU 416 
11..1211, External data 

Mg 

E Name of the server connection 

Name 1131-1 Link UA 

E Server address 

Hot name /Address 192.168.1.14 

Port 48010 

URL opc.tcp://192.168.1.14:48010 

Inverse connection No 

9 Security settings 

Security policity 

\,..._Message mode 

9 Authentication settmg 

Project gi Server I Certifi... 

selected securny Inethod 

BasicSha256 

Sign and Encrypt 

Login Anonyrnous 

Session narre Manual 

8 Other settings 

Variables formet Compact 

Security settings 

(=PS NUNI 

Manual.opu - OPCU AEdit 

File Edit Help 

/201 

X RA 

S7 CPU 416 

iihn-4 External data 

right clic 

jNew server connection... 

New control... 

Insert GMD 

Transfer selected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import... 

Export... 

 Chapter 1 IBH OPC UA Editor Page  1-41  

 

TTI   Trans Tech International© 2020  IBH Link UA   Training 
 

The certificate existing in the OPC UA server with its settings and the 

connection path to the OPC UA server are displayed. 

 

The security procedure selected in the project is displayed. 

 

The exchanged certificates must be confirmed as trusted in the IBH 

OPC UA Editor and in the IBH Link UA. 

The exchange of certificates takes place when the configuration is 

transferred to the OPC UA server (IBH Link UA). 

  



liansver configuration to the sewer 

Name of the server connection I Transfer I status 
MEM 

Help 

E3 Transfer umfiguratmen10 tue sen.er 

Name of the server connection Transfer Status 
0 9, Enorm function Connect, Status =BadCertificateOntrusted 

Start 
0 

liansver configuration to the server ❑ 

Name of the server connection Transfer Status 
o% The security checks during the connection setur 

Phase check the certificate an the server. 

Start I dass Help

Manual.opu - OPCUMM 

Elle Edit Hei p Trust

—3 
Trust -the certificate. 

.1/40 X 
Status Name Valid frort Valid to 7,E1= merk 

Own tett Kate   GC111=1121=Criri 

Proje IGisenser Certiri cates 

Name IDHLinkIJA®ibhlinkua 

Valid from 21 07 2020 12 03 01 

Valid to 20 07 2025 12 03 01 

Organisation Organization 

organizalional uni[ Uni[ 

Location LocationName 

E Manuatopu - OPCUAEdiI 
File Edit Help 

A Sei 

Own certif Kate 
merk 

®Prnjem 117e s r [ ce Mute 

JAXa 
Status Name Valid frort Valid to Organisation 

Trusted ICHLinkLIA@Abhlinkua 21.07.202012,03,01 20,07.202512,03,01 Organization 

Harne ICHLinkUP@ibhlinkua 

Valid from 21.0] 2020 12'0301 

Valid to 200] 2025 12 03 01 

Organisation 0 rganization 

organizational uni] Uni] 

Location LocationName 

Country. 

Stare DE 

AppURI urn ibhlinkua IBH,oftec IOHLinkIJA 

Domain narre ibhlinkua 

IP address 

Filename 1131-1LinkliAgbhlinkua 16F629E97CD8491058776027483683423386935C6j.der 
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The command Transfer selected configuration to OPC UA Server 

opens the Transfer configuration to the server dialog box. 

By marking the server and then clicking Start, the transfer takes 

place. 

 

If the exchanged certificates have not yet been confirmed as trusted 

by the IBH OPC UA Editor and the IBH Link UA, an error message 

appears. 

 

 

 

The error message must be closed, and the certificates must be 

confirmed as trusted. 

Rejected IBH Link UA server certificate in IBH OPC Editor 

 

Trusted IBH Link UA server certificate in IBH OPC Editor 

  



Manual.opu - OPCUAEdit ❑ x-

File Edit Held 

A iggra 
Certificates "er .1;1 X 

Server certificate 

Own certificate 

rnark)

Fi -Server  rCertificates

Name 

Valid from 

Valid to 

Organisation 

organizational unit 

Location 

Country 

State 

AppURI 

Domain name 

IP address 

Filename 

0 PCUAE dit®TTI-YELLOW 

31.01.202017:37:20 

29.01.202517:37:20 

13 rganization 

U nit 

LocationName 

S tate 

DE 

urn:T TI -YE LLOW: I BH softec: 0 PCUAE ditor 

T TI-YELLOW 

192.168.1.10 

013CUAS dit. der 

.:=4,PS Num 

gä IBH Link UA - Certificates 

0 -> e e 

i, 

Cpertificatesj 

111 

Sys 

P.j 192.168.1.14/?_=/certificate 

OPC server is running 

IBH Server

Untrusted 

roll IBH Link UA - Certificates 

O 
e 

* 4,iII\0rec0 E 

Logout Update password  quad-core 

Name 

IBHLinkUAeibhlinkua 

OPCUAEdit@r-I-YELLOW 

Valid From Valid To Organization 

07/21/20 10:03:01 07/20/25 10:03:01 

01/31/20 15:37:20 

Organization 

1:=1 Organization 

Organization Unit Locality 

Unit LocationName 

EIM E:=1=11 

Trust I  Reject I I View I  Delete I  New Server Certificate I  Replace Server Certificate I  Upload Certificate fromClient or CA 

(dick  Download Certificate for the Client 
Ifrrust the selected certificate. 

192.168.1.14/?_=/certificate 

IfflAIBI=1:11111.1x t Update password 

rk 

LCertificatesi 

Status 

tet, Server 

Name 

IBHLinkUA@ibhlinkua 

Valid From Valid To 

07/21/20 10:03:01 07/20/25 10:03:01 

Organization 

Organization 

Organization 

4, in 0 E 

Organization Unit 

Unit 

quad-core 

Locality 

LocationName 

Trusted OPCUAEdit©TTI-YELLOW 01/31/20 15:37:20 01/29/25 15:37:20 Unit 

Trust Reject I I View I Delete New Server Certificate I Replace Server Certificate Upload Certificate from Client or CA 

Download Certificate for the Client 

Manual.opu - OPCUAEdit 

File Edit Help 

3 lt 
ö. 
1±1J). External data 

S7 CPU 416 
right che 

Neve server connection... 

New control... 

Insert ihiorick)

Transfer selected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import.. 

Export... 
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The IBH OPC UA Editor has its own certificate. 

 

The own certificate of the IBH OPC UA Editor must be confirmed 

trusted in the IBH Link UA. 

 

The IBH OPC UA Editor Certificate must beset to trusted in  

IBH Link UA. 

 

The transfer of the selected configuration to the OPC UA Server can 

be restarted. 

  



Modbus Anbindung.opu - OPCUAEctrt 

File Edit Help 

0 X 

Delo A* 
Project x 

x T 
IBH Link UA - ModBus Connection 

nght clic 

New server connection... 

New control... 

Properties... 

Add external data... 

Add modbus configuration... ,..._ 

i Add Mitsubishi configuration... kh) 

I Export...

MProject II Server 1 Certificates 

O Name of the server connection 

Name IBH Link UA - ModBus Connection 

O Server address 

Host name /Address 192.168.1.14 

Port 48010 

URL opc.tcp://192.168.1.14:48010 

Inverse connection No 

S Security settings 

Security policity None 

Message mode None 

[Authentication settingsi 

Login 

Session name 

Anonymous 

Modbus Anbindung 

S Other settings 

Variables Format Compact 

Authentication settings 

CAPS NUM 

Ei Workshop ModBus US.opu - OPCUAEdit El X 

File Edit Help 

4. X 

c, X 
IBH Link LIA - ModBus Connection 

Modbus configuration 

Project gi Server 1 Egi Certificates 

CAPS 

ack 

Save (Strg+S) 

Saves the current configuration. 

Workshop PvlodBus US.opu - OPCUAEdit 

File Edit Help 

Projed 4 

t' X 
El IE:H Link U. r. - modEhts connection 

Modbti configuration 

rnark)

Flick 

ü New device 

Add new Modbus device. 
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1.12 Modbus configuration 

If the connection to the IBH OPC UA Editor has been created, a 

Modbus configuration can be added. The Add Modbus 

configuration command starts the configuration process. 

 

In the right part of the project window, the Modbus configuration 

window opens. 

 

The existing configuration can be 

saved at any time. 

1.12.1 Add new Modbus device 

 

If Modbus configuration is marked in the left part of the 

project window, the Modbus device properties dialog box 

can be opened by clicking on the New device icon.  



Modbus device properties X 

Device name: 

Interface: 

PLC416_ModBus_Server es .) 

CZ Ethernet URL or IP address: 1 192.168.1.22 

C Serial Number of simultaieously possible requests: 

—Optional informations. 

(enter) 

Desctiztion, I PLC416 the ModBus Device 

Manufacturer: 

Model 

Serial tumber: 

ResionCounter: 

Hardvsare revision: 

IBHsoftec GmbH 

PLC416 V4.:6 

The information is freely selectable. 

The fields can be left blank. 

1 4711 

5.0 Device revision: 

Software revision: 

1.0 

7.47 

CK Cancel IzIelp

Modbus device properties X 

Device name: 

Interface. 

PLC416_ModBus_Server 

C Ethernet iCzection garameters: 

Serial 

1 COM1:9600,8,N,Ij 
Number of sirnultaleously possible requests, 

 Chapter 1 IBH OPC UA Editor Page  1-45  

 

TTI   Trans Tech International© 2020  IBH Link UA   Training 
 

 

The IBH Link UA devices SingleCore or QuadCore have a USB 

port. With a converter (USB / serial), this port can be used as an 

interface for the Modbus device. 

 

If the device name and the interface are specified, the dialog box can 

be confirmed with OK. 

1.12.2 Modbus TCP interface / Modbus variable 

The Modbus organization specifies the form in which variables can 

be present. 

Device manufacturers follow these guidelines and provide device-

specific tables that list the address of the variable and how it is 

addressed. 

To define the Modbus variable as OPC tag in the Modbus Variable 

Properties dialog box of the IBH OPC UA Editor, knowledge of the 

fieldbus node with its data, data coding, addressing and transactions 

is required. 

Following are excerpts from specifications of the Modbus 

organization, which are necessary for the definition of the OPC tags. 

The tables / descriptions of the fieldbus node provide this information 

in a similar form. 
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Modbus Functions – Partially – (Modbus Organization) 

Reading and writing variables are determined by functions. 

Physical Discrete Inputs Read Discrete Inputs 

Internal Bits  
or  

Physical coils 

Read Coils 

Write Single Coil 

Write Multiple Coils 

Physical Input Registers Read Input Register 

Internal Registers  
or  

Physical Output Registers 

Read Holding Registers 

Write Single Register 

Write Multiple Registers 

Read/Write Multiple Registers 

Mask Write Register 

Read FIFO queue 

File record access 
Read File record 

Write File record 

Diagnostics 

Read Exception status 

Diagnostic 

Get Com event counter 

Get Com Event Log 

Report Server ID 

Read device Identification 

Other 
Encapsulated Interface 

Transport 

 CANopen General Reference 
 

Most Modbus devices do not provide all the functions. However, 

writing or reading functions are usually supported by all. Therefore, 

the IBH OPC UA Editor only supports the functions for reading and 

writing values. 

Modbus data formats 

Name 
data access 

(Storage area) 

Quantity 
Data type 

Access Type 
memory access 

Comment 

Discrete Input  
physical inputs 
process image 

1 Bit 

(Single bit) 
Read-Only 

These data types can be 
provided by an I / O 
system. 

Coils  
Discrete outputs 
physical outputs 
process image 

1 Bit 

(Single bit) 
Read-Write 

These data types can be 
changed by an 
application program. 

Input Registers 
16-Bit 
Wort 

Read-Only 
These data types can be 
provided by an I / O 
system. 

Holding 
Registers 

16-Bit 
Wort 

Read-Write 
These data types can be 
changed by an 
application program. 
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1.12.3 Defining Modbus variables in the IBH OPC UA Editors 

Right-clicking on the Modbus device name (PLC 416 ModBus 

Server) opens the context menu. 

 

The New Variable command opens the Modbus Variable 

Properties dialog box.  

This dialog defines the variables that the OPC server should connect 

to. This can be a write variable, a read variable, or a read / write 

variable. 

1.13 Modbus variable – Properties dialog box 

Read- (Coils / Discrete Inputs) – Write-Coils 

 

    Read- / Write-Registers 

  



Unit ID: lir 

Typ. 

r Sodean 

r UIntI6 

r Int16 

C UInt32 

C' Int32 

r Float 
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Modbus TCP / RTU interface 

Modbus device manufacturers describe in tables the Modbus fieldbus 

node functions. Based on these descriptions, the definitions of the 

accesses to variables are defined. 

Name (Variable) 

The name can be selected freely but must correspond to the OPC 

UA specification (letters A-Z, a-z, numbers 0-9, no special 

characters, no symbols, no dots, no colon.) As a special character 

only _ under line.  

Unity-ID 

For Modbus TCP, the Unity-ID = 255. This is set 

at default. For Modbus RTU, the address must be set according to 

the slave address. 

Type 

Boolean 

One (1) bit information (Boolean), which can have the states TRUE 

(1) and FALSE (0). A variable of type Boolean occupies 1 bit in a 

register address (16 bits). An array of 16 variables of type Boolean 

occupy an entire register address (16 bits). 

UInt16 

Positive 16-bit unidirectional integer (number) between 0 and 

65,535 (20 to 2+16). A UInt16 variable occupies a register address (16 

bits). 

Int16 

Positive or negative 16-bit integer (number) 

between -32,767 and +32,767 (-2+15 to 2+15 -1). An 

Int16 variable occupies a register address (16 

bits). 

UInt32 

Positive 32-bit unidirectional integer (number) 

between 0 and 4,294,967,295 (20 to 2+32). A 

UInt32 variable occupies two (16-bit) register 

addresses. 

Int32 

Positive or negative 32-bit integer (number) between -2,147,483,654 

and +2,147,483,654 (-2+31 to 2+31 -1). An Int32 variable occupies two 

(16-bit) register addresses. 



7 32-bit swap iNord order 
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Float 

A variable of data type Float represents a fractional number that 

exists as a 32-bit floating-point number (REAL). A Float variable 

occupies two (16-bit) register addresses. 

1.13.1 Addresses when accessing read / write 
 

 

Data type UInt16 and Int16 

A word address (16-bit) is used for accessing variables of a data 

type. Address 0 addresses the variable that occupies the first 16 bits 

of a data area. With address 1, the variable occupying the second 16 

bits of a data area is addressed. Address 3 addresses the third 

variable (16-bit) of a data area, and so on. 

Data types UInt32, Int32 and Float 

Two words (2 x16-bit = 32 bits) are always required for accessing 

variables of these data types. Address 0 addresses the first 32-bit 

variable of these data types. Address 1 must not be addressed 

because this address would address the low word of the 32-bit 

variable. Address 2 addresses the variable occupying two words 2 

and 3 in the data area. The address 4 addresses the third 32-bit 

variable. etc. 

The order of the two 16-bit words, which consist 

of the data types UInt32, Int32 and Float, can be set.  

• High-Word – Low-Word    or    Low-Word – High-Word. 

Data type Boolean 

A bit address is used to access bits in the data area. 

• Address 0 addresses bit 0 in the word address 0 area. 

• Address 1 addresses bit 1 in the word address 0 area. 

• Address 16 addresses bit 0 in the word address 1 area. 

• Address 66 addresses bit 2 in the word address 3 area. 

Note: 

The address information in the Modbus devices Manufacturer 

specifications are often in hexadecimal form. These addresses are to be 

converted into a decimal address for input in the IBH OPC UA Editors. 

 



Read_Discreteinputs_Boolean 

—Access. 

—Read. 

Read 

Address: 14368 

(' ReadCoils 

ReadDiscreteInputj 

Number: 1 7

Readinput_Registersint16 

—Access. 

—Read. 

Read 

Address: 1480 

ReadlnputRegisters 

r ReadHoldingRegisters 

Number: 4 
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1.13.2 Access Read Only 

Read Discrete Input (read only – Bit access) 

Data type Boolean 

Example: - Fictitious Modbus table (3) 

Start Word Address 0111hex = Bit 

Address 1110hex = 4368dec - Read-only 

- Bit Access - Physical inputs, Process 

image. There are 7 input bits to be 

defined as OPC tags.  

This setting addresses variables from 

the registers of the Discrete Inputs 

whose contiguous status comes from 

digital inputs.  

The address of the first variable and 

the number of variables must be specified. 

Screenshot:  7 individual bits are read from bit address 4368 of the 

memory area of the physical inputs. 

Read Input Registers (Read only) 

All data types except Boolean (example: Int16 - 16-bit) 

Example: - Fictitious Modbus table (4) 

Start register address 01E0hex = 

480dez - Read-only - Word access - 

area Read Input Registers. Four 

registers are to be defined as OPC 

tags. The contiguous content of digital 

inputs (analog inputs) is addressed. 

The address of the first variable and 

the number of variables must be 

specified. 

Screenshot:  4 fixed point numbers from word 480 of the area of the 

Read Input Register are read. 

Read Input Registers (Read Only) 

All data types except Boolean (example: UInt16 - 16-bit) 

Example: - Fictitious Modbus table (7) 

Initial register address 400hex = 1024dez - Read-only - Word access - 

The contents of 10 status registers is addressed as OPC tags. 



Read jnput_Registers_UInt16 

—Access. 

rRead. 

h7 Read 

Address: I 102.= 

ReadinputRegisterl

ReadHoldingRegisters 

Number: !10 

Reed_Input_Registers_Int16 

Access: -

-Read. 

71. Read 

Address: [1040 

ReadInputRegisterp 

r ReadHoldingRegisters 

Number: 

Read CCCCCC _______ _______ ______ ________ Unit ID: 255 

—Access. 

Read: 

Read 

Address: 256 

ReadLoils 

C ReadDiscreteInputs 

Number: I I 

Write.  

Write 

Address: 

eirite5ingleCoil)

256 

r 32-bit swap word order 
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This setting addresses variables from the 

diagnostics area (Input Registers). The 

start registers address and the number of 

registers must be specified. 

Screenshot: 10 numbers (unsigned) are read 

with 16 bits each from word 1024 

of the status registers. 

 

Read Input Registers (Read only) 

All data types except Boolean (Int16 - 16-bit) 

Example: - Fictitious Modbus table (8) 

Start register address 410hex = 1040dez 

- Read-only - Word access - The 

contents of the register of the process 

image length in bits, of the analog 

outputs, are to be addressed as OPC 

tags. 

With this setting, variables from the 

diagnostic area (input registers) are 

addressed. 

Screenshot: The 16-bit word 1040 of the 

register process image length is read. 

1.13.3 Access Read and Write 

Read Coils / Write Single Coil 

Data type Boolean 

Example: - Fictitious Modbus table (1) 

Register Address 0010hex = Bit Address 100hex = 256dec - Read-Write 

- Bit Access - Physical Inputs, Process image.  

Define 1 input bit as OPC 

tag. With this setting, 

variables from the registers 

of the coils are addressed. 

The address of the variable 

and the number of variables 

(1) must be specified. 



Read_Coils_Boolean 

—Access: 

—Read: 

FF' Read 

Address: 320 

ReadCoilsj

• ReadDiscreteInputs 

Number: I 

Read_Coils_Write_Multiple_Coils_Boolean 

—Access. 

—Read: 

Unk ID: 255 

rj Read 

Address: 112544 

ReadCoils)

C ReadDiscretelnputs 

Number: 12 

Write. 

P Write 

Address: 12544 

CWriteMultipIeCoi9 

r 32-bit swap word order 
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Screenshot: 1 single bit is read with bit address 256 of the memory area 

of the physical inputs. 

Read Coils 

Data type Boolean 

Example: - Fictitious Modbus table (1) 

If such a variable is only defined as a read variable, it is defined as 

an OPC tag with the status Read. 

Register Address 0014hex = Bit Address 

140hex = 320dec - Read - Bit Access - 

Physical Inputs, Process image. 8 input bits 

should be defined as OPC tag. 

Screenshot: 8 single bits are read from the bit 

address 320 of the memory area of 

the physical inputs. 

Read Coils / Write Multiple Coils 

Data type Boolean 

Example: - Fictitious Modbus table (6) 

Register Address 0310hex = Bit Address 3100hex = 12544dec - Read-

Write - Bit Access - Physical Inputs, Process image. 

12 input bits should be 

defined as OPC tag. 

With this setting, variables 

are addressed from the 

registers of the coils whose 

contents reflect individual 

bits. These can be individual 

outputs as well as individual inputs. The address of the first specified 

variable and the number of variables is specified. 

Screenshot: 12 individual bits are defined from the bit address 12544 of 

the memory area of the physical outputs. 

Read Holding Register / Write Single Register 

(All data types except Boolean) 

Example: - Fictitious Modbus table (2) - Data type INT16 (integer). 

Register address 00D0hex = 208dec - Read-Write - word access -

Physical Inputs, Process image. 



RW_Holding_Reg_5ingle_Reg_Int 

—Access.  

—Read: 

Unit ID: 255 

1,7 Read 

Address: 208 

ReadlnputRegisters 

ReadHoldingRegistersJ

Number: 

Write: 

P Write 

Address: 208

rWrite5ingleRegisterj 

r 32-bit swap word order 

RW_Holding_Register_Multiple_Reg_Int Unit ID: 255 

Access. 

—Read: 

Read 

Address: 528 

r ReadlnputRegisters 

ReadHoldingRegisterp

Number: 9 

Write. 

rj Write 

Address: 528 

LWriteMultipleRegister9 

r 32-bit swap word order 

RW_Holding_Reg_Multiple_Reg_Float Unit ID: 255 

—Access. 

Read: 

Read 

Address: 1060 

C ReadlnputRegisters 

(ff PeadHoldingRegisterD 

Number: 

Write: 

rJ Write 

Address: I 1060 

CWriteMultipleRegisterD 

r 32-bit swap word order 
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One (1) integer number 

should be defined as OPC 

tags. 

With this setting variables 

from the Holding Registers 

are addressed whose 

contents reflect individual 

registers. This can be, for example, an analogue input. The address 

of the first variable and the number (1) of the variables are specified. 

Screenshot: An integer number is defined from the word address 208 of 

the storage area of the physical outputs. 

Read Holding Registers / Write Multiple Registers 

(All data types except Boolean) 

Example: - Fictitious Modbus table (5) - Data type INT16 (integer). 

Register Address 0210hex = 528dez - Read-Write - Word Access - 

Physical Outputs, Process image. 

9 integer numbers should be 

defined as OPC tags. 

With this setting variables from 

the Holding Registers are 

addressed whose contents 

reflect individual registers. 

These can be individual outputs (analog outputs). The address of the 

first specified variable and the number of variables is specified. 

Screenshot: 9 integer numbers from the word address 528 of the 

memory area of the physical outputs are defined as OPC 

tags. 

Read Holding Registers / Write Multiple Registers 

(Data types UInt32, Int32, Float) 

Example: - Fictitious Modbus table (9)  

- Float data type (floating point number). 

Register address 0424hex = 

1060dez - Read-Write - Word 

access – Watchdog register. 

5 floating point numbers are 

to be defined as OPC tags. 



Read_Holding_Registers_UInt16 

— Access: 

—Read: 

1.9 Read 

Address: 1 1072 

ReadInputRegisters 

CrZ ReadHoldingRegister° 

Number: 1 6

—Analog limit values:  

71. Check limit values Minimum: 100.0 Maximum: 11000.0 
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With this setting, variables from the holding registers are 

addressed, the content of which reflects individual registers. 

The address of the first specified variable and the number of 

variables must be specified. 

Screenshot:  5 floating point numbers from word address 1120 are 

defined in the holding registers as OPC tags. 

 

Read Holding Registers 

(All data types except Boolean) 

If such a variable is only defined as a read variable, it is defined as 

an OPC tag with the status Read. 

Example: - Fictitious Modbus table (10) - Data type UINT16 unsigned 

integer number. 

Register address 0430hex = 1072dez - Read-Write - word access - 

special register. 

6 unsigned integer numbers should 

be defined as OPC tags. 

With this setting variables from the 

Holding Registers are addressed 

whose contents reflect individual 

registers. The address of the first 

specified variable and the number of 

variables is specified. 

Screenshot: 6 numbers (unsigned) from 

the word address 1104 of 

the memory area of the special registers are defined as 

OPC tags. 

1.13.4 Analog-limits 

Analog limit values can be specified. 

 

Note: 

UInt32, Int32, and Float numbers occupy two (2) 16-bit words (32-bit). 

The order of the two 16-bit words can be set. 

• High-Word – Low-Word  or Low-Word – High-Word 



—History: 

Save in history Sampling interval (sec): 0.5 Buffer size: 11000 

UA node recognition: ns=9.:s=PLC416_ModBus_Server.RW_Holding_Reg_Multiple Reg_Float 

Workshop ModBus US.opu - OPCUAEdit O X 

File Edit Help 

Di3iwriguso 

X I - 
IBH Link WI.- ModBus Connection 

Modbus configuration 

Project Server 1 L Certificates 

  40 X   y?
17— PLC416_ModBus_Server 

• Read_Discreteinputs_Boolean 

• Readinput_Registers_Int16 

Q Readinput_Registers_UIntl 6 

44 Read _ Coils _______ _ Single _ Coils _ Boolean 

• Read_Coils_Boolean 

• Read_Coils_Write_Multiple_Coils_Boolean 

RWHolding_Reg_Single_Regint 

• RW_Holding_Register_MuItiple_Reg_Int 

fi Read_Holding_Registers_UInt16 
RW_Holding_Reg_Multiple Reg_Float 

CAPS N 

Name Data type Access R address W address Number of Node name 

Q Read_Discrete_Inputs_Boolean Boolean R 4368 7 PLC416_ModBus_Server.Read_Discrete_Inputs_Boolean 

Q Read_Input_Registers_Int16 Int16 R 480 4 PLC416_ModBus_Server.Read_Input_Registers_Int16 

Q Read_Input_Registers_UInt16 Ulnt16 R 1024 10 PLC416_ModBus_Server.Read_Input_Registers_UInt16 

Q Read_Coils_Write_Single_Coils_Boolean Boolean RW 256 256 1 PLC416_ModBus_Server.Read_Coils_Write_Single_Coils_Boolean 

Read_Coils_Boolean Boolean R 320 8 PLC416_ModBus_Server.Read_Coils_Boolean 

Read_Coils_Write_Multiple_Coils_Boolean Boolean RW 12544 12544 12 PLC416_ModBus_Server.Read_Coils_Write_Multiple_Coils_Boolean 

RW_Holding_Reg_Single_Reg_Int Ulnt16 RW 208 208 1 PLC416_ModBus_Server.RW_Holding_Reg_Single_Reg_Int 

RW_Holding_Register_Multiple_Reg_Int Int16 RW 528 528 9 PLC416_ModBus_Server.RW_Holding_Register_Multiple_Reg_Int 

Read_Holding_Registers_UInt16 Ulnt16 R 1104 6 PLC416_ModBus_Server.Read_Holding_Registers_Ulnt16 

RW_Holding_Reg_Multiple Reg_Float Float RW 1120 1120 5 PLC416_ModBus_Server.RW_Holding_Reg_Multiple Re2_Float 
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1.13.5 History 

While OPC Data Access provides real-time access to data, OPC 

Historical Data Access, also known as OPC HDA, supports access 

to data already stored. 

Activation of a variable as historical data as well as sampling interval 

and number of values (buffer size) is done via the dialog box. 

 

OPC UA Node detection 

The OPC UA Node name of a variable is displayed in the dialog box. 

 

1.14 Transfer Modbus configuration to the OPC UA 
server (IBH Link UA) 

The variables defined as OPC tags are displayed. 

 

 

If all Modbus variables are defined as OPC UA tags, the Modbus 

configuration can be transferred to the OPC UA server. 
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A right-click on Modbus configuration opens the context menu. 

 

The command to transfer the Modbus configuration must be 

confirmed. 

 

The transmitted Modbus configuration is displayed under Modbus in 

the IBH Link UA Browser window. 

 

The Modbus device connection is displayed under Diagnostics in 

the IBH Link UA Browser window. 
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• S_Read_Input_Registera_LIInt r1Int16 
• 9RWHoldIng_RegiAxr_Mult,leRegInt32 1,432 
• 10_RW_HoldIng_Reguter_M1lt,le_Reg_LIInt32 r1Int32 

Data type Access Raddress W addr... NurnI7err Va lx 

RV/ 
RV/ 

RW 

RV/ 
RV/ 

160 
22 994

76 
111 
2016 
160 
190 
254 
272 

160 
22 

111 

254 
272 

5 
1 

itm e,truetruetruel continuously 
12345e  Updated 
itmetrue,truetruetrue,truetrue) 

4 {-12145,4711,4712,267093 
3 {7.12855e-41,223704332.5551 
8 eue,true,truertle,,trterue,truel 
6 {4711,10000040000Z4711000,-2004711,4000000) 
6 162080,60969,1000420000,35535315001 

41456000,-4000567,10000001 
142,1621296A294556729,10123000,10056701 

CAPS NONI 

EI example 9 - Modbm connectiom.opu - OPCUAEdit — 

File UM Help 

te 
Server re 4 X 

e IBH Link LIA- ModBus Connection 

41-t* Modbus configuration 

d Write Multible_C 133 Boolean

0 2 Read Write Multible Holding_Repter_Int 
3_Read_Discrete_Inputs_Boolean 
4_Read_Input_Reguters_Int1 6 
S_RW_HoldIng_Register_Multiple_Reg_Real 

• 6_Read_Coils_Boolean 
• 7_Read_Input_Reguters_Int32 
• O_Read_Input_Reguters_Ulnt 
• 9_RW_HoldIng_Register_Multiple_Reg_Int32 
• 10_RW_Holding_Reguter_Multple_Reg_Ulnt32 

p.j-Cil 04 Nodes 

merk 

IM Project -S  erver Gerbflutes 

Node mute 

CPU 416 Modbus-ServertRead_Write_Multible_CoiX_Boolean 

CPU 416 Modbus-Server.2_Read_Write_Multible_Holding_Repster_Int 

CPU 416 Modbus-Server.3ReadDiscrete Inputs_Boolean 

CPU 416 Modbus-Server.4_Read_Input_Registers_Int16 

CPU 415 Modbus-Server.53WHolding_Register_Multiple_Reg_Real 

CPU 416 Modbus-Bewerb_Read_Coils_Boolean 

CPU 415 Modbus-Server.7_Readinput_Registers_Int32 

CPU 416 Modbus-ServerA_Read_Input_Registers_UInt 

CPU 416 Modbus-Server.93WHolding_Register_Multiple_Re9IInt32 

CPU 415 Modbx-Server.10_RW_Holding_Repter_Multple_Reg_111nt32 

{false,fake,fake,false,false} 

0 

{false,false,false,false,false,false,falsel 

10,0,0,01 

{0,0,01 

{false,false,false,false,false,false,false,false} 

10, 0, 0, 0, 0, 0} 

{0,0,0,0,0,0} 

10,0,01 updated 

{0,0,0,0}

molk' n im u sly 

example Modbus connedionsvpu - OPLUArtlit 

Plle Oda Help 

I A .e 

21-1L,nk UA moas.conne,b. 
Modbus conl2webon 

. CPU5116 talodb.‘2,2« 

2.rteady,ee.m....Hoajtegnee,Int 

PI_Rea 20.egneenpin116 

6_2a a leen 

0_2,2 . 6-onee,r.e.ple.Reg..02 
11021.221o.aa.,5e2ge..251611161C.P.B,1623 

CI Nodes 

S N 
Narnespacelndex 
Ideralleirype 

Properhes 
Hodealen 
Obememme 
Deayueme 
Descleon 
wIdeenasx 
Useemdeenask 
valueFlex, 
A.a>gmensans 
AccessLe. 
UselAccess.vel 
nInmenSeneglriarrall 
Hieocra 

2 Datalype 
Dafallpop 
Nanespveindex 
1,1.2242. 
IdeNde 

2 Value 
Velv 

I_Read_3751,122121e_ 
1 Read Wale 122121e 

C,PS NUM 

212 IP 

L.• 

IBH 152 UA -Modaus Connestsan 

2 VV Modbus configu2rtion 

13 CP.16Klodbur-Server 

2readsWelesPlultildr_ColABoolran 
21Vadykde_2121:1131,1-212,Reg2,212 

▪ 3jteaa.Onc..ee,nput,Boolean 
✓ ‘24,122,12g.2e2222 
▪ 5_Ftw_Hola.n,Regnte,AultIple_Reg_Real 

6Pead.Coilviloolean 
I_Pead jnput Regemimt,' WD

V Ulf 00.1222jlegoter,U. 
CW_Holffingftegyte,MullyleReg_202 

• o_RVV_KAIngXeglater_Mult,le_Re Int3 
142,41, 

M mopst 

Namespacelndex 
Idenbleirype  ,5e,ner7 neaaInnur Rein, Inerz1 

2 Propenies 
Vanable 
7 Read 122 Peoplero 1222 
7 Read Inpul Re0Plers 1232 

8 Omaimre 
1,132 

NMKSPNeintie% 
Ideale 1V,e Nuraer,, 
Idenalier 
Value current value  
1.311.2 J4711,10[XX-40M0c1711XX-2004711,4[X,Xj 
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1.15 IBH OPC UA Editor Server Window 

The Modbus configuration successfully transmitted to the OPC UA 

server can be displayed online in the server window. 

The variables (Modbus configuration, Modbus device, OPC tag) are 

listed in the left-hand server window.  

Clicking on a variable displays the variable definitions with the status 

in the right-hand server window. The status of this OPC tag is 

constantly being updated. 

 

 

The values are current values. 

 

 

When the OPC UA 

Node name is clicked 

they are taken once.  



El Mitsubishi configuratiendepu - OPCUArdit 

File Edit Leim 

A egi 
Project LE X 

Fei Er' X 

,s 
nullt ebek 

New server connection... 

New control... 

Properties... 

Add externer data... 

Add modbus configuration. 

Add Mitsubishi coi? iguraticn... 

clkk

 1 

Import—

Z ProjectiEJ Server 11P1Sertrecates 

3 Name of the server conneetion 

Name IBH Link LM Mitsubishi Donfiguration 

3 Server address 

Host name / Address 192 160.1 14 

Post 48010 

URL °polesch-1 92.163114:48010 

Inverse connechon No 

3 Security senargs 

Security pohcity None 

Message mode None 

3 Authentication settinos 

Login 

Session name 

Other senargs 

Variables Format 

Anonymus 

Mitsubishi conliguration 

Compact 

CAPS NUM 

Ei Mitsubishi tont iguration.opu - OPCUAEW — 

rd 

e G X rt u fiS e 
gab ICH Link LIA- PAPPELN configuration 

Lig 

Mous, Inserser INiurressier 

Station name Ethernet address CPU nanu Segment number 

ri Mitsubishi Station 

Name: I FX-Station 

munter 

Ethernet address: 110.0.13.96 

OK Cancel I Help

Ell Mitsubishi contigutation.opu - DPCUAEdit ❑ 

He Echt Help 

LA 
PODIEW1 W 4 X 

ei c 
2 Iltd IBH Link IJA - Mitsubishi configuration 

E rg Mitsubishi 
GMD F - steh o n 

P oject EJ Server I Certificates 

Station narne EX-Station 

Ethernet address 10 0 13.98 

CcPS NUM 
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1.16 Mitsubishi configuration 

If an OPC server connection has been created with the IBH OPC UA 

Editor, a Mitsubishi configuration can be added. The Add Mitsubishi 

configuration command starts the configuration process. 

 

Click Add Mitsubishi configuration to open the context menu. 

 

A new Mitsubishi configuration is to be created. 

Clicking New Station ... opens a dialog box for entering the station 

name and its Ethernet address. 

 

The Mitsubishi FX station is entered as a project 

  



El Mitsubishi configuration.opu - OPLUMtlit 

83-Staton 
thernet address 10 0 13 98 

0 rIb 01-1Link LIA Milzubishi configuradon 
2 Mitsubishi 

Binrinn. 

E Mitsubishi [PU 

Name, F 8-CPLI 2112,11.11.12 
Network numbert 08 I 
Stabon nornben 

Module 110 nurober, 08 SOFF
Multolrop Station nurnber, Os 30= 

F FZ seres ZIMFIC)

PX-Seeies 
defatlff Walte 

OK  Cancel neln 

El Mitsubishi configuiation.opu - OPCUAEdit

File Echt Help 

Ik7 g 

'rojest so, rs X CPU narre FX-CPU 

Jr G . t Qij 
Segment number 

Station number 

00 

FF 
181-1 Link IJA - lAtsubishi ranfiguration Modul/10 nurnber SOFF 

0.111 Mitsubishi Multidrop stehen nu. 00 

FX-Station FX aeriea true 
4 .171ffli r clic Offline program anal. 

Variables pplee

Protzerties... ele 

Number of variables 1 

Assign prograrri.. 

IM 

Project pg Server Certificate 

CAPS NUM 

EI Mitsubishi rant iguration.opu - OPCUArdit 111 

File Edit halt 

2 it IBH Link HA-Mitsubishi :cmfiguration 
Ül...E1 Mitsubishi 

E--  FX-Station 

312 FX-CPU 
CZD 

irzi Project] sef Server 1  Certificates 

3 -ei Variables 
IP Program van 

riuht chck 

New structure... 

stick 

Add new user-defined structure 

5tructure narre Ft-CPU-Structure erster .name 

conrnrus 

OK Cancel Help 
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Insert new CPU 

A CPU is to be inserted into the Mitsubishi FX station. 

 

The command New CPU… opens the dialog box for defining the 

CPU. 

 

A program can be assigned to the inserted CPU. 

 

The Assign program ... command opens the dialog box for selecting 

a Mitsubishi project file with the file extension gxw or gx3. 

The variables of the Mitsubishi project may be adopted as OPC tags. 

In addition to the program variables, structures can be created 

additionally or exclusively. 

 

 

 

 

  



11:1 Mitsubishi configuration.opu - OPCUAEdit EI X 

File Edit Help 

gl X El Variables 

4 11/
J Program variables 

114-42-1154221V ----ight click El  IBH Link UA - Mitsubishi config 
El-I' Mitsubishi 

New structure... 
FX-Station 

iä-113 EX-CPU 
Variables. 

New variable...%.,

dick 
Delete 

Mal 
Cut 

Copy 

Insert 

Properties... 

53 Mitsubishi variable prop erti es X 

Name: I Var_Bit 

Address: I D100 Jrnber of field element 

—Data type: 

Bit 

✓ WORD 
r Double Word 

✓ Int 
r Double Int 

✓ Float 
r String Length: 32 

0 

Access rights: 

is" Read 

Write 

Dehne var iahte 
with prop *nie s 

Comment: I FM CPU Bit Variable 

UA Identifier: FX-5tation.FX-CPU.GlobalVars.FX-CPU-5tructure.w 

OK 

tonfirm  

Cancel Help I 

Mitsubishi configuration.opu - OPCUAEdit ❑ X 

File Edit Help 

sta Variables 

-IP Program variables 

FX-CPU-Structure 
CiZEI 

IBH Link 

1±1...B Mitsubishi 

1±1.1> 

1±1...12 

UA - Mitsubishi configuration 

FX-Station 

FX-CPU 

X 4a ,.AÖb.9 9'

Name Address PLC type 

Var_Bit D100 Bit Vorioble, 
1:1 Var_Word D132 Word 

112 Project Server 1 Certificates Var_Float D164 Float 

Origin Access OPC type Comrnent 

Generic RW Boolean FX CPU Bit Variable 

Generic RW Ulnt16 FX CPU Word Variable 

Generic RW Float FX CPU Float Variable 

CAPS NUNI 
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In the created structure, variables can be defined in the. 

 

The dialog box for defining the variable opens. 

 

The defined variables (OPC tags) are listed in the right project 

window. 

  



Mitsubishi configuration.opu - OPCUAEdit ❑ X 

File Edit Help 

Project X 

weixx42e,t ii
E.13 181-I Link UA- Mitsubishi configuration 

❑ right dick D.  FX-Station ä FX-CPU 

' ,P Variables 

Station name Ethernet address CPU name 

OFX-Station 10.0.13.98 FX-CPU 

New station 

Delete 

Read Mitsubishi configuration from server.... clic 

Write Mitsubishi configuration to server... 

IM Project Server I Certificates 

CAF 

IBH OP C UA Editor 

Transfer configuration to the Jener 'IBH Link Lift,- Mitsubishi 
configuration'? 

(eonfirm\ 

Yes 110 

IEH Link UA - Mitsubishi X

e e 0 iä 192.168.1.14/?_=/slmp * 111‘ ID Olif X 0 E 

4-1•11 113- Logout Update password 

s 

T 
S 
IJ

s 
H 

0 

Soft 

Mitsubishi 

Rockwell 

MicroSD 

Controllers 

Mitsubishi 

1111i=11 
FX-CPU 

DeviceManual 

DeviceRevision 

HardwareRevision 

Manufacturer 

Model 

RevisionCounter 

SerialNumber 

SoftwareRevision 

, Programs 

, Tasks 

DeviceHealth 

•GlobalVars 

• FX-CPU-Structure 

Var_Bit 

Var_Word 

Var_Float 

Insert station Modify station Remove station 

Innart fp] Mnriify rpi .1 I I nal prnjRrt I  RRmnvR rpi 

Load XML] Store XML I  Remove all 

111111111311softec 
,,,ibhsoftec.corn Contact Wiki 111 IBH Link UA 

- PEDC UA 
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A right-click on Mitsubishi opens the context menu. 

 

The command to transfer the Mitsubishi configuration must be 

confirmed. 

 

The transmitted Mitsubishi configuration is displayed under 

Mitsubishi in the IBH Link UA Browser window. 
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2 IBH OPC UA Editor - Configuration Examples 

The following are examples of how to handle the IBH OPC UA 

Editor. All examples are summarized as one project and are 

transferred as such to the IBH Link UA. The PLC example projects 

are in the file IBH Link UA Editor – Examples. 

Example 1 - Project: CPU 416 S7 

Connect CPU 300 / CPU 400 with TCP / IP port to IBH Link UA. The 

PLC project is available as a STEP 7 (Simatic Manager) program. 

In the example, the SoftPLC CPU 416 is used. 

Example 2 - TANK_PST.S5D or tank level S5W.s5p: 

The S5 CPU 103U PLC program is available as SIMATIC S5 or 

S5 for Windows project. The S5 CPU is connected to the IBH Link 

UA via an IBH Link S5 ++. 

Example 3 - Project: CPU 300 TIA 16: 

Connect CPU 300 / CPU 400 directly to IBH Link UA via IBH Link S7 

++. The PLC program (CPU300 TIA16) is available as a TIA16 

project. 

Example 4 - Project: CPU 1200 TIA 16: 

Connect CPU 1211C with TCP / IP port to IBH Link UA. 

The PLC program (CPU 1200 TIA16) is available as a TIA16 project. 

Example 5 - project: CPU 416 TIA 16 server - server 

In the project, the CPU 416, which is available as an OPC UA server, 

is connected to an air conditioning system that also has an OPC UA 

server. 

Establishing a server connection. The data of an air conditioning 

system (OPC UA server) is sent to the CPU-416 (OPC UA server). 

Example 6 - Project: CPU 1200 connected to CPU 1500 TIA 16 

A CPU 1211C with a TCP / IP port is connected to a CPU 1511-1 

PN, which is also a TCP / IP port. 

Example 7 - Data exchange between several S7 / S5 CPUs 

On a system with three (3) S7 CPU’s and two (2) S5 CPU’s, data 

should be exchanged with each other. An S7 CPU that has an 



S5-CPU 

S7-CPU-1 

S7++ 

S5++ S5++2 

Ethernet-Bus 

MPI-address 3 

MPI-Bus 

- 
S5-CPU-2,6

S7++ 2 

MPI-address 2 

Switch 

Ethernet-Bus 

Ethernet-Bus 

Ethernet-Bus 

S7-CPU-2 

29,11 

1-1 
Ethernet-Bus 

IBH Link UA 

Ethernet-Bus 

eR

CPU 416 
Master 

Ethernet-Bus 
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Ethernet connection acts as a master. The other CPUs have no 

Ethernet interfaces and are connected to the IBH Link UA via IBH 

Link S7 ++ or IBH Link S5 ++. The master provides data for all 

CPUs, which provide information to the master. 

 

Example 8 - Connection of two S7 CPU 300 via an IBH Link S7 ++ 

S7-300 series CPUs not having a free Ethernet port may be 

connected to the IBH Link UA via MPI bus via an IBH Link S7 ++ via 

Ethernet (protocol RFC 1006). 

The example shows the creation of a project with the connection of 

two (2) CPU 312 to one (1) IBH Link UA via IBH Link S7 ++. Instead 

of the CPU 312, any other S7 CPU 300/400 that does not have a free 

Ethernet port could be used. 

 

Example 9 - Modbus 

The IBH SoftPLC PLC416 has the possibility of a Modbus 

connection. In the example, variables are defined as OPC tags. This 

Modbus configuration is transferred to the IBH Link UA and the 

variables are displayed in the UAExpert client program.  



OPC L14. Etlitcr 

IM Project -7 -e, Server 17$ Certificates 

Untitled - OPCUAEdit 

File Edit Help 

New server connedion 

dick 

El Server connection properties 

ilaroe of the server connection: 0 16H_Link_UA 

Server address: 

Hont narre er IP address 11 1192.168.1.14 

URL 

Port: [ 48010 

I üpc.tcp:ü192.168.1.14:48010 klick)

Select endpoint... 

aSecurity settingsj 

r: Tone 

▪ Basic128Rsa15 

Basic256 

▪ Basic5ha258 

.451265ha256Rsa0aep 

Aes2565ha256RsaPss 

Message mode. 
r Signatur 

( Signature and Encryption 

r
Inverse connection. 

r Connett invers 

Login:  

're Anoremous 

e « User narre and password 

Llser name: I 

Passwort: I 

Properbes... I 

r Store 

Session Name: I Examplel 1: CPU 416 57 
open i seien!) 

Variablen formet: 'Compact 

 jeiconf um) 

21( I ar.cel Help 
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2.1 Example 1:  CPU 416 S7 

CPU 416-3 PN/DP (SoftPLC) - with the program 

Counter (CPU 416) in the project CPU416 S7 shall be 

connected to the IBH Link UA.  

Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to 

open the program window.  

 

Open the Project window by 

clicking on the Project tab.  

 
 
 

Open the New Server 

Connection dialog box with 

the New Server Connection 

command from the Edit menu 

or by clicking the icon.  

2.1.1 Server connection 

Settings for the connection to the IBH Link UA OPC UA Server are 

done in the New server connection dialog box. 

  



Select endpoint 

Security policity 

http,opcfoundation.org/UA/SecurityPolicyelone 
http,/opcfoundation.org/UA/SecurityPolicy#Basic256Sha256 
http,opcfoundation.org/UA/SecurityPolicy#Basic256Sha256 
http,opcfoundation.orgiLIA/SecurityPolicy#Aes128_Sha256,sa0aep 
http,opcfoundation.orgiLIA/SecurityPolicy#Aes128_Sha256,sa0aep 
http,opcfoundation.orgiU,SecurityPolicy#Aes256_Sha256,saPss 
http:flopcfoundation.org/UA/SecurityPolicy#Aes256_Sha256,saPss 

I Message mode Key strength 

2048 Bit se,ed ed 
2048 Bit 
2048 Bit 
2048 Bit 
2048 Bit 
2048 Bit 
2048 Bit 

NOne 
Sign 
SignAndEncrypt 
Sign 
SignAndEncrypt 
Sign 
SignAndEncrypt 

(dick! rtelect) 

Name: I IBHLinWA@ibhlinkua 

Organization: I Organization 

Organization unk: I Uni,

Lccation: 

Country: 

Stete: 

ILocationName 

1 DE 

ErFe certificate is vahdj 

tonfirm 

OK Cancel 

üConnection) 

Endpoint URL: l opc.tcp://ibhlinkua:48010 

Application lurn:ibhlinkua:IBHsoftec:IBHLinWA 

ljemain narre: l ibhlinkua 

IP address: 

—Certificate settings. 

Encryption strength: 12048 Bit 

Signature algorithm: I 58A256

Valid from: 

Valid until: 

121.07.2020 12:03:01 

120.07.2025 12:03:01 

ljelp 

example 1 - CPU 416 S7.opu - OPCUAEdit 0 X 

File Edit Help 

Project er o .X 

roarls 

Project 1geServer I gi Certifi... 

O Name of the Server connection 

Name ISH_Link_UA 

8 Server address 

Hast narre / Address 

Pott 

URL 

Inverse connection 

Security settings 

Security policity None 

Message mode None 

O Authentication settings 

Login .6.nonymous 

Session narre 

Cl °the( settings 

Variables formet Compact 

192.1.1.14 

48010 

op2.tcp://182.168.1.14:48010 

Examplel 1: CPU 416 S7 

IBH OPC Ude. Editor X 

0

: Connection faileci. 
• 

(confirn-i .

OK 

CAF 
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Check connection to the IBH Link UA 

Click Select endpoint ... A connection to the 

online connected IBH Link UA is established. If the connection is 

successful, the Discovery Server Endpoints to opc dialog box 

opens. 

The possible security settings of the data to be transmitted are 

displayed here for selection. The existing certificates in the OPC UA 

server with their settings and the connection path are displayed. 

 

In the example, the security procedure None is used. Additional 

settings are not required. The necessary settings have already been 

made in the Server connection properties dialog box. Click OK to 

close the dialog box. 

If a connection to the online connected IBH 

Link UA cannot be established, this will be 

displayed. 

 

Is the Server connection properties dialog box closed, the 

specified settings for the connection to the OPC UA server are 

displayed in the right part of the project window. 

 



® example 1 - CPU 416 S.7.opu - OPCUAEdit 111 X 

File I Edit Help 

Project 

New server connection

New control 

9m- -4A

right dick 

 or 9= 
- Server address 

Host Flame l Address 

New server connection... 

New control....„ 

Properties... cl

Add extern-al .iata.., 

Transfer seleded configuration to the OPC UA Server..,. 

Read complete configuration from OPC UA Server... 

Export... 

im Project 

lt the server connection 

IBH_Link_UA 

192168.1.14 

48010 

opc.tcp://192.168.1.14:48010 

No 

None 

None 

Anonymous 

Examplel 1: CPU 416 S7 

Compact 

Server I Certifi... 

CAF 

E3 New control X 

Control name: CPU_416_Counter 

Host name / IP addressC92.168.1.10 3 
Protocolt 

rT5Z TCP/IP Rack nurober:1U- got number: 

—Position of the target module. 

Iorgct modul 05 the some racIJ 

( Via MPI/DP subnet accessible rack 

MPI/12P address of the. target CPU: 12 
( Via TCP/IP subnet accessible rack 

TCP/IP address of the target CPU: I 0 • 0 . 0 . 0 

C Via H1 subnet accessible rock 

HI address of the target CPU: 100.00.00.00.00.00

Subnet ID:1000C I 0000

P' 57 zoo TCP/IP 

57 1200 TCP/IP 

C 57 1500 TCP/IP 

2wn T5AP: 1 010C 

PLC T5Alz.: I0101 

  dick 

OK Cancel 1 Test connection. ljelp 

Tezt connAction.... 

IBH OPC UA Editor X 

The connection to the PLC CPU_416_Counter Pias been 
successfully tested. 

confirrn 

OK 
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2.1.2 Insert new control 

The New Control command from the context menu (or menu Edit / 

New control) opens the dialog box New control to specify the access 

to the control (CPU). 

 

New control dialog box 

 

Test connection 

After completing the New Control dialog 

box, the connection to the online connected 

CPU can be tested. 

Information about the successful connection is displayed. 

  



t 31 12Uu 

.--,feorrfirm)  

OK Cancel Test connection.... Help 

El example 1 - CPU 416 S7.opu - OPCUAEctrt D X 

File Edit Help 

1.3 ice V.) 

-4:=3 t nIl 

IBH_Link_UA 

J Variables merk 

M Project 1 Server 1 Certificat... 

C Name of the control 

Name CPU_416_Counter 

8 Offline program assignment 

No program assignment 

Program path mark
Station name 

8 Online connection 

Protocol S7 TCP/IP 

Host name / Address 192.168.1.10 

Targe module position Target modul at the same rack 

Rack number 0 

Slot number 2 

Program type 
"No program assignment" or "55W program" or "STEP5 program" 
or "STEP7 program" or "TIA program" or "Symbol fite" 

CAPS 

1£1 example 1 - CPU 416 S7.opu - OPCUAEdit ❑ X 

File Edit Help 

ocia e46 
Project X 

t' X äN42  

sie) IBH_Link_UA 

CPU_416_Counter 

1MProject 

Variables right chic 

8 Name of the control 

Name CPU_416_Counter 

CI Offline program assignment 

Program type No program assignment 

Program path 

Station name 

... 
Dele:e 

Cut 

Copy 

Insert 
dick 

Assign program.... 

Update program assignment.... 

J Properties... 

Address 

le position 

er 

S7 TCP/I. 

192.168.1.10 

Target modul at the same rack 

0 

2 

signment" or "S5W progran" or "5 TEP5 
EP7 program" or "TIA program" or "Symbol fite" 

CAPS 

• • • 

(dick to men 
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To accept and close the New control dialog box settings click on OK. 

 

The access data of the CPU_416_Counter (CPU 416-3 PN / DP 

SoftSPS with TCP/IP Port) is displayed in the right project window. 

2.1.3 Program assignment 

Open the Program selection dialog box with the Assign program 

command. 

 

Program selection 

Select the PLC program in the open 

Select program dialog box. By clicking 

on the Plus icon in front of the CPU 416 S7 project icon, the PLC 

program (CPUs) is displayed in the project. 



Ei Select program 1:1 X 

Workshop (A:) 

2 CPU's S7 PLUS 

0...ü 2 x 57 CPU 312 TIA16 

UA Editor Manuaj 

$...3 CPU 1200 TIA16 
CPU 1500 TIA 16 

Example 1 - CPU 416 571 i 8 
CPU 416 57 

9.0 CPU 416 57 

CPU 416 

• example 2 - 55 CPU 1030 

Path: EALDPC UA Editor Manuall‘example 1- CPU 416 57\CPU 416 57i

.411dcongrrn) 

.Z 1( Cancel HaIG 

El example 1 - CPU 416 S7.opu - OPCUAEdit 0 X 

Die echt il elp 

_9 Eis 

G X t 

9.tirj IBH_Link_UA 

.1111 CPU_416_Zounter 

Variables mark)

M Project IZeServer IgeCertifi...

8 Name of the control 

Name CPU_416_Counter 

8 Offline program assignment 

STEP7 program 

Program palh A:10PC UA Editor Manual example 1 - CPU 416 SACPU 416 SACPU 416 S7.:7p

Station name CPU 416 

8 Online connection 

Protocol S7 TCP/IP 

Host name /Address 192.168.1.10 

Targe module position Target modul at the same rack 

Rack number 0 

Slot number 2 

Program type 
"No program assignment" or "S5W program" or "STEP5 program" or "STEP7 program" or "TIA program" or "Symbol 
fite" 

CAPS NUM .: 

example 1 - CPU 416 S7.opu - OPCUAE dit 3 X 

File gdn jl elp 

ei 
Project 4 X 

IBH_Link_UA 

0 EH CPLI416_Counter 

mark 

C (1 

Project Server 1 Certifi,,, 

ü Variables 

Program variables 

F (Flog) 

•••••13 QI Count: BOOL //Counter is counting 

I--Ei CounterValue : INT //tounter reading 

Counting ON BOOL //Start counting 

❑ 11 Down : BOOL ficount down 

--13 III Max BOOL Honlyused internally 

❑ El Min BOOL Honly used internally 

Ono : BOOL llonly used internally 

1:1 up BOOL ficount up 

8...0 Counter Data (DB 2) //Counter Data 

❑ El Count: BOOL //Counter is counting 

open 1.....E1 li CounterReading INT fiCounter reading 

D Structure : STRUCT fiComplex variable - STRUCT - 

Lt Generic 

01K-dUaie 
Name Address PLC type Length Origin Access OPCtype Comment 

CAPS NUM 
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Clicking OK, the variables, data and program information are 

transferred to the OPC UA Editor. 

In the right part of the project window the Offline program 

assignment is displayed under. 

 

Define variables as OPC tags 

Clicking on Variables, these, and data from Data Blocks of the 

acquired PLC program are listed in the right part of the project 

window. 

Clicking the symbol Plus in front of the symbol of the variable area, 

the existing variables are listed. 

  



example 1 - CPU 416 S7.opu - OPCUAE dit El X 

File Edit Help 

gl 
E...a Variables 

aa.--
W CL ,.)  T  1

E. !I F (Flag) 

g...11 Program variables 

9...  IBH_Link i_UA 
marked Variable i g g Count: BOOL //Counter is counting 

p. L CPU_416_Coun (opC-Tag) 
7 Ei E CounterValue i INT //Counter reading 

Project 

.1111 

mark .....0 QI Counting ON BOOL //Start counting 

g Down : BOOL ficount down 

El Max BOOL fionly used internally 

E Min BOOL Ilonly used internally 

QI One BOOL fionly used internally 

EI Up BOOL ficount up 

1±1.- A Counter Data (DB 2) //Counter Data 

marked Variable EI Count: BOOL //Counteris counting 

(OPC-Tag) E CounterReading INT //Counter reading 

Structure : STRUCT /Komplex variable - STRUCT-

.'.....4e Generic 

G; Projectl Server 1 Certi... 

X X 4'.2 e-g_b 
Name Address PLCtype Leng... Origin Access OPCtype Comment 

El Count Iaken as 

CounterValue OPC tags 

M Counter Data.Count 

EI Counter Data.CounterReading 

M 2.3 

MW 12 

DB2.DBX 0.0 

DB2.DBW 2 

BOOL .1 Program RW Boolean Counter is counting 

INT 2 Program RW Int16 Counter reading 

BOOL .1 Program RW Boolean Counter is counting 

INT 2 Program RW Int16 Counter reading 

CAPS NUN 

IT:1 example 1 - CPU 416 S7.opu - OPCUAEdit ❑ X 

File Edit Help 

0 [3 w e 
Project 14( X O .,L) Variables 

select) 
IBH_Link_UA 

1±1.. CPU_416_Counter 

Variables 

grriz right irck 

C? j F (Flag) 

• .131:1 Count: BOOL //Coun 

CounterValue : INT //C 

E Counting ON : BOOL r 

11 Down : BOOL //counttr..... 

E Max : BOOL //only used 

E Min : BOOL //only used 

E One : BOOL //only used 

11 Up : BOOL //count up 

O -.1A Counter Data (DB 2) //Counter 

.--E11:1 Count: BOOL //Counter 

1.....0E CounterReading : INT 
Structure : STRUCT //Complex 

1.....D E MinNo : INT //minimum 
1.....0 E MaxNo : INT //maximum 

E CountingON : BOOL 
CounterValue : INT 

Generic 

Select all 

Deselect all 

11 Search... 

Search agaln 

dick 

F3 

internally 

internally 

internally 

Data 

is counting 

//Counter reading 

variable - STRUCT - 

counter reading (number) 

counter reading (number) 

//Enable counting 

//Counter value 

X ütA G2+ 
Name Address PLCtype Leng... Origin Access OPCtype Comment 

El Count 
taken as 

M 2.3 BOOL .1 Program RW Boolean Counter is counting 

QI CounterValue OPC tags MW 12 INT 2 Program RW Int16 Counter reading 

El Counter Data.Count DB2.DBX 0.0 BOOL .1 Program RW Boolean Counter is counting 

El Counter Data.CounterReading DB2.DBW 2 INT 2 Program RW Int16 Counter reading 

El Counter Data.Structure.MinNo DB2.DBW 4 INT 2 Program RW Int16 minimum counter reading (number) 

El Counter Data.Structure.MaxNo DB2.DBW 6 INT 2 Program RW Int16 maximum counter reading (number) 

El Counter Data.Structure.CountingON DB2.DBX 8.0 BOOL .1 Program RW Boolean Enable counting 

El Counter Data.Structure.CounterValue DB2.DBW 10 INT 2 Program RW Int16 Counter value 

1:1 Counting ON M 2.2 BOOL .1 Program RW Boolean Start counting 

El Down M 2.5 BOOL .1 Program RW Boolean count down 

QI Max M 2.0 BOOL .1 Program RW Boolean only used internally 

El Min M 2.1 BOOL .1 Program RW Boolean only used internally 

QI One M 0.1 BOOL .1 Program RW Boolean only used internally 

El Up M 2.6 BOOL .1 Program RW Boolean count up 

M Project Server 1 Certifi... 

CAPS NUM 

X 

 Page  2-8 IBH OPC UA Editor - Configuration Examples Chapter 2  

 

IBH Link UA   Training  TTI   Trans Tech International© 2020 
 

If a variable is selected, this is accepted as an OPC tag and is 

displayed in the lower part of the window with additional information. 

 

Select / search OPC tags 

The context menu offers the commands to select all tags as OPC 

tags (select all) or deselect (deselect all).  

A search function is available to handle extensive variable lists. 

  



113 example 1 - CPU 416 S7.opu - OPCUAE dit 

File Edit Help 

Project 'I, 4 X 

äti 4-äl t 

El...ffl agli ght dick  
CPU_416_Counter 

-IP Variables 

O Name of the server connection 

Name IBH_Link_UA 

8 Server address 

Hott name 1 Address 192.160.1.14 

New server connection... 

New control,,. 

Properties... 

Transfer selected configuration to the OPC LIA Server..

Project Server I Certificates 

Read complete configuration from OPC LM Server... 

Import... 

Export... 

Variables formet Compact 

Transver configuration to the server ❑ X 

Name of the server connection 

mark)

tonfirm 

Start 

Transfer Status
0% 

dose Help 

Transver configuration to the server El X 

Name of the server connection 1 Transfer 1 Status 
113H_Link_UA 100 % Server is being restarted 

Transver configuration to the server EI X 

Start I .;lose I 

Name of the server connection 1 Transfer 
IBH_Link_UA 

5tatus 
100 5/ Transfer successful 

Start Close 

oonfirm 
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2.1.4 Transfer configuration to the OPC UA server  
(IBH Link UA) 

A right-click on the Server icon (IBH Link UA) opens the context 

menu.  

 

The command Transfer Selected Configuration to OPC UA Server 

command opens the Transfer Configuration to Server dialog box. 

 

Select the server and then click Start. 

If a certified data exchange has been agreed between the IBH OPC 

Editor and the IBH Link UA, the exchanged certificates must be 

confirmed as trusted (see Trust certificates; chapter 1 page 1-40). 

 

 

 

 

The successful transfer is displayed. 



1911 IBH Link UA - Siemens slots X 

(t) e 

ca.eMn • 

1:1 X 

0 Pd 192.168.1.14/?_=/opc_slots Ili% m 13. >: O E 

Tr 

[Siemens slots] 

Soft P L C 

OPC ,erver i tunninq 

Siemens slots 

> Slot 2 

• OPC Project 

CIBH_Link_UA 

• CPU 416_Counter 

DeviceManual 

DeviceRevision 

HardwareRevision 

Manufacturer 

Model 

RevisionCounter 

SerialNumber 

SoftwareRevision 

• Programs 

SupportedTypes 

• Counter Data 

Count 

CounterReading 

›Structure 

› Tasks 

DeviceHealth 

› ParameterSet 

C1=1"1 

Update password quad-core 

Delete slot Delete all I  Load OPC Editor Project I  Save OPC Editor Project 

Insert soetc Insert SINUMERIK Change SINUMERIK Delete SINUMERIK I 

111111111311softec 
www.ibhsoftec.com Contact Wiki III nk UA

el. 11 OPC iUAserver/ oll. 

MIK UA 

example 1 - CPU 416 S7.0pu - OPCUAE dit CI X 

File Edit Help 

tiA itä 
Server 41 X 

1: 11j133113: nartc
ält CPU_416_Counter 

GlobalVars 

gi Air conditioner Data 

Ni Counter Data 
Structure 

1±1.11 UA Nodes 

Objects 

1 1-.1:71 Types 

l VieNS 

Project Server Certificates 

EI Name of the server connection 

Name IB H_Link_UA 

O Server address 

Host name1 Address 

Port 

URL 

Inverse connection 

192.168.1.14 

48010 

opc.tcp://192.168.1.14:48010 

No 

O Security settings 

Security policity 

Message mode 

None 

None 

▪ Authentication settings 
Login 
Session narre 

Anonymous 
Examplel 1: CPU 416 S7 

O Other settings 
Variables formet Compact 

CAPS h,:E 
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IBH Link UA - Siemens Slots project CPU 416 Counter 

 

2.1.5 Online OPC UA Server Information 

Information from the online connected OPC UA server with the online 

connected CPUs is displayed.  

The groups of the variables (GlobalVars, data blocks) are listed in the 

left server window. By clicking on a group, the individual variables 

(OPC tags) are displayed in the right server window with their status. 

The status of the OPC tags is continuously updated. 

  



1 

E I  example 1 - CPU 416 STopu - OPCUAEdit X 

File Edit Help 

Server X 

IBH_Link_UA 

CPU_416_Counter 

ä•••E Counter Data 
1•••••LI Structure 

1j-bi UA Nodes 

GlobalVars 

Project Server Certificates 

Name Data type Status 

11 Count Boolean &OK RW 

CounterValue Int16 &OK RW 

Counting ON Boolean &OK RW 

11 Down Boolean &OK RW 

11 Max Boolean ZZOK RW 

13 Min Boolean &OK RW 

One Boolean &OK RW 

Up Boolean &OK RW 

true 

3922 

true 

true 

falle 

faire 

true 

IBH_Link_LIA.CPU_416_Counter.Count 

IBH_Link_LIA.CPU_416_Counter.CounterValue 

IBH_Link_LIA.CPU_416_Counter.Counting ON 

IBH_Link_UA.CPU_416_Counter.Down 

IBH_Link_UA.CPU_416_Counter.Max 

10H_Link_LIA.CPU_416_Counter.Min 

10H_Link_LIA.CPU_416_Counter.One 

falle 113H_Link_LIA.CPU_416_Counter.Up 

€02iattv

(i

e usly 

(11 

CAP_. NW I 

® example 1 - CPU 416 S7.opu - OPCUAEdit ❑ X 

File Edit Help 

agi 0 
Server O X 

IBH_Link_UA 

CPU_416_Coumer 

GlobalVars 

1.--E Air conditioner Data 

ä...a Counter Data 

Structur, 

9.  UA Nodes 

GEI) 

C2 Project  Server Zgertificates 

Name Data type Status Access Value Mode name 

QI CounterValue Int16 &OK RW 3819 IBH_Link_UA.CPU_416_Counter.Coumer Data.Structure.CounterValue 

QI CountingON Boolean &OK RW taue 

QI MaxNo Int16 &OK RW 8000 

QI MinNo Int16 &OK RW 100 IBH_Link_UA.CPU_416_Counter.Coumer Data.Structure.MinNo 

continuously 
updated 

IBH_Link_UA.CPU_416_Counter.Coumer Data.Structure.CountingON 

I2I-I_Link_UA.CPU_416_Counter.Coumer Data.Structure.MaxNo 

PS MUM 

n example 1 - CPU 416 S7.opu - OPCUAEdit X 

File Edit ,111elp 

Le 

Server X 

9i  IBI-I_Link_UA 

121 CPU_416_Counter

Gra UA NodesEi  0 bje cts 
He Client 

Devi ceSet 

nerr 
Modbus 

.••' .••'E E 

.••' .••'E E . . 

E E 

PLCs 

CPU_416Countej

DeviceHealth 

DeviceManual 

DeviceRevision 

GlobalVars 3 
HardwareRevision 

Manufacturer 

Model 

..gt ParameterSet 

Le...<-4 Programs 

e-i Counter Data 

Q' Count 

I 
Structure 

SupportedTypes 

RevisionCounter 

SerialNumber 

.-4> SoftwareRevision 

Talks 

Server 

Slots 

Stations 

Types 

L...121 Views 

®Project Server Certificates 

0 Nodeld 

Namespacelndex 4 

Identifier Type String 

Identifier IBH_Link_UA.CPU_416_Counter.Counter Data.CounterReading 

8 Properties 

NodeClass Variable 

BrowseName CounterReading 

DisplayName CounterReading 

Description Counter reading 

WriteMask 0 

UserWriteMask 0 

ValueRank -1 

AccessLevel CurrentRead,CurrentWrite 

UserAccessLevel CurrentRead,CurrentWrite 

MinimumSamplingInterval 0 

Historizing false 

O DataType 

DataType Int1G 

Namespacelndex 0 

Identifier Type Numeric 

Identifier 4 

9 Value 

Value 3395 

CAPS NUN 
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GlobalVars 

 

Data Block DB2 – Counter Data / Structure 

 

Show under UA Nodes 

The names of the OPC UA Nodes are listed in the left-hand server 

window (attributes, OPC tags, etc.). 

The corresponding values are displayed in the right-hand server 

window. 

The values are current values and are only taken once when the 

OPC UA Node name is clicked. 

  



IBH OPC U.A. Editor 

seidick) 

Project tre Server Certificates 

 I I 

Untitled - OPCUAEdit 

Fiie Edit Heip 
ClICk 

New server connection 

Proje

up Server connection properties X 

Name of the server connection: rIBH_Link_UA 

—Server address. 

' Most name or IP address 192.168.1.14 

Port: 48010 

C URL I opc.tcp://192.168.1.14:48010 

Select endpoint...

CSecurity settings.

(7 hijii mode. 

( Basic128Rsa15 

r Basic256 

[Message 

r Signatur 

C Signature and Encryption 
r BasicSha256 

r Aes128Sha256RsaOaep 

r 

[Inverse connection. 

r Connect invers Properties... 
Aes256Sha256RsaPss 

—Login. 

(7 Anonvmous 

C User name and password 

Llser name: I 

Passwort: I r Store 

Session Name: I example 2: 55 CPU 103U 

Variables formal: Compact

tonfirm 

OK Cancel Help 
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2.2 Example 2:  S5 CPU 103U 

Connect an S5 CPU 103 U to the IBH Link UA using IBH Link S5 ++. 

The S5 CPU 103U PLC program is available as a SIMATIC S5 

(COUNT_ST.S5D) or S5 for Windows (Counter S5W.s5p) project 

Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to 

open the program window.  

 
 

Open the Project window by 

clicking on the Project tab.  

 
 

Open the New Server 

Connection dialog box with 

the New Server Connection 

command from the Edit menu 

or by clicking the icon.  

The new server connection setup was explained in example 1 (see 

chapter 2, page 2-3. 

 

The settings for the connection to the IBH Link UA OPC UA server 

are displayed in the right part of the project window. 



E3 example 2 - S5 CPU 103U.opu - OPCUAEdit ❑ X 

File Edit Help 

Project V 41 X 

18H_Link_UA 
merk 

Project 1 Server Certificates 

E Name of the server connection 

Name IBH_Link_UA 

S Server address 

Host name /Address 

Port 

URL 

Inverse connection 

192.168.1.14 

48010 

opc.tcp://192.168.1.14:48010 

No 

O Security settings 

Security policity 

Message mode 

None 

None 

O Authentication settings 

Login 

Session name 

Anonymous 

example 2: S5 CPU 103U 

S Other settings 

CAPS N 

In example 2 - S5 CPU 103U.opu - OPCUAErtrt El X 

Eile 

E 

1:M 

Edit Help 

New server connection 

New control e of the server connection 

At  or ..ost name /Address 
II I on,r

.erver address 

1 New server connection 
New control dick

Add variable transf er.... 

1 Export... 

M Project Server 1 Certificates 

IBH_Link_UA 

192.168.1.14 

48010 

opc.tcp://192.168.1.14:48010 

e connection No 

nty settings 

rity policity None 

age mode None 

8 Authentication settings 

Login Anonymous 

Session name example 2: S5 CPU 103U 

8 Other settings 

CAPS N 

Neor control • 
Control narre: 

Host name j IP address: 

Crotocol. 

TCPiIPI 

55_CPU_I03U 
rCe 

192.168.1.13 IP-Address IBH Link S5*-> 

Flock number: 117 älot number: 

Position of the target module. 

Target modul at the same rack 

▪ Via MPI/DP subnet accessible rack 

MPI/DP address of the target CPU: 

▪ Via TCP/IP subnet accessible rack 

TCP/IP address of the target CPU: 

r - Via H1 subnet accessible reck 

H1 address of the target CPU: 

C 57 200 TCP/IP 

C 57 1200 TCP/IP 

r 57 1500 TCP/IP 

0 . 0 . 0 . 0 

oci .00.0o .00.o o .00 

Subnet I(); 0001:1 _ 0000 

Own T5Ap; Ft= 

PLC T3Ap; 111=11 

OK Cancel Test connection.... Help 
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2.2.1 Inserting a New control (PLC) 

The New Control command from the context menu (or menu Edit / 

New control) opens the dialog box New control to specify the access 

to the control (CPU). 

 

New control dialog box 

 



Test ccinnection.... 

IBH OP:: UA Editor X 

• The connection to the PLC 55_CPU_103U has been successfully 
tested. 

tonfirm 

Z/ IDUu u—nar 

contimi 

OK Cancel Test connection.... Help 

El example 2 - S5 CPU 103U.opu - OPCUAEdit X 

File Edit Help 

CO) 
Project a X IE Name of the control 

Name S5_CPU_103U 

IE Offline program assignment 
IBI-ILinkUA Program type No program assignment 

mark 
Program path 

1:1_1 Variables Station name 

13 Online connection 

Protocol S7 TCP/IP 

Host name /Address 192.162.1.13 

Targe module position T argel modul at the same gack 

Rack number 0 

Slot number 2 

Name 
Project I Server I Certi icates Unique narre of the control. 

CAPS 
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Test connection 

After completing the New control dialog 

box, the connection to the online connected 

CPU can be tested. 

Information about the successful connection is displayed. 

 

 

To accept and close the New control dialog box settings click on OK. 

Right project window 

The right project window displays the access data for the  

S5 CPU 103U (CPU connected via IBH Link S5 ++ with IBH Link UA). 

 

The selected name of the controller is S5_CPU_103U (no spaces are 

allowed in the name). S7 TCP / IP was selected as the protocol for 

the online connection to the PLC. 

Under Host name / IP address, the IP address of the IBH Link S5 ++ 

(192.168.1.13) has been specified.  

The target module is on the same rack. The rack number and slot 

number are irrelevant. 

An offline program assignment has not been made, since a program 

assignment is done via a command. 



example 1 - CPU 416 S7.opu - OPCUAEdit ❑ X 

File Edit Help 

L i 
Project v O X 

IBH_Link UA 

CPU_416_Counter 

1M Project 

Variables right dick) 

CI Name of the control 

Name CPU_416_Counter 

9 Offline program assignment 

Program type 

Program path 

Station name 

--nnection ... 
Delete 

Cut 

Copy 

Insert 
dick 

1 . -  Assign program.... 

Update program assignment.... 

1 Properties... 

CNo program assignmen) 

S7 TCP/IP 

Address 192.168.1.10 

le position Target modul at the same gack 

er 0 

2 

signment" or "S5W program" or "STEP5 
EP7 program" or "TIA program" or "Symbol fite" 

CAPS 

EI Select program El X 

OPC UA Editor Manual 

ä- example 1- CPU 416 57 

CPU 416 57 

[±1.41 CPU 416 57 

example 2 - 35 CPU 103U 

COUNT_ST 

0 COUNT 20.5EQ 

Counter 554 

STEP 5 Prograins 

with smbolletale 

IM Counter 55W.5EQ 

example 3 - CPU 300 TIA 16 

example 4 - CPU 1200 TIA 16 

example 5 - Server -Server connection TIA 16 

example 6 - Project, CPU 1500 CPU 1200 connection 

example 7 - multi CPUs 57 

A 

v 

Path: 1 AAOPC UA Editor Manual\example 2 - 55 CPU 103U1 

OK 

confirm 

Cancel Elelp 
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2.2.2 Offline program assignment 

The Assign Program command is used to open the Program 

Selection dialog box. 

 

Program Selection dialog box 

Select the PLC program in the Select program dialog box. By clicking 

the Plus symbol in front of the folder symbol, the PLC program 

(CPUs) is displayed in the project. 

In the Select program dialog box mark the STEP® 5 project 

COUNT_ST or the S5 for Windows project Counter S5W.  

 

Click OK to transfer the variables, data, and program information to 

the OPC UA Editor. 



CI example 2 - S5 CPU 103U.opu - OPCUAEdit 0 X 

File Edit tlelp 

_I L 431 

Project x 

Cl X ät T nv 
IBHLinkUA 

1±1 S5_CPU_103U 

J Variables 

mark 

rdProject  Server Certifi... 

O 

O 

O 

Name of the control 

Name S5_CPU_103U 

Offline program assignment 

Program type 

Program path 

Station name 

Online connection 

Protocol 

Host name /Address 

Targe module position 

Rack number 

Slot number 

55W program 

A:10PC UA Editor Manual \example 2 - S5 CPU 103U1Counter S5W.S5P 

S7 TCP/IP 

192.168.1.13 

Target modul of the same rack 

2 

Program type 
"No program assignment" or "S5W program" or "STEP5 program" or "STEP7 program" or "TIA program" or 
"Symbol fite" 

C,,PS NUM 

example 2 - S5 CPU 103U.opu - OPCUAEdit ❑ X 

File Edit Help 

LL1 ea 0 
• 

8.-11r3 IBHLinkUA 

8 S5CPU_103U 
merk 

marl 

IM Project Server Certifi... 

Variabler 

Program ...dnabl, Select all 

F (Flag) Deselect a 

D E Max BOOL //maximun 

El Min : BOOL //minimum 
Search... 

13 E ControlON : BOOL  
Search again 

I I Controlling_is_ON_3 : BOOL //Feedback of S5 CPU 1 

dick 

ed Variable Hug Down : BOOL //count down 
PC-Tag) 1.....0 11 Up : BOOL //count up 

1.....0 E Value : WORD //counter Value S5 CPU 1 

CounterValues (DB 2) //Counter values 

E D_O : INT //minimum numerical value S7 CPU 1 
E D_1 : INT fi maximum numerical value S7 CPU 1 
E D_2 : INT // numerical value S7 CPU 1 

3 

(dick! select) 

Generic 

Je, ü yr 
Name Address PLC type Leng... Origin Access 

EI Max M 1.2 BOOL .1 Program RW 

EI Min M 1.3 8001_ .1 Program RW 

QI Control_ON M 1.4 6001_ .1 Program RW 

QI Controlling_is_ON_3 M 1.5 EOOL .1 Program RW 

El Down haken as M 2.5 6001 .1 Program RW 

1:1 Up OPC tags M 2.6 6001 .1 Pruyrarn RW 

E Value MW 12 WORD 2 Program RW 

E CounterValues.DO DB2.DBW 0 INT 2 Program RW 

QI CounterValues.D21 DB2.DBW 2 INT 2 Program RW 

E CounterValues.D_2 DE12.013W 4 INT 2 Program RW 

OPC type 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Buulean 

Ulnt16 

Int16 

Int16 

Int16 

Comment 

maximum reached 

minimum reached 

S5 CPU 1 start counting 

feedback of S5 CPU 1 

count down 

wurdl up 

counter Value S5 CPU 1 

minimum numerical value S7 CPU 1 

maximum numerical value S7 CPU 1 

numerical value S7 CPU 1 

CAPS NUM 
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Project window  

In the right part of the project window information about the Offline 

program assignment are displayed. The variables of the PLC 

program Counter S5W were adopted. 

 

2.2.3 Define variables as OPC tags 

Clicking the name Variables will list the variables / data from the 

S5W PLC project Counter S5W in the right part of the project 

window. 

 

Clicking the Plus symbol in front of the variable area symbol lists the 

existing variables. 

If a variable is selected, it is adopted as an OPC tag and displayed in 

the lower part of the window with additional information. 

The context menu offers the commands to select all variables as 

OPC tags (select all) or deselect (deselect all).  



ex anspie 2 - S5 CPU 1ö3U.opu - OPCUAEdit 0 X 

File Edit Help 

17J i4 upn (e) 
rar erirl Name of the server connection 

x 

S5_CPU_103 

Variables 

Project 

rigid dick 

Name IBH_Link_UA 

9 Server address 

Host narre / Address 192.168.1.14 

1
 New server connection... 

New control... 

Properties... 

0 

(elicklAr 
Transfer selected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import.., 

Export... 

Server 1 Certificates 

Variables Format Compact 

C P5 HUH 

Transver configuration to the server El X 

Name of the server connection 1 Transfer 

113""r 7211.. merk 

Status 
0% 

- Wconfirm) 

Start (lose He,p 
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A search function is available to handle extensive variable lists. 

Add new variable (OPC tag) 

With a right-click in a blank line, the Context menu is opened. A click 

on the Variable definition command opens the Variables 

properties dialog box. 

Here a new variable (OPC tag) can be created. The drop-down list 

fields facilitate the definition of a variable. 

Change Variable (OPC tag) 

A right-click on a line with a variable (OPC tag) opens the context 

menu with commands for editing this variable. 

The Properties command opens the Variables Properties dialog 

box. The marked variable (OPC tag), can be modified. 

2.2.4 Transfer configuration to the OPC UA server  
(IBH Link UA). 

A right-click on the Server icon (IBH Link UA) opens the context 

menu. 

 

The command Transfer Selected Configuration to OPC UA Server 

command opens the Transfer Configuration to Server dialog box. 

 



Transver configuration to the server ❑ X 

Name of the server connection 
181-1_Link_UA 

Transfer 1 Status 
100 % Server is being restarted 

Start Close 

Ei Transver configuration to the server 0 X 

Name of the server connection 
181-1_Link_UA 

Transfer 1 Status 
100 % Transfer successful 

Start 1 Close 

continn 

Hclp 

IBH Link UA - Siemens slots X + 

-> e o 192.168.1.14/?_=/opc_slots * 1111 1:13 cr ii o E 

,=*- 111111 • OPC server is runninl_~ Logout Update password 

work 

s Ity

T 
System 

Users 

Siemens slotI) 

History 

OPC C 

SortPLC 

Rockwell 

MicroSD 

Siemens slots 

► Slot 2 

• OPC Project 

• IBH_Link_UA r.S5_CPU_103U3
DeviceManual 

DeviceRevision 
HardwareRevision 

Manufacturer 

Model 
RevisionCounter 

SerialNumber 

SoftwareRevision 

• Programs 
SupportedTypes

[ • CounterValues 

D_O 
D1 

EL2 

> Tasks 
DeviceHealth 

›ParameterSet 

[
GlobalVars 

Max 

Min 

Control_ON 
Controlling_is_ON2 

Down 

Up 
Value 

Delete slot I  Delete all I  Load OPC Editor Project Save OPC Editor Project! 

Insert Soff?LC I  Insert SINUMERIK Change SINUMERIK  I Delete SINUMERIK 

111111111111softec 
mmmibllsoftec.coni Contact Wiki 10 embedded OPC UA server / c lient 

IBH Link UA 

UA 
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Select the server IBH Link UA and then click Start. The configuration 

of Counter S5W the STEP® 5 PLC Program is transferred to the IBH 

Link UA.  

 

 

 

The successful transfer is displayed. 

If a certified data exchange has been agreed between the IBH OPC 

Editor and the IBH Link UA, the exchanged certificates must be 

confirmed as trusted (see Trust certificates; chapter 1 page 1-40). 

IBH Link UA - Siemens Slots project S5_CPU_103U 

 



IBH Link U Diagnostics 

( 

, 

t) 

,4,11Ke 
t work 
c urity 

iagnostics 

1,1 

0 ei 192.168.1.14fl_=/diaglistview ...0* 

OPC I I, IU Logout Update password 

ID 

Controller diagnostics 1 Client diagnostics 

Connection narre 

- S5_CPU_103U 

Clear diagnose 

Network diagnostics 

Address 

192.169.1.13:102 

Time 

31.7.2020 10:21:11 

System Log 

Source 

PLC 

Error number Error Text 

Connection established (IBHsoftec S7 to 95) 

Il 

ri example 2 - 55 CPU 103U.opu - OPCUAEdit El X 

File Echt Help 

Server v 4. X 

IBH_Link_UA 

S5_CPU_103U 

....g 

CounterValues 

UA Nodu 

6.1:j Objects 

6Cii Type,

••••1 1 Views 

GlobalVars. 
Ci11:13 

1:2Projed Ei Server Certificates 

Name Data tpe Status Access 

ControLON Boolean &OK RW 

Controlling_is_0,1_3 Boolean &OK RW 

El Down E:oolean &OK RW 

Max E:oolean &OK RW 

El Min E:oolean &OK RW 

EI Up E:oolean &OK RW 

Value Ulrit16 &OK RW 

Value Node name 

true IBH_Link_UA.S5_CPU_103U.Control_ON 

true IBH_Link_UA.S5_CPU_103U.Controlling_is_ON_3 

falle IBH_Link_UA.SS_CPU_103U.Down 

falle IBH_Link_UA.SS_CPU_1031.1.Max 

falle IBH_Link_UA.S5_CPU_103U.Min 

true IBH_Link_UA.S5_CPU_103U.Up 

4915 IBH_Link_UA.S5_CPU_103U.Value 

continuously 
updated 

CAPS NUM 

E3 example 2 - S5 CPU 1103U.opu - OPCUAEdit El X 

File Edit Help 

Server 41 X 

IBH_Link_UA 

e.. S5_CPU_103U 

GlobalVars 

CounterValues 

LIA Nodes 

i 1 Objects 

TiPes 
i••••17;1 Views 

mark, 

MProject Server Certificates 

Name Data type Status ,ccess 

G D_O Int16 &OK RW 

G D_1 Int16 8LOK RV'/ 

Q] D_2 Int16 &OK FIM/ 

Value Node name 

100 113H_Link_UA.S5_CPU _103U.CounterValue,D_O 

8000 IBH_Link_UA.M_CPU_103U.CounterValues.D_1 

6021 IBH_Link_UA.S5_CPU_103U.CounterValues.D_2 

  coulmuously 
updated 

CsPS Num 
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IBH Link UA – Browser window Diagnostics 

The browser window Diagnostics displays the status of the 

connection IBH Link UA – PLC / S5_CPU_103U. 

 

2.2.5 Online OPC UA Server Information 

Information from the online connected OPC UA server with the 

online connected PLC S5 CPU 103U is displayed.  

The groups of the variables (GlobalVars, data blocks) are listed in the 

left server window. By clicking on a group, the individual variables 

(OPC tags) are displayed in the right server window with their status. 

The status of the OPC tags is continuously updated. 

GlobalVars 

 

 

Data Block DB2 – CounterValues 

 



• 

El example 2 - S5 CPU 103U.opu - OPCUAktrt ❑ X 

File Echt Help 

Server St X 

IBH_Link_UA 

1±1..13 S5_CPU_103U 

UANodes) 

esst] Objects 

Ct Client 

▪ DeviceSet 
  MQTT 

▪ Modbus 
 Cji PLCs 

S5_CPU_103U 
0 DeviceHealth 

DeviceManual 
DeviceRevision 
GlobalVars 

.. HardwareRevision 
4{) Manufacturer 
0 Model 

ParameterSet 

8...'t Programs 
CounterValues 
Q D_O 
Q D21 mark 

D2 
SupportedTypes 

RevisionCo unter 
SerialNumber 

  SoftwareRevision 
Tasks , ..e Server 

Slots 
G.1:1 Stations 

Eiti Types 
ta Views 

E2 Project 23 Server Certificates 

CI Nodeld 
Namespacelndex 4 
IdentifierType 
Identifier IBH_Link_UA.S5_CPU_103U.CounterValues.D_2 

O Properties 
NodeClass 
BrowseName D_2 
DisplayName 
Description numerical value S7 CPU 1 
WriteMask 
UserWriteMask 0 
ValueRank 
AccessLevel CurrentRead.tuffentWrite 
UserAccessLevel 
MinimumSamplingInterval 0 
Historizing 

O DataType 
DataType Int16 

String 

Variable 

D_2 

0 

-1 

CurrentRead.tuffentWrite 

false 

Namespacelndex 
IdentifierType 
Identifier 

• Value 

0 
Numeric 
4 

t  Value 7450] 

CAPS NUM 
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Show under UA Nodes 

The names of the OPC UA Nodes are listed in the left-hand server 

window (attributes, OPC tags, etc.). 

The names of the OPC UA Nodes are listed in the left-hand server 

window (attributes, OPC tags, etc.). 

The corresponding values are displayed in the right-hand server 

window. 

The values are current values and are only taken once when the 

OPC UA Node name is clicked. 

 

  



• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* 1E1 

Eile View Server Qocument 5ettings Help 

DWIZi O 
Project 

v 511 Project 

v 51 Servers 

IBHLinkUA@ibhlinkua-SC-14 

• n Documents 
Data Access View 

▪ x 

Address Space 

rj ,No Highlight 

eGil Root 
•• eto Objects 

> 4 Client 
> 4 DeviceSet 
> 4 herr 
> 8 Modbus 
• PLCs 

v 4 g_CPU:103U 
0 DeviceHealth 
0 DeviceManual 
0 DeviceRevision 

y eti GlobalVars 
41> Control_ON 

> 41 Controlling_is_ON_3 
> 41 Down 
> OMax 
> OMin 

> 41 Up 

> 411 Value 

HardwareRevision 

• Manufacturer 

se Model 
> 4 ParameterSet 

v 4 Programs 

v iai CounterValu 

[ T,>: DO 

> 41 D1 

> «I D2 

> SupportedTypes 

0 RevisionCounter 

0 SerialNumber 

0 SoftwareRevision 

> r.e) Tasks 

> 4 Server 

Slots 

j Stations 

1 Types 

J Views 

▪ x 

Data Access View 0 

Server Node Id Display Name Value Datatype Source Timestare Server Trmestamp Statuscode 
1 BHLinkUA... NS4IStringlIBH_... Control_ON true Boolean 12:52:02.483 12:52:03.507 Good 
2 BHLinkUA... NS41StrinrylIBH_... Controlling_is_ON_3 true Boolean 12:52:04.938 12:52:05.760 Goo< 
3 BHLinkUA... NS41StrinrylIBH_... Down false Boolean 12:53:43.047 12:53:43.546 Goo< 
4 BHLinkUA... NS41StrinrylIBH... Max false Boolean 12:52:08.065 12:52:08.763 Goo< 
5 BHLinkUA... NS41StrinrylIBH__... Min false Boolean 12:52:09.456 12:52:10.014 Goo< 
6 BHLinkUA... NS41StrinrylIBH... Up true Boolean 12:53:43.047 12:53s43.546 Goo< 

BHLinkUA... NS41StrinrylIBH__... Value 4849 Ulnt16 12:53:48.547 12:53:49.048 Goo< 
8 BHLinkUA... NS41StrinrylIBH... DO 100 Int16 12:52:16.160 12:52:17.016 Goo< 
9 BHLinkUA... NS41StrinrylIBH__... D__1 8000 Int16 12:52:18.480 12:52:19.268 Goo< 
10 BHLinkUA... NS41StrinrylIBH_... 

j1

D_2 4995 Int16 12:53:48.547 12:53s49.048 Goo< 

Drag & Drop 

Display Name 'takle Datatype Source lirnestamp 

Control_ON true Booleari 12:52:02.483 

Controll ing_is_O N12 true Booleari 12:52:04.938 

Down false Boolean 12:59:50.200 

a x false Booleari 12:52:08.065 

false Boolean 12:52:09.456 

Up true Boolean 12:59:50.200 

\Takle 4019 LlIntl 6 1239:54.702 

D 0 100 Intl 6 1232:16.160 

D1 8000 Intl 6 12:52:18.480 

D:2 4164 Infl 6 12:59:54.702 

t Data Access View 

Server Nodeld 
BEIL 4411.40 ih h n u a - SC-14 NS4IStringlIPH_Lifek_UA.S5_CPUj 03U .Control_ON 

2 NS4rtn n II SS_CPLLI 03U .(ontrolling_is_ON_3 
3 E1-1L inleA,J) ib n - SC- '14 NSArtringlIBH_Link_LIA.S5 CPU 103U .Down 

-103LI 4 NS4IStringBlI H_Link LIA,S5- CPU ‚Max 
5 Nseit, inq BH_L i n CLIA,S5:CPLID 03U ‚Min 
6 NS41'3-trinqIIBH Link UA.S5_CPU_103U Up 

N S4IStri n IIBHDL CIM. I03U 
8 BHLinkLIA(i5ibillinkua-SC-'14 NS4IStringlIBH_Link_LIA,S5 CPU 103U .CounterValues,DO 
9 NS4IStringlIBH_Link LIA,S5- CPU-103U ,CounterValties,D 
10 11`141StringlIBH Link- LIA,S5- CPU-103U_ _ _  ,(ounterValues,D 2 _ 

 Chapter 2 IBH OPC UA Editor - Configuration Examples Page  2-21  

 

TTI   Trans Tech International© 2020  IBH Link UA   Training 
 

2.2.6 Unified Automation UaExpert - The OPC Unified 
Architecture Client 

The UaExpert program window lists the OPC tags transferred from 

the IBH OPC UA Editor and the associated UA nodes. 

 

 

 

 

  



IPH CIRC-UA,Editor 

dick 

Project 7 1; Server Certificates 

Untitled - CPCUAEdit 

Eipe Edit Heip 

New senter connection

dick 

Ei Server connedion properties X 

Name of the server connection: 

—Server address.  

IBH_Link_UA 

Host name or [P address 192.168.1.14 

Port: 4E=312-

C" URL I opc.tcp://192.168.1.14:48010 

CSecurity settings.' 

6. Nonei 

Basic128Rsa15 

Basica56 

Basic5ha226 

Aes1285ha256Rsa0aep 

C Aes2565ha256RsaPss 

Select endpoint... 

Message mode. 

r gnatur 

r Signature and Encryption 

—Login: — 

(2 Anonvmous 

C User name and password 

Llser name: I 

Passwort: 

Session Name: 

Variables forme: 

tonfirm 

OK

Inverse connection. 

Connect invers Properties...

C'I example 3: CPU 300 TIA16 

Compact .23 

r Store 

ancel I Help 
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2.3 Example 3:  CPU 300 TIA16 

Connect CPU 300 / CPU 400 directly to IBH Link UA via  

IBH Link S7 ++. PLC program is available as a TIA 16 project (CPU 

300 TIA16). 

The CPU 312 (6ES7 312-1AE13-0AB0) – within the PLC project 

CPU 300 TIA16- is to be connected to the IBH Link UA using the 

Ethernet connection via an IBH Link S7++ to exchange variables 

(OPC tags). 

Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to 

open the program window.  

 
 

Open the Project window by 

clicking on the Project tab.  

 
 

Open the New Server 

Connection dialog box with 

the New Server Connection 

command from the Edit menu 

or by clicking the icon.  

The new server connection setup was explained in example 1 (see 

chapter 2, page 2-3. 

 



En example 3 - CPU 300 TIA 16.opu - OPCUAEdrt 0 X 

File Edit Help 

[3c-säg' IS CD 
Project 4 X 

ei ei' X 4.1 t 

71112n merk

Project Server Certificates 

E Name of the server connection 

Name IBH_Link_UA 

E Server address 

Host name / Address 192.168.1.14 

Port 48010 

URL opc.tcp://192.168.1.14:48010 

Inverse connection No 

8 Security settings 

Security policity None 

Message mode None 

O Authentication settings 

Login 

Session name 

Anonymous 

example 3: CPU 300 TIA16 

O Other settings 

Variables Format Compact 

CAPS NUI 

n example 3 - CPU 300 11A 16.opu - OPC UAE rin 0 X 

File 1 Edit Help 

r. 

Project 

1 New server connectionr 
New control

e C 7s tit) a or 
right dick 

of the server connection 

IBH_Link_UA 

0 Server address 

Host name / Address 

1 New server connection... 

New control... 

Properties... en 

Add external data... 

Transfer selected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import... 

Export... 

192.168.1.14 

48010 

opc.tcp://192.168.1.14:48010 

No 

None 

None 

Anonymous 

example 3: CPU 300 TIA16 

ompact 

Project JI Server I Certifi... II 
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The settings for the connection to the IBH Link UA OPC UA server 

are displayed in the right part of the project window. 

 

2.3.1 Inserting a New control (PLC) 

The New control command from the context menu (or menu Edit / 

New control) opens the dialog box New control to specify the access 

to the control (CPU). 

 



In New control 

L-Protocol. 
Control narre: 1 CPU_300_T1A_16 (enter)

Host narre f IP address: 1-192.168.1.12 

(;- 57 TCNIPi 

Position of the target module: 

Target Modul at the same racli 

▪ Via MPIIDP subnet accessible rack 

IP address 
IBH Link 57++ 

Reck number: j Slot number: 

  corresponcls to — 
M PI address 

Rack 
3 Bit 

Slot 
5 Bit (0-31) 

MPI/DP address of the target CPU: 17 0 0 0

C Via TCPIIP subnet accessible rack 

0 0 0 1 0 
0 2 

TCP(IP address of the target CPU: I 0 . 0 0 . 

C Via H1 subnet accessible rack 

H1 address of the target CPU: 100.00.00.00.00.00 

Subnet rO  1 00=C

✓ 57 200 TCPJ]P 

✓ 57 1200 TCP/IP 

✓ 57 1500 TCP/IP 

Own T5Ap: 0100 

PLC T5Ap: 0101 

dick 

OK Cancel Test connection.... Help 

TestconnecUon... I 

I8H OPC UA Editor X 

0  The connection to the PLC CPU3CO_TIA16 has been 
successfully tested. 

N..2tonfirm

OK

I2Uu 

tonfirm 

OK Cancel I Test connection.... Help
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New control dialog box 

 

Test connection 

After completing the New Control dialog 

box, the connection to the online connected 

CPU can be tested. 

Information about the successful connection is displayed. 

 

 

To accept and close the New control dialog box settings click on OK. 



EI example 3 - CPU 300 11A 16.opu - OPCUAEdit El X 

File Edik Uelp 

•

Projed 

X ix 142 t 0 
IBH_Link_UA 

1±1.. .1111 

Variables 

mark 

ICZ) Project 142:Server 1 7 t. Certilicat... 

EI Name of the control 

Name 

EI Offline program assignment 

CPU_300_TIA_16 

Program type 

Program path rnark)
Station name 

171 Online conneetion 

Protocol 

Hast name / Address 

Targe module Position 

Plack number 

Slot number 

No program assignmenj 

57 TCP/IP 

192.168 1 12 

Target modul at the same rack 

0 

2 

Program type 
"No program assignment" or "S 5W program" or "STEP5 program" 
or "STEP7 program" or "TIA program" or "Symbol file" 
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2.3.2 IBH Link S7 ++ setting 

If no connection is established from the PC via IBH Link S7 ++, the 

settings must be checked (see chapter 1 page 1-13 – IBH Link UA - 

S7 CPU 300 / 400 connection via IBH Link S7++). 

 

Right project window 

The right project window displays the access data for the CPU 312 

(CPU S7-300 / S7-400 via IBH Link S7++). 

 

CPU 300 TIA16 was specified as the name of the controller. S7 TCP 

/ IP was selected as the protocol for the online connection to the 

PLC. The IP address of the IBH Link S7++ (192.168.1.12) has been 

defined under host name / IP address. 

The target module is on the same rack. The rack number and slot 

number select the MPI address 2 of the CPU. 

An offline program assignment has not yet been made. The 

program is assigned via a command. 

Note: 

To address the CPU 312 from the CPU 300 TIA16 project via the 

IBH Link S7++, the routing option (dialog box IBHLink settings / 

Network tab) Configuration with NetPro must be deactivated 

(Apply permanently). 

This applies to all S7 300/400 CPUs with IBH Link S7++ connection. 



El example 3 -CPU 300 TIA 16.opu - OPCUAEdit 13 X 

File Edit Help 

Project g X 

ert,
9-14 IBH_Link_UA 

[4i9 

611 CPU_300_11A_16 

IP Variables 

Project 

right dick) 
..... 

Delete 

Cut 

Copy 

Insert 
klick) 

Assign program.... 

Update program assignment.... 

Properties... 

8 Name of lhe control 

Name CPU_300_TIA_16 

8 Offline program assignment 

Program type No program assignment 

Program path 

Station name 

nection 

S7 TCP/IP 

'Address 192.168.1.12 

le position Target modul at the same .ack 

er 0 

2 

signment" or "55W program" or "STEP5 
EP7 program" or "TIA program" or "Symbol fite" 

CAPS 

Dick to
open 

Select program 1:1 X 

1 

OPC UA Editor Manual 

a•• • example 1 - CPU 416 57 
• example 2 - 55 CPU 103U 

lick 

example 3 - CPU 300 TIA 16 

CPU 300 TIA 16 

CPU 300 TIA 16  ° merk
CPU 300 TIA 16 

example 4 - CPU 1200 TIA 16 

example 5 - Server - Server connection TIA 16 

example 6 - Project, CPU 1500 CPU 1200 connection 

example 7 - multi CPUs 57 

example 8 - 2x CPU 312 57 

example 9 - modbus connections 

Multi CPU's 416 Master TIA v 

Path: I A:10PC UA Editor Manual\example 3 - CPU 300 TIA 16 \ CPU 300 TIA 16\ 

oonfirm 

OK Cancel Her' 
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2.3.3 Offline program assignment 

The Assign program command is used to open the Program 

Selection dialog box. 

 

Select the PLC program in the Select program 

dialog box. Clicking the Plus symbol in front of 

the TIA symbol of the PLC project, the PLC 

program (CPUs) is displayed in the project. 

 

The SIEMENS support software TIA Openness is started in the 

background. If an error occurs see chapter 1, Special features 

when selecting TIA projects page 1-16. 



n Open 71A project A:\0PC UA Editor Manual\ example 3 - CPU 300 TIA 16\CPU 3... X 

Sta fing TIA Openness. 

IM EI Open 7LA project A:\OPC UA Editor ManualNexample 3 - CPU 30011A 16\ CPU 3... X 

Opening project A:10PC UA Editor ManuaNexample 3 - CPU 300 TIA 1611,CPU 300 TIA 
161.CPU 300 TIA 16.ap16. 

Ei Open 11A project A.:10PC UA Editor Manual` \ example 3 - CPU 300 71A 161 CPU 3.„ X 

IM 

Reading device information. 

Cancel 

In example 3 - CPU 30071A 16.opu - OPCUAEdit 3 X 

File- Edit Ilelp 

aaw
Project -4 X 

EAlt IBH_Link_UA 

ö. .1111 CP U_300_TIA _1 6 
.±4 Variables 

mark 

[2 Project I Server 1 Certificates 

8 Name of the control 

Name CPU_3130_TIA _1 6 

O Offline program ass gnment 

Program type TIA program 

Program path A:10 PC UA Editor Manual1example 3. CPU 300 TIA 161CPU 300 TIA 1 61CPU 300 T IA 16.ap16 

Station name CPU 300 TIA 16 

0 Online connection 

Protocol S7 TCP/IP 

liost name /Address 192.168.1.12 

T arge module position Target modul at the same rad( 

Reck number 

slot number 2 

Program type 

"No program assignment" or ''S5W program" or "S T E P5 program" or ''STEP7 program" or "TIA program" or "Symbol file" 

C,,PG NUN 

eample 3 - CPU 300 TK 16.opu - OPCUAEdit 1:1 X 

L File Edit He p 

8-.11h IBH_Link_UA 

1±1...1211 CPU_330_11A_16 

Vonoble, 

M Project Server 1 Certifica... 

8...j Variables 
1:1-13 

I (Inputs) 

CounterEnable :Boo' ,f,f 

Q (Outputs) 

F (Flag) 

1±1...L1 Counter Data (DB 2) 

[...ge Generic 

right click 
click

Seled all 

Deselert all 

Search... 

Search again F3 

2i 'J --3 ,11 &- 3' Y 
Name Address PLC type 

_....0.1......r,
Leng... Origin Access OPC type 

El CounterEnable E 0.1 Bool .1 Program RW Boolean 

El Down A 2.5 Bool .1 Program RW Boolean 

El Up marked Variable A 2.6 Bool .1 Program RW Boolean 

El Max (OPC-Tag) M 2.0 Bool .1 Program RW Boolean 

El Min M 2.1 Bool .1 Program RW Boolean 

El One M C.1 Bool .1 Program RW Boolean 

EI Counter Data.Count DEi.DBX 0.0 Bool .1 Program RW Boolean 

11 Counter Data.CounterValue DEi.DBW 2 Int 2 Program RW Int16 

11 Counter Data.MinNo DEi.DBW 4 Int 2 Program RW Int16 

11 Counter Data.MaxNo DEi.DBW 6 Int 2 Program RW Int16 

11 Counter Data.CountingON DEi.DBX 8.0 Bool .1 Program RW Boolean 

N...._ 
Comment 

Enable Counter 

count down 

count up 

only used internall 

only used internall 

only used internally 

Counter is counting 

Counter value 

minimum counter reading (number) 

maximum counter reading (number) 

Enable counting 

CAPS NUM 
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Several notices are displayed. 

 

 

 

 

 

 

Listed transferred project 

In the right part of the project window information about the Offline 

program assignment are displayed. 

 

2.3.4 Define variables as OPC tags 

Clicking Variables lists the variables / data (data blocks) from the 

PLC in the right part of the project window. 

  



Untitled - OPCUAEdit ❑ X 

File Edit Help 

Qe.)J 

riZan C .---,larne of the server connection 

X db t 

9 ,57( IBH Link UA 
right click 

1±Fil CPU3 

Varia 

Name 

9 Server address 

Host name / Address 

New server connection 

New control 

11 Insert 
Transfer selected configuration to the OPC UA Server.... 

Import... 

Export... 

click 

Server Certificates 

IBH Link UA 

192.168.1.14 

48010 

opc.tcp://192.168.1.14:48010 

None 

None 

Anonymous 

Workshop Manual 

CAPS NUM 

Ei Tran sver configuration to the server 0 X 

Name of the server connection 
IBH Link UA 

confire-

Start 1 Close 

Transfer 1 Status 
0 % 

Transver configuration to the server 0 X 

Name of the server connection 1 Transfer 
1BH_Link_UA 

Status 
100 % Server is being restarted 

Transver configuration to the server 0 X 

Start 

Name of the server connection 1 Transfer 
IBH_Link_UA 100 % Transfer successFul 

r 1.1e 

Start Close Help 
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Clicking the Plus icon in front of the variable area symbol displays 

the existing variables. 

If a variable is selected, it is adopted as an OPC tag and displayed in 

the lower part of the window with additional information. 

2.3.5 Transfer configuration to the OPC UA server  
(IBH Link UA). 

A right-click on the Server icon (IBH Link UA) opens the context 

menu. 

 

The command Transfer Selected Configuration to OPC UA Server 

command opens the Transfer Configuration to Server dialog box. 

Select the server IBH Link UA and then click Start. The configuration 

(CPU_300_TIA_16) is transferred to the IBH Link UA. Successful 

transfer is displayed. 

 

The successful transfer is displayed. 



IBH Link LIA - Siemens slots X 

PO -

te2911 0' 

Network 

192.168.1.14/?_=/opc_slots 

Sec,

Cenitu 

Tim,

ysl 

Users 

Siemens slots 

Hi,Lut y 

OPC 

Diagnostic, 

MQTT 

SoftPLC 

M 

:.,:•rvet. is running 

Siemens slots 

Slot 2 

YOPC Project 

Logout Update password 

CVCPU_300_TIA_16LinkUA

DeviceManual 

DeviceRevision 

HardwareRevision 

Manufacturer 

Model 

RevisionCounter 

SerialNumber 

SoftwareRevision 

L• Programs] 
SupportedTypes 

', Counter Data 

Count 

CounteNalue 

MinNo 

MaxNo 

CountingON 

► Tasks 
DeviceHealth 

► ParameterSet 

• GlobalVars 
CounterEnable 
Down 
Up 

Max 
Min 
One 

qu ad-core 

111 

Delete slot I Delete all I Load OPC Editor Project Save OPC Editor Project 

Insert SoftPLC 'Insert SINUMERIK Change SINUMERIK Delete SINUMERIK 

111111111illsoftec 
vuww. ibhsoftec. com Contact Wiki 

IBH Link UA 
embedded OPC UA se rver 1 client 

M3PC UA 

IBH Link UA - Diagnostics 

C)->cie 

AIR 
Network 

Tir 

13 192.168.1.14fl,/diaglistview 

Bim Logout Update password 

Controller diagnostics Client diagnostics Network diagnostics System Log 

IInmfa2O 

JD Connection narne Address Time Source Error nurnber Error Text 

- CPU_300_TIA_16 

Clear diagnose 

192.168.1.12:102 3 1.7.2020 10:21:11 PLC Connection established (6ES7 312-1AE13-0ABO ) 

IrDiagnosticsi
an 

 Chapter 2 IBH OPC UA Editor - Configuration Examples Page  2-29  

 

TTI   Trans Tech International© 2020  IBH Link UA   Training 
 

If a certified data exchange between the IBH OPC Editor and the IBH 

Link UA has been selected, the exchanged certificates must be 

trusted (see chapter Trust certificate, Chapter 1, page 1-40). 

 

IBH Link UA - Siemens Slots - Project CPU 300 TIA 16  

 

The browser window Diagnostics displays the status of the 

connection IBH Link UA – PLC / CPU 300 TIA 16. 

  

Note: 
To address the CPU 312 from the CPU_300_TIA_16 project via 

the IBH Link S7++, the routing option (dialog box IBHLink 

settings / Network tab) Configuration with NetPro must be 

deactivated (Apply permanently).  

This applies to all S7 300/400 CPUs with IBH Link S7++ connection. 



E] example 3 - CPU 300 TlA 16.opu - OPCUAEdrt ❑ X 

File Edit Hei p 

Lheiii 
Server x 

En CPU_300_11A_16 

GlobalVars 

Lial Counter Data 

UA Nodes 

Proj ect Server 

9 Name of the server connection 
Name 

9 Server address 
Most name / Address 
Port 

URL 
Inverse connection 

E Security settings 
Security policity None 

Message mode None 
O Authentication settings 

Login 

Session name 
O Other settings 

Variables Format 

IBH_Link_UA 

192.168.1.14 
48010 

opc.tcp://132.168.1.14:48010 
No 

Anonymous 

example 3: CPU 300 TIA16 

Compact 

CAPS N 

EI example 3 - CPU 300 IL& 16.opu - OPCUAEdit El X 

File Edit Help 

A QJ kJ) 
Name 

QI CounterEnable 
11 Down 
g Max 

EI Min 
QI One 
11 Up 

Data type 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Status 

&OK 

&OK 

&OK 

8ZOK 

&OK 

&OK 

Access 

RW 

RW 

RW 

RW 

RW 

RW 

Value 

feine 

true 

false 

feine 

true 

feine 
cordinitiously 

Mode name 

IBH_Link_UA.CPLI_3 0031A_16.CounterEnable 

I8H_Link_UA.CPU_3 0031A_16.Down 

IBH_Li nk_UA.CPL1_300_11A_16.Max 

IBH_Link_UA.CPLI_3 0031A_16.Min 

IBH_Li nk_UA.CPL1_300_11A_16.0n e 

IBH_Link_UA.CPLI_3 0031A_16.Up 

IBH_Link_UA 

CPU_300_11A_16 
merk 

.....E GI IVars . , 
Counter Data 

112 UA Nodes 

[2 Projiect Server Certifi... 
updated 

CAPS NUM 

Ei example 3 - CPU 300 TlA 16.opu - OPCUAE drt ❑ X 

File Edit Help 

daA iäe 
Server X Name Data type Status Access Value Node name 

IBH_Link_UA 11 Count Boolean &OK RW true 113H_Link_UA.CPU_300_11A_16.Counter Data.Count 

CPU_300_11A_16 QI CounterValue Int16 &OK RW 481 113H_Link_UA.CPU_300_11A_16.Counter Data.CounterValue 

GlobalVars QI CountingON Boolean &OK RW true 113H_Link_UA.CPU_300_11A_16.Counter Data.CountingON 

Counter Data 
mark QI MaxNo Int16 &OK RW 8000 113H_Link_UA.CPU_300_11A_16.Counter Data.MaxNo 

UA Nodes QI MinNo Int16 &OK RW 100 113H_Link_UA.CPU_300_11A_16.Counter Data.MinNo 

continuously 
up tated 11 Projed Tlig niver

CAPS NUM 
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2.3.6 Online OPC UA Server Information 

Information from the online connected OPC UA server with the 

online connected S7 CPU 312 are displayed.  

 

View server 

The groups of the variables (GlobalVars, data blocks) are listed in the 

left server window. By clicking on a group, the individual variables 

(OPC tags) are displayed in the right server window with their status. 

The status of the OPC tags is updated continuously. 

CPU 312 – Global Variable 

 

CPU 312 Data Block DB2 – Counter Data 

 

Show under UA Nodes 

The names of the OPC UA Nodes are listed in the left-hand server 

window (attributes, OPC tags, etc.). The corresponding values are 

displayed in the right-hand server window. 



Ei example 3 - CPU 300 114115.opu - OPCUiddit — 

File EtIct Hee 

JCA riArrW 

ea 

16H_Link_UA 

CPU 3 00 11A 16 

11.8.1lodes 

E Object% 

chnt 
r:443$ 

m  

DeViceSet 

QIT 
1 AodbU1 

GI PLC 
E CP11_30031.4216 

Clevice1lealth 

) Devie e M anu a I 

Devieel7e,uon 

e GiobalVars 
<> Hardware fleo% sion 

<> Man uf acturer 

I e> Model 

148 >t; PararneterSet 

Pre9 r 7u,

ui Counter Data 

ar Count 
Ea=1« ..' "

CountirEON . . 

. Max hlo 

0 lo/rnNo 

j Lea SupportedTypes 

Ft> RevroronCounter 
ro SerialPiteilber 

C> SetweareftevlsEn 

Talks 

LB M< Server 
Slot, 

E Cji Stations 

E Ca Type, 

VeiLd 

MBruied tEeSeruer Cerbfaates 

o deld 

0 erneg.eindex 

Werdilea/7e SLing 

I tlentrfer 1611 Look LIA CPU MO 71.4 1 &Counter Date.CounterVeluel 

E Prarertles 

Noder'u  n Variable 

BrumeName CounterValue 

D mlayName CounterValue 

Denetion Counter value 

WdzAled< 

UseaddeMaLL 0 

ValuelRank 1 

Ammalerei Errenfflead,CunentWrie 

UmrAcasealevel CurreremdCwarAVe 

141i77.11119MIdngInterval 0 

Illttorong falte 

E DataType 

Doldiope 

N ernespacelndeo 

Iderdillerrype 

I tlentiller 

Value 

Int, 6 

Rumenc 

4 

b lue errj 

CAPS NUM 

10 2E7,7 E7 >sten> Els> 

D 71 EJ 
Prcsed 6 

9 1113m 
Sereep 

% 331.131113113113u6SC-14 

,‘ 9 Document% 

9 Data Aen»VIew 

044,00 spe 6 

o Heer 

ROT 
Objects 

) Chem 

> 4 DevrceSet 

) murr 
> 4 Modbus 

b PLC% 

\. 

CPU 300114_16 
• DeurceHealth 

Deweetrlanual 

Dtvleeremsran 

41oloarVars 

• Counnanable 

• Down 

• Mao 

• MIn 

• One 

- Up 

Manulmurer 
Model 

> e4 ParanmerSet 

Proorams 

Counter poto 

> « Count 

> « CounterValue 

> « Counung011 

> « MUNa 

> « MmNa 

100 OuPPoM,
RemonCounter 
SenalNurnber 
Softwareflemon 

> 4 Talk% 

> 4 nerve 
> Lots 

> *Et 

> la Types 

> L11 %en 

018 
0 

Hode IV Display Name Volle Deepe but. stamp Ymncotl 

9111.1n4UA... 1151157nng1181-1_1.1n4UA.CP0_300... Counterf nable labe Boolean 12:4007603 12:4010422 Gold 
814dnIWA... 1153157nnagalijanLUACPU_300... Down Iahe aoolean 125009.976 1215010226 Gold 
>LEIM_ NSIEInallaH_LELUA.CPUJOOL. Max falle Boolean 12:4014.171 
unuaLE... NErtnnallaH_Lua_UACPUJO0... Mn falle Boolean 120116.179 120116.923 Gold 
u>ldnlaa.. NSIEInallaH_LE4UA.CPU300... One nue Boolean 12:4017524 12:4018174 Gold 
unualla... NErtnnallaHLua_UACPU3K-- Up nue Boolean 12:5009.976 1215810226 Gold 
u>ldnlaa.. NSIEIngaBli_ Idnl. UKCPU 300... Count nue Boolean 12:4029587 12:4030429 Gold 
1114n4UA... 1153157nnallEH UnICUACPU:300... CounterValue 1126 Int16 1215010475 1215010.726 Gold 
81-11.1MUA... NSIEIngaull LELUA.CPUJOOL. Coureumel nue Boolean 12:4011877 12:4034680 Gold 
81-11.m4UA... 1153157nnallEH lm%_UACPU_300... MaoNl 3000 Int16 124835.979 124836.930 Gold 
81-11n4UA..1 115415tunge8HEIn4UA.CPU_300... MInNI 100 Int16 124038.627 12:4039431 Gold 

Drag & Drop
• Display Name Value Datatype Source limertamp 

CorinterE nable falle Boolean 12:48:07.603 
Down farse Boolean 12:58:24,584 
Max falle Boolean 12:48:14,171 
Min falle Boolean 12:48:16.179 
Oise true Boolean 12:48:17.524 
Up true Boolean 12:58:24,584 
Count true Boolean '12:48:29.587 
CounterValue 1929 Intl 6 12:58:25.433 
CountinpON true Boolean 12:4833,877 
MamNo 8000 In1516 12:4835.979 

..,, MinNo 100 Int-16 12,4848,627 

2 
3 
4 
5 
6 
7 
8 
9 
10 

Server N cle 

BHLinkUAüibhlinkum-SC-14 NS41Strincr8BH_Lirik_LIA.CPU_300_71A_16.CounterEriable 
BHLinkUAIDibhlinkua-SC-14 NS41StrinceH_Lirik_LIA.CPU_300_71A_16.Down 
BHLinkUAeribhlinkua-SC-14 NS41StrincilIBH_Lirik_LIA.CPU_300_71A_16.Max 
BHLinkUAeibhlinkua-SC-14 NS41StrinceH_Lirik_UA.CPU_300_71A 16.Min 
BHLinkUAeibhlinhua-SC-14 NS41StrincilIBH_Lirik_LIA.CPU 300_71A:16.0ne 
BHLinkUAeuibhlinkua-SC-14 NS41StrinceH_Lirik_LIA.CPU:300_71A_ 6.Up 
BHLinkUAeibhlinkua-SC-14 NS41StrincilIBH_Lirik_LIA.CPU 300_71A_16.Counter Data.Count 
BHLinkUAeibhlinkLra-SC-14 N541StrincjilBH_Link_LIA.CPU:30021A_16.Counter Data.CounterValue 
BHLinkUAeibhlinkua-SC-14 30021A_16.Counter Data.CountiricjON 
BHLinkUAeibhlinkum-SC-14 N54IStrincjilBH_Lirik_LhA.CPU:300_71A_16.Counter Data.MaxNo 
BHLinkUM2>ibhlinkum-SC-14 N541StrincilIBH_Lirik_LIA.CPU_300_71A_16.Counter DatablinNo 
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The values are current values and are only taken once when the 

OPC UA Node name is clicked. 

 

2.3.7 Unified Automation UaExpert - The OPC Unified 
Architecture Client 

The UaExpert program window lists the OPC tags transferred by the 

IBH OPC UA Editor and the associated UA nodes. 

  



IBH OPC UA Editor 

click 

Project Server Certificates 

U ntitl ed - OPCUAEd it 

File Edit Help 
dick 

New server connection 

El Server connection properties X 

Name of the server connection: I IBH Link UA 

Server address: 

• Host name or IP address I 1192.168.1.14 

• URL 

Port: i 148010 

opc.tcp://192.168.1.14:48010 

Select endpoint...

Cecurity settings:

(2 None 

• Basic128Rsa15 

Basic256 

• BasicSha256 

• Aes1285ha256RsaOaep 

• Aes256Sha256RsaPss 

[Message mode. 

• Signatur 

• Siguture and Encryption 

[
Inverse connection. 

r Connect invers Properties... 

—Login. 

Anonymous 

• User name and password 

User name: 

Session Name: 

Passwort: I r Store 

 ''‚̀e 
1...Example 4: CPU 1200 TIA 16 

Variables formet: 'Compact 

confirm 

OK Cancel HeIp 
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2.4 Example 4: CPU 1200 TIA 16 

Connect CPU 1211C with TCP / IP port to IBH Link UA. 

The PLC program (CPU 1200 TIA16) is available as a TIA16 project. 

Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to 

open the program window.  

 
 

 

Open the Project window by 

clicking on the Project tab.  

 
 

Open the New Server 

Connection dialog box with 

the New Server Connection 

command from the Edit menu 

or by clicking the icon.  

The new server connection setup was explained in example 1 (see 

chapter 2, page 2-3. 

 



example 4 - CPU 1200 TlA 16.opu - OPCUAEdit 13 X 

File Edit Help 

Project X 

tO 

4  ILIIMati rk 

Project Server 1 Certificates 

O Name of the server connection 

Name IBH Link UA 

O Server address 

Host name / Address 192.168.1.14 

Port 48010 

URL opc.tcp://192.168.1.14:48010 

Inverse connection No 

O Security settings 

Security policity None 

Message mode None 

O Authentication settings 

Login 

Session name 

Anonymous 

Example 4: CPU 1200 TIA 16 

O Other settings 

Variables format Compact 

C;PS NUI 

Fj example 3 - CPU 300 MA 16.opu - OPCUAEdit ❑ X 

[ File 

n 

Project 

Edit 

New server connection

New control s(cliek) 

Help 

   or  
of the server connection 

IBH Link UA 
right dick 

O Server address 

Host name Address 

Pnri

r

1

1 New server connection... 

New control... 

Properties... klick) 

Add external data... 

1
 Transfer selected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import... 

Export... 

11311 Link IM 

192.168.1.14 

48010 

M Project 1 Server Certifi... 

opc.tcp://192.168.1.14:48010 

No 

None 

None 

Anonymous 

Example 4: CPU 1200 TIA 16 

Compact 

C-F 
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The settings for the connection to the IBH Link UA OPC UA server 

are displayed in the right part of the project window. 

 

2.4.1 Inserting a New control (PLC) 

The New control command from the context menu (or menu Edit / 

New control) opens the dialog box New control to specify the access 

to the control (CPU). 

 



a New control 

Control name: 

Host name / IP address: 

Protocol: 

CPU_1200_TIA16 

192.168.1.16 
enter 

r SI TCPJIP Reck number: 

Position of the target module.  

• Target modul at the same rack 

✓ Via MPI/DP subnet ac  • 

ir Via Ti 

IMPI/DP address of the target CPU: 

got number: 2 

TCPIIP address of the target CPU: I 0 . 0 . 0 . 0 

r- Via H1 subnet accessible rack 

HI address of the target CPU: 100.00.00.00.00.00 

Subnet ID: =HO  , 1 1rY

 activated öwn TSAP: 010 411 C  200 TCP/IP 

CC: 57 1200 TCP/IPJ is inserted 
ELC TSAP: 0101 J r 9 1500 TCP/IP 

  confirm

OK 1 Cancel 

c ick 

Test connection.... Help 

Test connection.... 

IBH OPC UA Editor X 

The connection to the PLC CPU_1200_TIA16 has been 
successfully tested. 

aant— cnA
1.--dh ekOK

t D/13 

tonfirm 

OK Cancel Test connection.... belp
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New control dialog box 

 

Test connection 

After completing the New Control dialog 

box, the connection to the online connected 

CPU can be tested. 

Information about the successful connection is displayed. 

 

 

To accept and close the New control dialog box settings click on OK.  



!II example 4 - CPU 1200 TIA 16.opu - OPCUAEdrt 0 X 

File Edit Help 

_I 
Project O X 

G X d6u4ä 
s..th IBH Link UA 

En 

111 Variables 

merk 

Pro'ect Server hh,4 Certificates 

0 Name of the control 

Name CPU_1200_TIA16 

CI Offline program assignment 

Program type 

Program path 

Sta:ion name 

ei,o program assignment 

9 Online connection 

Pro:ocol 

Hot name / Address 

Local TSAP 

Rnmnin TSAP 

S7 1200 TCP/IP 

192.168.1.16 

0100 

nini 

M example 4 - CPU 1200 TIA 16.opu - OPCUAEdit 0 X 

File Edit Help 

pacii 
Project v 41 X 

IBH Link UA 

1211 

Tpelete 
Cut 

Copy 

Ineert 

CPU_12 00_11A16 

J Variables 
iivig in dick) 

dick)

E Name of the control 

Name CPU_1200_TIA16 

8 Offline program assignment 

Program type 

Program path 

Station narre 

9 Online connection 

As sign program.... 

Update program assignment.... 

Properties... 

p Project] Server IC Certificates 

No program assignment 

Protocol 

1-lost name / Address 

Local TSAP 

Remote TSAP 

S7 1200 TCP/IP 

192.168.1.1G 

0100 

0101 

Program type 
"No program assignment" or "55W program" or "STEP5 
program" or "S TEP7 program" or "TIA program" or "Symbol 
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Right project window 

The right project window displays the access data for the CPU 1200.  

 

CPU1200_TIA16 was specified as the name of the controller.  

S7 1200 TCP / IP was selected as the protocol for the online 

connection to the PLC. The IP address of the CPU1200 

(192.168.1.16) has been defined under host name / IP address. 

The Local TSAP (0100) and the Remote TSAP (0101) have their 

default value. 

An offline program assignment has not yet been made. The 

program is assigned via a command. 

2.4.2 Offline program assignment 

The Assign program command is used to open the Program 

Selection dialog box. 

  



Click to 
°peil 

n Select program 3 X 

OPC UA Editor Manual 

j›.Li example 1 - CPU 416 57 

1>i d example 2 - 55 CPU 103U 

, example 3 - CPU 300 TIA 16 

example 4 - CPU 1200 TIA 16 

b... CPU 1200 TIA16 

1 CPU 1200 

..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
..
 

elick 1=53 
CPU 1200 TIA 16 

j example 5 - Server —Server connection TIA 16 

example 6 - Project, CPU 1500 CPU 1200 connection 

example 7 - multi CPUs 57 

example 6 - 2x CPU 312 57 

1 1...n example 9 - modbus connection 
Multi CPU's 416 Master TIA Y 

path; I AO,OPC UA Editor Manual\example 4 - CPU 1200 TIA 16\CPU 1200 TIA16 

3  confirm 

OK Cancel

Ei Open MA project AAOPC UA Editor Manual\example 4 - CPU 1200 TK 16\CPU ... X 

INH 

Starting TIA Openness. 

El Open TIA project A:\OPC UA Editor Manual\example 4 - CPU 1200 11A 1 6\ CPU X 

Opening project A: \ OPC UA Editor Manual\example 4 - CPU 1200 TIA 16\CPU 1200 
TIA16 \CPU 1200.ap16. 

IM 

Cancel 

ri Open TIA project A: \ OPC UA Editor Manual\example 4 - CPU 1200 TIA 16 \ CPU X 

Reading device information. 

IM 

Cancel 

in example 4 - CPU 12 00 TIA 16.opu - OPCUAEdit 
File Edit Help 

El X 

Project v 4 X 9 

8 

E 

Name of the control 

Name CPLI _1 200_TIA1 6 

Offline program assignment 

Program type 
Program path 

Station name 

Online connection 

9.-gt IBH Link LIA 
CPU_1200_TI.A16 

.ffl Variables 

TIA program 
AAOPC UA Editor Manual\example 4 - CPU 1 200 TIA 1 GlCPU 1200 TIA16lCPU 1200.apl 

CPU 1200 TIA 16 

merk 

Protocol 

H ost 'lerne J Address 
Local TSAP 

R emote TSAP 

S71200 TCP/IP 

192.168.1.16 
0100 

0101 

iyyProjectJi Server 1 Certif icates 

Program type 
"Ne program assignment" or "S 5W program" or "STE P5 program" or "S TEP7 program" or "TIA program" or "Symbol file" 

CTPS NUN 
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Select the PLC program in the Select program 

dialog box. Clicking the Plus symbol in front of 

the TIA symbol of the PLC project, the PLC 

program (CPUs) is displayed in the project. 

 

The SIEMENS support software TIA Openness is started in the 

background. If an error occurs see chapter 1, Special features 

when selecting TIA projects page 1-16. 

Several notices are displayed. 

 

 

 

 

 
 

Listed transferred project 

In the right part of the project window information about the Offline 

program assignment are displayed. 

  



El example 4 - CPU 1200 TIA 16.opu - OPCUAEclit ❑ X 

File Edit Help mIZ 
Li 'A 40 

Project x 

IBH Link UA 

rao CPU_1200_11A16 

Variables 

1M Project Server 1 Certifi... 

s..ü Variables 0...4 =A , right  ie, 
I (Inputs) 

I I .....0 Q CounterEnable Bool // 

Q (Outputs) 

6-0) F (Flag) 

CounterData (DB 5) 

Generic 

Select all 
dick) 

Deselect all 

Search... 

Search again F3 

aU2LA -2i ä 91 
Name Address 

DI CounterEnable 
El Up 

El Down 

DI One (OPC-Tag) 

DI RetVal 
D Max 
El Min 

DI CounterData.MinNo 
DI CounterData.MaxNo 
DI CounterData.Count 
DI CounterData.CountingON 
DI CounterData.CounterValue 

PLC type Leng... Origin Access OPCtype Comment 

marked Variable 

E 0.0 

A 2.1 

A 2.2 

M 0.1 

M 2.2 

M 2.0 

M 2.1 

DB5.DBW 0 

DB5.DBW 2 

DB5.DBX 4.0 

DB5.DBX 4.1 

DB5.DBW 6 

Bool 

Bool 

Bool 

Bool 

Bool 

Bool 

Bool 

Int 

Int 

Bool 

Bool 

Int 

.1 Program 

.1 Program 

.1 Program 

.1 Program 

.1 Program 

.1 Program 

.1 Program 

2 Program 

2 Program 

.1 Program 

.1 Program 

2 Program 

RW 

RW 

RW 

RW 

RW 

RW 

RW 

RW 

RW 

RW 

RW 

RW 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Intl 6 

Intl 6 

Boolean 

Boolean 

Intl 6 

Enable Counter 

count up 

count down 

only used internall 

only used internall 

only used internall 

only used internall 

minimum counter reading (number) 

maximum counter reading (number) 

Counter is counting 

Enable counting 

CounterValue 

CAPS NUM 

In example 4 - CPU 120011A 16.opu - OPCUAE dit ❑ X 

File Edit Help 

Project tr .4 X 

e,71 M. X 4 2-ä 
El 

Il
rightclick 

9 Name of the server connection 

Name 

9 Server address 

IBH Link UA 

cpui2ounAi 6 
-14 Variables I New server connection... 

New control... 

Transfer selected configuration to the OPC UA Server, 

Read complete configuration from OPC UA Server.., 

Import... 

Export... 

ack 

Project J Server 1 Certificates 

JG...J.110111G 1-r10111,1G Y. 1,1 

O Other settings 

Variables formet Compact 

.1.14:48010 

200 TIA 16 

N ame oF the server connection 

C NUN' 
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2.4.3 Define variables as OPC tags 

Clicking Variables lists the variables / data (data blocks) from the 

PLC in the right part of the project window. 

 

Clicking the Plus icon in front of the variable area symbol displays 

the existing variables. 

If a variable is selected, it is adopted as an OPC tag and displayed in 

the lower part of the window with additional information. 

2.4.4 Transfer configuration to the OPC UA server  
(IBH Link UA). 

A right-click on the Server icon (IBH Link UA) opens the context 

menu. 

 

The command Transfer Selected Configuration to OPC UA Server 

command opens the Transfer Configuration to Server dialog box.  



Transver configuration to the server E X 

Name of the server connection 1 Transfer 1 Status 

IBH Link UA 

-12 7corth 

Start dose 

% 

Transver configuration to the seover ❑ X 

Name of the server connection 
IBH_Link_UA 

Transfer Status 

Start 

100 % Server is hing restarted 

Transver configuration to the server El X 

Name of the server connection 1 Transfer 1 Status 
IBH_Link_UA 100 % transFer successfuj--

< 

Start Close I Help

III IBH Link UA - Siemens slots X 

® e e ra 192.168.1.14/?_=/opc_slots CEI e X 0 E 

OPC server is ruiming Logout Update password 

Sc 

Cc 

Users 

(Siemens slotO 

Hi 

Diagnostics 

MQTT 

SoftPLC 

M 

M 

Rc II 

M ) 

Siemens stots 

>Slot 2 

• OPC Project 

C2BH Link UA • CPU_1200_TIA16

DeviceManual 

DeviceRevision 

HardwareRevision 

Manufacturer 

Model 

RevisionCounter 

SerialNumber 

SoftwareRevision 

• Programs 

SupportedTypes 

• CounterData 

MinNo 

MaxNo 

Count 

CountingON 

CounterValue 

› Tasks 

DeviceHealth 

› ParameterSet 

• GlobalVars 

CounterEnable 

Up 

Down 

One 

RetVal 

Max 
Min 

Delete slot I  Delete all I  Load OPC Editor Project I  Save OPC Editor Project 

Insert SoflPLC Insert SINUMERIK Change SINUMERIK Delete SINUMERIK I 

111111111111softec 
worotibhsoftec.com Contact Wiki 

IBH Link UA 

MIPC UA 
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Select the server IBH Link UA and then click Start. The configuration 

(CPU_300_TIA_16) is transferred to the IBH Link UA. Successful 

transfer is displayed. 

 

The successful transfer is displayed. 

If a certified data exchange between the IBH OPC Editor and the  

IBH Link UA has been selected, the exchanged certificates must be 

trusted (see chapter Trust certificate, Chapter 1, page 1-40). 

IBH Link UA - Siemens Slots - Project CPU 1200 TIA 16  

  



W8 IBH Link UA - Diagnostics 

C)->cie 

5.91 

twork 

Tor 

e agnosticsj

192.168.1.14fl,/diaglistview * 

OPC,erver Iggout Update password 

I Controller diagnostics 

ID 

Client Magnostics 

Connection name Address 

- CPU_1200_TIA16 

Clear diagnose 

192.168.1.16:102 

Network Magnostics 

Time 

31.7.2020 10:21:11 

System Log 

Source 

PLC 

Error number 

HK CD X 0 3 

Error Text 

Connection established (6E87 211-1AE40-0X130 ) 

mi 

ri example 4 - CPU 1200 -RA 16.opu - OPCUIA.Edit 
File Edit Help 

IJ 43; 
Server 41. X 

IBHLink_UAr.-CM

.1111 CPU_1200_TIA16 

L1 GlobalVars 
CounterData 

1±1-1=:1 UA. Nodes 

Proje ct Server 

13 Name of the server connection 

Name IBH_Link_UA 

El- Server address 

Hast name / Address 192.168.1.14 

Port 48010 

URL opc.tcp1.1192.168.1.14:48010 

Inverse connection No 

El Security settings 

Security pokity None 

Message mode None 

Authentication settings 

Login 

Session name 

Anonymous 

Example 4: CPU 1200 TIA 16 

13 Other settings 

Variables Format Compact 

CA.PS N 

n 4 - CPU 120011A 16.opu - OPCUAEdit example 

File Edit Help 

DCA 406 
Server v .1, X 

IBH Link UA 

CPU 1200 -nAi6 

CounterData 

1±•ra UA Nodes 

GlobalVars 
mark 

[  Zirff Certiti... 

EI X 

Name Data type Status Access Vil= Node name 

CounterEnable Boolean &OK RW true IBH Link UA.CPU_1200_71A16.CounterEnable 

El Down Boolean &OK RW true IEH Link UA.CPU_1200_71A16.Down 

111 Max Boolean &OK RW falle IBH Link UA.CPU_1200_71A16.Max 

3 Min Boolean &OK RW falle IBH Link UA.CPU_1200_71A16.Min 

One Boolean &OK RW true IEH Link UA.CPU_1200_71A16.0ne 

RetVal Boolean &OK RW falle IBH Link UA.CPU_1200_71416.RetVal 

EI Up Boolean &OK RW falle IEH Link UACPU_1200_71A16.Up 

contintiously 
updated 

C PG MUH 

Illlllli 
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The browser window Diagnostics displays the status of the 

connection IBH Link UA – PLC / CPU 1200 TIA 16. 

 

2.4.5 Online OPC UA Server Information 

Information from the online connected OPC UA server with the 

online connected S7 CPU 312 are displayed.  

 

View server 

The groups of the variables (GlobalVars, data blocks) are listed in the 

left server window. By clicking on a group, the individual variables 

(OPC tags) are displayed in the right server window with their status. 

The status of the OPC tags is updated continuously. 

CPU 1200– Global Variable 

  



El example 4 - CPU 1200 TlA 16.opu - OPCUAEdit ❑ X 

File Edit Help 

Server X Name Data type Status Access Value Node name 

IBH Link UA M Count Boolean &OK RW true IBH Link UA.CPU_1200_11A16.CounterData.Count 

CPU_1200_11A16 QI CounterValue Int16 &OK RW 5776 IBH Link UA.CPU_1200_11A16.CounterData.CounterValue 

GlobalVars QI CountingON Boolean &OK RW true IBH Link UA.CPU_1200_11A16.CounterData.CountingON 

Counter0ata 
mark QI MaxNo Int16 &OK RW 8000 IBH Link UA.CPU_1200_11A16.CounterData.MaxNo 

UA Nodes QI MinNo Int16 &OK RW 100 IBH Link UA.CPU_1200_11A16.CounterData.MinNo 

continuously 

C2 Project Server Certifica... 
updated 

CAPS NUM 

El example 4 - CPU 1200 TIA 16.opu - OPCUAEdit El X 

File Edit Help 

Server g X 

IBH Link UA 

CPU_1200_11A16 

cfra UA Nodes 
e_ra 0 bjects 

....<te Client 

1;1...0e DeviceSet 

mccrr 

Modbus 

1±F.U1 PLCs 

CPU_12003A16 

4) DeviceHealth 

4) DeviceManual 

4) DeviceRevision 

A..ge GlobalVars 
4) HardwareRevision 

1••••• Man ufa cturer 

) Model 

be Fara meterSet 
A..e Programs 

Cou nte rData 

V Count 
mark 

CountingON 

MaxNo 

MinNo 

SupportedTypes 

RevisionCounter 

SerialNumber 

) SofbmareRevision 

Tasks 

Server 

Slots 

ä..{221 Stations 

$..ca Types 
views 

ratl Project giServer giCertificates 

2 Nodeld 

Namespacelndeu 4 

IdentifierType String 

rdentifier IBH Link UA.CPU_1200_TIA16.CounterData.CounterValue 

O Properlies 

NodeClass Variable 

BrowseName CounterValue 

DisplayName CounterValue 

Description CounterValue 

WriteMask 0 

UserWriteMask 0 

ValueRank -1 

AccessLevel CurrentRead,CurrentWrite 

UserAccessLevel CurrentRead,CurrentWrite 

MinirnumSamplingInterval 0 

Historizing falle 

0 DataType 

DataType Int16 

Namespacel ndex 0 

IdentifierType Numeric 

Identifier 4 

O Value 

(Value 790E3 

CAPS Num 
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CPU 1200 Data Block DB5 – CounterData 

 

Show under UA Nodes 

The names of the OPC UA Nodes are listed in the left-hand server 

window (attributes, OPC tags, etc.). The corresponding values are 

displayed in the right-hand server window. 

The values are current values and are only taken once when the 

OPC UA Node name is clicked. 

 

2.4.6 Unified Automation UaExpert - The OPC Unified 
Architecture Client 

The UaExpert program window lists the OPC tags transferred by the 

IBH OPC UA Editor and the associated UA nodes. 



• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* 0 X 

File View Server Document Settings 

D 2) 
Proied 

0
8x

to Project 

• cf Servers 

IBHLinkUAeibhlinkua-SC-14 

✓ Cl Documents 
3 Data Access View 

Help 

'4.te 

Data Access View 

0 IX 2 

• Server Node Id 
BHLinkUA@ib... 
BHLinkUAE>ib... 
BHLinkUAE>ib... 
BHLinkUA@ib... 
BHLinkUNDib... 
BHLinkUAEhb... 

Address Spie BHLinkLIAChb... 
  8 BHLinkUA@ib... 
No Highlight •• 9 BHLinkUA@ib... 

  10 BHLinkUA9ib... 
Root '1 1 RainkilA@ib... 

Objects 12 BHLinkUA@ib... 
> Client 
> DeviceSet Drag & Diop > mcwr 
> %Ab,. 
• eä PLCs 

v 4 CPU2122LTIA16 
Q DeviceHealth 
Q DeviceManual 

DeviceRevision 
GlobalVars 

> l CounterEnable Display Name 
> dzi Down 
> ®relax CounterEnable 
> 41) Min Down 
> l One ax 
> RetVal 
> dm Up Min 

9 HardwareRevision One 
0 Manufacturer RetVal 
0 Model 

> Parameters« Up 
Programs  Co 11 nt 

y CounterData CounterValue 
> count Co 

unting011 > CounterValue 
> CountingON MaxNo 
> MaxNo 411'1 
> MinNo 

> SupportedTypes 
0 RevisionCounter 
0 SerialNumber 
0 SoftwareRevision 

> f4) Tasks 
> Server 
> 1 l Slots 
> Stations 

> rGr Types 
> ezt Views 

8 x 

2 
3 
4 
5 
6 

NS4IStringlIBH 
NS4IStringlIBH 
NS4IStringlIBH 
NS4IStringlIBH 
N541String1113H 
NS4IStringlIBH 
NS4IStringlIBH 
NS4IStringlIBH 
NS4IStringlIBH 
NS4IStringlIBH 
NS4IStringlIBH 
NS4IStringlIBH 

Display Name Value Datatype Source Tenestamp Server Tenestamp Statuscode 
CounterEnable 
Down 
Max 
Min 
One 
RetVal 
Up 
Count 
CounterValue 
CountingON 
MaxNo 
MinNo 

true Boolean 
false Boolean 
false Boolean 
false Boolean 
true Boolean 
false Boolean 
true Boolean 
true Boolean 
4309 Int16 
true Boolean 
8000 lel 6 
100 Int16 

19:33:05.371 
19:34:01.535 
19:33:09.017 
19:33:10.335 
193312.000 
19:33:13.504 
19:34:01335 
19:33:17.296 
19:34:02.786 
19:33:21.048 
19:33:23.064 
19:33:25.207 

e 

true 

false 

false 

false 

true 

false 

true 

true 

1767 

true 

8000 

100 

Datatype 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Boolean 

Intl 6 

Boolean 

Int16 

111.1.16 

19:33:06.266 
19:34:01.786 
19:33:09.766 
19:33:11.016 
193312.766 
19:33:14.268 
19:34:01.786 
19:33:18.019 
19:34:03.036 
19:33:21.771 
19:33:23.773 
19:33:26.023 

Good 
Good 
Good 
Good 
Good 
Good 
Good 
Good 
Good 
Good 
Good 
Good 

Source Tirnestarnp*\

9:33:05.371 

9:38:03.371 

9:33:09.0.17 

9:33:10.335 

9:33:12.000 

9:33:13.504 

9:38:03.371 

9:33:17.296 

9:38:03.871 

9:33:21.048 

9:33:23.064 

9:33:25.207 

Data Access View 

er 

2 
3 
4 

5 
6 

7 

8 
9 
'10 

12 

Server 

B1-1LinkIJAVibhlink-ua-SC- 14 

BHL inkIJAE)ibhlinkua-SC-14 

BHLi11kUA@ibhlinkua-SC-14 
BHLinkL1AVibhlinkua-SC-14 
BHLinkLIAVibfilinkma-SC-14 

BHLinkL1Aeibhlinkua-SC-14 
BHLinkIJA0ibhlinkua -SC-14 
BHLinkIJAeilkilinkua -SC-14 
BHLinkUAVibhlinkua -SC-14 
BHLinkLIAVileilinkua -SC-14 
BHLinkUAeiblilinkua -SC-14 

Node Icl 
NS41StringlIBH Link UA.CPU_1200_TIA16.CounterEnable 

NS211StringlIBH Link UA.CP11_1200_11A16.Down 

11S41Strincill8H Link UA.CPU_1200 TIA16.Max 

NSodStringlIBH Link 1.14.CPLI_1200_11A16.Min 

11S41StringlIBH Link LIA.CP1_1_1200_11A16.0ne 

1,1S41StringlIBH Link UA.CPU_1200_TIA16.RetVal 

NS41StrincillBH Link 11JA.CPU 200_11A16.1...lp 

NS41StrincilIBH Link LIA.CIDU 200_TIA16,CounterData,Count 

NS41StrincilIBH Link UA.CPU_1200_11A16.CounterData.CounterValue 

NS41StringlIBH Link 1.14.CPU _1200 TIM 6.CounterData.CountingON 

NS41StringlIBH Link UA.CPU_1200_TIA16.CounterData.Maxilo 

NS41StrincilIBH Link UA.CPU _1200_TIA16.CounterData.MinNo 
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The UaExpert program window lists the OPC tags transferred by the 

IBH OPC UA Editor and the associated UA nodes. 

 

 

 

  



Air Conditione 

10PC IM 
Server 

elelICuA 
Client 

IBH Link UA 
Client Bridge 

el3PC ,Server-
Client v

RFC 1006 

CPU 416-3 PN/DP 

Data Block (DB 22) 
`AirConditionerValues 

Air Conditioner 

mermomi. {1} 

4:1> 

nommom,

Ethernet 

Ethernet 
(S7 connection) 

I I I 

tl, r": 0 Keep actual values jg Snapshot k

AirConditionerValues 

Copy snapshots to start values rr Erg. 

Name Data type Offset Start value Comment 

1 ED Static 

2 ED • Temperature Real Eil 0.0 0.0 Temperature externeal OPC UA Server 

3 ED • TimeStamp Jemp Date_And_Time 4.0 DT#1990-01-01-00:00:00 Temperature Time Stamp 

4 ED • Status_Temp DWord 12.0 16#0 Temperature Status 

5 ED • TemperatureSP Real 16.0 0.0 Temperature Set Point externeal OPC UA Server 

6 ED • TimeStampSP Date_And_Time 20.0 DT#1990-01-01-00:00:00 Temperature Set Point Time Stamp 

7 «0 • StatusSP DWord 28.0 16#0 Temperature Set Point Status 

8 «0 • CurrentTime_TimeStamp Date_And_Time 32.0 DT#1990-01-01-00:00:00 External Server Current Time 

9 «0 • CurrentTime_Status DWord 40.0 16#0 External Server Current Time Status 
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2.5 Example 5 - project: CPU 416 TIA 16 server - server 

In the project, the CPU 416, which is available as an OPC UA server, 

is connected to an air conditioning system that also has an OPC UA 

server. 

 

Establishing a server connection. The data of an air conditioning 

system (OPC UA server) is sent to the CPU-416 (OPC UA server). 

2.5.1 Device configuration S7 project CPU 416 TIA 16 server – 
server 

The data of an air conditioner are given to the CPU-416. 

 

The data block (DB 22 – AirConditioningValues) stores the data of 

the air conditioning system for further processing. 

 

The temperature / temperature set point with time stamp and status 

are to be read as OPC tags from an air conditioning system. Server 

time and status should also be transferred for monitoring purposes.  



IBH'OPC

12i Server IgiCertificates 

Untitled - OPCUAEdit 

File Edit Help dick 
New sewer connection 

1 

ri Server connection properties X 

Name of the server connection: 

—Server address:  

42. Host narre or IP address 

URL 

4.• 
—Security settings. 

▪ tr; None 

1318H_Link_UA 

1192.168.1.14 

Port: 48010 

11/4%1  
opc.tcp:U192.168.1.14:48010 

Select endpoint... 

C' Basic1213Rsa1S 

✓ Basic256 

( BasicSha256 
C Aes128Sha256Rsa0aep 

• Aes2565ha256RsaPss 

3----f; Anonyrnous

C User narre and password 

User narre: 

Passwort: 

Session Name: 

Variables formet: 

tonfirm. 

OK 

—Message mode. 
ignatur 

r Signature and Encryption 

rInverse connection. 

r Connect invers Properties... 

r Store 

example 5 - project: CPU 416 

Compact 

Cancel Help 
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2.5.2 Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to open 

the program window.  

Open the Project window by clicking 

on the Project tab.  

Open the New Server Connection dialog box with the New 

Server Connection command 

from the Edit menu or by 

clicking the icon.  

The new server connection 

setup was explained in example 1 (see chapter 2, page 2-3. 

 

  



Ejl example 5 - Server— Server connection.opu - OPCUAEdit ❑ X 

File Echt Help 

9 Name of the server connection 

aueict 4.0 

MProject 

merk 

Server 1 Certificates 

Name IBH_Link_UA 

9 Server address 

Host name / Address 192.168.1.14 

Port 48010 

URL opc.tcp:11192.168.1.14:48010 

Inverse connection No 

9 Security settings 

Security policity None 

Message mode None 

O Authentication settings 

Login 

Session name 

Anonymous 

example 5 - project: CPU 416 TIA 16 server - server 

O Other settings 

Variables format Compact 

CAPS NUM 

Eej example 3 - CPU 30011A 16.opu - OPCUAEdit El X 

File Fdri Help 

1 New server cornection 
Nem eroHclick) 

4.1 or 
right dick 

f the server couconnection 

IBH_Link_UA 

CI Server address 

Host name / Address 

New server connedion... 

New control... 

Properties... dick) 

Add external data... 

Transfer selected ccnfiguration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import... 

Export... 

Projed Server 1 Certificates 

192.168.1.14 

48010 

opc.tcp://192.168.1.14:48010 

No 

None 

None 

Anonymous 

example 5 - project: CPU 416 TIA 16 server - server 

Compact 

CAPS NUM 
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The settings for the connection to the IBH Link UA OPC UA server 

are displayed in the right part of the project window. 

 

2.5.3 Inserting a New control (PLC) 

The New control command from the context menu (or menu Edit / 

New control) opens the dialog box New control to specify the access 

to the control (CPU). 

  



E New control X 

Control name,  PLC416 

Most name / IP address: 0192.168.1.10 

Protocol,  

t:` s7 Reck number: I 0 Slot number: 2 

—Position oF the karget module: 

(7, Target modul at the same rack 

r Via MPIIDP subnet accessible rack 

MPI/DP address of the karget CPU: 2 

r Via TCP/IP subnet accessible rack 

TCP/IP address of the target CPU: I 0 . 0 . 0 . 0 

C' Via H1 subnet accessible rack 

HI address of the target CPU: 00.00.00.00.00.00 

subnet  0000

C 57 200 TCP,IP 
r 57 1200 TCPIIP 

( 57 1500 TCP/IP 

confirm 

OK 

2 

Ovin TSA.P: I 01170 

PLC TSP.P, 01.1: 

Cancel 

dick 

Test connection.... Help 

101-1 0 PC UA Editor 

0  The connection to the PLC PL C416 ha5 be en 5ucces5fuily 
tested. 

tonfirm 

X • 
OK ..........-.I 

tonfirm 

OK 

Test connection 

Cancel Test connection.... Hell] 

Ei example 5 - Server - Server connection.opu - OPCUAEdit ❑ X 

Eile Edit Help 

J a ige 
Project 

d6qäZ t 
8.-th 1131-1LinkUA 

merk 
MiC ar(—)

Variables 

M Project J ig Serve• 123 Certificat... 

O Name of the control 
Name PLC416 

8 Offline program assignment 

Program type 

CE31) 

No progran assignment 

Program path 

Station name 

8 Online connection 

Protocol S7 TCP/IF 

Host name / Address 192.168.1.10 

Targe module position Target modul at the same rack 

Reck number 

Slot number 2 

Program type 
"No program assignment" or "S5W program" or "STEP5 program" 
or "STEP7 program" or "TIA program" or "Symbol fite" 

CAPS 
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New control dialog box 

 

Test connection 

After completing the New Control dialog 

box, the connection to the online connected 

CPU can be tested. 

Information about the successful connection is displayed. 

 

 

To accept and close the New control dialog box settings click on OK. 

 

The access data of the PLC416 (CPU 416-3 PN / DP SoftSPS with 

TCP/IP Port) is displayed in the right project window. 



!um example 5 - Server— Server connection.opu - OPCUAEdit D X 

program" program" 

File Edit Help 

WI 4 e 
3 Name of the control 

Name 

EI Offline program assignmenk 

Program type 

PLC416 

NO program as:signment 

S7 TCP1IP 

192.158.1.10 

Target modul at the same reck 

0 

2 

"S5W or ''STEP5 

4e.I T 
5-44 IBH_Link_UA 

right 

Variables 

click 

Delete 

Cut 

Copy 

Insert 
click

Assign program.... 

Update program assignment.... 

Pr o p e rti e.s... 

Project LServer I Certificat... or "STEP7 program" or "TIA program" er "Symbol file" 

CAPS 

Click to 

open 

Select program El X 

1 dick 

OPC UA Editor Manual 

0 example 1 - CPU 416 57 

example 2 - 55 CPU 103U 

example 3 - CPU 300 TIA 16 

example 4 - CPU 1200 TIA 16 

example 5 - Server — Server connection TIA 16 

ä...Lki CPU 416 TIA 16 Server - Server 

_2 CPU 416 TIA 16 Server - Server 

example 6 - Project, CPU 1500 CPU 1200 connection 

example 7 - multi CPUs 57 

example 6 - 2x CPU 312 57 

0-..11 example 9 - modbus connections 

Multi CPU's 416 Master TIA 

merk 
2 

Path: 11A:\OPC UA Editor Manual\ example 5 - Server —Server connection TIA 16\ CPU 416 TIA 16 Server 

3 tonfirm,

OK Cancel I Halp I 
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2.5.4 Offline program assignment 

The Assign program command is used to open the Program 

Selection dialog box. 

 

Select the PLC program in the Select program 

dialog box. Clicking the Plus symbol in front of 

the TIA symbol of the PLC project, the PLC 

program (CPUs) is displayed in the project. 

 

 

Note: 

Opening a TIA project can take some time. The TIA project must 

be opened in the background with the SIEMENS support 

software TIA Openness. 

To adopt the PLC program, the TIA software with the TIA Openness 

support software must be installed on the PC and the user of the PC 

must be member of the administrator in the group. 

It is essential to ensure that the software versions match. 



Open 7IA project A:10PC UA Editor Manual\example 5 - Server - Server conne... X 

Starteng TIA Openness, 

El Open 11A project A:\ OP C UA Editor ManuaT\ example 5 - Server - Server conne... X 

Opening project A:\OPC UA Editor Manual\example 5 - Server -Server connection T1A 
16\CPU 416 TIA 16 Server - ServenCPU 416 TIA 16 Server - Server.ap16. 

Open TIA project AA,OPC UA Editor Manual\example 5 - Server - Server conne... X 

Reading device information. 

IM 
Open 7IA project A:10PC UA Editor Manual\example 5 - Server - Server conne... X 

Translating device Server - Server, 

Cancel 

In  Open 11A project AJ\OPC UA Editor Manual\example 5 - Server - Server conne... X 

Copying project data to a temporary Folder. 

EI Open 11A project A,1.0PC UA Editor Manuahexample 5 - Server- Server conne... X 

Reading project data. 

111 

Cancel 

rzi example 5 - Server- Server connection.opu - OPCUAEdit ❑ X 

Eile Edit Melo 

aäo C.) 
Projed v 41 X 

G  X d6qä t 
6-111) IBHLinkU 

.2-0 Variables 

rk 

Pmjectj ge Server Certificates 

E Name ol the control 

Name PLC416 

E Offline program assignmen 

Program ype TIA program 

Program path A:10PC UA Editor Manual1example 5 - Server - Server connection TIA 161CPU 416 TIA 16 Server - Server1CPU 416 TIA 16 Server - Server.ap16 

Station name Server - Server 

0 Online connection 

Protocol S7 TCP/IP 

Most narna / Address 192.168.1.10 

Targe module position Target modul at the same rack 

Rack number 0 

Slot numter 2 

CAPS NUM 

 Chapter 2 IBH OPC UA Editor - Configuration Examples Page  2-47  

 

TTI   Trans Tech International© 2020  IBH Link UA   Training 
 

The SIEMENS support software TIA Openness is started in the 

background. If an error occurs see chapter 1, Special features 

when selecting TIA projects page 1-16. 

Several notices are displayed. 

 

 

 

 

 

 

 

 

 

 

Listed transferred program 

In the right part of the project window information about the Offline 

program assignment are displayed. 

 

2.5.5 Define variables as OPC tags 

Click Variable to list the variables / data (data blocks) of the PLC 

program in the right part of the project window. 

The existing variables are displayed by clicking the plus symbol in 

front of the variable area symbol. 

The variables of the data block AirConditionerValues [DB 22] 

should be selected as OPC tags by clicking. 

If a variable is selected, it is adopted as an OPC tag and displayed in 

the lower part of the window with additional information.  



2-2 t 

IBH_Link_UA 

1±1...E3 PLC416 

.̀.5_J 

111 

® example 5 - Server — Server connection.opu - OPCUAEdrt ❑ X 

File Edit Help 

i 41 
1 

1321[ E. ü EZ= 
611) Program variables 

6..E1 F (Flag) 

6.a AirConditionerValues (DB 22) 

merk 1  [....E111 Temperature : Real //Temperature externeal OPC UA Server 

•• .....ml] TimeStamp_Temp : Date_And_Time //Temperature Time Stamp 

.....13 E Status_Temp : DWord //Temperature Status 
marked variable 1.....rj E TemperatureSP : Real //Temperature Set Point externeal OPC UA Server 
(OPC tags) 1.....0 E TimeStampSP : Date_And_Time //Temperature Set Point Time Stamp 

1.....rj E StatusSP : DWord //Temperature Set Point Status 
1..... 13 E Currentlime_TimeStamp : Date_And_Time //External Server Current Time 
1.....rj E Currentlime_Status : DWord //External Server Current Time Status 

l-D CounterData (DB 2) 

1....41$ Generic 

4;2 Projectj ge Server I Certificat.. 

2i, X .)6 elehäb,  91

Name Address PLC type Leng... Origin Access OPCtype Comment 

11 AirConditionerValues.Temperature DB22.DBD 0 Real 4 Program RW Float Temperature externeal OPC UA Server 

11 AirConditionerValues.TimeStamp_Temp DB22.DBX4.0 Date_And_Time 8 Program RW Date-firne Temperature Time Stamp 

11 AirConditionerValues.Status_Temp takea as DB22.DBD 12 DWord 4 Program RW Ulnt32 Temperature Status 

11 AirConditionerValues.TemperatureSP OPC tags DB22.DBD 16 Real 4 Program RW Float Temperature Set Point externeal OPC UA Server 

11 AirConditionerValues.TimeStampSP DB22.DBX 20.0 Date_And_Time 8 Program RW Date-firne Temperature Set Point Time Stamp 

11 AirConditionerValues.StatusSP DB22.DBD 28 DWord 4 Program RW Ulnt32 Temperature Set Point Status 

11 AirConditionerValues.Currentlime_TimeStamp DB22.DBX 32.0 Date_And_Time 8 Program RW Date-firne External Server Current Time 

11 AirConditionerValues.Currentlime_Status DB22.DBD 40 DWord 4 Program RW Ulnt32 External Server Current Time Status 

CAPS NUM 

'3erver 

Server 
Alk 

I/O warning : failed to load external entity -file:/// 
C:NA_Server_Beispieljuanodesetimport.xml-
*************************************************** 
Server opened endpoints for following URLs: 

opc.tcp://TTi-Ye11ow:48011 
*************************************************** 

Press x to shutdown server 
*************************************************** 
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AirConditionerValues [DB 22] selected OPC tags 

 

2.5.6 Start external OPC UA server 

Double-click the UA Server icon to start the external OPC UA server 

program (from UnitedAutomation). It simulates 

several air conditioning and heating systems (air 

conditioner, furnas) and provides operating data 

(temperature, time value, etc.) as OPC UA tags. 

External OPC UA server (air conditioning and heating systems) 

 

The external OPC UA server has the endpoint URL:  

   opc.tcp://TTi-Yellow:48011 

Since there is no name server (DNS server), the absolute endpoint 

URL must be used: 

   opc.tcp: //192.168.1.10: 48011 

2.5.7 Adding a server 

There are two options to add an external server. This can be done 

via the IBH Link UA or using the IBH OPC UA Editor. 



113H LmleUA OPc .1L 

C) C 

0 

192.168.1.14/7_, /ope_dient In IM 0 :4 0

Network 

Security 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

OPC Client) 

Diagnostics 

MQTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

ceeeeceed Servs 

Add Server Add variable to read 

IIIIIIIIBHsofte 

Upload client XN1L configuration Download client XML configuration 1 Delete client configuration 

roP
, of a computer wich discovery service running 

c.tc12,/, 

Publishing interval [ms] 500 Synchroneous read 2 Usernarne (lease emply for non.): Passwein (leave empty for none) 

esrver meine. redenim Dr1 sBoni ty ordiry 

um:TTIVELLOW: UaServereppe)714ELLOw spe //192 http //codoundaten orgNA/SecurePohevaiBas4256 0 

VaServereppaPMvELLOw ope //192 http //opdoundaten org/U4MecurePohevidNone 

Sign 

um erTI-VELLOW:... UaServereppe)71-YELLOw opc tcp //192 http //codoundaten orgNA/SecusteohevaiPasse254 SignAndEncrypt 

UaServereppep-MYELLOW spe tep //192 lettp //cmcfounclation orgNA/SecurityPolicyt/Basic25.65ha256 Sign 

um erTI-VELLOWL. UaServereps0712(ELLOW spe tep //192 lettp //opcf oundation orgNA/SecurityPolicyteasic25.65ha256 SignAndEncrypt 

= 

Rernete aemer senlaute details 

Cornmon Name: UsGersereppMT021 

Organisation: Organization 

Organisation (MS Und 

Locelity. LocationName 

rate: 

Country: DE 

Valid from 201604-01 

Vaild 2021-M-31 

Application URI urnG11-1:UmfiedAulemation UaServerCpp 

Encryption strength RSA5HAZ26- 20413 Bit 

The caralcata ha sah 

• CL. 18 H Link UA DPC Client X 

-2 

12 

— 0 

192.158.1.14/7_ , /opc_client O tr 

1131 OPC server o funninry 

Network 

Security 

Certificates 

10PC Client 

Diaonostics 

togou Update password 

Donnerted Servers 

uri-221-YEILOW:UnifieclAutemationiUaServerCpp (opritcpi//192.169.1.2, 4901) Good (Ou0000020) Securitylocilicyffflone 

lcAdd Server I Add variable tB read 1 erinnert variable I J L2g J Uplead dient XML configuration downlead client XML eratlgd 

[Eleteeteeteenfiguration 

HR CD 0 X 0 E 

No read variables are edded 

1 

reu -Server sonnertion.opu - DPOMEdit 

File Edn BeI

1E3 147 

X e'  .26 

ala PLC416 
b-LP Variables 

miste 

IE N l th er !sonneehen 

Name I9H Link UA 

o Server address 
Bett narre i Addre. 1921691.14 

Nem sem,  honnerGone 

Ness control... 

Propedies... 

cid modbus configuration... 
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2.5.8 Option 1: Adding a server via the IBH Link UA 

In the IBH Link UA web browser window OPC Client click Add 

Server. Enter the endpoint URL opc.tcp: // 192.168.1.10:48011. 

Click the icon and select the Security Policy.  

 

 

For the data transmission Security Policy None were selected. 

 

The server - UaServerCpp (opc.tcp: //192.168.1.10: 48011) is 

connected. The status of the external OPC UA server is good. No 

read variables are added. 

Add external data 

Right-click on IBH Link UA in the IBH OPC UA Editor and execute 

the Add external data ... command. 

  



IBH OPC UA Editor 

LI1 ' Take over current configuration of external data from serve9 

, 'BHlink UA? 

 --=" 

' CO nflrmi

Yes No 

ri example 5 - Server- Server connection.opu - OPCUAEdit ❑ X 

File Edit Help 

eqe 
Project IX X 

eirc X i -i_- 
IBH_Link_UA 

PLC416 

Variables 

1±1..214 External data 

Connected Servers 

'td 
....j> Variable transfer 

User-defined variables 

MQTTconfiguration 

mark 

MProject Server 1 Certificates 

8 Name of the server connection 

Name Curn:TTI-YELLOW:Unifiecgutomation:UaServerCogj 

8 Server address 

Host name /Address 192.168.1.10 

Port 48011 

URL opc.tcp:11192.168.1.10:48011 

Inverse connection No 

8 Security settings 

Security policity None 

Message mode None 

8 Authentication settings 

Login 

Session name 

Anonymous 

8 Othor oattinge 

L 
HUH 

exampie 5 - Server -Server connection.opu - OPCUAEdit 

File Edit Help 

eig Gtä A 

ti101 PLC416 

Variables 

right dick 

O Name of the meiner eannection 

Name IBH Link UA 

O Server address 

Host name /Address 192.168.1.14 

1 New server connection... 
New control... 

Propeities... duck 

Add external data... Mr 

i Add ITIOdbuS configuration... 

I
Import... 

Export... 

IBH OPC UA Editor 

LITake over current configuration of external data from server 
EH Link UA? \,. 

Ygs 

(confirm eiek

No 
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Clicking on Add External Data… opens the IBH OPC UA Editor 

dialog box. 

 

If the external server UaServerCpp (opc.tcp: //192.168.1.10: 48011) 

has already exists in the IBH Link UA, you can click the Yes button in 

the opened dialog box. The configuration of the external server (OPC 

tags, names etc.) is transferred into the IBH OPC UA Editor. 

OPC server adopted as external data 

 

2.5.9 Option 2: Add server via the IBH OPC UA Editor 

The server - UaServerCpp (opc.tcp: //192.168.1.10: 48011) - does 

not exists in the IBH Link UA web browser window / OPC client. 

 

Clicking on Add External Data… opens the IBH OPC UA Editor 

dialog box. Click the No button to close the dialog box. 

 



® example 5 - Server - Server connection.opu - OPCUAEdrt ❑ X 

File Edit Help 

E2 ee 
Project X 

r r G , 

sei IBH_Link_UA 

6110 PLC416 

.P Variables 

ä..14 External data 
right dick  

...* Variable transfer _ New external server connection... 

User-defined variables Delete server connection... dick)

LAD MQTT configuration Properties... 

Server name Server address UA resource name 

Pro -tl 12a Server 1 Certificates 

External server connection X 

Name of the server connection: 

Server address:  

Host name or IP address 

r URL 

AirConditioner 

192.168.1.10 

Port: \.48011 

Iopc.tcp://192.168.1.10:48011 

e nter 1 

Select endpoint. 

cl k 

r Security settings. 

C Basic128Rsa15 

Basic256 

Ba5iC5ha256 

C' Aes128511a256Rsa0aep 
Aes256Sha256RsaPss 

-Message mode. 

r Signatur 

r Signature and Encryption 

Inverse connection: 

r Connect invers Properties... 

Login: 

(4 Anonymous 

User name and password 

Vser name:

Passwort: I 

Publishing intervall (ms) 1500 

Variables formal: 'Compact 

tonfirm 

OK 

r 3rore 

Synchroniged reading 

z eiopen 1 select) 

ancel I Help 

Select endpoint... 
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New external server connection – configuration  

The New external server connection command opens the dialog 

box to configure an OPC UA server to reading variables. 

 

The connection data to the external server – Air Conditioner –  

(IP address 192.168.1.10: 48011) must be specified. 

 

Select end point 

By clicking the Select endpoint button, a 

connection to the specified OPC UA server 

is established. If the connection is successful, possible encryptions of 

the data to be transmitted are displayed for selection in the opened 

dialog box.  



Endpoints of Discovery Server opc.tcp://192.168.1.10,49011 X 

http:Uopcfoundation.orgILIAISecurityPolicy#Basic256 
http:ifopefoundation.orgiUA/SecurityPolicy*Basie256 
http:ifopcfoundation.orgiLIA/SecurityPolicfflasic256Sha256 
http: gopcfoundation.orgiLIA/SecurityPolicynasic2565ha256 

Certificate: 

select 

Connection. 

Sign 
SignAndEncrvpt 
Sign 
SignAndEncrypt 

2048 Bit 
2048 Bit 
2048 Bit 
2018 Bit 

Name: 

Croanization: 

Organization unit: 

Location: 

Country 

[UaServerCpp@TTI-1 Endpoint URL: 

Application URI: 

Domain narre: 

IP address: 

I opc.tcp://TTI-YELLOW:48011 
I Organization I urn:TTI-1:UnifiedAutornation:UaServerCPP 
[unk I 111-1
[Loc.etimlerne 

—Certificate settings, 

2tate: DE Encryption strength: Bit

Signature algorithm: SH6256 

The certificate is valid Valid from: 1 01.04.2016 14:46:29 
Valid until: 31.03.2021 14:46:29 

confirm 

OK Cancel Help 

Ei example 5 - Server— Server connection.opu - OPCUAEdit 13 X 

File Edit Help 

T A 
•xi:j IBH_Link_UA 

PL C416 

' Variables 

1±1-134, External data 

Connected Servers 

1... AirConditioner 
1•••-* 
1•••-•e Uyer-defined variables 

MQTTconfiguration 

Variable transfer 

O 
merk 

IM Project Server I Certificates 

.AirConditioner 

Source : 0 

171..e IBH_Link_UA 

CIA% 
l-  Objects 

l-  BuildingAutomation 

Ch•ge AirConditioner 21 

Q Humidity : Double 
Q HumiditySetpoint : Double 

I 1••••.Q PowerConsumption : Double 

I 1••••. Q State : Boolean 

Q State : Boolean 

StateCondition 

G, Temperature : Double 

11.• Q TemperatureSetPoint : Double 

$•••e AirConditioner_10 

1±1-44 AirConditioner_2 

AirConditioner_3 

merk 

Destination : IBH_Link_UA::IBH_Link_UA.PL  Remove all child connections... 

8-( IBH_Link_UA 

6.. PLC416 

F (Flag) 

Ch•1211 AirConditionerValues (DB 22) 

.•••• Q TimeStamp_Temp Date_And_lime //Temperature Time Stamp 

.•••• Q Status_Temp :DWord //Temperature Status 

.•••• Q TemperatureSP : Real //Temperature Set Point externeal OPC UA Server 

.•••• Q TimeStampSP : Date_And_lime //Temperature Set PointTime Stamp 

.•••• Q StatusSP : DWord //Temperature Set Point Status 

.•••• Q Currenflime_limeStamp : Date_And_lime //External Server CurrentTime 

••
•'

• 

• 

• 

L•••• Q CurrentTime Status : DWord //External Server CurrentTime Status 

Ch•Irl CounterData (DB 2) 

1.12 Generic 
1±I:ä1 UA Nodes 

AirConditioner 

Donnert variable 
dicklaelee 

Connect variables (standard para meters) 

ig ht dick 4 
• 

mark 

3 

Source server Source variable Destination server Destination variable Data type Source name 

CAPS NUM 

Source server Source variable Destination server Destination variable f Data type 

QI AirConditioner Temperature IBHLink_U.A. Temperature 

Connected variable 

Source name Destination name Status 

Double / Float AirConditioner_ITemperature IBH_Link_UA.PLC416.AirConditionerValues.Temperature 
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The desired security procedure for the data exchange between the 

IBH OPC Editor and the OPC UA server (IBH Link UA) must be 

specified. 

 

2.5.10 Variable transfer - define source and target variables 

 

The OPC UA variable connection is adopted by marking the source 

and target variables and then clicking the Connect variable 

command (standard parameters). The connection is displayed. 

 

The Connect variable... command opens the Parameters for 

reading the variables dialog box. The ID of the variables, the names 

and data types are displayed here. Sampling interval, queue entries 

and possibly the index area can be adjusted. 



Parameter for reading the variables 

Source variable. 

Variable ID: I AirConditioner_1.Temperature 

Display name: I Temperature 

Data type: I Double 

5ampling interval [ms]: 1000 

Queue entrias: 

Indexrange, 

adjust settings 
Red oldest gueue entrias 

—Destination variable. 

Variable ID: I IBH_Link_UA.PLC41.6.AirConditionerValues.Temperature 

Data type: I Haat 

Indexrange, 

 confirm 

OK Cancel Help 

22 61 ri3.. 

21-12,40 

2
4414 

in Venable, 

E4.0 Connectetl Servers 

-* Variable Imsfer 
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Soutoo 244 2 totoot2,22, DestmatIon server Destmabonvanable Data type spur ce name DestInetIon narne ..'-
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e" PLC416 

X 9 Name of the aerver connection 

■ New Server connedion... 
Variables 

li1-1341 External data 

Conneeted Servers —I—
Transfer sereded contrguration to the GPC LIA Server 

Read complete configuration from OPC LV, Server— click)

113H_Link_UA 

192.168.1.14 

Variable transfer 

?rif User-defined variable 

MATT configuration 

New control. 

I report—

Export 

, yf  Praied Server 123 Certificates 

9 Other geltolga 

Variables formal 

TIA 16 server - seiver 

Compact 

Name of the server connection 

CAPS NUM1 
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If the connection of a variable (value) has been done, the time stamp 

and status of the source variable are offered. 

Variable links 

 

2.5.11 Transferring the configuration to the OPC UA server 
(IBH Link UA) 

A right click on the Server icon (IBH Link UA) opens the context 

menu. 

  



Trans,er configuration tothe server 

of connection 

—n 

Clos 

0 

Name of Ne server connection i Transfer i Status 

113H_Link_UA 100 % Server k being restarted 

Name of the server connection 

IBN Lmk_uI 

Transfer LSULu5 
100% [Transfer successful I 

Start an Help 

• YY IBH Link UA - OPC CIimt X

0 C 

Network 

Security 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

(OPC Client) 

Diagnostics 

MQTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

— 

0 ä 192.168.1.14/?_=/opc_client 

Logou 

Connected Servers 

Update pasmord 

III \ m B X 0 E 

• • • 

Status 

urn 1416 IBH iopc tcp 1010) Good 

V IQ um:TTI-YELLOW:UnifiedAutomation:UaServerCpp (opc.tcp1/192.168.1.10:48011) 

EVI•AirCanditionerl.Temperaturej
▪ urn:ithlinkua_001416:18Hsoftec:IBHLinkUA (opc.tcp://192.168.1.14:48010),IBH_Link_UA.PLC416.AirConditionerValues.Temrerature 

V• AirConditionerl.Temperature.TimeStamp 

▪ u m :ibblinkua_001416:18Hsoftec:IBHLinkUA (opc.tcp://192.168.1.14:48010),IBH_Link_UA.PLC416.AirConditionerValues.TmeStamp_Temp 

VO AirConditionerl.Temperature.Status 

▪ u m :ibblinkua 001416:18Hsoftec:IBHLinkUA (opc.tcp://192.168.1.14:48010),IBH_Link_UA.PLC416.AirConditionerValues.Status_Temp 

PIM AirConditionerl.TemperatureSetPoint 1 

▪ u m :ibblinkua_001416:18Hsoftec:IBHLinkUA (opc.tCp://192.168.1.14:48010),IBH_Link_UA.PLC416.AirConditionerValues.TemreratureSP 

V• AirConditionerl.TemperatureSetPoint.TimeStaMp 

▪ u m :ibblinkua_001416:IBHsofteCIBHLinkUA (Opc.tcp://192.168.1.14:48010),IBH_Link_UA.PLC416.AirConditionerValues.TrneStampSP 

VO AirConditionerl.TemperatureSetPoJntSta• 
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111111111111softec 
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The command Transfer Selected Configuration to OPC UA Server 

command opens the Transfer Configuration to Server dialog box. 

Select the server IBH Link UA and then click Start. The configuration 

is transferred to the IBH Link UA. Successful transfer is displayed. 

 

The successful transfer is displayed. 

If a certified data exchange between the IBH OPC Editor and the 

IBH Link UA has been selected, the exchanged certificates must be 

trusted (see chapter Trust certificate, Chapter 1, page 1-40). 

2.5.12 Displaying the links 

The connections are displayed in the IBH Link UA web browser 

window OPC Client. 

 

In the IBH Link UA web browser window Siemens Slots, the CPU 

(PLC416) connected via the IBH Link UA is listed with the OPC tags 

data block AirConditionerValues [DB22] selected in the IBH OPC 

UA Editor. 



■ 011 IBH Link - Siemens slots ❑ X 

192.1 68.1.14/7,/opc_slots CD A:4 0 
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TemperatureSP 
TimeStampSP 
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DeviceHealth 

Delete slot I  Delete all I Load OPC Editor Project Save OPC Editor Project 
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IIIIIIIIBHsoftec 
wwwibhsoflec.com Contact Wiki 

IBH Link UA 
embedded OPC UA server / ehe. 
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OPC S‚2,et Logout Update password 

ID 
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Connection narre 

Q - PLC416 

Clear diagnose 

Client diagnostics 

Address 

192.168.1.10:102 

Network diagnostics 

Time Source 

15.8.2020 9:22:12 PLC 

Error number 

co o
quad-cor 

Error Text 

Connection established (6E87 416-3ER05-0ABO) 
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Variable transfer 

ärji UA Nodes 
Port 

URL 

48010 

opc.tcp://192.168.1.14:48010 

Inverse connection No 

O Security settings 

Security policitp None 

Message mode None 

O Authenticaltion settings 

Login Anonymus 

Session narre example 5 - project: CPU 416 TIA 16 server server 

O Other settings 

Variables formet Compact 

T;Project gserver 123 Certifi... 
C,PS NUM 
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Siemens slots - Project CPU 416 TIA 16 server - server 

 

The browser window Diagnostics displays the status of the 

connection IBH Link UA – PLC / CPU 300 TIA 16. 

 

2.5.13 OPC UA server information online 

Information from the OPC UA server connected online with the 

PLC416 are displayed. 

IBH Link UA 

  



E3 example 5 - Server - Server connection.opu OPCUAEdit EI X 

eile echt ilelp 

L Ee A Ae 
Source server Source variable Destination server Destination variable Data type tValue 

:Fe 1BHLinkLIA urn:TT1-YELLOW:UnifiedAutomation:UaServerCpp Temperature 1131-1LinkUA Temperature Double / Float 71.9896 

PLC416 urn:TT1-YELLOW:UnifiedAutomation:UaServerCpp Temperature.TimeStamp 161-1LinkUA limeStamp_Temp DateTime 2020-08-15,0:04:26.85E 

AirConditionerValues urn:TT1-YELLOW:UnifiedAutomation:UaServerCpp Temperature.Status 161-1LinkUA StatusTemp StatusCode / Ulnt32 0 

urn:TT1-YELLOW:UnifiedAutomation:UaServerCpp TemperatureSetPoint 161-1LinkUA TemperatureSP Double / Float 72 
merk 

UA Nodes urn:TT1-YELLOW:UnifiedAutomation:UaServerCpp TemperatureSetPoint.TimeStamp 1BH_Link_UA TimeStampSP DateTime 2020-08-15T09:22:12.892Z 

urn:TT1-YELLOW:UnifiedAutomation:UaServerCpp TemperatureSetPoint.Status 161-1LinkUA StatusSP StatusCode / Ulnt32 0 

urn:TT1-YELLOW:UnifiedAutomation:UaServerCpp CurrentTime 161-1LinkUA Currentlime_limeStamp DateTime 2020-08-15T10:04:26.856Z 

urn:TT1-YELLOW:UnifiedAutomation:UaServerCpp Currentlime.Status 161-1LinkUA CurrentlimeStatus StatusCode / Ulnt32 
corthitiorrly 
updated 

C2 Project (Server Certific... 

CAPS NUNI 

111 example 5 - Server— Server connection.opu - OPCUAE dit 0 X 

Eile Edit nein 

DCA 43)0 
Server mr, e X 

O. 

IBH_Link_UA 

PLC416 

AirConditionerValues 

Variabletr 

UA Nodes 
rk 

MProjed Eiserver 

Data type 

Double / Float 

DateTime 
StatusCode / Ulnt32 
Double / Float 
DateTime 
StatusCode / Ulnt32 
DateTime 
StatusCode / Ulnt32 

'711.7896 

2020-08-15T10:12,23.967Z 
0 
72 
2020-08-15T09:22:12.892Z 
0 
2020-08-15T10:12:23.967Z 
0 corlikuously 

updated 

Source nanu 

AirConditioner_LTemperature 

AirConditionerLTemperatureTimeStamp 
AirConditioner_LTemperature.Status 
AirConditioner1.TemperatureSetPoint 
AirConditioner_LTemperatureSetPointTimeStamp 
AirConditioner_LTemperatureSetPointStatus 
2258 
2258 Status 

Destination name 

IBH_Link_UA.PLC416.AirConditionerValues.Temperature 

IBH_Link_UA.PLC416.AirC an dito ne rValu es TimeStarnp_Tern p 
1BH_Link_UA.PLC416.AirConditionerValues.Status_Temp 
1BH_Link_UA.PLC416.AirConditionerValues.TemperatureSP 
1BH_Link_UA.PLC416.AirConditionerValues.TimeStampSP 
IBH_Link_UA.PLC416.AirConditionerValues.StatusSP 
113H_Link_UA.PLC416.AirConditionerValues.CurrentTimeTirneStamp 
1131-1_Link_UA.PLC416.AirConditionerValues.CurrentTimeStatus 

CAPS NUlul 

im example 5 - Server— Server connection.opu - OPCUAEdit D X 

Eile Edit Help 

(5' 
Server X Name Data type Status .,<cess -.)Node Value name 

IBH_LinkUA QI CurrentTime_Status Ulnt32 &OK RW 0 IBH_Link_UA.PLC416.AirConditionerValues.CurrentTime_Status 

.1111 PLC416 01 CurrentTime_TirneStamp Date-Time &OK RW 2020-08-15T101 6:14.660Z IBH_Link_UA.PLC416.AirConditionerValues.CurrentTirne_TimeStarnp 

'•••••E g.irConditionerValues QI StatusSP Ulnt32 &OK RW 0 IBH_Link_UA.PLC416.AirConditionerValues.StatusSP 

Variable transfer 

1±1.:2 UA Nodes 
rk 

QI Status_Temp 
EI Temperature 

Ulnt32 

Float 

&OK 

&OK 

RW 

RW 

0 coidinuonsly 

71.9948 updated 
IBH_Link_UA.PLC416.AirConditionerValues.Status_Ternp 

IBHLink_UA.PLC416.AirConditionerValues.Temperature 

111 TemperatureSP Float &OK RW 72 IBH_Link_UA.PLC416.AirConditionerValues.TemperatureSP 

TimeStampSP Date-Time &OK 0W 2020-08-15T09,221 2.892Z IBH_Link_UA.PLC416.AirConditionerValuesTimeStampSP 

QI TimeStamp_Temp DateTime &OK RW 2020-08-15,01 6:14.660Z" IBH_Link_UA.PLC416.AirConditionerValues.TimeStamp_Temp 

Project Server p9 Certiticates 

CAPS NUN 

CPU 416 TIA 16 Server - Server I, Server - Server [CPU 416-3 PNIDP] I, Program blocks ► AirConditionerValues [DB22] — X 

_ Keep a ot 

AirConditionerValues 
Na Ire 

ual values Wal Snapshot 

Data type Offset 

1 -e.I1 Static 

2 .0 • Temperature Real 0.0 

3 • TimeStarnp_Temp Date_And_Time 4.0 

4 • Status_Temp DWord 12.0 

5 13 S . TemperatureSP Real 16.0 

6 13 • TimeStampSP Date_And_Time 20.0 

7 -eLl • StatusSP Mord 28.0 

3 -£1 • CurrentTime_TimeSta... Date_And_Time 32.0 

9 .43 • CurrentTime_Status DWord 40.0 

- 

Copy snapshots to startvalues Lt_ 

Start value 

0.0 

DT#1990-01-01, 

16#0 

0.0 

DT#1990-01-01, 

16#0 

DT#1990-01-01, 

16#0 

onitor value 
continuousiy 
uprlate4 

71.97913 

DT#2020-08-15-1 Eu11140240 

1E40000_0000 

72.0 

DT#2020-08-15-09222212.892 

1E40000_0000 

DT#2020-08-15-10:13240.340 

L16#0000_0000 

Cornrnent 

Temp ereure externe& OPC LIA Server 

Temperature Time Stamp 

Temperature Status 

Temperature Set Point externeal OPC 

Temperature Set Point Time Stamp 

Temperature Set Point Status 

External Server Current Time 

External Server Current Time Status 
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Show variable transfer 

Mark Variable transfer to display the status of the OPC tags in the 

right server window. The status of the OPC tags is updated 

continuously. 

 

 

Status – Data block AirConditionerValue [DB 22] 

 

2.5.14 Status – AirConditionerValue [DB 22] – CPU 416 TIA 16 
Server - Server 

 



• D.i. Automation ',Expart - The OPC Unified Architecture Client - NewProject. ❑ x 

File View Server Document Settings Help 

DWIDO — i(e4,A 
Pro. 14 X Data Access View 

111 Project 

91 Servers 

4> IBHLinkUAC.ibhlinkua-SC-14 

v Documents 

zig Data Access View 

iddress Space 

9 No Highlight 

X 

Root 

Objects 

> 4 Client 

> 4 DeviceSet 

> MD, 

> Modbus 

PLCs 

v 4 PL0416 
Q DeviceHeaith 

0 DeviceManual 

DeviceRevision 

HardwareRevision 

Manufacturer 

0 Model 

4 Programs 

ä AirCondrtionerValues 

r> . CurrentTime Status 

> CurrentTime JimeStamp 

> StatusSP 

> Status_Temp 

> C Temperature 

> TemperatureSP 

> TuneStampSP 

5 
p Tip omr teeSt, at ymp pe Te m p 

0 RevisionCounter 

0 SerialNumber 

0 SoftwareRevision 

> 44, Tasks 

4 Server 

▪ Slots 
▪ Stations 

4 Types 
> eti Views 

4 

6 
7 
8 

▪ Server 
BHLinkUAt>ib... 
BHLinkUA@ib... 
BHLinkUAC.ib... 
13HLinkUA@ib... 
BHLinkUAIDib... 
BHLinkUAeb... 
BHLinkUACHb... 
BHLinkUA@ib... 

Node Id Display Name Value Datatype Source Tunestamp Server Tnnestamp Statuscode 
NSetimdiel__ CurrentTime Status 0 UInt32 12:40:43.151 12:40:43.704 Gooc 
NSebinolle,— Currentlime_TimeStamp 2020-08-15T10:42:58.141Z Datenne 12:42.58119 12:42:58.254 Gooc 
NS41Strinol181-1_... StatusSP 0 UInt32 12:40:46.725 12:40:47.205 Gooc 
Metangl.__ Status_Temp 0 UInt32 12:40:47.972 12:40:48A56 Gooc 
NS4IStrincillF31-1_... Temperature 71.9844 Float 12:42:58.119 12:42:58.254 Gooc 
Metnmill.__ TemperatureSP 72 Float 12:40:51.421 12:40:51.708 Gooc 
NS4IStrinrylIBH_... TuneStampSP 2020-08-15109:22:12.892. Datelime 12:40:53.279 12:40:53.459 Gooc 
N IStrinolIBH_... limeStamp_Temp 2020-08-15T1 0:42:58.141Z DateTune 12:42:58.119 12:42:58.254 Gooc 

Drag & Drop 

Data Access View 

Display Name 
1 CurrentTime Status 
2 Cu rrentTim m eStarr, 
3 StatusSP 
4 Status_Temp 
5 Temperature 
6 TemperatureSP 
• TimeStampSP 
8 TimeStamp_Temp 

Value 

0 
2020- 08-15T11:21 :30.5002 
0 
0 
7'1.9.8 
72 
2020- 08-15T09:22: 12.8922 
2020-08-15T11:21:30.5002 

coatintiotusly 
updated 

Datatype 

U 1 nt32 
D ateTune 
UInt32 
UInt32 
Float 
Float 
Datelime 
Datellme 

Source Timestamp 
13:15:26.036 
13:21:30.440 
13:15:28.872 
13:15:30.735 
13:21:30.440 
13:15:33.587 
13:15:34.558 
13:21:30A40 

Data Access View 

4 

Server 

BHLinkUMP ib hl in kua -5C-14 
.LinkU.AlD ib hl km -SC-14 
BHLinkUAQ ib 111 in kiia -SC-14 
BHLinkU.AZO ib 111 in km -SC-14 
BI-ILinkUM ib 111 in km -SC-14 
BHLinkUA@ib 111 in kLia -SC -14 
BHLinkU.A(D ib 111 in kua -SC 14 
B1-11.inicUMD ihblinkla-SC-14 

Hode Id 
NS41StrinolIBH_Link_UAPLC416.AirConditionerValues.Currentrime_Status 
NSetrinel.J. ink_UA.PL C416.AirCon ditionerVal ues.0 urrentllme_TimeStamp 
NIS4IStrinq IIBH_LinkjJA.PL C416.AirConditionerValties.Statu sSP 
NS41Strinall8H_Link_UA.PL C416.AirConditionerValues.Status Temp 

kNS41StrinalIBH_Lin_LIA.PL C416.AirConditionerValues.Tempirature 
NS:115M', 11BH_Link_UA.PL C416,AirCondirtionerValues.TemperatureSP 
NS41StringlIBH_Link_UA.PL C416.AirConditionerValues.TimeStamp9 
Mdl.ring C416.AirCon ditionerVal ties.TuneStamp_Ternp 

Display Name 
Cu rrentTime_Status 
Cu rrentlime_Tim eStamp 
StatusSP 
Status_Temp 
Temperature 
TemperatureSP 
TimeStam pSP 
TimeStarnp_Ternp 

• Unified Automation UaExpert - Ihr OPC Unilied Architecture Client - NewProject. D 

File View Server Document Settings Help 

Dw000l.- xe4.A 
Project 15, x Data Access View 

v 31 Project 
eg Servers 

UaServerCpp@TTI-YEL LOW 
Documents 
31 Data Access View 

Address Space 151 x 

efr I No Hoffight 
Root 

Objects 
MildingAutomation 

•••• 4 AirConditione, 
a Humidity 

> 4 StateCondition 
5  .10 Stop 

C al Temperature 
. • TemperatureSetPoint 

> rjrlr AirConditioner_10 

> äl Demo 

4  Server 
> 4 AlarmsNoNodes 

> 4 SeiverRedundan, 
ServerStatus 

5 BuildInfo 
> 4.1 Current-Time 
> secondsr inshutdan, 

[ Data Access View 

Server Node Id Display Name 
UaServerCp... N53IString1AirCond. . Temperature 
UaServerCp... NS3IStringlAirCond... TemperatureSetPoint 
UaServerCP NS0INumeric1225$ CurrentTime 

Drag & Drop 

Value 
71.973975 
72 
2020-08-15T1049:01.402 

Datatype Source Timestamp Senrer.nestarnt) Statuscode 
Double 12,49,00.774 12,49,00.774 Good 
Double 11:22:12.892 1247:25.961 Good 

ateTime 1249:01.408 1249:01A08 Good 

[ Data Access View 

Server Node Id Display Name 

'I UaServerCppeiTT1-YELLOW rilS3IStrimilAirConditioner j.Temperature Temperature 
2 UaServerCppüTT1-YELLOW res3IStringlAirConditioner j.TemperatureSetPoint TemperatureSetPoint 
3 UaSeryerCpp3TT1-YELLOW 1,1Selurrieric12258 CurrentTime 

Display Name 

1 Temperature 
2 TemperatureSetPoint 
3 CurrentTime 

Value 

71.98959 
72 
2020-08-15TI '111 48.6627 

  contnitiously ' 
tup(latetl 

Datat,,pe 

Double 
Double 
D ateli 

Source Timestamp 

13:11:48.662 
11:22:12.892 
13:11:48.662 
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2.5.15 UaExpert - Data Access View 

With the external OPC server connected information about the 

external OPC server are displayed in the UAExpert program window 

Data Access View. 

Use Drag & Drop to display the variables CurrentTime, Temperature, 

TemperatureSetPoint etc. in the Data Access Viewer window. 

Server – IBH Link UA  

 

Server – UaServerCpp (Air conditioner)  

  



PLC_1500 
IBH Link UA PLC 1200 

Ethernet-Bus 

IP Address 
192.168.1.29 

1 
IP Address 

192.168.1.14 

IP Address 
192.168.1.16 

PLC_1200 [CPU 1211 C DCIDC/DC] I, Prograrn blocks ► ReceivedValues [DB10] — ü X 

1 

etP _ 
ReceivedValues 

9, --=i Keep actual values ge Snapshot kef 

Name Data type Offset Stark velue Comment 

I ,1[1 5tatic 

2 -U • Ohl_l 500 Boo' NI  0.0 il .se Counter il counting 1504 

:3 • MinValue1500 Irrt  2.0 13 Minimum count 1500 

4 -.0 • telaWaluel 500 Int 4.0 3 Maximum count 1500 

5 Ja • CounterValue1500 Irrt 6.0 3 Counter value1500 
6 9 • CounterStatusl 500 Ceford 8.0 16+40 Counter status1500 

7 «U • CounterTimeSnmp String 1 2.0 Counter Time Stemp 
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2.6 Example 6 - CPU 1500 / CPU 1200 (Server – Server 
Connection) 

A CPU 1211C with a TCP / IP port is connected to a CPU 1511-1 

PN, which is also a TCP / IP port. 

2.6.1 Device configuration project CPU 1500 - CPU 1200 

The data from a CPU 1500 and CPU 1200 are exchanged. 

 

2.6.2 Exchanging variables 

Variables of the PLC 1200 data block CounterValues [DB 5] are 

transferred into the PLC 1500 data block ReceivedValues [DB 10] 

for further processing. 

Variables of the PLC 1500 data block CounterValues [DB 5] are 

transferred into the PLC 1200 data block ReceivedValues [DB 10] 

for further processing. 

PLC 1200 data block ReceivedValues [DB 10] 

 

The values are read from the PLC 1500 as OPC tags. The status of 

CounterStatus1500 should also be transferred for monitoring 

purposes.  



... 1500 - C:PU 1200 1 PLC_1500 [C:PU 1511-1 PN] ► Program blocks ► ReceivedValues [DB10] — X 

ReceivedValues 
Narre 

II., r. Keep ct  a Ua I Snapshot Copy snapshots to startvalues ► Va ues met "4. 

Data type Offset startvalue Comment 

••• Static 

2 -eiA • ON1200 ! Sod 

n

Ei 0.0 falle Counter is counting 1200 

3 -(2 • hilinValue1200 Int 2.0 i Minimum count 1200 

4 -U • MaxValue1200 Int 4.0 i i Maximum count 1200 

5 -to • Countervalue1200 Int 6.0 Counter value 1200 

6 ,42 • CounterStatusl 200 Celo rd 8.0 16#0 Counter status !200 

7 -53 • CounterTimeStamp1200 Date_And_Time 12.0 DT# 1 990-01-U1-M:03M Coi.ante r Time Stamp 1200 

711 '1, 
71-71 PC IJA Editor 

dick 

Project 2 7- Server Certificates —3-, • 

Untitled - OPCUAEdit 

File 

mied 

Edit 1 Help 

New server connection 

dick)_ 
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The TimeStamp of CounterValue1500 cannot be accepted directly. A 

CPU 1200 does not recognize the data type Date_And_Time. 

A conversion of Date_And_Time into data types that the CPU 1200 

understands could take place in the PLC integrated in the  

IBH Link UA. 

PLC 1500 data block ReceivedValues [DB 10] 

 

The values are read from the PLC 1200 as OPC tags. The status 

and the TimeStamp of CounterStatus1500 should also be 

transferred for monitoring purposes. 

 

2.6.3 Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to 

open the program window.  

 
 
 

 

Open the Project window by 

clicking on the Project tab.  

 
 
 
 

Open the New Server 

Connection dialog box with 

the New Server Connection 

command from the Edit menu 

or by clicking the icon.  

Note: 

The S7 communication - GET and PUT (allow access via PUT / 

GET by remote partner) in the program of the CPU1200 and the 

CPU 1500 must be activated. 

The IBH Link UA Server cannot access DB variables in an optimized 

data block (DB) of an S7-1200 CPU / S7-1500 CPU. 



Ei Server connection properlies 

Name of the server connection: 

—Server address: 

• Host name or IP address 

Port: 

IBH_Link_UA 

192.168.1.14 

148010 

• URL J opc.tcp://192.168.1.14:48010 

Select endpoint... 

—,uLut ILK 2GV-11193§ 

(7; None 

• Basic128Rsa15 

Basic256 

• BasicSha256 

• Aes1285ha256Rsa0aep 

Aes2565ha256RsaPss 

— Message mode: 

Signatur 

C Signature and Encryption 

—Inverse connection. 

Connect invers Properties... I 

Login: Dci. Anonymous 

• User name and password 

User name: 

Passwort: r Stare 

Session Name: 

Variables formet: 

tonfirm 

OK 

roa—
example 6: CPU 1200 connecl 

!Compact 

Cancel Help 

example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit ❑ X 

File Edit Help 

, 
Project v 41 X 

t Xbü 5= t 
ej

mark 

PProject Server 1 Certifi... 

E Name of the server connection 

Name IBH_Link_UA 

E Server address 

Host name / Address 192.168.1.14 

Port 48010 

URL opc.tcp://192.168.1.14:48010 

Inverse connection No 

O Security settings 

Security policity None 

Message mode None 

E Authentication settings 

Login 

Session name 

Anonymous 

example 6: CPU 1200 connected to CPU 1500 TIA 16 

E 0 ther settings 

Variables format Compact 

CAPS NUM 
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The new server connection setup was explained in example 1 (see 

chapter 2, page 2-3. 

 

The settings for the connection to the IBH Link UA OPC UA server 

are displayed in the right part of the project window. 

 



example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdrt 0 X 

File Edit Help 

DCA eee 
Project o x 

x 
right dick 

C1 Name of the server connection 
Name IBH_Link_UA 

0 Server address 

Host name / Address 

1 New server connection... 
New control... 

Rroperties... dick) 

Add external data... 

Transfer selected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import... 

Export... 

ZI Project Server 1 Certifi... 

192.168.1.14 

48010 

opc tcp11192.168.1.14:48010 

No 

None 

None 

Anonymous 

example 6. CPU 1200 connected to CPU 1500 TI.6. 16 

Compact 

NUM 

Ei New control X 

]1-tost name / IP address: I 192.168.1.29 

Protocol

C 57 TCNIP Pack number: 

[Control name: [PLC_1500 

Position of the target module. 

II Slot number: 1 2

Target modul at the rack 

e Via MPIMP subnet accessible rack 

MPIIDP address of the target CPU; 

▪ v;.- T(Pi7 0  r.= -t,

TCP1IP address of the target CPU; I 0 . 0 . 0 . 0 

• Via HI f:Liou.tt a ..er,2;132 

H1 address of the target CPU: 100.00.00.00.00.00 

Subnet 16: 11-1= 1000Ö 

(• 57 200 TCP1IP 

r - 57 1200 TCP1IP 

• p7 1500 TCP1IP 

OK 

an in) 

2 Cancel 

ti

Own TSAP: 10100 

PLC TSAP: 10101 

dick:1171'1

Test connection.... Help I 
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2.6.4 Inserting a New control (PLC) 

The New control command from the context menu (or menu Edit / 

New control) opens the dialog box New control to specify the access 

to the control (CPU). 

 

New control dialog box – PLC_1500 

  



Test connection.... 

IBH OPC UA Editor X 

The connectlon to the PLC PLC_I500 has been successrully 
tested. 

confirm 

0 

12-TU 

confirm 

OK Cancel I Test connection.... Help 

Projekt 

PLC_1500 naht dick 

i  Variables 

n New control X 

')Host narr e il IP address: I 192.168.1.16 

—Protocol: 

C 57 TCP/IP 

(.' Control narre: PLC_1200 

Rack number: 

Position of the target module.  

Slot number: 2 

Target modul at the same rack 

r tlia rAPI/DP subnet accessible rack 

MPIIDP address of the karget CPU: 

r via TCP/IP Subriet accessible rack 

TCP/IP address of the target CPU: I 0 . 0 0 . 0 

via HL f,ubnet acces9bie rack 

H1 address of the target CPU: 100.00.00.00.00.00 

Subnet ID:1 000C . 0000 

C 57 200 TCP/IP 

C: 57 1200 TCP/I) 

r 57 1500 TCP/IP 
confirm 

OK 

2 

Cancel 

0100 Own TSAP 

PLC TSAP: 1

click 1 

Test connection.... 

010 

Help 

Test connection.... 
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Test connection 

After completing the New Control dialog 

box, the connection to the online connected CPU can be tested. 

Information about the successful connection is displayed. 

 

 

To accept and close the New control dialog box settings click on OK. 

Two CPUs in the project.  

Right-click on the Server ... icon (IBH 

Link UA) and select from the context 

menu the New Control command to 

open the New Control dialog box again. 

New control dialog box – PLC_1200 

 

Test connection 

After completing the New Control dialog 

box, the connection to the online connected CPU can be tested. 

Information about the successful connection is displayed. 



IBH OPC LIA Editor 

• The connection to the PLC PLC_1200 has been successfully 
tested. 

coirMm 

OK 1: 

— r- 37-1Utrcrrcrre- -

confirm 

OK Cancel Test connection.... I Help 1 

EI example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit ❑ X 

File Edit Help 

Project v 4 X 8 Name of the control 

Name GIM:31 
e X '1` Uttline program assignment 

9.-tej IBH_Link_UA R ogfam type No program assignment nght eile t& 
PLC 1500 Prooram_path 

L tim Variables Delete 

PLC_1200 Cut 

Variables Copy ('S71500 TCP/IP 
SS 192.168.1.29 

Insert 
click 0100 

Assign program.... 0101 

Update program assignment.... 

Properties... 

M Project Server 11 Certificates 

CAPS NUM :, 

Click to 
open 

LI Select program ❑ X 

171.-ILJ OPC UA Editor Manual 
1 e... example 1- CPU 416 57 
I 0 . example 2 - 55 CPU 103U 
I 0... example 3 - CPU 300 TIA 16 
1 I I... example 4 - CPU 1200 HA 16 

i 1 example 5 - Server -Server connection TIA 16 
. 1;1- example 6 - CPU 1500 CPU 1200 connection 

I(a W r  12 CPU 1500 - CPU 1200 
m PLC 1200 

Path: 

Eil 
12:1/3 

PLC_1500 

example 7 - rnulti CPUs S7 
example 8 - 2x CPU 312 S7 
example 9 - rnodbus connections 
Multi CPU's 416 Master TIA 

A:\OPC UA Editor Manual\example 6 - CPU 1500 CPU 1200 connectionl. 

— 2(conrirm) 

OK I Cancel I Help 
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To accept and close the New control dialog box settings click on OK. 

2.6.5 Program assignment 

The OPC variables from the project are to be assigned to the two 

CPUs. 

Program assignment PLC 1500 

The Assign program command from the context menu opens the 

Program selection dialog box. 

 

Select the PLC program in the Select program 

dialog box. Clicking the Plus symbol in front of 

the TIA symbol of the PLC project, the PLC 

program (CPUs) is displayed in the project. 

  



Open TIA project A:\OPC UA Editor Manual\ example 6 - CPU 1500 CPU 1200 c... X 

Starting TIA Openness. 

IMME 
In Open TIA project A:\OPC UA E «dor Manual\ example 6 - CPU 1500 CPU 1200 c... X 

Opening project A: \ OPC UA Editor Manual \example 6 - CPU 1500 CPU 1200 
connection \ CPU 1500 - CPU 1200.ap16. 

ri Open TIA project A:\OPC UA Editor Manual\ example 6 - CPU 1500 CPU 1200 c... X 

Lranslating device PLC_150j 

Cancel 

EI example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit lin EI X 

Eile Edit tlelp 

IAH 
reri nfO Name of the control 

xa642.e, t 
IBH_Link_UA 

PLC1500 

iP Variables 

PLC_1200 

Variables 

Project Server 1 Certif... 
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The SIEMENS support software TIA Openness is started in the 

background. If an error occurs see chapter 1, Special features 

when selecting TIA projects page 1-16. 

Several notices are displayed. 

 

 

 

 

 

 

Transferred 1500 PLC program 

In the right part of the project window information about the Offline 

program assignment are displayed. 

 

Program assignment PLC 1200 

The Assign program command from the context menu opens the 

Program selection dialog box. 
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Select the PLC program in the Select program 

dialog box. Clicking the Plus symbol in front of 

the TIA symbol of the PLC project, the PLC 

program (CPUs) is displayed in the project. 

 

The SIEMENS support software TIA Openness is started in the 

background. If an error occurs see chapter 1, Special features 

when selecting TIA projects page 1-16. 

Several notices are displayed. 

 

 

 

 

 
 

Transferred 1200 PLC program 

In the right part of the project window information about the Offline 

program assignment are displayed. 
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2.6.6 Define variables as OPC tags 

Clicking Variables lists the variables / data (data blocks) from the 

PLC in the right part of the project window. 

Clicking the Plus icon in front of the variable area symbol displays 

the existing variables. 

If a variable is selected, it is adopted as an OPC tag and displayed in 

the lower part of the window with additional information. 

Define PLC_1500 variables as OPC tags 

Clicking Variables lists the variables / data (data blocks) from the 

PLC in the right part of the project window. 

Not all variables were defined as OPC tags. 

 

Define PLC_1200 variables as OPC tags 

Not all variables were defined as OPC tags. 
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2.6.7 Add external data 

With the next steps the variables of the PLC_1200 and PLC_1500 

defined as OPC tags are connected... 

Right-click on IBH Link UA in the IBH OPC UA Editor and execute 

the Add external data ... command. 

 

Clicking on Add External Data… opens the IBH OPC UA Editor 

dialog box. 

 

Only the OPC tags defined in the IBH OPC UA Editor (PLC_1500 

and PLV_1200) are to be used, the opened dialog 

box must be confirmed with No. 

2.6.8 Variable transfer - define source and target variables 

The OPC UA variable connection is adopted by marking the source 

and target variables and then clicking the Connect variable command 

(standard parameters). 

Variable links: source – PLC_1500       target – PLC_1200 
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The Connect variable… (standard parameters) command takes 

over the connection of the marked variables directly. 

The command Connect variable… opens the dialog box Parameter 

for reading the variables. The name, type and ID of the variable are 

displayed here. Sampling interval, queue entries and index area can 

be influenced. 

OPC tags from the PLC_1500 data block CounterData [DB5] are 

transferred to the PLC_1200 data block ReceivedVelues [DB10]. 

If a variable (value) has been connected, the status and the time 

stamp belonging to the source variable are offered to be connected. 

 

The source OPC tags CounterValue1500/TimeStamp and 

Count1500 are not connected. The connections are displayed in the 

lower part of the right project window. 

 

Variable links: source – PLC_1200       target – PLC_1500 

OPC tags from the PLC_1200 data block CounterData [DB5] are 

transferred to the PLC_1500 data block ReceivedValues [DB10]. 
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The source OPC tag Count1500 is not connected. The connections 

are displayed in the lower part of the right project window. 

 

2.6.9 Transfer configuration to the OPC UA server  
(IBH Link UA). 

A right-click on the Server icon (IBH Link UA) opens the context 

menu. 

 

The command Transfer Selected Configuration to OPC UA Server 

command opens the Transfer Configuration to Server dialog box. 

 

 

 

 

 

 

 

Select the server IBH Link UA and then click Start. The 

configurations (PLC_1500 / PLC_1200) are transferred to the IBH 

Link UA. Successful transfer is displayed. 

If a certified data exchange between the IBH OPC Editor and the IBH 

Link UA has been selected, the exchanged certificates must be 

trusted (see chapter Trust certificate, Chapter 1, page 1-40).  
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2.6.10 IBH Link UA web browser window 

The connections are displayed in the IBH Link UA web browser 

window OPC Client. 

IBH Link UA - Siemens Slots – PLC_1500 / PLC_1200 

 

The browser window Diagnostics displays the status of the 

connections IBH Link UA – PLC_1500 and PLC_1200. 
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Name 19H_Link_UA 

III Server address 

Host name L AddrEs 

Port 

LIBL 

Inverge connection 

13 Security sellings 

Security policE None 

Menage mode Pore 

Authentication xettings 

Login Anonymeus 

Session name example 6 CPU 1200 connected In CPU 1500T1A16 

Olher selhngs 

Variables formal 

192168 1 14 

49010 

opc E152 1681 14 48010 

No 

Compact 

CAPS NU 

• example fi. CPU 1500 - CPU 1200 connedion.opu - DPCUALdit — ❑ 

File Edit Help 

5. 

13:fl3 ,,„„e „,„ Sturer variable Destination server Destination variable Data type Ualue 

13.13 IBH_Link_UA 

E PLC1200 g 
Count ng0N1500 

minN51500 

BH_Link_LIA 

91-I LinkUA 

ON_1500 

MinVelue1500 

Bo clean 

Int16 

eue 

100 

E PLC_1500 Ida:Nal 500 BEI_Link_UA felecdfal251500 Int16 8000 

CounterVelue1500 BH_Link_UA CounterValue1500 1n616 7905 continteusly 

, cal OA Node CounterValue1500.setas BHLekLIA Counter9atu51500 Statuscode / UI nt32 updated 

QI IBHLinkUA Counling0N1100 BH_Link_LIA 0N1200 Boolean true 

IBH_Link_LIA MinNo1200 BH_Link_lin. MinValue1200 I nt10 1000 

MadN21200 BH_Link_LIA Max1/alue 1100 Int16 10000 

g CaunterValue1200 BHLinkUA Co untenel an 1200 Int16 4900 

nkLA Countenla bei 200.Status BH_Link_UA Co ante rStatu s1200 Sten sC ode /1_11nt52 

QI IBH_Link_LIA Countentalue1200.TimeSemp BH_Link_20 Co ante rTi m eStam p1200 D ateTi me ‘ 2020-08-1771744003400 . 

MProje Tis er Certificates • 
CAPS NUM , 
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IBH Link UA - browser window OPC Client 

Connections specified the IBH UA Editor are displayed in the web 

browser window OPC Client. 

 

2.6.11 Online OPC UA Server Information 

Information from the online connected OPC UA server with the online 

connected CPUs are displayed. 

IBH Link UA – PLC_1500 – PLC_1200 

 

Variable transfer – PLC_1500 – PLC_1200 

Click Variable transfer. The variables (OPC tags) are displayed in the 

right server window with their status. The status of the OPC tags is 

updated continuously. 

  



El example I5. CPU 1500 - CPU 1200 connedion.opu - °Pauknfit - 

Elle keit H elp 

Server 

p-'1€ 

13-M1 PLC 1200 

2Q PLC_1500 

.3421JA Node 

P X 

IM Pro] ect Server nettleares 

urc  me 

BHEL ie n ka IJA. PL 01500,C ounterD ata 

PELL in k UA.PLC l 500.0 ounternata 

BH LinkIJA.PL D1500.n ounterData 

131-1_LInk_UA.PLC_15C0sCounterl)rta 

BH_L In k_UA, P LUSO/Go u nterData 

PELL in k_UA, P LCE120C.CounterData 

BH LinkIJA.PL 200.nounterDatv MIn N 51200 

BH LinkIJA.PL D1200.n ounterData.MaxNo1200 

BH LinkIJAPL 01200,C ounterData.0 ounterVa lu e1200 

131-1 Link IJAPLC1200,CounterDatiCounterValue1200.Status 

131-1 L in k_IJA.PL D1200.0 ounternabC ounterV5 l u 5120011 m eSta mp 

Counting0N1500 

5,1 in N 51500 

.Max No1500 

.Countertfa loel 500 

ounterVa l u e1500, Status 

Counting 0111200 

Destination name 

NEL in k_IJAPL 0_1200,ReceivedValues.ON_1500 

H _Link_IJA.PLD_1200.ReceivedValuesIlinValue1500 

BH in k IJA.PL D1200.Re e evedValues.MaxVolue1500 

BH_L in k_IJA.PL D_1200.Ree e vedValue>.Cou nte 55a lue 1500 

HI in k_IJAPL C_1200,Re c e ivedValues.CounterStatus 1500 

HI_ in k_UA, PL 0_1500,ReceivecIValuesoN1200 

H L in k IJA.PL 1 500.Ree e ivedValu es.lvlinVolue1200 

RH in k IJA.PL D1500.Re e evedValues.MaxVolue1200 

HLink IJAPLC1500,RecevedValues,Countervalue1200 

NEL in k-UA, PLC 1500,Re c e ivedValu es CounterStatus 1200 

RH in k_IJA.PL D1500.Re c e ivedValu es.DounterTirne Sta rnp1200 

CAPS NUM 

Undied Automation UaExped - The DPC Unified Architedure Client - NewProjed' - 
Eil View .ei ei Pesci, . 5sos 

D OLEIE e 
Bet 

X i. 
6x Proiect 

9 Project Display Name vmo, oatarype Source limestamp Server limestanw Statuscode 
v d Server 

191UnkUAlibli a 14 
8HtinWA... NSIStringlIGH.L A PLC _um.. 

NSillStringlIBH _MA 
Count1200 
CounterValue1200 

nue 
7535 

Boolean 9:55:48.42.2 955n9Me 400 
9:5934.138 Good 

9 Documents BHnnkUA-
8HtinWA... 

N541String1101.1.L PLC 130._ 
NSigtrin118.H.L Max 

Countin90111200 
o 

nue 
1000) 

Boolean 
Int16 

9:55:51.44-
95553,02 

9:55:52.065 Good 
95553.565 Good 

9 Data Access View BHunkL N541StringlIBH.LiiirVA PLC 130.. MmNo1200 1000 Int16 95655,02 95655.565 Good 
BlernWA... NSigninn118.H.Linl VA PLC 120._ CounterStatus1500 Ulnt32 95559439 95559.567 Good 

edd 5 N541StringlIBH.Liiir oA PLC um.. CounterTimeStamp Sung 95600261 95600.818 Good 
NSignm118.H.Linr i.rA PtC.:1200... 
NL Snn01011p,d PICJ200... 

CounterValue1500 
Ma.Value15.00 

3053 umnmau* 
8000 todsed 

Int16 
Int16 

95933.715 
956,06.046 

95933.888 Good 
956,04.569 Good No _114. 

NSignin118.H.Linl VA PLC 120._ 
NSIIString11814.1.iii1 1.11PLC 

MmValue1500 
ON_1501) 

100 
true 

Int16 
Boolean 

95605.118 
93606358 

956405.820 Good 
95607.071 Good Ö Pool 

lib Objects NSignm118.H.Linr i.rA PLC 150._ Count1500 true Boolean 9:57:06385 9:57:07.081 Good 

> Client N541Stnni1101.1.1.mlUA PLC )500... CeunterValue150 2568 Int16 95933.828 95944.13e Good 

> A Devica4 BHLmkUA_. 
NSignin118.H.Linl VA PLC 150._ 
N5.115trin91I8H.LinlUA PLC 150.. 

Courmn90N1500 
M3.1,101500 

true 
8000 

Boolean 
Int16 

9:57:10412 
93711.645 

9:57:10.836 Good 
93712.338 Good 

> 4, AMT! BHUM.UA... NSignin118.H.LinlUA PLC 150._ MinNo1500 100 Int16 95114.414 95714.589 Good 

> A Madam UA-
BHUM.UA... 

N5415trin91113N.I.mlUA PIC 
NSignin118.H.Linr VA.2  PLC 1504_ 

Counter5tatufI200 
Counterlimeearnp1200 

0 
2020{617117;5933.3872 

Uln132 
Datelim. 

9.571&586 
959:33.817 

93719.339 Good 
95933.888 Good 

BarnIKUA... N5.115trin988N.I.m10A PI.C.1500... Countervalue1200 5961 Int16 93933.715 0:50:33.sas Good ?4 PLC 1204 81-11v0UA... 
BHHnkUA-

NSigtrinnlIBH,Linr 2.1A 
N541StringlIPH_Liiii i/A PLC. i4.:.. 

 Mai MinNalue1200 
Value1.200 

10000 
1000 

Int16 
1nt16 

954524417 
93725.677 

5,57124.590 Good 
957126310 Good 

u.cealth 

DXa 

0 Model 

Programs 

CounterData 

• Count1200 

CounterValue 

▪ Counting0N1200 
ManNo1200 
MinNo1200 

ReceivedValues 
• CounterStatus1500 

CounterTaneStamp 
▪ CounterValue1500 

MaxValue1500 
MmValue1500 

▪ ON_15011 
b Supportedlype 

) i  lisk 
[v4 PtiC)500 

9 PevneHealth 
0 Model 

v 4 Progra 
V

CountDOO 
▪ CounterValueI500 

Courmng0N1500 
MuNo1500 

▪ MinNo1500 
rv b RecervedValues 

• CounterStatus1200 

▪ CounterlimeStamp1200 
Countervalue1200 
MaxValue1200 

▪ MmValue1200 
el 0111200 

) SupportedType 
0 IleminCounter 
0 SenalNumber 
0 Softwarelkenron 

) 14. Taflo 
> 4nrve
> B slot, 
> Stanons 

> 0 Types 
> ü Views 

Drag & Dro 

/1 

r 

Display Name 

Count1200 
CounterValue1200 3994 Int16 
Counting0N1200 true 
MaxNo12n0 8000 
MinNol 200 
CounterStatusl 500 0 
CounterTim eStamp 
CounterValue1500 5188 
MaxValuel 500 8000 Int16 

Value Datatype Source Timestamp 

true Boolean 11:21:24.163 
11:23:09.731 

Boolean 11:21:28.044 
Int16 11:21:30126 

100 Int16 11:21:32.094 
11:21:49.555 
11:21:51.237 
11:23:09.148 
11:21:55.508 

UInt32 
String 
Int16 

PLC 1200 

OPC tags 

MinValikiel 500 
%1/40N_1500 

Display Name 

Count1500 
CounterValuel 500 
CountincrON1500 

x:Nn1500 

100 Int16 11:21:57.121 
true Boolean 11:21:58.405 

Va u e 

true 
399 
true 
R000 

KjiJric7.1.§-66 100 
CounterStatus1200 0 
CounterTmeStamp1200 2020-08-18T09:51:17.286Z 
Countervalue1200 3983 
MaxValue1200 10000 
M inValue1200  100 
ON1200 falle 

Datatype Source Timestamp 

Boolean 11:29:55.088 
Int16 11:51:19.3M 
Boolean 11:29:59.145 

11:30:00.418Intl li 
Inn 43 11:30:03.144 
Ulnt32 
DateTim e 
Int16 
Int16 11:47:55.522 
Int16 11:48:16.687 
Boolean 11:30:16.825 

11:30:06.624 
11:51:18.708 
11:51:18.708 

PLC_1500 

OPC tags 
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The source names and the target names of the variable transfer are 

also displayed. 

 

2.6.12 UaExpert - Data Access View 

With the IBH Link UA OPC and the PLCs PLC_1200 / PLC_1500 

connected, information about the OPC tags are displayed. With drag 

& drop the OPC tags are pulled into the Data Access Viewer window. 

  



CPU 1500 - CPU 1200 ► PLC_1200 [CPU 1211C DGTICIDC] r Program blocks ► CounterData [DB5] — 

Keep actualvalues Snapshot ei Copy snapshots to start values : ► 

CounterData 
Name 

1 -z3 

Data type Offset Start value - Monitor va lue Comment 

Static 

t2 0.0 

2.0 

4.0 

4.1 

6.0 

1000 

10090 

leise 

false 

0 

100 

8000 

TRUE 

TRUE 

13% 

minimum counter reading (number) 

maximum Counter reading (number) 

2 • • MinNo1200 —1 Int 

3 • 

4 • 

5 • 

6 • 

MaXN01200 

Countl 200 

Counting0N1200 

CounteNalue1200 

Int 

Bool 

600l 

Int 

Counter is counting 

Enable counting 

CounteNelue 

CPU 1500 - CPU 1200 ► PLC_1200 [CPU 1211C DCIDODC] ► Program blocks ► ReceivedValues [DB10] • X 

n Reep actual values Snapshot e 41,. Copy snapshots to start values Qk. .. 
ReceivedValues 

Name Data type (Offset 1Startvalue Monitor value Comment 

Static 

Ei 0.0 false TRUE Counter is counting 1500 2 • 01,121500 Bool 

n3 •:3 • MinValue1500 Int 2.0 0 100 Minimum count 1500 

4 -a • MaxYalue1500 Int 4.0 0 8000 Maximum count 1500 

5 • CounterValue1500 Int 6.0 0 3594 Counter value1500 

6 < • CounterStatus1500 DWord 8.0 1640 16#0000_0000 Counter status1500 

7 -a • c.unterTimeStamp Strin g 12.9 I " Counter Time Stamp 

CPU 1500 - CPU 1200 ► PLC_1500 [CPU 1511-1 PN] I, Program blocks ► CounterData IDB51 .X 

e e Keep actual values Snapshot e Copy snapshots to start values 

CounterData 

Name 
1 ▪ Static 

• MinNo1500 

W14401500 
Count1500 

Counting0N1500 
CounterValue1500 Int 

Data type 

Int 

Int 
Bool 

8001 

Offset Start value Monitor value Comrnent 

Z 0.0 1000 100 minimum counter reading (number) 

2.0 10000 8000 maximum counter reading (number) 
4.0 false TRUE aff Counter is counting 

4.1 leise TRUMM - Enable counting 
6.0 0 741 CounterValue 

CPU 1500 - CPU 1200 PLC_1500 [CPU 1511-1 PN] Program blocks ReceivedValues 108101 

1 
Keep actual values a Snapshot 8.4. Copy snapshots to startvalues tr" 

ReceivedValues 

Name 

1 1.ED Static 

2 *1E1 • 

3 ED • 

4 «O • 

5 «O • 

6 «O • 

7 EM • 

ON1200 

MinValue1200 

MaWalue1200 

Countervalue1200 

CounterStatus1200 

CounterTimeStamp1200 

Data type 

Bool 

Int 

Int 

Int 

DWord 

Date_And_Time 

Offset Start value 

13 0.0 

2.0 

4.0 

6.0 

8.0 

12.0 

Monitor value Comment—

false FALSE 

O 100 

O 10004.11-

O 48881. 

1660 16#0000_0000 

DT#1990-01 -01-00200200 DT#2020-08-18-09259216.331 

Counter is counting 1200 

Minimum count 1200 

Maximum count 1200 

Counter value 1 200 

Counter stetes !200 

Counter Time Stamp 1200 
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2.6.13 PLC-Status  

PLC_1200 data block CounterData [DB5] 

 

PLC_1200 data block ReceivedValues [DB10] 

 

PLC_1500 data block CounterData [DB5] 

 

PLC_1500 data block ReceivedValues [DB10] 

 

  



55-CPU r - 

S7-CPU-1 

57++ 1 

Ethernet-Bus 

S5-CPU-2 

Switch 

th net-Bus 

Ethernet-Bus 

57++ 

57-CPU-2 

Ethernet-Bus 

Ethemet-B 

IBH Link UA 

8i 

CPU 4 
Maste16r 

Ethernet-Bus 

IBH Network settings 

1 IAH Network seHings 

File Stations IBH Links Options Help 

r
Station: 

Station Name 

Master CPU 67-416 local 
PLC2 -CPU 312-IBH Link 37++ 
PLC_2-CPU 312-IBH Link 57++ 
PLC_3 IBH Link 35++ CPU103 
PLC_4-113H Link 55++ CPU941 

Address 

192.160.1.10 
192 168 1.12 1099 
192 168 1.171099 
192.166.1.13:10010 
192.168.1.19.10010 

—Sekir-1gs 

New station Change station 1 Delete station 

IBH Link 57 I IBH Link 55 I IBH Link 35++ I Language

  Search and configure IBH Link 57, Plus, 57++ and 57++ 
Dose 
 BIS devices. 
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2.7 Example 7 – Exchanging data between several S7 / 
S5 CPUs 

On a system with three (3) S7 CPUs and two (2) S5 CPUs, data 

should be exchanged with one another. An S7 CPU with an Ethernet 

connection acts as a master and is connected to the IBH Link UA via 

a switch. The other CPUs have no Ethernet interfaces and are 

connected to the IBH Link UA via IBH Link S7 ++ or IBH Link S5 ++, 

via the switch. The master makes data available for all CPUs, these 

give information to the master. 

 

2.7.1 CPU 312 connection via IBH Link S7++ 

The IBH Link S7++ is an Ethernet converter. The 

standard TCP / IP protocol is used. The user benefits from 

all the advantages of Ethernet without any problems. 

The use of Simatic Net and the use of a CP 

communication processor is not necessary on either the PC or the 

PLC side. 

Configuration of the IBH Link S7 ++ 

Open the IBH Network settings dialog box to 

deactivate the option Configuration with NetPro/TIA. 

  



7n

IBHL inks in the local network X 

— Found IBHLinks. 

MAC Address J Type Serial Number 1 IP Address Station name 

30.5A-3A-57-2E-1C IBH57PLC 0 192.168.1.10 Master CPU 57-416 local 
00-02-A2-49-64-C6 IlL5OMPI 66361 192.1613.1.17 PLC_2-CPU 312-IBH Link 57++ 
50-2D-F4-1C-04-3C IBHLNKUA 5145 192.168.1.14 mal k one after the othel 
00.02-A2-21-56-03 NL50MPI 25208 192.168.1.12 PLC 1-CPU 312-IBH Link 57++ 

r Configuration via Router 

OK Settings 

1 Firmware 

VO. 000 
V2.168 

V2.168 

0.0.0.0 

Search again Search IP range I Help 

IBHLink settings - 00066361 MAC: 00-02-A2-49-64-C6 

Network MPI/Profibus 1 Time synchronisation 1 firmware 1 21 iagnostijiti 

Address settings: 

Network name: IBH Link 674.4. 17 

IP-Address: 192 . 168 . 1 . 17 Static 

Subnet mask: 

Gateway: 

255 . 255 . 255 . 0 r DHCP 
r Boot-P 

192 . 168 . 1 . 17 

r IBHNet polt (Port 1099 is always active): 

Authentification 

Username: 

Password: 

Options 

ladmin 

Change password

r Configuration with NetPro/TIA 1 
-  

r Disable Webserver 
deactivate

snece for both IBH Link S7... 

Reboot Cancel 

IBHLink settings - 90066361 MAC: 00.02-A2-49-64-C6 X 

MPI/Profibus 1 Time synchronisation 1 Firmware 

— Network status 1 Diagnostics 

Test 

Station address: 

L iliagnostics Station 2_12_1 

ILifelist OK 

dick 

1 10 

Bus parameters: 
Baudrate: 187.5 HI itis 
Tslot_Init: 100 
Max. Tsdr: 60 
Min. Tsdr: 12 
Tset: 1 
Tnr ri n MPI-Mresse CPU 

MPI-Adresse 
IBH Link ST++ 

A 

—Bus Modes 

0 1 2 3 4 5 G 7 13 

0rrr rrrrr 
rrrrrrrrrr

9 

r 

12orrrrrrr 

dick 
2 

11 

rrrrrrrrr 
12 13 14 15 16 17 18 19 

rrrrrrrrrr
Key 
r Station passive 
N7 Station active 

p.errnanenrly Reboot 1 Cancel 
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Deactivate the option Configuration with NetPro / TIA 

 

IBH Link S7++ MPI addresses 

Diagnostics are available to show the MPI bus parameters and the 

MPI addresses in use. 

  



SotCUC 
IBH PC UA. Edit

dick)

.....1Prs3ject Server ET. Certificates 

Erl Untitled - OPCUAEdit 

File 

a e 
Edit Help 

New server connection 

jtija17(
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2.7.2 PLC programs 

The S5 / S7 CPUs programs count value until MaxValue is reached. 

Then the Value is counted down until MinValue is reached. This up 

and down counting is repeated continuously. 

The master PLC OPC tag Control_ON enables the counting. The 

master PLC specifies the numerical values MaxValue and MinValue 

for each CPU. Each CPU reports back the current counter Value and 

counting active (Controlling_is_ON) to the master PLC. 

The programs are in the STEP® 7 - SIMATIC Manager format for the 

S7 CPUs and in S5 for Windows® (STEP® 5) for the S5 CPUs. 

IP addresses / PLC programs of the devices used 

Device IP / MPI address 

IBH Link UA  192.168.1.14 

CPU 416 Master            

PLC project / program: 

Multi CPU’s 416 Master / CPU 416 Master 

192.168.1.10 

S7 PLC 1 – [CPU 312]     

PLC project / program: 

Multi CPU’s S7 PLC_1 / S7 CPU 1 

IBH Link S7++ on the S7 PLC 1  

192.168.1.12 

MPI- address IBH Link S7++: 10 

MPI- address CPU: 2 

S7 PLC 2 – [CPU 312] 

PLC project / program: 

Multi CPU’s S7 PLC_2 / S7 CPU 2 

IBH Link S7++ on the S7 PLC 2 

192.168.1.17  

MPI- address IBH Link S7++: 10 

MPI-address CPU: 2 

S5 PLC 3 – [S5 CPU103] 

PLC program: Multi CPUs S5 PLC_3.S5P 

IBH Link S5++ on the S5 PLC 3 

192.168.1.13 

S5 PLC 4 – [S5 CPU941] 

PLC program: Multi CPUs S5 PLC_4.S5P 

IBH Link S5++ on the S5 PLC 4 

192.168.1.19 

2.7.3 Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to open 

the program window.  

 
 

Open the Project window by clicking on 

the Project tab.  

 

Open the Server Connection dialog box with 

the New Server Connection command from 

the Edit menu or by clicking the icon.  



El Server connection properties X 

Name of the server connection: 

Server address: 

Host name or IP address 

Port: 

IBH Link LA 

1192.168.1.14 
6148010 

URL 1 opc.tcp://192.16$.1.1.4:48010 

—Security settings. 

t; None 

Select endpoint... 

• Basic128Rsa15 

C Basic256 

✓ Basic5ha256 
( Aes1.285ha256PsaCeep 

✓ Aes2565ha256RsaPss 

—Login, 

—Message mode. 
r 5ignatur 

( Signalure and Encryption 

Inverse connection. 

r Connect invers Properties...

Anonymous 

(' User nasse and password 

User narre:

Passwort: I r Store 

Session Name: 1 1 example7: Multi CPU's 57 

Variables Format: 

confirm 

OK 

'Compact 

Cancel I Help I 

example 7 - multi CPUs S7.opu - OPCUAE 'et El X 

Fik Edit Help 

gäo 0 
O Name of the server connection 

Name IBH_Link_UA 
X i4i) t O Server address 

Host name / Address 192.168.1.14 merk 
Polt 

URL 

48010 

opc.tcp:11192.168.1.14:48010 

Inverse connection No 

O Security settings 

Security policity None 

Messaye Inude Num 

O Authentication settings 

Login 

Session name 

Anonymous 

example7: Multi CPU's S7 

8 Other settings 

Variables Format Compact 

gi Server 1 Certificates 

CAPS NUI 
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The new server connection setup was explained in example 1 (see 

chapter 2, page 2-3. 

Server Connection dialog box 

 

All necessary settings are shown. The possible encryptions of the 

data to be transmitted are displayed. The example is using the 

security method None. By clicking OK the content of the dialog box 

is saved and closed. 

The settings for the connection to the IBH Link UA OPC UA server 

are displayed in the right part of the project window. 

  



Ei example 7 - mulhti CPUs Sl.opu - OPCUAEdit EI X 

File I Edit I Help 

Project 

New server connection
dick 

New control 

X A LA or 
IBH_Link_UA 

right dick) 

New server connection... 

3If the server connection 

IBH_Link_UA 

EJ Server address 

Hast namei Address 
Prr 

Neun 

Properties... dick 

Add externe' data... 

ill

Transfer selected configuration to the OPC UA Server..,, 

Read complete configuration from OPC UA Server... 

Import... 

Export... 

Project II Server Certifi... 

192.168.1.14 

48010 

opc.tcp:.0 92.168.1.1448010 

No 

None 

None 

AnonymOUS 

exarnple7: Multi CPU 's S7 

M paCt 

EI New control 

Control name: 

Host name IP address: 

Protocol.  

'CPU 416 Master 

1192.168.1.10 

Cr  57 TCP/IP Rack number: I Slot number: l2

Position of the target module: 

C7,* Target modul at the same rat) 

C` Via MPI/DP subnet accessible rack 

MPI/DP address of the target CPU: 12 

r Via TCP/IP subnet accessible rack 

TCP/IP address of the target CPU: 1 0 . 0 . 0 . 0 

r Via HI subnet accessible rack 

HI address of the target CPU: 1 00.00.00.00.00.00

Subnet ID:1 000C . 0000 

r 57 200 TCP/IP 

r 57 1200 TCP/IP 

r 57 1500 TCP/IP 
(tonfirm

OK Cancel 

Own T5AP: 10101: 

PLC T5AP: 0101

dick 

Test connection.... Help 

Te5t ccinnAction, 

 Page  2-78 IBH OPC UA Editor - Configuration Examples Chapter 2  

 

IBH Link UA   Training  TTI   Trans Tech International© 2020 
 

2.7.4 Inserting New controls (PLCs) 

 

The New control command from the context menu (or menu Edit / 

New control) opens the dialog box New control to specify the access 

to the control (CPU). 

Dialog box New controller - CPU 416 master 

 

Test connection 

After completing the New Control dialog 

box, the connection to the online connected 

CPU can be tested. 

Information about the successful connection is displayed.  



IBH OPC UA Editor X 

0  The connection to the PLC CPU 41 6 Master has been 
successfully tested. 

ri New control X 

Control Lerne: I ( 57 PLC 1 CPU 312 1 

Host harne / IP address: 192.168.1.12 Ar r address'BH Link S7+.

—Protocol. 
 ..., 

ET SZ TCP/IP Rock number: J 2lot number: 1.2

—Position of the target module: 

[ 72 ,erget rnod me rac3 

C Via MPI/DP subnet accessible rack 

MPI/I2P address of the target CPU: 

C Via TCP/IP subnet accessible rack 

MPI-address 

S7 PLC 1 [CPU 312] 

TCP/IP address of the target CPU: 0 . 0 . 0 0 

C Via HI subnet accessible rack 

HI address of the target CPU: 100.00.00.00.00.00 

Subnet 0000 I 0000

r 57 200 TCP/IP 

r 57 1200 TCP/IP 
Onn TSAp: I 0100 

r 57 1200 TCP/IP 
ELC TSAP: 1010 1 

~confirm 73, ck 1 

21( Test connection....

ICH OPC UA Editor X 

_J 
The connection to the PLC S7 PLC 1 CPU 312 has been 
successfully te$ted. 

tonfirm 

Ei New control X 

control na,. I ["' 57 PLC 2 CPU 312 

  IP address IBH Link ST.- 
Host narre / IP address: 192.168.1.17 Ar 

 ei 
Protocol.  

L: SZ TCP/IP 
—Position of the target module: 

Eack number: Slot number: 1.2

E'arget mod I at the Same rack3 

r Via MPI/DP subnet accessible rack 

MPI/I2P address of the target CPU: 

Via TCP/IP subnet accessible rack 

MPI-address 

S7 PLC2 [CPU 312] 

TCP/IP address of the target CPU: 0 . 0 0 0 

C Via HI subnet accessible rack 

HI address of the target CPU: 1 00.00.00.00.00.00

Sobnet ID:1 1:100C 1 1:1000 

r 57 200 TCP/IP 

r 57 1200 TCP/IP 

r 57 1200 TCP/IP 

confirrn 

OK 

2 

Onn TSAP: I 0100 

PLC I0101 

Cancel 

dick 1 
Test connection.... belp I 
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Dialog box New controller - S7 PLC 1 CPU 312 

 

The connection to the online connected S7 PLC 1 can be tested. 

 

Dialog box New controller - S7 PLC 2 CPU 312 

  



IBH OPC UA Editor X 

0  The connection to the PLC S7 PLC 2 CPU 312 has been 

successfullytested. 

confirrrn 

n New control X 

control narre: 155 PLC 3 CPU 103 

Host name / IP address: J 192.168.1.13 IP address IBH Link S5++Ar 

—Protocol. 

if SZ TCP/IP Reck number: 17—  2lot number: 1 2

Position of the target module. 

172 i:arget mod I at the saure rad7 

1— Via MPI/DP subnet accessible rack 

MPI/DP address of the target CPU: 12 

C Via TCP/IP subnet accessible rack 

TCP/IP address of the target CPU: I 0 . 0 . 0 . 0 

r Via HI subnet accessible rack 

HI address of the target CPU: 1 00.00.00.00.00.00

Subnet I =l

C. 57 200 TCP/IP 

C. 57 1200 TCP/IP 

C 57 1500 TCP/IP 

 confirrn 
2 

Onn T5AP: I 01.10

PLC T5Ap: 0101 

click/Q 

(2K ancel 1 Test connection.... Help 

IBH OPC UA Editor 

The connection to the PLC S5 PLC 3 CPU 103 has been 

succes sf ully tested. 

rdrnfirrIn 

n New control X 

Control name: 55 PLC 4 CPU 9411 

  IP address IBH Link S5... 
Host name I IP address: 192.168.1.19 • 

—Protocol: 

(2 52 TCP/IP Reck number: I 21ot number: 

—Position of the target module, 

[r. prget rnodul 
rne racj 

C Via MPI/DP subnet accessible rack 

MPIIDP address of the karget CPU: 12 

C Via TCPIIP subnet accessible rack 

TCP/IP address of the target CPU: I 0 0 0 . 0 

C Via HI subnet accessible rack 

HI address of the target CPU: 100.00.00.00.00.00 

Subnet I0000 

C. 57 200 TCP/IP 

C. 57 1200 TCP/IP 

C 57 1500 TCP/IP 
confirm 

OK 

2 

Cen T5AP: I 01170 

121.0 T5Ap: 0101

clickD 

Cancel Test connection.... I 1 11:2_1 
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The connection to the online connected S7 PLC 2 can be tested. 

 

Dialog box New controller – S5 PLC 3 CPU 103 

 

The connection to the online connected S5 PLC 3 can be tested. 

 

Dialog box New controller – S5 PLC 3 CPU 103 

  



IBH OP C LIA Editor X 

cru The connection to the PLC 55 PLC 4 CPU 941 has been 
successfully tested. 

 e:ro-rmyrF  

conlirm) 

OK Cancel Test connection.... Help 

CI example 7 - multi CPUs S7.opu - OPCUAEdit ❑ X 

File Edit Help 

GA 43) 
8 

O 

Name of the server connection 

Name IBH Link UA 

:Fe 
X Server address 

Host name /Address 192.168.1.14 
CPU 416 Master Port 48010 

G=I Variables URL opctcp//192.168.1.14:48010 

S7 PLC 1 CPU 312 Inverse connection No 

Variables 8 Security settings 

S7 PLC 2 CPU 312 

tgl Variables 
Security policity None 

Message mode None 

S5 PLC 3 CPU 103 O Authentication settings 

,P Variables Login Anonymous 

8 S5 PLC 4 CPU 941 Session name example7: Multi CPU's S7 

Other settings 
,P Variables 

O 

Variables Format Compact 

2 Project Server 1 Certificates 

CAPS NUM 

in example 7 - multi CPUs S7.opu - OPCUAEdit EI X 

File Edit Help 

Daid
Project 

4 11‚_elXä6ütäikt, 

Sr. X 

IBH Link UA 

e... 1111 
.ffl Variables 

S7 PLC 1 CPU 312 

.ffl Variables 
S7 PLC 2 CPU 312 

ffl Variables 
S5 PLC 3 CPU 103 

Variables 

S5 PLC 4 CPU 941 

Variables 

O Name of the control 

Name CPU 416 Master 

O Offline program assignment 

Program type No program assignment 
oath 

Delete 

Cut 

Copy 

Insert 
liclick) 

Assign program....

4 Update program assignment.... 

1 Properties...

CZProjert'L Server 1 Certificates 

ion 

S7 TCP/IP 

ss 192.168.1.10 

lion Target modul at the same rack 

0 

2 

CAPS NUM 

(dick to ope 
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The connection to the online connected S5 PLC 4 can be tested. 

 

 

To accept and close the New control dialog box settings click on OK. 

The inserted PLC controls are displayed in the left project window. 

 

2.7.5 Program assignment 

The Assign program command is used to open the Program 

Selection dialog box. 

 

Select Program dialog box 

Select the PLC program in the Select program 

dialog box. Clicking the Plus symbol in front of the PLC project 



® Select program 3 X 

OPC UA Editor Manual 

example 7 - multi CPUs 57 

OW Multi CPUs 55 PLC_3 -.(;=.S5 PLC 3 CPU 103 
IM Multi CPUs 55 PLC_3.SEQ 
211. Multi CPUs 55 PLC2 -«1€=. S5 PLC 4 CPU 941 
[71 Multi CPUs 55 PLC_4.5EQ 

EF.. Multi CPU's 416 Master 

1:3 CPU 416 Master 

L.E1E21:11=-411 CPU 416 Master 
Multi CPU's 57 PLC_1 

PLC-1 

57 CPU 1 87 PLC 1 CPU 312 
p---D Multi CPU's 57 PLC_2 

PLC_2 

L.E1 57 cpu 2-eI S7 PLC 2 CPU 312 V 

Path: A:10PC UA Editor Manual \ example 7 - multi CPUs 571Multi CPU's 416 Master% 

confurm 

OK gancel

example 7 - multi CPUs S7.opu - OPCUAEctrt ❑ X 

File Edit Help 

ki 0 

Project O X O Name of the control 

Name 

8 Offline program assignment 

Program type 

Program palh 

Station name 

8 Online connection 

Protocol 

Host name /Address 

Targe module position 

Rack number 

Slot number 

CPU 416 Master 

B- 

 x 
IBH Link UA 

Variables 

6110 S7 PLC 1 CPU 312 
J Variables 

S7 PLC 2 CPU 312 

jJ Variables 

S5 PLC 3 CPU 103 

Variables 

S5 PLC 4 CPU 941 

Variables 

rk STEP7 program 

A: I OPC UA Editor Manual \example 7 - multi CPUs S71Multi CPU's 416 Master \Multi CPU's 416 Master.s7p 

CPU 416 Master 

S7 TCP/IP 

192.168.1.10 

Target modul at the same rack 

2 

M Project Server li Certificates 

CAPS NUM 
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name. Mark the PLC program (CPU) and click OK to assign the PLC 

program.  

 

Assigned PLC program 

In the right part of the project window information about the program 

assignment are displayed. 

 

The corresponding PLC program must be assigned to each of the 

five (5) PLC controls. 

2.7.6 Define variables as OPC tags 

Clicking Variables lists the variables / data (data blocks) from the 

PLC in the right part of the project window. The selected OPC tags 

are listed in the lower part of the right window. 

CPU 416 master – OPC tags  

All variables of the data blocks Variable to CPU’s [DB2] and 

Variable from CPU’s [DB5] are defined as OPC tags. 



El example 2 - multi CPUt 57.opu - OPCUAEdit 

1 
File Et Help 

. A 

1L1 Variable 

ö-.7 

2Jt bl 1 CPU' (De 2) /Narre. 622 SI CPUs ar 

i11;4
11.3H Link LIA ConerolON:1300L //CPu • . 2 

CPU 416 Ma 
[JU nola.Value.1 : INT //rmnrrn .• • • .. ' U312 

[31] nola.Value.2 : INT //mnrnurn cotne value P42. U312 
57PLC 1 CPU312 

[31] Ma2Value.3 : INT //mnrnurn 10021220120 PLC 1 EI 103 
1.3 

B 2 SIPLC 2 CPU 312 

marked ̀ Anal, 
(09 Tag) 

[31] Ma2Value.21: INT //mnrnurn 1.2021001226 PLC 1 EU 941 

lev 
[31] MrnValue1 :INT //ma.rmum 1.2021001226 PLC 1 • U 312 

25 PLC 3 CPU 103 
[31] MrnValue.2 : INT //ma.rmum 100212201226 PLC 2 • U 312 

va,..bin 
Ei 13 MrnValue.3 : INT //ma.rmum 1.2021001226 PLC 3s 2.0 163 

MmValue.4 :INT //ma.rmum 1.2021001226 PLC 4 25 CPU 941 
®SS PLC 4 CPU 941 9LI .arrable from CPU', (085) 2/25 CPU, and 27 CPU, 2end d • 

Variables 
[IM Coneroarng.o.ON.1: 8008 //PLC 12) CPU 312 10 .• • 

01Q Conerollrng.o.ON.2: 8008 //PLC 22) CPU 312 cc .• • 

[JU Coneroarng.o.0N.3:800L //PLC 325 CPU 103 counu 

marked Variable Ei [I Conerollrng.o.ONA : 8008 //PLC 425 CPU 941 counts 

(WC -T.0 OQi Value.1 : INT //PLC 12) CPU 312 Count value 

Value.2 : INT //PLC 22) CPU 312 Count value 

Ei Ei Value.3 : INT //PLC 325 CPU 103 Count value 

Ei El Value_02INT //PLC 425 CPU 911 C oune 2220120 

- 

I Ei cedni.tes 

C. A h 0 1 -223 i° I Itä 

Name .adre„ TEE 

...e eo CPV4Control_0N 0132.0EIX 10 600L Program RW olean CPU' shoulcl courA 

.• ...le lo CPU'2.161a2Value1 D82.DBW2 NT Program RW nt16 minirnurn Euneveen PLC 127 CPU 312 

.• ...le lo CPU'2.161a2Value2 0132.013W4 NT 0116 rmnirnurn coune value PLC 2 2/CPU 312 

i• ...le eo CPV4Ma2Value.3 'mien „ 08208W6 NT nt16 mim u0 102021001220 PLC 125 CPU 163 

E .. ..de 11 CPU'2.161a2Value.4 OPC (ags 0132.013WEI NT n616 imnrenen coune 22201220 PLC 125 CPU 941 

.• ...le eo CPU'2.16162Value1 0132.08W10 NT 0116 rna.rmum coune value PLC 1 2/CPU 312 

L .• ...le eo CPU'2.16162Value2 DB2.0E1W12 NT 0116 ma.rmurn coune value PLC 227 CPU 312 

i• ...le eo CPU'2.16162Value3 0132.0BW10 NT 0116 m.rmrn coune value PLC 3 25 CPU 163 

i• ...le lo CPU'2.16162Value4 0132.0BW16 NT 0116 ma.rmurn coune value PLC 4 25 CPU 941 

i• ...le from CPV4Coneroarrsjs_ONJ 0135.06:0.0 BOOL °leen PLC 1 2/CPU 312 10000 

.• ...le from CPV4Coneroarngjs_0N_2 0135.0EIX 11 BOOL °leen PLC 2 2/CPU 312 10000 

.• ...le from CPV4Coneroarngjs_0N_3 0135.0EIX 12 BOOL °leen PLC 325 CPU 103 coune 

.• .2 from CPV4Coneroarng.is_ONA 0135.0EIX 13 BOOL °leen PLC 4 25 CPU 911 10000 

0135.0BW2 INT 16 PLC 157 CPU 312 Count value 

1135.0E1W4 INT 1nt16 PLC 257 CPU 312 Count value 

D135.0BWfi INT Int16 PLC 3 S5 CPU 103 Count value 

L Veneble frorn CPUEVelue.4 385.0BW13 INT 16618 PLC 465 CPU 941 Count value 

El example 2 - multi CPUu 57.opu - OPCUAEdit 

F11( Ed, 61113

- 

6oF 

et a 

E IBH Link UA 

E1-12 CPU416 Maater 

441 Variable( 

S7 PLC 1 CPU 312 

1'1

S7 PLC 2 CPU 312 

9 1 Variables

CM S5 PLC 3 CPU 103 

1 :}Variables

35 PLC 4 CPU 941 

40 Variables 

me nNemer ince 

mar ed Va na Met
(09 Tag) 

• 

2 a Variables 

ä 

2 IJ F (Flag) 

ä up Counter Values (DB 2) //Counter Values PLC 1 S7 CPU 312 
MinValue.1 2INT arninimurn counter Irre' PLC 1 57 CPU 312 

Q© Ma2Value1 :INT //mnmurn c °unter laue' PLC 1 S) CPU 312 

a C ont.,,,LoNj : 8008 //PLC 1 37 CPU 312 2120614 coune 

0 Controllrng_r2.0N_I : 800L //Feedback from PLC I S7 CPU 312 

• ag Valuej :INT //Count value PLC 12) CPU 312 

GenrE 

X Rä ta,es' 

D a 

Addrev, 

g CzunterValues.MinValuej WNku  082.118W 0 

El Counter ValuesAlrecValuej CIPCIngs062.D8W 2 

El Counter Values.Control ON _1 0132.013)(4.0 

El Counter Values.Controingjs_ON _1 0132.013:(4.1 

g Counter Values.Value_1 382.08W6 

wan 

ECtype 

INT 

INT 

BOOL 

BOOL 

INT 

°nem Access orc type 

Program BW EM 

Program RW 1E16 

Program RW Boolean 

Program RW Boolean 

Program RW 1E16 

comment 

rninirnum ((unter Intel PLC 1 07CPU 312 

minirnum counter level PLC 1 S7 CPU 312 

PLC 1 57 CPU 312 should count 

Feedback frorn PLC 102 CPU 312 

Count val ue PLC 1 07 CPU 312 

El example 2 - multi CPUt 57.opu - OPCUAEdit 

File EFIT 'IF 

- 

E H Link UA 

n CO CPU 416Maartr

,p Variables 

B

ei 2/PLC 1 CPU 312 

224 Variable, 

B •S7 PLC 2 CPU 312 

1 
d-I2 S5P PLC 3 CPU 103 

$0 Variable 
dgl 35PLCICPU 941 

Varrable, 

®Prn)e 

merked Vanable 

(0122C-Ta0) 

• 

nNe er I nCe dAte 

varrable 

B - 6 

111-L1 F (Flag) 

. COWiterValUe5 (DB 2/ //Counter Valuta PLC 251 CPU 312 

N MinValue.2 :INT //mmrrnum counter level PLC 2 S7 CPU 312 

El I] 124.62Value2 :INT //mnmum °unter laue! PLC 2 S7 CPU 312 

a C : 800L //PLC 23) CPU 312 2hould count 

001 Coneroarng_o_ON_2: BOOL //Feedback from PLC 2 S7 CPU 312 

g Value_2 : INT //Count value PLC 2 SICPU 312 

Generic 

X X. [i Ila 

Narne 

g Counter Values.MinValue_2 082.08W 0 

g Counter Values.hkeNalue_2 0B2.D8W 

g counter vidueLconfroLoNi 062.013)(4.0 

M Counter Values.Controllingjs_ONJ 0132.013:(4.1 

M Counter Values.Value_2 ykaau  382.08M6 

OPetems 

PLC type 

INT 

INT 

BOOL 

8001 

INT 

Eigin Access OF4 Nee 

Program RW 1E16 

Program RW 1E16 

Program RW Boolean 

Program RW Boolean 

Program RW 1E16 

6660660 21 

mmrmum ouneer Ievel PLC 2 27 CPLI 312 

minrmum ouneer Ievel PLC 2 27 CPLI 312 

PLC 28 CPU 312 should count 

Feedback from PLC 2 S7 CPU 312 

Countvelue PLC 2 S7 CPU 312 

c. A El u 
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S7 PLC 1 CPU 312 – OPC tags 

Only the five (5) variables of the data block Counter Values [DB2] 

are defined as OPC tags. 

 

S7 PLC 2 CPU 312 – OPC tags 

Only the five (5) variables of the data block Counter Values [DB2] 

are defined as OPC tags. 

  



El example multi CPUs Si.opu OPCUAES 

Edit Help 

1:21 1:13 ra Variables 

2.1 

vadebs3 a,.9AF  111 Controls/1M: 81/1/1 //PLC ISS CPU 103er able counting 

369E1 Conerollmg.o.ON.3 : BOOL //Feedback of PLC 3 35 CPU 103 

30 Mar :COOL //me.unum Aeched 

D13 ‚AH - B..1. 

[110 Velue.3.MW:WORD it.counter value PLC 3 35 CPU 103 

00 Dangt) :COOL Orounne3 dovm 

[I] 0 Up.3:BOOL te, 

E CounterValuert3 (18 21 //Counter Values 

Dtg: INT // ltennalge PLC 3 SC 
Vadable 21:1 D1 : INT // MeNelue PLC 3 25 

a DA :INT Vala PLC 3 S1 

Genestit 

erL . t A 

s 11(j 13H Link NA 

B CPU 016 Master 
mai ed

ppciao 
JD Variables 

B •S7PLC 1 CPLI 31E 

JD Variables 

B • S7PLC 2 CPLI 312 

JD Variables 

Ga 4 PLC 3 CPU 103 
9 11

a S5 PLC 4 CPLI 241 marked 
JD 

Variables KWCHT4)

ag dt %Aal 16,1V 

Name Address PLC ty.. Leimte Oden Moers OPC typ. 

g ContraLON3 
111 Conballingjs_0N3 

CounteNalues3.00 

CounteNalues3.01 

CounteNalues3.02 

M 1.1 

M 1A 

0132.0BW 0 

0132.0BW 2 

382.38W4 

BOOL 

BOOL 

INT 

INT 

INT 

Program 

Program 

Program 

Program 

Program 

RW 

RW 

RW 

RW 

8W 

Bonleere 

Boolean 

1,16 

1,16 

1,16 

p pro,ecee , ver 1 2e eedrricar 

— ❑ 

Somment 

PLC 34 CPU 103enable couMing 

Feedback of PLC 34 CPU 103 

MinValue PLC 34 

Mn.Value PLC 3 4 baken
°PCla" 

Value PLC 3 S5

[APS NU 

emamme - mum [Aus se.opu twcummt 

Edit Help 

J 

IS3  2 n v1.111111

T A 
- 

lej ICH Link UA 

B Ca CPUtime. 

JE Variables 

B•57 PLC 1 CPLI 312 

JE Variables 

B • 57 PLC 2 CPLI 312 

31) Variables 

a 4 PLC 3 CPLI 103 
40 Variables 

4 PLC 4 CPLI 9.41 

Programvenebin 

leg) 

Conerol.ONA : eou. //PLC 44 CPU gll enable couneng 

gcrpcla, rehe 0 Conerollmg.o.ONA :BOOL //Feedback of PLC 435 CPU 941 

❑0 Me.:BOOL //me.unum Aeched 

❑0 rn.mmurn rracned 

❑0 veiveAmw:WORD 221emeervalue PLC S5 CPU 941 

30 DeAnA : BOOL //wundes, down 

0 UpA : BOOL //coummmgrp 

EJ J co.te,valueu ttcounenvmues 

HEI DA:1NT // mnmum coureervalue 35 PLC4 
marked Variable HEI D.1 : INT // me.unum counlervalue 35 PLC4 

K WG-, ja° [11:1 DA :INT // counter value 4 PLC4 

141 Generic 

 Ei MAer 1 2e eedrIrear 

cg X AL'  z- v 

a 

Qi conetom 
1:1confrengjoNA 

1:1 CounteNalues 0.0_0 

CounteNalues 0.0_1 

CounteNalues 

Addre55 

M b1 BOOL 

M14 BOOL 

O132.DBW 0 INT 

O132.0BW 2 INT 

O132.0BW4 INT 

engt orIgIn 

Program RW 

Program RW 

Program RW 

Program RW 

Program RW 

Access DPG type comment 

Boolean PLC 44 CPU 941 enable counling 

Booleen Feedback of PLC 44 CPU BM 

Int16 minimurn tounter value 4 PLC4 

Int16 aximum countervalue 4 PLC4 

mInt16 a unter velue 4 PLC4 

[APS NUM ar 

el example - muli CPU; S/.opu - OPOLIAbdit 

He 8210 Help 

0 1J GI e 

Ui 
Ete 

Ei 121 CP1J416Mas 

-  Variables er (Caleeben•• 

B M SiPLC 1 CPU 312 

JE Variables 

M rillt 2 CPU 312 

to Variables 
Arid in deur configurahon 

0S5 PLC 3 CPU 103 

12 S5 PLC4CPLI 941  earrorr 

3D  Variables Imp ort

N llb 

Name 

El Server address 

then narre Mddiess 

cbon 

IBH Link LIA 

132188114 

Pronerbes 

Add extemai 

P Proiect Semen 1n  rertg Kat 

y 

Variables larnat Compact 

8010 

[Ars ui, 
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S5 PLC 3 CPU 103 – OPC tags 

Two (2) flag tags and all (3) data of the data block Counter 

Values_3 [DB2] are defined as OPC tags. 

 

S5 PLC 4 CPU 941 – OPC tags 

Two (2) flag tags and all (3) data of the data block Counter 

Values_3 [DB2] are defined as OPC tags. 

 

2.7.7 Add external data 

Right-click on IBH Link UA and execute the Add External Data ... 

command. 

  



Yes 1 

No 

IBN DPC DA Editor 

Take over current confl gu ratio n of eyte rn I data from se nie r 

IBH Link UP.? 

(trinfirm 

No 

etample]-mini CPU. 2.42. OPCLIAEdit - 

er rd, Herr 

GI A 

EZS:133
Addr'ea et 

se ICH Link UA 
la CPU 415 Master 

L-11 Variables 

BFM 57PLC1 CPU 312 

WZ Variables 

57PLC 2 CPU 312 

WZVariable, 

BFM S5 PLC 3 CPU 103 

LW Variables 

55 PLC 4 CPU 941 

L4111 Variables 

B 3, External data 
sennrare seinen 
v.r.rede t,rrar, 

'47 Uter•clefined v emmT,,,,rvfigurolion 

1 4> 4) 

ourceb I (pesriner.. : o I 
se 11311 Link UA HB dJ IBH Link 04 

94 S CP0410Atoter H , g CPU 416 Marie, 

e a Variable to CNY, 108 2) /Ner.able to the 35 CPUs and 27 C PUs 07 PLC 1 CPU 312 

O C ontrol.ON: POOL //CPU, should cturie . (an) 

Me.Velue.1 : INT //rrun.rnurn coune velue PLC 1 2/CPU 312 Counter Value, 0)82) //Counter Values PLC 1 37 CPU 312 

Me.Velue : INT //rn.n.rnurn count velue PLC 227 CPU 312 

Me.Velue.3 : INT //rn.n.rnurn count velue PLC 125 CPU 103 

Me.Veluejl :INT //rn.n.rnurn convelue PLC 125 CPU 911 

O MmVelue.1 : INT //rne..rnurn convelue PLC 127 CPU 312 

MmVelue.2 : INT //rne..rnurn convelue PLC 2 2/CPU 312 

MmVelue.3 : INT //rne..rnurn convelue PLC 3 25 CPU 103 

he MIM/M..4 :INT //rne..rnurn co ue PLC 4 25 CPU 901 

variable hon% CPU', 0085) /125 CPU, and 27 CPU, sencl data 

—6 Genen( 

. 27PLC 1 CPU 312 

g SIPLC 2 CPU 311 
25 PLC 3 CPU 103 

. PLC 4CPU 941 

W J UANocles 

▪ MmVelue.1 : INT /hmmurr tounter level PLC 1 S7 CPU 312 
▪ Me.Velue.1 : INT //reunirnum counter level PLC 1 37 CPU 312 
e Control.ON.1 POOL //PLC 1 SZ CPU 312 should neunt 

Controllmg.o.ON_I BOOL //Feedback from PLC 1 S7 CPU 312 
0 Velue1 : INT //Count value PLC 152 CPU 111 

a Geneng 
2 37 PLC 2 CPU 312 
2 35 PLC 3 CPU 103 
2 35 PLC 0 CPU 941 

2 -GI LIA Node, 

pPm,eriMServor 1 WiCertrheat 

1
SourceSe rabre Destination smer Destmano variable Data type Source name 

(Source : IBH Link UA: :IBH Link UA. CPU 416 Master. .Variable to CPU's.Control ON 
E-1111 IBH Link UA 

1±1. im CPU 416 Master 

1±1.1:11 Variable to CPU's (DB 2) »Variable to the S5 CPUs and S7 CPUs 
ON : BO OL 1/CPUs 5.10Uo,I. I -I count 

mark)
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The OPC tags defined in the IBH OPC UA Editor are to 

be used. Confirm the dialog box with No. 

 

2.7.8 Variable transfer – define source and destination  
OPC tags 

External data with additional commands was inserted in the left part 

of the project window. 

 

Mark Variable transfer to define the source and destination OPC 

tags. The right project window is divided into two parts. The Source 

window is on the left and the Destination window on the right. The 

Source window and the Destination window lists the OPC tags of the 

OPC server and the PLC Controllers. 

The OPC tags to be read (read variables) are specified in the Source 

window. The OPC tag to be linked with the variable read is specified 

in the Destination window. 

Variable connection 

Mark the source OPC tag and right-click the destination OPC tag. 

Source window 

  



sr? 

Destination : 31-1LinkUVR:113h1LinkUA.57 PLC 1 CPU 312.Counter Values.Controllinia js_ON_l 

p- -fl CPU 416 Master 

S7 PLC 1 CPU 312 

F (Flag) 

ijza Counter Values (DB 2) //Counter Values PLC 127 CPU 312 

: 0 MinValue_1 : INT //minimum counter level PLC 1 S7 CPU 312 

-- 0 Maxlialue_l ; INT Hmimmun counter level PLC 1 S7 CPU 312 

0 Control_ON _1 : BOOL //PLC 1 S7 CPU 312 should raunt 

1:4 trolli : Bl 

nght dick) 

27 CPU 312 

Remove all child osnnestions—

Ccnnett variable.. itichck) 

Lonnect variables (standard parametersl 

ermilirmNa 
Source server Source variable Destination sep.ei Destinatm vanable Data rype Source name Deslin.flor' name Status 

nE1111111BriflIlflIllflIMIEMI 

Source : IBH Link UR: :IBH Link UA.CPU 416 Master, Variable to CPU's.Control_ON 

IBH Link UA 

CPU 416 Master 

1±1.til Variable to CPU's (DB 2) //Variable to the S5 CPUs and 57 CPUs 

1111 

E ( A BOul_ .2/CPUs should count 

-y IBH Link UA::Controlling_is_ONJ : Boolean 

• Status StatusCode 

TimeStamp : DateTlme 

3 . 
Destination : IBH Link UR::IBH Link UA.57 PLC 1 CPU 312,Counter Values.Controlling_is_ON _1 

2.11b 113H Link UA 

CPU 416 Master 

D- S7 PLC 1 CPU 312 

F (Flag) 

1±1.12 Counter Values (DB 2) //Counter Values PLC 1 27 CPU 312 

• MinValue_l : INT //minimum [Gunter level PLC 1 27 CPU 312 

O MaxValue_l : INT //minimum counter level PLC 1 57 CPU 312 

rnnrrnl ON 1 • R001 UPI (1 S7 CPI I 712 should rniin 

Co 

Valu e_ I : IN I ifuount value FV— F-57—C1'153-1-2 

ntrollinc is ON 1 : BOOL (Feedback from PLC 1 S7 CPU 312 
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Destination window  

The command Connect variable (standard parameters) finalizes 

the definition. The connected OPC tags are listed in the lower part of 

the right project window. 

 

Established connection 

 

Once a connection has been established, the symbols in front of the 

OPC tags changes. In addition to the value, the source OPC tag also 

offers the time stamp and the status of the OPC tag. To use these 

OPC tags, the corresponding destination variables must be available. 

Source variables connection established 

 

Destination variable connection established 
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Defined Connections 

Source Destination 

CPU 416 Master;  
Variable to CPU’s [DB2]: 

S7 PLC 1 CPU 312;  
Counter Values (DB2): 

Control_ON Control_ON_1 

MaxValue_1 MaxValue_1 

MinValue_1 MinValue_1 

 
S7 PLC 2 CPU 312;  

Counter Values (DB2): 

Control_ON Control_ON_2 

MaxValue_2 MaxValue_2 

MinValue_2 MinValue_2 

 S5 PLC 3 CPU 103; F (Flags) 

Control_ON Control_ON_3 

 Counter Values (DB2): 

MaxValue_3 MaxValue_3 

MinValue_3 MinValue_3 

 S5 PLC 4 CPU 941; F (Flags) 

Control_ON_4 Control_ON_4 

 Counter Values (DB2): 

MaxValue_4 MaxValue_4 

MinValue_4 MinValue_4 

S7 PLC 1 CPU 312;  
Counter Values (DB2): 

CPU 416 Master;  
Variable from CPU’s [DB5]: 

Controlling_is_ON_1 Controlling_is_ON_1 

Value_1 Value_1 

S7 PLC 2 CPU 312;  
Counter Values (DB2): 

 

Controlling_is_ON_2 Controlling_is_ON_2 

Value_2 Value_2 

S5 PLC 3 CPU 103; F (Flags) CPU 416 Master;  
Variable from CPU’s [DB5]: 

Controlling_is_ON_3 Controlling_is_ON_3 

Counter Values (DB2):  

Value_3 Value_3 

S5 PLC 4 CPU 941; F (Flags)  

Controlling_is_ON_4 Controlling_is_ON_4 

Counter Values (DB2):  

Value_4 Value_4 
  



Kmteer sourcevarpabie
Destinabon seover Destination variable Data type Source na', Destination name 

IBH Ldnk IJA Control ON H Link LLq Conbollingjs_CAL1 Boolean Link VLCPU416 Master.Variable to CPW,ControLON H Link LIAS] PLC 1 CPU 312.CounterValues.Controlling_e_ON:1 

HON H Unk VIA ContnaLON1 Boolean H Lug VLCPV 416 Meger.Verieble to CPW,ContnaLON H Link VLSI PLC 2 CPU 312 Counter Wut, ControLON1 
DI IBH.1 Control_ON H IJA ContnaLON_3 Boolean VLCPV 416 Magn.V.neble to CPIS,Control_ON H Lml VLS5 PLC 3 CPLI 103 Conerol.ON.3 

DI IBH1.1 ON H ContnaLONA Boolean VLCPV 416 Magn.V.neble to cPutControl_ON H Lml 'JASS PLC 4 CPU 911 Conerol.ONA 

IBH1.1 H IJA Max•Valuerl ne16 VLCPV 416 Magn.V.neble to CPII,MrecValuej H LeI UM/ PLC I CPU 312 Counter Velue, MexYalue:1 

DI IBH.. 
DI 

1.1 H IJA MinValuerl 

H IJA MrecValue_2 

ne16 

ne16 

1-1L.n1 VLCPV 416 Magn.V.neble no CPII,MinValuej 

VLCPV 416 Magn.V.neble no CPII,Mra•Value_2 

H Lml UM/ PLC I CPU 312 Counter Velue, M.W.eine:1 

H Lug VLSI PLC 2 CPU 311 Counter V.l., Mali/eine) 
DI IBH.. H Lud, VA. MinValue_2 ne16 1-1L.n1 VLCPV 416 Magn.V.neble no H Lml UM/ PLC 2 CPU 312 Counter Velue, MmVsluei 

DI IBH.. H'' •.11114 .886 VLCPV 416 Magn.V.neble no CPII,MeNsluej VLS5 PLC 3 CPLI 103.CounterVelueLl D.1 

DI IBH.. H IJA ne16 VLCPV 416 Magn.V.neble no CPII,MmVelue.3 VLS5 PLC 3 CPLI 103.CounterVelueLl D.0 

DI IBH.. H IJA ne16 H Unk VLCPV 416 Magn.V.neble no VLS5 PLC 4 CPU 911 CounterVelueL4 D.1 

DI IBH.. eo H nt16 H Unk VLCPV 416 Magn.V.neble no CP11,M.nVelue4 VLS5 PLC 4 CPU 911 CounterVelueL4 D.0 

DI IBH.. • •• H IJA Contnallingjs_ON:1 Boolean Lml, UM/ PLC I CPU Mtemeer Velue,Conerollmn.o.ON.1 VLCPV 416 Mager Veneble from CPU', Conerollmn.o.0Q1 

DI IBH.. H IJA Valuerl Int16 H Lml UM/ PLC I CPU Mtemeer Velue,Veluej H unk uLCPu In fliege.V.neble hom CPV,Velue.1 

DI IBH.. • •aihng is ON 2 H IJA Contnallingjs_ON_2 Boolean H L,nl UM/ PLC 2 CPU Mtemeer Velue,Conerollmn.o.ON.2 VLCPV 416 Mager Veneble from CPU', Conerollmg.o.ON.2 

DI IBH.. taue) H Lud, VA. Meine) Int16 H Lug UM/ PLC 2 CPU Mtemeer Velue,Veluei H Unk VLCPV 416 Mager Veneble from CPU.s.Value_2 

DI IBH.. Controlling is ON 3 H' .41114 Controlling_is_ON_3 Boolean H Lin1 VLS5 PLC 3 CPLI 103.Conerollmn.o.ON.3 VLCPV 416 Mager Veneble hon CPU.s.Conbolling js_ON_3 

DL IBH 1.1 D_2 H IJA Valuej Int16 H Lm1 VLS5 PLC 3 CPLI 103.0 ounterVelueLl.D.2 VLCPV 416 Mager Veneble frorn CPU.s.Value_3 

[11 IBH LInk uA Controlling is ON 0 H IJA Controlling h ON 0 Boolean H Lug 11,45 PLC 4 CPU 911.Conerollmq ON_O VLCPV 416 Me ger Veneble frorn CPU. s Contnalling is ON 4 

DI IBH Link UA D_2 IBH Link UA ValueAl Int16 IBH Link U44 PLC 4 CPU 941.CounteNalues 4O_2 IBH Link IJACPU 416Mnter.Veneble 

• 
5ou re 0 

1111 

111..C4 Variable to CPLJ's (DB 2) //Variable to the S5 CPUs and S7 CPUs 

CPU 416 Master 

1:1 / Control_ON : BOOL //CPLIs should count ‚‘. 

▪ MaxValue_l : INT //minimum countvalue PLC 1 S7 CPU 312 
▪ MaxValue_2 : INT //minimum countvalue PLC 2 S7 CPU 312 
W MaxValue_3 : INT //minimum countvalue PLC 1 S5 CPU 103 
W MaxValue_4 INT //minimum countvalue PLC 1 S5 CPU 941 

▪ J MinValue_1 : INT //maximum countvalue PLC 1 S7 CPU 312 

▪ J MinValue_2 : INT //maximum countvalue PLC 2 S7 CPU 312 
2 MinValue_3 : INT //maximum countvalue PLC 3 55 CPU 103 
2 • MinValue 4: INT //maximum countvalue PLC 4 55 CPU 941, 

171-ül Variable from CPU's (DB 5) //S5 CPUs and S7 CPUs send data 
..Cil Generic 

57 PLC 1 CPU 312 
1±1..M F (Flug) 

1±1-Cal Counter Values (DB 2) //Counter Values PLC 1 37 CPU 312 

O MinValue l : INT //minimum counter level PLC 1 S7 CPU 312 

O MaxValuei : INT //minimum counter level PLC 1 37 CPU 312 

O Control ON 1 : BOOL //PLC 1 37 CPU 312 should count 
C

:

iti...1 Controlling_is_ON_1 : BOOL //Feedback from PLC 1 S7 CPU 312 

- 1 Value_1 : INT //Count value PLC 1 37 CPU 312 

la Generic 

1111 

SAM 57 PLC 2 CPU 312 
Crn F (Flug) 

1±1-Cil Counter Values (DB 2) //Counter Values PLC 2 37 CPU 312 
Q MinValue _2 : INT //minimum counter level PLC 2 37 CPU 312 
Q MaxValue_2 : INT //minimum counter level PLC 2 S7 CPU 312 

O. Control ON 2 : BOOL //PLC 2 37 CPU 312 should count 
II-- / Controlling_is_ON_2 : BOOL //Feedback from PLC 2 S7 CPU 312 

Value_2 : INT //Count value PLC 2 37 CPU 312 
.1:j1 Generic 

S5 PLC 3 CPLI 10DI
2..Ca F (Flug) 

e Control ON 3: BOOL //PLC 3 35 CPU 103enable countin 
i Controlling_is_ON_3 BOOL //Feedback of PLC 3 35 CPU 113 

e Max :1300L //maximum reached 

e Min : BWL //minimum reached 

• Value_3_MW : WORD //counter value PLC 3 S5 CPU 103 

• Down_3 : BOOL //counting down 

• Lp_3 : BOOL //counting up 

D  CounterValues_3 (DB 2) //Counter Values 

• 0_0 : INT // MinValue PLC 3 35 

• 01 : INT // MaxValue PLC 3 S5 

D_2 : INT // Value PLC 3 Sj 

1:21 Generic 
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The connections are displayed in the lower part of the right project 

window. 

 

Linked read variables have this green symbol. 

  



r y 
1:11tC=1 

p-® CPU 416 Master 

13 4111 S7 PLC 1 CPU 312 

.1111 

S7 PLC 2 CPU 312 

S5 PLC 3 CPU 103 

.1111 S5 PLC 4 CPU 941 

F (Flag) 

0 Control_ON_4: BOOL //PLC 4 S5 CPU 941 enable counting 

Controlling_is_ON_4: BOOL //Feedback of PLC 4 S5 CPU 941 

Q Max: BOOL //maximum reached 

0 Min : BOOL //minimum reached 

e Value_4_MW : WORD f/countervalue PLC 4 S5 CPU 941 

  Down_4: BOOL //counting down 

0 Up_4 : BOOL ficounting up 

CounterValues_4 (DB 2) //CounterValues 

Q D_O : INT /./ minimum countervalue S5 PLC 4 

D_1 : INT n maximum countervalue S5 PLC 4 
(Ei D_2 : INT // countervalue S5 PLC 4 

Generic 

UA Nodes 

-Q es. 4> 
Destination : cui 

IBH Link UA 

CPU 416 Master) 

ein Variable to CPU's (DB 2) //Variable to the S5 CPUs and S7 CPUs 

1±1..Cil Variable from CPU's (DB 5) //S5 CPUs and S7 CPUs send data 
rj Controlling_is_ON21 : BOOL //PLC 1 S7 CPU 312 count›.. 

4/ Controlling_is_ON_2 : BOOL //PLC 2 S7 CPU 312 counts 

••• Controlling_is_ON_3 : BOOL //PLC 3 S5 CPU 103 counts 

4, Controlling_is_ON_4: BOOL //PLC 4 S5 CPU 941 counts 

Value_1 : INT //PLC 1 S7 CPU 312 Countvalue 

Value_2 : INT //PLC 2 S7 CPU 312 Countvalue 

4 Value_3 : INT //PLC 3 S5 CPU 103 Countvalue 

Value 4: INT //PLC 4 S5 CPU 941 Countvalue 

ti Generic 

S7 PLC 1 CPU 312 

F (Flag) 

1±1..Cil CounterValues (DB 2) //Counter Values PLC 1 S7 CPU 312 

E•Q MinValue_1 : INT //minimum counter level PLC 1 S7 CPU 312 

IQ MaxValue 1 : INT //minimum counter level PLC 1 S7 CPU 312 

• Control_ON21 : BOOL f/PLC 1 S7 CPU 312 should count 

E  Controlling_is_ON _1 : BOOL //Feedback from PLC 1 S7 CPU 31j 

Value_1 : INT //Count value PLC 1 S7 CPU 312 

Generic 

S7 PLC 2 CPU 317 

S..121 F (Flag) 

1±1.121 CounterValues (DB 2) //Counter Values PLC 2 S7 CPU 312 

MinValue_2 : INT //minimum counter level PLC 2 S7 CPU 312 

MaxValue_2 : INT //minimum counter level PLC 2 S7 CPU 312 

4Q Control_ON_2 : BOOL //PLC 2 S7 CPU 312 should count 

• Controlling_is_ON_2 : BOOL //Feedback from PLC 2 S7 CPU 312 

• Value_2 : INT //Count value PLC 2 S7 CPU 312 

12i Generic 
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Linked read variables have this green symbol. 

 

Linked target variables have this blue symbol. 

  



EDestination 0) 

IBH Link UA 

.1111 

CPU 416 Master 

S7 PLC 1 CPU 312 

S7 PLC 2 CPU 312 

S5 PLC 3 CPU 10D 

F (Flag) 

Control_ON_3 BOOL //PLC 3 S5 CPU 103enable countir i 

Controlling_is_ON_3 BOOL fifeedback of PLC 3 S5 CPU 103 

0 Max : BOOL //maximum reached 

O Min : BOOL fiminimum reached 

▪ Value_3_MW :WORD i .J.counter value PLC 3 S5 CPU 103 
Down_3 : BOOL //counting down 

  Up_3 BOOL ficounting up 
▪ CounterValues_3 (DB 2) //Counter Values 

D_0: INT ff MinValue PLC 3 
D 1 : INT ff MaxValue PLC 3  S5 

• D_2 : INT liValue PLC 3 S5 
Generic 

C3, .1111 S5 PLC 4 CPU 9413 
▪ F  (Flag) 

Control_ONA BOOL //PLC 4 S5 CPU 941 enable countir-
• Controlling_is_ON_4: BOOL fffeedback of PLC 4 S5 CPU 941 
v Max : BOOL //maximum reached 

IJ Min : BOOL firninimum reached 
O Value_4_MW :WORD i .J.counter value PLC 4 S5 CPU 941 
• Doviin_4 BOOL //counting down 

  Up 4: BOOL //counting up 
12.0 CounterValues_4 (DB 2) //Counter Values 

D_O ; INT ff minimum countervalue S5 PLC 4 
: INT ff maximum counter value S5 PLC 4 

D_2 : INT /1 counter value S5 PLC 4 
Generic 

UA Nodes 

example 7 - multi CPUs S7.opu - OPCUAEdit 

File Edit heim 

X 
Source : 0 Destination 0 T 0 

E 41(3 IBH Link UA E IBH Link UA att IBH Link UA 

1=1 EI CPU 416 Master E am CPU 416 Master .1111 CPU 416 Master 

f,,,,. Variables Variables 

S7 PLC 1 CPU 312 

O EI S7 PLC 1 CPU 312 

s.. EI S7 PLC 2 CPU 312 
.1111 S7 PLC 1 CPU 312 

EI S7 PLC 2 CPU 312 

.jJ Variables EI S5 PLC 3 CPU 103 .1111 S5 PLC 3 CPU 103 

S7 PLC 2 CPU 312 S5 PLC 4 CPU 941 .1111 S5 PLC 4 CPU 941 

.jJ Variables 1f:1-Lig UA Nodes UA Nodes 

S5 PLC 3 CPU 103 

.jJ Variables 

S5 PLC 4 CPU 941 Source server Source variable Destination server Destination variable 

Variables 

ä.134, External data 
IBH Link UA rught cbck IBH Link UA Controlling_is_ON2I 

IBH Link UA Control_ 
Delete 

1-0 Connected Servers 

E--* Variable transfer 
IBH Link UA ControlO 

IBH Link UA ControlO Properties... 

1--£57 User-defined variables IBH Link UA MaxValue Show connection in tree cluck) 

MQTT configuration IBH Link UA MinValue_ Check all connections..."-
IBH Link UA MaxValue_, 11:11-1 Link UH maxva ue_ 
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Linked target variables have this blue symbol. 

 

2.7.9 Check connections 

Is the configuration transferred to the IBH Link UA and online 

connection to the individual CPUs are present, a right-click on the 

heading opens the context menu with the command Check all 

connections. 

 

Click the command 

Check all 

connections. A 

defective connection 

changes its 

green status icon 

to red. 

  



EI example - multi CPUs 57.opu - DPLUALdit — ❑ 

File Edit He lp 

L-1 23 

Pr o ect w 2 Name of the server conneetion 

Wgi  X X30 I T
Name IBH Link UA 

21 
E Server address 

2 e e. HoHonr.,,ddregs 1921681.16

E El CPU 919 Master 

cP Variables New Seri r CCinnedie,. 

El S7 PLC 1 CPU 312 

ir Variables 

E SE PLC 2 CPU 312  

Variables Read c rriplete contigUrati Ön frOM DPG UA Server„ 1 ,CIICK)

2 El 45 PLC 3 CPU 103 

Variables 

3 El S5 PLC 4 CPU 941  ExPort 

a Variables 

E External data 

Proied  n,e„,e, liziCedificates 

Panier Selected Canf gUratiOnla ehe DPG uaselver. 

14 48010 

El tlther sonrags 

Variablen formal Compact 

CAPS NUM 

El Transser configurat entothe 

Name of the server connection 

15EI;MIZM 

Start 

Transfer Status

0 % 

Transver configuratien te 

-1

Close 

Name of the server connection Transfer 

ICH Link UP 

Status 

100°/o Server is bang restarted 

11:1 iraimer liquratic, 

Mai 

Name of the server connection 1 Transfer Status 

ICH_Link_CP 100°4 'Transfer successful 

Start dose I Help 

• ug" IBe Link Diagnosha X 

e 
— ❑ 

0 A. fitss 192,168 1 14/?_, /diaglistview 

e CG3=1:1=1 
Netw_ 

Security 

Certificates 

Time settings 

System 

Users 

Dianriosfies)

Controller diagnostic 

ID 

1-

• - 

ääsal ä 

Logou Update Password 

Connection name 

CPU 416 Master 

57 PLC 1 CPU 312 

57 PLC 2 CPU 312 

55 PLC 3 CPU 103 

55 PLC 4 CPU 941 

Client diagnostic 

Address 

192.168.1.10,102 

192.168.1.12:102 

192.168.1.17:102 

192.168.1.13:102 

192.168.1.19:102 

Network diagnostics 

Time 

2022020 10:3:43 

2022020 10:17:50 

2022020 10:17:49 

2022020 10:3:43 

2022020 10:3:43 

System Log 

Sonrce 

PLC 

PLC 

PLC 

PLC 

PLC 

be 

In In 0 :4 0 E 

Erro r Te xt 

Connection established (6E57 416-3ER05-0ABO) 

Connection established (6E57 312-14E13-0AM ) 

Connection established (6E57 312-14E13-0AM ) 

Connection established (IBesoftee 57 to 55) 

Connection established (IBesoftee 57 to 55) 

MQTT 
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2.7.10 Transfer configuration to the OPC UA server  
(IBH Link UA). 

A right-click on the Server icon (IBH Link UA) opens the context 

menu. 

 

The command Transfer Selected Configuration to OPC UA Server 

command opens the Transfer Configuration to Server dialog box. 

Select the server IBH Link UA and then click Start. The configuration 

is transferred to the IBH Link UA.  

 

The successful transfer is displayed. 

2.7.11 IBH Link UA browser windows 

The browser window Diagnostics displays the status of the 

connection IBH Link UA – PLCs. 

  



. gli IBH Link UA - Siemens slots 1=1 

https://1 92.1 68.1.14/?_=fo pc_slots 

Security 

Certificates 

Time settings 

System 

Users 

CSiemens slot;) 

IBH Link UA - OPC Client 

®-> e 

OPC server is runnirig 

Siemens slots 

Logout 1  Update password 

1.• Slot 2 

v OPC Project 

V IBH Link UA 

>CPU 416 Master 

>57 PLC 1 CPU 312 

>S7 PLC 2 CPU 312 

>S5 PLC 3 CPU 103 

IP 95 PLC 4 CPU 941 

Delete slot Delete all Load OPC Editor Project 

Insert SCPLC Insert SINUMERIK 

1111 (D 0 .14 0 

quad-core 

Save OPC Editor Project 

Change SINUMERIK Delete SINUMERIK 

❑ X 

a https://192.168.1.14/?_=/opc_client * Iii\ CD 0 0 

Net, 

C 

T 

Si s I ot s 

OPC Client 

Diagnostics 

MATT 

SoftPLC 

MC 5
M 

OPC server is tunt., 

Connected Servers 

• urn:ibhlinkua:IEHsoftec:IBHLinkUA (opc.tcp://192.168.1.14:48010) 

11 1,11IBH Unk UA.CPU 416 Master.Variable to CPU's.Control_ON 

rrlitlIBH Unk UA.CPU 416 Master.Variable to CP1,- MaxValue_l 

11.ABIBH Unk UA.CPU 416 Master.Variable to Cl MinValue_l 

›®IBH Unk UA.CPU 416 Master.Variable to Cr 

›®IBH Unk UA.CPU 416 Master.Variable to MinValue_2 

›®IBH Unk UA.CPU 416 Master.Variable to CH_. MaxValue_3 

›®IBH Unk UA.CPU 416 Master.Variable to CPU' PlinValue_3 

›®IBH Unk UA.CPU 416 Master.Variable to CPI MaxValue_4 

t>rIBIBH Unk UA.CPU 416 Master.Variable to PI_1 ,MinValue_4 

131IBH Unk UA.S7 PLC 1 CPU 312.Counter Values.Controlling_is_ON_l 

IBH Unk UA.S7 PLC 1 CPU 312.Counter Values.Value_l 

›®IBH Unk UA.S7 PLC 2 CPU 312.Counter Values.Controlling_is_ON_2 

›®IBH Unk UA.S7 PLC 2 CPU 312.Counter Values.Value_2 

vrIBIBH Unk UA.S5 PLC 3 CPU 103.Controlling_is_ON_3 

.41urn:ibhlinkua:IB,oftec:IBHLinkUA (opc.tcp://192.168.1.14:48010... 

IBH Unk UA.SS PLC 3 CPU 103.Controlling_is_ON_3.TimeStamp 

Q IBH Unk UA.S5 PLC 3CPU 103.Controlling_is_ON_3.Status 

Update password 

MEMMIUL U 103.CounterValues_3.0_2 

urn:ibhlin kua : H oftec:IBHLinkUA (opc.tcp ://192 .168 .1.14: 48010... 

IBH Unk UA.S5 PLC 3 CP1_1 103.CounterValues_3.D_2.TimeStamp 

IBH Unk UA.S5 PLC 3 CPU 103.CounterValues_3.D_2.Status 

>421IBH Unk UA.S5 PLC 4 CPU 941.Controlling_is_ON_4 

1•441IBH Unk UA.S5 PLC 4 CPU 941.CounterValues_4.D_2 

Add Server  I .Add variable to read 

Download client XML configuration 

IIIIIIIIBHsottec 
www.ibbsoftec.com Contact Wiki 

quad-core 

41 Good (0000000000) SecurityPolicy#None 

Connect variable I _(1t Upload client XML configuration 1

Delete client configuration 

111 IBH Link UA 
-------

PC UA 

exemple 7 - mufti CPUs S7.opu - OPCUAEdit EI X 

File Edit Help 

A in, ei 
Server .1;1 X 

1131-1Link 
e:133 

.1111 

CPU 416 Master 

S5 PLC 3 CPU 103 

S5 PLC 4 CPU 941 

S7 PLC 1 CPU 312 

S7 PLC 2 CPU 312 

[-I' Variable transfer 

UA Modes 

ra Project 2ia Server Certifi 

O Name of the seceer conneckion 

Name 

O Server address 

Host name/Addrese 

Port 

URL 

Inverse connection 

O Security settings 

IBH Link UA 

182.1613.1.14 

48010 

opc.tcp,192.168.1.14,48010 

No 

Security policity 

Message mode 

None 

None 

O Authentication settings 

Login 

Session narre 

Anonymous 

example7: Multi CPU, S7 

settings 

Variables formet Compact 

CAPS NL 
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IBH Link UA – Siemens Slots – OPC Project  

 

IBH Link UA – OPC Client  

 

2.7.12 Online OPC UA Server Information 

 

Information from the OPC 

UA server connected 

online with the CPUs are 

displayed. 

  



example 7- multi CPOs S7.opu - DPCIUM dit - 

Eile Edit help 

ago 
Source server Sourcevari atile Destination server Destination variable Data type me 

IBH Link UA QI IBH Link UA ControlON BH Link CA Co ntroming_it_ON2 Boolean false 

CPU 416 Master IBHQI  Link UA ControlON BH Link CA ControlON2 Boolean true 

S5 PLC 3 CPU 103 ❑ IBH Link UA ControlON BH Link UA Control_ON_3 Boolean true 

S5 PLC 4 CPU 941 IBH Link UA ControlON BH Link CA ControlON_4 Boolean false 

S7 PLC 1 CPU 312 
❑ IBH Link UA MaxValuel BH Link UA Maxllalue_l nt16 9510 

E S7 PLC 2 CPU 312 
IBH Link UA Minllalue l BH Link CA Minllaluel nt16 910 

IhjI LA Nodes 

ark ❑ IBH Link UA 

O IBH Link UA 
❑ IBH Link UA 

O IBH Link UA 

MaxValue2 

Minllalue2 

MaxValue3 

Minllalue3 

BH Link UA 

BH Link CA 

BH Link CA 

BH Link CA 

Maxllalue2 

Minllalue_2 

D1 

190 

nt16 

ntl 6 

nt16 

ntl 6 

8510 

810 

7510 

700 

3 
E 
F 
I 

❑ IBH Link UA MaxValue4 BH Link CA D1 nt16 6000 

O IBH Link UA Minllalue4 BH Link CA DO ntl 6 600 

O IBH Link UA 
IBH Link UA 

Controlling_o0142 BH Link CA 

BH Link CA 

Controming_oON2 Boolean 

nt16 

true 

0 

O IBH Link UA Controlling_o0142 BH Link CA Controming_oONJ Boolean f Esc 

IBH Link UA Value2 BH Link CA Value2 nt16 4290 

O IBH Link UA Controlling_o0143 BH Link CA Controming_oON _3 Boolean f Esc 

O IBH Link UA 192 BH Link CA Value3 nt16 6955 

O IBH Link UA ControllingoON_4 BH Link CA Contro1 ing_oON41 Boolean falle 

rmed Eiserver ertifc. ❑ IBH Link UA 192 BH Link CA Value_4 nt16 3348 
.cl 

CAPS NUM 

El example 7 - multi CPVs Stopu - OPCUAE dit 

eile Zdit Help 

17' 

Server X 

IBH Link UA 

EM 

CPU 416 Master 

S5 PLC 3 CPU 103 

S5 PLC 4 CPU 941 

S7 PLC 1 CPU 312 

laa Projecl Ser7,i certiti, 

Source risme 

BH Link UA.CPU 416 Master Variable to CPUH.Control_ON 

BH Link UA.CPU 416 Master Variable to CPU's.Control_ON 

BH Link UA.CPU 416 MasternAnable to CPUH.ControlON 

BH Link UA.CPU 416 Masteritanable to CPUH.Control_ON 

BH Link UA.CPU 416 MasterVanable to CPU's.MaxUalue1 

BH Link UA.CPU 416 Marter.Variable to CPU'r.EinValue2 

BH Link UA.CPU 416 Master.lferiable to CPUC.MaxValue_2 

BH Link UA.CPU 416 MasterVariable to CPU's.MinValue2 

BH Link UA.CPU 416 MasterMeriable to CPU'r.EaDValue3 

BH Link UA.CPU 416 kletter.Veriable to CPUC.Minllalue_3 

BH Link UA.CPU 416 MasterMariable to CPLIMMax"nalue4 

BH Link UA.CPU 416 Mastenliedahle to CPU'oMinValue4 

BH Link UA.S7 PLC 1 CPU 312.CounterValues.Controlling is ON 1 

BH Link UA.S7 PLC 1 CPU 312.Counter Values.Value1 

BH Link UA.S7 PLC 2 CPU 312.CounterValues.Controlling is ON 2 

BH Link UA.S7 PLC 2 CPU 312.Counter Values.Value2 

BH Link UA.S5 PLC 3 CPU 103.Controlling is ON 3 

BH Link UA.S5 PLC 3 CPU 103.CounterValuer_311_2 

BH Link UA.S5 PLC 4 CPU 941.Controlling_isON4 

BH Link UANS PLC 4 CPU 941.CounterValues4.03 

Destination narne 

BH Link LIA.S7 PLC 1 CPU 312.Counter Values.Controlling is ON 1 

BH Link IJA.S7 PLC 2 CPU 312.CounterValues.Control_ON2 

BH Link LIA.S5 PLC 3 CPU 103.Control0143 

BH Link LIA.S5 PLC 4 CPU 941.Control_ON_4 

BH Link 0A.S7 PLC 1 CPU 312.Counter Values.MaxUalue_1 

BH Link LIA.S7 PLC 1 CPU 312.Counter Values.MinSfalue 1 

BH Link IJA.S7 PLC 2 CPU 312.CounterValues.MaxValue2 

BH Link LIA.S7 PLC 2 CPU 312.Counter Values.MinSfalue_2 

BH Link LIA.S5 PLC 3 CPU 103.CounterValuer3141 

BH Link 0A.S5 PLC 3 CPU 103.CounterValues3.00 

BH Link LIA.S5 PLC 4 CPU 941.CounterValues4.D1 

BH Link LIA.S5 PLC 4 CPU 941.CounterValues4.DO 

BH Link LIA.CPLI 416 Masterllanable from CPU's.Controlling is ON 1 

BH Link LIA.CPU 416 MgsterMgrighle from CPU'r.Value1 

BH Link LIA.CPLI 416 Master.reariable from CPU's.Controlling is ON 2 

BH Link LIA.CPU 416 MasterManable from CPU's.Value2 

BH Link IJA.CPU 416 Mgstenklarigble from CPU's.Controlling is ON 3 

BH Link LIA.CPLI 416 folarter.Variable from CPU's.Value_3 

BH Link IJA.CPU 416 MasterMariable from CPU's.ControllingisON4 

BH Link LIA.CPU 416 Marter.Variable from CPU's.Value4 

CAPS NUM Ji 

In example 7 - muNi CPUS Sixpu - OPCUAES 

nie Echt Hei, 

A * 

In3

- 

e, WH Link LIA 
▪ a CPUelame.e• 

• Variable to CPU' 
p. -®S5 PLC  4 CPU 103 

¶5 PLC 4 CPU 341 
• 27 PLC I CPU 312 
• 27 PLC 2 CPU 317 

Ie l'om CPU 'v

13 LA IM Hode, 

v.l.) 
11 Wut/ 
g vrice_a 
g valut a 

Da. tYPe 
BOOlein 
200Iten 
Booleen 
Booleen 
inel6 
1M16 
Intl 6 
Intl 6 

XXx 
&OK 
&OK 
&OK 
&OK 
&OK 
&OK 
&OK 
&OK 

Access 
EN/ 
RW 
Rw 
Rw 
Rw 
RW 
EN/ 
EN/ 

Value 
false 
true 
laue 
laue 
0 
8079 
4585 
794 

continuefletY 
updated 

°da nasaa 
H Link UA.CPU ommener.variabiefrorn cPu.s.coreouingjsON2 
H unk LIPCPU 416 Magn.V.neble from CPII,Conerollingjs0&_2 
H Link UXCPU 416 Magn.V.neble from CPII,Coneroumg js_0&_3 
H Link UXCPU 416 Magn.V.neble from CPII,Conerellmgjs_ONA 
H Link LIACPU 416 Magn.V.neble from CPII,Malue1 
H Unk U&CPU 416 mxterManable from CPII,Malue2 
H unk il&CPU 416 meger.vernws hem CPUNVelue3 
H unk il&CPu 416 mages.v.neis hem CPUSMalue4 

[APS NUM u, 
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Show variable transfer 

The individual OPC tags are displayed in the right server window with 

their status. The status of the OPC tags is updated continuously. 

 

The source and destination names of the variable transfer are 

displayed. 

 

Marking the data block name, the individual variables (OPC tags) are 

displayed in the right server window with their status. 

CPU 416 Master; data block Variable from CPU's [DB2] 

  



CPUs Siropu - OPCUAES - 

Fg Fg Heg 

s A 

Fa 1621 Link WP 11 

CPU 416 Marter 

J Vanable 6oin CPU's 

.81 

PI SS PLC 3 CPU 103 

El3 CO PLC 4 CPU 901 

03 12 22 PLC 1 CPU 310 

EB 131 S7 PLC 2 CPU 312 

jr Variable transfer 

M UNmies 

verreit to CPU'r 

Name Dab type Status Access 

111 ControlEOP Boolean *OK FIW 

111 MarValue_l n916 220K RW 

marValue2 nt16 01011 RW 

MarValuei n916 220K RW 

marvaluer1 r416 220K RW 

gMmVelue_l 0116 01011 RW 

gMmVelue.; rrel 6 01011 RW 

9MmVelue1 r416 01011 RW 

Q. MinVeluei n916 22.0K 

Value Neide non,

time BH Link ULCPU 4 6 Marter Varrable to CPU'r Co.roLON 

9000 13H Link ULCPU 4' 6 Marter Varrable to CPU4 MarValue_l 

8000 13H Link ULCPU 4' 6 Marter Varrable to CPU4 MarValue_2 

7000 13H Link ULCPU 4' 6 Marter Varrable to CPU4 MarValue_3 

6000 13H Link ULCPU 46 Marter Varrable to CPU', M.V.luvt 

900 13H Link ULCPU 4' 6 Marter Varrable to CNY, MrnValut1 

800 13H Link ULCPU 4' 6 Marter Varrable to CNY, MrnValue_2 

700 13H Link ULCPU 4 6 Marter Varrable to CNY, MrnValut3 

600 BH Link UACPU 4 6121asterManable to CPW2.12141Value-4 

ex nuously 
updated 

CAPS Num rr

CPUs 57.9u - OPCUAErld — ❑ 

D ia* 

[Met x 4 X 0000 

g Control_0123 Boolean &OK RW true IBH Link UA.S5 PLC 3 CPU 103.ControLON_3 

g Controllinyn_ON_3 Boolmn &OK RW true 113H Link UA.S5 PLC 3 CPU 103.Controlling jx0N3 

t IBH Link UA 

• CPIE 416 kilader 

2 00 PLC 3 CPU 103 

El3 CoumerValuex3 

▪ ss PLC 4 CPU 941 ▪ 9.57PLC1CPU312 
nis7 P1C 2 CPU 112 

i-rjr %kan.nder 

krea UA Hades 

GlobaNars 1=3 

IZPrOle Certlf oraler < 

[APS NUM 

— 
Eile Edit telp 

L1 130 ae 

ElflI3

E 211ti IBH Link UA 

E CPU 416 Master 

E-® S5 PLC 3 CPU 103 

GlobalVars 

4-F S5 PLC 4 CPU 941 

E S7 PLC 1 CPU 112 

S7PLC 2 CPU 312 

ite Variable traneer 

UA Hades 

Project 

rne Data type Status 

QI ji Int1 6 &OK 

g DA Inkl6 &OK 

002 In11 6 &OK RW 

Access 

RW 

RW 

Value Modename 

700 IBH Link UA.S5 PLC 3 CPU 1 03.CounterValuesADA) 

7000 IBM Link UMS PLC 3 CPU 103.CounterValues_3.02 

3322 IBH Link 1144 PLC 3 CPU 103.CounterValues_3.0_2 

conlinuously 

updated 

CPUs Stopu - OPCUAEdit — 
fde gdit He lp 

Ssi 

IMEE ZEI

1:1 11-j IBH Link LEA 

®CM CPU0161,331er 

EB (A15 PLC3 CPU 101 

1- 2 S5 PLC <CPU 941 

GlobeWen 

CounterValue,4 

▪ 2 S7 PLC 1 CPU 312 

® 9 S7 PLC 2 CPU 312 
S. Variable transfer 

133 J 114Nmies 

Name DK° NL& 100° PH° 
ControLONA Boolean MOK RW 
Controlling_p_ONA Boolean 820K RW 

N'[ 'de [alte
tue 113 H Link 114.45 PLC 4 CPU 941.ControL0N4 
true 113H Link DASS PLC 4 CPU 901.Controllingty_0NA 

end 119,801, 
utdared 

CAM NUM 

aample - multi CPU; 57.opu - OPCUAEdit 

me Echt Heip 

e ai

EIZfl13

IBH Link UA 

• CPU 416 Mester 

p-3 4 PLC 3 CPU 103 

ghli 55 PLC 4 CPU 9.11 

GInhd./ars 

I La 

Ehe 57 PLC 1 CPU 312 

el-la 57 PLC 2 CPU 312 

La Counter Values 

e Variable transfer 
111131 MW des 

['1.[P ectf a i server IPice,rri-tes 

13 00 

13 L1 

I]  02

t typ 

Inn 6 

Intl 6 

Inn 6 

St 0 

&OK 

&OK 

&OK 

A ss 

FAV 

WAs 

Value Hode name 

600 IBH Link 1144 PLC 4 CPU WI .CounterValue3.4.13.0 

6000 IBH Link 11/3.55 PLC 4 CPU 941.CounterValues 4.13_1 

5081 IBH Link 11455 PLC 0 CPU 301.CounterValuesAlly 

continuousW 
updated 
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CPU 416 Master; data block Variable to CPU’s [DB5] 

 

S5 PLC 3 CPU 103; GlobalVars [F flag] 

 

S5 PLC 3 CPU 103; data block CounterValues_3 [DB2] 

 

S5 PLC 4 CPU 941; GlobalVars [F flag] 

 

S5 PLC 4 CPU 941; data block CounterValues_4 [DB2] 

  



I n  example 7 - muXi CPUn Si.opu - OPCUAES - 

❑Z4.31 fr 

1
i13H Unk UA 

CPU 416 Mager 

• 31 PLC 3 CPU 103 

EG • S5 PLC 4 CPU 941 
2 27 PLC I CPU 312 

a 27 PLC 2 CPU311 
vauable eramler 

LA UA Hode. 

eituntenohio Ga) 

Q 10010(1 A 

Name Data st

III Control_ON2 Boolean &OK 
1] ContnallingA_ON_-1 Boolean &OK 

MaxValue1 Int16 &OK 
MinValueol Int16 &OK 

0 Value_l Ire16 &OK 

rein I;H trinakrnUASI PLC 1 CPU 312.CounterValues.control_oNo1 
feine IBH Link UAS7 PLC 1 CPU 312.CounterValues.Contehngjs_ON2 
9000 IBH Link LI437PLC 1 CPU 312.CounterValues.MracValue_1 
900 IBH Link 1I437 PLC 1 CPU 312.CounterValues.MinValue_1 
0 IBH Link 1I437 PLC 1 CPU 312.CounterValues.Value_1 

caol mousy 
irodived 

El example 7 - muXi CPU5 S7.opu - OPCUAES - 

k~irbl

Help 

0

2 ter2 I B H Link u

, g CPU 416 Mager 
. 25 PLC 3 CPU 103 

U 25 PLC 4 CPU 9.11 
er. g 27 PLC 1 CPU 312 

3 In 51PLC3 CPU 30 
-im 

Le.Variable transfer UANodes 

Naiila 
III Conerol_Oft2 

Data type 

Boolean 

status 

&OK 
11 Va'ue nun Node non,OH 

Lok UtS7 PLC 2 CPU 31E-Cunter ValuetiConNoloON _2 
III Conerollog_o_ON Boolean &OK true IBH L k UA_27 PLC 2 CPU 311.0 °unter Velue,Conerollmg,_ON J 
0 rula›Value_2 Int16 &OK 9000 AH Lok LIAS/PLC 2 CPU 312.0 °unter ValueoMa.Value_2 
0 moValuei Int16 &OK 800 AH Lok V427 PLC 2 CPU 312.0 °unter ValueoMmValue2 
0 Valuei lat16 &OK 6164 AH Lok 1.1i27PIC 2 CPU 312.0 °unter ValueoValue.2 

COldlolloilay 
u daled 

CHIPS NUM A 

Unilied Automation UvExperl -1160PC Unilied Architecture Client - NewProjecr — 
File View Server Document Sedings Hein 

D 4 X .,cri 0122 
roi ch g 

511 Project 

v 9 Serverr 

181-0inict606hrinicua-SC-11 

v 9 Doc,iment 
Eudacce”view 

ddrezz Spac 

-  No Highlight 

eä (rot 

Objects 

4 ae., 
) 4  oen«sa 

men 
5 4 Modbus 

D416 Made Made, 

• DevinHobh 
• Model 

4 Nov.—
> b 5upoortecrrypes 

Variabletrom CPU', 

r> • Contiolling_isOt11 

> • Contiolling_isOt12 

> • Contiolling_0_01.13 

> • Contiolling_0_01.14 

> • Vulue_l 

> • Vulue_2 

> • Vuluei 

Value_4 

Variableto CP0 

> Conti.100 

> • MaaValue 

> • InreVatue_2 

> • IneiVeluei 

> • MissValue_4 

> • MinVelut1 

> • MinValue2 

> • MinValuoi 

> • MinValue_4 

RevisienCeuntei 

• Serienamber 

Seflwerelrevision 

> 4 Talks 

• 4 s5PLC3 CPU 103 
• 4 ss am 4 all 941 
> 4 S7P1C1 CPU 311 

> 4 S7P1C2 CPU 312 

> di Server 

tt Server 

11HlankU000... tlantei • IBH 
ISHLin40A0ib... 115409 • ''' 
BHUn4U4pn... NS-r— 

rus-wii • • 
H9002040... 115-T+: • :2• 

41541->i • t• • 
944414/454‚... t1S-90 • 

9 
10 
II litinkUti.00... Mir. • • 
12 NaLinkliA(542... u-
13 HUnkUAtbib... 11S-1'4i • :2• • 
14 
15 HtinkU0.00... DS-Inii • IPM 
16 enkliA04‚... Hits 
17 HLinkU&Par... EISHIstic 4119.H 

Drag & DArop 

Doplay Name 

Contiolliritus 01,11 
timrinlimo 15:011 2 

.  :1114

Mime 

falle 
falte 
taue 
tue 
0 
5941 
4749 
4025 
taue 
KO) 
8000 
790) 
690) 
900 
800 
790 
600 

0 
Datatype SourceTimettamp Server Timntang Statuscode 

Boolean 135316.758 13:53:17.000 Good 
&clean 135331765 135922003 Good 
Poolean 135310758 13:53:17.000 666 
&velem 13:53:16.758 13:53:17.000 Geod 
6516 135006.000 135006068 600d 
6516 13:53:21.765 135922003 Good 
6516 13:53:21365 1353:22.003 Gerd 
6516 1153121.765 135311003 Gerd 
Bovlean 135121591 13:53:21.753 Good 
6516 13:53:21.594 135331353 Good 
6516 13:53:21.591 1353:21353 Gerd 
6516 1363121.594 135921353 Good 
6516 135121594 13:53:21.753 Gerd 
6516 135121594 135331.753 6rad 
6516 13:53:21.594 1353:21753 Gerd 
6516 1363121.594 135921353 Gerd 
6516 135121594 135311.753 Gerd 

conti o sir 
ripilal 

Data Access Vie 

4 

1 
2 
3 
4 

.11 

Server 

BIALinkUAc2ibhlinktia-SC-14 
BHLink1144Dili6linkua-SC-14 
BH hrnl ihlilinkua-SC-14 
BHI u:: 1 A 2 1 ililinkua-SC-14 

Node Id 

NS41Strinql1BH Link UACPU 416 Master.Variable from CPUS..Controllinq_is ON 1 
NS41Strinql1BH Link UACPU 416 Master.Variable from CPUS..ControllincLis ON 2 
N541Strinql1BH Link UACPU 416 Master.Variable from CPUS..Controllinq_is ON 3 
NS41Strinql1BH Link UACPU 416 Master.Variable from CPUS..ControllincLis ON 4 

5 BHI 1 ililinktia-SC-14 N541Strinql1BH Link UA.CPU 416 edarter.Variable from CPUS..Value 1 
6 AHLIni 8 1 1 ililinkua-SC-14 NS41Strinql1BH Link UA.CPU 416 halastei.Variable from CPUS..Value 2 
7 AHLII i 8 1 1 ililinktia-SC-14 N541Strinql1BH Link UA. CPU 416 Master Variable from CPUS..Value 3 
8 BHLiii1.1 16 .1 ililinkua-SC-14 NS41Strinql1BH Link UA.CPU 416 Mastei.Variable from CPUS..Value 4 
9 BHLinklIA•Z ilili1inkua-SC-14 N541Strinql1BH Link UACPU 416 Master.Variable to CPUS..Control ON 
10 61-14inkU416 16lilinkua-SC-14 NS41Strinql1BH Link UACPU 416 Master.Vatiable to CPUS..MaxValue 1 
11 BHLinkU416 16lilinkua-SC-14 N541Strinql1BH Link UACPU 416 Mattei.V.fitahle to CPUisklaWalue 2 
12 BHLinkU416 16lilinkua-SC-14 NS41Strinql1BH Link UACPU 416 MasterVatiable to CPUS..MaxValue 3 
13 BHLinkLIA.0 16lilinkua-SC-14 N541Strinql1BH Link UACPU 416 Maste.V.fitahle to CPU'r.PolarAf Ale 4 
14 BHLinkl1416 16lilinkua-SC-14 NS41Strinql1BH Link UACPU 416 Mastei.Variaide to CPUS..MinValue 1 
15 8FILinkU416 ihlilinkua-SC-14 N541Strinql1BH Link LIA.CPU 4 1 6 Master.Variable to CPUisklinValue 2 
16 13FILinkU416 16lilinkua-SC-14 NS41Strinql1BH Link UACPU 416 Mastei.Variable to CPUS..MinValue 3 
17 131-1LinkU416 N541Strinql1BH Link LIA.CPU 411 6 MasterMatiable to CPUisklinValue_4 
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S7 PLC 1 CPU 312; data block CounterValues [DB2] 

 

S7 PLC 2 CPU 312; data block CounterValues [DB2] 

 

2.7.13 Unified Automation UaExpert - The OPC Unified 
Architecture Client 

The UaExpert program window lists the OPC tags transferred by the 

IBH OPC UA Editor and the associated UA nodes. 



-"t 

MPI-Address 2 

MPI-Address 3 

MPI-Bus 

Ethernet-Bus 

IBH Network settings X 

File Stations IBH Links 2ption3 lilelp 

tation. 

Station Name 1 Address 
Master CPU 57-416 local 
PLC_1-CPU 312-101-1 Link 57++ 
PLC_2•CPU 312401-1 Link S7++ 
PLC_3101-1 Link S5++ CPU103 
PLC21--1BH Link S5+.- CPU94-1 

192168.1.10 
192168.1.12:1099 
192168.1.17:1099 
192168.1.13:10010 
192168.1.1510010 

— Settings: 

New station Change station Delete station 

IBH Link S7 I IBH Link 55 I IBH Link 55++ 

Close 

Language 

Search and configure IBH Link S7, Plus, 57++ and 57+4] 
HS devices. 
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2.8 Example 8:  Connecting two S7 CPU 300 via an  
IBH Link S7++ 

S7-300 series CPUs not having a free Ethernet port may be 

connected to the IBH Link UA via MPI bus via an IBH Link S7 ++ via 

Ethernet (protocol RFC 1006). 

The example shows the creation of a project with the connection of 

two (2) CPU 312 to one (1) IBH Link UA via IBH Link S7 ++. Instead 

of the CPU 312, any other S7 CPU 300/400 that does not have a free 

Ethernet port could be used. 

IBH Link S7++ 

The IBH Link S7++ is an Ethernet converter. The 

standard TCP / IP is used. The user can benefit from 

all the advantages of Ethernet. 

The use of SimaticNet and the use of a CP 

communication processor is not necessary on either 

the PC or the PLC side. 

Connecting the IBH Link UA with 2x S7 PLC CPU 312 

 

Configuration of the IBH Link S7 ++ 

Open the IBH Network settings dialog box to 

deactivate the option Configuration with NetPro/TIA. 

  



113HILinks in the local network X 

Found IBHLinks: 

MAC Address Type 1 Serial Nurnher IP Address Station narre 

00-02-A2-21-56-C8 NL 50M PI 25208 192.16a1.12 PLC 1-CPU 312-IBH Link 
00-02-A2-49-64-C6 NL5OMPI 66361 192.16:1: 1 17 PLC. 2 3121 H Link S7++ 

rk) 

r Configuration via Router 

OK Settings 

Firmware 

V2.168 
V2.168 

0.0.0.0 

Search again Search IP range I H elp 

'BHlink settings - 00066361 MAC: 00.02-A2-49-64-C6 X 

( Network I MPI/Profibus 1 Time synchronisation 1 Firmteare I Diagnosillüd 

Address - settings: 

Network nem 1131-1 Link 37++ 17 

IP-Address: 192 . 169 . 1 - 17 a 
Static 

Subnet mask: 255 . 255 . 255 . 0 r DHCP 

Gateway: I 192 . 168 . 1 - 17 
r Boot•P

r IHN et port (Port 1099 is always active): I0 

Authentification 

Username: ladmin 

Password: 

Change password I 

Options 

r- Configuration with NetPro/TIA 
deaetivater Disable Webserver 

confirm> 

[ Save permanently il Reboot I Cancel

IBHLink settings - 00066361 MAC: 00-02-A2-49-64-C6 X 

MPI/Profibus 1 Time synchronisation 1 firmware 

— Network status / Diagnostics 

Test Lifelist OK 

dick 
Station address: 

Bus parameters: 
Baudrate: 187.5 kBit/s 
Tslot_Init: 100 
Max. Tsdr: 60 
Min. Tsdr: 12 MPI-addresses 
Tset: 1 2 CPUs S7 PLC2I 
Tru n 2 CPUs S7 PLC2 

1 10 

C Diagnostics Station  1 1 

,r; Fixed bus parameter settings 
r Automatic detection 

MPI-Adresse 
IBH Link ST.. 

A 

v 

Bus Nodes 

0 1 

0 rr 
2 3 
17.7

4 5 6 7 9 9 

rrrrr 

120 r r r r r r r 

Fac e i.ke 

11 12 13 14 15 16 17 18 19 
rrrrrrrrr 

rrrrrrrrrr 
Key 
r Station passive 
17 Station active 
17 Station active ready 

Save pelmanently Reboot I Cancel
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Deactivate the option Configuration with NetPro / TIA 

 

IBH Link S7++ MPI addresses 

Diagnostics are available to show the MPI bus parameters and the 

MPI addresses in use. 

  



1E-1 CPC Editör 

dick 

J Project 2,/, Server 1$ Certrficates 

Untitled - OPCUAEdit 

File Edit 

r

frrojeft 

Held dclick) 

New setver connection.` 
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IP / MPI addresses / PLC programs of the devices 

Device IP-Address MPI-Address 

IBH Link UA  192.168.1.14 not applicable 

IBH Link S7++  192.168.1.12 10 

S7-CPU 1 – [CPU 312]     

PLC-Project / Program: 

2 CPU’s S7 PLC_1 / S7 CPU 1 

IBH Link S7++  

together for: 

2 CPU’s S7 PLC_1  

2 CPU’s S7 PLC_2 

192.168.1.12 

2 

S7-CPU 2 – [CPU 312] 

PLC-Project / Program: 

2 CPU’s S7 PLC_2 / S7 CPU 2 

3 

 

2.8.1 PLC programs 

The S5 / S7 CPUs programs count value until MaxValue is reached. 

Then the Value is counted down until MinValue is reached. This up 

and down counting is repeated continuously. 

The data blocks CounterValue_1 [DB2] and 

CounterData_from_PLC_2 [DB5] are in the S7-CPU 1. The data 

blocks CounterValue_2 [DB2] and CounterData_from_PLC_1 

[DB5] are in the S7-CPU 2. 

These data blocks are available for data exchange with one another. 

The variables of these blocks are defined as (OPC tags). 

The programs for the S7 CPUs are available in the STEP® 7 - 

SIMATIC Manager format. 

Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to 

open the program window.  

 

 

Open the Project window by 

clicking on the Project tab.  

 
 

Open the New Server 

Connection dialog box with 

the New Server Connection 

command from the Edit menu 

or by clicking the icon.  

The new server connection setup was explained in example 1 (see 

chapter 2, page 2-3. 



Server connection properties x 

Name of the server connection: 

—Server address. 

Host name or IP address 

Port; 

IBH Link 1 —JA 

1192.166.1.14 
k 48010 

URL I opc.tcp11192.168.1.14;48010 

i—Security settings,

L 6. N• one 

Select endpoint.., 

C Basic128Rsa15 

Basic256 

B• asicSha256 

A• es1285ha256RsaCeep 

C Aes2565ha256RsaPss 

—Login.  

<2 Anonymus 

( User name and password 

User name: 

Passwort; 

rMessage mode. 

C Signatur 

(. Signature and Encryption 

Inverse connection: 

Connect invers Properties... 

Session Name: Name: 

Variables Format: 

confurm 

OK 

example 6: 2x 57 CPU 312 

Compact 

Cancel I Help I 

Em example 7 - multi CPUs S7.opu - OPCUAErtrt CI X 

File Edit Help 

DCHW 
Project 4 x 

t 

mark 

EMProject Server II Certificates 

m Name of the server connection 

Name IBH_Link_UA 

m Server address 

Host name / Address 192.168.1.14 

Port 48010 

URL opc.tcp://192.168.1.14:48010 

Inverse connection No 

m Security settings 

Security policity None 

Message mode None 

m Authentication settings 

Login Anonymous 

Session name example 8: 2x S7 CPU 312 

m Other settings 

Variables Format Compact 

CAPS NUI 
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Server Connection dialog box 

 

All necessary settings are shown. The possible encryptions of the 

data to be transmitted are displayed. The example is using the 

security method None. By clicking OK the content of the dialog box 

is saved and closed. 

The settings for the connection to the IBH Link UA OPC UA server 

are displayed in the right part of the project window. 

  



j example 7 - mutti CPUs S7.opu - OPCUAEdit El X 

File I Edit Help 

r. 

Project 

11 New server connection
  1. cn  
New control Ar 

m,  dt r e 
right dick 

If the server connection 

IBH_Link_UA 

Server address 

Host name / Address 

New server connection... 

New control... 

i Prope dies... 

Add external data...click

Transfer s el ected configuration to the OPC UA Server.... 

Read complete configuration from OPC UA Server... 

Import... 

Export... 

M Project Server Ii2eCertifi... 

192.168.1.14 

48010 

opetcp://192.168.1.14:48010 

No 

N one 

N one 

nonymous 

example 8: 2x S7 CPU 312 

Compact 

CAF 

El New control X 

Control name: PLC 1 57-CPU 1 

Host name IP address: 192.168.1.17 

—rrnl.  

6. 57 TCP/IP Rack number: 

IP address 1811 Link STi,

Position of the target module: 

Target modul at the same racip 

Slot nurnber: i 

MPI-Address 

C Via MPI/DP subnet accessible rack 

MPI/DP address of the target CPU: V --

r Via TCP/IP subnet accessible rack 

PLC 1 S7-CPU 1 

TCPIIP address of the karget CPU: I 0 . 0 0 . 0 

C Via HI subnet accessible rack 

HI address of the target CPU: 100.00.00.00.00.00 

r 57 200 TCP/IP 

r 57 1200 TCP/IP 

r 57 1500 TCP/IP 

confirrn 

OK 

Subnet ID:1000  000C 

Own TSAP: 1010C 

PLC TSAP: 0101

lick 

Cancel I Test connection.... 

1 

Help 

Test connection.... 
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2.8.2 Inserting a New controls (PLC) 

The New control command from the context menu (or menu Edit / 

New control) opens the dialog box New control to specify the access 

to the control (CPU). 

 

New control dialog box – PLC 1 S7-CPU 1 

 

Test connection 

After completing the New Control dialog 

box, the connection to the online connected 

CPU can be tested. 

Information about the successful connection is displayed.  



IBH OPC UA Editor X 

0  The connection to the PLC PLC 1 57-CPU 1 has been successfullytested. 

ri New control X 

Control name: PLC 1 57-CPU 1 

  IP address IBH Link S7++ 
Host name / IP address: 192.168.1.17J»A/  

— rnl. 

r C
r  TCP/IP Reck number: 

Position of the target module: 

Slot number: 

Olt 

Target modul at the same racp 

✓ Via MPI/DP subnet accessible rack 

MPI/DP address of the target CPU: 

✓ Via TCP/IP subnet accessible rack 

MPI-Address 
PLC 2 S7-CPU 2 

TCP/IP address of the target CPU: I 0 . 0 0 0 

( Via H1 subnet accessible rack 

HI address of the target CPU: 1 00.00.00.00.00.00

✓ 57 200 TCP/IP 

✓ 57 1200 TCP/IP 

✓ 57 1500 TCP/IP 

"onfirm

Ol< 

Subnet ID: I 0000 117207I 

Own TSAP: 1 1: 10

PLC TSAP: 1 0111

2  lick 

Cancel 1 Test connection.... 

1 
Help 

Te51: connection. . . . 

IBH OPC UA Editor X 

0  The connection to the PLC PLC 2 57 CPU 2 has been 
successfullytested. 

OK 

11_W u—riar 

—0confirrn)  

(21( I Cancel I Test connection.... Heb) 
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New control dialog box – PLC 2 S7-CPU 2 

 

Test connection 

After completing the New Control dialog 

box, the connection to the online connected 

CPU can be tested. 

Information about the successful connection is displayed. 

 

To accept and close the New control dialog box settings click on OK. 

  



Ei example 8 - 2x S7 CPU 312.opu - OPCUAEdit El X 

Eile Edit Help 

ä 
Project 

13- E IBH Link UA 

X 

PLC 1 S7-CPU 

Le Variables 
PLC 2 S7 CPU 2 

L...4g Variables 

Project Server 1 L Certtficates 

CI Name of the server connection 

Name 

O Server address 

IBH Link UA 

Host name /Address 192.168.1.14 

Port 48010 

URL opctcp://192.168.1.14:48010 

Inverse connection No 

O Security settings 

Security poicity None 

Message mode None 

O Authentication settings 

Login Anonymous 

Session name example 8: 2x S7 CPU 312 

O Other settings 

Variables formet Compact 

CAPS NUM 

example 8 - ax 5.7 CPU 312.opu - OPCUAEdit E X 

File Edit Help 

4 i:e 
Project tt X 

gar-f, X X e 
IBH Link LIA 

nght dick 

."ffi Variables 

.111I PLC 2 S7 CPU 2 

Variables 

Delete 

Cut 

Copy 

Insert 

2 Name of the control 

Name PLC 1 97-CPU 1 

Offline program assignment 

Program type 

Prooram oath 

dock 

,Assign program.... 

Update program a55ignment,_ 

Properties... 

Project I1Server 1 Certif icates 

eo program assignmen) 

57 TCP/IP 

192.169.1.17 

n Talget modul at the same tack 

0 

2 

NULL 
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The specified PLC controls are displayed in the left project window. 

 

2.8.3 IBH Link S7 ++ setting 

If no connection is established from the PC via IBH Link S7 ++, the 

settings must be checked (see chapter 1 page 1-13 – IBH Link UA - 

S7 CPU 300 / 400 connection via IBH Link S7++). 

 

2.8.4 Program assignment 

The Assign Program command opens the Program Selection dialog 

box. 

  

Note: 

To address an CPU 300/400 via the IBH Link S7++, the routing 

option (dialog box IBHLink settings / Network tab) 

Configuration with NetPro must be deactivated (Apply 

permanently). 

This applies to all S7 300/400 CPUs with IBH Link S7++ connection. 



(cfck to men 

Ei Select program ❑ 

▪ -& B. Peter Schulz-Heise 

▪ Workshop (A:) 

p. OPC UA Editor Manual 

A... example 8 - 2x CPU 312 57 

[1- 2 CPUs 57 PLC _1 mark0
1±1-4. 2 CPUs 57 PLC _1 

_ PLC 1 57-CPU 1 

nj 2 CPUs 57 PLC_2 
b...ce 2 CPUs 57 PLC_2 

CPU 312 - 2•111 PLC 2 S7-CPU 2 

Path: 

1V

A:\OPC UA Editor ManuaRexample 8 - 2x CPU 312 5712 CPUs 57 PLC_11 

dick 

OK 1 Cancel Help 

n example 2x Si CPU 312.opu OPCUAEde - 

G- X X aaü3 n kt 
18H Link LIA 

Bam.
.JE Variables 

B • PLC 2S7 CPU 1 

Si Verlebtes 

®reg Ras 1 Bi cremst 

N lih trol 

Name PLC 1 57-CPU 1 

2 Offline ro ram assi nm 

%gram 7'h 
Ill

lahm name 

Program type 

o Online connec ion 

SIE Papagarn 

A a0PC UA Edler Manueexample 8-2x CPU 312 57 \ 2 CPUs 57 FLOM ." CPUs 57 PLC" s7p 

Protocol Si TCPIIP 

Host name sr Address 1921681:17 

Luge modele Lotion Teiget modal at the same rack 

Reck number 

Slot member 2 

Program type 

CA173 Nled 
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Select Program dialog box 

Select the PLC program in the Select program 

dialog box. Clicking the Plus symbol in front of 

the PLC project name. Mark the PLC program (CPU) and click OK to 

assign the PLC program.  

 

Assigned PLC program 

In the right part of the project window information about the program 

assignment are displayed. 

 

The corresponding PLC program must be assigned to the two (2) 

PLC controls. 

2.8.5 Define variables as OPC tags 

Clicking Variables lists the variables / data (data blocks) from the 

PLC in the right part of the project window. The selected OPC tags 

are listed in the lower part of the right window. 

OPC tags of the controller –PLC 1 S7-CPU 1 

Two (2) variables of the data block CounterValues_1 [DB2] and two 

(2) variables of data block CounterData_from_PLC_2 are defined 

as OPC tags.  



example 8 - 2x S7 CPU 312.opu - OPCUAEdit 

File Edit Help 

❑ X 

L9LJW itga*.h 

Project X 

G 
DAG IBH Link UA 

p --i0 PLC 1 S7-CPU 1 

E[1:11 PLC 2 S7 CPU 2 

Variables 

MEI 

Server 1 gi Certificates 

8-9 Et=i 
?.-9 Program variables 

F (Flag) 

CounterValues_1 (DB 2) //Counter Values PLC 1 S7 CPU 312 

MinValue_1 INT //minimum value PLC 1 

MaxValue_1 : INT //minimum value PLC 1 

Value_1 : INT //Counter reading PLC 1 
C:13. E Counting_is_on_1 : BOOL //Counting is on PLC 1 

CounterData_from_PLC_2 (DB 5) //Counter Data from PLC 2 

jep E Counting_is_on_2 : BOOL //Counting is on from PLC 2 

"Ann E Value_2 : INT //Counter reading from PLC 2 

Generic 

g X X '14'  ä- b 2  
es
„arked  

Name variable Address PLC ty... Length Origin Access OPC type Comment 

11 CounterValues_l.Value21 (OPC tags) DB2.DBW 4 INT 2 Program RW Iit16 Counter reading PLC 1 

11 CounterValues_1.Counting_is_on_1 DB2.DBX 6.0 BOOL .1 Program RW Boolean Counting is on PLC 1 

11 CounterData_from_PLC_2.Counting is on 2 DB5.DBX 0.0 BOOL .1 Program RW Boolean Counting is on from PLC 2 

11 CounterData_from_PLC_2.Value_2 DB5.DBW 2 INT 2 Program RW Iit16 Counter reading from PLC 2 

CAPS NUM 

El example 8 - 2x S7 CPU 312.opu - OPCUAEdit ❑ X 

File Edit Help 

Project 

EIA IBH Link UA 

1±1...tiM PLC 1 S7-CPU 1 

IP Variables 

PLC 2 S7 CPU 2 12:1 

Variables 

®Project 80, Server Certificates 

Program variables 

F (Flag) 

CounterValues_2 (DB 2) //Counter Data PLC 2 

QI MinValue_2 : INT //minimum value PLC 2 
I I QI MaxValue_2 : INT //minimum value PLC 2 

•: Noi E Value_2: INT //Counter reading PLC 2 

E Countirg_is_on_2 : BOOL //Counting is on FLC 2 

CounterData_from_PLC_1 (DB 5) //Counter Data from PLC1 

E Countirg_is_on_1 : BOOL //Counting is on f•om PLC 1 

E Value_1: INT //Counter reading from PLC 1 

1.....4$ Generic 

`1Kit gäitäb/9 1

Name marked variable Address PLC ty... Length Origin Access OPC type Comment 

CounterValues 2.Value 2 (OPC tags) 0132.013W 4 INT 2 Program RW Int16 Counter reading PLC 2 

QI CounterValues_2.Counting_is_on_2 DB2.DBX 6.0 BOOL .1 Program RW Boolean Counting is on PLC 2 

QI CounterData_from_PLC_1.Counting is on 1 DB5.DBX 0.0 BOOL .1 Program RW Boolean Counting is on from PLC 1 

E CounterData_from_PLC_1.Value_1 DB5.DBW 2 INT 2 Program RW Int16 Counter reading from PLC 1 

CAPS NUM 

El example 8 - 2x S7 CPU 312.opu - OPCUAEdit 111 X 

File Edit Help 

Deo ogoo 
Project X 

xibei 
El IBH Link Uß. ruht dick 

PLC 1 S7-CPU 1 

Variables 

PLC 2 S7 CPU 2 

L...171 Variables 

CI Name of the server ermeeririn 

Name 

O Server address 

H est name 1A:bre. 

Pnri 

New server connection... 

New control... 

Properti es... 

Add external data... 

clicjk 

IBH Link UP 

192.168.1.14 
tone n 

Add modbus configuration... 

.14:48010 

Impart... 

Export— [11 312 

1.1 umer serungs 

Variables formet Compact 

EzProjed Server I Certificates 

CAPS NUM 
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OPC tags of the controller –PLC 2 S7-CPU 2 

Two (2) variables of the data block CounterValues_2 [DB2] and two 

(2) variables of data block CounterData_from_PLC_1 are defined 

as OPC tags. 

 

2.8.6 Add external data 

To exchange data between two OPC UA servers, the second server 

and its variables are defined using Add external data. 

Right-click on IBH Link UA and execute the Add External Data ... 

command. 

  



rag 

181-10PC UA Editor 

Take over current configuration of external data from server 

IBH Link UA? 

cor irnrr 

Yes  I 

® example 8 - 2x S7 CPU 312.opu - OPCUAEcfrt El X 

File Edit Help 

a2e e 

IBH Link UA 

1±I..1211 PLC 1 S7-CPU 1 

.5-3 Variables 

PLC 2 S7 CPU 2 

Variables 

ä...134, External data 

Connected Seivers  

User-defined variables 

MQTT configuration 

gI 7i t Server 1 Certificates 

ource • 0 

8-
p- PLC 1 S7-CPU 1 

F (Flag) 

1 1;1..12 CounterValues1 (DB 2) //Counter Values PLC 1 S7 CPU 312 

CounterData_fromPLC2 (DB 5) //Counter Data from PLC 2 

Generic 

ä.. PLC 2 S7 CPU 2 

1 11.C=1 F (Flag) 

1 CounterValues_2 (DB 2) //Counter Data PLC 2 

CounterData_fromPLC_1 (DB 5) //Counter Data from PLC1 

Generic 

UA Nodes 

Destination 0 

El PLC 1 S7-CPU 1 

I F (Flag) 

1 CounterValues1 (DB 2) //Counter Values PLC 1 S7 CPU 312 

1 *..C2 CounterData_fromPLC2 (DB 5) //Counter Data from PLC 2 

1 Generic 

A_ PLC 2 S7 CPU 2 

F (Flag) 

1 CounterValues2 (DB 2) //Counter Data PLC 2 

1 *..12 CounterData_fromPLC_1 (DB 5) //Counter Data from PLC1 

1....fa Generic 
1±1..Cal UA Nodes 

Source server Source variable Destination server Destination variable Data type Source narre Destination narre Status 

CAPS NUM 

Source IBI-I LinkLIA:J131-1 Link UA.F'LC 1 57-CPU 1.CounterValues_l.Value_1 

8... 
WH Link UA 

PLC 1 S7-CPU 1 

F (Flag) 

b -Ca CounterValues_l (DB 2) //Counter Valuez PLC 1 S7 CF'Ll 312 

• helinValue_1 INT //minimum value PLC 1 

• helaxValuA_1 INT 1/minimum value PLC 1 

• Counting_is_on_1 BOOL fiCounting is an PLC 1 

rnark 1 
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The OPC tags defined in the IBH OPC UA Editor are to 

be used. Confirm the dialog box with No. 

 

2.8.7 Variable transfer – define source and destination  
OPC tags 

External data with additional commands was inserted in the left part 

of the project window. 

 

Mark Variable transfer to define the source and destination OPC 

tags. The right project window is divided into two parts. The Source 

window is on the left and the Destination window on the right. The 

Source window and the Destination window lists the OPC tags of the 

OPC server and the PLC Controllers. 

The OPC tags to be read (read variables) are specified in the Source 

window. The OPC tag to be linked with the variable read is specified 

in the Destination window. 

Variable connection 

Mark the source OPC tag and right-click the destination OPC tag. 

Source window 

  



,; , 
1.3177 - IBH Link UA::IBH Link UA.PLC 1 57-CPU 1.CounterDaka_From_PLC3.Counting_is_on _2 

-trä IBH Link UA 

e 3111 PLC 1 S7-CPU 1 

PLC 2 S7 CPU 2 

3 

  F (Flag) 

CounterValues_2 (DB 2) //Counter Data PLC 2 

0..0 CounterData_from_PLC_1 (DB 5) //Counter Data from PLC1 

Counting_is_on_l POOL //Counting i 5 on from PLC 1 

right dick 
mark 

Re ni I I i,ild Iinnerti

Connect variable... 

Connect variables (standard parameters) 

2 

X V 
Source server Source variable Destination server Destination variable Data type Source narre Destination narre Status 

QI IBH Link UA Value_1 IBH Link UA Value_1 Int16 IBH Link UA.PLC 1 S7-CPU 1.CounterValues_1.Value_1 IBH Link UA.PLC 2 S7 CPU 2.CounterData_frorn_PLC _1.Value_1 

Pource IBH Link UA::IBH Link UA.PLC 1 57-CPU 1.CounterValues_1•Valuej I 

IBH Link UA 

Ani PLC 1 S7-CPU 1 
F (Flag) 

A.ca CounterValues 21 (DB 2) //Counter Values PLC 1 S7 CPU 312 

MinValuel INT //minimum value PLC 1 

MaxValue 1 INT //minimum value PLC 1 

3 40

IBH Link UA2Value_1 Int16 

 f_7., Status StatusCocle 

  TimeStamp DateTime 

4.0 Counting_is_on_1 BOOL //Counting is an PLC 1 

CounterData_from_PLC_2 (DB 5) //Counter Data from PLC 2 

CA Generic 
PLC 2 S7 CPU 2 

13..D UA Nodes 
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Destination window  

The command Connect variable (standard parameters) finalizes 

the definition. The connected OPC tags are listed in the lower part of 

the right project window. 

 

Established connection 

 

Once a connection has been established, the symbols in front of the 

OPC tags changes. In addition to the value, the source OPC tag also 

offers the time stamp and the status of the OPC tag. To use these 

OPC tags, the corresponding destination variables must be available. 

Source variables connection established 

  



Destination IBH Link LIA::IBH Link LIA.PLL 2 b7 CPU :2,_ounterData from PLC 1 Malue 1 

111-43 IE:H Link IJA 

PLC 1 :1:7-CPLI 1 

11...figi Pu:: :1:7 1_1 2 

C7 1 F (.Flaq) 

CounterValues (DE: 2) ili:_:ounter Data PLi:: 

CounterData_trom_PLL__1 (DE: 5) lit_ounter D3t3 trom 

Counting is on 1 BOOL fiCounting is an from PLC 1 

INT //Counter readin • from PLC 1 

enenc 

111,J LIA Nodes 

x,‚
Source server Source variable Destination server Destination variable Data type Source narre Destination narre 

11 IBH Link UA Valuei IBH Link UA Valuei Int16 IBH Link UA.PLC 1 S7-CPU 1.CounterValue,1.Valuei IBH Link UA.PLC 2 S7 CPU 2.CounterData_from_PLC_IValuei 

11 IBH Link UA Counting is an 1 IBH Link UA Counting is an 1 Boolean IBH Link UA.PLC 1 S7-CPU 1.CounterValue: 1.Counting is an 1 IBH Link UA.PLC 2 S7 CPU 2.CounterData from PLC 1.Counting is an 1 

EI IBH Link UA Value_2 IBH Link UA Value_2 Int16 IBH Link UA.PLC 2 S7 CPU 2.CounterValues_2.Value_2 IBH Link UA.PLC 1 S7-CPU 1.CounterData_from_PLC_2.Value_2 

EI IBH Link UA Counting is an 2 IBH Link UA Counting is an 2 Boolean IBH Link UA.PLC 2 S7 CPU 2.CounterValues 2.Counting is an 2 IBH Link UA.PLC 1 S7-CPU 1.CounterData from PLC 2.Counting is an 2 

CAPS NUM 

Source 

IBH Link UA. 

PLC 1 S7-CPU 1 

1 1•••1:1I F (Flog) 

CounterValues_l (DB 2) //Counter Values PLC 1 S7 CPU 312 

1••••• MinValue_l INT ihminimum value PLC 1 

••••• 0 MaxValue_1 INT firninirnurn value PLC 1 

Value_l INT //Counter reading PLC 1 

IBH Link UA:Malue _1 : Int16 

1••••••-0 Status StatusCode 

i•-•••••0 TimeStamp DateTime 

• e1I. Counting_is_oni BOOL flCounting is an PLC 1 

CounterData_frorn_PLC_2 (DB 5) /!Counter Data from PLC 2 

Generic 

PLC 2 S7 CPU 2 

123••M F (Flag) 

CounterValues_2 (DI3 2) //Counter Data PLC 2 

1••-• ff MinValue_2 INT aminimum value PLC 2 

ft, MaxValue_2 INT ff.minimum value PLC 2 

Value_2 : INT //Counter reading PLC 2 

Counting on 2 1300L fiCounting is an PLC 2 

CounterData_from_PLC _1 (DB 5) //Counter Data from PLC1 

1••••Cil Generis 

g••Cil UA Nodes 
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Destination variable connection established 

 

Defined Connections 

Source Destination 

PLC 1 S7-CPU 1;  
CounterValues_1 [DB2] 

PLC 2 S7-CPU 2;  
CountingData_from_PLC_1 [DB5] 

Value_1 Value_1 

Counting_is_on_1 Counting_is_on_1 

PLC 2 S7-CPU 2;  
CounterValues_2 [DB2] 

PLC 1 S7-CPU 1;  
CountingData_from_PLC_1 [DB5] 

Value_2 Value_2 

Counting_is_on_2 Counting_is_on_2 
 

The connections are displayed in the lower part of the right project 

window. 

 

Linked read variables have this green symbol. 

  



Destination 

EVa 101-1 Link UA 

1±1-113 PLC 1 S7-CPU 1 

ij-C3 F elag) 

CounterValues_1 (DB 2) //CounterValues PLC 1 S7 CPU 312 

61:1 CounterData_from_PLC_2 (DB 5) //Counter Data from PLC 2 

Counting_iton_2 BOOL fiCounting is an from PLC 2 

Value_2 : INT //Counter reading from PLC 2 

Generic 

PLC 2 S7 CPU 2 

F (Plag) 

CounterValues_2 (DB 2) //Counter Data PLC 2 

1±fral CounterData from PLC _1 (DB 5) //Counter Data from PLC1 

12:1 

-...-ii? Counting_iten_l : BOOL fiCounting is an from PLC 1 

-...v, Value_1 : INT //Counter readin9 from PLC 1 

Generic 

UA Nodes 

Erl example 8 - 2x S7 CPU 312.opu - OPCUAEdit ❑ X 

File Edit Help 

ZOO 

IProject a X 

. t 

sie rin rigIN D,  
p. am PLC 1 S7-CPU 1 

J Variables 
PLC 2 S7 CPU 2 

4 variables 

E External data 

Connected Servers 

• Variable transfer 

?-3.? User-defined variable 

• MQTT c onfiguration 

8 Name of the server connection 

Name IBH Link UA 

O Server address 

Host name /Address 192.168.1.14 

New server connection... 

New control... 

`Transfer selected configuration to the OPC UA Servert.

Read complete configuration from OPC UA Server... IFW. 

Import... 

Export... 

Project Server I Certificates 

8 Other settings 

Variables Format Compact 

8010 

CAPS NUM 
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Linked target variables have this blue symbol. 

 

2.8.8 Transfer configuration to the OPC UA server  
(IBH Link UA). 

A right-click on the Server icon (IBH Link UA) opens the context 

menu. 

 

The command Transfer Selected Configuration to OPC UA Server 

command opens the Transfer Configuration to Server dialog box.  



Transver configuration to the server ❑ X 

Name of the server connection 

EfäleMil 

C0111 1111 

Start (los 

Transfer Status 

Transver configuration to the server ❑ X 

Name of the server connection 1 Transfer 
IBH_Link_UA 

Status 

Start 

100 % Server is being restarted 

ra Transver configuration to the server ❑ X 

Name of the server connection Transfer 
111:.ef f IBH_Link_UA 100 , 

( > 

cii_ o ( )_, 

Start I Close Help 

W1 IBH Link UA - Diagnostics 

®->ee iä 192.168.1.14fl_./diaglistview * 

Logout Update password 

work Controller diagnostics 

I biagnosticsj

Verbindungsname 

Client diagnostics Network diagnostics 

Adresse Zeit 

System Log 

Quelle Fehlernummer 

111‘ CD 0 E 

Fehlertext 

Q - PLC 1 S7-CPU 1 

Q - PLC 2 S7 CPU 2 

192.168.1.17:102 

192.168.1.17:102 

21.8.2020 15:18:8 

21.8.2020 15:18:8 

SPS 

SPS 0 

Verbindung aufgebaut (6ES7 312-1AE13-0ABO 

Verbindung aufgebaut (6ES7 312-1AD10-0ABO 

Clear diagnose I 

IBH Link UA - Siemens Slots X 

(D ee 

❑ X 

0ff 192.168.1.14/?_./defopc_slots * 0 0 0 E 

01111.1= Abmelden  Passwort ändern 

Sich 

Zertifikate 

Uhrzeit 

System 

Benutzer 

Siemens Slots) 

Historie 

OPC Client 

Diagnose 

MQTT 

SoftSPS 

Modbus 

Mitsubishi 

Rockwell 

Micro9D 

quad-core 

Siemens Slots 

II. Slot 2 

•OPC Project 

•IBH Link UA 

&PLC 1 S7-CPU 11 

DeviceManual 

DeviceRevision 

HardwareRevision 

Manufacturer 

Model 

RevisionCounter 

SerialNumber 

SoftwareRevision 

• Pro grams 

SupportedTypes 

4 CounterValues_1 

Value_l 

Counting_is_on_l 

• CounterData_from_PL1 

Counting_is_on_2 

Value_2 

►Tasks 
DeviceHealth 

r. PLC 2 S7 CPU 23 

Slot buchen] Alles löschen 

SoftSPS einfügen SINUMERIK einfügen SINUMERIK ändern 

Lade OPC Editor Projekt Speichere OPC Editor Projekt 

SINUMERIK löschen 

111111111311softec 
www.ibhsoftec.corn Kontakt Wiki 11 embedded OPC UA server / client 

IBH Link UA 

MIPC UA 
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Select the server IBH Link UA and then click Start. The configuration 

is transferred to the IBH Link UA.  

 

The successful transfer is displayed. 

2.8.9 IBH Link UA browser windows 

The browser window Diagnostics displays the status of the 

connection IBH Link UA – PLCs. 

 

IBH Link UA – Siemens Slots – OPC Project  

  



• M 181-1Link UA OPC Client X 

C)4cür 

Netzwerk 

Sicherheit 

Zertifikate 

Uhrzeit 

System 

Benutzer 

Siemens Slots 

Historie 

OPC Client -]

Diagnose 

MQTT 

SoftSPS 

Modbus 

- 

192.168.1.14/2_2/de/opc_client 

Verbundene Server 

❑ 
Y  IBH Link UA.PLC 157-CPU 1.CounterValues_l.Value_l 

um: ilshlinkua :IBRsoftec:IBHLinHJA (up c top://192.168.1.14:48010),IBH Link UA.PLC 2 57 CPU 2.counterData_fromPLC_LValue_l 

• IBH Link UA.PLC I 57.CPU 1.CounteNalues_l.value_l.TimeStamp 

0 IBH Link UA.PLC 1 57.CPU I.COunteNalues_l.Value1.5tatus 

7011 IBH Link UA.PLC 1 57.CPU 1.CounteNalues_I.Counting_is_on_1 

um:iltlinkualMisoftec:IMILinkUA (opcte://192.168.1.14:48010),IBH Link UA.PLC 2 57 CPU 2. CounterData from PLC 1.Counting_is_on_l 

• IBH Link UA.PLC 1 57.CPU I.CounteNalues_1.Counting js_on_l.TimeStamp 

0 IBH Link UA.PLC 1 57.CPU I.CounteNalues I.Counting on 1.5tatus 

7011IBH Link UA.PLC 2 57 CPU 2.CounteNalues_2.Value_2 

-A um thhrikua:1131.1softec: IBHUnkUA (opAtcp://192.168.1.14:48010),IBH Link UA.PLC 157 CPU 1.counterData_fromPLc_2.value_2 

• IBH Link UA.PLC 2 57 CPU 2.CounteNalues_2.Value_211MeStamp 

0 IBH Link UA.PLC 2 57 CPU 2.CounteNalues_2.Value_2.5tatus 

00111BH Link UA.PLC 2 57 CPU 2.CounteNalues_2.Counting_is_on_2 

um:iltlinkua:1131.1softecIBHUnkUA (opAtcp://192.168.1.14:48010),IBH Link UA.PLC 157-CPU 1. CounterData from PLC 2.Counting_is_on_2 

• IBH Link UA.PLC 2 57 CPU 2.CountaNalun_2.Counting js_on_2.AmeStamp 

0 IBH Link UA.PLC 2 57 CPU 2.CounterValues_2.Counting js_on_2.5tatus 

urn ua IBH10 .480101 

IM CD 0 X 0 

Server hinzufugen 

Client Konfiguration loschen 

Lese-Variable hinzufugen 1Ä(_1 Ä Lade Client XML Konfiguration Ciente& Konfiguration herunterladen 

Status 

® example 8 - 2A 9 CPU 312.opu - OPCUAE dit 
File Eilt Help 

Li 4 '/' 
e rver St X 

113=‘• merk)
El PLC 1 S7-CPU 1 

PLC 2 S7 CPU 2 

Variable transfer 

1±1...L4 UA Nodes 

=Project Server Certificates 

III Name of the server connechon 

Name IBN Link UA 

0 Server address 

Host name 7 Address 192.168.1.14 

Port 48010 

URL opc.tcp:N192.168.1.14:48010 

Inverse conneclion No 

El Security settings 

Security policity None 

Message mode None 

▪ Authenlicalion settings 
Login 
Session name 

▪ Other settings 
Variables formal 

Anonymous 
example 8: 2s 57 CPU 312 

Compact 

CARS NUM • 

El example - ax 9 CPU 312.opu - OPCUAE dit 

Eile Edit Help 

Qgg 
Server X 

▪ "da IBH Link UA 
41...E1 PLC 1 S7-CPU 1 
p--® PLC 2 S7 CPU 2 

U.A.Nodes 

. 1=13 ariaL trairter 

=I Project 23Server Certificates 

Source server Source variable Destination server Destination variable Data type Value 

11 IBH Link HA Value_1 IBH Link HA Value_1 Int16 1083 
11 IBH Link HA Counting is on 1 IBH Link HA Counting is on 1 Boolean true 
11 IBH Link HA Value_2 IBH Link HA Value_2 Int16 7213 
11 IBH Link UA Counting is on 2 IBH Link UA Counting is on 2 Boolean true 

'I"
COlitherM ly 
updated 

CAPS NUM 
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IBH Link UA – OPC Client  

 

2.8.10 Online OPC UA Server Information 

 

Information from the OPC UA server connected online with the CPUs 

are displayed. 

Show variable transfer 

The individual OPC tags are displayed in the right server window with 

their status. The status of the OPC tags is updated continuously. 

 



example 8 - 2x ST CPU 312.opu OPCUAE dit 0 X 

Help 

L)(dA 
Server 

Ehe IBH Link UA 

Eti PLC 1 57-CPU 1 
A.. PLC 2 S7 CPU 2 

CEM 
Variable transfer 

UA Nodes 

Projec Certificates 

Source name Destination name 

IBH Link UA.PLC 1 S7-CPU 1.CounterValues J.Valuej 1131-1 Link UA.PLC 2 S7 CPU 2.CounterData_from_PLC2I.Value_1 

IBH Link UAPLC 1 57-CPU 1.CounterValuesi.Counting is on 1 101-1 Link UA.PLC 2 57 CPU 2.CounterData from PLC 1.Counting is on 1 

IBH Link UA.PLC 2 S7 CPU 2.CounterValues_2.Value_2 11311 Link UA.PLC 1 57-CPU 1.CounterData_from_PLC_2.Value_2 

IBH Link UA.PLC 2 S7 CPU 2.CounterValues_2.Counting_is_on_2 IBH Link UA.PLC 1 57-CPU 1.CounterData_frorn_PLC_2.Counting_is_on_2 

CAPS NUM 

M . example 8 - 2. S7 CPU 312.opu OPCUAEdit ❑ X 

File Edit Help 

L1 C A 

IBH Link UA 

PLC 1 S7-CPU 1 

CounterValues 

p.-® PLC 2 S7 CPU 2 

--j) Variable tranyfer 

UA Nodes 

MProjec  Server tificates 

mark 

Name Data typt Status Access Value Mode naive 

ffl Counting_is_on_2 Boolean &0K RW true IBH Link UA.PLC 1 S7-CPU 1.CounterData_from_PLC_2.Counting_is_on_2 

Value_2 Int16 &OK RW 475 IBH Link UA.PLC 1 S7-CPU 1.CounterData_from_PLC_2.Value, 

continuously 
updated 

C,PS NUM 

El example 8 - 2x S7 CPU 312.opu - OPCUAEdit 

File Edit Help 

eit  (2) 
Server X 

IBH Link UA 

A- PLC 1 S7-CPU 1 

CounterData_from_PLC, 

CounterValues 
- GMD 

i:l...1113 PLC 2 S7 CPU 2 

Variable transfer 

UA Nodes 

[ZProjec Server Certificates 

Name Data type Status Access Value Node name 

1:1 Counting is on 1 Boolean &OK RW true IBH Link UA.PLC 1 S7-CPU 1.CounterValues 1.Counting is an 1 

1:1 Value_1 Int16 &OK MW 8669 IBH Link UA.PLC 1 S7-CPU 1.CounterValues_1.Value_1 

,-continuously 
updated 

CAPS NUM 

En example 8 - 2x S7 CPU 312.opu OPCUAEdit X 

File Edit Help 

DCA A() 
Server 

ae IBH Link UA 
tiD1 PLC 1 57-CPU 1 

p-® PLC 2 57 CPU 2 

CounterValues_2 

...4 Variable transfer 
UA Nodes 

CounterData_from 

4 X 

mark 

M Project Server 2Certificates 

Name Data type Status Access Value Node name 

1:1 Counting is on 1 Boolean &OK RW true IBH Link UA.PLC 2 S7 CPU 2.CounterData from PLC 1.Counting is an 1 

ffl Value_1 Int16 &OK RW 4089 IBH Link UA.PLC 2 S7 CPU 2.CounterData_from_PLC_IValue_1 

c ontintiously 
updated 

CAPS NUM 

El example 8 - 2x S7 CPU 312.opu OPCUAEdit 0 X 

File Edit Help 

e 

IBH Link UA 

En PLC 1 S7-CPU 1 
PLC 2 S7 CPU 2 

CounterData_from_PL,1 

k
Variabletransfer 

UA Nodes 

C;Projec Server Certificates 

Name Data type Status Access Value Mode name 

▪ Counting is an 2 Boolean &OK RW true IBH Link UA.PLC 2 S7 CPU 2.CounterValues 2.Counting is an 2 
▪ Value _2 Int16 &OK RW 647 IBH Link UA.PLC 2 S7 CPU 2.CounterValues_2.Value_2 

continuously 
updated 

CAPS NUM 
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The source and destination names of the variables are displayed. 

 

Marking the data block name, the individual variables (OPC tags) are 

displayed in the right server window with their status. 

PLC1 S7-CPU1; data block CounterData_from_PLC_2 [DB5] 

 

PLC1 S7-CPU1; data block CounterValues_1 [DB2] 

 

PLC2 S7-CPU2; data block CounterData_from_PLC_1 [DB5] 

 

PLC1 S7-CPU1; data block CounterValues_1 [DB2] 

  



• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* 

Eile View Server 21 ocument 5ettings Help 

DWeir“) kor. 46 A, o gt2 
Project x 

77. Project 

n Servers 
IBFLinkUA@ibhfinkua-SC-14 

3 Documents 

3 Data Access View 

Address Space 

No Highlight 

Root 

v Objects 

> Client 

> 41, DeviceSet 

> MO-FT 

jtb Modbus 

PLCs

PLC 1 57-CPU 1 

DeviceHealth 

Q Model 
v Programs 

CounterData_from_PLC_ 

> Counting is an 2 

> 4111 Value 2 
CounterValues 1 

C> OB Countingmonl 

> Value 

> SupportedTypes 

RevisionCounter 

SerialNumber 

SoftwareRevision 

> Tasks 

v PLC 2 S7 CPU 2 

DeviceHealth 

e Model 
di Programs 

CounterData_from_PLC_1

Counting_is_on_1 

> Value 1 

y 121 CounterValues_2 
> Counting is an 2 

> • Value _2 

> SupportedTypcs 

RevisionCounter 

SerialNumber 

SoftwareRevision 

> Tasks 

> Server 

> etp gots Data Access View 
> et) Stations 

> et) Types 
> et, Views 

Data Access View 0 

Server Nod, 1d Display Name Value Datatype Source Timestamp Server Timestamp Statuscode 

BHLinkUA9lib... NS41Strinql1BH ... Countinq_is_on_2 true Bookan 18:04:17.096 18:04:18.111 Good 
BHLinkUA9lib... NS41Strinqi1BH ... Value 2 4128 Int16 18:05:21.630 18:05:21.877 Good 
BHLinkUA9lib... NS41Strinql1BH ... Counlinq_is_on_1 true Bookan 18:04:20.774 18:04:21.360 Good 
BHLinkUA9lib... NS41Strinqi1BH ... Value 1 3743 Int16 18:05:21.627 18:05:21.877 Good 
BHLinkUA9lib... NS41Strinql1BH ... Counling_is_on_1 true Boolean 18:04:32.007 18:04:32.867 Good 

6 BHLinkUA9lib... NS41Strinqi1BH ... Value 1 3244 Int16 18:05:21.630 18:05:21.877 Good 
BHLinkUA@ib... NS41StrinolIBH ... Couniing_is_on_2 true Boolean 18:04:35.939 18:04:36.117 Good 
BHLinkUAeib... NS4IStringlIBH ... Value 2 4643 Int 16 18:05:21.702 18:05:21.877 Good t

** conliquously 
.011 

Df. 
Display Name. Va1Lre Datablae Source Timesta m i;\

true Boolean 2:06:47.910 
"tia I ue_2 6790 I ntl 2:16:41 .972 

LI ntin q_i 5_0 true Boolean 2:06:47.910 
ValLie±1 4785 I ntl 6 2:16:42.154 
Co (intim (1_1 523 nj time Booleain 2:06:47.910 
Value_ I 63 16 Int16 2:16:41.972 
Co untin a_If.23n__' Boolean 8:06:47.910 

I ntl 6 2:16:42.154 

Va u e Datatype 

true Boolean 
1232 Int] 6 
true Bo o ean 
332,15 
true Bo o ean 
2380 Int I 
true Bo.1ean 
2479 11t1 ,5 

Saure e Ti rnestarnp 

'18:06:47.910 
18:21:35.843 
18:06:47.910 
18:21:36.028 
18:06:47.910 
18:21:35.843 
18:06:47.910 
18:21:36.028 

Server Tirnestanip Statuscode 

18:06:48.160 +j,,, 
18:21:36.028 K3ocic 
18:06:48.160 0 0 C 

12:21:36.279 ':3O0( 
8:Cnif.:48:1 60 Gocic 

18:21:36.028 Gooc 
18:06:48.160 ',Jon( 
18:21:36.279 Gooc 

5 
6 
7 

\- 8

Server 

BHLinkUA(Dibl-ilinktia-SC-14 
BHLii11,11A(Dibl-ilinktia-SC-14 

BHLinkUA@ibhlinkua-SC-14 
BHLinRIA(tilklinkma-SC-'14 

Nule lel 
1\1541StrincilIBH Link UA.PLC 1 S7-CPU 1.CotinterData_from_PLC_2.Countinci_is_on_.2 
NS4IStringlIBH Link UAPLC 1 57-CPU "I.CounterData frorn_PLQ2.Value_2 
1\1541StrincilIBH Link UA.PLC 1 Si-CPU .I.CotinterValii75:1.CatintincLis_an_ I 
NS4IStringlIBH Link UA.PLC 1 57-CPU "I.CounterValues 'I .Value 
1,15415trincilIBH Link UA.PLC 2 57 CPU 2.0 ounterClata_fr-ern_PLC_LCountincu5_on_ I 
NS4IStrincillEH Link UA.PLC 2 S7 CPU 2.(ounterData_frornPLCLValue 
1,1541StrincilIBH Link UA.PLC 2 57 CPU ..1. ounterValues 2.CountinsLis_ok2 
N541StringlIBH Link UA.PLC 2 S7 CPU 2.CounterValues:2.Value_2 
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2.8.11 Unified Automation UaExpert - The OPC Unified 
Architecture Client 

The UaExpert program window lists the OPC tags transferred by the 

IBH OPC UA Editor and the associated UA nodes. 

Use Drag & Drop to pull the OPC tags into the Data Access Viewer 

window. 

 

2.9 Modbus connection - examples 

The IBH SoftPLC PLC416 has the option of a Modbus connection. In 

the example, variables are defined as OPC tags. This Modbus 

configuration is transmitted to the IBH Link UA and the variables are 

displayed in the UAExpert client program. 



SIMATIC Manager - [ModEliAs_Test . .\OPC LIA Editor Manual,....,..ModBus_Test] 

e File Edit Insert PLC View Options Window Heip 

O 

12 2- , te, < N o Filter > '7c 

3 ModRus_Test 

LIZ CPU 416 0 CPU 416-3 PN/DP 
E-12 ModBus 

{0 Sources 

Press Fl to qet Help. 

Object name 

rg System data 
OB1 

Cl- DE:501 

G DB502 

VAT 1 

Symbolic name Created in language 

CYCLEXO STL 

DBIn_Read DB 

DBOut_RW DB 

VAT_1 

Type

SDB 

rganization Block 

Data Block 

Data Block 

Variable. Table 

Data Blocks in the PLC416 

Discrete Inputs 
DB 501 

Coils 
DB 502 

Input Registers 
DB 501 

Holding Registers 
DB 502 

0 
Read-Only 0 .4v. 

Read-Write w.;ci Tz3,- 

Read-Only 0 
aas

Read-Write 0  72 ces 
'u 
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SIMATIC Manager PLC project ModBus_Test 

 

The data blocks DB501 (DBIn - Read) and DB502 (DBOut - Read / 

Write) are created in the PLC416. 

 

Organization block OB1 

In OB1, values are written to the data blocks DB501 (DBIn_Read) 

and DB502 (DBOut_RW) and reset to zero after a few seconds' 

delay. 

Example:  Modbus list used: - Register start addresses, access options to 

variables (fictitious device manufacturer information). 

1 Bit 
Regis
-ter 

Starting address   Address used 

Hex Dez Bit   Hex Dez Bit DB 501 DB 502 

X(1)  0x000 0 0 Read /Write Process data interface. 
Physical inputs  
Process image 

0x00A 10 80  DBX 20.0 

 X(2) 0x014 20 160 Read /Write 0x016 22 176  DBW44 

X(3)  0x034 52 416 Read only 0x034 59 464 DBX 118.0  

 X(4) 0x048 72 576 Read only Process data interface. 
Physical inputs  
Process image 

0x048 76 608 DBW 152  

 X(5) 0x068 104 832 Read /Write 0x068 112 896  DBD 224 

X(6)  0x07C 124 992 Read /Write 0x07C 126 1008  DBX 252.0 

 X(7) 0x09C 156 1248 Read only Status register 0x09C 160 1280 DBD 320  

 X(8) 0x0BC 188 1504 Read only 
Process image length in 

bits, analog outputs 
0x0BC 190 1520 DBW 380  

 X(9) 0x0FC 252 2016 Read/Write Watchdog register 0x0FC 254 2032  DBD 508 

 X(10) 0x10C 268 2144 Read/Write Error register 0x10C 272 2176  DBD 544 
 

(nn) Available as an example for the definition of a variable. 

  

Note: 

The addresses in the Modbus device manufacturer information are often 

in hexadecimal form. These addresses are to be converted into a 

decimal address for input in the IBH OPC UA editor. 



uu UtIJ 

IBH OPC UZEclitcr 

dick 

1:7 Projed Ei Server I EiCertificates 

Untitled - OPCUAEdit 

File Edit Help dick 
New server connection 

ei Server connection properties X 

Name of the server connection: 

—Server address: 

Host name or IP address 

Port: 

IBH Link UA - ModBus Connection 

192.168.1.14 

48010 

C URL I opc.tcp://192.168.1.14:48010 

Select endpoint...

Cecurity settings.  

(4' None 

• Basic128Rsa15 

• Basic256 

C Basic5ha256 

C Aes1285ha256Rsa0aep 

• Aes256Sha256RsaPss 

[Message mode. 

• Signatur 

• Signature and Encryption 

r
Inverse connection. 

r Connect invers Properties... 

Login. 

Anonymous 

• User name and password 

User name: 

Session Name: 

Variables formet: 

tonfirm 

OK 

Passwort: I r Store 

C'
xample 9 - ModBus Connecti

Compact 

Cancel I Help 
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2.9.1 Calling the IBH OPC UA Editor 

Double-click the IBH OPC UA Editor icon to 

open the program window.  

 
 

Open the Project window by 

clicking on the Project tab.  

 
 

Open the New Server 

Connection dialog box with 

the New Server Connection 

command from the Edit menu 

or by clicking the icon.  

The new server connection setup was explained in example 1 (see 

chapter 2, page 2-3. 

Server Connection dialog box 

 

All necessary settings are shown. The possible encryptions of the 

data to be transmitted are displayed. The example is using the 

security method None. By clicking OK the content of the dialog box 

is saved and closed. 



El example 9 - Modbus connections.opu - OPCUAEdit D X 

File Edit Help 

Project X 

x gä-
"'4112M 11211122332=4(7.--k

r.,2 Project Server I 2 -4 Gerb-0 cates 

O Name of the server connection 

Name IBH Link UA • ModBus Connection 

O Server address 

Host name IAddress 192.1681.14 

Port 48010 

URL opc.tcp://192.168.1.14:48010 

Inverse connection No 

O Security settings 

Security policity None 

Message mode None 

O Authentication settings 

Login Anonymous 

Session name example 9 - ModBus Connection 

O Other settings 

Variables formet Compact 

C.PS NUM 

El example 9 - Modbus connections.opu - OPCUAEdit ❑ X 

File Edit Hein 

iW 
Project X O Name of the server connection 

G` X X 2L'ä '', T 0 
Name 

8 Server address 

IBH Link UA - ModBus Connection 

Host name / Address 192.168.1.14 

ght click Port 

URL 

48010 

opc.tcp:11192.168.1.14:48010 
New server connection... Inverse connection No 

New control... O Security settings 

Properties... Security policity None 

Add external data... 
Message mode 

Authentication settings 
None 

Anonymous Add modbus configuration... Login 
Add Mitsubishi configuration_ Mick) Session name Modbus Anbindung 

Import— 8 Other settings 

Export—
Variables Format Compact 

Authentication settings 
MProject Server 1 Certificates 

CAPS NUM 

example 9 - Modbus connections.opu - OPCUAEdit 

File Edit Help 

Projed 

(4) 
X 

IBH Link UA - ModBus Connection 

odbus configuration 

,..mark) 

X ix. 
click

ä New device 

Add new Modbus device. 
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The settings for the connection to the IBH Link UA OPC UA server 

are displayed in the right part of the project window. 

 

2.9.2 Modbus configuration 

The OPC tags from the IBH UA editor program ModBus 

connection.opu can be used. Open the file with the IBH UA Editor 

and transfer the Modbus configuration to the IBH Link UA. The 

Modbus configuration can be created with the following steps. 

 

2.9.3 Add new Modbus device 

  



 • 

Modbus device properties X 

Device name: 

—Interface.  

6' Ethernet 

1PLC416_ModBus_Server (enter) 

URL or IP address: 1192.168.1.10 (enter)

C Serial Number of simultaneously possible requests: 

—Optional informations.  

Description: 

Manufacturer: 

Model: 

Serial number: 

RevisionCounter: 

Hardware revision: 

PLC416 the ModBus Device 

IBHsoftec GmbH 
The information is freely selectable. 

The fields can be left blank. 
PLC416 V4.16 

14711 

5.0 

` 4.16

Device revision: 

Software revision: 

1.0 

17.47 

tonfirm 

OK Cancel Help 

en example 9 - Modbus connedions.opu - OPCUAEdit El X 

File Edit Help 

_1 Ga Ao 0 
sit X 

C:, X 

sAlti IBH Link UA - ModBus Connection 

Modbus configuration 

Project Server I Certificates 

ra J X hGtie,,/_,

right dick 

!New device... 

Newf older... 

New variable... 

kreliek) Delete 

j Properties... 
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Mark Modbus configuration  in the left part of the project 

window. Click the icon New device to open the Modbus 

device properties dialog box.  

Specify device name and interface. 

 

2.9.4 Define Modbus variable in the IBH OPC UA editor 

Right-click on the Modbus device name (PLC416_ModBus_Server) 

to open the context menu. 

 

The New Variable command opens the Modbus Variable 

Properties dialog box. Ten (10) OPC tags are defined for the 

connection with the OPC server.  



Properties modbus variable 

—Type: 

Name. 

Cr ooleani) 

UInt1.6 

r Int16 

r UInt22 

r Int3a 

r Eloat 

[Analog limit values. 

1_Read_Write_Multible_Coils_Boolean Unit ID: 255 

X 

Access. 

Read. 

F Read 

cAddress:
ReadCoils ) 

1603 

C ReadDiscreteInputs 

Write. 

Gi=1 

EAddress: 1 16,j 

CWriteSingleCoil3

[Number: 15) r 32-bit swap word order 

r Check limit values 

[History: 

r Save in history 

Minimum: 0 Maximum: 

Sampling interval (sec): 10.5 Buffer size: 1000

UA node recognition: I ns=9;s=CPU416_Modbus_Server.I_Read_Write_Multible_Coils_Boolean 

confirm 

OK Cancel belp 

In Properties modbus variable X 

Type: 

Name: I 2_Read_Write_Multible_Holding_Registerjnt 

C Boolean 

C UInt16 

C UInt22 

C Int3Z 

C Eloat 

Analog limit values: 

r Check Hink values 

Access: 

—Read: 

Unit ID: 1255 

rj Read 

rAddress: 22 

C ReadInputRegisters 

ReadHoldingRegisterp

[Number: 1 3 ) 

Write. 

Address:  2.1 
UriteMultipleRegister;) 

r 32-bit swap word order 

Minimum: 0 Maximum: 0 
[History. 

r Save in history Sampling interval (sec): 10.5 Buffer size: 1000 

UA node recognition: 1 ns=9;s=CPU416_ Modbus Jerver.2_Read_Write_Multible_Holdino_Registerjnt 

confirm 

OK Cancel belp 

Properties modbus variable X 

—Type: 

Name: I 3_Read_Discrete_Inputs_Boolean 

Ei=11 

C Intle 

C UInt22 

C Int3Z 

C Eloat 

Analog limit values. 

Access. 

—Read: 

Unit ID: 255 

CAcldress: 

C ReadCoils 

944] 

Cr: ReadDiscreteInputp 

Number: 17 

Write. 

r Write 

Address: 

r 32-bit swap word order 

r Check Ijrnit values Minimum: 0 Maximum: 0 
—History. 

r Save in history Sampling interval (sec): 1 0.5 Buffer size: 1000 

UA node recognition: 1 ns=9;s=CPU416_ Modbus_Server.3_Read_Discrete_Inputs_Boolean 

OK Cancel belp 
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1. Read_Write_Multible_Coils_Boolean 

 

Read-Write, bit access, 

data type Boolean. 

Start word address 

0014hex = 20dec; (DBX 

20.0) Bit address 

160dec = A0hex. Five (5) 

bits defined as an OPC 

tag. 

 

 

 

2. Read_Write_Multible_Holdinq_Register_lnt  

 

Read-Write, data type 

INT16 fixed point 

number.  

Start word address, 

22dec = 0016hex, word 

access. Three (3) fixed 

point numbers defined 

as an OPC tag. 

 

 

 
 

3. Read_Discrete_Inputs_Boolean  

 

Read only, bit access, 

data type Boolean. 

Start word address 

59dec, = 003Bhex, Bit 

address 944dez = 

03B0hex - bit access. 

Seven (7) bits defined 

as OPC tags. 

  



Analog limit values. 

Properties modbus variable X 

Type: 

Name. 14_Read_Input_Registers Jnt16 

C Boolean 

C UInt16 

Mr11 

C UInt32 

C Int32 

C Float 

r r  Check line values 

History: 

r Save in history 

Unit ID: 255 

Access. 

—Read: 

[Address: 76 

ReadInputRegisters 

C ReadHoldingRegisters 

eumber: 4 J

Write: 

I- Write 

Address: 

r 32-bit swap word order 

Minimum: 0 Maximum: 0 

Sampling interval (sec): 0.5 Buffer size: 1000 

UA node recognition: 1 ns=9;s=CPU416_ Modbus_Server.4_Readinput_Registers Jnt16 

tonfirm 

OK Cancel Help I 

IT1 Properties modbus variable X 

—Type: 

Name: 15_RW_Holdino_Register_Multiple_Reg_Real 

C Boolean 

C UInt16 

C Intl6 

C UInt32 

C Int32 

—Analog limit values. 

r Check Limit values 

—History: -
r Save in history 

Access. 

Reed: 

Unit ID: 255 

1E11E11 

rAddress: 1:113 
C ReadInputRegisters 

e ReadHoldingRegsterD

Write: 

(Addrgss: 11113 

VVriteMultipleRegisters 

Number: 1 3 3 r 32-bit swap word order 

Minimum: [8 Maximum: 0

Sampling interval (sec): 10.5 Buffer size: 1000 

UA node recognition: 1 ns=9;s=CPU416_ Modbus_Server.5_RW_Holdinci_Register_Multiple_Reg_Real 

tonfirm 

OK Cancel Help 

Properties modbus variable X 

—Type: 

Name. 16_Read_Coils_Boolean 

Boolean 

C UInt16 

C Int1t, 

C UInt32 

C Int32 

C Float 

Analog Limit values. 

Access. 

Read: 

Unit ID: 255 

112221 
(Address: 1201E3 

CC' ReadCoils 
C ReadDiscreteInputs 

Write: 

r Write 

Address: 

LNumber: 1 8 r 32-bit swap word order 

r Check Limit values Minimum: J Maximum: 0 

History. 

r Save in history Sampling interval (sec): 1 0.5 Buffer size: 1000 

UA node recognition: 1 ns=9;s=CPU416_ Modbus_Server.6_Read_Coils_Boolean 

tonfirm 

OK Cancel Help 
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4. Read_Input_Registers_lnt16 

 

Read only, all data 

types except Boolean 

(Int16).  

Start word address 

76dez = 004Chex, word 

access. Four (4) fixed 

point numbers defined 

as OPC tags. 

 

 

 

5. RW_Holdinq_Register_Multiple_Reg_Real 

 

Read-Write, data type 

INT16 fixed point 

number.  

Start word address 

111dez = 006Fhex, word 

access. Three (3) 

floating point numbers 

(float) defined as OPC 

tag. 

 

 

 

6. Read_Coils_Boolean 

 

Read only, bit access, 

data type Boolean. 

Start bit address 

2016dec = 07E0hex. 

Eight (8) bits defined 

as OPC tags. 

 

 

  



Properties modbus variable X 

Type: 

Name: 17_Read jnput_Registers Jnt32 

Boolean 

r UInt16 

( Int16 

UInt22 

C Float 

Analog limit values. 
r Check limit values 

Access. 

—Read: 

Link ID: 255 

lard 
Address: 1160) 

ReadInputRegisters 

ReadHoldingRegisters 

Write. 

r Write 

Address: 1--

üumber: 16 3 r 32-bit swap word order 

Minimum: 0 Maximum: 

History. 

r Save in history Sampling interval (sec): 0.5 Buffer size: 1000 

UA node recognition: Ins=9;s=CPU416_Modbus_Server.7_Read jnput_Registers Jnt32 

tonfirm 

OK Cancel Help 

Properties modbus variable X 

Type: 

Name. 18_Read jnput_Registers_UInt 

Boolean 

Int16 

UInt32 

Int32 

Float 

Analog limit values. 

r Check limit values 

History: -
r Save in history 

Link ID: 255 

Accesr. 

Read: 

U2rd 
( Address: 11903 

CG ReadInputRegisters3
( ReadHoldingRegisters 

Clumber: I 6

Write. 

r Write 

Address: 

r 32-bit swap word order 

Minimum: 0 Maximum: 

Sampling interval (sec): 0.5 Buffer size: 1000 

UA node recognition: ns=9;s=CPU416_Modbus_Server.8_Read jnput_Registers_UInt 

tonfirm 

OK Cancel Help 

Properties modbus variable X 

Type: 

Name. 1 _RW_Holdinci_Register_Multiple_Reg Jnt32 

Boolean 

UInt16 

Int16 

UInt32 

Float 

r r  Check limit values 

Unit ID: 255 

Access. 

—Read: 

LMTEI 

LMdress: 1254 
( ReadlnputRegisters 

ReadHoldingRegistersj

Write. 

Address: 1254 

CYVriteMultipleRegistersj

Number: 
13

r 32-bit swap word order 

Analog limit values. 

—History. 

Mir Anum: 0 

r Save in history Sampling interval (sec): 1=-- Buffer size: 1000 

UA node recognition: I ns=9;s=CPU416_ Modbus_Server.9_RYV_Holdinci_Register_Multiple_Reg_Int32 

tonfirm 

OK Cancel Help
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7. Read_lnput_Registers_lnt32 

 

Read only, all data 

types except Boolean 

(Int32 - fixed point 

number).  

Start word address 

160dez = 00A0hex, word 

access. Six (6) fixed 

point numbers defined 

as OPC tags. 

 

 
 

8. Read_lnput_Registers_Ulnt 

 

Read only, all data 

types except Boolean 

(UInt16 - unsigned 

fixed point number), 

Start word address 

190dez = 00BEhex, word 

access. Six (6) 

unsigned fixed point 

numbers defined as 

OPC tags. 

 

9. RW_Holdinq_Register_Multiple_Reg_lnt32 

 

Read-Write, all data 

types except Boolean 

(Int32 - fixed point 

number).  

Start word address 

254dez = 001FChex, 

word access. Six (3) 

fixed point numbers 

defined as OPC tags. 

  



Properties modbus variable 

Type: 

Name: 

r Boolean 

C UInt16 

C Int16 

C Int32 

C Float 

[Analog limit values. 

:W_Holding_Register_Multiple_Reg_LlInt32 Unit ID: 255 

Access. 

—Read. 

17  Read 

[Address: 12723 

C ReadInputRegisters 

1L Cr ReadHoldingRegisters ) 

[kJumher: 14

Write. 

Write 

rAddrdss: 1 272 3 

irriteMultipleRegisters ) 

r 32-bit swap word order 

r Check limit values Minimum: 1 0 Maximum: I 0 

[History. 

r 5ave in history 5ampling interval (sec): 0.5 Buffer se: 1000 

UA node recognition: 1 ns=9;s=CPU416_ Modbus Jerver.10_RW_Holding_Register_Multiple_Reg_LIInt32 

.ibiccierm  

OK Cancel Help 

A 2, 

0r] o XM Ue. Data ade ade ode name 

A 
1.fieetly/fiteyultibleCoils_Boolean Boolean W .0 .0 CP0016 1,1odb. krver.1 Coi Boolean 

160 IBH LInk U odBu ConnectIon 0 I_Reetl_WriteMullible_Coils_Boolean 

o i_Reetl_WriteMullible_Holzn,Reguter_Int 
23.eed,de joweekHoldmqjtegirter_Int 

33.ead.Onceee.Inpuev.600lean 

Int. 

Ulnt22 

W 22 22 CP0016.1,1odbv,Serm.E.Pead_W”ee,leele.Hol.q.Peonter_Int 

CPU0162121oamt.kwettl tead_nctete.nputt.Boolean 

CP1.1416 1,1odbuy Serae“I Read Inpue Pennet Inel6 0 lftead.Onceeeinpub_Boaleen 

4.Pead.InpuefteontersJndb 

43ead.Inpufteoneennel6 

o SPW.Hold.ngfteonee,ultIple_Reg_Real 
Int. 

Float 

76 

W 111 111 CP13416 Jelotlbu,Serm.5...Hol.q.Peonee,ule.ple_Reg_Real 

5..Helthnqjlegeer Mulliple Reg Real 
ob_

Read Inpue Peoneen 

Boolean 20. CP001,1elotlbus_Serm.6ftead_Cod,Ooolean 

CPU0115 Irlotlbus Sera, Read Inpue Pennet, In02 
6ftead.Cod,Ooolean 

Int22 

Ulnt. 

.0 

100 Oftead.Inpuefteoneen_LIInt CP00162elotlbus_SereafteadInpuefteoneen1.1Int 
Iftead.Inpuefteoneers_Int32 

nt22 W 250 250 9_,Holdme.e91ster_Multiple_Pag,t32 

1,PW_HoltlingPagister_Multiple_Pag,Int32 

CP0016jelotlbus_SeraeOft,Holafteonee,laiple_RegJntlE 

CP0016 Jelotlbus_Serae,10..Holengfteonee,lultiple_PagjAnt32 B_ReadInt,Peoneers111. 

0 9AWHoldmq.PeonterfAulliple_Reg_Int32 
Ulnt22 W 272 272 

10_./.1.1.4Pe9neer_Mulliple_Re3,Int32 

Mn, 
Du,: Num: 

El example 9 - Modbus connections.opu - OPCUAEdit 

File Edit Help 

ä rA X%le,y9 Name 

x Ä aänra n )arit l_Read. 

Q l_Read_Write_Multible_Coils_Boolean 2_Read. 
IBH Link LIA - ModBus Connection 

110" Modbus confiquration 
Q 2_Read_Write_Multible_Holdinq_Register_Int 

3_Read_Discrete_Inputs_Boolean 

3_Read. 

4_Read.=EI 

4_Read_Input_Registers_Int16 
6_Read.

0) 5_RW_Holdinq_Register_Multiple_Reg_Real 
♦ 7_Read. 

6_Read_Coils_Boolean 
8_Read. 

7_Read_Input_Registers_Int32 • 9_RW_I-
8_Read_Input_Registers_LIInt 1O_RW_ 
9_RW_Holdinq_Register_Multiple_Reg_Int32 
1O_RW_Holdinq_Register_Multiple_Reg_LlInt32 

IM Projed Server Certificates 
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10. RW_Holdinq_Register_Multiple_Reg_Ulnt32 

Read-Write, all data types except Boolean (UInt32 - unsigned fixed 

point number). Start word address 272dec = 00110hex, word access. 

Four (4) unsigned fixed point numbers defined as OPC tags. 

 

Defines OPC variables (OPC tags) 

Ten (10) OPC variables (OPC tags) are defined with the Modbus 

Variable Properties dialog box. 

 

  



- 9- Modbus connections.opu - OPCUAEdit EI X right dick 

FlIC Edit Help 

A  AL6 
113:M.MMIZZEI 

Xn ü T  

9-114 IBH Link UA- ModBus Connection 

h;lodbus configuration 
nght dick 

r2 4 X  
CPU416_ Modbus_Server 

l_Read_Write_Multibl e_C o ils_Boolea n 

2_Read_Write_Multible_Holding_Register_Int 
1...- ♦ 3_Read_Discrete_Inputs_Boolean 

egusters_Int16 
Register_Multiple_Reg_Real 
oolean 
egisters_Int32 
egusters_Ulnt 
Register_Multiple_Reg_Int32 
_Register_Multiple_Reg_UInt32 

Delete 

Read modbus configuration from server... 

Transfer modbus tonf ig u ration to server... 

Import... 

Export... 
MProjecL iet' Leg Lertiticates 

dick)

L 

Name 

l_Read_Write_Multible_Coils_Boolean 
2_Read_Write_Multible_Holdinci_Register_Int 
3_Read_Discrete_Inputs_Boolean 
4_Readinput_Registers_Int16 
5_RW_Holdinci_Register_Multiple_Reg_Real 
6_Read_Coils_Boolean 
7_Readinput_Registers_Int32 
B_Read_Input_Registers_Ulnt 
9_RW_Holdinci_Register_Multiple_Reg_Int32 
10_RW_Holding_Register_Multiple_Reg_Ulnt32 

CAPS NUNI 

113H OPC UA Editor 

1 Configuration of txternal data tranlerred to server 'IBH Link 
UA- ModBus connection7 

fconflem
....... $ i 11 0 I 

3111 IBH Link UA - Diagnostics X 

r. 

Network 

Security 

Ce 

Ti ,

I TVIOdbus

lol 

O P 192.168.1.14/?_=/diaglistview ▪ IC( 

Jnnmg Logout Update password 

modbus 

• CPU416_ Modbus_Server 
Load XML I  Store XML I  Remove all 

Address 

192.168.1.10 

111\ ED 0 E 

quad-core 

Mitsubishi 

3111 IBH Link UA - Diagnostics X 

- - e 

et 
ork 

yrity 

-rtific -

(Diagnosticsj

1E1 

O P 192.168.1.14/?_=/diaglistview ▪ C)* 

OPC server is running 

ID 

Logout Update password 

Controller diagnostics l Client diagnostics 

Connection naive 

Network diagnostics 

Address 

- CPU416_ Modbus_Ser... 192.168.1.10:502 

Clear diagnose I 

Time 

22.8.2020 11:49:46 

System Log 

Source 

PLC 

Error nurvber 

HK 0 0 0E 

quad-core 

Error Text 

Connection established 
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2.9.5 Transfer Modbus configuration to the IBH Link UA. 

A right-click on Modbus configuration opens the context menu. 

 

The command to transfer the Modbus configuration must be 

confirmed. 

 

2.9.6 IBH Link UA browser window 

The transmitted Modbus configuration is displayed under Modbus in 

the IBH Link UA Browser window. 

Browser-Fenster-ModBus 

 

Browser window diagnostics 

  



— 
Data type Access R address W address urnber of Rode narre 

o IBH LInk • rsdoefrus Conne,bon .Readynee.meee,o.O.800lean Boolean CP.110.moann.Serve71.Read.wrree.msderbre_CoBs_800leen 
LOI 01 

x3006,, co 
. 

en Readynee.meme_Ho10.n,Register_Xt 
Rea0.0.xeeejnpue5..86oleao 

Int, 6 
Boolean 

W 22 22 100416. mo06,v.Senn...E.Rea,wnee.meede_Ho101,Register_Int 
CPU4-16. mo06,v.Sennxl.Rea0.0.xeeejnpue,13volean 

)12345,-4711,23456]. 
u 5 

Rautlauetme.e»,tue,tuexx, "‚'d

Ö 1.530e .Reaajnp.e.Reg.xe.v.Ine16 Int, 6 76 CPUO-16_ mo06,,Senn...4.Reaajnp.e.Reg.xe..,n116 1-11345,71, 47,267691 
5.1,Holffing.Reg.xexme•le_Reg_Real 
6.8ea,Codv.800lean 

Float 
Boolean 

W 111 
20. 

111 CPU416_1,306”.Senn...5.7,Ho10.ng.Reg.xexume_Reg_Real 
CPU416_1,1306,v.Senn...6.Rea,Cod,800lean 

)7.126552.4121370.8332.5551. 

11auteme.ene,ene.enie,1aue,lrm....1 
7.8eaajnp.e.Reg.xe.5..Int32 Int22 CPU416_1,1306,vSenn...).Reaajnpue.Reg.xe..,n131 147,100000..400«.47110n-2004711..4000000, 
8.8ea0 joptd_Registers_Ulnt HInt16 100 CP.6 10,16,, StArt...8 Read In'''. Fe, xen.1.11ne 161080.606,10000.200905536,315.1 
9.1.W.Holtling_Register_Nlulople_Regj.2 Int22 W 250 250 hno06,,Senn.A.Rw,1010.n.q.Reg.xexme•le_RegjotlE 1.3456000...400056,10000001 
10..1,101o,Registerielultiple_Reg_Ulot32 HInt22 W 272 272 CP.X. hno06,,Se6n...10.Rw,o10.ng.Reg.xe,,mple_Reg_Ulnel 2816212,6419156611X -10,2000,1005670, 

CARS NUM 

Name Data type Access R address e.' address Number of ) 

sO l_Read_Write_Multible_Coils_Boolean Boolean RW 160 160 5 

so 2_Read_Write_Multible_Holding_Register_Int Int16 RW 22 22 3 

so 3_Read_Discreteinputs_Boolean Boolean R 944 7 

so 4_Read_Input_Registers_Int16 Int16 R 76 4 

Q 5_RW_Holdinq_Register_Multiple_Reg_Real Float RW 111 111 3 

Q 6_Read_Coils_Doolean Boolean R 2016 8 

Q 7_Read_Input_Registers_Int32 Int32 R 160 6 

4 8_Read_Input_Registers_LIInt Ulnt16 R 190 6 

s? 9_RW_Holding_Register_Multiple_Reg_Int32 Int32 RW 254 254 3 

...0 103W_Holding_Register_Multiple_Reg_UInt32 UInt32 RW 272 272 4 

 J 

Node narre 

CPU416 Modbus_Server.l_Read_Write_Multible_Coils_Boolean 

CPU416_ Modbus_Server.2_Read_Write_Multible_Holdinci_Register_Int 

CPU416_ Modbus_Server.3_Read_Discrete_Inputs_Boolean 

CPU416_ Modbus_Server.4_Read_Input_Registers_Int1 6 

CPU416_ Modbus_Server.5_RW_Holding_Register_Multiple_Reg_Real 

CPU416 ModbusServer.6ReadCoilsBoolean 

CPU416_ Modbus_Server.7_Read_Input_Registers_Int32 

CPU416_ Modbus_Server.8_Read_Input_Registers_UInt 

CPU416_ Modbus_Server.9_RW_Holding_Register_Multiple_Reg_Int32 

CPU416_ Modbus_Server.10_RW_Holdinci_Register_Multiple_Reg_Ulnt32 

Value 

Itrue,true,true,true,truel 

{12345,-4711,23456} 

{tru e,tru e,true,true,true,true,true} 

1-12345,4711,-4712,267891 

17.12855e-41,22370.8,332.5551 

{true,true,true,true,true,true,true,true} 

{4711,100000, -400000,4711000,- 20G4711,40000001 

{62080,60969,10000,20000,35536,315001 

1-3456000,-4000567,10000001 

14294621296,4294566729,10123000,10056701 

contiiuiously 
tw(lated 

 .5, 

Unifiled.U.romtim UmEmped - The OPC Unified Architecture Client - NewProjecr 111 

X1e View 57.77 odurnd. 612. 

DWO1121121 
ro.rt 

X 21 

Pro,t 

nServers 

to BilinkUMNIAII,Lla X0 .14 

& Data 46631, VleW 

ddres Spare 

611I 34380 

ÖAa 

`‘ 0 obj.. 
> £ Chent 

0 1411 0 enceSet 

> IVICITT 

ril lodbus 

CP14116 kladlauf 

10_RW_Holding_Regneerjdukgple_Reg_01. 

1Read Write jAultdaleCoils_Boolean 

2_Read_WntejAultffile_Hol0o,Reguter_171 

3_Rea40ocrete_Inputs_Boulean 

4_Readinput_Regosterunt16 

▪ 5_RW_Holdux,Reseer_Multiple_Reg_Real 
E_Readtt cols_Boolean 

7-Re.0JuPat_Re9ottersJot32
8fleadJnput_Regoster,t1Int 

▪ 9_RW_HoldineesieexlvInIfip1xReg_17132 
• urmeneartra 
• Dev.M.mal 
• DeviceRevition 
• HardwareRevition 
• Manufacturea 

> Clearf anfiguration 
> 4 hadConfiguration 

♦ eatu1 
> Weit. iguation 

> ö 
> Serve 

Hata AB.. Vera 

tt Seixe1 Node 1d 01161571 Name Value 
81-11.1n1414011... N5914minogRU... 10 RWHo1du,. 10,0,0,0). 
Kennlied, 11591561ngPCPU... ealse,falstfalstfalse.false) 

3 8111.n1141q(I03... N5larux•CPU... 2_Read_Wrne_... 180,0) 
131-11.1n141.1.03... N599aingICPU... 3_Read_Discrete... ffmlsejalsejalse,false,faltdals.xfalrel 
8H1.1n10.111,003... N591aungICRU... al_ReadjmUt3... 10.8.0,0) 

N5915xinRICP1.1... (0.0.01 
81-11.1n1414003... 11591.8.100... 6_Read_C311,... Ifalstfalse.false.false.false.fa IlVfakefabel 
8H1.1n41.101003... 115915xing1CPU... I_ReadjnIa&R... 10.0.0,0.0.0) 
81-11.1o1,161Ida. . N5915tringl.CPU... 8 Read Input R... (010,0,0.48) 

Fji. MUMM.. 11S9148.1CPU... 10.0,0) 

Drag 8 Dr, p 

0 

Date.* Tonlestan, Server Tmestamp tmeorle 
U17032 14:26,26188 142626438 Good 
Boolean 1412&26.189 1412626438 Gold 
1716 142626190 142626.438 4330 
54de. 142E126.191 142626438 Goad 
100016 142026191 142626438 4330 
(kW 14261264050 1432626187 4334 
Ballon 14126426158 1412626187 4.0 
1.2 142626.266 142626438 4350 
1.11.6 1412626392 1426:26438 Good 
1.2 1412626.195 1412626438 4330 

6 

-10 

Display Name 
O_RW_Holclinci Recjister_Multiple_RecLUInt32 

1 _Ree cl_Write_gu lti b I eC o i I Booleans_
2_Rea cl_Write_M ll Iti b I e_H o I cl i n ci —Recjisterint 
3_Reacl_Discreteinputs_Boolean 
4_Reac1_Input_Reciistersint16 
5 RW_Holclinci_Recjister_Multiple_Req_Real 

cl _C oiis_Bo ol ean 
7_Reacl_I0put_Recjistersint32 
8_Reacl_Input_Registers2JInt 
9_RW_H o I cl i n ci_Recj i ster_M u lti p I e_Recji nt32 

Value 
)4294621296,4294566729,10123000,1005670) 
{true,true,true,true,true) 
112345,-4711,234561 CODUMM* 
{true,true,true,true,true,trii e.tru e} „ i„ iated
.1-12345,4711,-4712,26789) 
17.12855e-041,22370.8,332.5551 
{trele,true,true,truttrue,true,true,true) 
.14711,100000,-400000,4711000,-20134711,4000000) 
162080,60969,10000,20000,35536,31500) 
1-3456000,-4000567,1000000 
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2.9.7 IBH OPC UA Editor Server Information - Online 

 

 

 

2.9.8 UaExpert – The OPC Unified Architecture Client 
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