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1 IBH OPC UA Editor

The IBH OPC UA Editor is used to create the configuration of the
PLC - IBH Link UA connection without opening the PLC-project. This
also applies if neither change can be made in the project or in the
PLC.

In combination with the IBH Link UA the IBH OPC UA Editor is
available as a download free of charge.

After installation, the IBH OPC UA Editor can be used for the
following PLC connections:

e S7300/400 TCP/IP

e S7200TCP/IP

e S7 1200 TCP/IP

e S71500 TCP/IP

e S7 300/400 with IBH Link S7++ via the S7 TCP/IP protocol

e SIMATIC S5 with IBH Link S5++ via the S7 TCP/IP
protocol

e LOGOS

e SINUMERIK 840D

e Modbus connection

e Mitsubishi Controls / Robots

e Rockwell Controls
Symbolic variables and data from data blocks can be transferred as
OPC variables (OPC tags) to PLC projects (PLC programs):

e TIA 13/14/15/16 Project

e STEP 7 (Simatic Manager)

e S5W Projects (IBHsoftec S5/S7 for Windows®
Programming System)

e SIMATIC S5
¢ NC VAR Selector
e LOGOSoft Comfort Software

OPC variables (OPC tags) can be edited (add, remove, assign
access rights) using the IBH OPC UA Editor.

Configurations generated in the IBH OPC UA Editor can be
transferred directly to the IBH Link UA or saved as XML files.

_____________________________________________________________________________________________________________________|]
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After transferring the defined OPC variables (OPC tags) to the IBH
Link UA, the online status of the defined OPC variables (OPC tags)
can be observed with the IBH OPC UA editor. The UA nodes of the
online connected IBH Link UA server are also displayed.

Note:
To assign OPC variable (OPC Tag), operands must be defined as
symbols and data blocks must have a symbolic name.

Note:
Projects generated in the IBH OPC UA Editor can be directly transmitted
into the IBH Link UA.

Likewise, the created projects can be exported and imported as an XML
file (* .opc).

An exported XML file optional edited in the IBH OPC UA Editor, can be
transferred into the IBH Link UA (OPC Slot) using the web-browser.

1.1 Using the IBH OPC UA Editor

When installing the IBH OPC UA Editor, an icon is created on the
desktop to start the program.

Note:
This manual describes the IBH OPC UA Editor version 7.4.7. Later
versions may contain additional functions.

1.1.1 Calling the IBH OPC UA Editor

Double-click the IBH OPC UA Editor icon to
open the program window.

The IBH OPC UA Editor has three application ISEUBEUAIE Tor
windows, which are opened via the tabs
Project, Server or Certificates are displayed.

|3F‘rc|jeh:|: | @Sewer | @ Certificates

By clicking the tab Certificates, the own certificate or the server
certificate are displayed. Server certificates can be read from files.

IBH Link UA Training TTI Trans Tech International® 2020
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For a better distinction, the background of the windows is displayed
with different colors (selectable).

The work area is divided (area windows left / right).

Titel bar [T untitled - OPCUAEdit
Menu bar s Fil: Edit Help
Tool barmm [ (3 .| & @

Tool bar J 5
projm* & g LEE N = I 1

Application L
p")Nin dow [ Lgﬂ Application Right Application
Window Window

Application
Window selection B [lrrojext | [ server |23 cerificates
Status bar EEs UF| NUM

Title bar
The name of the active project is specified OPCUAEdit.

Menu bar

The menu bar is the same for the Project, Server and Certificates
application windows.

Toolbar

The toolbar is the same for the Project, Server and Certificates
application windows.

Project toolbar
Only the Project window has an additional toolbar.

1.2 New server connection

Edit menu or clicking the icon opens the New Server

The New Server Connection command from the : r
Connection dialog box.

2] Untitled - OPCUAEit

File | Edit | Help

Ij El Mew server connection |

Mew control
C Search again F3
2l

‘ 55;-‘ New server connection

Add a new server connection to the project.

Left Application . o
Window Right Application

Window
_F,;Projek‘t @Semer ||E Certificates

UF NUM
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1.2.1 Server Connection
To establish a connection to an OPC UA server, the connection data
must be specified. The New server connection dialog box makes it
easier to specify the connection data.

Note:
The connection data specified by the New server connection dialog box
will be displayed in the right part of the Project window after completion.

Some of the connection data can be changed at any time in the right part
of the project window.

Server connection properties dialog box

The fields for the general settings for the connection to an OPC UA
server must be filled out.

m Server connection properties

Mame of the server connection: I

—Server address:

* Host name or [P address I

Port: |48010

 URL

Select endpoint. ...

—Security settings:
& MNone. ~Message mode:

" Basicl28Rsals € signatur
" Basiczss " Signature and Encryption

e Basicoha256 r~Inverse connection:

" pes1zE3hazseRsal
s acaBRsalash [~ Connect invers Properties. .. |

" heszSeshazSeRsarss

r—Liogin:
& anonymous

¢~ User name and password

User name: I

Passwark: I [~ Store

Session Mame: I
Variables Farmat: IS?-ISDD compatible 'l

oK | Cancel | Help |

Name of the server connection
The name is freely selectable. Narme of the server connection: | 1BH Link LA

Server address
If the IBH Link UA port to be used for connection is in a network
with a DHCP server, the actual host name may be entered.

Server address:

Host name or IP address: I 192,1658.1.14
Port: |4BUID

I —————————
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If there is no DNS server, the absolute IP address of the IBH Link
UA (192.168.1.14) must be entered with the port (48010).

Show URL
The URL of the selected OPC server is displayed.

(" URL |I:ll:ll:.tl:p:,l',l'l'HE.lE-E.l.14:4EEIIEI

Select end point
By clicking the Select end point... button, a connection to the
specified OPC UA server is established. If the connection is
successful, possible transfer data encryptions are displayed in the
opened dialog box.

In addition, the existing certificate in the OPC UA server with its
settings and the connection path to the OPC UA server are

displayed.
Endpoints of Discovery Server opc.tcp://192.168.1.14:48010
Security policity Message mode Key strength
g 2048 Bit
a Sign 2045 Bit
htp: fiopcfoundation. orgfluafSecurityPolicy #Basic2565hazse SignandEncrypt 20485 Bit
http: ffopcfoundation. orgflUAfSecurityPolicy #Aes128_Sha256_Rsabasp Sign 2048 Bit Chick [ select
httpe ffopcfoundation. orgfUAfSecurityPalicy # Aes128_Sha?S56_Rsatasp SignandEncrypt 20485 Bit
http: ffopcfoundation. org/UASSecurityPolicy # Aes256_Shaz56_RsaPss Sign 2043 Bit
http: ffopcfoundation. org/UASSecurityPolicy # Aes256_Shaz56_RsaPss SignandEncrypt 2043 Bit
Certificate: Conneckion:
Mame: ‘ IBHLinkUA@ibhlinkua_rescued Endpaint LRL: | opc.tep: fibhlinkua: 48010
Crganization: ‘ Organization Application URT: | urn:ibhlinkua_rescued: IBHsoftec: IBHLnkA
Organization unit: ‘ Uniit Domain name: | ibhlinkua_rescued
Lacation: | Locationhiame IP address: |
Country: ‘ Certificate settings:
State: ‘ DE Encryption strength: 2043 Bit
Signature algorithm: SHAZSE
The certificate is walid yalid from: 23.06,2020 10:36:40
alid until: 22.06,2025 10:36:40
O Cancel | Help

Security settings
In this field the security procedure and the message mode can be
selected.

Security settings:
" Mone Message mode:
" Signatur

{* Signature and Encryption:

The security procedure can already be
selected in the End points of

Discovery Server opc.tcp dialog box.

I ———————
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If a security procedure is selected, certificates must be exchanged
between the IBH OPC Editor and the OPC UA Server (IBH Link
UA).

As the message mode signature (Sign) as well as signature and
encryption (Sign and Encrypt) are available.

Inverse connection
An inverse server connection (reverse connection) can be set up if
the server is in a better protected area behind a firewall than the
client.

Inverse conneckion:

Properties. ..

Clicking the Properties... button opens a dialog box for entering the
endpoint URL of the OPC UA client. This simplifies the configuration
of the firewall. Of course, the client must support incoming server
connections.

m Properties inverse cennection

URL: |opc.tcp:,l',l'TTI—‘r'ELLOW:484D

Server certificate:

Length: | 1392

Content: | 3082056C .. 11430370

Read from file,.. ‘

confirm

oK Cancel ‘ Help ‘

The specified server certificate can be
replaced by an existing one.

Read from file...

Login
In this field, the User name and the associated password can be
specified. The proposed registration mode is anonymous.

Liogin:
" Anonymaous

* User name and password

User name: |

Passwart: | [~ Store

Session name
The name of the session is freely selectable and can be left blank.

Session Mame: |

_________________________________________________________________________________________________________________________|
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Variable format
The representation of the variables can be adjusted. The IBH OPC
UA Editor offers four options for acceptance. With this selection, the
limitation of the OPC UA specification of not allowing dots in variable
names can be avoided.

Note:

The programming systems S7 SIMATIC Manager and the TIA Portal
allows dots in variable names (e.g. Switch 7.1).

The OPC UA specification does not allow dots in variable names.

The selection of the variable format must match the system setting
in the IBH Link UA browser window !

click | select

Yariables Format: |Cu:um|:|a|:t -

Zlassic

57-1500 compatible
Zompatible

Classic:
The IBH Link UA software accepts only variable names that comply
with the OPC UA specification. Dots in variable names must be
removed from the symbol tables (S7 SIMATIC Manager or TIA
Portal) before transfer to the IBH Link UA. The identifiers
".Globalvars", ".Programs" ".Generic" are added to the name of a
variable.

The IBH UA Editor accepts variable names with a dot. Variable
names containing a dot are put in quotation marks by the IBH Link
UA software during transmission.

|dentifier CPU 416.CPU 416-3 PN/DP.Programs.Data block Var_INT
|dentifier CPU 416.CPU 416-3 PN/DP.GlobalVars.Bit_Var
Identifier IBH Link U&.CPUA4.Generic, OFF_2

Compact:
Dots in variable names must be removed from the names
(S7 SIMATIC Manager) prior transfer to the IBH Link UA.
Variable names with dots are accepted in the TIA Portal.
The IBH UA Editor accepts variable names with dots.
Variable names containing dots are put in quotation marks by the
IBH Link UA software during transmission.

The identifiers ".GlobalVars" ".Programs" ".Generic" are omitted
in the variable names. If such a name occurs in a variable name, it is

placed in quotation marks.
I ——————————
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If Compact is marked, the identifier of a variable is shorter than
marking Classic.

Identifier  CPU 416.CPU 416-3 PN/DP."Generic"

Identifier  CPU 416.CPU 416-3 PN/DP."Bit_Var"

ldentifier  CPU 416.CPU 416-3 PN/DP."Data block"."Var_INT"
ldentifier CPU416.CPU 416-3 PN/DP."Data block"."Programs”
|dentifier 57-400-5tation_1.CPU 416."0On_5.3"

[dentifier [BH Link UA.CPU414."OFF.2"

S7-1500 Compatible:
Dots in variable names must be removed from the names
(S7 SIMATIC Manager) before transfer to the IBH Link UA.

Dots in variable names are permitted in the TIA Portal programming
system. Variable names not corresponding to the S7-1500 format are
put in quotation marks by the IBH Link UA software during the
transfer and thus brought to the name format of the S7-1500.

The identifiers ".GlobalVars" ".Programs" ".Generic" are omitted
in the variable names.

Identifier CPU M16.CPU 416-3 PMN/DP."GlobalVars"
|dentifier CPU A6.CPU 416-3 PM/DP.Data block.Var_Bool
Identifier CPU 416.CPU 416-3 PN/DP.Lamp
Identifier IEH Link UA.CPU414."OFF_47.B"
Identifier IEH Link UA.CPU414.0FF_2
Identifier IEH Link UA.CPU414.Bit_Var

Compatible

Mark Compatible if data block variables (OPC tags — defined in the
IBH OPC UA Editor / Variable Transfer) "GlobalVars" in the target
name have. Only required with older IBH OPC UA Editor version
(2017...2019).

To apply the settings, click OK. The New server connection dialog

box closes.
oK Cancel | Help
Manual.opu - OPCUAEdit - ] X
File Edit Help
N H & e
[E] :ame of the server conneclio‘réH i The rlg ht part of the
af e x*—-ﬁ — ame inl
b _C‘ = E Server address - .
-3 1BH Link UA Host name / Address 192168114 project window
Port 43m0
URL ope.lcp://192.168,1.14:48010 d iSplayS the Speciﬁed
Irwerse connection Mo
= Security settings .
Security palicity Mone Settl n g S fo r th e
Message mode Maone .
B Authentication settings connection to th e
Login AnonpmoLs
Session name Manual
= Dther settings OPC UA SerVer.
Wariables format Compact
; Project 35&r\-er 'zicartif\‘..
CAPS NUM

I —————————
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Note:
In one project several OPC servers (IBH Link UA) can be collected.

A right-clicking on the Server icon (IBH Link

------ {3 IEH Link L&,
UA) opens the context menu.

The New server connection command, additional OPC servers can
be integrated into the project. The New server connection
command is also available on the Edit menu.

For each new server connection, the Server connection properties
dialog box opens. The settings for the connection to the OPC UA
server must be completed accordingly.

If a server is highlighted in the left part of the project window, the
connection settings are displayed in the right part of the window.

Connection to the further OPC UA servers

Bl Manual.opu - OPCUAEit

File Edit Help

Nz H & @
& @ K % Ga b @

43 1BH Link LA

L.

| MNew server connection...

Add externa

Mame of the server connection: I Server 2

Add modbu

Server address:

Add Mitsub

* Host name ar [P address I localhost

Port: |48010

Copy Manual.opu - OPCUAEdit

Insert
File Edit Help

Transfe |_1 E H @ ,@

Read c = Name of the server connection
» . Marne Server 2
LA 4'2"‘ & X #5208 4 R = Server address
Export) | -3 1BH Link UA Host name / Address localhost
Mg Serverd Part 48010
‘j Server 2 LIRL ope.tepedflocalkost: 42010
Irverse connection Mo
E Security settings
Security policity Mone
tdeszage mode Mone
= Authentication settings
Login Anohymous
Session name
[= Other settings
‘Wariables format Classic

:Project @Ser\rer ||£Certmcam

CAPS NUM

1.3 Inserting a New control (PLC)

The New Control command from the context menu opens the New
control dialog box. The New control command is also available in

the Edit menu.
I ————————
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Untitled - OPCUAEit

File | Edit | Help
Mew server connection l

New control 4€~CHCK. |!

Mew server connection

| Mew control |

oo

Properties...

Export...

[edProjekt | server | B zertifikate

Add new control to the configuration.

The New control dialog box sets the connection settings to the
controller (PLC, CPU, etc.) to be connected to the OPC UA Server.

Note:
A project may contain multiple controls in one OPC UA server.

A right-clicking on the Server icon (IBH Link UA) opens the context
menu.

The command New control may assign additional controllers to the
OPC UA server. The New control dialog box opens for each new
control. The connection settings to the .
controller (PLC, CPU, etc.) to be connectedto iﬂ IEH Link L&,
the OPC UA server are specified here.

Connection IBH UA OPC UA server — Control

B Manual.opu - OPCUAEit

File Edit Help

N d & e
e K EEE s @

Mew server connection...
Mew control..g,

Properties... Cantral name:
Export. Host name [ IP address: | 0.0.0.0

[~Protocol;

% 57 TCP{IP Rack number; | 0 Slot number:|2

~Position of the target module:

& Target modul at the same rack

© Mia MPTDP subnet accessible rack

MPI/DP address of the target CPU: |2

" Wia TCP/IP subnet accessible rack
TER{IP address of the bargeb CPU; | 0 . 0 . 0 . O

© Wia H1 subnet accessible rack

H1 address of the target CPU: | 00,00, 00.00.00.00
Subnet ID; | D000 o I ]

57 200 TCP{IP
! Own T5AP; | 0100
57 1200 TR{IP
. o101
" 57 1500 TCR{IP PLC TSAP:

oK I Cancel | Test connection.... | Help |

I —————————
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Control Name (PLC)
The name is freely selectable.
CPU416_Tank_Level).

Zantral name: |CF'LI 416 Tank Level

Host name / IP address

The host name or the Host name | IP address: | 192.168.1.10
IP address of the device

(CPU) being online connected with the OPC UA server is defined.

Protocol

Protocal:

* 57 TCP/IP Rack number: |0 Slat rurmber: | 2

If S7 TCP/IP is selected, the Rack number, Slot number and Position
of the target module must be specified. This setting is used to
connect S7 300 / 400 CPUs having a usable ethernet port (TCP/IP).

Position of the target module
Target module at the same rack

If the target module is in the same rack, & Target modul at the same rack
no further information is required.

Via MPI/DP subnet accessible rack

If the target module is in a rack accessible via MPI / DP subnetwork,
the MPI1/ DP address of the target CPU and the Subnet ID must be
specified.

{* “ia MPL/DP subnet accessible rack

MPL/DP address of the target CPU: |2

Subnet 1D: | oooo . | 0000

Via TCP/IP subnet accessible rack

If the target module is in a rack accessible via the TCP/IP subnet, the
TCP/IP address of the target CPU and the Subnet ID must be
specified.

+ ¥ia TCPJIP subnet accessible rack.

TCP/IP address of the target CPU; | 192 . 166 . 1 . S5

Subret 10: | 0000 . |oooo

Via H1 subnet accessible rack

If the target module is in a rack accessible via an H1 subnet, the H1
address of the target CPU and the Subnet ID must be specified.

% WiaH1 subnet accessible rack

H1 address of the target CPU: | 00.1B.21.25.32.82
Subnet ID: | O0ZE . |oo0s

I ——————
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S7-200 TCP/IP, S7-1200 TCP/IP, S7-1500 TCP/IP
S7-200/ 1200 / or 1500 CPU having a TCP / IP port, are selected
directly. If the connection is made via ISO on TCP, the Own TSAP

and the PLC TSAP of the (CPU) must be specified.

¢ 57 200 TCRIP
= / Qwn TSAP: | 0000

" 57 1200 TCPIIP
PLC TSaP: | 0000

" 57 1500 TCRIIP

Logo8 CPU with TCP / IP Configuration
If a Logo8 controller is to be connected to the OPC UA server, the

following settings must be made in the New Control dialog box:
e S7-200 TCP/ P must be selected as the control type
e 0200 must be entered as the PLC TSAP of the CPU

e The default Own TSAP is irrelevant.

New control

Cortral name: I Logo &

Host name | IP address: I 197,168.1.55

EProtocoI:
s 57 200 TCR(IP J
— Own TsAe; [ 0000
" 57 1200 TCR{IP
. |0z00
" 57 1500 TCR{IP @C TSAP: j

Test CPU-Online Connection
If the New control dialog box is completed, the online connection to
the CPU can be tested. The command Test :
o o _ Test connection.. .
connection is building up the connection to the
CPU. Information about the successful connection is displayed.

IBH OPC UA Editor

™ The connection to the PLC CPU 416 has been successtully
! tested.

Apply the New control dialog box settings
To apply the settings, click OK. The New control dialog box closes.

m Mew control

| T o7 ToT TCFTIF
—

(8] Cancel Test connection. ... Help

IBH Link UA Training TTI Trans Tech International® 2020



Chapter 1 IBH OPC UA Editor Page 1-13

1.3.1 IBHLink UA -S7 CPU 300/ 400 connection via
IBH Link S7++

To establish a connection to a S7 300 / 400 CPU via IBH Link S7 ++,
the settings must be according to the screenshots.

Note:
= To address an S7 CPU 300 / 400 via the IBH Link S7++, the
A routing option (dialog box IBHLink settings / Network tab)

Configuration with NetPro must be deactivated (Apply
permanently).

This applies to all S7 300/400 CPUs with IBH Link S7++ connection.

Open the IBH Link S7 ++ configuration software
IBH Network settings.

o

Dialog box IBH Network settings 17 )it sisadlineg:

% [BH Network settings

File Stations IBHLinks Options Help

— Station;
Station Mame | Addresz |
PLC_1-CPU 312-EH Link 57++ 192.168.1.12:1093

~

Mew station | Change station | Delete ztation |

— Sethings:

IEH Link 57 IEH Lirk 55 | IEH Link 55++ | — |
Thck

Cloze [=earch and configure IBH Link 57, Plus, 37+ + and 57+ +

H% dewices,

Click IBH Link S7 to open the IBH Links in the local network
dialog box.

% IBHLinks in the local network

Found IBHLinks:

MALC Address | Type | Serial Number | IP Address | Station name
04-3C IBHLMELA 5145 192.168.1.14

| Firrware

-5E6-CB HLSOMPI 25208 1592.168.1.12 PLC_1-CPU 312-1BH Link 57++ V2163

[ Configuration wia Fouter I 0.0.0.0

click

ok I Seltings I Search again | Search P range |

Help |

Mark the IBH Link S7++ connected to the S7 CPU 300 / 400 and
click Settings.

TTI Trans Tech International® 2020 IBH Link UA Training
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The IBHLink settings dialog box opens.

IBHLink settings - 00025208 MAC: 00-02-A2-21-56-CB

| MPI/Prafibus I Time synchronization I Firrnware I Diagnost_ | I ’I

— Address zettings: (click
Metwark name: | IBH Link 57++12
IP-Address: | [E-2NNT=" I B I
Subnet mask; | 255 . 255 .25 . 0 DHCP
Gateway: I o. o .0 .0 " BootP

[ IBHMet port [Port 1099 is always active]: I':|

r Authentification

Uszernarme: Iadmin

Pazzward: I xxxxx

Change password

[ Dptions not activated
E_ Canfiguration with NetF‘roa’TlﬂJ

[™ Disable Wehserver

The settings will be saved in the IBH Links internal flash
[click™ memory and are kept after a power cycle,

| Save permanently I Reboot | Cancel |

Deactivating the routing option Configuration with NetPro

Open the Diagnostics tab click Test and Read. The MPI addresses
of the IBH Link S7++ and the connected S7 CPU are shown.

IBHMet Diagnostics - IBHLink 57

—Select TBHLink {open | selﬂf)‘ If several
ICPU 312-IBH Link 57++ > :
IBH Link S7++ are
—Metwork status | Diagnostics in the local netWOI‘k,

Test | Lifelist OF
(Elick) © reedt . select the correct
A 0 L) (4= s parameler seffings
station adress: I ID  Aukomatic detection IBH Link S7++
Bus parameters:
Baudrate: 167.5 KBt/ - connected to the
Tslak_Imit: 100
Max. Tsdr: 60 is inserted S7 CPU.
rin, Tsdr: 12
Teet: 1
Temis 1 i

CPUMPI address __IBH Link S7++ MPI adddress

—Bus Modes F
IE{? 4 5 6 7 & 9 10%112131415161?1819
v

01
(PSS i o o Y Y A i i o o | | i i
vy o o o o o o o o o o o o o

— e e p—

IRT N  IN  D I  B e B B B B e e e e
il Key
[~ Station passive

[V station active

¥ station active ready

Cancel Help
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1.3.2 Project Window

The right part of the project window displays the specified CPU
connection settings.

Manual.opu - OPCUAEdit

File Edit Help

N H & @
. - M ame CPU 416 Tank Lewel
S&r _C' x * @i 1 @ = Offline program assignment
E“:ﬂ IBH Link U&, Program type Mo program azsignment
E CPU A6 Tank Lewel Program path
L Wariables Station name
= Online connection
Protocol 57 TCRAR
Host name / Address 192.168.1.10
Targe module position Target modul at the zame rack
R ack nurnber 1]
Slat number 2

_F,;Project @Senrer | @Cerﬁficates

CAPS NUM
Name of the control
The name was specified in the = Mame of the control
New control dialog box ERD B Ve L)

Offline program assignment
If a PLC program is assigned to the selected CPU information are

displayed.

= OFfline program assignment
Frogram type STEFY program
Program path AANCPU A6 Tank Level SYACPU 416 Tank Level 57.57p
Station name CPU 416

Program type Pragram type STEF? program
The following program types can be assigned to a CPU:

e No program assignment
e S5W program

e STEP 5 program

e STEP 7 program

e TIA program

e Icon file

Program type

"Mo program azsignment' or "S5 program'' or "STEPS program'’ or
"STEPY program' ar "'Tl& pragram' ar "'Sembaol file"

Prog ram path Frogram path AACPU 416 Tank Level STACPU 416 Tank Level 57.57p

Once a program has been assigned, the program path is displayed.

I ——————————
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Station name Station name CPU 416
The name of the station, the device or
the program name of the assigned program is displayed.

Online connection
The connection to the CPU is defined in the New control dialog box.

= Online connection

Frotocol 57 TCR/IP
Hoszt name / Address 192162.1.10
T arge module position Target modul at the zame rack,
Rack nurmber 1]
Slot nurnber 2
Protocol Protocol 57 TCRAP

The Protocol for the online connection to the PLC, S7 TCP/IP,
S7-200 TCP/IP, S7-1200 TCP/IP or S7-1500 TCP/IP is displayed.

Hostname / Address Hozt name / Sddress 192168.1.10
The host name or the IP address of the online connection CPU /
OPC UA Server is displayed.

Target module position Targe module pozition SRl F T R R
In the New control dialog box, the following target module positions
may be defined:

e Target module on the same rack
e Rack accessible via MPI / DP subnet
e Rack accessible via TCP / IP subnet

e Rack accessible via H1 subnet

Rack number / slot number
These two numbers define the MPI address of the target module.
This may be necessary if several CPUs are connected via the MPI
bus or the connection is made via an IBH Net S7 ++.

= Online connection

Praotocal ST TCRAR
Hozst name / Address 192.168.1.10
Targe maodule pasitian Target madul at the same rack
Ian::l:. r"'“hE[ 2 = Online connection
ot nmber Pratocal 57 TCR/IP
Host name / Address 192.168.1.10
Rack number ==
Rack number [0 7] Targe module pozition Target modul at the zame rack
Fack number 0 ..
FYE—— 5 }' MPI Address definition

Rack No.| Slot No.

Rack number

Rack number (0 .. 7) 3 Bit 5 Bit i0-31)
000 | 00010
0 2

_________________________________________________________________________________________________________________________|
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1.4 Assign program

An existing PLC program can be assigned to the CPU specified in
the New Control dialog box.

Variables, data, and program information are taken from the PLC

program.

BBl Manual.opu - OPCUAEit

File Edit Help

Nz +Hd & @

@

K ¥BEai™l r d

= Name of the control
Mame

E‘(i IBH Link L&

i £H variables

Frogram type

Proaram nath

Delete
Cut
Copy

Insert
{click)

CPU 416 T ank Level

= OFfline program assignment

Mo program azsignment

57 TCRAP
192168.1.10

Assign program....

]

Update program assignment....
Test online connection....
Impart...

Export...

Properties...

2

Target modul at the zame rack.

;Project @Ser\rer | @Certificates

CAPS NUM

The Assign program command opens the dialog box Select
program. The command is also available in the Edit menu.

Program selection

Select the PLC program to be opened in the Select Program dialog

box.

m Select program

----- 5 ssCPULST

g~ | OPC U Editar Manual

..... SECPULZ0LSEQ
..... fii 5w cPULO3
..... SEW CPULDZ.SEQ
B | CPU 1200 TIALE
2B cPU 1200 TIALE

i Tarkpegel

[~ | CPU 1500 TIA 16
| | = CPU 416 Tank Level 57
CIE"UM—;..@ CPU 416 Tank Level 57
_.. [ [T e mark)

E| Mulki CPU's 416 Master TIA
- DR Mulki CPU's 416 Master T

Path: I A:NOPC UA Editor Manual,CPU 416 Tank Lewvel 574

confirm

Ok |

Help |

2

Clicking the symbol Plus in front of the symbol of
the PLC project (TIA/STEP 7/ S5W / S5 / SEQ)

the PLC program reading process is started. % @I m E:EE

click to open

TTI
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Clicking OK, the variables, data and program information are
transferred to the OPC UA Editor.

Offline program assignment
In the right part of the project window, information is displayed under
Offline program assignment.

BB Manual.opu - OPCUAEdit

File Edit Help

NiZzHd & @

= Name of the control
N N ame CPU 416 Tank Level
# _C‘ KEhad o d B |Offline program assignment;
E‘i IEH Link U4 Program type STEP? program
[EREMY CPU 416 Tank Level Program path AMOPC U Editor Manual\CPU 416 Tark Level SPACPU 416 Tank Level S7.57p
L Variables Station name CPU 418
nhine connechion i i
Protocol STTCRAP I51n EEHEd
Host name / Address 192.168.1.10
Targe module position Target modul at the same rack
Rack number o
Slot number 2
Offline program assignment
; Project EE senver \ @ Certificat...
CAPS NUM

Special features when selecting TIA projects
Select the PLC program in the Select program %
dialog box. Clicking the Plus symbol in front of
the TIA symbol of the PLC project, the PLC
program (CPUSs) is displayed in the project.

Click to
open

m Select program

OPC LA Editor Marual A
. B8 S5CPULST
S5CPULZ0.5E0
[l =5 cPU10E
SEW CPUO03.SEG
B CPU 1200 TIALE
- | CPU 1500 TIA 16

izl IR CPUI 1500 TIA 16
ek

Bl CPU 416 Tank Level 57

@198 CPU 416 Tark Level 57

Mulki CPU's 416 Master TIA

Ml CPU's 57 PLC_1 TIA

Multi CPU's 57 PLC_2 TIA v

]

e
)

[

Path: I A:50PC Ua Editor ManuallCPU 1500 TIA 16
3

OF | Cancel | Help |

The SIEMENS support software TIA Openness is started in the
background. Several notices are displayed.

]

m Open TIA project ANOPC UA Editor ManualhCPU 1500 TIA 16\CPU 1500 TIA 16.... X

Starting TIA Cpenness,

m Open TIA project ANOPC UA Editor ManualhCPU 1500 TIA 16\.CPU 1300 TIA 16.... X

Opening project A:AOPC UA Editor ManualhCPU 1500 TIA 164CPU 1500 TIA 16.ap16,
Cancel

IBH Link UA Training TTI Trans Tech International® 2020
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The SIEMENS program TIA Openness issues a warning, which
must be confirmed, Yes or Yes for all.

Openness access (0033:000666) %

The application "OPCUAEdit.exe” located on “C:\Program Files
(x86)MBH softec GmbHMBH OPC UA Editor is attempting to

access the TIA Portal with the process |D 7384, Do you want to
grant access?

To grant access: 'Yes'

To grant access and save the authorization: 'Yes to all',

To deny access: "No".

1 TIA Portal instance(s) isfare active.

|_|‘-\ 7
| Yes |® Yes to all |! Mo !

If the support software TIA Openness does not allow access to the
selected project, TIA Openness issues the following error message:

The above message may be hidden behind open windows.

|IBH OPC UA Editor

:l Access to the TIA Portal denied.

Note:
é' . Toopena TIA project by the SIEMENS support software TIA
f =\ Openness can take some time.

In order to be adopted the PLC program, the TIA Portal software version
TIA 13, TIA 14, TIA 15 or TIA 16 must be installed on the PC with the
corresponding version of the TIA Openness software.

It is essential to pay attention to matching software versions.

In addition, the user of the PC must be a member of the following groups:

e Administrators
e Siemens TIA Engineer
e Siemens TIA Openness

Registered group memberships in Windows 10

Pete Properties

General Profile

Member of :

P Administrators
& Siemens TIA Enginesr
P Siemens TIA Openness

Changes to a user's group membership

Remove are not effective until the next time the

user logs on.

QK Cancel Apply Help

______________________________________________________________________________________________________________________|]
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The software versions of the TIA Portal and TIA Openness must be
identical.

© Siemens 4G, 20082019
Installed software ® Siemens AG, 2008-2019
~ Totally Integrated Automation Portal Installed software TS B, AT

w Totally Integrated Automation Portal

~ Options Version V14 SP1 Update 2 Installed software @ Siemens AG, 2008-2019
e ~ Totally Integrated Automation Portal
iR oialOpenness ~ Options » y \-‘1 Installed software

Version V13 SP1 Update 4 ~ TIA Portal Openness o
~ SINAMICS Startdrive ~ Options

~ Totally Integrated Automation Portal
Wi V14 5P1 Update 2 6
Version V13 SP1 creen i ~ TIA Portal Openness

~ STEP 7 Professional ~ Options
< S (iEesie] Version V14 5P1 Update 2 Version VIS » TIA Portal Version Control Interface
Version V13 5P Update 4 o T v STEP F_P'C'fe“'u"al ~ TIA Portal Openness
© UIIEE Version V14 5P1 Update 2 version V15 WL 3
Version V13 SP1 Update 4 ~ WinCC Advanced ~ STEP 7 Professional
Version V15 Version V16
» Options
~ WinCC Advanced
Version V16

The transferred project is listed. Program
assignment information are displayed in the right part of the project
window.

[ Manual.opu - OPCUAEdit

File Edit Help
NEH 8@
v Mame CPU 1500 TI& Projekt
‘,En' _C‘ x * 2 1 @ = DOFffline program assignme:
[=E (i IBH Link LA Program type TI& program
SR CPU 1500 TIA Projekt Program path AADPT U Editor ManualyCPU 1500 Tl& 1840 1500 Tla 16.ap16
i Variables Station name PLC_1 is inserted
= Online connection
Protocal 571500 TCRAP
Host name / Address 182168119
Local TS4P o100
Femote TS4P oo
M @ Server ‘ @Cemflcat...
CAPS NUM
1.5 Define OPC tags
A click on the icon Variables lists the variables / data =] ariables

in the right part of the project window from the adopted click}
PLC program.

Manual.opu - OPCUAEit

File Edit Help

NEH @@
-] Variables
i ) -1 Program wariables
& FEEN :

CoE-L 1 (nputs)

E- 1 Q (Outputs)

-1 F (Flag)

-] Counter Data (DB 23 /fCounter Data

- _1 Air conditioner Data (DB 221 /Anstance data block; Yalue, TirneStarmp, Status

L Geneic

c PIEEN W= A
Mame Address PLCtype Length Origin Access OPCtype Lower limit Upper limit Comment

=145 1BH Link U
= Ua Edit Manual

e5

will be opened

—
|:Project I @Senf&r |@Cemficates

CAPS NUM

Clicking the symbol Plus in front of the : -1 O (Outputs)

) . o click to JF

icon of the variable area, the existing open

variables are listed.
]
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[l Manual.opu - OPCUAEGit

File Edit Help

DEH & ©

IBH OPC UA Editor

marked variable
(OPC tags)

13 Variabl
= IE_]] I,_;”ES Select all
# 0 L T & B0 1 (nputs) Deselect all v

B JERITAT @I Input: BOOL #single il “samran ==y
B[ UA Edit Manual earch...
B Q Qutputs) -

=) 7 Search again F3
@[ output:BOOL  fsinglelouxy.

-1 F (Flag)
MI[I] Count:BOOL /fCounteris counting
i

e nter re:

1g
1[0 Counting ON:BOOL f/Start counting
+ [ Down:BOOL ffcount down
[ Max :BOOL ffanly used intemally
1[I Min:BOOL Jfonly used intemally
[ One:BOOL ffanly used internally
“.C1[ Up:BOOL frcountup
] Counter Data (DB 2) f/Counter Data
[ Count:BOOL //Counteris counting
O[] Counterfeading: INT /Counter reading
B Structure: STRUCT //Complex variable - STRUCT -
[| MinMo: INT - Afraximurn counter reading (humber)
W Maxho: INT fimaximurn counter resding (hurmber)
1] CountingON:BOGOL //Enable counting
0] Countertvalue :INT #/Caunter value

variables display
with comment

[

-1 Air conditioner Data (DB 22} //Instance data black; Walue, TirmeStarnp, Status

;Proje:t @Semer \@Cemfi.u

..... % Generic
O =N NR =W 4
Mame Address PLCtype Length Origin Access  OPCtype  Comment
|I| Input E27 BOOL Al Program  Rw Boolean  single inputs to the PLC
[ output 410 BOOL .1 Pragram  RW/ Boalean  single outputs fram the PLC
-I [ count M 2.3 BOOL .1 Pragram  RW Boolean  Counteris counting
yokc c MW 12 LINT 13 [Program [ FW __Jintls ]| C
[1] Counter Data.Structure MinNo  DE2.DBW 4 INT 2 Program  RW/ Int16 maximurn counter reading (number)
[1] Counter Data.Structure MaxNo  DBE2.DBW 6 INT 2 Program  RWW/ Int16 maximurn counter reading (number)

CAPS NUM

A selected variable is accepted as an OPC tag and displayed in the

lower part of the window with additional information.

The context menu offers the commands Y

right click |

select all |

to select or deselect OPC tags.

Deselect all

A search function is available to handle
extensive variable lists.

{click / select

Search...

Search again F3

Seatch For: I Tank_level

Area:
[ Case-sensitive

[ Complete words only

@ Complete block
" Marked section

jconfirm}

aK | Cancel |

Help |

Add new variable (OPC tag)

dé

- .
FPIEEN =W R

Mame Address PLCtype Length Origin
[1] count DE2DEX 00  BOOL Al Program
[1] CounterReading Dez2.DEwW 2 IMT 2 Program

With a right clicking on a line of the

Define variable....

Remove variables
Cut variables
Copy variables
Insert variables

Show variable in tree structure

Convert variables into program variables

Convert variables to generic variables
Write protection on

Write protection off

Properties...

Select all

variable listing (OPC tag list) the
context menu opens. The command
Define variable (OPC tag) is
available.

TTI
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Define variable

The context menu command Define variable opens the Variable
Properties dialog box.

m Variable properties

Parameter W alue

REIE Y ariable1

Data type [OPC Ua) Buyte -

Data type [57] BY'TE -

Addrezs DE1.DEB O

Area DB [Data Block) -

DE rnumber 1

Byte address 0

Bit address 1]

Access R\ [read and write access) -

MHumber of field elements 0

 asimum string length 0

Comment define the variable

Lo lirnit (OPC-tag) properties

Upper limit

Releaze field elements Mo -

Made name 1BH Link L&, U Edit Manual. vV ariable]

| click for next |

ST new OPC-tag
[0 4 Cancel | =2 Help |
)
A new variable (OPC tag) can be created. The -
drop-down list fields make it easier to define a
variable.
Name M ame Yariablel freely selectable

The freely selectable variable name must be unique. A duplicate
name is not permitted.

Data Type (OPC UA) / Data Type (S7)
The Data Type can be selected from the drop-down list.

Data Type (OPC UA) Data Type (S7)
{€lick fo open 4 '
WORD

click to open
Ulnt1a

Drata type [S7)

Data type [OPC LIA)

Boaolean EEEIH_

abiyte BYTE

Cre e

e

Int32 DWORD

Ulnk32
REAL  (Select)

Eltﬂ_at STRIMNG

rifng DATE_AMD_TIME
DateTime SETIME
Data type [OPC UA) ?ﬁdTEE
Data type [57) TIME_OF Dy

TIMER
COUNTER

The data type of the variables needs to be specified only once. Either
data type (OPC UA) or data type (OPC UA). The other data type is

automatically assigned to the variable.

I ————————
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Address Address DE1.DBE O

The address must correspond to the syntax of the control type /
programming system. If several field elements are to be specified,
the start address must be specified.

Select Variable Area

The Area can be selected from the
(EEND T (Tiner)

drop-down list.

Area DB [Data Block)

DB number

The DB number is only relevant if DB | DB number 1
(data block) is defined as the area.

Byte address / bit address
Depending on the data type, the Byte address

byte address and, if necessary, Byte address Bit address
the bit address must be entered. Bit address
Access
i i (GIEK {0 opemy
The aceess rIgT)tS ((_j)f fa Vadrl.a-blﬁ m R [read and write access)
(OPC tag) can be defined in the Rlieadeceess] — oopep

Access

R [read and it

drop-down list box.

Number of field elements

A field (array) created with the Eﬁuddress T 15[2[12]
specified data types, the number

Murmber of field elements

of elements must be specified.
The number of field elements is Number of field elements
automatically added to the start
address, in square brackets [ ].

Maximum string length

If string is selected as the data type, D ata type [OPC L&) Sting

a length of 254 is automatically Data type [57) STRING
specified. The length of the string b aximum string length 2hd
can be adJUSted' M aximum ztring length

Comment

A comment can be aSSigned toa Comrment This iz acomment

variable (OPC Tag).

____________________________________________________________________________________________________________________________|
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Lower / upper limit

Limit values can be assigned to Lower limit 350

a variable (OPC Tag). Lower limit Upper limit
Upper limit

9500

Release field elements
The field elements specified in the
Variable Properties dialog box can be s
released (Yes) or blocked (No) in the
drop-down list box.

Release hield elements

Node name
The full node name is Maode name IEH Link U, Ua Edit M anual ¥ ariable?
automatically displayed. Node name

Accept variable

Click the New button accepts the created variable and reopens the
dialog box to enter another variable. Clicking the OK button accepts
the created variable and closes the dialog box.

1.5.1 Change Variable (OPC tag)

A right-click on a line with a variable (OPC tag), the context menu is
opened with commands for editing this variable are available.

G | X ¥ Ga i gk i3 7 W

Mame Address PLC type Length Origin

[1] Input E27 BOOL 1 Program
O} Output 3 BCL Fragratm
m Count Tight click Define variable..., rarm
[1] Countervalue ratm
(1] Counter Data.Structy Remove variables rarn
[1] Counter Data.Structu Cut variables rarm

Copy variables
Insert variables

Show variable in tree structure

Convert variables into program variables

Convert variables to generic variables

Write protection on
Write protection off

Properties...

Select all

The Properties command opens the Variables Properties dialog
box. The marked variable (OPC tag), can be modified.

IBH Link UA Training TTI Trans Tech International® 2020
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Change variable (OPC tag)

Properties can be changed depending on the data type. The
properties shown in light gray cannot be changed.

m Variable properties

Parameter Walue

Marme CounteiReading

Drata type (OPC L&) Int16 F -

Data type [57) INT ’ -

Address DEZDEW 2

Area DE [Data Block)

DE number 2

Byte address 2

Bit address ]

Access R [read and write access) -

MHumber of field elements ]

b airnumn string length 1]

Comment Counter reading  can be modified

Lawer lirit can be modified

Upper limit can be modified

Mode name IBH Link LA 2 Edit Manual Counter Data.CounterReading
confirm X |

[o]4 | Cancel | Continue | Help |

Click the Continue button accepts the modifications. The dialog box
reopens to modify the next available variable. Clicking the OK button
accepts the modifications and closes the dialog box.

1.6 Transfer configuration to the OPC UA server
(IBH Link UA).

A right-click on the Server icon (IBH Link UA) opens the context
menu.

Bl Manual.opu - OPCUAEdit

File Edit Help

NE - & ©
Project
E2 e O EET R )
B3 5 Link Lo

ight clicl
=] U, Edit Manua
L Variables Mew server connection...

Mew cantral...
Properties...
Add external data..,

Add modbus configuration...

Agd Mitsubishi configuraton.. The command Transfer Selected
o Configuration to OPC UA Server
- opens the Transfer Configuration

Transfer selected configuration to the OPC UA Server.... ‘ to Server dlalog bOX.

Read complete configuration from OPC UA Server...

Import...
Export...

m Transver configuration to the server

Mame of the server connection | Transfer | Stakus
0% -

Select the server
and then click

confirm
Start . Start i Close | Help |

TTI Trans Tech International® 2020 IBH Link UA Training
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The transfer and the successful transfer are displayed.

] Transver configuration to the server

Name of the server connection | Transfer | Status Transver configuration to the server m|
IBH Link UA 100 % Server is being restarted
NMame of the server connection | Transfer | Skatus
< 1BH Link UA 100%  Transfer succassful
= < >
confirm

Start Closs Help

1.6.1 Configuration Export

A right-click on the Server icon (IBH Link UA) opens the context
menu. The Export command is available.

Manual.opu - OPCUAEit

File Edit Help
NEH & @
o

-4

New server connedion...

Transfer selected configuration to the OPC UA Server....

Read complete configuration from OPC UA Server..,
Import...
| Export... |

The Export command saves the configuration in XML format in a file
with the file extension * .opx.

port Configuration X

Savein I Documents j ol £ B
~
* Mame Date modified Type Size L
E _Server_Server.opx 08.11.2017 1%:29 OPCEditor.Document 3KB
Quick 3ccess 583 ) 416.0p¢ 09.01.2016 1352 OPCEditer.Document 1KB
- o CPU41B.opx 21.08.2017 12:28 OPCEditor.Document 3KB
Desktop B _testl.opx 21.08.2017 13:16 OPCEditor.Document 3KB
- 20 Test.opx 27.12.2019 12:28 OPCEditor.Document 1KB
™ @ UA Edit Manual.opx 11.07.2020 18:08 OPCEditor.Document 2KB
Libraries is inserted
) enter name confirm v
File name IUF\ Edit Marual opx # j
Save as type: IOPXﬁIes (" opx) ;I Cancel

The files exported by the OPC UA Editor in XML format are readable
and can be edited directly. A file exported by the OPC UA Editor can
be imported into the OPC UA Editor for further processing.

Ar=m2m Foutef rom=mLT RouteNFIAddress="i
M:\ODC UA Editer Manual\UA Manual W &

Lot=mgm/>

2="A: \OPC UA Editor Manual\UA Manual VM §7\Countor;47 £older="h:\OBC UA

prion=maingla inputs to tha PLCT/>

seription=reingle outpubs from the BLOW/>

rCountervalusT nat
s="Count ing ON™ Hativ

rerCounter reading/
icnemstart counting™/>

1m W

RS
Temperatur Timestamp™ >
oL1-Temperatur Tinestamp™ >
prion="CurrentTime Tineftamp™/>
st-Temporatur Status

1-Tonperatur Etatus™/>

Ption="Currentline Btatus"/>

©as="DB&T11.DBXD. 0" Canonicallyps="V_BETRY Datalen=nz02" TaActive="17.Name="Variablel" NativeType="STRING" Readonly=m0m/>

TR —— g 2% 7S T ot w000 U 1 ) e
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1.6.2 Transfer the exported / edited XML file to the IBH Link UA
A file created by the OPC UA Editor can be loaded into the

IBH Link UA.

Select OPC Editor Project

- 8 1BH Link UA - OPC slots

<« ¢ @

© & 192.168.1.14/7_= jopc_slots

Siemens Slots

N

@R D& =

Logout | Update password

quad-core

»Slot 2
Delete slot| Delete all ‘ Load OPC Editor Project ‘ Ingert SoftfLC ‘

| Upload a project from OPC Editor (*.opx). |

Project from OPC Editor (%.opx):
Upload:  Load OPC Editor Project

Upload: Browse... Mo file selected.
"
Configured PLCs in the project file @

Free |BH OPC Editar (== %4.13) to create the opx projects not installed?
After installation the IBH OPC Editor can be used for free in combination with IBH Link UA
Get it frorm ibhsoftec.cam

Apply OPC Project ‘ Cancel |

The Windows dialog box to open the OPC editor file is displayed.

File to Upload
« v » This PC 5 PLC Projects IBH Link UA (&) » OPC UA Editor v D Search OPC U2 Editor pel
Organize = Mew folder == - | o
= PLC Prajects [BH Link UA, (&) 2 Harme h Date modified Type Size
OPC UA Editor @ OPC Tags S5CPU 1031 opx 09.03.2018 16:48 OPCEditar.Document 2KB
o OPC Tags S7 CPU 312 direct.opx 09.03.2018 1@:49 OPCEditor.Document ZKB
T OPC Tags TIA CPU MG.opx 11.07.2020 18:26 OPCEditor.Docurnent 2KB
o UA Edit Manual.opx 11.07.2020 18:08 OPCEditor.Document 2KB
W --m
File name: UAEditManua\.opx‘ wo| | AllFiles (**) w
‘confirm’
Load OPC Editor Project x
Project from OPC Editor (*.opx): OLCFANORIOEC TR GEDDY)
Upload: | Browse..  |[Us Edit Manual.opxl Upload: | Load OPC Editor Project
_ _ Thick
Configured PLCs in the project file : | Upload a project from OPC Editor (*.opx). |
]
Load OPC Editor Project x
Project from OFPC Editor (. opx):
Upload: Upload: | Load OPC Editar Project

Free IBH OPC Editor (== %4.13) to create the opx projects nof
After installation the IBH OPC Editar can be used far free in co
Get it from ibhsoftec.caom

LA Edit Manual. opx

Configured PLCs in the project file

UL Edit Memual - och

Free IBH OPC Editor (»= “4.13) to create the opx projects not installed?
After installation the IBH OPC Editor can be used for free in combination with [BH Link LA

Get it from ibhsoftec.com
confirm

Apply OPC Project | Cancel |

TTI Trans Tech International® 2020 IBH Link UA Training
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Information taken from the OPC Editor

- 8 IBH Link UA - OPC slots

(_
= I

b +
(& Q @ A& 192.168.1.14/7_=/opc_slots e 9 ﬁ In @ @. ;’: =
Logout | Update password guad-core

Siemens Slots

»Slot 2
¥ OPC Project

DeviceManual
DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialMumber
SoftwareRevision
¥ Programs
SupportedTypes
¥ Counter Data
Count
CounterReading
> Tasks
DeviceHealth
» ParameterSet
¥ Globalvars
¥iiariablel
MaxStringlenagth
Delete slot ‘ Delete all | Load OPC Editor Project | Save OPC Editor Project ‘

Insert SoftPLC | | Insert SINUMERIK | | Changs SINUMERIK | | Delets SINUMERIK |

Multiple CPUs in an OPC Editor project

If several CPUs

have been merged in one OPC Editor project file, the

individual CPUs are listed. All CPUs are taken in one project into the

IBH Link UA.

—

| Load OPC Editor Project X

Project from OFC Editar (*.opx):

Upload: Upload: | Load OPC Editor Project |

LA Edit Manual. opx

Configured PLCs in the project file

CPT 416 VM
37 CPU 312
CPT 1511

Ok
- Qk
Ok

Free IBH OFC Editor (== %4.13) to create the opx projects not installed?
After installation the IBH OPC Editor can be used for free in combination with 1BH Link UA.

Get it from ibhsoftec.com

confirm

Apply OPC Project | Cancel |

OPC editor information

& ¢ @

© & 192.168.1.14/7_=/opc_slots

@ d% D& %0

OPC Logout | Update password quad-cora

»Slot 2
¥ OPC Project
¥ Manual

»CPU 416 WM

57 CPU 312
»CPU 1511
Delet= 50t | Delete all | | Load OPC Editor Project | | Save OPC Editor Project |
Insert SoftPLC | | Insert SINUMERIK |  Change SINUMERIK | Delete SIMUMERIK |

IBH Link UA Training
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1.7 Configuration Import

Manual.opu - Ol

File Edit Help

JZdHd & @

Project = Mame of the server connection
. n Mame IEH Link L&
i T, (W
{'E”‘ @ x £ @ = Server address
L EJIEH Lin Host name / Address 192168.1.14
Part 48010
New server connection.., ope.bop://A192.168.1.14:48010
Mew contral... Ha
Transfer selected configuration to the OPC UA Server..., None
Read complete configuration fram OPC UA Server., Nane

mport... \ Anornymous
Export,.. " Yelick) M anal
= Other settings
ariables format Compact

The file (* opx) to be imported must be in XML format.

m Import configuration

Lok in: I Documents j - = B~
* MName - Date modified Type Size Q
Tk amrE ord_ CPU416.0px 21.08.2017 12:29 OPCEditor.Dlocument 3KB
oF] _testl.opx 21.08.201713:16 OPCEditor.Document 3KB
- ETest.opx 27.12.201912:28 OPCEditor.Document 1KB
Desktop 2 UA Edit Manual.opx 11.07.2020 18:08 OPCEditor.Dlocument 2kB
is inserted Confirm e
File name: IUA Edit Manual.opx j Open
Flesoftype:  [OPfies (“opx) = Cancel_|
4

l m Open TIA project ANOPC UA Editor Manual\example 3 - CPU 300 TIA 164.CPU 3...

Reading project data.

File Edit Help

U H & @
= Mame of the control
N Marme S57CPU 312
B & KELB B e program assignment
B ‘5 IEH Link U Proaram type TI& programm
E"' $7CPU Frogiam path AMDPC UA Editor Manualexample 3 - CPU 300 TIA 16VCPU 300 TIA 16VCPU 300 TIA apl6
& Variables Station name 57-CPU 300
= Online connection
Protocal 57 TCPAP
Hast name / Address 192.168.1.12
Targe module position Target modul at the same rack.
Fiack number 1}
Slat number 2
[drroject |Esenver | B certific...
CAPS NUM
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1.8 Add external data

If variables are to be exchanged between two OPC UA servers, the
second server and its variables are defined under Add external
data.

The MQTT configuration also takes place under External data.

Right-click on IBH Link UA and execute the Add External Data ...
command.

[E] Manual.opu - OPCUAEdit

File Edit Help

NEH @@
Project E Mame of the server connection
i N Mame IBH Link L&
?_'n'. a5 @ =l Server address
RS} IEH Link U Host name / Address 192.168.1.14

- (1 S7 CPU 312 Mew server connection..,

Proper‘tles.‘.m P

Add external data. |
Add modbus configuration..,

sl N

Clicking on Add External Data... opens the IBH OPC UA Editor
dialog box.

IBH OPC UA Editor

% Take over current configuration of external data from server
IEBH Link LA?

“'as Mo |

If the desired second OPC UA server has already been inserted in
the IBH Link UA, the Yes button can be clicked to import the server
configuration from the IBH Link UA.

If there is no OPC UA server to be imported in the IBH Link UA, click
No. The tree structure External data is displayed.

[l Manual.opu - OPCUAEdit

File Edit Help

NEH @@

Project Ml | Servername  Variable name  Datatype MNode name  Usedin  Access

e O EEN N 1)
=45 1BH Link U&
- 57 CPU 312

EJ External data

:,5‘ User-defined variables
..... & MOTT configuration

;Projed: @Ser\-‘er |@Certificates
CAPS NUM

____________________________________________________________________________________________________________________|
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1.8.1 External data — context menu
A Right-clicking on External data opens the context menu.

{click | select TR e[l IV

File Edit Help

NEH & @

Project Maaad | servername  Variable name  Data type

e S N T
=43 IBH Link L
() 57 CPU 312
: 3 External data
+ Connected Servers

Delete

Read external data from server..,

‘“Wariable transfer Transfer external data to the server..,

- :
%3 User-defined variables Import (glick I select)
L. MOTT configuration
Export...
;Project %Ser\fer F‘_’%Certificates |
CAPS NUM

Read external data from the server

The data of the already configured OPC UA server (here - IBH Link
UA) are adopted for the external server by clicking Yes.

IBH OPC UA Editor

oy Configuration of the external data with the current data from
L.+ 4 the server IBH Link UA owerwrite?

“es [ u] |

Clicking No closes, the information without any action.

Transfer external data to the server

Clicking Yes, the data of the external server are transferred to the
already configured OPC UA server (here - IBH Link UA).

IBH OPC UA Editor

7 Configuration of external data transferred to server 'IBH Link
Y usT

“es Mo |

Clicking No closes, the information without any action.

Export / Import
The Export command saves the configuration of the external server
as an XML file (file extension * .xml).

The file exported by the OPC UA Editor in XML format is readable
and can be edited directly.

A configuration file of the external server exported by the OPC UA
Editor can be imported into the OPC UA Editor for further processing.
______________________________________________________________________________________________________________________|]
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New external server connection — configuration

The New external server connection command opens the dialog
box to configure an OPC UA server to reading variables.

FEl Manual.opu - OPCUAEGit

File Edit Help
N Hd & @
Project Mt | Server name  Server address  UA resource name
f"" (5 AT -;.JI T @
E"j IBH Link LA,

- ({l 57 CPU 312
E--ﬂ; External data

" right click
et Connected Hervers N
Mew external server connection.., |

£5 Wariable transfer -
Efﬂ User-defined variables Delete serverconnection... TYlick)
LM MOTT configuration Properties...
gProject @Senrer |@Certificates < >

The structure of the dialog box is largely identical to the dialog box
Properties of the server connection (see page 4).

[T External server connection X

Mame of the server connection: |AirCmdwtiuner

[~ Server address:

% Host name or [P address |192.168.1.1D
Port; | 48011
 URL opc.kop: /{192, 168.1.10:4801 1

Select endpoint...

- Security setkings:

% MNong Messagemods: ——————————————
" Basic1?8Rsals © signstur
" Basic2s6 £ Signature snd Encryption

" Basicsha256 Inwerse connection:
" fes1285ha256RsA0:

CIPESIEE SRR [~ Connect invers Propertes...
" AeszSBshazSeRsaPss

~Login:

& anonymous

© User name and password

User name:
Passwork: ™ Store

| Publishing intervall (ms) ISUU I~ swnchronized reading I

wariables format: | Campact |

confirm,
a¥ | Cancel | Help

In addition, the publishing interval time and the synchronized reading
can be initialized.

Manual.opu - OPCUAEdit

File Edit Help

NS Hd & @
Project heaadl | Server name Server address UA resauree name Security policity References
Bl o % 2 @A W AirConditioner  aprtep 1921681, 1048017  umeTTI-YELLOW:LnifiedAutamation:JaServerCpp  Mone 0

=43 IBH Link UA
S7CPU 312
=1y Ext

fariable transfer
: User-defined variables
4D MOTT configuration

mProject @Sewer |@Cemficates
CAPS NUM

I ————————
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Connected servers display

m Manual.opu -

Page 1-33

File Edit Help
NEEH &@
Project LR ¥ ] Name of the server connection
- Mame AilConditioner
2 _C‘ x a4 & El Server address
=45 [BH Link UA Host name / Address 192.168.1.10
= (il 57 CPU 312 Fart 48011
E-J)_ External data URL opc.tep:/#192.168.1.10:48011
E| .+ Connected Servers Irverse connection Mo
y ner El Security settings
=% Wariable transfer Security policiy None
B3 User-defined variables Message mode Hone
L) MQTT carfiguration = Authentication settings
Lagin Anonynous
Session name
= Other settings
“Yariables format Compact
zProJect @Sewer ‘@Ceﬂif\cates
CAPS NUM

1.8.2 Variable transfer

The OPC UA variable connection is accepted by marking the source
and target variables and then clicking the Connect variable or
Connect variable (standard parameters) command. The
connection is displayed.

B Manual.opu

File Edit Help

NGH @@

£
Source ! ArConditioner:: AirConditioner _L. Temperature
B4 IBH Link U&
14 AirConditioner
£ 5 Objects
=53 Building&utomation
B4 AirConditioner_1
mark @ Humidity : Double
337 User-defined veriablels, [ % HumiditySetpoint : Double
-8 MQTT configuration - @ PowerConsumption : Double
W State ; Boolean
# State :Boolean
- StateCondition

s %
Destination @ 18H Link UA::IEH Link UA.S7 CPU 312, Ar conditioner Data, IstTemperatur
E-43 IBH Link U&
= 37 CPU 312
L0 F (Flag)
{3 Counter Data (DB 2) //Counter Data
1 Air conditioner Data (DB 22)  //Instance data black; Walue, TimeStamp, Status

bl % L B
=43 1BH Link UA

5-{f 57 CPU 12

L variables
By External data
= Connected Servers

T &

=N

Soll-Temperaturmert

@ TimeStamp_(st T DATE
@ TimeStamp_Soll : DATE_4
@ CurrentTime_TimeStam ‘
@ Status_lst: DWORD  //1 -
@ Status_Soll : DWORD  //Sall-Ternperatur Status

@ TernperatureSetPaint : Double @ CurrentTime_Status : DWORD  /fCurrentTirme Status
-t AirConditioner_1 [ Generic

L Vs ® o

Remove all child connections...

Connect variabl

click [ select
Connect variable$ (standard parameters)

RSN

Source server

Source variable Source name

AirConditioner_1 Temperature

is inserted

< b4
;Proje:t EEServer \ @Cemh...

CAPS NUM

The Connect variable ... command opens the following dialog box.

[~ Source variable:

variable 1D: | airConditioner_1, Temper atureSetPaint

Display name: | TemperatureSetPaint

Data type: | Doublz

[
i
—

Sampling interval [ms]:
Queue entrigs: v Reject oldest queue entries

Index range:

- Destination watiable:
Yariable ID: I IBH Link UA.57 CPL 312, Al conditioner Data. SollTemperatur

Display name: I o

Data bype: I Float

—

confirm
oK i Cancel |

Trans Tech International® 2020

Index range:

Help
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Has the connection of a variable - g T: iperatureSetPoint : Double
(Value) been carried out the status ik |BH Link UAnSollTernperatur : Float

D Status @ StatusCode
and the time stamp belonging to the .3 TimeStamp : DateTime

source variable are shown.

1.8.3

User-defined variables

Click on User-defined variables, the right project window changes.
Click the New object icon to open the dialog box to enter the name
of the variable structure.

[ Manualopu - OPCUAEdit
File Edit Help

NEH & @

& G PREEN N )

A 9 H FeN 7 Mame Datatype MNodena.. Datasource
=45 1BH Link UA

5 New object
Add new start structure.
S7CPUIT2

10y Extermal dats [ User-defined structure

[ Cannected Servers e
Teely selectable —
= Variable transfer Name: | User_Var ¥
o

& MQTT configuration escpion | et [
Variable identifer: |User_Yar e
confirm

Click OK to close the dialog box and display the variable area name.
A right-clicking on the User_Var icon opens a context menu.

Bl Manual.opu - OPCUAE dit

File Edit Help

M54 8@ Dialog boxes can be opened
Project * o1 x @%v x*‘ﬂﬁ\_‘lj . .
Sl lac o o g to insert a new object /
-3 IBH Link U4 H
ST New Object. structure or variable.
L] Variables New structure..,
é-J_a External data | New varjable.., |
4 =0 Connected Servers
ﬁ Variable transfer CEISe —
f&? User-defined wariables Cut
0 MOTT canfiguration Copy
Insert
Properties...

m User-defined variable

Mame: I War_MName
Diata bype: II”UE‘ vl I™ Define as a field Flelds are
define the variable

Description: IUser-defined wariable ‘open | select Language ID: Ign available to define
Access: |Read and Wrike (RW) -

the variable.

Vatiable identifier: IUSEL\"W-VELNGFHE ns=8

i~ Data source:

& Without value assignment

© Valug of variable Select..,

Servername: I Server address:
Variable identifier: I Mamespace:

™ humeric variable identifier

Display name: I Data type: I
Update anly if walue change is greater than: I

 Constant value

confirm

[a] 4 I Cancel | Help

IBH Link UA Training TTI Trans Tech International® 2020
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The inserted variables are listed.

Page 1-35

m Manual.opu -
File Edit Help
NG H & @
4 % ¢ | K ¥ Bz Hame Datatype MNode name Data source
42”! @ A ERY FeSI ﬁ E“ﬁ ar @ Var_1_Mame Intl6 User_WarWar_1_Mame  ---
= B T | D e e =

o] 57 cPu 312

L L variables

é--ﬁl External data

» Connected Servers
ﬁ Wariahle transfer

227 User-defined variables
M) MOTT configuration

@ War_2_Name : Float
@ “ar_3_Mame : Byte

[Arroject | B server | certificates

CAP5 NUM

1.8.4 MQTT configuration
Click on User-defined variables, the right project window changes.

[ Manual.opu - OPCUAEdit

File Edit Help

J=ZH @@

e PREEY N
B4 1BH Link L&
&) 57 cPU 312
,_',j Wariahles
By External data
=+ Connected Servers
2% Variable transfer

B8 User-defined variables

2 LXK ¥ a3 7

MName

@ New MQTT broker

Adding a new connection to an MQTT broker.

W%} 11 OTT configuration

Click the New MQTT broker icon to open the MQTT
connection properties dialog box.

m MCITT connection properties

' standard connection

Eroker address:

ssl 1 fla3thsmaj 2:Qadl. lot. eu-central-1. air.azonaws

Client Identifier:

' Comnection ko Azure 10T

mgtt. ibhsoftec. com

Logon kexk:

(=1

—Massage in case of connection Failure:

Maximum number of buffered messages:

Folder name For remanent storage:

[~ Serd message in case of connection Failure

Message kext:

MOQTT topic:

Message quality: ILow (Qos=0) reception is not guaranteed

[~ Remanent message skorage

=]

— Security

Certificate:

ZefeSd7c46. cert, pem

CA certificate:

Zetesdreda, public, key

Private key:

[ Login with user name and password

ZebeSd7eds, private, key

el

User name;: I BHsoftec

Password: I ks

confirm
oK | Cancel |

Help |

TTI
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Standard connection

In the dialog box, an MQTT connection to the MQTT broker
(RabbitMQ) on maqtt.ibhsoftec.com is shown as an example.

Connection to the Microsoft Azure IOT Hub

All you need to connect to the Azure IOT Hub is the login text
(AzureloTConnectionString). The rest is anchored in the software.
Only one topic is possible per Azure 10T Hub.

Message in case of connection failure (Last Will Message)

The broker can be advised what should happen if the connection
drops unexpectedly.

The configured connections are listed.

FEl Manual.opu - OPCUAEdit

File Edit Help

N H & @
Project v o X MName Datatype MNodename Data source
& & CEEN = :
-4 IBH Link U& -~ Publish
o @ ST CPU 312 -1 Subscribe

. {H variables
|é|--x-]3_ External data
|—- Connected Servers
: ﬁ’ Variahle transfer
--ff,? User-defined wvariables

: Project @Ser\far | @Certificates

CAPS NUM

1.9 IBH OPC UA Editor Server window

The result of a successful project configuration transferred to the
OPC UA server can be displayed online in the server window.

Bl Manual.opu - OPCUAEit

File Edit Help
NEH & @
El Mame of the server connection
Name IBH Link L&
El Server address
Host name / Address 192168114
Part 48010
""" URL opc.tep: /4192.168.1.14:48010
&l Counter Dats Inverse connection Mo
atiable transfer = Security settings
E-Ld UA Modes Security palicity Nake
Meszage mode Mone
= Authentication settings
Login Anonymous
Seszion name I arual
= Other zettings
‘Yariables format Compact
:Projedl P server I@cmifi... ‘
CAPS NUM

IBH Link UA Training TTI Trans Tech International® 2020



Chapter 1 IBH OPC UA Editor Page 1-37

Note:
The configuration available in the IBH Link UA window Siemens slots /

OPC Project is displayed in the Server window.

In the right part of the server window, general settings of the
connected OPC UA server are displayed. This data is based on the
settings from the New server connection dialog box (Project
window).

Name of the server connection )
= Mame of the server connection

The name is taken from the project Name IBH Link U
window. Name changes can only be done in the project window.

Server address
E Server address

The Server address is taken from Host nae / Adess iy
or
the project window. URL ope.tep://192.168.1.14:48010

Server address changes can only be done in the project window.

Security settings

The Security settings are taken = SEEl; Salies _
. . Security policity B azicSha?be
from the pI'OJECt window. teszage mode Sign and Encrypt

Security setting changes can only be done in the project window.

Authentication settings
The Authentication settings are

= Authentication zettings

) ] Login Anongmmous
taken from the project window. Session name Wiorkshop
Authentication setting changes can only be done in the project

window.

Other settings
The variable format representation = Other settings
setting done in the project window Variables format Lompact
is displayed.

1.10 Displayed Online OPC UA server information

Information from the OPC UA server and the CPUs both online
connected are displayed. It is irrelevant whether the OPC tags have
reached the OPC UA server directly or via the OPC UA editor. The
configuration in the IBH Link UA Siemens Slots / OPC Project
window is displayed.

________________________________________________________________________________________________________________________|]
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Configuration Display

The devices are listed in the left server window. The groups of
variables (GlobalVars, data blocks) and the selected controller are
listed below.

By clicking on a group, the individual variables (OPC tags) are
displayed in the right server window with their status. The status of
the OPC tags is continuously updated.

GlobalVars

Bl Manual.opu - OPCUAEdit

File Edit Help
LEZH & @
Mame Data type  Status Access Mode name
E‘(ﬂ 1BH Link L& |I| Count Boolean filel 4 Ry IEH Link U&.57 CPU 416, Count
. [1] Counteralue  Intlg A0k Rii¥ IBH Link U&.57 CPU 416, Counterfalue
[1] Counting 0N Boolean SOk Rins IBH Link UA.57 CPU M6 Counting OM
E5 Air conditioner Data [1] Down Boolean SOk Rins IBH Link UA.57 CPU 416, Down
B Counter Data [0 up Boolean 0K R IBH Link UAS7 CPU 416.Up
=% Variable transfer continuously
£ UA Nodes updated
;Projectl @Ser\rer I@Cerﬁfi... < >
CAPS NUM

Data Block — Air conditioner Data

[E] Manual.opu - OPCUAEdit

File Edit Help

QS H &e

Name Datatype Status  Access [ Value Hode name

=45 1BH Link UA [I] CurrentTime_Status Ulntz2 B0K R 0 IBH Link U£,S7 CPU 416.4ir conditioner Data,CurrentTime_Status

(il S7CPU 416 [] CurrentTime TimeStamp  DateTime  S.OK R 2020-07-20T15:55:43.452Z |  1BH Link UA.S7 CPU 416.Air conditioner Data,CurrentTime_TimeStamp
=1 Globalvars ] 1stTemperatur Float BOK R 72 IBH Link UAS7 CPU 416.40r conditioner Data. stTemperatur

1] SolTemperatur Float BOK R 72 continuously | 1BH Link UA.57 CPU 416.Air conditioner Data,SollTermperatur

[1] status_Ist Uint3z B0K R 0 updated IBH Link L&,57 CPU 416.4ir conditioner Data. Status_lst

1] Status_Soll Ulnt32 BOK R 0 IBH Link UA,S7 CPU 416.Air conditioner Data, Status_Soll

[I] Timestarmp_ltst DateTime  &OK R 2020-07-20T15:55:4344Z | 1BH Link UAST CPU 416,41 conditioner Data. Time Stamp_lst

[1] Timestamp_Soll DateTime  &0K R 0001-01-01T00:00:00Z IBH Link U&,S7 CPU 416.4ir conditioner Data. TimeStamp_Soll

=5 Cooun

- & Structure
- Variable transfer
3 U Nodes

:PI’UJEE(' [ server I@(emnca«es

< >

CAPS NUM

Data Block — Counter Data / Structure

[l Manual.opu - OPCUAEdit

File Edit Help

J5H & @
Mame Datatype  Status Access | Value Mode name
E'(i IBH Link L&, |i| Count Boolean &OK R true |IEH Link UA.ST CPU M6.Counter Data.Count
: ST CPU A6 El CounterReading  Int16 A0 Rui 2204 IBH Link UA57 CPU A16.Counter Data.CounterReading
1 Glaobalvars continuously
updated

- B &jr conditioner Data

er Data
E Structure
=% Variahle transfer
- UA Nodes

_: Project |E%Semer I@Cenif\cates

~
W

CAPS NUM

Bl Manual.opu - OPCUAEdit

File Edit Help

NEH @@
Mame Datatype  Status Access | Value Mode name
E‘"(i 1BH Link U, |i| Counterwalue  Int16 &OK R 075 IBH Link UAS7 CPU 416 Counter Data, Structure, Caunteryalue
: 57 CPUAE [ countingoM Boolean 20K Ry true IBH Link UA.S7 CPU 416.Counter Data, Structure. CountingOM

El Globalvars Iil hdaxMo Int16 &0k Rl 8000 IBH Link UA.S7 CPU 416.Counter Data, Structure. baxMo

EH Air conditioner Data El rinMo Int16 &0K Ry 100 IBH Link UASY CPU 416 Counter Data, Structure.MinMNo
H cominuously
S Sunter T updated

=% Variable transfer
0 Us MNodes

mProJect l E%Server I@CEI‘UTICBL..
CAPS NUM

I ————————
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Variable transfer

The online status of the interconnected OPC tags (defined in the
Project window / External data / Variable transfer) are displayed.

Manual.opu - OPCUAEdit

File Edit Help

DsHd 6@

Saurce server Source variable Destination server Destination variable Dats type Value Saurce name
=93 IBH Link L& [I] AirConditioner  Terperature IBH Link UA IstTemperatur Double / Flaat 71.0048 AjrConditioner_1.Temperature
-l 57 CPU416 [i] AirConditioner  Ternperature. TimeStamp IBH Link UA TirneStamp_lst DateTime 2020-07-20T&1458.6772 | AirConditioner_1.Temperature. TimeStamp
i E1 GlobalVars [i] AirConditioner  Termperature Status BH Link LA Status_lst StatusCode / UInt32 | 0 i irConditioner_1. tat
|l Air conditioner Data [I] AirConditioner  TemperstureSetPoint BH Link UA SollTemperatur Double / Float 7 updated AirConditioner_1.TemperatureSetPoint
&-E Counter Data [i] Airconditi P 3 P IBHLink U2 CurrentTime_TimeStamp  DateTime 2020-07-20T6 158,576 | AirConditioner_T.TemperatureSetPoint TimeStarmp
B Structur ] AirConditioner  Ternperature SetPaint.Status BHLinkU&  Status_Soll StatusCode / Lint2 | 0 irConditioner_1TernperatureSetPoint. Status
. I ] AirConditioner  CurrentTime BHLinkUA  CurrentTime TimeStamp  DateTime 2020-07-20T16:14:57.566Z | 2258
3 UA Nodes [i] AirConditioner  CurrentTime Status IBH Link UA CurrentTime_Status StatusCode / UInt32 | 0 2258 Status
Pproject [F server R ceriticates | < >
CaPS NUM

UA Nodes display

The names of the OPC UA Nodes are listed in the left-hand server
window (attributes, OPC tags, etc.). The corresponding values are
displayed in the right-hand server window.

File Edit Help

NEH & @

Semver LY | = Modeld
Elﬁ 1BH Link U Mamespacelndex 4
<7 cPl 416 |dentifierT ype Sting
a . Identifier IBH Link UA 57 CPU 416.Counter D ata. Stucturs. Counter alue
o Wariable transfer -
- = Properties
ModeClass “Wariable
E-L3 Objects BrowseN ame: Countery alue
“g Client DizplayN ame Counteralue
¢ DeviceSet Drescription Counter value
15 MOTT Witehask 0
¢ Modbus Userw/riteb ask 0
WalueRank -1
B ST CPU 46 Aocesslevel CurrentF ead,Currentis/rite
€% DeviceHealth Userdceesslevel CurrentFead, Currentiwiite
&2 DeviceManual MinirmurnS armplingl nkerseal 1]
.. &% DeviceRevisian Historizing falze
1% Globalvars B DataType
&% HarduwareRevision Eatallpe It
2% Manufacturer Mamespacelndex 1]
23 Model :jenh?erType Tumeric
ParameterSet entiier
: - - Walue 3037
(- Air conditioner Data CPUvalue
[=-[ 1 Counter Data
o i Count
. ¢ CounterReading
- Structure mark
@
----- W CountingOMN
----- W haxMo
..... @ MinMao
B | SupportedTypes
%% RevisionCounter
&% SerialMumber
% SoftwareRevizsion
-4 Tasks
[]---VB Server
F-Ld Slots
M- Stations
(- Types
] Wiews
:Pr-:ujectl @Ser\rer IE%Certificates

CAPS NUM

Note:

The values are current values. They are taken only once when the OPC

UA Node name is clicked.

TTI
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1.11 Certificates

The data transfer from the IBH OPC UA Editor to the IBH Link UA
and vice versa can be encrypted.

The encrypted data transfer takes place according to the OPC UA
specifications.

The security method desired may be selected in the Server
Connection Properties dialog box.

[l Manual.opu - OPCUAEdit

File Edit Help

NZH &©
= Mame of the server connection
i . Hame IBH Link L&
52,;‘ _ﬁr x & Ga B 4 A B Server add
EREJIEH Link La Host name / Address 192.168.1.14
=] 57 CPU 416 Port 48010
5 Variables Mew server connection.., 168.1.14:48010

-J; External data Mew control..
| Properties... L

Add external data...

Import...
Export..

eSO AT
[= Other zettings
Variables format Compact

M
:Projed: @Ser\ter |@Ceﬂif\cates ‘ -

mode

CAPS NUM

m Server connection properties

Mame of the server connection: I TBH Lirk L&

—Server address:
¥ Host name or IP address I 192.165.1.14

Part: |48010

 URL apc.beps {192,168, 1, 14148010
fclick;

Select endpoint.’.

—Security settings:

' Mone Message mode:

€ BasiclzéRsals  signatur

' Basic256 selected * Signature and Encryption
gecurltymethod

* Basicshazse

" hes1285haZSERsa0asp
" hes25a5haZSeRsaPss

"Inverse connection:

[~ Conmect invers Properties. .. |

—Login:
o AnNonyrnous

' User name and passward

User name: I

Passwort: I I Stare

Session Name: | Manual
Vatiables format: | Compact - l

confirm

K Cancel | Help |

Security setting via Select end point

If there is an online connection to the R ——
OPC UA server, the selection can be
made from the encryptions provided by the OPC UA server.

IBH Link UA Training TTI Trans Tech International® 2020



Chapter 1 IBH OPC UA Editor Page 1-41

The certificate existing in the OPC UA server with its settings and the
connection path to the OPC UA server are displayed.

Endpoints of Discovery Server opc.tep://192.168.1.14:48010

[ Security policit ] |Message mode IKE strength
Ettp'ﬁopc?oun%atlon‘orgJ‘UA,iSecur\tyPoIlcy#Nune Hone 2043 Bit

2043 Bit

http: fjopcfoundation. org /LA SecurityPolicyt fes 1 28 _ShaZ56_Rsa0asp Sign 2043 Bit

http: fjopcfoundation. org /LA SecurityPolicyt fes 1 28 _ShaZ56_Rsa0asp SignandEncrypt 2043 Bit ok T eslect

http: /jopcfoundation. org/UA[SecuribyPolicy # Aes256_ShaZS6_RsaPss Sign 2048 Bit

http: /jopcfoundation. org/UA[SecuribyPolicy # Aes256_ShaZS6_RsaPss SignAndEncrypt 2048 Bit

|—Csrtiﬁcate: Il l—CUnnectiDn: 'I

Mame: I IBHLinkJA@ibhlinkua_rescusd Endpaint URL: I opc.kep:ffibhlinkua: 45010
Organization: I Organization Application LRT: I urntibhlinkua_rescued: IBHsoftec [BHLInKUA
Organization unit: I Linit Dornain name: I ibhlinkua_rescued
Location: I Lacationhare 1P address: I

Counkry: I ECertiF\cate settings: i
State: I DE Encryption strength: I 2048 Bit

Signature algarithm: I SHAZSE
The certificate is walid alid From: £3.06.2020 10:36:40
alid until: I 22.06.2025 10:36:40

ertil
fconfirm
[a]4 Cancel | Help

The security procedure selected in the project is displayed.

m Manual.opu - O

File Edit Help
H=EH & @
Project AR W4 | & Mame of the server connection
; g M ame IBH Link. L&
" 2, @
{'H & x £Ea® @ = Server address
=45 Host name / Address 192 168114
STCPU 416 Pot 45010
ﬁ; External data LRL opc.top: /192, 168.1.14:.48000
|nverse connection Mo
' selected securmy method
Security policity BazicShaZbt
L Message mode _ Sign and Encrypt
= Authenhicabion zettings
Login Anonymous
Session name Marual
= Other settings
Wariables format Compact
[Arroject | server | certifi... |Se°"'"ly ESHingS |
CAPS NUM

The exchanged certificates must be confirmed as trusted in the IBH
OPC UA Editor and in the IBH Link UA.

The exchange of certificates takes place when the configuration is
transferred to the OPC UA server (IBH Link UA).

[E] Manual.opu - OPCUAEit

File Edit Help
NE A & @

R )

MNew server connection...

Mew contral...
Insert [click)
Transfer selected ¢ to the OPC UA Server.... ‘

Read complete configuration from OPC UA Server...
Import...
Export...

______________________________________________________________________________________________________________________|
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The command Transfer selected configuration to OPC UA Server
opens the Transfer configuration to the server dialog box.

By marking the server and then clicking Start, the transfer takes
place.

Mame of the server connection | Transfer | Status
0% -

< 3

—

If the exchanged certificates have not yet been confirmed as trusted
by the IBH OPC UA Editor and the IBH Link UA, an error message
appears.

m Transver configuration to the server

Mame of the server connection | Transfer | Status
0% Errorin function Connect: Status = BadCertificateUntrusted

m Transver configuration to the server

< Mame of the server connection | Transfer | Status
0% The security checks during the connection setup Failed.
Please check the certificate on the server,

confirm,

Start. I Clase |

< >

confirm
Stark Close | Help:

The error message must be closed, and the certificates must be
confirmed as trusted.

Rejected IBH Link UA server certificate in IBH OPC Editor

il Manual.op Op
Fils Edit Help of Toust
. Trust the certificate.
NEFH & @ Elick
|0 K B
ﬁ Server certificate Status Mame Yalid from valid to Qroanisation
.} Cvh certificate O Rejected | IBHLinklJ&@ibhlinkua | 21,07.2020 12:03:01 20,07, 2025 12:03:01 Organization
MHame IBHLinkUAibhlinkua
“alid from 21.07.2020 120301
alid to 20.07.202512:0%01
Organisation Organization
organizational unit Uit
Location LocationM ame

:Prnjad ‘ @Samerll@(ertifi(ates J]—

Trusted IBH Link UA server certificate in IBH OPC Editor

Bl Manual.opu - OPCUAEdit

File Edit Help

Lo Hd a@
Certificates ~ 2 x [P
: i certificate Status Mame Valid from Valid to Organisation
c} Cwen certificate a?Trusted  IBHLinkUA@ibhlinkus 21072020 12:0%:01 20.07.2025 12:03:01 Organization
Hame IEHLinkUAEibhlinkua
Valid from 21.07.202012:0%:01
Walid to 20.07.202512:0%:01
Oiganigation Organization
organizational unit Unit
Location LocationM ame
Country
State DE
AppURI urriibhlinkua:| BH softec: BHLink LA
Domain name ibhlinkua
IP address
Filename IBHLInkUARIbhlinkua [EFE23CI7C0 8431 0587 7602748 3603423306335CE]. der
-:iject ||ESEWEI”|ECEI’H“(ETZES“— ‘

I ————————
IBH Link UA Training TTI Trans Tech International® 2020



Chapter 1

IBH OPC UA Editor

Page 1-43

The IBH OPC UA Editor has its own certificate.

EEl Manual.opu - OPCUAEdit

File Edit Help
JZd & @
Certificates LA | M ame OPCUAE diti@T TI-ELLOW
© capver certificate W alid from .01, 2020173720
I Walid o 29.00 2025173720
Organization Organization
organizational unit Uit
Location Locationt ame
Country State
State DE
ApplRI urk: T TISYELLO: |BH zoftec: D PCUAE ditor
Domain name TTI-YELLOMW
IP addresz 192.168.1.10
Filename OPCUAE dit.der
:Project |@Semer @Certificates
CAPS NUM

The own certificate of the IBH OPC UA Editor must be confirmed
trusted in the IBH Link UA.
x

O & 192168114/ = fcertificate LoD e O =

Logout | Update password

{8 1BH Link UA - Certificates

D |

quad-core

Organization Unit | Locality

LocationMame

T is running

valid To
07/20/25 10:03:01

IBHLinkUA@ibhlinkua
OPCUAEdI@TTIVELLOW

07/21/20 10:03:01 Unit

Trust | Reject | View | Delete | New Server Certificate ‘ Replace Server Certificate | Upload Certificate from Client or C4 |
Download Certificate for the Chentl o

IBH cerver Organization

Organization

Trust the selected certificate,

The IBH OPC UA Editor Certificate must beset to trusted in
IBH Link UA.

x

{8 1BH Link UA - Certificates

~

© # 192.168.1.14/2_=/certificate

Logout | Update password

Lin@D & ® o =

quat-cora

|5H Sarver IBHLinkUA@ibhlinkua 07/21/20 10:03:01  07/20/25 10:03:01 Organization Unit Locationkarme
OPCUAEt@TTIVELLOW  01/31/20 15:37:20 01/29/25 15:37:20 Organization Unit Locationkarme I

Trust | Reject | View | Delete | New Server Certificate ‘ Replace Server Certificate | Upload Certificate from Client or C4 |
Download Certificate for the Chentl o

The transfer of the selected configuration to the OPC UA Server can
be restarted.

[ Manual.opu - OPCUAEit

File Edit Help
NEH & @

Mew server connection...

+]- L]
lj) External data

Mew contraol...

Insert

{click)

Transfer selected configuration to the OPC UA Server.... |

Read complete configuration from OPC UA Server...
Impaort...
Export...

I ————————
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1.12 Modbus configuration

If the connection to the IBH OPC UA Editor has been created, a
Modbus configuration can be added. The Add Modbus
configuration command starts the configuration process.

Modbus Anbindung.opu - OPCUAEdit

File Edit Help
El Mame of the server connection
Mame: IBH Link U& - ModBus Connsction
B Server addiess
Host name / Address 192168114
Port 42010
URL opc.bep:4/192.168.1.14:42010
hexkenertonnetions Inverse connection No
Hew contral... Bl Secuiily settings
Properties... Secuity policily None
Add external data... hlesseelie _ Ume
El [Auth settings|
Add modbus configuration... Login Anonpmous
Add Mitsubishi configuration... " XSHEk) Session name Modbus Anbindung
Tmoar Bl Dther settings
Expart.. Wariables format Compact
ion settings
[Apraject |@sewer | B certificates
CAPS NUM

In the right part of the project window, the Modbus configuration
window opens.

m Workshop ModBus US.opu - OPCUAEdit

File Edit Help

=R )

e A O EEN N )
Elfj IBH Link U& - ModBus Connection
P 3 vodbus configuration

;Prcuect @Ser\rer ||£Certificates

CAPS

The existing configuration can be W
[d save (Strg+5)

saved at any time. Saves the current configuration.

1.12.1 Add new Modbus device

m Workshop MeodBus US.opu - OPCUAEdit

File Edit Help
U H & @
Project v 0 X
,‘J‘E'T‘ C| K J'JJ S=] -ﬂ_l‘l 1" ﬂ
El"ﬂ IBH Link U2 - ModBus Cannectian
R Andbus co nfiguration

§ Mew device

Add new Modbus device,

If Modbus configuration is marked in the left part of the
project window, the Modbus device properties dialog box ,j
can be opened by clicking on the New device icon.
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m Modbus device properties

Device name: PLC416_ModBus_Server
—Interface:
(% Ethernet  URL or IP address: | 192.168.1.22
" Serial Mumber of simultaneously possible requests: I 1
— Optional informations: oY
Description: I PLC416 the ModBus Device
Manufacturer: I IBHsoftec GmbH The information is freely selectable.
The fields can be left blank. -
Model: IPLC416 W4 16
Serial nurmber: I 4711
RevisionCounker: I 5.0 Diervice: rervision: I 1.o
Hardware revision: +.16 Software revision: 747
B \ _ oy

confirm
oK I Cancel | Help |

The IBH Link UA devices SingleCore or QuadCore have a USB
port. With a converter (USB / serial), this port can be used as an
interface for the Modbus device.

m Modbus device properties
Device name: | FLC416_ModBus_Server
Interface: —
" Ethernet @ection parameters: COML9600,8,M, 1__.]
Mumber of simultaneously possible requests: I 1

If the device name and the interface are specified, the dialog box can
be confirmed with OK.

1.12.2 Modbus TCP interface / Modbus variable

The Modbus organization specifies the form in which variables can
be present.

Device manufacturers follow these guidelines and provide device-
specific tables that list the address of the variable and how it is
addressed.

To define the Modbus variable as OPC tag in the Modbus Variable
Properties dialog box of the IBH OPC UA Editor, knowledge of the
fieldbus node with its data, data coding, addressing and transactions
IS required.

Following are excerpts from specifications of the Modbus
organization, which are necessary for the definition of the OPC tags.
The tables / descriptions of the fieldbus node provide this information
in a similar form.

____________________________________________________________________________________________________________________________|
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Modbus Functions — Partially — (Modbus Organization)
Reading and writing variables are determined by functions.

Physical Discrete Inputs Read Discrete Inputs
Internal Bits Read Coils
or Write Single Coil
Physical coils Write Multiple Coils
Physical Input Registers Read Input Register

Read Holding Registers

Write Single Register

Internal Registers Write Multiple Registers
or - - .
Physical Output Registers Read/Write Multiple Registers

Mask Write Register
Read FIFO queue
Read File record

File record access - -
Write File record

Read Exception status

Diagnostic

Get Com event counter

Diagnostics
Get Com Event Log

Report Server ID

Read device ldentification

Encapsulated Interface
Transport

CANopen General Reference

Other

Most Modbus devices do not provide all the functions. However,
writing or reading functions are usually supported by all. Therefore,
the IBH OPC UA Editor only supports the functions for reading and
writing values.

Modbus data formats

NEE Quantity | Access Type

data access Comment
SioTErR a7 Data type memory access
Discrete Input 1 Bit Thes_,e data types can be
physical inputs Sinale bit Read-Only provided byan /O
process image (Single bit) system.
S.OHS 1 Bit | These data types can be
iscrete outputs Read-Write | changed by an

physical outputs (Single bit)

process image application program.

These data types can be

Input Registers 1VE\3/-cI>3rltt Read-Only provided by an /O
system.
. , These data types can be
Holding 16-Bit :
Registers Wort Read-Write | changed by an

application program.

_______________________________________________________________________________________________________________________|]
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Addresses of the memory areas and their access
provided by the Modbus device manufacturers, in

Example - Listing:

Access to variables (fictitious
devices manufacturer inform:

Modbus register addressing

Addressing Start End AcCess B
1 Bit | Register |address| address _ﬁ
X 0x0000 | OxO0CF | Read/Write Process d
o X@ 0x00DO | OxOOFF | Read/Write |physical i
<
A X® 0x0100 | Ox01CF | Read-only
)]
m X® | 0x01DO | Ox01FF | Read-only
O 5) . |Process d
5 X 0x0200 | Ox02FF | Read/Write Physical c
X©) 0x0300 | OxO3FF | Read/Write
X 0x0400 | Ox040F | Read-only |[Status rec
X® 0x0410 Read-only FeS
analog ou
n .
3 X 0x0411 Read-only Poommm .
c analog ing
(@)
i Process ir
a) X 0x0412 Read-only digital out
X | 0x0413 Read-only |.rocess’
digital inpi
X® 0x0420 | 0x042F | Read/Write |Watchdog
T D X109 | 0x0430 | Ox043F | Read/Write |Error Reg
o 9
L < X 0x0440 | Ox044F | Read/Write [Commanc
N
X 0x0450 | Ox045F | Read/Write |Internal R

(n) As an example, for the definition of a variable exists.

Note:

The address information in the Modbus devices Manufe
specifications are often in hexadecimal form. These adt
converted into a decimal address for input in the IBH Ol

.
A
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1.12.3 Defining Modbus variables in the IBH OPC UA Editors

Right-clicking on the Modbus device name (PLC 416 ModBus
Server) opens the context menu.

m Workshop ModBus US.opu - OPCUAEdit

File Edit Help

5 d @ @

J{E'T‘Cl KIJJ—J-.-L T@

El{ﬂ IBH Link U& - ModBus Connection
il Modbus configuration
Mew device...
Mew folder...
Mew variable... |
Delete Lclick )
Properties...

mpmject @Svmrer | @CErtificates

The New Variable command opens the Modbus Variable
Properties dialog box.

This dialog defines the variables that the OPC server should connect
to. This can be a write variable, a read variable, or a read / write
variable.

1.13 Modbus variable — Properties dialog box

Read- (Coils / Discrete Inputs) — Write-Coils

[ Properties modbus variable

Hame: | Uit 10; | 258

~Type:  ACcess:! d / H H
: R e Read- / Write-Registers
# Boolean
I pead [ wirite [ Properties modbus variable X
" Ulnt16
Address: address: Name: | Unit ID: |255—
" Int1g
" ReadCoils wirlteSinglecoll rType: ~Access:
" Ulnta2 " Baolesn Read: Wirite:
% ReadDiscretelnputs & _
© mta ¥ Read ¥ write
MEE © UIntte
hlurmby ll— T 32-hbit d ord ) Rl e
{ji= DIt swwap Wword order
" Float C ntie
- € ReadInputRedisters writeMulkipleRegisters
Analog limit values: UInt3z
I_gCh —— 5 ID_ * ReadHaoldingRegisters
eck limit values [inimurm; IMagimum;
- =  Int3z
et & Float Mumber: | 1 [~ 32-bit swap word order
[ Savein history. Sampling inkerval (seck: | 0.5 Buffer sie; | 1000

"Analog lirnit: values:

[ Check limit values o [0 Megour: [T ‘
I History:
of Cancel | P 2
— I~ Zavein histary: Ssampling interval (sec): |05 Buffer size: | 1000

U node recognition: I ns=25=PLC416_ModBus_Server.

U4 node recognition: I ns=9;s=PLC416_ModBus_Server,

fold I Cancel | Help

I ————————
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Modbus TCP / RTU interface

Modbus device manufacturers describe in tables the Modbus fieldbus
node functions. Based on these descriptions, the definitions of the
accesses to variables are defined.

Name (Variable)
The name can be selected freely but must correspond to the OPC
UA specification (letters A-Z, a-z, numbers 0-9, no special
characters, no symbols, no dots, no colon.) As a special character
only _under line.

Unity-ID
For Modbus TCP, the Unity-ID = 255. This is set Unit ID: | 255
at default. For Modbus RTU, the address must be set according to
the slave address.

Type
Boolean
One (1) bit information (Boolean), which can have the states TRUE
(1) and FALSE (0). A variable of type Boolean occupies 1 bitin a
register address (16 bits). An array of 16 variables of type Boolean
occupy an entire register address (16 bits).

Uint16

Positive 16-bit unidirectional integer (number) between 0 and
65,535 (2° to 2*16). A UInt16 variable occupies a register address (16

bits).

Int16
Positive or negative 16-bit integer (number) Typ:
between -32,767 and +32,767 (-2*15 to 215 -1). An £ Boolean
Int16 variable occupies a register address (16

. " Ulnkid
bits).

Uint32 ¢ ke
Positive 32-bit unidirectional integer (number) ®) Line
between 0 and 4,294,967,295 (2° to 2*32). A " Intaz
UInt32 variable occupies two (16-bit) register R
addresses. *

Int32

Positive or negative 32-bit integer (number) between -2,147,483,654
and +2,147,483,654 (-2*3% to 2*3! -1). An Int32 variable occupies two
(16-bit) register addresses.

'
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Float

A variable of data type Float represents a fractional number that
exists as a 32-bit floating-point number (REAL). A Float variable
occupies two (16-bit) register addresses.

1.13.1 Addresses when accessing read / write

Note:

The address information in the Modbus devices Manufacturer
specifications are often in hexadecimal form. These addresses are to be
converted into a decimal address for input in the IBH OPC UA Editors.

Data type UInt16 and Int16

A word address (16-bit) is used for accessing variables of a data
type. Address 0 addresses the variable that occupies the first 16 bits
of a data area. With address 1, the variable occupying the second 16
bits of a data area is addressed. Address 3 addresses the third
variable (16-bit) of a data area, and so on.

Data types UInt32, Int32 and Float

Two words (2 x16-bit = 32 bits) are always required for accessing
variables of these data types. Address 0 addresses the first 32-bit
variable of these data types. Address 1 must not be addressed
because this address would address the low word of the 32-bit
variable. Address 2 addresses the variable occupying two words 2
and 3 in the data area. The address 4 addresses the third 32-bit
variable. etc.

The order of the two 16-bit words, which consist [~ 3z-bit swap word order
of the data types UInt32, Int32 and Float, can be set.

e High-Word — Low-Word or Low-Word — High-Word.

Data type Boolean

A bit address is used to access bits in the data area.
e Address 0 addresses bit O in the word address 0O area.
e Address 1 addresses bit 1 in the word address O area.
e Address 16 addresses bit 0 in the word address 1 area.

e Address 66 addresses bit 2 in the word address 3 area.

_______________________________________________________________________________________________________________________|]
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1.13.2 Access Read Only

Read Discrete Input (read only — Bit access)
Data type Boolean

Example: - Fictitious Modbus table (3)

Start Word Address 0111nhex = Bit |ReaI:I_Discrete_Inputs_BnDIean
Address 1110nex = 4368dec - Read-only P

- Bit Access - Physical inputs, Process Read:

image. There are 7 input bits to be v Read

defined as OPC tags. Address: | 4368

This setting addresses variables from  ReadCols

the registers of the Discrete Inputs (7 Restbicretetnputs )
whose contiguous status comes from
digital inputs. Mumber: [7
The address of the first variable and

the number of variables must be specified.

Screenshot: 7 individual bits are read from bit address 4368 of the
memory area of the physical inputs.

Read Input Registers (Read only)
All data types except Boolean (example: Int16 - 16-bit)

Example: - Fictitious Modbus table (4) | Read_Input_Registers_Int16
Start register address 01EOhex = *‘:esdﬂ
ead:
480dez - Read-only - Word access -
) v Read
area Read Input Registers. Four
. . Address: | 480
registers are to be defined as OPC
tags. The contiguous content of digital [ ReadinputRegisters |
inputs (analog inputs) is addressed. " ReadHaldingRegisters
The address of the first variable and
the number of variables must be Mumber: | 4
specified.

Screenshot: 4 fixed point numbers from word 480 of the area of the
Read Input Register are read.

Read Input Registers (Read Only)
All data types except Boolean (example: UInt16 - 16-bit)
Example: - Fictitious Modbus table (7)

Initial register address 400nex = 10244ez - Read-only - Word access -

The contents of 10 status registers is addressed as OPC tags.
. |
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This setting addresses variables from the | Read_Input_Registers_UInt16
diagnostics area (Input Registers). The Access:
start registers address and the number of Rea,: ond
registers must be specified. s [1028
Screenshot: 10 numbers (unsigned) are read (@ readpumogsiors)
with 16 bits each from word 1024 (* ReadHoldingRegisters

of the status registers.

Wumber; | 10

Read Input Registers (Read only)
All data types except Boolean (Int16 - 16-bit)

Example: - Fictitious Modbus table (8)

Start register address 410hex = 1040dez | ReadInput_Registers_Int1s
- Read-only - Word access - The Access:

contents of the register of the process izl
image length in bits, of the analog vV Read
outputs, are to be addressed as OPC address: [1040

tags.

[ﬁ“ ReadInputRegisterﬂ

With this setting, variables from the
diagnostic area (input registers) are

addressed. Muber: lli

Screenshot: The 16-bit word 1040 of the
register process image length is read.

(" ReadHoldingReqisters

1.13.3 Access Read and Write

Read Coils / Write Single Coil
Data type Boolean

Example: - Fictitious Modbus table (1)

Register Address 0010nex = Bit Address 100nex = 256dec - Read-Write
- Bit Access - Physical Inputs, Process image.

Define 1 input bit as OPC [Reac_Coll_wits_Single_Colls_Boslean e [
tag. With this setting, fecess o
variables from the registers ¥ Rexd © wiie

. Address: | 256 Address: | 256
of the coils are addressed.

. ¥ ReadCails riteSingleCoi
The address of the variable -?Etm Liecs
and the number of variables
Murnber: |1 [

(1) must be specified.

I —————————
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Screenshot: 1 single bit is read with bit address 256 of the memory area
of the physical inputs.

Read Coils
Data type Boolean

Example: - Fictitious Modbus table (1)

If such a variable is only defined as a read variable, it is defined as

an OPC tag with the status Read. |Read_C0i|5_Boolean
Register Address 0014nex = Bit Address "

140nex = 320dec - Read - Bit Access - ¥ Read
Physical Inputs, Process image. 8 input bits Address: {320
should be defined as OPC tag.

" ReadDiscretelnputs

Screenshot: 8 single bits are read from the bit
address 320 of the memory area of Number: |8
the physical inputs.

Read Coils / Write Multiple Coils
Data type Boolean

Example: - Fictitious Modbus table (6)

Register Address 0310nex = Bit Address 3100nex = 12544 4ec - Read-
Write - Bit Access - Physical Inputs, Process image.

12 |nput bItS ShOU|d be |Read_CoiIs_Write_MuItip\e_CoiIs_BooIean Unik 10 | 255

. Access:
dEfIHEd aS OPC tag Read: rite:

¥ Read V¥ irite

With this Setting, variables Address: [ 12544 Address: | 12544
are addressed from the
registers of the coils whose & R
contents reflect individual wmber: [2 T

bits. These can be individual
outputs as well as individual inputs. The address of the first specified
variable and the number of variables is specified.

Screenshot: 12 individual bits are defined from the bit address 12544 of
the memory area of the physical outputs.

Read Holding Register / Write Single Register
(All data types except Boolean)

Example: - Fictitious Modbus table (2) - Data type INT16 (integer).

Register address 00DOnex = 208dec - Read-Write - word access -
Physical Inputs, Process image.

______________________________________________________________________________________________________________________|]
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O n e (1) I nte g e r' n u m be r | R _Holding_Reqg_Single_Reg_Int Unit 1D | 255
should be defined as OPC et i
tagS . Iv Read v wirike

address: ,r Address: | 208

Wlth thls Settlng Varlables " ReadInputRegisters —_WritesingIeRegister
from the Holding Registers

are addressed whose [

contents reflect individual

registers. This can be, for example, an analogue input. The address
of the first variable and the number (1) of the variables are specified.

Screenshot: An integer number is defined from the word address 208 of
the storage area of the physical outputs.

Read Holding Registers / Write Multiple Registers
(All data types except Boolean)

Example: - Fictitious Modbus table (5) - Data type INT16 (integer).

Register Address 0210nex = 528dez - Read-Write - Word Access -
Physical Outputs, Process image.

9 integer numbers should be |T::I:d'ng_Reg'sw'Mumplejeg'm s [
defined as OPC tags. e O
With this setting variables from e | paes: [+
the Holding Registers are )
addressed whose contents

wwtbor [T

reflect individual registers.
These can be individual outputs (analog outputs). The address of the
first specified variable and the number of variables is specified.

Screenshot: 9 integer numbers from the word address 528 of the
memory area of the physical outputs are defined as OPC
tags.

Read Holding Registers / Write Multiple Registers
(Data types UInt32, Int32, Float)

Example: - Fictitious Modbus table (9)
- Float data type (floating point number).

‘ R _Holding_Reg_Multiple_Reg_Float Unit ID: | 255
Register address 0424hex = Accoss:
. Read: Wrike:
1060dez - Read-Write - Word o aesd 7 i
access — Watchdog register. Aektess: [ 1060 addgss: |1060

| ‘writeMultipleR eqgisters I

5 floating point numbers are
to be defined as OPC tags.

Mumber: |5 [ 32-bit swap word order

I —————————
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With this setting, variables from the holding registers are
addressed, the content of which reflects individual registers.

The address of the first specified variable and the number of
variables must be specified.

Screenshot: 5 floating point numbers from word address 1120 are
defined in the holding registers as OPC tags.

Note:

UInt32, Int32, and Float numbers occupy two (2) 16-bit words (32-bit).
The order of the two 16-bit words can be set.

e High-Word — Low-Word or Low-Word - High-Word

Read Holding Registers
(All data types except Boolean)

If such a variable is only defined as a read variable, it is defined as
an OPC tag with the status Read.

Example: - Fictitious Modbus table (10) - Data type UINT16 unsigned
integer number.

Register address 0430nex = 10724ez - Read-Write - word access -
special register.

| Read_Holding_Registers_UInt1a
6 unsigned integer numbers should N
CCESS,

be defined as OPC tags. Read:

With this setting variables from the W Read

Holding Registers are addressed Address: | 1072

whose contents reflect individual
registers. The address of the first
specified variable and the number of
variables is specified.

(" ReadInputReqgisters
[ﬁ“ ReadHDIdingRegisters]

MNumber: |6

Screenshot: 6 numbers (unsigned) from
the word address 1104 of
the memory area of the special registers are defined as
OPC tags.

1.13.4 Analog-limits
Analog limit values can be specified.

Analog limit values:

v Check limit values Minimum: | 100.0 Maximum: | 1000.0

TTI Trans Tech International® 2020 IBH Link UA Training
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1.13.5 History

While OPC Data Access provides real-time access to data, OPC
Historical Data Access, also known as OPC HDA, supports access
to data already stored.

Activation of a variable as historical data as well as sampling interval
and number of values (buffer size) is done via the dialog box.

History:

[v Savein history Sampling interval (sec): |0.5 Buffer size; | 1000

OPC UA Node detection
The OPC UA Node name of a variable is displayed in the dialog box.

1A node recognition: | ns=9;5=PLC416_ModBus_Server.RW _Holding_Reg_Mulkiple Reg_Float

1.14 Transfer Modbus configuration to the OPC UA
server (IBH Link UA)

The variables defined as OPC tags are displayed.

m Workshop ModBus US.opu - OPCUAEdit

File Edit Help

Jzd & @

TENATYY.
o=y P EET S | 2 H PLCA16 ModBus_Server
=45 IBH Link U - ModBus Connection || # Read Discrete_Inputs Boolean

----- W Read_Input_Registers_Int16

----- ¥ Read_Input_Registers_Ulnt16

----- W Read_Coils_MWrite_Single_Coils_Boolean
----- # Read_Coils_Boolean

----- W Read_Coils_Write_Multiple_Coils_Boolean
----- i B Holding_Reg_Single_Reg_Int

----- @ RW _Holding_Register_Multiple_Reg_Int
----- ¥ PRead_Holding_Registers_Ulnt16

----- @ RW _Holding_Reg_Multiple Reg_Float

2 v odbus configuration

JProject Q%Server :}%Certificates

CAPS N
Mame Datatype Access Raddress Waddress Mumber of Mode name
# Read_Discrete_Inputs_Boolean Boolean R 4368 7 PLCA 6 ModBus_Server.Read_Discrete_lnputs_Boolean
W Read_Input_Registers_Int16 Int16 R 480 4 PLCH6_ModBus_Server.Read_nput_Registers_Int16
W Read_Input_Registers_UInt16 Ulnt1g R 1024 10 PLCAT16_ ModBus_Server.Read_nput_Registers_Ulnt1a
W Read_Caoils_Write_Single_Coils_Boolean Boolean R 256 256 1 PLCAT6_ModBus_Server.Read_Coils_Write_Single_Coils_Boolean
@ Read_Cails_Boolean Boolean R 320 8 PLCA16_ModBus_Server.Read_Coils_Boolean
 Read_Coils_\rite_Multiple_Coils_Boolean Boolean R 12544 12544 12 PLCA16_ModBus_Sercer.Read_Coils_Write_hultiple_Coils_Boolean
 R¥W_Holding_Reg_Single_Reg_Int Ulnt16 R 208 208 1 PLCA16_ModBus_Server, R _Holding_Reg_Single_Reg_Int
W R\ Holding_Register_Multiple_Reg_Int Int16 R 528 528 9 PLC416_ModBus_Server.RW_Holding_Register_Multiple_Reg_Int
W Read Holding_Registers Ulnt16 Ulnt1g R 1104 ] PLC416 ModBus_Serser.Read Holding Registers_Ulnt16
W R _Holding_Reg_Multiple Reg_Float Float R 1120 1120 5 PLCA16_ModBus_Serser. W _Holding_Reg_Multiple Reg_Float

If all Modbus variables are defined as OPC UA tags, the Modbus

configuration can be transferred to the OPC UA server.

I ———————
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- 15 |BH Link U4 - Diagnostics b + — m]

< c @ © & 192.168.1.14/1_=/diaglistview . @ meoe X o =
EEM L] Logout | Update password quad-core

IBH OPC UA Editor Page 1-57

A right-click on Modbus configuration opens the context menu.

m Workshep ModBus US.opu - OPCUAEdit

File Edit Help
JEH @
Project

i S SN N T

= ‘3 IBH Link UA - ModBus Connection
fige

Delete

Read modbus configuration from server...

Transfer modbus ion to server..,
Import...
Export...

:Project @Sewer | E% Certificates

The command to transfer the Modbus configuration must be
confirmed.

&X Configuration of external data transferred to server 'IBH Link
¥ UA - ModBus connection'?

The transmitted Modbus configuration is displayed under Modbus in
the IBH Link UA Browser window.

- B IBH Link UA - Modbus

&« ¢ @ © & 192.168.1.14/7_=/modbus

% m ® OPC server is running LDgDut| Update password | quad-core

@ PLC416_ModBus_Server 192.1668.1.22

Load ML | Store XML | Remaove all |

b +

n D & ¥ O

R

IBH Link UA

llBHsoftec U IBH Liok UA

wwny ibhsoftec. com

The Modbus device connection is displayed under Diagnostics in
the IBH Link UA Browser window.

Controller diagnostics Client diagnostics Network diagnostics System Log

m Connection name Address Time Source | Error number | Error Text

FLC416_ModBus_Server 192.168.1.22:502 21.7.2020 15:51:53 FLC Connection established

>
Clear d\aqnnse g
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1.15 IBH OPC UA Editor Server Window

The Modbus configuration successfully transmitted to the OPC UA
server can be displayed online in the server window.

The variables (Modbus configuration, Modbus device, OPC tag) are
listed in the left-hand server window.

Clicking on a variable displays the variable definitions with the status
in the right-hand server window. The status of this OPC tag is
constantly being updated.

[l example 9 - Modbus connections.opu - OPCUAEdit

File Edit Help

MName Datatype Access Raddress Waddr.. Mumber of | Value
= .i‘j IEH Link UA - ModBus Connection # 1_Read_Write_Multible_Coils_Boolean Boolean R 160 160 5 {true true true true true} continuously
S~ Modbus configuration @ 2 Read_Write Multible Holding Register Int Int16 R 32 B8 1 12345 updatad
&B @ 3 Read_Discrets Inputs Boolear Boolesn R M 7 Thrue trus true trus trus true true}
% 1 Read Wiite. Multble_Coils Baolean # 4 Read_Input Registers Int16 Int16 RO 4 [-12345,4711,-4712,26780)
& 2 Readd Wiite_Multible_Holding Register_Int ||| # S-FW.Halding_Register Multple_Reg Real  Flost R M 1 3 [7.12855¢-41,22370.8332.555)
@ 3 Read. Distrte_nputs, Baolean % & Read_Coils Boolean Boolean R 2016 2 Ttrue true tru true true true true true}
) Bl e P G @ 7 Read_Input Registers Inti2 32 RO & [4711,100000,-400000,A711000,- 2004711 4000000}
-haacnput - # B_Read_Input_Registers Ulnt UmtE R 1m0 3 [62050,60969, 10000, 20000, 35596,31500}
¢ SR Holding Register Muttiple Reg Real @ 9_RW_Holding_Register_Multiple_Reg_Int32  Int32 R 254 254 3 {-3456000,-3000567,1000000}
) el Cadl Bleslien & DR Holding Register Multiple Feg Uinzz  Ulnts2 R 272 o 2 {42006 206 4204566720,10123000, 1005670}
@ 7_Read_Input_Registers_Int32
% 8_Read_Input_Registers_int
@ S_RW_Holding_Register Muttiple_Req_nt32
@ 10RW Halding Register Multiple Req Llint32
L3 UA Nodes
[SAProject | 5 server |'23(ertmcates < >

CAPS NUM

example 9 - Modbus connections.op!

File Edit Help

N &

Server hleatall | Mode name Value
E‘j IBH Link UL - ModBus Connection CPU 416 Modbus-Server.]_Read_Write_hultible_Coils_Boolean [false,false,false,false,false}
- 4% Modbus canfiguration CPU 416 Modbus-Server.2_Read_Write_Multible_Halding_Register_Int Q
. CPU 416 Modbus-Server.3_Read_Discrete_Inputs_Boolean [false,false,false,false,false false,false}
@ 1_Read_\Write_Multible_Coils_Boolean CPU 416 Modbus-Server.d_Read_Input_Registers_Int16 10,0,0,0%
@ 2_Read_Write_Multible_Holding_Register_Int CPU 416 Modbus-Server.d_RW _Holding_Register_Multiple_Reg_Real 10,0,0}
CPU 416 Modbus-Server.&_Read_Coils_Boolean [false,false,false, false, false false,false, false}
 3_Read Discrete_Inputs_Boolean
@ 4 Read_Input_Registers_Int16 CPU 416 Modbus-Server.7_Read_Input_Registers_|nt32 10,0,0,0,0,0}
P E_RW dem; Register_Mult\p\e Reg_Real CPU 416 Modbus-Server,8_Read_Input_Registers_Ulnt: {000,000} continuously
e S - I CPU 416 Modbus-Sereer,3 B Holding_Register_Multiple_Reg_Int32 {0,0,01 updated
) Rt ol Bl CPU 416 Modbus-Server,10_RW_Halding_Register Multiple_Reg_Ulnt3z | {0,0,0,0}
@ 7_Read_Input_Registers_Int32 \_ J
B Read_Input_Registers_Ulnt
¥ 9 RV Holding_Register Multiple_Reg_Int32
@ 10_RM¥_Holding_Register_Multiple_Reg_Ulnt32
- Ut Modes

jpmedl ESEr\ter I?@Cer{ificates >

CAPS NUM

[E] example 9 - Modbus connections.opu - OPCUAEdit

File Edit Help

The values are current values.

 Nodeld
=45 BH Link UA - ModBus Connection eSS ] 9
(=% Modbus configuration e Sl
i A dsriies TP 4T Modbus Server 1_Read Wite Mulible Lok Bodean ]
& Properties
o NodeClass Variable
@ 2_Fead Write_Multible_Holding_Register_Int oo P TR
e e s Besllan Displaghlame: QBSRYTY ™ [T example 9 - Modbus connections.opu - OPCUAEdit
@ 4_Fead Input_Registers_Int16 Desorpion
@ 5_RW_Holding_Register_Multiple_Req_Real \toMask 0 ClE DR
@ 6_Read_Coils_Boolean UseiWiteMask i DEH &
@ 7_Read Input_Registers_Int32 ValueRank 1 D Nodeld
@ 8 Read Input_Registers_Uint AnayDinensions 5 e g
w @ B_RW_Holding_Register_Multiple_Reg_Int32 #AccessLevel CurentFlead Curentyrig | -85 1BH Link UA - ModBus Connection Mw,i:.wue St
@ 10.RW_Holding_Register_Multiple_Reg_Ulnt32 Useitoossslevel CuneniRsed Curentwiig|  £3-# Modbus configuration dentifer TFL 416 Modous Gerver 7_Fea jsters_niz2
55 UA Nodes MirimumSamplingierval 0 53 CPU 418 Madbus-Server B Freeis £
Historizing falss. @ 1_Read_Write_Multible_Coils_Boolean NodeCk Veriabl
= Delilirrs 1_Read Write_Multible_Holding_Register_Int S oD
DataType Booleen v 1 Read Vrnite | - _Register.| BrowseName 7_Read Input_Registers Int32
Namesporeindex b il Bt s Bl Displayhlame 7_Read Input_Registers 32
[ . @ 4 Read_Input_Registers_Int16 Dessiition
] 3 @ 5_RW_Holding_Register_Multiple_Req_Real iiteM sek 0
= s & & Read _Coils_Boolean UserWiiteMask 0
Valae True e fe e )| v ValueRank 1
@ 8Read_Input_Registers_Ulnt mayDimensions
currentvalue 8 Read_Input Reg Ul Aoy 6
ﬂPrmeﬂ| B server [ certificates @ 9RW Holding_Register Multiple_Reg_Int32 AccessLevel CurrertRead
& 10.RW_Holding_Register_Multiple Reg_UInt32 Usertecesslevel CurertRead
£ U Nodes MinimumSampinginterval 0
Histarizing false
When the OPC UA " bastme.
en tne DateTye a2
Namespacelndex i
. . IdentiierType Humeric
Node name is clicked G
B Valie  currentvalie
Value 1{4711.100000, 400000, 47711000, 2004711, 4000000}
they are taken once. S iEaJi s
CAPS NUM

____________________________________________________________________________________________________________________________|]
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1.16 Mitsubishi configuration

If an OPC server connection has been created with the IBH OPC UA
Editor, a Mitsubishi configuration can be added. The Add Mitsubishi
configuration command starts the configuration process.

m Mitsubishi configuration.opu - OPCUAEdit

File Edit Help
NE A & @
Project baR 4 | = Mame of the server connection
2 Marme 1BH Link U - Mitsubishi configuration
. -
4}_‘5‘ @ x % Ga @ E Server address
----- ‘i IBH Link UA, - Mitsubishi configuration Host name # Sddress 192.168.1.14
Fart 43010
Mew server connaction... LIRL ope.tepe//192.168.1.14:48010
Mew control... Invelse_ cnnnac_hnn Mo
i E Security settings
Ricpetiice Security policity Mone
Add external data... Message mode MNone
Add modbus configuration... jclick ) E Authentication settings
Add Mitsubishi configuration . Login Anonpmous
Session name Mitzubishi configuiation
Import... E Other setlings
Export.. “ariables format Compact
:Project @Semer |@Certi1i(ates |
CAP5 NUM

Click Add Mitsubishi configuration to open the context menu.

Station name  Ethernet address  CPUname  Segment number

# bla@ | o @
=45 1BH Link L, - Mitsubishi configuration
I iitsu bishi P 4O LLEIE,

Hew station...
Delete BB

Read Mitsubishi configuration from server...

Write Mitsubishi configuration to server..,

[Aproject IEsemr | B certificates < >

CAPS NUM

A new Mitsubishi configuration is to be created.

Clicking New Station ... opens a dialog box for entering the station
name and its Ethernet address.

[ Mitsubishi Station

Mame: |F><-station
enter
Ethernet address: I 10.0.13.95
{confirm
[o]:4 Cancel | Help |

The Mitsubishi FX station is entered as a project

m Mitsubishi configuration.opu - OPCUAEdit

File Edit Help
DNEH & @
Station name Fe-Station
a Ethernet address | 10.0.13.98 I
B e | 90 ¥ Ca i L f

E“i IBH Link U&, - Mitsubishi configuration
B8 Mitsubishi

;Project @Ser\rer | @Ceﬂificates

CAPS NUM
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Insert new CPU
A CPU is to be inserted into the Mitsubishi FX station.

[l Mitsubishi configuration.opu - OPCUAEdit

File Edit Help

R | tation name FStation
Ethemet address 1001398

i TREER N W)

=145 1BH Link UA. - Mitsubishi configuration

Project |Esemr | By centificates

CAPS NUM

The command New CPU... opens the dialog box for defining the
CPU.

[ Mitsubishi CPU

(s Fxcpy entermame—

Netwark number: ox |00

Station number: ox | FF AT
default value

Madule I/O number: o | D3FF

Multidrop station number: ox |00
[ s Y

confirm,
ox’ | Cancel | Help |

A program can be assigned to the inserted CPU.

m Mitsubishi configuration.opu - OPCUAEdit

File Edit Help

LEHd g @
Project Lol | CPU name Fx-CPU

. Segment number on

Bl Kb @B 46 Slaglinn number FF
E‘"(ﬂ IEH Link UA - Mitsubishi configuration Modul/I0 Aurmber 03FF

E‘E Mitsubishi Multidiop station nu.. 00
B2 Fx-Station Fi series tiue

=i Offline program assi..

L Variables Delete Number of variables 1

Properties...

: Project %Ser\rer | @Cemficales

CAPS NUM

The Assign program ... command opens the dialog box for selecting
a Mitsubishi project file with the file extension gxw or gx3.

The variables of the Mitsubishi project may be adopted as OPC tags.

In addition to the program variables, structures can be created
additionally or exclusively.

m Mitsubishi configuration.opu - OPCUAEdit

File Edit Help

NEHd & @

?—h”' 5 "t @ Program variables
I ER e
conf on | tructure..,
S| *ﬂ BH Link U - bMitsubishi configurati Ew structure.

B33 Mitsubishi
= ﬁ FX-Station [ Add new user-defined structure
B FX-CPU
E ,_',__| Wariahles
Structure name IFX-CPU-Structure enter name

I;EProject I@Ser\rer ||$Certificates

confirm

[o]4 Cancel | Help |
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In the created structure, variables can be defined in the.

m Mitsubishi configuration.opu - OPCUAEd;t

File Edit Help

RE=2" @'@

= Yariables

TR AR O e N ,_E Prograrn wariables

Eiﬂ IBH Link U&, - Mitsubishi config
=58 Mitsubishi

Elﬁ’ FX-Station
=57 Fx-CPU | Mew variable...
= click’)

‘-E W\ Delete
mark Cut

Copy

Insert

Mew structure..,

Properties...

The dialog box for defining the variable opens.

m Mitsubishi vanable properties

Mame: I ‘Yar_Bit

Address: IDlU':I Jmber of field element I':'

—Daka bype: Access rights:
* Eit
v Read
7 WORD
" Double Word ¥ ‘Write
It Define variable
" Double Int with properties
" Float
™ String Length: |32

Camment: | F (CPU Bit Variable

L& Identifier I Fx-Station, Fx-CPU, Globalvars, F¥-CPIU-Structure e

confirm

(] 4 Cancel | Help |

The defined variables (OPC tags) are listed in the right project
window.

m Mitsubishi configuration.opu - OPCUAE dit

File Edit Help

DEH 6O
=1 Wariables
g o ,_E Prograrm wariables
fﬂr C‘ CANE N = ) @ % Fx-CPU-Structure
-85 IBH Link UA - Mitsubishi configuration
-5 Mitsubishi ~ S
5% FX-Station GE X ¥ G By A
EEBE FX-CPU Mame Address  PLC type Crigin Arcess QOPCtype  Comment
LE \Variables |:| War_Bit D100 Bit Generic Ry Boolean  FX CPU BitWariable
|:| War_Word D132 Word Generic RV Uint1g F3 CPU Word Wariable
gproject @Semer |@Certificates |:| War_Float D16d Float Generic RV Float F3 CPU Float Wariable
CAPS NUM

|
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A right-click on Mitsubishi opens the context menu.

m Mitsubishi configuration.opu - OPCUAEdit

File Edit Help
NEH @@
Station name  Ethernet address CPU name
{‘}_h”l EALI Ny FeS TR FX-Station  10.0.13.98 Fx-CPU
EEE F¥-CPU Mew station...
L. Variables Delete
Read Mitsubishi configuration from server.. fclick)
| Write Mitsubishi configuration to server..
]
gProjed: @Ser\rer ||§Cer‘tificates < >
CAF

The command to transfer the Mitsubishi configuration must be
confirmed.

P

b Transfer configuration to the server 'IBH Link U& - Mitsubishi

W configuration'?

The transmitted Mitsubishi configuration is displayed under
Mitsubishi in the IBH Link UA Browser window.

x IBE

- B IBH Link UA - Mitsubishi

< C @ |O & 192168.1.14/7_=/Imp - @

Vel IS running

Logout | Update password |

n O &

quad-core

Controllers

"""""""""""""" Mitsubishi

DeviceManual
DeviceRevision
HardwareRevision

Manufacturer
Maodel
RevisionCounter
SerialMumber
SoftwareRevision

* Programs
» Tasks
DeviceHealth
¥ Globalvars
¥ FX-CPU-Structure
War_Bit

Var_\Word
Var_Float
Modify station

Insert station Remove station |

Insert cpu | Modify cpu | Load project | Rernove cpu |

Load XML | Store XML | Remave all |

lNBHsoftec

Caontact

Wiki

ww. ibhsoftec.com

IBH Link UA

embedded OPC UA server | client

“#5PC UA

IBH Link UA Training
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2 IBH OPC UA Editor - Configuration Examples

The following are examples of how to handle the IBH OPC UA
Editor. All examples are summarized as one project and are
transferred as such to the IBH Link UA. The PLC example projects
are in the file IBH Link UA Editor — Examples.

Example 1 - Project: CPU 416 S7
Connect CPU 300 / CPU 400 with TCP / IP port to IBH Link UA. The
PLC project is available as a STEP 7 (Simatic Manager) program.

In the example, the SoftPLC CPU 416 is used.

Example 2 - TANK_PST.S5D or tank level S5W.s5p:

The S5 CPU 103U PLC program is available as SIMATIC S5 or
S5 for Windows project. The S5 CPU is connected to the IBH Link
UA via an IBH Link S5 ++.

Example 3 - Project: CPU 300 TIA 16:

Connect CPU 300 / CPU 400 directly to IBH Link UA via IBH Link S7
++. The PLC program (CPU300 TIA16) is available as a TIA16
project.

Example 4 - Project: CPU 1200 TIA 16:

Connect CPU 1211C with TCP / IP port to IBH Link UA.
The PLC program (CPU 1200 TIA16) is available as a TIA16 project.

Example 5 - project: CPU 416 TIA 16 server - server

In the project, the CPU 416, which is available as an OPC UA server,
is connected to an air conditioning system that also has an OPC UA
server.

Establishing a server connection. The data of an air conditioning
system (OPC UA server) is sent to the CPU-416 (OPC UA server).

Example 6 - Project: CPU 1200 connected to CPU 1500 TIA 16

A CPU 1211C with a TCP / IP port is connected to a CPU 1511-1
PN, which is also a TCP / IP port.

Example 7 - Data exchange between several S7 /S5 CPUs

On a system with three (3) S7 CPU’s and two (2) S5 CPU’s, data

should be exchanged with each other. An S7 CPU that has an

_______________________________________________________________________________________________________________________|]
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Ethernet connection acts as a master. The other CPUs have no
Ethernet interfaces and are connected to the IBH Link UA via IBH
Link S7 ++ or IBH Link S5 ++. The master provides data for alll
CPUs, which provide information to the master.

CPU 416
Master

Ethernet-Bus ™

Ethernet-Bus

Example 8 - Connection of two S7 CPU 300 via an IBH Link S7 ++

S7-300 series CPUs not having a free Ethernet port may be
connected to the IBH Link UA via MPI bus via an IBH Link S7 ++ via
Ethernet (protocol RFC 1006).

The example shows the creation of a project with the connection of
two (2) CPU 312 to one (1) IBH Link UA via IBH Link S7 ++. Instead
of the CPU 312, any other S7 CPU 300/400 that does not have a free
Ethernet port could be used.

MPIl-address 2

g

Ethernet-Bus

MPI-Bus

Example 9 - Modbus

The IBH SoftPLC PLC416 has the possibility of a Modbus
connection. In the example, variables are defined as OPC tags. This
Modbus configuration is transferred to the IBH Link UA and the

variables are displayed in the UAExpert client program.
[/
IBH Link UA Training TTI Trans Tech International® 2020
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2.1 Example 1: CPU 416 S7

CPU 416-3 PN/DP (SoftPLC) - with the program
Counter (CPU 416) in the project CPU416 S7 shall be
connected to the IBH Link UA.

Calling the IBH OPC UA Editor

Double-click the IBH OPC UA Editor icon to
open the program window.

Open the Project window by
clicking on the Project tab.

EPrnject @Smrer I @&r‘cificates

Connection dialog box with File | Edit | Help

the New Server Connection 3 [l Mew server connection
command from the Edit menu
or by clicking the icon.

click

2.1.1 Server connection

Settings for the connection to the IBH Link UA OPC UA Server are
done in the New server connection dialog box.

m Server connection properties

Mamme of the server connection: I IBH_Lirk_UA

—Server address:

¢ Host name or [P address | |192-168-1.14 I

Fart: 458010

 URL ope.tep!ff192, 168, 1,14:45010
L po.bepiff (ETieK)

Select endpoint. .. |

—Security settings:

~Message mode:
" Basicl28Rsals € Signatur

" Basiczse € Signature and Encryption
" Basicshazse

rInverse connection:
" aes1285hazSoRsa0aep

[~ Connect invers Properties. .. |
7 AesPSEshaZSeRsaPss

~Lagin:

& Anonymous

" User name and password

User narme: I

Passwort: I I Stare

Session Mame: ‘ I Examplel 1@ CPU 416 57

variables format: | |Compact

confirm
oF i Cancel | Help |

IBH Link UA Training
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Check connection to the IBH Link UA

Click Select endpoint ... A connection to the Select endpoint. ..
online connected IBH Link UA is established. If the connection is
successful, the Discovery Server Endpoints to opc dialog box
opens.

The possible security settings of the data to be transmitted are
displayed here for selection. The existing certificates in the OPC UA
server with their settings and the connection path are displayed.

Endpoints of Discovery Server opc.tep//192.168.1.14:48010

Message mode Key strength

Security polcity
2 AfSecuriyPolicy#None: 2048 Bt

selected

scurtyFolicy #Basic2565ha256 Sign 2048 8t
hittp:ffopcfoundation. or /LA SecurbyPolicy #Basic2565hazSe SignAndEncrypt 2045 it
hitp:}fopefoundation. or /LA SecurityPolicy# Aes126_Shaz5e_RsaOasp Sign 2048 8t
hittp:jfopefoundation. or /LA SecurkyPolicy #Aes1 26_Sha256_RsaOasp SignAndEncrypt 2046 Bit
hitp:}fopefoundation. orgfUA SecuribyPolicy# Aes256_sha2Se,_RsaPss Sign 2048 Bit
hittp:jjopefoundation. orgfLA SecurbyPolicy #Aes256_Sha256_RsaPss SignAndEncrypt 2045 Bit

o

Name: | EErLinkLA@ishinkua Endpoint URL: [opc tepiffighinkoz: 45010
Organization: [ Organization Application URT, | urnsibhlinkus:IBHsoftec: BHLInKLIA
Orgsnization unit: | Uit Domain name: [iEhinkus
Location: [ Loxationtiame 1P address: [
Coun [ Certificate settings:
Shate: [oE Encryption strenath: EZE
Signature algorithm: SHAZSG
valid from: IW
valid until: lm

In the example, the security procedure None is used. Additional
settings are not required. The necessary settings have already been

made in the Server connection properties dialog box. Click OK to
close the dialog box.

IBH OPC UA Editor

If a connection to the online connected IBH
Link UA cannot be established, this will be -
displayed.

:' Connection failed,

Is the Server connection properties dialog box closed, the
specified settings for the connection to the OPC UA server are
displayed in the right part of the project window.

example 1- CPU 416 57.opu - OPCUAEdit

File Edit Help

N H @

E Mame of the server connection
Name IBH_Link_U&

o @ e -

-7 _C' K &bLad o @ El Server address

L 2] BH_Link LA Host name / Addess 152.168.1.14

Part 43010
URL opc.top:/4192.168.1.14:48070
Irwerse connection Mo
El Security zeltings
Security palicity Mone
teszage mode Maone
= Authentication settings
Login Anonymols
Session name Examplel 1: CPU 418 57
El DOther zettings
Wariables format Compact

l_:Projed |'2'3 Server ?ﬁcmifi‘..

IBH Link UA Training TTI Trans Tech International® 2020
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2.1.2

Insert new control

The New Control command from the context menu (or menu Edit /
New control) opens the dialog box New control to specify the access
to the control (CPU).

m example 1 - CPUV 416 57.0pu - OPCUAEdit

File | Edit | Help
] Mews server connection

click

Project | Mew contral |bF the server connection
IBH_Link_L4
4"&' . % =2 or iR E Server address
[BH_Link U4, Host name / Address 192.168.1.14
Pt 43010
MNew server connection... ope.topr /4192, 168.1.14:48010
| News control... Ha
Froperties...
Mone
Add external data... e
Transfer selected configuration to the OPC UA Server..
Read complete configuration from OPC UA Server... Anonymolis
Examplel 1: CPU 416 57
Import...
Export... Compact

- -
|;Project I@&nrer | 2% certifi... ||

New control dialog box

m New control

CPLU_416_Counter I
192.168.1.10 I

Contral name:[
Host name [ IP address[

[~ Protacal:

I * 57 TCRIP Rack number: I o Slot number: | 2

—Pasition of the target module:
EG" Target modul at the same racg
1 via MPI/DP subnet accessible rack

MPL/DP address of the target CPU: |2

1 yia TCP{IP subnet accessible rack

TEPJIP address of the target CPL o .o .0 .

1~ via H1 subnet accessible rack

o

H1 address of the target CPU: | 00.00.00.00.00.00

Suhnet [0 | D000 . |0oo0

57 200 TERJIP
57 1200 TCR{IP

57 1500 TCR{IP

Cwn TSAP; | 0100
PLC TSAR: | 0101

oK I Cancel |

click \

Test connection.... | Help

Test connection

After completing the New Control dialog

box, the connection to the online connected
CPU can be tested.
Information about the successful connection is displayed.

IBH OPC UA Editor

Test connection. ...

¥ successtully tested.

& The connection to the PLC CRU_416 Counter has been

Trans Tech International® 2020
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57 Tl ToFTIF

| L3

confirm

QK Cancel

Test connection. ... Help

Chapter 2

To accept and close the New control dialog box settings click on OK.

m example 1 - CPU 416 57.0pu - OPCUAEdit

Eile Edit Help

NFH @@

= Mame of the control

gl g | K ¥ Ga @+ B

E(ﬂ IBH_Link_LlA,
(SR CPU_ 46 Counter
L] Wariables

Mame CPU_416_Counter
= Offline program assignment

Mo program asgignment

Program type

Program path
Station name
E Online connection
Pratacal 57 TCRAP
Hast name / Address 152168.1.10

Targe module position Target modul at the same rack
Rack number 0

Slot number 2

Program type
"Mo program agzignment’’ or "S5 program' or "STEPS program'

_F,] Project @ Server | @Certificat...

or "STEPT program or "Tl& program' or “'Symbol file"

CAPS

The access data of the CPU_416_Counter (CPU 416-3 PN/ DP
SoftSPS with TCP/IP Port) is displayed in the right project window.

2.1.3 Program assignment

Open the Program selection dialog box with the Assign program
command.

m example 1- CPU 416 57.0pu - OPCUAEdit

File Edit Help

NS H & @

= Mame of the control

Mame CPU_416_Counter

{'}y _C' x * 2 T G = Offline program assignment
E‘(ﬂ IBH_Link_UA, Frogram twpe Mo program agsignment
eI} CPLU_M6 Counter Pragram path
Lo Wariables Station name
0 Niml
Delete 57 TCPAP
ut Address 192.168.1.10
Copy le pozsition Target madul at the same rack
Insert = u
jclick) 2

| Assign program...

Update program assignment....

zignment' or "S5 program' or "STEFPD
TEFY program'' or "Tla program'’ or "Symbol file"

Properties...
gProject [a.a_ﬂ:l R A o |

CAPS

Program selection

Select the PLC program in the open
Select program dialog box. By clicking

click to open

=]~

on the Plus icon in front of the CPU 416 S7 project icon, the PLC
program (CPUSs) is displayed in the project.

IBH Link UA Training
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m Select program

- Warkshop (A1) "
[~ | 2CPUSSTPRLCS

B | 257 CPU312 TIALG

B CPU 1200 TIALS

[+ | CPU 1500 T4 16

| B CPU416ST

: 55 cPu 416 57

[+ | example 2 - 55 CPU LO3U v

Path: " A\OPC UA Editor Manualiexample 1 - CPU 416 S7\CPU 416 57), I

‘confirm

[o]4 | Cancel | Help

Clicking OK, the variables, data and program information are
transferred to the OPC UA Editor.

In the right part of the project window the Offline program
assignment is displayed under.

example 1 - CPU 416 S7.0pu - OPCUAEdit

File Edit Help

Nzd @@

E Mame of the control
Marme CPU_416_Counter
= Offline program

e S R

145 [BH_Link_UA. STEF7 program
EI" C 16 nter Frogram path AN0PC Ua Editor Manuahesample 1 - CPU 416 S7CPU 416 S74CPU 416 57.57p
o Statior riame CPOATE
E Online connection
Protocol STTCRAP
Host name / Address 192168110
Targe module position Target modul at the same rack
Fack number ]
Slat number 2

Program type
"Mo program assignment” or "S5 program'' or "STEPS program’' or "STEFY program' or "TI4 program'' or "Symbol

umject @Sen’er |@Ce|‘tif\m fle”

CAPS NUM

Define variables as OPC tags

Clicking on Variables, these, and data from Data Blocks of the
acquired PLC program are listed in the right part of the project
window.

Clicking the symbol Plus in front of the symbol of the variable area,
the existing variables are listed.

m example 1 - CPU 416 57.opu - OPCUAEdit

File Edit Help

NEH @@
- -] Prograrn variables
- TER" i, A
?—"" 173 &, SR E] @ E| I_] F iFlag)

=435 IBH_Link_UA,
Bl CPU_ME_Counter

Wa

DD Count: BOOL  //Counter is counting

- |:| Countervalue t INT /fCounter reading
10 Counting OM:BOOL  f/Skart counting

- |:| Do : BOOL  ffcount down

- |:| Max 1 BOOL  ffonly used internally
10 Min:BOOL  #only used intermally

- |:| One:BOOL  /fonly used internally

~[[] Up:BOOL ffcauntup

B0 Courter Data (DB 21 ffCournter Data

DD Count: BOOL  #/Counter is counting

click to open <[ Counterfeading : INT ##Caunter reading
i |1 Structure : STRUCT #fComplex variable - STRUCT -
L Generic
[y O EEN N W

MName Address PLCtype Length Origin Access OPCtype Comment

[Aproject |5 server | 3 certifi..

CAPS NUM

I —————————
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If a variable is selected, this is accepted as an OPC tag and is
displayed in the lower part of the window with additional information.

m example 1 416 57.0pu - OPCUAEdit

File Edit Help

NEH & ©

=1 Wariables
=M} Pragrarm wariables
- ’ B+ FFlag)
E(i I_L|nk_UA marllked Vai'ialile |£| Count: BOOL  ffCounter is counting
= (il CPU_A18 Coun {OPC-Ta.g} [[] Counteralue : INT f/Counter reading
mark : 10 Counting OM:BOOL //Start counting
[1[f] Down:BOOL ffcount down
10 Max:BOOL  ffonly used internally
CI[ Min:BOOL //anly used internally
10 One:BOOL ffonky used internally
~[1[] Up:BOOL ffcountup
Counter Data (DB 2 //Counter Data
marked \.“ar;able [[] Count:BOOL //Counteris counting
{OPC-Tag) |I| CounterReading : INT //Counter reading
|1 Structure : STRUCT  ffComplex variable - STRUCT -

& & EEW W)

neric

O KEBsis /Y

Mame Address PLC type Leng.. OCrigin Access QOPCtype Comment

[1] count taken as k2.3 BOOL A Program R Boolean  Counter is counting

[1] Counterialue OPCtags MW 12 INT 2 Program R Int16 Counter reading

[] Counter Data.Count CB2.DBX 0.0 BOOL A Program Ru Boolean  Counter is counting

[] Counter Data.CounterReading  DB2.DBW 2 INT 2 Program RV Int1G Counter reading
—
|r_-;Project RSEWErl@Cem...

CAPS NUM

Select / search OPC tags

The context menu offers the commands to select all tags as OPC
tags (select all) or deselect (deselect all).

A search function is available to handle extensive variable lists.

example 1 - CPU 416 57.0pu - OPCUAEdit

File Edit Help
NEH & @

&1 right click
e EEERF N A selectall ) |
c e ag
E‘(i IBH_Link_UA, = Deselect all
h H El Count: BOOL  //Coun =
click | selecty
= .EU sl oLty ] Courtervalue : INT /1 search...
|E| Counting QN BOOL Search again E3

[ [f] Down:BOOL f/countamwmn
W [E] Max:BOOL #fanky used internally
[ [E] Min:BOOL /fonly used internally
[#[E] One:BOOL ffonly used intermally
i [l Up:BOOL ffcountup
=1 Counter Data (DB 2)  /fCounter Data
|E| Count: BOOL  /fCounter is counting
[l CounterReading : INT f/Counter reading
-1 Structure : STRUCT  //Complex variable - STRUCT -
m finMo  INT - ffminimurn counter reading (humber)
m faxMo t INT - Afmaximur counter reading (humber)
[] CountingOM:BOOL //Enable caunting
m Countervalue : INT S Counter value

% Generic
oF K b BB Y
MHame Address PLCtype Leng.. Origin Access  OPCtype Comment
[1] Count T b 2.3 BOOL ol Program RMY Boolean  Counteris counting
[1] Countervalue OPC tags ki 12 INT 2 Program Ry Int16 Counter reading
[1] Counter Data.Count DE2.DEX 00 BOOL Bl Program Ry Boolean  Counteris counting
[1] Counter Data.CounterReading DEZ.DEW 2 INT 2 Program RM/ Int16 Counter reading
[1] Counter Data.Structure.MinMo DEZ.DEW A INT 2 Program  RM Int16 minimurmn counter reading {nurmber)
[1] Counter Data.Structure. Maxho DE2.DEW G INT 2 Frogram RW Int16 maximurn counter reading (number)
[1] Counter Data.Structure.CountingON  DEZ.DBX 8.0 BOOL Bl Frogram RW Boolean  Enable counting
[] Counter Data.Structure. Counteralue  DBZ.DEMY 10 INT 2 Frogram RW Int16 Counter value
Iil Counting ON M 2.2 BOOL ol Program  RM/ Boolean  Start counting
Iil Donn M 2.5 BOOL ol Program  RMY Boolean  count down
Iil Plax 2.0 BOOL ol Program  RMY Boaolean  only used internally
Iil bdin h 2 BOOL ol Program RMY Boaolean  only used internally
[1] one h 01 BOOL ol Program RMY Boaolean  only used internally
[ Up b 2.6 BOOL ol Program RMY Boaolean  countup

-
[edrraject [Fserver | B Certifi..

CAP5 NUM
____________________________________________________________________________________________________________________________|]
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2.1.4 Transfer configuration to the OPC UA server
(IBH Link UA)

A right-click on the Server icon (IBH Link UA) opens the context
menu.

m example 1 - CPU416 57.0pu - OPCUAEdit

File Edit Help

DZd @@
= Mame of the zerver connection
. . Mame IBH_Link_
L L | - -
?y @ K kL2 b @ = Server address
Host name / Address 192.163.1.14
Mew server connection..,
Mew contral...
Properties...
Transfer selected configuration to the OPC UA Server.... %
Read complete configuration from OPC UA Server... C'@
Impaort...
Export...
” " ariables format Compact

;Project @Sewerl@temficates |

The command Transfer Selected Configuration to OPC UA Server
command opens the Transfer Configuration to Server dialog box.

m Transver configuration to the server

Mame of the server connection | Transfer | Status
TEH_Link,_ LI 0% —

€ >

cconfirm
Skart i Clase | Help |

Select the server and then click Start.

If a certified data exchange has been agreed between the IBH OPC
Editor and the IBH Link UA, the exchanged certificates must be
confirmed as trusted (see Trust certificates; chapter 1 page 1-40).

m Transver configuration to the server

Mame of the server connection | Transfer | Status
IBH_Link_J& 100 %  Server is being restarted

m Transver configuration to the server

Mame of the server connection | Transfer | Stakus
d IEH_Link_UA 100 %  Transfer successful
Start Close |
L4 >
; tmnﬁrma
Start | Close | Help |
|

The successful transfer is displayed.

IBH Link UA Training
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IBH Link UA - Siemens Slots project CPU 416 Counter

- B4 |BH Link UA - Siemensslots X [

© # 192.168.1.14/7_=/opc_slots

&« c @
B o

ris running

Siemens slots

»Slot 2

v @ 1y

Logout| Update password |

¥ OPC Project

YIBH_Link_tJa
¥CPU_416_Counter

DeviceManuzl
DeviceRevision
HardwareRewision
Manufacturer
Model
RevisionCounter
SerialMumber
SoftwareRevision

¥ Programs

SupportedTypes
¥ Counter Data
Count

CounterReading
¥ Structure
»Tasks
DeviceHealth

in 0O & ¥ O

quad-core

P Parameterset

» Globalvars

Delete slot | Delets all | Load OPC Editor Project | Save OPC Editor Project |

Insert SofPLC | Insert SINUMERIK | Change SINUMERIK | | Delets SINUMERIK |
BHsoftec IBH Link UA

‘ embedded OPC UA server [ client
Contact il

s =25PC UA

wrarv ibhsoftec. com

2.1.5 Online OPC UA Server Information

Information from the online connected OPC UA server with the online
connected CPUs is displayed.

The groups of the variables (GlobalVars, data blocks) are listed in the
left server window. By clicking on a group, the individual variables
(OPC tags) are displayed in the right server window with their status.
The status of the OPC tags is continuously updated.

m example 1 - CPU 416 57.0pu - OPCUAEdit

File Edit Help

N H & @
Server El Mame of the server connection
= Name IBH_Link_LI&
Eﬁ = Co = Server address
: N Host name / Address 192.168.1.14
E Glokalvars
. . Fart 48010
& Air conditioner Data URL ope.toped192 166.1.14:48010
= EI Courmite D Inwerse connection Mo
- Structure [ Security settings
UA Mades Security policity Mo
{1 Objects Mezsage mode Mone
{1 Types = Authentication settings
0 Yiews Lagin Anonymols
Session name Examplel 1: CPU 416 57
= Other settings
Wariables format Compact
:Projecll @Ser\rer '%Certificates

CAPS I

I ————————
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GlobalVars

File Edit Help

DNEH & @
Mame Datatype  Status Access Mode name
E(ﬂ IBH_Link_UA, |I| Caount Boalean &K R IBH_Link_UACPU_ME_Counter.Count
: CPL_. aunter [ Countervalue Int16 A0k Rl IBH_Link_UA CPU_416_Counter.Counterifalue
Ef El Counting ON Boolean A0k Ryl IBH_Link_UA CPU_416_Counter.Counting ON
- Counter Data El Dowin Boalean fitlels R IEH_Link_UACPU_416_Counter.Down
B Structure Iil Max Boolean &K R IBH_Link_UACPU_416_CounterhMax
|I| Min Boalean &K R 1BH_Link_U& CPU_A16_Counter.bin
1| WA fleites [ one Baolean  &OK R IBH_Link_U&.CPU_M6_Counter.One
|i| Up Boalean &OK R IBH_Link_UA CPU_416_Counter.Up

continuously

:Projedl E%Seruer IQCertiiicates updated

CAPS NUM

Data Block DB2 — Counter Data / Structure

[ example 1- CPU 416 57.0pu - OPCUAEdit

File Edit Help

DEH @@

Mame Data type  Status Access | Value HMode name
=] q’i IBH_Link_Ua, El Counteralue Int16 B0k Ry 3819 IBH_Link_U&.CPU_416_Counter.Caunter Data, Structure. Counterifalue
=] CPU_4E Counter [1] countingon Boolean  &OK Ry true IBH_Link_UA.CPU_416_Counter.Counter Data Structure.CountingON
- GlobalVars [1] Maxho Int16 &0K R 2000 IBH_Link_UA.CPU_416_Counter.Counter Data Structure.MaxMo
E Air conditioner Data [ MinNa Int16 a0k Rw | 100 IBH_Link_U&.CPL 416 Counter.Counter Data,Structure.MinNo

continuously
updated

- E Counter Data
LH
{3 UA MNodes

:F‘rcue:tl T server Il%cmmcales

CAPS NUM

Show under UA Nodes

The names of the OPC UA Nodes are listed in the left-hand server
window (attributes, OPC tags, etc.).

The corresponding values are displayed in the right-hand server
window.

The values are current values and are only taken once when the
OPC UA Node name is clicked.

File Edit Help

NE5H &@
Server ARl | & Modeld
=3 _ Namespaceinex 4
CPLL_416_ Counter Idant!F\arType String ;
|dentifier |BH_Link_LA CPU_416_Counter.Counter Data.CounterReading
| B UA Nodes I .
) = Properties
23 Objects HodeClass Wariable
3 Client Browsehams CounterReading
(-8 DeviceSet DigplayMame CounterReading
"B MQTT Dezcription Counter reading
G- T Modbus WiiteMask 0
B3 PLCs Userarice ask 0
0 CPU_MG_CUunterj WalueRank -
- DeviceHealth Accesslevel CurrentRead,Currentiarite
% DeviceManual UserbccessLevel CurrentR ead.Curentisrite
...4 % DewviceRevision Minimums amplinglnteral 0
E] -t Globalvars Historizing lalse
¥ HardwareRevision = DataType
. ¥ Manufacturer DataType Int1g
<% Model Mamespacelndex 0
|dentifierT ype MHumeric

-“f% ParameterSet
C[] % Frogrorms ) Ideniifier 4
= 2 B Value

1 Caunter Data Yalue BB

% Count

Structure
L SupportedTypes

- % RewisionCounter

“% SerialNumber

- SoftwareRevision

@1 Tasks

[-F Server

-3 Slots

G- Stations

- Types

{1 Views

[Srroject | B server | certificates
CAPS HUM

___________________________________________________________________________________________________________________________|]
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2.2 Example 2: S5 CPU 103U

Calling the IBH OPC UA Editor

open the program window.

Connect an S5 CPU 103 U to the IBH Link UA using IBH Link S5 ++.
The S5 CPU 103U PLC program is available as a SIMATIC S5
(COUNT_ST.S5D) or S5 for Windows (Counter S5W.s5p) project

Double-click the IBH OPC UA Editor icon to

Open the Project window by |
clicking on the Project tab.

|
;Prnject @Smrer | @CEr’cificates

i

Open the New Server
Connection dialog box with
the New Server Connection
command from the Edit menu

FB untitled - OPCUAEdit
File | Edit | Help m

lj E| Mew server connection

or by clicking the icon.

The new server connection setup was explained in example 1 (see
chapter 2, page 2-3.

m Server connection properties

Mame of the server connection: I I IBH_Link_UA

—Server address:

* Host name or IF address

Part: |48010

opc.bep: 192,168, 1, 14:48010

| 192.168.1.14

© URL

Select endpoint...

— Security setkings:

Basicl28Rsals
" BasicZ56
" Basicshazge

—Message mode:
' Signatur

[ Signature and Encryption

r~Inverse connection:

' Bes1285ha2SeRsa0 |
©5 = SESEEY [~ Connect invers Properties...
" pes2SEshaZSeRsaPss
~Login:
@ Anonymous
" User name and password
User name: I
Passwort: I [~ Store

Session Mame: | example 2: 55 CPU 103U
Yariables Format: ICDmpact LI

confirm

[0]4 Cancel |

Help |

The settings for the connection to the IBH Link UA OPC UA server
are displayed in the right part of the project window.

IBH Link UA Training
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example 2 - 55 CPU 103U.opu - OPCUAEdit

File Edit Help
DEH &
MName of the server connection
MName 1BH_Link_UA,
Server address
Host name / Address 152168.1.14
Port 48010
URL opetop:A192.168.1.14:48010
Irverse connection No
= Security settings
Secunty policity Mone
Message mode None
= Authentication settings
Login Anonymous
Session hame example 22 55 CPU 103U
= Other settings
—
|:Pruject I @Ser\rer | @CEr{mcales |
CAPS N

2.2.1 Inserting a New control (PLC)

The New Control command from the context menu (or menu Edit /
New control) opens the dialog box New control to specify the access
to the control (CPU).

m example 2 - 55 CPU 103U.0pu - OPCUAEdit

Eile | Edit | Help
|_1 MNew server connection

Project | New control i |E of the server connection

IBH_Link_L&
erver address
..ost name A Address 1582.1681.14
Pout 48010
MNew server connection opc.bepeA4192.168.1.14:48010
Mew contral P Click) se_ EDHI’]EEfIiDI’] Mo
Add variable transfer.... 1718 SE s
ity policity Mane
Export.. age mode Mane
= Authentication settings
Login Anonymous
Session hame example 22 55 CPU 103U
= Other settings

—
|:Projact Imier\rer “E&miicates |

New control dialog box

m Mew control

Control nanne: |55_CPU_103U v

Host name [ IP address: | 192.163.1.13  IP-Address IBH Link $5++
—_—

—Protocol:

| Rack number: IU Slot number: I 2 I

— Position of the target module:

E" Target modul at the same rackj
™ Wia MPL/DP subnet accessible rack

MPL/DP address of the target CPU: I 2

€ Wia TCRYIP subnet accessible rack

TCP,I'LPaddressofthetargetCPU:I o .o .0 .0

~ Wia H1 subnet accessible rack

H1 address of the target CPL: I 00.00.00,00.00,00

Subnet 1D I 0000 . I 0000

57 200 TCR{IP
= ! Qwn TSAP: IUIUU

" 57 1200 TCRJIP

PLC TSAP: |0101
" 57 1500 TCRJIP =

{click

oK Cancel Test connection, ... Help

TTI Trans Tech International® 2020 IBH Link UA Training
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Test connection

After completing the New control dialog

box, the connection to the online connected

CPU can be tested.

Information about the successful connection is displayed.

Test connection. ...

IBH OPC UA Editor

N The connection to the PLC 55_CPIU_103U has been successfully
" tested,

| AT IS0T TCFTIF

confirm

ok Cancel Test connection.... Help

To accept and close the New control dialog box settings click on OK.

Right project window

The right project window displays the access data for the
S5 CPU 103U (CPU connected via IBH Link S5 ++ with IBH Link UA).

m example 2 - 55 CPU 103U.opu - OPCUAEdit

File Edit Help

DEH &
= Mame of the control
v m hame S5_CPI_1050
'{E"' _I:' x * =2da 1 ﬁ = OFfline program azsignment
E{ﬂ IBH_Link_L1&, Pragram type Mo program assignrment
E 55 _CPU_1030 Program path
L5 Wariables Station name
= Online connection
Frotocol 57 TCRAR
Host name / Address 192168113
Targe module position Target modul at the same rack
Rack number I]
Slot number 2
Hame
[Apraject |2 server |3 certificates | Unique name of the cantral

CAPS

The selected name of the controller is S5_CPU_103U (no spaces are
allowed in the name). S7 TCP / IP was selected as the protocol for
the online connection to the PLC.

Under Host name / IP address, the IP address of the IBH Link S5 ++
(192.168.1.13) has been specified.

The target module is on the same rack. The rack number and slot
number are irrelevant.

An offline program assignment has not been made, since a program
assignment is done via a command.

I —————————
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2.2.2 Offline program assignment

The Assign Program command is used to open the Program
Selection dialog box.

M example 1 - CPU 416 57.opu - OPCUAE dit

File Edit Help

QEH & @
Project = Mame of the control
. Mame CPU_416_Counter
f,,f .r—h‘ x x as 1 ﬁ = OFfline program assignment
E| Program path
2] Variables Station name
Sl _Omlina asnpec tion
Delete 57 TCPAR
Cut Address 192.168.1.10
Copy le pogition Target modul at the zame rack

er 1}

| Insert =

Assign program....

Update program assignment....

Properties signment’ or "S5 program’ or "STEPS ]
:Project [%Jmm T TEPT program'' or "'Tlé program' or ““Spmbal file

CAPS

Program Selection dialog box

Select the PLC program in the Select program dialog box. By clicking
the Plus symbol in front of the folder symbol, the PLC program
(CPUs) is displayed in the project.

In the Select program dialog box mark the STEP® 5 project
COUNT_ST or the S5 for Windows project Counter S5W.

m Select program

B~ | OPCUAEditor Manual A
L | example 1 - CPU 416 57
g | CPU41657
w53 CPU 416 57
- example 2 - 55 CPU 1030
[ COUNT _20.5EQ STEP 5 Programs
_ Counter S5W | with symbaolic table
" Counter S5 .5EQ)
| example 3 - CPU 300 TIA 16
H example 4 - CPU 1200 TIA 16
- example 5 - Server — Server connection TIA 16
H
|

example & - Project, CPU 1500 CPU 1200 connection
example 7 - mulki CPUs 57 o

{ g D e O sy N s O |

Path: I A:AOPC UA Editor Manualiexample 2 - 35 CPU 10300,

:mnﬁrm ¥

ok Cancel Help

2

Click OK to transfer the variables, data, and program information to
the OPC UA Editor.

TTI
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Project window

In the right part of the project window information about the Offline
program assignment are displayed. The variables of the PLC
program Counter S5W were adopted.

example 2 - 55 CPU 103U.opu - OPCUAEdit

File Edit Help

N H & @
= Name of the control
o Hame 55 _CPU_103U
Ho KB 8o e ignment
=143 1BH Link_Us Program type SEW pragram
SR} =5 CPU 102U Pragram path AMIPC UA E ditor Manuallesample 2 - 55 CPU 103UACounter 55w 56F
L E Variables Station name
E Dnline connection

Protacal 57 TCRAR
Host name / Address 192168113
Targe module position Target modul at the same rack.
Rack number 0
Slat rumber 2

Program type
“Na program assignment”’ or "S5 program' or "STEPS program” or "STEPT program' or "TIA, program'' or

:Pmectl @Sewer |@cmm... Symbol fle

CAPS NUM

2.2.3 Define variables as OPC tags

Clicking the name Variables will list the variables / data from the
S5W PLC project Counter S5W in the right part of the project
window.

m example 2 - 55 CPU 103U.0pu - OPCUAEdit

File Edit Help

NZd @@

N Select all
‘,EKIIC. —— Deselect all YEHEK}
=145 IBH_Link_LA

=] 35_CPU_103U

‘atiahles

[l] Max:BOOL  ffmaximu
[] Min:BOOL #minimum
W[ Control_ON:BOOL sy Se3rchagain
m Controlling_is_OM_3: BOOL  fffeedback of S5 CPU 1
marked Variable ™. [}] Down:BOOL Ffcount daown
(OPC-Tag) [0 Up:BOOL ffcountup
[ [I] Walue :WWORD  ffcounter Value 35 CPU T

-1 CounterValues (DB 2) A/ Counteralues
m D_O:INT / minimum nurmetical value 57 CPU 1

m D_14INT  /f maxzimum numerical value 57 CPUA
m D_2 1 INT / numerical value 87 CPU A

Search...

¥ Generic
(g paB s sy
Mame Address PLC type  Lleng.. Origin Access OPCtype Comment
[1] htax h 1.2 BOOL ol Frogram R Boolean  maximum reached
[1] htin h1.3 BOOL 1 Frogram R Boolean  minimurn reached
[1] contral_om h 1.4 BOOL 1 Frogram R Boolean S5 CPU 1 start counting
m Contralling_is_ON_3  M1.5 BOOL 1 Frogram R Boolean feedback of S5 CPU1
[1] Down takenas M25 BOOL 1 Frogram R Boolean  count down
m Up OPCtags M26 BOOL Al Frogram R/ Boolean  countup
m Value MY 12 WORD 2 Frogram R/ Ulnt16 counter Value 33 CPU
m CounterValues,D_0 DEZ.DBW Q0 INT 2 Frogram R/ Int16 minimum nurnerical value 57 CPU 1
m Countervalues,.D_1 DBEZ.DBW 2 INT 2 Frogram R/ Int16 rmaximurm numerical walue 57 CPU 1
[1] Countervalues.D_2 DB2.DBW 4 INT 2 Program RW/ Int16 numerical value 57 CPU 1

[Arroject | B server | B certifi...

CAPS NUM

Clicking the Plus symbol in front of the variable area symbol lists the
existing variables.

If a variable is selected, it is adopted as an OPC tag and displayed in
the lower part of the window with additional information.

The context menu offers the commands to select all variables as

OPC tags (select all) or deselect (deselect all).

I ————————————
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A search function is available to handle extensive variable lists.

Add new variable (OPC tag)

With a right-click in a blank line, the Context menu is opened. A click
on the Variable definition command opens the Variables

properties dialog box.

Here a new variable (OPC tag) can be created. The drop-down list
fields facilitate the definition of a variable.

Change Variable (OPC tag)

A right-click on a line with a variable (OPC tag) opens the context
menu with commands for editing this variable.

The Properties command opens the Variables Properties dialog
box. The marked variable (OPC tag), can be modified.

2.2.4 Transfer configuration to the OPC UA server

(IBH Link UA).

A right-click on the Server icon (IBH Link UA) opens the context

menu.

m example 2 - 55 CPU 103U.0pu - OPCUAEdit

Eile Edit Help

N Hd & @

E Mame of the server connection

Mame IBH_Link_LLA
E Server address
Host name / Address 192168.1.14

‘_"j Variahles

Mew server connection...
Mew cantral...

Properties...

G 4

Transfer selected configuration to the OPC UA Server....

Read complete configuration from OPC UA Server...

Import...
Export..

” Wariables format Compact

_F,]Project @Ser\-‘er | @Certificates

CAPS NUM

The command Transfer Selected Configuration to OPC UA Server
command opens the Transfer Configuration to Server dialog box.

m Transver configuration to the server

Mame of the server connection | Transfer | Status

TEH_Link_Lia

<

0% -

confirm
Start | Close |

TTI Trans Tech International® 2020
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Select the server IBH Link UA and then click Start. The configuration
of Counter S5W the STEP® 5 PLC Program is transferred to the IBH

m Transver configuration to the server

| TransFer | Status

Link UA.
m Transver configuration to the server

Mame of the server connection | Transfer | Status

IBH_Link_UA 100 % Server is being restarted

< Mame of the server connection
IBH_Link_LA

Skart Close
£
Skark |

100 % Transfer successful

>

confirm

Close |

Help |

The successful transfer is displayed.

If a certified data exchange has been agreed between the IBH OPC
Editor and the IBH Link UA, the exchanged certificates must be
confirmed as trusted (see Trust certificates; chapter 1 page 1-40).

IBH Link UA - Siemens Slots project S5 CPU_103U

- BT BH Link UA - Siemensslats X e

© & 192.168.1.14/7_=/opc_slots

< c @

Logout | Update password |

=@ E ND S %O =

guad-core

»Slot 2

¥ OPC Project

YIBH_Link_lA
DeviceManual
DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
Seriallumber
SoftwareRevision

Y Programs

SupportedTypes

¥ Countervalues
o_o

O_1
0_2
» Tasks
DeviceHealth

» ParameterSet

p— )
Siemens slots

¥ Globalvars
Max
Min
Contral_OM
Controlling_is_OM_3
Diown
Up
Walue

Delete slot  Delete all | Load OPC Editor Project | | Save OPC Editor Project |

Insert SOFLC | Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK |

lBHsoftec

wwibhsoftec. com

Wik

Contact

IBH Link UA

embedded OPC UA server | client

=#5PC UA

IBH Link UA Training
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IBH Link UA — Browser window Diagnhostics

The browser window Diagnostics displays the status of the
connection IBH Link UA —=PLC /S5 CPU_103U.

+ll

¢ @ © & 192.168.1.14/7_=fdiaglistview - % n@oe s o =
B
;ﬁa o Logout | Update passward quat-core
Controller diagnostics Client diagnostics Network diagnostics System Log
e - S5_CPU_102U 192.162.1.12:102 21.7.2020 10:21:11 PLC Connection established (IBHsoftec 57 to 55)

Clear diagnose J

Diagnostics

2.2.5 Online OPC UA Server Information

Information from the online connected OPC UA server with the
online connected PLC S5 CPU 103U is displayed.

The groups of the variables (GlobalVars, data blocks) are listed in the
left server window. By clicking on a group, the individual variables
(OPC tags) are displayed in the right server window with their status.
The status of the OPC tags is continuously updated.

GlobalVars

m example 2 - 55 CPU 103U.opu - OPCUAEdit

File Edit Help
NEH & @
Server My | Mame Datatype  Status Access MNode name
E“i IBH_Link_LA, El Contral_ON Boolean HOK R IBH_Link_U&.55_CPU_103U.Contral_OM
: El Controlling_is_OM_3  Boaolean HOK R IBH_Link_U&.55_CPU_103U.Controlling_is_OM_3
|i| Dowin Boolean SOk R IBH_Link_UA&.S5_CPU_103U.Down
E Countervalues El Ilax Boolean HOK R IBH_Link_U&.S5_CPU_1030U.kax
EE: U Modes [1] rdin Boolean &OK R IBH_Link_UA.S5_CPU_103U.Min
u Boolean &OK R IBH_Link_UA.S5_CPU_103U.U
- Ohjects [ up P
Walue Ulnt16 &OK R IBH_Link_UA.S5_CPU_103U.\alue
- Tirpes @
P continuously
E: B updated
-r_-;Projectl @Ser\rer I@Certificates
CAPS NUM

Data Block DB2 — CounterValues

m example 2 - 55 CPU 103U.o0pu - OPCUAEdit

File Edit Help

NEH & @
Server bl | Mame Data type  Status Access | Value MNode name
-85 [BH_Link_UA Moo Int6 a0K  RW 100 IBH_Link_UA.S5_CPU_103U.Counteralues.0_0
E| S5 CPU_103U m D_1 Int16 A0K Ry 8000 IBH_Link_UA.S5_CPU_103U.Countervalues.D_1
= Gl WD  Intl6 a0k Rw | s0m IBH_Link_LI&,S5_CPLI_103U. Countervalues.D_2
: continuously
lated
.53 UA Nodes e
- Objects
. - Types
L Wiews

_F,:Projectl @Ser\rer IQCertificates

CAPS NUM
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Show under UA Nodes

The names of the OPC UA Nodes are listed in the left-hand server
window (attributes, OPC tags, etc.).

The names of the OPC UA Nodes are listed in the left-hand server
window (attributes, OPC tags, etc.).

The corresponding values are displayed in the right-hand server
window.

The values are current values and are only taken once when the
OPC UA Node name is clicked.

m example 2 - 55 CPU 103U.opu - OPCUAEdit

File Edit Help
g - & @
Server LA Bl | = Modeld
5 BH Link.UA o
SR | dentifier IEH_Link_I4 S5_CPU_103U Countervalues.D_2
= Properties
B~ Ohjec-ts ModeClass Yariable
""" “t§ Client BrowseM ame D_2
B DeviceSet DizplayM ame D_2
----- S MQTT Dezcription numernical value 57 CPU 1
F- Modbus e ask 0
EID PLCs Llserafritebd azk 0
Bz 55_CPU_103U WalusRank =
----- 2% DeviceHealth Accesslevel CurrentRead Currenbwiite
..... £ % DewviceManual Userdcoesslevel CurrentR ead Currentwite
..... %% DewiceRewvisian MinimumS amplinglnter+al - 0
E-H Globalvars Historizing falze
..... % ¥ HardwareRewvision = DataType
..... £ % Manufacturer DataType Il
_____ &5 Madel Nam?.xpacelnde:d 0 .
-t PararneterSet Ident!f!erType Humeric
|dentifier 4
EI‘;@ Programs E Walue
E|[j Counteralues Ealue ?4503
i -w DO
""" e ij g mark
[ v
| SupportedTypes
..... ¥ RewvisionCounter
..... £ SerialMumber
..... %% SoftwareRevision
[]---Vﬁ Tasks
[ Server
- Slots
G- Stations
- Types
- Wiewrs
W 2 Certificates
CAPS NUM
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2.2.6 Unified Automation UaExpert - The OPC Unified
Architecture Client

The UaExpert program window lists the OPC tags transferred from
the IBH OPC UA Editor and the associated UA nodes.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Eile  View Server Document Settings Help
N o 1 ~
D PP =2 X8 YD
Project [ Data Access View o
v [0 Project = Server Made Id Display Mame Value Datatype  Source Timestamp Server Timestamp  Statuscade
v [0 Servers 1 IBHLinkUA...  MS4|String|lBH_.. Cantrol_OM true Baolean Gaad
% IBHL inkUA@ibhlinkua-5C-14 % IBHLinkUA...  NS4|String|lBH_.. Controlling_is ON_3  true Boolean Good
- D " 3 IBHLinkUA... M34|String|lBH_... Down false Boolean Good
D acuments 4 IBHLinkUA... MS4|String|lBH_... Max false Boolean Good
D Data Access View 5 IBHLinkUA... MS4|String|lBH_... Min false Boolean Good
6 IBHLinkUA...  MS4|String|IBH_... Up true Baoolean Good
7 IBHLinkUA...  MS4|String]lBH_... Value 4349 Ulnt1d 12 Goaod
fidiressonac 2% 13 BHLinkUA. N34[StwinallBH .. D 0 100 Int16 12 & Goad
7 | Mo Highlight - |9 IBHLinkUA... MS4[String|IBH_... D_1 2000 Int16 12:52:18.480 12:52:19.268 Gaad
10 IBHLinkUA...  MS4|String|lBH_.. D_2 4995 Int1& 12:53:48.547 12:53:49.048 Gaoad
I3 Root
v [ Objects
&% Client Drag & Drop
& DeviceSet
& maTT
& Modbus
v D PLC
~ W S5 cpu_loaU
W DeviceHealth
@ DeviceManual
@ DeviceRevision A
v [ GlobalVars
@ Contral ON Display Mame Value Datatype Source Timestamp
@ Controlling_is_OM_3 i -
@ Down Contral_OM true Baaolean 12:52:02.483
@ Max Controlling_is_OMN_3  true Boolean 12:52:04.938
Q@ Min Down false Boaolean 12:59:50,200
o / Max false Boolean 12:52:08.065
P Qe Min false Baolean 12:52:09.456
% Manufacturer Up true Boolean 'IE:S?:SD.EEID
@ Model Value 419 Ulnt1é | 2:50:54,702
&% ParameterSet D_o 100 Int1& 12:52:16.160
v & Program: 01 B000 Int1& 12:52:12.480
0.2 4164 Int1& 12:59:54.702
) SupportedTypes
“ RevisionCounter
@ SenalMumber
@ SoftwareRevision
& Tasks
o Server
= Slots
) Statians
[} Types
£ Views
Data Access Yiew
# Server Made ld

[BHLinkUA@ibhlinkua-5C-14 MEA]StringlIBH_Link_UAS5_CPU_T103U. Contral_ON

1

2 IEHLinkUA@ibhlinkua-5C-14 M| StringIBH_Link_UAS5_CPU_T03U. Contralling_is_OR_3
3 IEHLinkUA@ibhlinkua-5C-14 M StringlBH_Link_ASS_CPU_T03L.Down

4 IBEHLinkUA@ibhlinkua-5C-14 MEAStringIBH_Link_UA.S5_CPU_TO3L Max

5 IEHLinkUA@ibhlinkua-5C-14 M| StringIBH_Link_UASS_CPU_TE3L.Min

G IBEHLinkUA@ibhlinkua-5C-14 ME String|IBH_Link_UAS5_CPU_103U.Up

7 IEHLinkUA@ibhlinkua-5C-14 M StringIBH_Link_UAS5_CPU_T03U Value

8 IBHLinkUA@ibhlinkua-5C-14 FE| String|IBH_Link_U&.55_CPU 103U Counteralues.D_0
o IBHLinkUA@ibhlinkua-5C-14 M| String|IBH_Link_U&.55_CPU_103U. Counteralues.D_1

1

0 IBHLinkUA@ibhlinkua-5C-14 FE| String|IBH_Link_UA.55_CPU 103U, Counteralues.D_2
o

______________________________________________________________________________________________________________________|
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2.3 Example 3: CPU 300 TIA16

Connect CPU 300 / CPU 400 directly to IBH Link UA via
IBH Link S7 ++. PLC program is available as a TIA 16 project (CPU
300 TIA16).

The CPU 312 (6ES7 312-1AE13-0AB0) — within the PLC project

CPU 300 TIA16- is to be connected to the IBH Link UA using the
Ethernet connection via an IBH Link S7++ to exchange variables
(OPC tags).

Calling the IBH OPC UA Editor
Double-click the IBH OPC UA Editor icon to

open the program window. I[EH 0P C UAEd tor
Open the Project window by | ||
clicking on the Project tab. [ed Project | 2 server | B Certificates

Open the New Server Untitled - OPCUAEdit

Connection dialog box Wlth File | Edit | Help ‘(m_
the New Server Connection ] E| MNew server connection |

command from the Edit menu
or by clicking the icon.

The new server connection setup was explained in example 1 (see
chapter 2, page 2-3.

m Server connection properties

e
Name of the server connection: [IIEH,LIHK,UR

Server address:
i+ Host name or [P address I 192,168,114

Port: 43010

i URL opc.bop: 192,168, 1, 14:48010

Select endpoint. ..

————
|- Securiby settings:
 plane;
Basic1Z8Rsals
s BasicZ56 (@ Signature and Encryption

~Message mods:
" Signatur

" Basicshazse ~Inverse connection:

" Aes1285hazS6Rsa0.

== & A I~ Connect imvers Propetties... |
" hes256ShazSeRsaPss
Login:
* Anonymaous

" User name and passward

User name:
Passwort: I store

Session Mame: | | example 3: CPU 300 TIALE

variables format: | |Compact hd
confirm
QK Cancel | Help |

IBH Link UA Training TTI Trans Tech International® 2020
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The settings for the connection to the IBH Link UA OPC UA server
are displayed in the right part of the project window.

m example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File Edit Help

JEHd & @
@ K ¥ LSa

IBH_Link_LI&,

t B

gprnject @Sewer | @Certificates

Mame

= Server address

Hoszt name / Address
Port

JRL

Ihverze connection

= Securty settings

Security policity
Mezzage mode

=l Authentication zettings

Login
Session name

= Other settings

Wariables format

Mame of the server connection

[BH_Link_LLA,

132168114
43010

ope.bop: /4192, 168.1.14:48010

Ma

Maone
Mamne

Anonymous

example 3 CPU 300 TIA1G

Compact

CAPS NUI

231

Inserting a New control (PLC)

The New control command from the context menu (or menu Edit /
New control) opens the dialog box New control to specify the access

to the control (CPU).

m example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File | Edit | Help
lJ Mew server connection

click
Mew control P

Project |

= Server address

Hozt name / Address
Part

|Jf the server connection

[BH_Link_LA

192.168.1.14
43010

Mew server connection...

Mo

| Mew control...
Properties...

Add external data...

Maone
Maone

Import...
Export...

Transfer selected configuration to the OPC UA Server....

Read complete configuration from OPC UA Server...

Anonymovs

Compact

opec.top:/4192.168.1.14:48010

example 3; CPU 300 TIA1E

CeArroject |E server |3 certifi...

TTI
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New control dialog box

m Mew contraol

on Examples Chapter 2

Zonkrol name: I CPU_300_TIA_16

|192.158.1.12

rotocol:
e 57 TCF‘,I'IPI Rack nurnber: I a

Host name [ IP address:

— IB
=

IP address ——
H Link 57++

Slot number: I 2

— Position of the target module:

k corresponds to —

E Target modul &t the same racﬂ MPI address
" Wia MPIJDP subnet accessible rack Rack Slot
3 Bit 5 Bit (0-31)
MPI/DP address of the target CPL: F 000 00010
" Via TCPJIP subnet accessible rack 0 2
TCPRJIP address of the karget CPLU: I ] 1] 1] 1]

™ ¥ia H1 subnet accessible rack

H1 address of the target CPIU: IUU-UU-DD-DD-DD.DD

Subriet ID: | 0000 .| oooo
™ 7 200 TCRIIP
! Owin TSAP: IDIDD
i 57 1200 TCR|IP
- |nm1
™ 57 1500 TCR|IP PLI TSAR:
i click )
(] 4 Zancel Test conneckion.. .. | Help |
Test connection
After completing the New Control dialog _
) ) Test cannection., ...
box, the connection to the online connected

CPU can be tested.

Information about the successful connection is displayed.

IBH OPC UA Editor

= 1 The connection to the PLC CRPU_300 TIA 16 has been
' successtully tested,

L3

o7 1900 T-FJIF

4 confirm:

Cancel

Tesk connection. ... |

Help |

To accept and close the New control dialog box settings click on OK.

IBH Link UA Training
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2.3.2 IBHLink S7 ++ setting

If no connection is established from the PC via IBH Link S7 ++, the
settings must be checked (see chapter 1 page 1-13 — IBH Link UA -
S7 CPU 300 / 400 connection via IBH Link S7++).

Note:

IBH Link S7++, the routing option (dialog box IBHLink settings /
Network tab) Configuration with NetPro must be deactivated
(Apply permanently).

This applies to all S7 300/400 CPUs with IBH Link S7++ connection.

f- _ To address the CPU 312 from the CPU 300 TIA16 project via the

Right project window

The right project window displays the access data for the CPU 312
(CPU S7-300/ S7-400 via IBH Link S7++).

m example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File Edit Help

JZd & @

= Mame of the control

Mame CPU_300_TI&_16
Y { T o = - =
o _C' }(’ * = T @ = Dffline program assignment
Ei:j IBH_Link_LL2,

Frogram type Mo program assignmen_r_l

E|... CPU_300_T&_16; Frogram path
Lo Variables Stalion name
E Online connection

Pratocol SY TCRAP
Host name / Address 192.168.1.12
Targe module position T arget modul at the zame rack
Fack number 1]
Slot nurber 2

Program type
"Mao program assignment” ar "S5 program' or "STEPS program'

|JProject|2§Sen-'er Q%Certificat... or "STEFY program' or "TlA program' or "'Symbal file"

CAPS

CPU 300 TIA16 was specified as the name of the controller. S7 TCP
/ IP was selected as the protocol for the online connection to the
PLC. The IP address of the IBH Link S7++ (192.168.1.12) has been
defined under host name / IP address.

The target module is on the same rack. The rack number and slot
number select the MPI address 2 of the CPU.

An offline program assignment has not yet been made. The
program is assigned via a command.

I ————————
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2.3.3 Offline program assignment

The Assign program command is used to open the Program
Selection dialog box.

m example 3 - CPU 300 TIA 16.0pu - OPCUAEd;t

File Edit Help

Uz Hd & @
= Mame of the control
. Mame CPU_300_TIa_16
4"2”‘ i x‘ '* 2L 1t @ E Offline program assignment
Frogram tupe Mo program aszignment
Program path
Station name
L Dl nection
Delete 57 TCPAP
Cut Address 1592.168.1.12
Copy le position Target modul at the same rack
Insert G Fr g
| Assign program.... |
Update program assignment.... i
; zignment’ or "S5 program’ or "STEFS
_F.;Prcuject [_%JCIF‘:?FJIT:S;';HHLMC:‘ : TEPY program' or "TlA program' or "'Sypmbol file"
CAPS
Select the PLC program in the Select program %
dialog box. Clicking the Plus symbol in front of ,
: Click to
the TIA symbol of the PLC project, the PLC T

program (CPUSs) is displayed in the project.

m Select program

= | OPC LA Editor Manual ~
- | example 1 - CPU416 57

F- | example 2 - 55 CPU 103U

- example 3 - CPU 300 TIA 16

B | CPUED0TIA 16

@ o B CPUBIOTIA 16
b" Y o T 1o

example 4 - CPU 1200 TIA 16

[#~| | example 5 - Server —Server connection TIA 16

example & - Project, CPU 1500 CPU 1200 connection

example 7 - multi CPUs 57

M- example & - 2x CPU 312 57

example 9 - modbus connections

Multi CPU's 416 Master TIA o

Path: I ANOPC A Editor Manualiyexample 3 - CPU 300 TIA 164,CPU 300 TIA 16)
3

[0 4 Cancel | Help |

The SIEMENS support software TIA Openness is started in the
background. If an error occurs see chapter 1, Special features
when selecting TIA projects page 1-16.

A
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Several notices are displayed.

m Open TIA project ANOPC UA Editor Manual\example 3 - CPU 300 TIA 164CPU 3...

Starting TIA Openness,

[%] Open TIA project AAOPC UA Editor Manualexample 3 - CPU 300 TIA 16\CPU 3...

Opening project &:OPC UA Editor Manualiexample 3 - CPU 300 TIA 164CPU 300 TIA

164CPU 300 TIA 16.apl6,

m Open TIA project ANOPC UA Editor Manual\example 3 - CPU 300 TIA 164CPU 3...

Reading device information,

Listed transferred project

In the right part of the project window information about the Offline
program assignment are displayed.

File Edit Help

NEH & ©
\ e Mame CPU_300_TI&_16
B Kb B A B ofine prog gnment
E‘i IBH_Link_UA Program type TI& program
B- _300_TIA 16 Frogram path AAOPC LA, Editor Manualvexample 3 - CPU 300 TlA 165CPU 300 TIA 16YCPU 300 TIA 16.ap16
Station name CPU 300 TIA 16
= Online connection
Fratacal S7 TCPAP
Host name / Address 192.168.1.12
Targe module position Target modul at the zame rack
Rack nurmber 0
Slat number 2
Program type
"o program aszignment” or "S5 program’ or "STEPS program” or "STEPT program' or "'Tl& program” or “"Symbol file"

;Project @Ser\rer | @Ceﬂificates

CAPS NUM

2.3.4 Define variables as OPC tags

Clicking Variables lists the variables / data (data blocks) from the
PLC in the right part of the project window.

m example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File Edit Help
LEZH & @
j x
Project - q =0 \Er\ables TGRSR ]
S S L@ b T . Selec o AEE
=4 LT M O [ CounterEnable : Bool Deselectall
=-[1i) CPLU_300_TA_16 1 Q (Outputs)
ba Search.
- F (Flag)
aai 3
-1 Counter Data (DB ) peaichianain =
“% Generic
g K $ B s
Mame Address PLCtype Leng.. Origin Access OPCtype Comment
[1] CounterEnable E01 Bool A Program  RMY Boolean  Enable Counter
(1] Do 825 Bool il Prograrn RV Boolean  count down
[ marked Variable A28 Bool 1 Program  RWY Boolean  countup
[1] Max (OPC-Tag) hd 2.0 Bool 1 Prograrn  RM¢ Boolean  only used internall
[A] Min 2.1 Bool 1 Prograrn RV Boolean  only used internall
[ one M 01 Bool 1 Program  RMY Boolean  only used internally
[1] Counter Data.Count DB2.DEX 0.0 Bool il Prograrn RV Boolean  Counter is counting
|I| Counter Data.Countervalue  DB2DBW 2 Int 2 Program  RWV Int1e Counter value
[1] Counter DataMinHo DB2.DEW A Int 2 Prograrn  RM¢ Int16 minimurn counter reading (nurmber)
[1] Counter Data.MazNo DB2.DBW 6 Int 2 Prograrn RV Int16 raximurn counter reading (humber)
[1] Counter Data.CountingOM ~ DBZ.DEX 20 EBool 1 Program  RMY Boolean  Enable counting
:Project @Ser\ter |@Cemf|ca...
CAP5 NUM

______________________________________________________________________________________________________________________|
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Clicking the Plus icon in front of the variable area symbol displays
the existing variables.

If a variable is selected, it is adopted as an OPC tag and displayed in
the lower part of the window with additional information.

2.3.5 Transfer configuration to the OPC UA server
(IBH Link UA).

A right-click on the Server icon (IBH Link UA) opens the context
menu.

[Tl untitled - OPCUAEit

File Edit Help

DN=EEH & @
El Mame of the server connection
Mame 1BH Link L&
f”‘ =l Server address
= Host name / Address 132.168.1.14
I MNew server connection 42010
oo ‘Waria New control opc.tep: AM192.168.1.14:48010
Insert
MHohe
| Transfer selected configuration to the OPC UA Server.... None
Import... Anonymous
Export.. workshop banual

@Semer | B Certificates

The command Transfer Selected Configuration to OPC UA Server
command opens the Transfer Configuration to Server dialog box.

CAPS NUM

Select the server IBH Link UA and then click Start. The configuration
(CPU_300_TIA_16) is transferred to the IBH Link UA. Successful
transfer is displayed.

m Transver configuration to the server

Mame of the server conneckion | Transfer | Skatus
0% -—

m Transver configuration to the server

MNarne of the server connection | Transfer | Skatus
confirm IBH_Link_LiA 100 % Server is being restarted

Skart Close ™ Transver configuration to the server
< Mame of the server connection Transfer 3
IBH_Link_LIA 100 % [ Transfer successful
Start

£ >
iclick)

Skark | Close Help |

|

The successful transfer is displayed.
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If a certified data exchange between the IBH OPC Editor and the IBH
Link UA has been selected, the exchanged certificates must be
trusted (see chapter Trust certificate, Chapter 1, page 1-40).

Note:

To address the CPU 312 from the CPU_300_TIA_16 project via
~ the IBH Link S7++, the routing option (dialog box IBHLink
settings / Network tab) Configuration with NetPro must be
deactivated (Apply permanently).

This applies to all S7 300/400 CPUs with IBH Link S7++ connection.

IBH Link UA - Siemens Slots - Project CPU 300 TIA 16

- 185 IBH Link U4 - Siemens slots bl +

<« C @ |O & 1921681147 =/opc slots @ % O IND O ¥ =
*m ® tis running Logout | Update passwaord gquad-core

OPC s
Siemens slots

»slot 2

Y OPC Project
¥ IBH_Link_la

DeviceManual
DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialMurnber
SoftwareRevision

SupportedTypes

¥ Counter Data
Count
Countervalue

Minto
Mazko
Countingdn
»Tasks
DeviceHealth
P ParameterSet
¥ Glohalvars
CounterEnable
Dowh

Up
Mazx
Min
one

Delete slot | Delete all | Load OPC Editor Project | Save OPC Editor Project ‘

Insert SofPLC | Insert SIMUMERIK | Change SINUMERIK | | Delste SIMUMERIK |

lNBHsoftec ’ IBH Link UA

embedded OPC UA server | client
Contact Wikl

=#0PC UA

wanvi ibhsoftec. com

The browser window Diagnostics displays the status of the

connection IBH Link UA — PLC /CPU 300 TIA 16.

Controller diagnostics Client diagnostics Network diagnostics System Log

“ Connection name Address Time Source | Error number | Error Text

CPU_200_TIa_16 192.168.1.12:102 31.7.2020 10:21:11 PLI

Clear diagnose J

Connection established (6EST 312-12E13-04B0 )

- B 1BH Link UA - Diagnostics b + - @
<« c @ © | A 192.168.1.14/7_=/diaglistview w @ty mweoe o =
ﬂE m ® OPC server is running Logout | Update password quad-core

Diagnostics

TTI Trans Tech International® 2020
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2.3.6  Online OPC UA Server Information

Information from the online connected OPC UA server with the
online connected S7 CPU 312 are displayed.

example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File Edit Help
LE &4 @
= Mame of the server connection
Mame IEH_Link_LIA
B Server address
= CPU00TA 16 Host name / Address 192168114
i 2 Globalvars
H Port 48010
= Counter Data URL ope.tepA192.168.1.14:48010
E1-CA LA Nodes Irwerse connection No
= Security settings
Security policity MNone
Message mode MNone
= Authentication settings
Login Anonymous
Seszion name example 3: CPL 300 TIA1E
[= Dther zettings
Wariables format Compact
:Pr-:jectl @Sewer I@Cenif\.‘. ‘
CAPS N

View server

The groups of the variables (GlobalVars, data blocks) are listed in the
left server window. By clicking on a group, the individual variables
(OPC tags) are displayed in the right server window with their status.
The status of the OPC tags is updated continuously.

CPU 312 - Global Variable

example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File Edit Help
NE & & @
Mame Data type  Status Access Mode name
E“i IBH_Link_U& m CounterEnable Boolean 0K R IBH_Link_UACPLU_300 TIA_16.CounterEnable
-l CPU_300 TIA_ 18 [1] Dowen Boolean &0k R/ IBH_Link_JA.CPU_300_TiA,_16.00wn
E. gw@ (8] Mot Boolean  &OK  RW IEH_Link_LL&,CPL_300_TI&_16.Max
. Courter Data [ Min Boolean  &OK R/ IBH_Link_UUA.CPL_300_TIA_16.Min
-1 LA Nodes [ one Boolean  &0K Rty IBH_Link_UA.CPLU_300 TIA_16.0ne
[ up Boolean 80K Rty IEH_Link_L1&,CPU_300 TI&_16.Up
continuously
;Projectl @Ser\rer I@Certifi... £ getated >
CAPS NUM

CPU 312 Data Block DB2 — Counter Data

m example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File Edit Help

Nz A & @
Hame Data type  Status Access | Value | Mode name
E‘(i 1BH_Link_Ua, m Count Boolean lal it true IBH_Link_UA,CPU_300 TiA_16.Counter Data. Caunt
- CPU_300_TIA_18 m Counterfalue Int16 0K R 481 IBH_Link_LLA CPU_300 TIA_16.Counter Data. Countertalue
L E Globalvars [i] CountingOmM Boolean 0K R true IBH_Link_UA.CPU_300_TIA_16.Counter Data, Counting Ol
= mark’ m MaxMNo Int16 0K R 2000 | IBH_Link_UA&,CPLU_300 TIA,_16.Counter Data,MaxMNo
- U Modes [1] Minko Int16 filsle R 100 IBH_Link_UA CPU_300_TIA_16.Counter Data,MinMNo

continuously

:Projectl [ server Ecmifi... updated

CAPS NUM

Show under UA Nodes

The names of the OPC UA Nodes are listed in the left-hand server
window (attributes, OPC tags, etc.). The corresponding values are

displayed in the right-hand server window.

___________________________________________________________________________________________________________________ |
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The values are current values and are only taken once when the
OPC UA Node name is clicked.

example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File Edit Help

NE 4 & @

E Nodeld

=45 1BH_Link_UA, ‘P;amﬁsp:celndex ;t.
h entifierType fing
'1 8 I |dentifier |BH_Link_UA.CPU_300_TI4_16. Counter Diata Countery'alue l
= - E Properhies
= Objec_ts Nodellass Variable
1 Client BrowseMame Counteryalue
B 1y DeviceSet Displayh ame Counter¥alue
“ig MaTT Description Counter value
Bt Modbus itetask i
B PLCs Usetwitehask i}
-5 CPU_300.TIA 16 WalueRank -
% DeviceHealth Aocesslevel CunentRead,Currentiw/rite
&% Devicelfanual Ussidccesslevel CunentRead,Currentiw/rite
i ¥ DeviceRewision MinimumS amplinglntereal 0
[ GlabalVars Historizing false
& HardwareRevision Bl DataType
€ Manufacturer DataType Inf1g
&% Model Nam?spacelndex 0 )
B ParameterSet \denl!herType Numeric
| dentifier 4

=-“t% Programs

=3 Counter Data El Value

Value 801

¥ Count

mark’

alj
¥ CountingOR

* [ SupportedTypes
~& % RevisiohCounter
% SerialMumber
%% SoftwareRevision
- “f Tasks

B Server

-3 Slots

(-3 Stations

B Types

0 Views

:;Pr-:ued Certificates

CAPS NUM

2.3.7 Unified Automation UaExpert - The OPC Unified
Architecture Client

The UaExpert program window lists the OPC tags transferred by the
IBH OPC UA Editor and the associated UA nodes.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Eile  View Server Dacument Settings Help

DePBE@ % =0 X% & B O

Project B X Data Access View [x]
~ [3 Project E] Made Id Display Mame ~ Value  Datatype  Source Timestamp Server Timestamp Statuscode
v 1 Servers 1 ... NS4StringllEH_Link UA.CPU_300.. CounterEnable  false Boolean 12 422 Goad

@ IBHLinkUA®ibhlinkua-5¢-14 | |2 . NSA|StringllBH_Link_UA.CP Down false Boalean Good
“ D 3 MS3|String[IBH_Link_UA.CPU_31 Max false Baolean Good
B Documents 1 ... NS|StringllEH_Link UA.CPUE00.. Min false Boolean Goad
ﬂ Data Access View ) IBHLinkUA...  NS4|StringllBH_Link_UA,CP! One true Baolean Good
& IBHLinkUA.. NS#[String[lBH_Link_UA.CPU300.. Up true Boolean Good
Address Space ax |7 IBHLinkUA... NS|String|lBH_Link_UA.CPU_3 Count true Baolean Good
8 IBHLinkUA.. NS4|StringllEH Link UA.CP CountelValue 1126 Int] Goad
5 Mo Highlight MIE] IBHLInkUA... NS4{StringllBH_Link_UA.CPU_300.. CountingOM true Baolean Goad
2 Root 10 IBHLinkUA...  NS4|StringlBH_Link_UA.CPU_300... MaxNo 8000 Int16 Goad
11 IBHLinkUA. NS4{StringllBHLink UA.CPUT300.. Minblo 100 Int] Goad
~ [ Objects
& Client
Drag & Drop 4 R '
:D“‘“S“ Display Mame Yalue Datatype  Source Timestamp
MaTT
& Modbus CounterEnable  false Boalean 124807603
v OAc Down false Boalean
v ...&F.‘SJQQ.’EK“; ............. Max false Boolean
eviceHeal =
@ DeviceManual fl Min false Boalean
@ DeviceRevision One true Boolean
GlobalVars Up true Boolean 12:58:24.684
2 ;“‘”“’E"W“ Count true Boalean 12:48:29.587
= CounterValue 1929 Int16 12:58:25.433
@ Min CountingON true Boolean 12:48:33.877
@ one IMaxMa 8000 Int1é 12:48:35.979
@ up Minklo 100 Int16 12:48:38.627
7 HardwareReviian . v
@ :janlu‘faawar ,. \
@ Model b
& Panmeterset ® Server Mode ld

~ & Programs
Counter Data
@ Count
@ CounterValue
@ CountingON
@ Maxtlo

IBHLinkUA@ibhlinkua-5C-14  MS4|Stning|IBH_Link_UA.CPU_300_TIA_16.CounterEnable

IBHLinkU&@ibhlinkua-SC-14 NS4 StingIBH_Link_UJA.CPU_300_TIA_16.Down

IBHLinkUA@ibhlinkua-5C-14 NS String|lBH_Link_JA.CPU_300_TIA_16.Max
IBHLinkUA@ibhlinkua-5C-14 NS Sting|IBH_Link_UJA.CPU_300_TIA_16.Min

@ Mintio IBHLinkU&@ibhlinkua-SC-14 NS4 StinglBH_Link_UJA.CPU_300_TIA_16.0ne

- toepponeTipes IBHLinkUA@ibhlinkua-5SC-14  NS3StninglBH_Link_JA.CPU_300_TIA_16.Up

@ SerialNumber IBHLinkUA@ibhlinkua-5C-14 NS Sting|IBH_Link_UA.CPU_300_TIA_16.Counter Data. Count

¢ softwareRevision IBHLinkUA@ibhhinkua-5C-14  MS4|Stning|IBH_Link_UA.CPU_300_TIA_16.Counter Data. CounterValue

e e

8
& w{f b Q9 IBHLinkUA@ibhlinkua-5C-14  MNS4|String|IBH_Link_UA CPU_300_TIA_16. Counter Data. Counting O
D Sots 10 IBHLinkUA@ibhlinkua-5C-14  NS|String|IBH_Link_UA.CPU_300_TIA_16.Counter Data.MaxMo
B“fy'pf:“‘“"i J'I IBHLinkUA@ibhlinkua-SC-14  MSA|Sting|IBH_Link_UA.CPU_300_TIA_16.Counter Data.MinkMo J
D Views
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2.4 Example 4: CPU 1200 TIA 16

Connect CPU 1211C with TCP / IP port to IBH Link UA.
The PLC program (CPU 1200 TIA16) is available as a TIA16 project.

Calling the IBH OPC UA Editor

Double-click the IBH OPC UA Editor icon to

open the program window.
IEROPCUATEd tor

Open the Project window by | ||
clicking on the Project tab. [edProject | Zd server | certificates
Open the New Server Untitled - OPCUAEdit
Connection dialog box with File | Edit | Help —
the New Server Connection ] [Z| Mew server cunnectiun‘ |

command from the Edit menu
or by clicking the icon.

The new server connection setup was explained in example 1 (see
chapter 2, page 2-3.

m Server connection properties

Mame of the server connection: [I IEH Link UA
—Server address:
f* Host name or IP address I 192.168.1.14

Park:

 URL Iopc.tcp:,l'.l'lg2.168.1.14:48010
Select endpaint...

—Security sektings:
& Mone I —Message mode:

" BasiciZERsal5 " Signatur
" Basic256 € Signature and Encryption

" BasicShazse

—Inverse connection:
" pes1285ha2seRsal, |
= 3 BESEED [~ Connect invers Properties, ..

" pes2SashaZSeRsaPss

—Login:

& anonymous

™ User name and password

User name: I

Passwart: I [~ Store

i —
Session Mame: I Example 4: CPU 1200 TIA 16
Yariables Format: ICompact ;I
confirm
(o] 4 i Cancel | Help |
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The settings for the connection to the IBH Link UA OPC UA server
are displayed in the right part of the project window.

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

File Edit Help

UEHd & @

B KARD v e || e

Server address

Host name / Address

Pt

URL

Irnverse connection
E Securty settings

Secunty policitby

lezzage mode

Lagin

Seszion name
= Other zettings

Wariables format

= Authentication settings

Project L' | =] Name of the server connection

IBH Link. L&

192168114

4amuo

ope.bep: /1921681, 14: 48010
Mo

Maone
Mone

Ananyrmaous
Example 4: CPU 1200 TIA 16

Compact

:Prnject @Senrer |@CErtificates

CAPS NUI

Project |

Inserting a New control (PLC)

The New control command from the context menu (or menu Edit /
New control) opens the dialog box New control to specify the access

to the control (CPU).

m example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File | Edit | Help
lJ Mew server connection

click ]
Mew cantral & |

= Server address

Hozt name / Address
Part

Mew server connection...

| Mew control...
Properties...

Add external data...

Transfer selected configuration to the OPC UA Server....

Read complete configuration from OPC UA Server...

Import...
Export...

of the server connection

[BH Lirk L&,

192168.1.14

43010
opec.top:/4192.168.1.14:48010
Mo

Maone
Maone

Anonymovs
Ewxample 4: CPU 1200 Tl& 16

Compact

CeArroject |E server |3 certifi...

Trans Tech International® 2020
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New control dialog box

m MNew control

Contral name:] | ©PU_1200_TIALE 1
enter
Host name | IP address:| | 192.168.1.16 i

—Praotocal:

57 TCRIIP Rack number: I o Slat number; I 2

— Position of the target module:

€ Target modul &t the same rack

" via MPI/DP subnet accessible rack.

MPIJDF address of the target CPU: I 2

= Wia TCRJIP subnet accessible rack

TCPJIP address of the target CF‘LI:I o, o .o . 0a

= Via H1 subnet accessible rack

H1 address of the target CPU: I 00,00,00,00.00.00

Subnet ID: I oo . I oooa

" 57 200 TCR(IP
— I activated Cnan TSAP: IDIDD

L+ 57 1200 TRy ) is inserted

PLC TS&P: IDIDl
" 57 1500 TCR{IP N _J

fm {click}
(0] | Cancel | Help |

Test connection

After completing the New Control dialog _

) ) Test connection. ...
box, the connection to the online connected
CPU can be tested.

Information about the successful connection is displayed.

IBEH OPC UA Editor

The connection to the PLC CPU_1200 TIA1S has been
WY successfully tested,

| TET oI TR

K Cancel Test conneckion. . .. Help

To accept and close the New control dialog box settings click on OK.
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The right project window displays the access data for the CPU 1200.

File Edit

JZHd & @

Help

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

'

Ksan
=43 IBH Link LA

St} CPU_1200 TIA16
L8 Variables

E Mame of the control
W ame

=

Program type

Program path

Station name

Online connection

Protocol

Host name / &ddress

Local TS&F

Remate T54F

CPU_1200_TIA16

Offline program assignment

Mo program azsighment

571200 TCRAR
192168116
o100

mm

l :ZPro'ect ! @Ser\-‘er | @Certificates

C

CPU1200_TIA16 was specified as the name of the controller.
S7 1200 TCP / IP was selected as the protocol for the online

connection to the PLC. The IP address of the CPU1200

(192.168.1.16) has been defined under host name / IP address.

The Local TSAP (0100) and the Remote TSAP (0101) have their

default value.

An offline program assignment has not yet been made. The
program is assigned via a command.

2.4.2 Offline program assignment
The Assign program command is used to open the Program

Selection dialog box.

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

File Edit Help

JZd & @

Project

.J'j Wariahles
Tight click

= Mame of the control
W ame

=]

Frogram type

Praogram path

Station name

Online connection

Delete
Cut

Copy

Insert

jclick)

Protocol

Host name £ &ddress
Local TSAF

Femote TSAP

Assign program...

Update program assignment....

Properties...

l ;zProjectIEServer |@Certificates

CPU_1200_TIA16

OFfline program assignment

Mo program azsignment

571200 TCRAP
192168.1.16
0100

mo

-

Program type

"Mo prograrm assignment’’ or "SEW pragram’ or "STEPS
p_rc-gram" or "STEPY program' or "TIA program'' ar "'Symbol

C
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Select the PLC program in the Select program %
dialog box. Clicking the Plus symbol in frontof =~

the TIA symbol of the PLC project, the PLC Cg;:;“

program (CPUSs) is displayed in the project.

m Select program

B | OPC A Editor Manual ~
example 1 - CPU 416 57
example 2 - 55 CPU 103U
example 3 - CPIU 300 TIA 16
example 4 - CPU 1200 TIA 16

5.0 | CPU 1200 TIALS

:WE@ CPU 1200
ek G CPL 100 TIA 16

example 5 - Server — Server conneckion TIA 16
example & - Project, CPU 1500 CPU 1200 conneckion
example 7 - multi CPUs 57

example & - 2x CPU 312 57

example 9 - modbus connections

fulki CPU's 416 Master TIA

i O e O

(=)
l_|l_|l_|l_|l_|l_|fa_}_/

B B B - [

Path: I ANOPC UA Editor Manualiexample 4 - CPU 1200 TIA 160CPU 1200 TIALGY
_/onfirm ], 3

(414 | Cancel | Help |

The SIEMENS support software TIA Openness is started in the
background. If an error occurs see chapter 1, Special features
when selecting TIA projects page 1-16.

]

Several notices are displayed.

I Open TIA project A\OPC UA Editor Ma ample 4 - CPU 1200 TIA 164CP

Starting TIA Openness.

lll '] Op A pro ANOP A Edito 3 ample 4 p 00 TIA 16LCP

Opening project A:\OPC UA Editor Manualiexample 4 - CPU 1200 TIA 164CPU 1200

TIAl6\CPU 1200.ap16.
i

e Readling device information.

Cancel

Listed transferred project

In the right part of the project window information about the Offline
program assignment are displayed.

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

File Edit Help

DEE @@
= Mame of the control
g i x A . E.:fm“z:e s § E'F:lLlj 200_TIA1E
E‘(ﬂ __ Link U4 mark. Frogiam type TIA program
E‘--- Program path AMNDPC U Editor Manualhexample 4 - CPU 1200 TIA 168LCPU 1200 TIATEACPU 1200.5p18
L Wariables Station name | CPU200TIA 16 ]
El Online connection

Protacol 571200 TCRAP
Host name / Address 192168116
Local TSAF 0700

Remote TSAP 0m

"Mo program azzighment™ or "S5 program' o "STEPS program” or "S TEPTF program'* or *'Tl& program™ or "'Symbaol file"

:Projed: @Ser\rer |@Certificates

Program type ‘

CAPS NUM
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2.4.3 Define variables as OPC tags

Clicking Variables lists the variables / data (data blocks) from the
PLC in the right part of the project window.

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

File Edit Help
NEH & @
i d - clicl
PO A &b 1 () 5 Qnputs) Select all
B (j IH (3 5 [l] Courterfrable: Boal /, Deselect all
=] CPU_1200_TIA1E L1 @ (Outputs)
B ariahes) 1 F (Fla Search...
9
& 1] CounterData (DB 5) scarchiagain E
4 Generic
[} EER e s
Mame Address PLC type Leng.. OCrigin Access OPCtype Comment
|I| CounterEnable E0.0 Boal oll Program  RWW Boolean  Enable Counter
[ up A2 Boal oll Program RV Boolean  countup
|I| Down  marked Variable &2.2 Bool A Program RW Boolean  count down
[ ore (OPC-Tag) k0.1 Boal ol Program  RW Boolean  only used internall
[1] Retval M 2.2 Bool ol Program RW Boolean  only used internall
[1] Max M 2.0 Bool A Program  RW Boolean  only used internall
[ Min k21 Bool A Program R Boolean  anly used internall
|I| CounterData.MinMo DB3.DEW Q0 Int 2 Program  RMY Int16 minirmurn counter reading (hurmber)
|I| CounterData.MaxMNo DB3.DEW 2 Int 2 Program  RWW Int16 maximurn counter reading (number)
[1] CounterData.Count DBS.DEX4.0 Bool oll Program  RWW Boolean  Counter is counting
[1] CounterData.CountingOM  DES.DEX4.1  Bool oll Program RV Boolean  Enable counting
[1] CounterData.Counteralue DES.DEMVE  Int 2 Program  RW Int16 Countery/alue
[Arroject |} server | certifi...
CAPS NUM

Clicking the Plus icon in front of the variable area symbol displays
the existing variables.

If a variable is selected, it is adopted as an OPC tag and displayed in
the lower part of the window with additional information.

2.4.4

(IBH Link UA).
A right-click on the Server icon (IBH Link UA) opens the context

menu.

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

Transfer configuration to the OPC UA server

Eile Edit Help
= s )
Project L' -4 | =] Hame of the server connection
. Narme IBH Link A
‘?Tr & x’ LD t @ = Server address
i ; (right click]
SR EFEH Link LA i Huost name / Addre: 192,168.1.14
E|-" CPU_1200 TIA16 Mew server connection...
i Wariables New control... B.1.14:48070
Transfer selected configuration to the OPC UA Serverag,
Fead complete configuration from OPC UA Server... click
Import...
Export...
IO TS cramprs= oo 200 TI4 16
= Other settings
ariables format Compact
l;Project IESer\:er ?%Certificates MName of the server connection
CAPS NUM

The command Transfer Selected Configuration to OPC UA Server
command opens the Transfer Configuration to Server dialog box.

TTI
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Select the server IBH Link UA and then click Start. The configuration
(CPU_300_TIA_16) is transferred to the IBH Link UA. Successful
transfer is displayed.

m Transver configuration to the server

Mame of the server connection

| TransFerl Skatus

”~

confirm

0% -

m Transver configuration to the server

Skart

Mame of the server connection | Transfer | Skatus
IEH_Link_Lia 100 % Server is being restarted
Close m Transver configuration to the server
< Mame of the server connection Transfer 3
IEH_Link_LA 100 % | Transfer successful
Start
£ >
sclick
Skart I Close | Help |

The successful transfer is displayed.

If a certified data exchange between the IBH OPC Editor and the
IBH Link UA has been selected, the exchanged certificates must be
trusted (see chapter Trust certificate, Chapter 1, page 1-40).

IBH Link UA - Siemens Slots - Project CPU 1200 TIA 16

- . 18H Link LA - Siemens slots x —

<« c @

[ Sl L]
S o

whnvr ibhsoftec. com

© & 192.168.1.14/7_=/opc slots =@ IND O ¥ O =
running Logout | Update password gquad-core

Siemens slots

llBHsoftec

»Slot 2

¥ OPC Project
¥ IBH Link Ua
VCPU_1200_TIALG

DeviceManual
DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialNumber
SoftwareRevision
SupportedTypes
¥ CounterData
Minko

MaxMNo

Count
CountingOM
Countervalua
> Tasks
DeviceHealth
> Parameterset
¥ Globalvars
CounterEnable
Up
Down

One
Retial
Max
Min
Dele 5ot || Delets all | Laad OPC Editor Project | | Save OPG Editor Project |

Insert SOfPLC | | Insert SINUMERIK | Changs SINUMERIK | Delete SINUMERIK |

’ IBH Link UA

embedded OPC UA server / client

SHOPC UA

Contact

IBH Link UA Training
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The browser window Diagnostics displays the status of the
connection IBH Link UA — PLC / CPU 1200 TIA 16.

<« c @ © & 19216811477 = /diaglistview - o e %o =
% m o Lagaut | Update passward quad-core
Controller di Client di Network diagnostics System Log
m
""""""""""" - CPU_1200_TIAle 192.168.1.16:102 3172020 10:21:11 PLC Caonnection established (8EST 211-14E40-0XB0 )

,,,,,,,,,,,,,,,,,,,,, Clear diagnose J

2.45 Online OPC UA Server Information

Information from the online connected OPC UA server with the
online connected S7 CPU 312 are displayed.

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

File Edit Help

NiE - & @
Mame of the server connection
{i IO Link Lk = zael;nfer addrezsz L
EI 1) LTRSS Host name / Address 192.168.1.14
E Globalyars
Port 48010
. & CounterData URL ope.top: 44192 168.1.14:48010
- UA Modes Inverse connection Mo
El Security settings
Security policity Mone
tezzage mode Maone
= Authentication settings
Login Anongmous
Session nhame Example 4: CPU 1200 TIA 16
= Other zettings
Wariables format Compact
Z]Projectl &% server l@cmiﬂ... ‘

CAPS N

View server

The groups of the variables (GlobalVars, data blocks) are listed in the
left server window. By clicking on a group, the individual variables
(OPC tags) are displayed in the right server window with their status.
The status of the OPC tags is updated continuously.

CPU 1200- Global Variable

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

File Edit Help

NE 4 @@
Mame Data type  Status Access Mode name
Eﬁ 1BH Link LA m CounterEnable Boolean A0k R IBH Link UA.CPU_1200_TIAT6.CounterEnable
E| CPU_1200_TIA16 El Dowvn Boolean HOK Ry IBH Link UA,CPU_1200 TI&16,Dowen
gm‘@ 1] Max Boolean  &O0K R BH Link LA, CPL_1200 TIA16Max
B CounterData [1] Min Boolean &0k Rin IBH Link UA.CPU_1200 TIA16.Min
B0 UA Nodes m One Boolean SOk R IBH Link U&CPU_1200 TIAT6.One
[1] Retival Boolean &0k Rin IBH Link UA.CPU_1200 TIA16.Retial
m Up Boolean SOk R IBH Link UA,CPU_1200 TIA16.Up

B continuously
:Prnjed@(eﬂifi... updated
CAPS NUM

I —————————
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CPU 1200 Data Block DB5 — CounterData

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

File Edit Help

AE A & @
Mame Datatype  Status Access § Value | Mode name

Elfj IBH Link L, m Count Boolean &OK R true IBH Link UACPU_1200 TIA16.CaunterData, Count
E| CPU_1200 TI&16 [1] countervalue  Int1g &0K R 5776 | IBH Link UA.CPU_1200 TIA16.CounterData, Counteralue
EH GlobalVars m CountingOM  Baoolean &0k R true IBH Link UACPU_1200_TA16,CounterData, CountingQM
P Em@ [ MaxMo Int18 20K RW 8000 | IBH Link U&,CPU_1200 TIA16.CounterData MaxNa
--D & Modes [ Minho Int16 B0K Rt 100 IBH Link UA,CPL_1200 TI416.CounterData.MinMNo

continuously

[Aeroject [ server | B certifica... updated

CAPS NUM

Show under UA Nodes

The names of the OPC UA Nodes are listed in the left-hand server
window (attributes, OPC tags, etc.). The corresponding values are
displayed in the right-hand server window.

The values are current values and are only taken once when the
OPC UA Node name is clicked.

m example 4 - CPU 1200 TIA 16.0pu - OPCUAEdit

File Edit Help

D d & @
Server LAl | =] Modeld
54 B Link LA e g
2 (0] EPLL A WA @i_ 1B Link U CFU_1200_TI&16 CounterData Countervaiie. ]
= El Properhies
B3 Objects ModeClass Wariable
g Client Browset ame Counteryalus
-1 DeviceSet DigplayM ame Counter/alue
-ty MaTT Drescription Counteryalus
1 Modbus dritebd ask 1]
é—] 4 PLCs Userwfritebdask 0
B CPU_1200_TIA16 YalueRank -1
4% DeviceHealth Accesslevel CurrentFiead Currentiwrite
4% DeviceManual Userdccesslevel CurrentFead Currentyrite
4% DeviceRevision Minimum3 amplinglnterval 0
- Globalvars Historizing falze
&% HardwareRewvision E DataType
&% Manufacturer DataType Int16
2% Model Namt.a.spacelndex 1] ;
[]""’B ParammeterSet Ident!f!erType MHumeric
Identifier 4

E P
&% Programs o Value

E|[j CounterData |Value 7308 I

- @ Count —

]

- CountingQM

i MaxMo

- ¢ binMNao
i SupportedTypes

&% RevisionCounter

42 SerialMumber

%% SoftwareRevision

-2 Tasks

[t Server

B Slats

B Stations

E-L Types

- Miews

-;Pr-:ujectl E%Senrer I@ Certificates

CAPS NUM

2.4.6 Unified Automation UaExpert - The OPC Unified
Architecture Client

The UaExpert program window lists the OPC tags transferred by the

IBH OPC UA Editor and the associated UA nodes.
1
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The UaExpert program window lists the OPC tags transferred by the
IBH OPC UA Editor and the associated UA nodes.

«" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File  View Server Document Settings Help
IePER =0 X5 B O
Project & X Data Access Wiew o
v (1 Project # Server Nade Id Display Mame Value Datatype  Source Timestamp  Server Timestamp  Statuscode
N U Servers )l |BHLinkUA@ib... MS4|StringlBH ... CounterEnable true Boolean 12:33:05.371 193 & Goad
@ B | BLAMES I e e e
¥ [0 Documents L IBHLNKUAGIb..  NSAStringlEH - Min fase  Boolean Good
D Data Access View 3 IBHLinkUA@ib... MNS4|String|lBH ... One true Boalzan Goaod
6 IBHLinkUA®@ib... WN34|String(lBH ... RetVal false Baolean Gaad
Address Space 8 x |7 IBHLinkUA®ib... N54|String[IBH ... Up true Baalean Goad
8 IBHLinkUA@ib... M3|String|lBH ... Count true Boolean Good
3 Mo Highlight - 9 IBHLinkUA®ib... NS4[StringlIEH ... CounterValue 4309 Int16 Gaad
D Raat oA Nedsmalen e O s laascios Gond
v ) Objects 12 [BHLnkUA®ib.. NS4[StringllBH .. Minhlo 100 Int16 19:33:25.207 Good
&% Client
i E:S;:Sﬂ Drag & Drop
% Modbus
v 2 PLGs
~ G CPU_1200_TIATG :
@ DeviceHealth /|
@ DeviceManual
@ DeviceRevision
v I3 Globalvars r .
@ Countertnable Display Mame Yalue Datatype Source Timestamp
g E«i‘:ﬂ CaounterEnable true Baolean 19:33:05,371
@ Min Down false Boolean 19:38:03.371
g s”al Fax false Boaolean 193308007
o /| Min false Boolean 19:33:10.335
¥ HardwareRevision One true Baalean 19331 2.000
: :':R"I“‘f“f“”” RetVal false Boolean 19:33:13.504
& Parameterset Up true Boolean 19:38:03.371
% Erograms Count true Boalean 19:33:17.296
~ (3 CounterData Countertalue 1767 Int1& 19:38:03.871
g Ezt::tymm Counting QM true Boolean 1%33:21.048
@ Counting0M Maxia 2000 Int1& T 33:23.06d
@ vt Minha 100 Int16 10:33:25.207 y
) Minko
2 suppertedTypes
@ RevisionCounter
@ SerialMumber
@ SoftwareRevision
& Tasks
o Server
[ Slots
I Stations
b Types
2 Views
rData Access View N
= Server Made ld
1 IBHLinkUA@ibhlinkua-5C-14 M String|IBH Link UA.CPU_1200 TIATE. CounterEnable
2 IBHLinkUA@ibhlinkua-5C-14 M5 String|IBH Link UA.CPU_T200 TIATS.Down
3 IBHLinkUA@ibhlinkua-5C-14 M5 String[IBH Link WA CPU_T200 TIATE Max
4 IBHLinkUA@ibhlinkua-5C-14 M| String|IBH Link UA.CPU_T200 TIATS.Min
5 IBHLinkUA@ibhlinkua-5C-14 M5 String|IBH Link UACPU_1200_TIATS. One
i IBHLinkUA@ibhlinkua-5C-14 M54 String|IBH Link UA.CPU_1200 TIATG.RetVal
7 IEHLinkUA@ibhlinkua-5C-14 FS4|String]IBH Link UACPU_T200_TIATE.Up
a IBHLinkUA@ibhlinkua-5C-14 MS4|String|lBH Link UACPU_1200_TIA1G. CounterData. Count
9 IBHLinkUA@ibhlinkua-5C-14 MS4|String|IBH Link DA CPU_1200_TIATE CounterData. Counterialue
10 IBHLinkUA@ibhlinkua-5C-14 MS4|String|IBH Link UA.CPU_1200_TIATE CounterData. Counting OM
11 IBHLinkUA@ibhlinkua-5C-14 ME4|String|IBH Link UACPU_1200_TIATE. CounterData.MaxMo
\ 12 IBHLinkUA@ibhlinkua-5C-14 M54 String|IBH Link UA.CPU_1200 TIATE. CounterData.MinMa y

! |
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2.5 Example 5 - project: CPU 416 TIA 16 server - server

In the project, the CPU 416, which is available as an OPC UA server,
is connected to an air conditioning system that also has an OPC UA
server.

Air Conditioner IBH Link UA

oPC U ST UA Client Bridge SOPC UA o U &
Server Client Client Sarver

Establishing a server connection. The data of an air conditioning
system (OPC UA server) is sent to the CPU-416 (OPC UA server).

CPU 416-3 PN/DP

g | Data Block (DB 22)
P AirConditionervValues

RFC 1006

2.5.1 Device configuration S7 project CPU 416 TIA 16 server —
server

The data of an air conditioner are given to the CPU-416.

Air Conditioner

J

WOPC UATA
Server

Ethernet

Ethernet
(S7 connection)

The data block (DB 22 — AirConditioningValues) stores the data of
the air conditioning system for further processing.

... TIA 16 Server - Server » Server - Server [CPU 416-3 PN/DP] » Program blocks » AirConditionerValues [DB22] -l X

= _* i B E DU' keep actual values  Jg shapshot , Copy shapshots to start values . & L =
AirConditionerValues
MName Data type Offset Startvalue Comment

1 <&@ ~ Static

2 41w Temperature Real 0.0 0.0 Temperature externeal OPC UA Server

3 4w TimeStamp_Temp Date_And_Tirme 4.0 DT#1990-01-01-00:00:00  Temperature Time Stamp
4 4] m Status_Temp Ctord 12.0 T6#0 Temperature Status

5 41 m= TernperatureSP Real 16.0 0o Temperature Set Point externeal OPC UA Server
6 4= TimeStampSP Date_snd_Tirne 20.0 CT#1920-01-01-00:00:00  Temperature Set Point Time Stamp

7 g m StatusSP Dwvord 28.0 16#0 Temperature Set Point Status

i |q] e CurrentTime_TirmeStarmp  Date_and_Time 3z.0 DT#1920-01-01-00:00:00  External Server Current Time

9 |qq = CurrentTime_3Status Dword 40.0 16#0 External Server Current Time Status

The temperature / temperature set point with time stamp and status
are to be read as OPC tags from an air conditioning system. Server

time and status should also be transferred for monitoring purposes.
-
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2.5.2 Calling the IBH OPC UA Editor

Double-click the IBH OPC UA Editor icon to open
the program window.

Open the Project window by clicking || ”
on the Project tab. [AProject B server | B Certificates

Open the New Server Connection dialog box with the New

Server Connection command m Untitled - OPCUAEd#

from the Edit menu or by File | Edit | Help ok
g CHIC

Trans Tech International® 2020

clicking the icon. 3 E| Mew server connection

The new server connection
setup was explained in example 1 (see chapter 2, page 2-3.

m Server connection properties

—_——
Mame of the server connection: | | IBH_Link_LIA

—Server address:

% Hosk name or IP address I 192,168.1.14
Pork: I 43010
" URL IDDC.th:,I',I'l'E'E.168.1.14:48010
Select endpaint. ..

- ) —
—Security settings:
% None ,I ~Message mode:

" BasiclzGRsals ' sigriatur

" Basic25e " Signature and Encryption

" BasicShazse
" aes1285hazSeRsatasp

—Inverse conneckion:

[T Connect invers Propetties...
" Aps2AshaZSERsaPss
:T_-:ugin: .
| .ﬁ.nnnymnus_J
™ User name and password
User name: I
Passwort: I [ store

I example 5 - project: CPU 416

=]

Session Mame:

Yariables Format;

o] 4 Cancel | Help |

ICu:umpact

IBH Link UA Training
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The settings for the connection to the IBH Link UA OPC UA server
are displayed in the right part of the project window.

example 5 - Server — Server connection.opu - OPCUAEdit

File Edit Help

NFd & @

= Mame of the server connection
» - tHarne IBH_Link_LL&
?'h"r .gf x & a3 @ = Server address
----- L E} EH_Link_UA Host name / Address 192.168.1.14
Part 43010
URL opc.bep:/A192.168.1.14:48010
Inwerse connection Mo
= Security settings
Security palicity Mone
teszage mode Maone
= Authentication zettings
Login Anorymous
S ezzion name example 5 - project: CPU 416 TIA 16 server - zerver
= 0Other settings
Wariables format Compact
EProject @Sewer |@Certificates |

CAPS| NUM

2.5.3 Inserting a New control (PLC)

The New control command from the context menu (or menu Edit /
New control) opens the dialog box New control to specify the access
to the control (CPU).

example 3 - CPU 300 TIA 16.0pu - OPCUAEdit

File | Edit | Help
d Mew server connection

click |
New control 4" |

Project | pf the server coconnection
?y OI' ] IBH_Link_Ll&
= ) E Server address
----- ef|BH_Link_LIA, Host name / Address 192.168.1.14
Bt 48010
Mew server connection... opc.tep//192.168.1.14: 48010
Mew cantral... Ho
Praperties...
Maone
Add external data...
MNone
Transfer selected configuration to the OPC UA Server.... B
Read complete configuration from QPC UA Server.., Anongmols .
example 5 - project: CPU 416 TIA 16 server - server
Impart...
Export.. Compact
I

gproject @Sewer | @Certificates

CAPS NUM

I ————————
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New control dialog box

m New control

Conkral narme: '.I FLC416 |
Host name [ [P address: u 192.168.1.10 |

—Protocal:

| & 57 TCRIIP Rack number: IU Slat number: I 2 I
r~Position of the target module:

[E' Target modul at the same rack:]
™ via MPIJDP subnet accessible rack

MPIJDF address of the target CPL: I 2z

™ via TCP/IP subnet accessible rack

TCR/IP address of the target CPL; o .o .0 .0

7 Wi HL subret accessible rack

H1 address of the target CPU: IUU-UU-UU-UU-UU-UU
Subriet ID:I 0000 . I aooo

Own TSAP; | 0100

57 200 TCRIP
™ 57 1200 TCR{IP

PLC TSaP: |0101
57 1500 TCRIP

Py oY
onTrmhe) ciickl 1)
[o]4 Cancel | Test connection.... | Help

Test connection

After completing the New Control dialog
box, the connection to the online connected
CPU can be tested.

Information about the successful connection is displayed.

Test conneckion, ...

IBH OPC UA Editor

i The connection to the PLC PLCA16 has been successfully
" tested.

| 37 IS TCFIF

confirm

QK Cancel Test connection. ... Help

To accept and close the New control dialog box settings click on OK.

example 5 - Server — Server connection.opu - OPCUAEdit

File Edit Help

UEH @@

= MName of the control
Name FLCA16
= Dffline program assignment

Program type: Mo program assignment

oy KEBB @

=45 [BH_Link_Li&

E!---- PLCAE Program path
L. Varizbles Station name
= Online connection

Pratocol 57 TCRAR
Host hame / Address 192168110
Targe module position Target modul at the same rack
Rack number 1]
Slat number 2

Program type
"Mo program assignment’ or "S5W program’’ or "STEPS program’
:Projed: @ . ‘ @Cemficat.‘. or "STEP? program'* or "TI4 program® ar “Symbol file™

CAPS

The access data of the PLC416 (CPU 416-3 PN / DP SoftSPS with

TCP/IP Port) is displayed in the right project window.

________________________________________________________________________________________________________________________|
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2.5.4 Offline program assignment

The Assign program command is used to open the Program
Selection dialog box.

m example 5 - Server — Server connection.opu - OPCUAEdit

File Edit Help
DEH & @
= Mame of the control
T M ame PLCA1E
{'E”‘_C‘ x * =2n f ﬁ = Offline program assignment
EI'(—;! IBH_Link_UA | Pragram type N program assigrment
[ERATEPLCA6 = L
L] Variables Delete
Cut
Copy 57 TCRAR
Insert 152.168.1.10
- Sy Target modul at the same rack
Assign program.... | i}
Update program assignment.... 2
Properties...
e progranmossgrmere—er 50w program’ or "STEPS program
_F,]Project @Sewer |@Certificat... H or "STEPT program or "Tl& program' or “'Symbal file"
CAPS
Select the PLC program in the Select program %
dialog box. Clicking the Plus symbol in front of ,
. Click to
the TIA symbol of the PLC project, the PLC P

program (CPUSs) is displayed in the project.

m Select program

2 | OPC A Editor Manual ~
example 1 - CPU 416 57

example 2 - 55 CPU 103U

example 3 - CPU 300 TIA 16

example 4 - CPU 1200 TIA 16

example 5 - Server — Server connection TIA 16

- CPU 416 TIA 16 Server - Server

- 416 TIA 16 Server - Server

rver

2] example 6 - Project, CPU 1500 CPU 1200 connection

- example 7 - multi CPUs 57

[ | exanple 8- 2w CPU 312 57

[ example 2 - modbus conneckions

[ Mulki CPU's 416 Master TIA w

Path: I ANOPC UA Editor Manualiexample 5 - Server — Server connection TIA 164CPU 416 TIA 16 Server
3

o] | Cancel | Help |

Note:

Opening a TIA project can take some time. The TIA project must
be opened in the background with the SIEMENS support
software TIA Openness.

To adopt the PLC program, the TIA software with the TIA Openness
support software must be installed on the PC and the user of the PC
must be member of the administrator in the group.

It is essential to ensure that the software versions match.

I —————————
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The SIEMENS support software TIA Openness is started in the
background. If an error occurs see chapter 1, Special features
when selecting TIA projects page 1-16.

Several notices are displayed.

™ Open TIA project A:\OP
Starting TLA Openness,

Opening project A:\OPC Ua Editor Manuallexample 5 - Server — Server connection TIA
16YCPL 416 TIA 16 Server - Server\CPU 416 TIA 16 Server - Server.aplé,

Reading device information,

Translating device Server - Server,

’“l—w._. A project AN\OP

Reading project data,

Listed transferred program

In the right part of the project window information about the Offline
program assignment are displayed.

m example 3 - Server - Server connection.opu - OPCUAEdit

File Edit Help
NEd & @

Project L'l | Name of the control

Bt g X P Name FLCA1E

. = DFffline program i en|
E(ﬂ 1BH_Link_U& Pragram type TIA program
E 'LCATE: Program path ANDPC UA Editor Manualsexample 5 - Server - Server connection TIA TE\CPU 416 TIA 16 Server - Server\CPL 416 TIA 16 Server - Server.apl6
.7 Variables Station name Server - Server
= Online i

Protocol 57 TCPARP

Host name / Address 192.168.1.10

Targe module position Target modul at the same rack
Rack number o

Slot number 2

Project | % server | E} certificates

CAPS HUM

2.5.5 Define variables as OPC tags
Click Variable to list the variables / data (data blocks) of the PLC
program in the right part of the project window.

The existing variables are displayed by clicking the plus symbol in
front of the variable area symbol.

The variables of the data block AirConditionerValues [DB 22]
should be selected as OPC tags by clicking.

If a variable is selected, it is adopted as an OPC tag and displayed in
the lower part of the window with additional information.
Trans Tech International® 2020 IBH Link UA Training
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AirConditionerValues [DB 22] selected OPC tags

example 5 - Server - Server connection.opu - OPCUAEdit

File Edit Help

NGH & @

Prograr vatiables
# @ s e 1] &1 Prog
- F(Flag)

B9 [EH_Link_UA

ol PLexte FTerperature sctermesl OPC LA Server
~F [f] TirmeStamp_Ternp : Date_And_Tire //Ternperature Time Stamp
Status_Ternp : DVVard //Ternperature Status
P p
marked variable TernperatureSP : Real /fTemperature Set Paint externeal OPC LA Server
p p
(OPC tags) [I] TirmeStarnpSP : Date_And Tire //Termperature Set Point Time Starnp

[I] StatusSP: D\Word //Temperature Set Paint Status
[f] CurrentTirme_TimeStarnp : Date_And_Time //External Server Current Time
[f] CurrentTirme_Status : D\Word //External Server Current Tirme Status

] CounterData (DB 2)

%4 Generic

of (K ¥ BB SV

Name Address PLC type Leng... Origin Access  OPC type Comment

[f] AirConditionervalues Temperature DBZZDBDO  Real 4 Progem RW  Flost Temperature externeal OPC LA Server
1] AirConditionerValues TimeStarmp _Ternp DB20BX40  DastedndTime 8  Program RW  DateTime  Temperature Time Stamp

[I] AirConditioneralues Status Temp  tagan as DE22DBD 12 Diord 4 Progam RW  Uint3? Temperature Status

[i] &irConditionerValues TemperatureSP OpC (ags DBZZDBD 16 Real 4 Program RW  Float Temperature Set Point externeal OPC UA Server
[f] AirConditione Values Time StarpSe DBZZDBX20.0 Dste And Time 8 Program RW  DateTime  Temperature Set Point Time Stamp

1] AirConditionervalues. StatussP DB22.0BDZ8  Dtord 4 Program RW  Ulmt32 Temperature Set Point Status

[ AirConditionervalues. CurrentTime TimeStarnp  DB22.DBX32.0 Date And Time 8 Program RW  DateTme  External Server Current Time

1] irConditionervalues CurrentTirme_Status DB22.0BD40  Diord 4 Program RW  Ulnt32 External Server Current Tirne Status

[edProject | B3 server | B certificat...

CAPS NUM

2.5.6 Start external OPC UA server

Double-click the UA Server icon to start the external OPC UA server
program (from UnitedAutomation). It simulates ' La
several air conditioning and heating systems (air La
conditioner, furnas) and provides operating data mw
(temperature, time value, etc.) as OPC UA tags.

External OPC UA server (air conditioning and heating systems)

wie LA Server = O >
I/0 warning : failed to load external entity "file:///

UA_Server_ Beispiel/uanocdesetimport.xml”

Server opened endpoints for following URLs:
opc.tcp://TTi-Yellow: 48811

Press x to shutdown server

The external OPC UA server has the endpoint URL.:
opc.tcp://TTi-Yellow:48011

Since there is no name server (DNS server), the absolute endpoint
URL must be used:
opc.tcp: //192.168.1.10: 48011

2.5.7 Adding a server

There are two options to add an external server. This can be done
via the IBH Link UA or using the IBH OPC UA Editor.

I —————————
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2.5.8 Option 1: Adding a server via the IBH Link UA

In the IBH Link UA web browser window OPC Client click Add
Server. Enter the endpoint URL opc.tcp: // 192.168.1.10:48011.
Click the icon and select the Security Policy.

¥ IBH Link UA - OPC Client X

&« C o © & 192.168.1.14/2_=/opc_dient @ o e X =
E'EM L) 0 ; Logout | Update password quad-core
------------------------ Add Server| add variable o read | Convectvariable | x| | & | Upload client XL configuration | Download client XML configuration | | Delete client configuration |

elicky
""" Discovery Servers x

Ul of & computer with discovery serice running
ni
,,,,, [opc.opi//152,168. 1,10 4a011 AL ‘

,,,,, Publishing interal [ms] Synchroneous read: [ Usemarne (leave ernpty for none) I:l Pagsward (leave empty for none) l:l

Security Mode
UrityPe Jone Haone

opcitop 10z, http:/jopcfoundation.org/Us/SacurityPolicy #B asic2s6 Sign
________________________ urni TTLYELLOW: .. UaServerCop@TTIYELLOW  ope.top:/f102... http:/jopdoundation.org/Us/SecurityPolicy #B asic256 SignandEncrypt
OPC C"ent urni TTIVELLOW: .. UaServerCpp@TTISELLOW  opectopif/f192... hittp:/fopcfoundation.org/Us/SecurityPolicy #Basic2565ha256 Sign
———— Ui TTIXELLOW: . UaServerCpp@TTIVELLOW  ope.top:f/192. hitp:/fopdfoundation.arg/Us/SecurityPolicy#Basic2565ha256  SignandEncrypt
< >

Remate server certificate details

Common Name UaSenverCpp@TTH
,,,,, Organization Organization
Organization Unit Unit
........................ Lacality Locationhlame
State:
———— Country DE
alid from 20160401
""" aild 1o 20210331
........................ Application URL: T :UnifiedAutomation: UaServerCpp
Encryption strength RSA-SHA2EB - 2048 Bit

The cettificate is valid. |

|

lBHsofte ] |
— — |

wiibhsoftec. com Contact Wiki [ 4 % UA

For the data transmission Security Policy None were selected.

< C @ © & 192.168.1.14/2_= fopc_client @ 1y InND e X O =
%m L) Logout | Update password quad-core

Connected Servers ¥ | Status

() urm: TTIXELLOW: UnifiedAutomation:UaServerCpp (opetep:/f192,168.1,10:48011) & Good (000000000} SecurityPolicy #Mone
< >
Add Server ‘ Add variable to read ‘ Connect variable | X | @ Upload client XML configuration | Download client XML configuration |

,,,,,,,,,,,,,,,,,,,,,, Delets client configuration No read variables are added

The server - UaServerCpp (opc.tcp: //192.168.1.10: 48011) is
connected. The status of the external OPC UA server is good. No
read variables are added.

Add external data

Right-click on IBH Link UA in the IBH OPC UA Editor and execute
the Add external data ... command.

[ example 5 - Server - Server connection.opu - OPCUAEdit

File Edit Help

= Name of the server connection

Name IBH Link L&
= Server address

Host name £ Address 192168.1.14

- {f PLC41E

; New server connection...
L7 Variables

Hew contral...

Properties...

Add external data.®

Add modbus configuration...

Tmport...
Export..

____________________________________________________________________________________________________________________|
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Clicking on Add External Data... opens the IBH OPC UA Editor
dialog box.

IBH OPC UA Editor

) Take over current configuration of external data from server
" IBH Link U&?
Yes Mo |

If the external server UaServerCpp (opc.tcp: //192.168.1.10: 48011)
has already exists in the IBH Link UA, you can click the Yes button in
the opened dialog box. The configuration of the external server (OPC
tags, names etc.) is transferred into the IBH OPC UA Editor.

OPC server adopted as external data

example 5 - Server — Server connection.opu - OPCUAEdit

File Edit Help
Nd @@
Project LRl | = Name of the server connecti
. ~ Name | um.TTI-‘KELLEIW.UnmedAutDmallun.UaSelvelCDDI
Bo Kbl M B Server address
=45 IBH_Link_UA, Host name / Address 192.168.1.10
-l PLC41E Port 48011
- Variables URL ape.top: /192 16811048071
E-J; External data Inverse connection Mo
Bl Connected Senvers B Security settings
ﬁ urni TT-YELLO%V:UnifiedAutornation:UaServerCpp Security policity Mohe
- Variable transfer (Tare) Message mode Hone
i P97 User-defined variables E Authentication settings
4 MOTT configuration Login Anonpmovs
Session name
= Other settings
:Project %Ser\per ‘%Cemflcates
CAPS NUM

2.5.9 Option 2: Add server viathe IBH OPC UA Editor

The server - UaServerCpp (opc.tcp: //192.168.1.10: 48011) - does
not exists in the IBH Link UA web browser window / OPC client.

m example 5 - Server — Server connection.opu - OPCUAE dit

File Edit Help

JE5Hd & @

Project [= Mame of the server connection

i . - Mame IBH Link LA
?—l”' & x PSR ]

= Server address

W Host name / Address 192160.1.14
(il FLCHE

= Mew server connection...

(] Wariables

Mew control...

Properties...

Add external data..:’ |

Clicking on Add External Data... opens the IBH OPC UA Editor
dialog box. Click the No button to close the dialog box.

IBH OPC UA Editor

7~ Take over current configuration of external data from server
&Y IEH Link UA?

Yes No I
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The New external server connection command opens the dialog
box to configure an OPC UA server to reading variables.

m example 5 - Server — Server connection.opu - OPCUAEdit

File Edit Help

LNEH & @

' RN )
=45 1BH_Link_LLA

=-fiil PLCHE
L L H  Variables

é...ﬂ; External data

i Connected

Project Al | Server name

Server address  UAresource name

ﬁ’ Variable transfer

right click
Mew external server connection... |

----- 221 User-defined variables

Delete server connection... *¥click)

Properties...

l ;zprojectl @Ser\rer |@Certificates <

The connection data to the external server — Air Conditioner —
(IP address 192.168.1.10: 48011) must be specified.

m External server connection

—Server address:

Marme of the server connection: I I AirConditioner
)

¢ Host name or [P address I 192.168.1.10
Part: I 45011

enter

 URL ope.kcpe {192, 168,1, 10:48011

Select endpoint ..

—Security settings:

« ?_\.I.gne' —Message maode:
" Basic128Rsals  Signatur
" Basicz56

o Signature and Encryption

" BasicShazge
' Aes1285hazSeRsa0aEn

" Bes2S65ha2SeRsaPss

—Inverse connection:

[~ Connect invers

Properties. .. |

—Login:
& Anonymous

™ User name and password

User name: I

Passwork: I

I~ Store

Publishing intervall {ms) I 500

I~ sSynchronized reading

Variables farmat: ICompact

confirm

Ok Cancel |

Help |

Select end point

By clicking the Select endpoint button, a
connection to the specified OPC UA server
is established. If the connection is successful, possible encryptions of
the data to be transmitted are displayed for selection in the opened

dialog box.

Select endpoint... |

TTI
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The desired security procedure for the data exchange between the
IBH OPC Editor and the OPC UA server (IBH Link UA) must be
specified.

Endpoints of Discovery Server opc.tcpy//192.168.1.10:48011

Security policiby Message mode Key strength

ht pcfoundation.orgfUA Security! olcy#BaschSE (Seleci ign 2 i
ht 'opcfoundation.org/UsSSecurityPolicy #Basic256 SignandEncrypt 2045 it
http:/ fopcfoundation, orgfUA) SecurityPolicy #Basic2565haZs6 Sign 2043 Bit
http:fopcfoundation.orgfUs) SecurityPolicy #Basic2565hazse SignandEncrypt 2045 Bit
Certificate: Connection:

Hame: W Endpaint LRL: [ opc. top: [ITTE-YELLOW 4501 L
rganization: ’m Application URT: | urn; TTI-1; UnifiedAutamation: UaServerCpp
Organization unit: Uit S0 S | TTIL
Location: [Locationtiame 1P address: |
CHiEE Certificate settings:
State: ’057 Encryption strength: ’W
Signature algarithm: SHAZSE
The certificate is valid walid from: IW
“alid until: IW

m
oF Cancel | Help

2.5.10 Variable transfer - define source and target variables

m example 5 - Server — Server connection.opu - OPCUAEdit

File Edit Help
G d @@
; Liie
b LEEN W, ) @ Source : 0 Destination | IBH_Link_UA::1BH_Link_LIA. Pl Remove all child connections...
545 1BH_Link_LiA, [ (j IBH_Link_UA E(j IBH_Link_U& Connectvariable. g \
E|-- PLCA16 I El"' PLC416 ‘ Connect variables (standard parameters) ‘
L Variables = Objects -1 F (Flag} -
=- ‘]3 External data =8 | BuildingAutormation = LJ AirConditioneryalues (DE )
E| o Cunnected Servers EV‘& AjrConditioner_1 SR Termperature | f a e
H - @ Humidity : Double - TimeStamp_Ternp : Date_And, T\me fiTernperature Time Stamp
ﬁ; ¥ HumiditySetpoint : Double it @ Status_Temp : DWWard ffTemperature Status
: __f_Jj‘ Usaroe inasvenkies - @ PowerConsumption : Double oo TemperatureSP : Real /fTemperature Set Point externeal OPC UA Server
© ) MGTT canfiguration - i State : Boolean - TimeStampSP : Date_And_Time //Temperature Set Point Time Stamp
¥ State: Boolean W StatusSP : DWord /fTemperature Set Point Status
- StateCondition - CurrentTime_TimeStamp @ Date_&nd_Time //External Server Current Time
- @ Ternperature : Double Loo@ CurrentTime_Status : D¥Word //External Server Current Time Status
@ TemperatureSetPoint : Double -1 CounterData (DB 2)
[]---V‘B AjirCaonditioner_10 - Generic
-4 AirConditioner_2 [0 UA Nodes
-t AirConditioner_3 2} (_.] AirConditioner
Source server Source variable Destination server Destination variable Data type Source name
Jprmed :&Sen-er F_TéCerlificates
CAPS NUM

The OPC UA variable connection is adopted by marking the source
and target variables and then clicking the Connect variable
command (standard parameters). The connection is displayed.

XSV
Tl e e e e e e T | R I AACTE B st T
Connected variable

The Connect variable... command opens the Parameters for

reading the variables dialog box. The ID of the variables, the names

and data types are displayed here. Sampling interval, queue entries

and possibly the index area can be adjusted.
_______________________________________________________________________________________________________________________|
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- Source variable:

Variable ID: I AirConditioner 1. Temperature

Display name: I Temperature

Data bype: I Double

Sampling inkerval [ms]: Looo adjust settings
Queue entries: 1 ¥ Reject oldest gueue entries
Index range:

- Destination variable:
Yatiahle ID: I IBH_Link_LWa.PLC416, AirConditionerYalues. Temperature

Display niame: I e

Data bype: I Float

Index range:

.confirm

oK I Cancel | Help

If the connection of a variable (value) has been done, the time stamp
and status of the source variable are offered.

Variable links

example 5 - Serve

Server connecti

opu - OPCUAEdit

Eile Edit Help

NER &
K Ciid
e ¥ Ca i@ Source 1 0 Destination : 0
285 1BH_Link U, % AirConditioner 1 A BH_Link_UA
PLCAT6 g StateCondition DLC:‘Z
5 Variables - # Temperature : Double g
-0y External data 4 IBH_Link_ U Temperature : Float

£ Connected Servers ) S SEEEE Ternperature ; Real //Temperature externeal OPC UA Server
 Variable transfer @ TimeStamp : DateTime TimeStarnp_Temp ; Date_And_Time //Temperature Time Stamp

27 User-defined variables 5 TemperstureSetPoint: Double Status_Temp : DWord //Temperature Status

& MQTT configuration 5 IBH_Link_UA: TernperaturesP : Float TernperatureSP : Real //Ternperature Set Point extemeal OPC UA Server

TimeStampsP : Date_ind_Time /{Temperature Set Point Time Stamp
StatusSP : DWord //Ternperature Set Point Status

CurrentTirme TirmeStamp : Date_And_Time //External Server Current Time
CurrentTime_Status : DWord //External Server Current Time Status

@ ServerStatus : ServerStatusDataType -+ CounterData (DB 2)

@ Buildinfa: Buildinfo {3 Generic

- # CurrentTime : DateTime 3 UA Nodes

3 1BH_Link_UACurrentTime_TimeStamp : DateTime || 6143 AirConditioner

@ Status ; StatusCode

@ Status ; StatusCode
@ TimeStamp : DateTime

Server

sbe688b8

KIY

Source server Source variable Destination server  Destination variable Data type Source name Destination name
urnTT-YELLO...  Termperature I1BH_Link_U&, Temperature Double / Float AirConditioner 1. Temperature IBH_Link_U&.PLCA16.AirConditionerValues Temperature
urniTT-YELLO... Temperature TimeStamp 1BH_Link_UA TimeStamp_Ternp DateTime AirConditioner_1.Temperature TimeStamp IBH_Link_UA.PLC416.AirConditionervalues. TimeStamp_Temp
urnTT-YELLO...  Ternperature, Status I1BH_Limk_UA&, Status_Ternp StatusCode /UInt32  AirConditioner_1 Temperature Status IBH_Link_U&.PLCA16.AirCondition ervalues. Status_Termp
urn:TT-YELLO... TernperatureSetPoir 1BH_Link_UA TermperatureSP. Double / Float AirConditioner_1 Temperature SetPoint IBH_Link_UA.PLC416.AirConditionervalues TemperatureSP
urnTT-YELLO...  TernperatureSetPoint.TimeStamp  1BH_Link_UA TimeStarmpSP DateTime AirConditioner_1 Temperature SetPaint TimeStarp  1BH_Link_UA.PLCA16.AirConditionervalues TimeStampSP
wrniTT-YELLO., - TernperatureSetPoint.Status 1BH_Link_UA StatusSP StatusCode £ UInt32  AirConditioner_1.Temperature SetPoint. Status IBH_Link_UA.PLCA16.2irCondition eralues.StatusSP
urn:TTI-YELLO, CurrentTime IBH_Link_UA&, CurrentTirme_TimeSt.. DateTime 2258 IBH_Link_U&.PLCA16.AirConditionerValues.CurrentTime_TimeStamp
wrniTT-YELLO..,  CurrentTime Status 1BH_Link_UA CurrentTime_Status StatusCode £ UInt32  2258.Status IBH_Link_UAPLCAT6.AirConditionervalues CurrentTime_Status

[AProject | B server | B Certifiates
T

2.5.11 Transferring the configuration to the OPC UA server
(IBH Link UA)

A right click on the Server icon (IBH Link UA) opens the context
menu.

m example 5 - Servel

File Edit Help

LNEZ A &

= [Name of the server connection)

Mame IBH_Link_Ll&,
= Server address
Host hame / Address 1521681.14

New server connection...

{H Variables
J; External data

New control...

» Connected Servers
. Transfer selected configuration to the OPC UA Server, "
=% Variable transfer

EST User-defined variable Read complete configuration from OPC UA Server... Ec:lx:k
& MOTT configuration

Impaort...
Export...
[ Other settings
“ariables format Compact

[ Project %Ser\-er |@Certmcates |Name of the server connection ‘

CAPS NUM
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The command Transfer Selected Configuration to OPC UA Server
command opens the Transfer Configuration to Server dialog box.

Select the server IBH Link UA and then click Start. The configuration
is transferred to the IBH Link UA. Successful transfer is displayed.

[] Transver configuration to the server

Name of the server connection | Transfer | Status
0%
[} Transver configuration to the server
<

Hame of the server connection | Transfer | Status
i TBH_Link_UA

100%  Server is being restarted

Transver configuration to the server

Mame of the server comnection | Transfer | Sighus
< 1BH_Link_UA 100 % [Transfer successful |
Start
< >
J.click’

Start | Close | Help

The successful transfer is displayed.

If a certified data exchange between the IBH OPC Editor and the
IBH Link UA has been selected, the exchanged certificates must be
trusted (see chapter Trust certificate, Chapter 1, page 1-40).

2.5.12 Displaying the links

The connections are displayed in the IBH Link UA web browser
window OPC Client.

- B 1BH Link UA- OPC. Client * —

&« C © & 192.188.1.14/7 = /ope_dient @ moe ® o =
QEE L] is running Logout | Update password quad-core
ted Servers

urribhlinkua_001416: IRl

tec IBHLINkUA ( 68.1.14:48010) Gaod
¥ 153 urn: TTIYELLOW: Unifiedfutomation: UaServerCpp {opc.top:/f192.168.1.10:48011) % Good
"""""""" [T & airConditioner_1.Temperature]

7777777777777777 =durn:ibhlinkus_001416:1BHsoftec IBHLnkUA (opetep://192,168,1.14:48010).IBH_Link_UA.PLC416 AlrConditionervalugs Termperature
v @ pirConditioner_1 Temperature. TimeStamp

rrrrrrrrrrrrrrrr =4 urn:ibhlinkua_001416:1BHsoftec: IBHLInkUA (ope.top://182.168.1.14:48010) 18H_Link_UA.PLC416 AirConditionervalues TimeStamp_Temp

¥ & airConditioner_1.Temperature Status

"""""""" = urn:ibhlinkua 001416:1BHsoftac:IBHLINkUA (ope.tep:/f192.168.1.14:48010).1BH_Link_UA.PLC416.4irConditionervalues. Status_Temp

,,,,,,,,,,,,,,,, ¥ & airConditioner_1 TemperatureSetPoint

=4urn:ibhlinkua_001416:18Hsoftec:IBHLINkUA (ope.tep:/f192.188.1.14:48010).18H_Link_U& PLC416 ArConditionervalues TemperatureSP
¥ @& airConditioner_1.TemperatureSetPoint.TimeStamp

=€ urn:ibhlinkua_D01416:1BHsoftec: IBHLinkUA (opctop://192.168.1,14:48010).IBH_Link_UA.PLC416 AirConditionerialues. TimeStampsp

¥ AirConditioner_1.TemperatureSetPoint. Status
__ 4 urn:ibhlinkua 001416:1BHsofteciIBHLInkUA (opcten: //192,168.1,14:48010).1BH_Link_UAPLC416 AirConditionerialues StatusSP
=& urn:ibhlinkua_001416:1BHsoftec: [BHLinkUA (opc.top:/f192.168.1.14:48010) I8H_Link_UA PLC416.ArConditionervalues .CurrentTime_TimeStamp
@ CurrentTime TimeStamp
¥ @ CurrentTime.Status

=€ urn:ibhlinkua_D01416:1BHsoftec: IBHLinkUA (opctop://192.168.1,14:48010).1BH_Link_UA.PLC416 AirConditioneryalues CurrentTime_status

,,,,,,,,,,,,,,,, Add Server | Add variable toread | Connect variable ‘ ﬂ | & Upload client XML configuration ‘ Download client XL configuration

Delete client configuration

lBHsoftec g IBH Link UA

407G UA server  client
wwwibhsofiec com  Contast  Wiki \

In the IBH Link UA web browser window Siemens Slots, the CPU
(PLCA416) connected via the IBH Link UA is listed with the OPC tags

data block AirConditionerValues [DB22] selected in the IBH OPC
UA Editor.
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Siemens slots - Project CPU 416 TIA 16 server - server

- . [BH Link UA - Siemens sots * —

< ¢ @
- )

warwd ibhsoftec. com

NBHsoftec

© A& 192.168.1.14/7_=/opc_slots - & In O e ¥ =
Logout | Update password quad-core

»Slot 2
¥ OPC Project
¥ IBH_Link_Ua
YPLC416
DeviceManual
DeviceRevision
HardwareRevision
Manufacturer
Maodel
RewisionCounter
SerialMumber
SoftwareRevision
¥ Programs
SupportedTypes
¥ AirConditionervalues
Temperature
TimesStamp_Temp
Status_Temp
TemperatureSp
TimesStampsP
Statussp
CurrentTime_TimeStarmp
CurrentTime_Status

> Tasks
DeviceHealth
Delete slot ‘ Delete all | Load OPC Editor Project | Save OPC Editor Project ‘
Insert SofifLc | Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK |

|

The browser window Diagnostics displays the status of the
connection IBH Link UA — PLC / CPU 300 TIA 16.

- B IBH Link UA - Diagnostics
e

¢ @
S=M. e

Controller diagnostics

""""""""""" @ - PLC41E

Logout | Update password

Client diagnostics Network diagnostics System Log

I S o e

192,168.1.10:102 15.8.2020 9:22:12 PLC

N N

© & 192.168.1.14/7_=/diaglistview R

N O & =

quad-core

Connection established (6ES7 416-3EROS-0AB0)

Clear diagnose g

2.5.13 OPC UA server information online

Information from the OPC UA server connected online with the
PLC416 are displayed.

IBH Link UA

m example 5 - Server — Server connection.opu - OPCUAEdit

File Edit

Help

E MName of the server connection
MName IBH_Link_L&

E Server addiess

. Host name / Address 192.168.1.14
% Warisble transfer
Port 48010
-3 UANodes URL opstep /132 1681, 14:48010

Irwerse connection No

B Security setlings
Security policity Maone
Message mode Maone

E Authentication settings
Login Anohumous
Session name example 5 - project: CPU 416 TIA 16 server - server

= Other settings
“Variables format Compact

[Arroject [ server ] B certii.. |

CAPS NUM
- _______________________________________________________________________________________|]
TTI Trans Tech International® 2020 IBH Link UA Training




Page 2-56 IBH OPC UA Editor - Configuration Examples Chapter 2

Show variable transfer

Mark Variable transfer to display the status of the OPC tags in the
right server window. The status of the OPC tags is updated
continuously.

[l example 5 - Server — Server connection.opu - OPCUAEdit

File  Edit Help

N d & @

Source server Source variable Destination server  Destination variable Data type Value
=545 1BH_Link_Li, [1] urnTN-YELL M Unifie déutamation:aServerCpp  Termperature 1BH_Link_LIa, Ternperature Double / Float 719896
=-{fil PLCA16 [I] urn TI-YELLOW: UnifiedAutomation:UaServerCpp  Temperature TimeStamp IBH_Link_U, TimeStamp_Temp DateTime 2020-08-15T10:04:26. 8562
BirConditioneryalues ||| [ umiTT-YELLOWA UnifiedAutamation:UaServerCap  Temperature. Status 1BH_Link U Status_Temp StatusCode 7 Uint32 | 0
< [ [1] urniTN-YELL OV Unifie deutamation:aServerCpp  TerperatureSetPoint IBH_Link U4, TerperatureSP Double / Float 7
3 UA Nodes m umn TT-YELLOW. UnifiedButomation:UaServerCpp  TemperatureSetPoint TimeStamp  IBH_Link_UA& TirmeStarmpsP DateTime 2020-08-15T09:22:12.8927
[1] urmTN-YELLOMA Unified&utomation:UaServerCpp  Temperature SetPaint Status IBH_Link_UA StatusSP StatusCode /Ulnt22 | 0
[1] urnTN-YELL G Unified®utomation:UaServerCpp  CurrentTime IBH_Link_LIA. CurrentTime_TimeStarnp  DateTime 2020-08-15T10:04:26,8562
m urmnTTI-YELLOW. UnifiedButomation:UaServerCpp  CurrentTime. Status IBH_Link_U&, CurrentTime_Status StatusCode / UInt32 | 0
cor ously
updated
[Arroject - B certfic.. | < >
CAPS NUM

example 5 - Server - Server connection.opu - OPCUAEdit

File Edit Help

Ml | Data type Value Source name Destination name
Double / Float 71.9896 AirConditioner_1 Temperature IBH_Link_UA PLCA16.AirConditioneryalues Temperature
DateTime 2020-08-13T10:12:23.967Z | AirConditioner_1.Temperature. TimeStamp IBH_Link_UA PLCA16.AirConditioneryalues TimeStarnp_Temp

B9 AirConditionervalues || StatusCode / Ulnt32 | 0 AirConditioner_1. Temperature, Status [BH_Link_U& PLCA16.AirConditioneralues Status_Temp
T Double / Float 7 AirConditioner_1.TernperatureSetPoint |BH_Link_U& PLCA16.AirConditionerValues Temperature P
DateTime 2020-08-15T0:22:12.8027 | AirConditioner_1.TemperatureSetPoint.TimeStamp  |BH_Link_U& PLC416.AirConditionerifalues TimeStampSP

- UA Modes

StatusCode / Ulnt32 | 0 AirConditioner_1 Temperature SetPoint, Status |BH_Link_UA PLCA16.2irCanditioneryalues Status SP
DateTime 2020-08-15T10:12:23.9672 | 2238 IBH_Link_UA PLCA16.AirConditioneryalues. CurrentTime_TimeStamp
StatusCode / Ulnt32 | 0 continuously 2298 Status IBH_Link_UAPLCA16.AirConditioneryalues, CurrentTime_Status
updated
JPraJed | —ziierver I—_Titemf\(." < bd
CAPS NUM

Status — Data block AirConditionerValue [DB 22]

m example 5 - Server - Server connection.opu - OPCUAEdit

File Edit Help

] | Mame Datatype Status  Accessf Value Hode name
= (j IBH_Link_U& m CurrentTime_Status Ulnt32 &OK R [i} IBH_Link_UA.PLCAT6AirConditionerfalues.CurrentTime_Status
Eil i) PLCAE El CurrentTime_TimeStamp  DateTime  &0K R/ 2020-08-13T10:16:14.660Z | IBH_Link_UAPLCA16AIrConditionerValues.CurrentTime_Time Stamp
=] Iil StatusSP Ulnt32 &OK Riif 1} IBH_Link_U&PLCA16.AirConditioneryalues, Status SP
& Variable transfer [I] Status_Temp Ulnt32 &OK R |0 continuously | |BH_Link_U&.PLC416.AirConditioneralues. Status_Temp

3 U Nodes [I] Ternperature Float &0K Ry | 719343 updated |BH_Link_U&,PLC416.AirConditionerValues. Temperature
[1] Ternperaturesp Float &OK Ru | 72 IBH_Link_UAPLCA16AirConditioner/alues. Ternperature 5P
m TirneStarnp3P DateTime  &0K RW/ | 2020-08-15T09:22:12.892Z | IBH_Link_UAPLCA16.AirConditionefvalues. TimeStarnp SP
El TimeStarp_Termp DateTime  &0K Ry 2020-08-13T10:16:14,660Z # IBH_Link_UAPLCA16AIrConditionefalues. TimeStamp_Termp

;iject | :)-Siewer I-&Cerhf\cales

~
]

CAPS NUM

2.5.14 Status — AirConditionerValue [DB 22] — CPU 416 TIA 16
Server - Server

=4 _:,{!,' i, &= Keep actual values g Snapshot © ﬂ, Copy shapshots to startvalues g & =
AirConditionerValues
Name Data type Offset Startvalue fMonitor value i N comment
| @~ o contimousy
2 |qw Temperature | Real oo 0o F1.97918 Ternperature externeal OPC UA Server
3 4. TimeStamp_Temp Date_And_Time 4.0 DT#1920-01-01-0f DT#2020-08-15-10:18:40.340 | Temperature Time Stamp
4 | Status_Temp Dord 12.0 T6X0 T6#0000_0000 Temperature Status
5 an TemperatureSP Real 16.0 0.0 72.0 Temperature Set Point externeal OPC ..
6 | = TimeStampsP Date_And_Tirme 20.0 DT#1990-01-01-0f DT#2020-08-15-09:22:12.892 | Ternperature Set Point Time Stamp
i e StatussSP Difard 28.0 1620 16#0000_0000 Ternperature Set Point Status
i 4. CurrentTime_Timesta... Date_and_Time 32.0 DT#1990-01-07-0) DTH2020-08-15-10:18:40.340 | External Server Current Time
9 4] = CurrentTime_Status Dword 40.0 TE#0 Qﬁ#DDDD_DDDD ) External Server Current Time Status

I ————————
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2.5.15 UaExpert - Data Access View

With the external OPC server connected information about the
external OPC server are displayed in the UAExpert program window
Data Access View.

Use Drag & Drop to display the variables CurrentTime, Temperature,
TemperatureSetPoint etc. in the Data Access Viewer window.

Server — IBH Link UA

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”

View Server Document Settings Help
z ~
DB B & = X Y e B O
Project & X Data Access View [x]
v [ Praject # Server Hode Id Display Mame Value Datatype  Source Timestamp Server Timestamp  Statuscade
v [ Sewvers 1 IBHLinkUA@ib... NS4|StringllBH_... CurrentTime_Status 0 Ulnt32 1 Good
2y IBHLinkUA@ibhlinkua-SC-14 2 BHLkUA@ib.. NS4|StringlIBH_... CurrentTime TimeStamp  2020-08-15TI0:42:58. 1412 DateTime Gaad
- 3 IBHLinkUA®@ib...  MS4|StringlIBH. StatusSP 0 Ulnt32 Good
£ Documents 2 BHLinkUA®@ib.. NS4{StringllBH_... Status_Temp Ulnt32 Goad
[3 Data Access View 5 IBHLinkUA@ib... MNS4|StringllBH Temperature Flaat Good
& IBHLinkUA@ib...  NS4[String|IBH_... TemperatureSP Float Good
Address Space g x |7 IBHLinkUA®@ib...  MS4|String]IB) TimeStampSP 2020-08-15T09: DateTime Good
- g IBHLinkUA®ib...  NS4[String]IBl TimeStamp_Temp 2020-08-15TI0: DateTime Good
& | Mo Highlight -
123 Root
ag &
~ 3 Objects Drag & Drop
&% Client
% DeviceSer ( Data Access Yiew \
& MaTT
& Modbus # Display Mame Walue Datatype Source Timestamp
M ?ic;uala 1 CurrentTime_Status 1] Ulnti2
2 CurrentTime_TimeStamp 2020-08-15T1:21:30.5002 DateTime
# DeviceHieaith 3 StatusSP 0 Ulnt32
@ DeviceManual 4 Status_Temp i} continuously Ulnt32
M z""r’R"’R‘"""_ 5 Temperature 248 updated Float
¥ HardwareRevision @ TemperatureSP 72 Float
¢ Manufacturer 7 TimeStampSP 2020-08-15T08:22:12,8922 DateTime
¢ Model 2 TimeStamp_Temp 2020-08-15T1 0.500Z DateTime
v & Programs /
~ [ AirConditionerValues
CurrentTime_Status
CurrentTime_TimeStamp
StatusSP
Status_Temp
Temperature ( Data Access Yiew \
TemperaturesP =
TeStamp P # Server Mocle Id Display Mame
TimeStamp_Temp I IBHLinkUA@ibhlinkua-SC-14  NS4|StringlIBH_Link_UAPLCA16.ArConditionerValues. CurrentTime Status CurrentTime_Status
= o = 2 IBHLinkUA@ibhlinkua-5C-14 N54|String[\BH_Link_UA.PLC irConditionerValues.CurrentTime_TimeStamp CurrentTime_TimeStamp
) SupportedTypes 3 IBHLinkUA®@ ibhlinkua-5C-14 MS4|String|IBH_Link_UA.PLCA irCanditionerValues. StatusSP Status SP
@ RevisionCounter 4 IBHLinkUA®@ ibhlinkua-5C-14 M3 String|IBH_Link_UA.PLCA16.AirConditionerValues.Status_Temp Status_Temp
@ SerialNumber 5 IBHLinkUA@ibhlinkua-5C-14 RS4|String||IBH_Link_UAPLCA18 AirConditionerYalues. Temperature Temperature
@ SoftwareRevisian 13 IBHLinkUA@ibhlinkua-5C-14 M54 String[IBH_Link_UA.PLCA16.AirConditionerYalues TemperatureSP TemperatureSP
& Tasks 7 IBHLinkUA®@ibhlinkua-5C-14 MS4|String|IBH_Link_UAPLC4 irCanditionerValues. TimeStampSP TimeStampsP
& server g IBHLinkUA@ibhlinkua-5C-14 M4 String|IBH_Link_UA PLCA16. AirCanditionerValues, TimeStamp_Temp TimeStamp_Temp
D Slots
(2 seations
120 Types
12 Views

Server — UaServerCpp (Air conditioner)

File View Sever Dacument Settings

Help

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

= % — o™
DB =2 XA BRED
Project & X Data Access View Q
v [3 Project # Server Macdle Id Display Mame Value Datatype  Source Timestamp Server Tmestamp  Statuscade
3 Severs I UaServerCp.. NS3[StringlAirCand... Temperature 7 Double 1 Gaad
@) UsServerCpp@Tn-veLLow ] | |2 UaSeverCp.. NS3[SuinglAirCond.. TemperatureSetPoint 2 Double Gaod
3 UaServerCp... NSONumericl2258  CurrentTime 2000-08-15T10:49:01.408Z  DateTime Gaod
~ [ Documents
[ Data Access View
Address Space 8 X Drag & Drop
3 Mo Highlight -
123 Roat
~ [ Objects Data Access Yiew
~ [ BuildingAutomation - -
d = Server Made Id Display Mame

~ & AirConditioner_1

@ Humidity

&% StateCondition

@ Stop

@ Temperature

@ TemperatureSetPoint
&% AirConditioner_10
12 Demo

.

| UaServerCpp@TT-YELLOW
2 UaServerCpp@TTI-YELLOW
3 UaServerCpp@TTI-YELLOW

MS3|StringlAirConditioner_1. Temperature

MS3|String|AirCanditioner_1. TemperatureSetPoint  TemperatureSetPoint

FMSOMumeric|2258

Temperature

CurrentTime

v

( Data Access Yiew

1

v & server # Display Mame Yalue Datatype Source Timestamp
& Alarmshloblodes 1 Temperature ] Daouble 1301148662
&% ServerRedundancy 2 TemperatureSetPoint [ Dauble 11:22:12.892
v @ ServerStatus 3 CurrentTime 2020-08-15T11:11:48.6622  DateTime 131148652 y.
@ Buildinfo -
continuoushy
TecondsTiShutdown
Gl updated
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2.6 Example 6 - CPU 1500/ CPU 1200 (Server — Server
Connection)

A CPU 1211C with a TCP / IP port is connected to a CPU 1511-1
PN, which is also a TCP / IP port.

2.6.1 Device configuration project CPU 1500 - CPU 1200
The data from a CPU 1500 and CPU 1200 are exchanged.

PLC_1500

Ethernet-Bus

IP Address | g

192.168.1.29[ = g IP Address
192.168.1.16

2.6.2 Exchanging variables

Variables of the PLC 1200 data block CounterValues [DB 5] are
transferred into the PLC 1500 data block ReceivedValues [DB 10]
for further processing.

Variables of the PLC 1500 data block CounterValues [DB 5] are
transferred into the PLC 1200 data block ReceivedValues [DB 10]
for further processing.

PLC 1200 data block ReceivedValues [DB 10]

.. PLC_1200 [CPU 1211C DZDCDC] » Program blocks » ReceivedValues [DB10] - 0 X
=) _“4‘5 Ly 2 =_=_ D?' Keep actual values  [gg Snapshot % ﬂ, b =3
ReceivedValues
MName Data type Offset Startvalue Comment
1 4@ > Static
2 ﬂll L] CM_1500 | Bool 0.0 false Counter is counting 1500
3 4. Mimaluel 500 Int 2.0 1} Minimurm count 1500
4 < = Maxvalue1500 Int 4.0 1} Maximurm count 1500
5 <] = Countervalue1500 It 6.0 1} Counterwalue1500
6 4 = CounterStatus1500  DWword 5.0 Te#0 Counter status1500
i ] CountefTimeStamp  String 12.0 " Counter Time Stamp

The values are read from the PLC 1500 as OPC tags. The status of
CounterStatus1500 should also be transferred for monitoring
purposes.
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The TimeStamp of CounterValue1500 cannot be accepted directly. A
CPU 1200 does not recognize the data type Date_And_Time.

A conversion of Date_And_Time into data types that the CPU 1200
understands could take place in the PLC integrated in the
IBH Link UA.

PLC 1500 data block ReceivedValues [DB 10]

.. 1900 - CPU 1200 » PLC_1500 [CPU 1511-1 PN] » Program blocks » Received¥alues [DB10]

¢ ZF B, @ = T keepactualvalues g Snapshat ™| ¥ copysnapshotsto startvalues . & Y H

ReceivedValues

MName Data type Offset | Startvalue Comment
1 <@ ¥ Static
2 |4qa|n. ORl1200 | Boal 0.0 false Counter is counting 1200
ERNL T Minvaluel200 Int 2.0 1] Minirnum count 1200
4 <= Maxvalue1200 Int 4.0 ] Maximurn count 1200
5 < = Countervaluel200 Int 6.0 a Counter value 1200
6 < = CounterStatus] 200 Diword a.0 T6&#0 Counter status 1200
7 |4 n. CounterTimeStamp1200  Date_And_Time 120 DT#1990-01-01-00:00:00 Counter Time Stamp 1200

The values are read from the PLC 1200 as OPC tags. The status
and the TimeStamp of CounterStatus1500 should also be
transferred for monitoring purposes.

Note:
The S7 communication - GET and PUT (allow access via PUT /
A GET by remote partner) in the program of the CPU1200 and the
v CPU 1500 must be activated.

The IBH Link UA Server cannot access DB variables in an optimized
data block (DB) of an S7-1200 CPU / S7-1500 CPU.

2.6.3 Calling the IBH OPC UA Editor
Double-click the IBH OPC UA Editor icon to

open the program window. HM
F
Open the Project window by | ||
clicking on the Project tab. [ Project [ server | P2 Certificates
Open the New Server BE] Untitled - OPCUAEdit

Connection dialog box Wlth File | Edit | Help ‘(m
the New Server Connection ][]  Mew server connection |

command from the Edit menu
or by clicking the icon.
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The new server connection setup was explained in example 1 (see
chapter 2, page 2-3.

m Server connection properties

—
Mame of the server connection: | | IBH_Link_L&

—Server address:

% Host name or IP address I 192,165.1.14

Park: I"rBUlU
" URL IDDE.tEp:,I',I'l'E'Z.158.1.14:48010

Select endpaint. ..

e |

—Security settings:
\FN&J —Message mode:
" Basicl28Rsals € Signatur

™ Basic256 € Signature and Encryption

" Basicshazse
" aes1285hazS6Rsalasp

—Inverse conneckion:

[T Connect imvers Properties. ..
{7 Aps2SASha?SERsaPss
:T_-:ugin: |
- i« F'.nl:unyml:uus_J
™ User name and password
User narne: I
Passwark: I [T skore

I example 6 CPU 1200 connec!

=

Session Marme:

Yariables Format:

Ik Cancel | Help |

The settings for the connection to the IBH Link UA OPC UA server
are displayed in the right part of the project window.

ICDmpact

example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

Eile Edit Help

N5 & @
= Mame of the server connection
. . Mame IBH_Link_LlA
4'2”‘ _@r K 4GBt 4 = Server address
Host name / Address 132168114
Part 48010
URL ope.top:/192.168.1.14:48010
Inverse connection Na
= Security settings
Security policity Mone
Message mode Mone
[E Authentication settings
Login Anonymous
Sestion name example & CPU 1200 connected to CPU 1500 TIA 16
= Other settings
Wariables format Campact
I;ZProJect I@Semer |@Certifi.‘. | |

CAPS NUM

___________________________________________________________________________________________________________________ |
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2.6.4 Inserting a New control (PLC)

The New control command from the context menu (or menu Edit /
New control) opens the dialog box New control to specify the access
to the control (CPU).

example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help

NZ 4 & @
Project = Mame of the server connection
- Mame IBH_Lirk_ LA,
?y @‘- K ‘* 3 d * @ E Server address
""" ‘i Tight click Host hame / sddress 192168114
48010

L5 S W T opc.top:##192.168.1.14:48010

| Mew contral... Mo
Properties...

Add external data... None
Maone
Transfer selected configuration to the OPC UA Server...
Read complete configuration from QPC UA Server... Anonymous
example & CPU 1200 connected to CPU 1500 TIA& 16
Import...
Export... Compact

T
l;aProject |@5enrer | B2 centifi... ||

CAPS NUM

New control dialog box — PLC_1500

m Mew control

Control pame: | | PLC_1500

Host name | IP address:| | 192.168.1.29

—Protocol:

i 57 TCPIIP Rack nurnber I 0 Slat number; I 2

—Position of the target module;

o

£ Target modul at the same rack

£ Via MPIL/DP subnet accessible rack

MPI/DF address of the target CPU: I 2

£~ Wia TCP/IP subnet accessible rack

TCP(IF address of the target CF‘LI:I o, o . o0 .0

" Via H1 subnet accessible rack

H1 address of the target CPL: I 00,00,00,00,00,00

Subnet ID:I 000 . IDDDD
™ 57 200 TCR{IP
N I Own TSAP: | 0100
" 57 1200 TCR{IP
|:|1|:|1
[;;- 5 F.‘EJ PLC TSAP:
CO click 1\
o4 Cancel | Test conneckion, . | Help

TTI
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Test connection

. . Test connection, ...
After completing the New Control dialog

box, the connection to the online connected CPU can be tested.
Information about the successful connection is displayed.

IBH OPC UA Editor

| The connection to the PLC PLC_1500 has been successfully
' tested.

| T o7 TobT ToFTIP

confirm

[0]4 Cancel | Test connection. ... | Help |

To accept and close the New control dialog box settings click on OK.

Two CPUs in the project.

Right-click on the Server ... icon (IBH ?yﬁé Kbad t @
Link UA) and select from the context Shae] CHLnk L2
menu the New Control commandto || L.

open the New Control dialog box again.

New control dialog box — PLC_1200

m MNew control

192,1658.1.16

-

Control name:rPLc_IZUU

Hosk name J IP address:

—Protocal:

57 TCRjIP Rack nurmber: IU Slat rurmber: I z

— Position of the target module:

£ Target modul at the same rack

£ Yia MPI/DP subnet accessible rack

MPLDP address of the target CPLE I z

£ Wia TCP/IP subnet accessible rack

TCPYIP address of the karget CPU:I o .0 .0 .0

€ Wia H1 subnet accessible rack

H1 address of the barget CPU: I 00.00.00,00.00,00

Subriet ID:I 0000 , | 0000

7 57 200 TCRIIP ——
i Owin TSAP: [| 0100
& 57 1200 TCR{IP
PLC AR || 0101
57 1500 TCR{IP
e

)

QF Cancel | Test connection, ... | Help |

Test connection

After completing the New Control dialog Vet anEea.. ..

box, the connection to the online connected CPU can be tested.
Information about the successful connection is displayed.
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IBH OPC UA Editor

& The connection to the PLC PLC_1200 has been successtully
" tested,

| T o7 ToU0 ToFTIP

confirm

(o4 Cancel | Test connection. ... | Help |

To accept and close the New control dialog box settings click on OK.

2.6.5 Program assignment

The OPC variables from the project are to be assigned to the two
CPUs.

Program assignment PLC 1500

The Assign program command from the context menu opens the
Program selection dialog box.

m example 5, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit
File Edit Help
JgHd & ©
= Mame of the control

. Narme: (FLc_ten ]
o Kpad +a = Oifline )

nt
B4 1BH_Link_LA

Ma program assignment

=] PLC_1500 Program path
il wariables Delete
3-{f) PLC_1200 cut on
(E Variables Copy
Insert &3 192.168.1.29
oo

oo

Assign programr |

Update program assignment....

Properties...

]!
Epruject @Ser\-er ‘%Cer{ificates || |

CAPS NUM

Select the PLC program in the Select program

dialog box. Clicking the Plus symbol in front of .
the TIA symbol of the PLC project, the PLC E{':;:;D
program (CPUSs) is displayed in the project.

m Select program

=l OPC Ui Editar Manual ~
example 1 - CRU 416 57
example 2 - 55 CPU 1030
example 3 - CPU 300 TIA 16
example 4 - CPU 1200 TIA 16
example 5 - Server — Server connection TIA 16
example & - CPU 1500 CPU 1200 conneckion

'E& CPU 1500 - CPU 1200

: PLC_1200

e [ [ [
- - -

]

(@R

-
[ example 8 - Zx CPU 312 57

M- example 9 - modbus connections

[ Mulki CPU's 416 Master TIA e

Path; I A\OPC UA Editor Manual\example 6 - CPU 1500 CPU 1200 connection’

!oonﬁrm H
| Cancel | Help |

I ——————
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The SIEMENS support software TIA Openness is started in the
background. If an error occurs see chapter 1, Special features
when selecting TIA projects page 1-16.

Several notices are displayed.

m Open TIA project A:\OPC UA Editor Manualiexample 6 - CPU 1500 CPU 1200 c... X

Starting TIA& Cpenness,

L] ]

[7] Open TIA project A:\OPC UA Editor Manual\example 6 - CPU 1500 CPU 1200 c... X

Opening praject A:OPC UA Editor Manualiexample 6 - CPU 1500 CPU 1200
connectiontCPU 1500 - CPU 1200, apl6,

m Open TIA project ANOPC UA Editor Manualiexample 6 - CPU 1500 CPU 1200 c... X

El'ranslating device PLC_ISDQ

Cancel

Transferred 1500 PLC program

In the right part of the project window information about the Offline
program assignment are displayed.

m example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help
JE A & @
\ o Mame PLC_1500
HE K ELDB 2o ofine ignment
E (j IBH_Link_U2& hark Program type Tl& program
B Program path ANDPC U E ditor Manualesample & - CPU 1500 CPU 1200 connection\CPU 1500 - CPU 1200.3p16
,_',__| Wariables Station narme PLC_1500 .
=[] PLC_1200 El Dnline connection
L2 Variables Protacal 57 1500 TCPAP
Host name / Address 192168.1.29
Local TS4P o100
Remate TSAP oo
l fz Project I@Ser\ter |@Certif...
CAPS NUM

Program assignment PLC 1200

The Assign program command from the context menu opens the
Program selection dialog box.

example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help

NEH @@
Project E Mame of the control
- Name -F'LE_T2DD
‘,5' & x % =20 1 @ E OFfline program assignment

-3 BH_Link_Ua,

\ Frogram ype Mo program assignment
E|"' PLC_1500 Program path
] Wariables Station name
SR} PLC_1200 Tight clicky El_Online connection
{7 Variables Delete 571200 TCRAP
Cut 53 192.168.1.16

oo
mo

Copy

Insert

Assign programs.. |

Update program assignment....

Properties...

l ;Projectl @Ser\rer |@Certificates

IBH Link UA Training TTI Trans Tech International® 2020
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Select the PLC program in the Select program %
dialog box. Clicking the Plus symbol in front of

the TIA symbol of the PLC project, the PLC Cg;::o

program (CPUSs) is displayed in the project.

m Select program

= OPC A Editor Manual ~
example 1 - CPU 416 57

example 2 - 35 CPU 103U

example 3 - CPU 300 TIA 16

example 4 - CPU 1200 TIA 16

example 5 - Server — Server connection TIA 16

example 6 - CPU 1500 CPU 1200 connection

@ CPU 1500 - CPU 1200

PLC_1200
PLC_1500
example 7 - mulki CPUs 57

example 5 - 2x CPU 312 57

example 9 - modbus connections

Multi CPU's 416 Master TIA v

@x

f W rm B B [T [ - ]

Path: I ANOPC A Editor Manualiexample 6 - CPU 1500 CPU 1200 connection),

foonﬁrm ¥
K | Cancel | Help |

The SIEMENS support software TIA Openness is started in the
background. If an error occurs see chapter 1, Special features
when selecting TIA projects page 1-16.

Several notices are displayed.

'] Ope A project A:\OP A Edito anualexample 6 P 00 CP 0o

Skarting TIA Openness.

'Y Ope A project A:\OP A Edito anualexample 6 P 00 CP 00

Opening praject AOPC UA Editar Manualiexample 6 - CPU 1500 CPU 1200
connectiontCPU 1500 - CPU 1200.apl6,

lll '] Ope A project ANOP A Edito A allexample b P 00 CP 0o
|: Eranslating device PLC_IZDD]
L[] ]

Transferred 1200 PLC program

In the right part of the project window information about the Offline
program assignment are displayed.

m example §, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help

UEHd & @
Project L' 48 | £ Mame of the contiol
. Marme -_PLC_1 200
BE XS 25 ofine ignme;
Program type TIA program
Program path AMIPC UA Editor Manualvexample 6 - CPU 1500 CPU 1200 connectiontCPU 1500 - CPU 1200.ap16
Station narme PLC_1200
ERtifPLC_1200 B Online i

Lo ariables Protocal ST1200 TCRAP
Host name / Address 192.168.1.16

Local TSAP 0100

Remote TSAP oo

I :iProjectl @Ser\ter ||ECEmf.‘.

CAPS NUM
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2.6.6 Define variables as OPC tags

Clicking Variables lists the variables / data (data blocks) from the
PLC in the right part of the project window.

Clicking the Plus icon in front of the variable area symbol displays
the existing variables.

If a variable is selected, it is adopted as an OPC tag and displayed in

the lower part of the window with additional information.

Define PLC_1500 variables as OPC tags

Clicking Variables lists the variables / data (data blocks) from the
PLC in the right part of the project window.

Not all variables were defined as OPC tags.

] example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit
File Edit Help

NEH & @

ML | = 1) Variables

of o Lo n )| B Progomuaisbles
M IBH_Link_UA £ Flag)

-8 BriLink- 50 CounterDsta (DB 5)

ERERIECCRIS00 T @I[0 MinNo1500: Int //miniraurn counter reading (rumber
MaxHo1500. Int //maximum counter reading (nurnber}
Count1500; Bool //Counter is counting
CountingON1500: Bool //Enable counting
CounterValug1500: Int //CounterValue
ived\alues (DB 10y
ON1200: Bool //Counter is counting 1200
MinValu1200: Int //Minimur count 1200
MaxcWalue1200 : Int /fMaximum count 1200

Wariables
£l PLC_1200  marked Variable
{# Variables | (OPC-Tag)

marked Variable

(OPC-Tag) Countervalue1200: Int //Countervalue 1200
CounterStatus1200: DWord //Counter status 1200
- [Z[f] CounterTimeStarnp1200: Date_and_Time //Counter Time Stamp 1200
“t Generic
G % G B gy e /Y
Name Address PLC type Leng.. Origin Access OPCtype Comment
m CounterData.MinMNa1500 (T DES.DBWY 0 Int 2 Program R/ Int16 minimumm counter reading (humber)
|I| CounterData MaxMNo1500 OPC tags DBS.DBYW 2 Int 2 Frogram R/ Int16 maximum counter reading (number}
[1] CounterData, Count1500 DBS.DEX 4.0 Baol 1 Program RW  Boolean  Counteris counting
[1] CounterData.CountingON1500 DES.DEX 4.1 Baol 1 Pragram RW  Boolean  Enable counting
|I| CounterData, Countertyalue1500 DBS.DBYW & Int 2 Frogram R/ Int16 Countervalue
m Recemvedialues.OMN1200 DB10.DBX 0.0 Bool Al Program R/ Boolean Counteris counting 1200
m RecevedWalues.inalue1200 DE10.DBW 2 Int 2 Program R/ Int16 Minirmura count 1200
|I| Recemvedialues.MaxWalue 1200 DE10.DEWV 4 Int 2 Frogram R/ Int16 Maximum count 1200
m Recervedialues.Countervaluel 200 DB10.DBY 6 Int 2 Program R/ Int16 Counter walue 1200
m Receivedialues.CounterStatus 1200 DB10.DBD 8 Diard 4 Program R/ Ulnt32 Counter status 1200
|I| ReceivedValues.CounterTimeStamp1200  DB10.DBX 12.0  Date_And_Time 8 Frogram R DateTime Counter Time Stamp 1200

[Bropa server [ F con..

CAPS NUM

Define PLC_1200 variables as OPC tags
Not all variables were defined as OPC tags.

[ example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit
File Edit Help
Qizd @@
MR | - 1 Variables
& @yl B 1 Program variables
=€ BHLink U 5121 ()
-4 1B Link | £ 0] CounterData (OB 5)
el PLC_1500 [ [I] MinNo1200: Int f/minimum counter reading (number)
| Variables MaxNo1200: Int /fmaximum counter reading (number)
=+l PLC 1200 Count1200: Baol /#Counter is caunting
il ariales CourtingON1200: Bool //Enable counting
CounterValue1200: Int //CaunterValue

taken as
k)| oPCtags

OM_1500: Bool /fCaunter is counting 1300
WinValue 1500 ¢ It /¢Miniraurn count 1500
MaxValue1500: Int //Maximurm count 1500
[ Countervalus1500: Int //Counter value1500
[ [I] CounterStatus1500: D¥/ord //Counter status1500
g [[] CounterTimeStamp : String //Counter Time Stamp

taken as
OPC tags

% Generic

G KBt lY

Name Address PLC type Leng.. Origin Access  OPCtype Comment

[I) CounterData MinNo1200 DBS.DEW 0 Int 2 Program RW  Int1§ minimum counter reading tnumber)

[1] Counterbata Maxhaizoo KeN as pps npyy Int 2 Program RW/  Int1é maximurm counter reading (numbery

[I] CounterData Countizon  CPC180S ppcnpxgo  Bool A Program RW  Boolean  Counteris counting

[I) CounterData CountingON1200 DBS.DBX4T  Bool a Program RW  Boolean Enable counting

[I] CounterData CounterValug1200  DBS.DEW 6 Int 2 Program RW  Int16 Counter¥alue

[I] Receivedvalues ON_1500 DB10.DEX0  Bool A Program RW  Boolean Counter is counting 1500

m Receivedyalues Minvalue1500 DB10.DBYW 2 Int. 2 Prograrn R/ Int16 Minirmurm count 1500

(1] Receivedvalues MaxValue 1500 DBIODBWA It 2 Program RW  Intl§ Maximum count 1500

[I] Receivedvalues Counteralue1500  DBIODEW S It 2 Program RW  Int16 Counter value1500

[I] Receivedvalues CounterStatus 1500 DBI0.DBDS  DWord 4 Program R Ulnt3z Counter status1500

Receivedalues CounterTimeStamp  DB10.DBX12.0  String 256 Program RW  String Counter Time Stamp
|mejen|235er-er [ certif...
CAPS NUM

_________________________________________________________________________________________________________________________|]
IBH Link UA Training TTI Trans Tech International® 2020



Chapter 2

IBH OPC UA Editor - Configuration Examples

Page 2-67

2.6.7

Add external data

With the next steps the variables of the PLC_1200 and PLC_1500
defined as OPC tags are connected...

Right-click on IBH Link UA in the IBH OPC UA Editor and execute
the Add external data ... command.

example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help

NEH @@

E Mame of the server connection
Name 1BH_Link_UA
ol @ ER =
oG KD B 5 Sever address
ERE] IBH_Link LA Host name ¢ Address 192168114
- PLC_T500 Foit 48010
{# Variables Mew server connection. .. 1448010
E-[1l PLC_1200 New contral...
Hvariables|
2dd external data.®
2dd madbus configuration. .

Import...
Export...

0 conmected to CPU 1500 TIA 16

Wariables format

[AProject | B server | certificates

Compact

CAPS NUM

Clicking on Add External Data... opens the IBH OPC UA Editor
dialog box.

IBH OPC UA Editor

W% Take over current configuration of external data from server

&Y 1BH Link ua?

'es

Ma |

Only the OPC tags defined in the IBH OPC UA Editor (PLC_1500
and PLV_1200) are to be used, the opened dialog
box must be confirmed with No.

Mo

2.6.8 Variable transfer - define source and target variables

The OPC UA variable connection is adopted by marking the source
and target variables and then clicking the Connect variable command

(standard parameters).

Variable links: source — PLC_1500 =» target — PLC_1200

example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help

NZHd & @

PR SN W]
E--‘j IBH_Link_U, = ] IBH_Link_U&,
- (il PLC_1500 sl@risn )
5 Variables A1 F(Fls
&[] PLC_1200
. Variables - % WnFoTS0

1Ly External data

10 Connected Servers
ariable transfery

2 User-defined variables

LMD MOTT configuration

-{_ Generic
- PLC_1200
[ UA Modes

[ Receivedifalues (DB 10)

52 5

Destination : 0

%3 IBH_Link_UA&

Wt 7 /minimumn counter reading (number)

@ MaxNo1500: Int ffmaxirmurn counter reading (humber)
@ Count1300: Boal //Counter is countin
# CountingON1500: Bool //Enable caunting
- # Counterfalue1500: Int //Countervalue

% ot connected

teryaluel500: Int16

= v mark)
" 2

not connected

- fa PLC_1500
= IF
-1 F Flag)
B

CounterData (DB 5
f 3 Receivedvalues (DB 10y

@ Co
[ Generic

=+ OM_1500: Bool //Counter is counting 1500
H ¢ MinWalue1500: Int //Minimum count 1500
oty MaxWalue1500 ¢ Int /fMaximurn count 1500
| e CounterValug1500: Int /fCounts

lue1500
<15

nat connected

- Ua Mo

Remave all child connections...

Connect variable.. _
Tiick 1 select], 3

Connedt variables {standard parameters)

TTI
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The Connect variable... (standard parameters) command takes
over the connection of the marked variables directly.

The command Connect variable... opens the dialog box Parameter
for reading the variables. The name, type and ID of the variable are
displayed here. Sampling interval, queue entries and index area can
be influenced.

OPC tags from the PLC_1500 data block CounterData [DB5] are
transferred to the PLC_1200 data block ReceivedVelues [DB10].

If a variable (value) has been connected, the status and the time
stamp belonging to the source variable are offered to be connected.

A 52, 5
Source: 0 Destination : 0
=43 IBH_Link_Ua&, B4 IBH_Link_Ua&,
(i) PLC_1500 o[l PLC_1500

PLC_1200 -1 F(Flag)
- 1 FiFlag) -1 CounterData (DB 5)
= |__1 CounterData (DB 5) a- |__'| Receivedyalues (DB 10
kinMo1200: Int /fminimum counter reading (number) L ON1200: Bool ffCounter is counting 1200
MaxMal1200: Int ffmaximum counter reading (number) 4y MinWalue1200: Int /fMinimum count 1200
Count1200: Bool //Counter is cnuntlng ¢ MaxWaluel200: Int ffMaxirurm count 1200
¢ Countervalue1200: Int /fCourter value 1200
4y CounterStatus1200: DWord /fCounter status [200
kg \BH_Llnk_UA..CountervaIue‘I200: Int16 L4y CounterTimeStamp1200: Date_fnd_Time //Counter Time Stamp 1200
|- Status : StatusCode w1 Benetic
i ot +¢ [BH_Link_UA:CounterStatus1200: Ulnt32 - ' ] PLC_1200
E|D TimeStamp : DateTime -1 UA Modes

LWy IBH_Link_U&:CounterTirmeStamp 1200 : DateTirme
- Receredyalues (DB 10

.. Generic

- UA Modes

The source OPC tags CounterValuel500/TimeStamp and
Count1500 are not connected. The connections are displayed in the
lower part of the right project window.

K7W

Source server Source variable Destination server  Destination variable Datatype Source name Destination name

m IBH_Link U4  CountingON1500 IBH_Link_UA ON_1500 Boolean  IBH_Link_UA.PLC_1500.CounterData.CountingON1500 |BH_Link_UA.PLC_1200 Receivedyalues ON_1500

m IBH_Link_U&  MinMNa1500 IBH_Link_UA, MinWalue1500 Int16 |BH_Link_UAPLC_1500.CounterData,MinNa1500 |BH_Link_UAPLC_1200 Receivedvalues Minyalue 1500

m IBH_Link_U&  MaxMNo1500 IBH_Link_UA, MaxWaluel1500 Int16 IBH_Link_UAPLC_1500.CounterData,MaxMNo1500 IBH_Link_UAPLC_1200.Receivedyalues MaxValue1500

m IBH_Link_U&, Cuunter\fa\uﬂSUU IBH_Link_UA, Cuunter\fa\uﬂSUU Iﬂt16 IBH_Link_UAPLC_1500.CounterData,Counteryalue1500 IBH_Link_UAPLC_1200.Receivedyalues, Counteralueg 1500
m |BH_Link U2 | Countervalue1500 Status | IBH_Link_UA CounterStatus13 StatusC.. [ 1BH_Link_UAPLC 1500 CounterData, Countervalue 1500 Status | IBH_Link_UAPLC_1200.Rece Counterstatus1500

Variable links: source — PLC_1200 = target — PLC_1500

OPC tags from the PLC_1200 data block CounterData [DB5] are
transferred to the PLC_1500 data block ReceivedValues [DB10].

m example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help

N H & @

3 03 oy
@ 1y " -_Suurce:ﬂ @_nation:IBH_Link_UA::IBH_Link_UA.PLc_1500.Received\talues.cUunterTmestammzoo ]
-4 IBH_Link_U& -5 IBH_Link_U& =0 BRI,

[fiil PLC_1500

A Variables {3 F (Flag)
}- PLC_1200 L1 FFlag) -4 CounterData (DB 5)

© A variables H.Ld CounterData (DB 5) |3 Receivedvalues (DB 10)

52y External data T MinMo1200  Int fminimurn counter reading (rurmber) ~ ONA200; Bool //Counter is counting 1200
L. Connected SeNErs M- @ MaxMo1200: Int ffmaximum counter reading (humbery | 1 e ¢ MinValue1200: Int //Minirmum count 1200
(Y- - @ Count1200: Bool /fCounter is countlng‘ . ¢ MaxValue1200: Int /fMaximurm count 1200
L2 e - # CountingGN1200: Baol //Enable counting. 0 COMMECted +% Countervalug1200: Int //Counter value 1200
L. MOQTT configuration B # CounterValuel200:Int /fCounteiValue | © 0 L ¢ CounterStatus1200 DWurdf{Cuunterstatus‘zoo

i BHLink Uf:Countenvaluel200: Int16 | Py CounterTi e
3 Status : StatusCode 3 Generic .
B p: DateTime B PLC 1200 Remove all child connections...
[ Receivedvalues (DB 10) L VA Nades Connedt variahle ek Tseioct
3 Generic Connect variables (standard parameters)

M- UA Nodes
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The source OPC tag Count1500 is not connected. The connections
are displayed in the lower part of the right project window.

KISV

Source variable Destination server Destination variable
CountingON1500 1BH_Link_LI&, QMN_1500
MinMNo1300 IBH_Link_L1A, Mintalue1500
MaxMNo1500 IBH_Link_LIA Maxtalue1500
Countervaluz1500 IBH_Link_UA Countervalue1500
Counteralue1500.Status IBH_Link_L&, CounterStatus1500
CountingOMN1200 IBH_Link_L1A, ON1200
MinNo1200 IBH_Link_LIA Mintalue1200
MaxMNo1200 IBH_Link_UA Max¥alue1200
Counteralue1200 IBH_Link_L&, Countervalue1200

IBH_Link_L1A, CounterStatus1200

Datatype Source name

Boolean  IBH_Link_U&,PLC_1300.CounterData.CountingOMN1500

Int16 IBH_Link_UA,PLC_1500.CounterData,MinMa1500

Int16 IBH_Link_UA,PLC_1500.CounterData, MaxMa1500

Int18 IBH_Link_UA,PLC_1500.CounterData, Counteralue1500
StatusC... IBH_Link_UA&PLC_1300.CounterData.CounterVialuel 300 Status
Boolean  IBH_Link_UAPLC_1200.CounterData, CountingOMN1200

Int16 IBH_Link_UA.PLC_1200.CounterData.MinMo1200

Int18 IBH_Link_UA,PLC_1200.CounterData,MaxMa1200

Int16 IEH_Link_U& PLC_1200.CounterData.Counteralue1200

Link_UA.PLC_1200.CounterData,C.

nterDat:

teralue200. Status
el 200 TimeStamp

Destination name

1BH_Link_U&.PLC_1200.Receivedialues ON_1500

IBH_Link_LI&.PLC_1200.Receivedalues MinWalue1500

IBH_Link_UA.PLC_1200.Receivedvalues Maxialue1500

IBH_Link_UA.PLC_1200.Receivedvalues Countervalue1500

\EH,LinkiUA.PLC 1200.Receivedialues. CounterStatus 1500

IBH_Link_UI&.PLC_1500.Receivedialues OM1200

IBH_Link_UA.PLC_1500.Receivedvalues Minvalue1200
IBH_Link_UA.PLC_1500.Receivedvalues MaxValue1200
IBH_Link_U&.PLC_1500.Receivedialues Countervalue1200

IBH_Link_LIA.PLC_1500.Re dVfalues, CounterStatus 1200

2.6.9 Transfer configuration to the OPC UA server

(IBH Link UA).

A right-click on the Server icon (IBH Link UA) opens the context

menu.

m example 5, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help

Nz Hd & @

e K ELaD b

SR B} BH _Link_LA)

= Hame of the server connection

Mame 1BH_Linl_UA
El Server address
Host name / Address 192168114

- (il PLC_1500
L] Wariables

Mew server connection...

Mew contral...

L Variables |

=] ._]‘ External data

L.} Connected Servers
ﬁ’ Wariable transfer

2,5‘ User-defined variables
& MOTT corfiguration

Transfer selected configuration to the OPC UA Server,,.
Read complete configuration from OPC UA Server.. click

Impaort...
Export...

ted to CPUS00 TIA 16

= Other settings

‘fariables format Compact

:Prmect @Sewer | mCertificates

CAPS NUM

The command Transfer Selected Configuration to OPC UA Server
command opens the Transfer Configuration to Server dialog box.

m Transver configuration te the server

Mame of the server connection | Transfer | Status

0% -

m Transver configuration to the server

<

Mame of the server connection |

Transfer | Skatus

IBH_Link_UA

confirm
Start Close |

100 %  Server is being restarted

m Transver configuration to the server

Mame of the server connection |

Transfer | Status

Start I

TBH_Link_LW&

Close |

100 %  Transfer successful

ﬁoonﬁrm

Close

Start |

Select the server IBH Link UA and then click Start. The
configurations (PLC_1500 / PLC_1200) are transferred to the IBH
Link UA. Successful transfer is displayed.

If a certified data exchange between the IBH OPC Editor and the IBH
Link UA has been selected, the exchanged certificates must be
trusted (see chapter Trust certificate, Chapter 1, page 1-40).
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2.6.10 IBH Link UA web browser window

The connections are displayed in the IBH Link UA web browser
window OPC Client.

IBH Link UA - Siemens Slots — PLC 1500/ PLC 1200

&« C @ © & 192168.1.14/7_=/opc_slots =@ % IND O ¥ 0 =
%E ® Logout | Update password guad-core

running

Siemens slots

»Slot 2

Y OPC Project
YIBH_Link_Ua

.......................... VPLC_1500

CeviceManual

SoftwareRevision

,,,,,,,,,,,,,,,,,,,,,,,, ¥ Programs

SupportedTypes

¥ CounterData
HinNG 1500
"""""""""""""" MaxMa1500
Countl300
CountingOM1500
Counteryalue1500
¥ Receivedvalues

ON1200
,,,,,,,,,,,,,,,,,,,,,,,, Minalue 1200
Maxvalue1200
Countervalue1200
CounterStatus1200
\_ CounterTimeStamplz00
.......................... »Tasks

CeviceHealth

""""""""""""" VPLC 1200

DeviceManual

SoftwareRevision
SupportedTypes

¥ CounterData

MinNo1200

MaxMol200

Countiz0o

CountingCM1200
\, CounterValue1200 J
/VReceivedvalues )
ON_1300
Minvalue 1500
Maxalue1500
Countervalue1500
CounterStatus1500
\__® CounterTimastamn L/

»Tasks
DeviceHealth

Dotz slot | Delete all | Load OPC Editor Project | Save OPC Editor Project |
Insert SoAPLC | Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK |

lBHsoftec Ll
wnrw ibhsoftec.com Contact Wik % UA

The browser window Diagnostics displays the status of the
connections IBH Link UA — PLC 1500 and PLC_1200.

- 18 1BH Link UA - Diagnostics x e = m]
e

¢ @ © B 192.168.1.14/ = /diaglistview - @ In @0 & % 0 =
% m (] Logout | Update passward quad-core
Controller di Client di Network diagnostics System Log
"""""""""" e s e e
"""""""""""" - PLC_1500 182.168.1.29:102 17.68.2020 11:39:33 PLC Connection established (6EST 511-14K00-04B0 )
........................ @ - PLC_1200 192.168.1.16:102 17.8.2020 11:39:33 PLC o Connection established (BES7 211-14E40-0XB0)

Clear diagnose ‘ g
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IBH Link UA - browser window OPC Client

Connections specified the IBH UA Editor are displayed in the web
browser window OPC Client.

<« c o © R 192.168.1.14/2_=/opc_client @ noe X0 =

) L
* E ® Logout | Update password guad-core

» @ IBH_Link_UAPLC_1500.CounterData.CountingON1500
» @ IBH_Link_Ua PLC_1500.CounterData Minho1500
» @ IBH_Link_UAPLC_1500.CounterData.Max=No1500
Y@ IBH_Link_Ua PLC_1S00.CounterData.Countervalue 1500
------------------------ =4 urn:ibhlinkua_001416:1BHsoftec: [BHLINkUA (opc.tep: //192.168.1.14:48010) IBH_Link_UA.PLC_1200 Receivedyalues Countervalue1500
@® IBH_Link_UAPLC_1500.CountarData . Countervalue1500.TimeStamp
P @ IBH_Link_U& PLC_1500.CounterData.Counteryalue 1500, 5tatus
» @ IBH_Link_UAPLC_1200.CounterData.CountingON1200
» @ IBH_Link_Us PLC_1200.CounterData Minko 1200
» @ [BH_Link_UA PLC_1200.CounterData.MaxNo1200
Y@ IBH_Link_UAPLC_1200.CounterData.Counteryvalue 1200
' =8 urn:ibhlinkua_001416:1BHsoftec: IBHLINkUA (ope.tep:f/192,168,1,14:48010) IBH_Link_U&.PLC_1500 Receivedyalues Countervalue 1200
B L LA LL »@® IBH_Link_UAPLC_1200.CounterDats . Countervalue1200 TimeStamp
\_ P @ IBH_Link_UAPLC_1200.CounterData.Counteryalue 1200, 5tatus J
< >

'

<
<

Add Server | Add varisble to read ‘ Connect variable | ﬂ m | Upload client xML configuration | Download client XML configuration

Delete client configuration

2.6.11 Online OPC UA Server Information

Information from the online connected OPC UA server with the online
connected CPUs are displayed.

IBH Link UA — PLC_1500 - PLC_1200

FE] example 6, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help
= Mame of the server connection
Name IBH_Link_UA
B Server address
e Host name / Address 192.168.1.14
FCTED Port 48010
Variable transfer UAL opc.top://192.168.1.14:48010
[ (1A Nodes Inverse connection No
E Security settings
Secuity policity Mone
Message mode None
E Authentication settings
Login Anonymous
Session name example B CPU 1200 connected to CPU 1500 TIA 16
E Dther settings
“Wariables format Compact
gprweﬂ & server ﬁcmmcates
CAPS NUM

Variable transfer — PLC_1500 — PLC 1200

Click Variable transfer. The variables (OPC tags) are displayed in the
right server window with their status. The status of the OPC tags is
updated continuously.

m example 5, CPU 1500 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help
Nz d & e
Server Meaad | source server Source variable Destination server  Destination variable Data type rVa\ue 3
EI--(i IBH_Link_U& m IBH_Link_U& CountingQM1300 IBH_Link_U& QM_1500 Boalean true
PLC_1200 [1] IBH_Link_U&  Minho1500 IBH_Link_U& Minyaluel300 Int16 100
F-fAl] PLC_1500 [1] IBH_Link_UA  MaxNo1500 IBH_Link_Ll& Maxalue1500 Int16 8000
PAO—— [I] IBH_Link_U&  Countervalue1500 IBH_Link_Li2, Countervalue1500 Int16 7905 SR
5.3 U Nodes [ IBH_Link_U&  CounterValue1500.5tatus 1BH_Link_Li& CounterStatus1500 StatusCode / UInt32 | 0 updlated
m IBH_Link_U& CountingOM1200 IBH_Link_U& OM1200 Boalean true
[ IBH_Link_U&  MinNa1200 IEH_Link_LL& Min/aluel1200 Int186 1000
[ IBH_Link_U&  MaxNo1200 IEH_Link_UA& haxifalue1200 Int186 10000
m IEH_Link_LA Countervalue 1200 IBH_Link_U& Countervalue1200 Int16 4800
m IEH_Link_L& CounterValue1200.5tatus IBH_Link_L& Counteritatus1200 StatusCode /Ulnt32 | 0
m IBH_Link_U& Countervalue1200.TimeStamp IBH_Link_L& CounterTimeStamp1200 DateTime 2020-08-17T17:44:00.3402
——
:Projedl mSeNer I@Eemficates < >
CAPS NUM

I —————————
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The source names and the target names of the variable transfer are
also displayed.

example 6, CPU 1300 - CPU 1200 connection.opu - OPCUAEdit

File Edit Help

e Source name Destination name
IBH_Link_UA.PLC_1500.CounterData.CauntingOMN1500 IBH_Link_UA.PLC_1200.Receivedyalues.ON_1500
IEH_Link_UAPLC_1500.CounterData.tinMo1500 IBH_Link_UA.PLC_1200.Receivedyalues.hinalue1500
IEH_Link_UAPLC_1500.CounterData.MaxMNao1500 IBH_Link_UAPLC_1200.Receivedalues.iaxialue1500

A Bl IBH_Link_UA.PLC_1500.CounterData.Counterifalue 1500 IBH_Link_U&.PLC_1200.ReceivedValues. Countertfalue1500

3 U Nodes IEH_Link_UAPLC_15300.CounterData.Counteryalue1500,5tatus IBH_Link_UAPLC_1200.Receivedyalues, CounterStatus 1500
IBEH_Link_UA.PLC_1200.CounterData.CountingOMNT200 IBH_Link_UA.PLC_1500.Receiedifalues.ON1200
IEH_Link_UAPLC_1200.CounterData.hinMo1200 IBH_Link_UA.PLC_1500.Receiedyalues.hinyalue1200
IBH_Link_UA.PLC_1200.CounterData.hMaxMNao1200 IBH_Link_UA.PLC_1500.Receiedyalues.Maxifalue1200
IEH_Link_UAPLC_1200.CounterData.Countervalue 1200 IBH_Link_UA.PLC_1500.Receivedyalues.Counteryalue 1200
IEH_Link_UAPLC_1200.CounterData.Countervalue 1200.Status IBH_Link_UAPLC_1500.Receivedalues. CounterStatus 1200
IBH_Link_U&,PLC_1200.CounterData.Counteralue 1200 TimeStamp  1BH_Link_UAPLC_1500.ReceivedValues, CounterTime Starmp1200

jPr-:jedl ?-QSer\rer F%Certiiicates >

CAPS NUM

2.6.12 UaExpert - Data Access View

With the IBH Link UA OPC and the PLCs PLC_1200 / PLC_1500
connected, information about the OPC tags are displayed. With drag
& drop the OPC tags are pulled into the Data Access Viewer window.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Fil: View Server Document Settings Help
DFPBE #=0 X428 BRO
Praject B X DataAccess Yiew [x]
v (3 Project = Server Mode Id Display Name Value Datatype  Saurce Timestamp Semmmestamp Statuscode
~ D Servers IBHLinkUA...  NS4|String|IBH_Link_UAPLC 1200... Count|200 Boolean 1455, Good
2 IBHLinkUA@ibhlinkua-SC-14 2 IBHLinkUA..  NS4[StringlIBH_Link UA.PLC_ 1 Cnunm\/amelwn Intl6 19:5 Good
- 3 IBHLInkUA. String|IBH_Link_UA.PLC Baolean 14 Good
[ Documents 4 IBHLinkU StringlIBH_Link_UA.PLC 19 Good
D Data Access View 3 IBHL kU, | String|IBH_Link_UA.PLC 14 Goad
3 IBHLInkUA...  NS4|String|IBH_Link_UA.PLC CounterStatus 1500 14 Good
nddress Space 8 x |7 IBHLinkUA.. DNS4[String|IBH_Link_UA.PLC CounterTimeStamp 19 12 Goad
8 IBHLinkUA...  NS4|String|IBH_Link_UAPLC 1 CounterValue 1500 3053 continuously 14 3.888 Good
£ | No Highlight ~ |3 IBHLinkUA.. NS4[StringllBH_Link UAPLE 1 Ma:xValue1500 8000 updated I a Good
=] 10 IBHLinkUA...  N54|String|IBH_Link_UA.PLC MinValue1500 100 14 Good
Root 11 IBHLinkUA..  MS4[String|IBH_Link UA.PLC_1 OM_1500 true Boolean 19 Good
v @ Ohbjects 12 IBHLInkUA...  NS4[String|IBH_Link_ UAPLC 1 Count1500 true Baolean 14 Good
& Client 13 IBHLinkUA StringllEH_Link_UA PLC CounterValue1500 2568 Int16 19 Goad
' 14 IBHLinkU StringlIBH_Link_UA.PLC CountingON1500 true Boolean 9 Good
&% DeviceSet 15 IBHLInkU, | String|IBH_Link_UA.PLC MaxMao1500 8000 Int1& 14 Good
& MaTT 16 IBHLinkUA..  NS4{String|IBH_Link_UA.PLC MinNa1500 100 Int1& 19 Good
Modb 17 IBHLinkUA..  NS4|String|IBH_Link_UA.PLC CounterStatus 1200 [ Ulnt32 19 Good
&% Modbus 18 IBHLinkUA...  NS4[String|IBH_Link_UAPLC 1 CaunterTimeStamp 1200 J8-17T17:59:33. 3872 | DateTime 14 Gaad
hd 19 IBHLInkUA...  N54|String|IBH_Link_UAPLC 1 Countervalue]200 14 Good
20 IBHLinkUA...  N34|String|IBH_Link_ UAPLC 1 MaxValuel20: 14 Good
Calth 21 IBHLInkUA... | NS4[String|IBH_Link UAPLC 1 MinValue1200 14 Good
¥ Madel 0 o
v & Pragrams | Drag & Diop
W .
S 4 Display Mame Value  Datatype Sou rceTmestamE\
@ Count] 206
o Cometlael 20 Count 200 true Boalean  11:27:24.163
CountingON1200 . . . =
@ Vot / CounterValue| 200 3094 Int1& [1:23:09.731
>@°—4/ CountingON1200  true Boolean  11:21:28.094
@ Counterstatus1500 Maxa’l 200 2000 Int1 & [1:271:30.128 PLC 1200
2 CountertimeSmp MlinMo1200 100 Int& [1:271:32.084 'DF"I:_I
aunterValue 500 c
4 41.91.40 afjs
@ Maalue1500 CounterStatus 1500 0 Ulnt32 [T:27:49.555 9
A MinValue1500 - o . - -
& on 150 CounterTimeStamp String [1:271:51.237
ESUPPMHWWH CounterValue]500 Slas Int1& [1:23:09,148
Maxalue 1500 2000 Intl& [1:271:55.508
¥ Devicebieath FinYalue]500 100 Int& [1:21:57.127
@ Model 4 P
v & Programs \ OM_1500 true Boalean  11:21:58.405 y,
CounterData
@ Count1500 / H
@ CounterYalue|500 f _\
@ CountingOM1500 -
& boatiatéin Display Mame Value Datatype Source Tlmestamp
2 Mintlo 1200 Count1500 true Boalean
v I3 ReceivedValues . i A=
@ Counterstatus1200 CounterValue1500 399 Int16
: CounterTimeStamp1200 CauntingOM1500 true Boalean
Countervalue1200 E oqo
@ Maxvaluel 200 MZ_"KNO_ISEIEI SDDD Int_l g PLC 1500
@ Minvaluel 200 IMinka1500 (x] Int1& 'DPC_I-ws
2 ohi CounterStatus 1200 ] Unt32 ‘
apportedType: . ’ e e
B CounterlimeStamp1200 2020-08-18T0951:17.286Z  DateTime
@ Serialllumber Countervalue 200 3983 Int1a
;&fﬁmm“"’" MaxValuel200 10000 Int16
& Server MinValue] 200 a0 Int1&
O Sots OMT200 false Baalean
2 stations k_ = _J
2 Types
Views H

_________________________________________________________________________________________________________________________|
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2.6.13 PLC-Status
PLC 1200 data block CounterData [DB5]

=F = Keep actuslvalues g = Snapshot ™% ™ Copy snapshots to startvalues g 2 r =
CounterData
Mame Data type Offset startvalue Monitorvalue  Comment
1 < ™ Static
2 <= MinMo1200 | Int 0.0 1000 100 minimum counter reading (hurnber)
= E T ] Maxhol200 Int 2.0 10000 5000 rrazirmurm counter reading (nurmber)
4 <= Count1200 Bool 4.0 false TRUE Counter is counting
5 4= CountingOM1200 Bool 4.1 false TRUE Enable counting
6 4= Counterv¥aluel200 Int 6.0 i} 1396 Countefvalue

PLC_ 1200 data block ReceivedValues [DB10]

=F =, E = Keep actualvalues g Snapshot ™ ™ Copysnapshots to startwvalues g (2 i’ =
ReceivedValues
MName Data type Offset Start value Monitor value Comment
1« = Static
2 <= CM_1500 | Boal 0.0 false TRUE Counter is counting 1500
ERRC T Mintalue1500 Int 2.0 0 100 Minirmum count 1500
4 | = Maxalue1500 Int 4.0 0 G000 Maximum count 1500
5 4= Countervalue1500 Int 6.0 0 3594 Counter value1500
6 < = Counter3tatus 500 Ditford 5.0 16&0 16#0000_0000 Counter status1500
7 |41 = CounterTirmeStarnp Jtring 120 " " Counter Tirme Starmp
PLC 1500 data block CounterData [DB5]
= _* o, = = keep actualvalues g Snapshot % E, Copy shapshots to start values g & r :_”-
CounterData
MName Data type Offset Start value Monitor value Comment
1 <40 ¥ Static
T | MinMa1 500 | Int 0.0 1000 100 rhinimum counter reading (number)
3 <@mm= MaxMo1500 Int 2.0 10000 3000 mazximum counter reading (humber)
4 |41 = Count1500 Bool 4.0 false TRUE Counhter is counting
S . CountingQM1500 Bool 4.1 false TRUE Enable counting
i ] Countervalue1500 Int &.0 o 7435 Countertvalue
PLC_1500 data block ReceivedValues [DB10]
= _* ., = E= "7 keepactuslvalues g Snapshot iﬁ. "‘-‘7, Copy snapshots to startvalues g & 0 :_".
ReceivedValues
Name Data type Offset Startvalue Monitor value Comment
1 <0 * Static
2 qim OM1200 Boal 0.0 falze FALSE Counteris counting 1200
3 |adm Minvaluel200 Int 20 0 100 Minimum count 1200
4 |qi = Maxiialuel 200 Int 4.0 0 Toooa Maximurn count 1200
ERET Countervaluel200 Int 6.0 0 4855 Counterwalue 1200
e T CounterStatus1200 Diwrard g.0 T6#0 16#0000_0000 Counter status 1200
o CounterTimeStarmp1 200 Date_And_Time 12.0 DT#1990-01-01-00:00:00 DT#2020-08-18-09:59:16.331  CounterTime Stamp 1200

____________________________________________________________________________________________________________________|
TTI Trans Tech International® 2020 IBH Link UA Training



Page 2-74 IBH OPC UA Editor - Configuration Examples Chapter 2

2.7 Example 7 — Exchanging data between several S7/
S5 CPUs

On a system with three (3) S7 CPUs and two (2) S5 CPUs, data
should be exchanged with one another. An S7 CPU with an Ethernet
connection acts as a master and is connected to the IBH Link UA via
a switch. The other CPUs have no Ethernet interfaces and are
connected to the IBH Link UA via IBH Link S7 ++ or IBH Link S5 ++,
via the switch. The master makes data available for all CPUs, these
give information to the master.

CPU 416
Master

Ethernet-Bus

2.7.1 CPU 312 connection via IBH Link S7++

The IBH Link S7++ is an Ethernet converter. The
standard TCP / IP protocol is used. The user benefits from
all the advantages of Ethernet without any problems.

The use of Simatic Net and the use of a CP
communication processor is not necessary on either the PC or the
PLC side.

Configuration of the IBH Link S7 ++

Open the IBH Network settings dialog box to
deactivate the option Configuration with NetPro/TIA.

% IBH Network settings

Eile Stations |BHLinks Options Help
 Station:
Station Mame I Address I
b aster CPU 57-416 local 192.168.1.10
PLC_1-CPU 312-EH Link 57++ 192.168.1.121099
PLC_2-CPU 312-EH Link 57++ 192.168.1.17:1099
PLC_3 1EH Link 55++ CPU103 192.168.1.13.10010
PLC_4-1EH Link 55++ CPL341 192.168.1.13.10010
— Settings:
Mew station | Change station | Delete station |
IBHLinkS7 | IBHLinkS5 | BHLinkS5++ [  Language |
click Search and configure IBH Link 57, Plus, 57++ and 57++
Close HS dewices,
|

I —————————
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% IBHLinks in the local network

Page 2-75

Found IBHLirks:

MAC Address | Type | Serial Mumber | IP Address | Station name

| Firrnwsare

|IBHS7FLC
ML50MF]
IBHLMELLA
WL50MP

b aster CPU 57-41E local

0 192.168.1.10
92.168.1.17

192168.1.14
g 192.1681.12

mark
PLC_1-CPU 3124EH Lin

rafi]

CPU 312-BH Link
e after the other

[~ Configuration via Fouter I

click

0000

T

Settings | Search again |

Search IP range

Help

Deactivate the option Configuration with NetPro / TIA

MAC: 00-02-A2-49-64-C6

IBHLink settings - 00066361

‘ 1Pl Profibus | Time synchronization | Firmnware: | Qiagnostiﬂ_’l

[ Address settings:

Netwark name: IW

IP-&ddress: 192 168 1 17 & Satic
Subrnet mask: 255 . 285 .25 . 0 " DHCP
Gateway: 192 . 168 . 1 17 © BootP

I IBHNet port [Port 1099 iz abways active) ID

~ Authentification

Username: admin
Password. ™7
Change password
— Option

[T Contfiguration with NetPra/Tia_1
deactivate
I Disable \Webserver

specify for both IBH Link S7++

‘confirm,

Save permanently 4 Rebont | Cancel

IBH Link S7++ MPI addresses

Diagnostics are available to show the MPI bus parameters and the

MPI addresses in use.

IBHLink settings - 00066361

MAC: 00-02-A2-49-84-C6

MPIPrafibus I Time synchronization Firrnware Slalion 4 | ’I

— Metwork status / Diagnostic

ILifeIist oK.

Sl edllizee EEn) 10 ¥ Fired bus parameter settings

) o € Automatic detection
Bus parameters:
Baudrate: 187 5 kBit/s A
Tzlot_lnit: 100
Max. Tedr BO
Min, Tedr 12
Temg MPLAdresse
Taic N MPLAdresse CPU IBH Link S7++ N

— Buz Nodes

i] 13 4 5 B 7 8 911 12 13 14 15 16 17 18 19
orrWrrrrreriFyprrrrrrrr
1 o o o o o e o o o o o ] o o o o o ] o o
rrrrrrr Key

[~ Station passive
¥ Station active
¥ Station active ready

| Save permanently I Fieboat Cancel

TTI
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2.7.2 PLC programs

The S5/ S7 CPUs programs count value until MaxValue is reached.
Then the Value is counted down until MinValue is reached. This up
and down counting is repeated continuously.

The master PLC OPC tag Control_ON enables the counting. The
master PLC specifies the numerical values MaxValue and MinValue
for each CPU. Each CPU reports back the current counter Value and
counting active (Controlling_is_ON) to the master PLC.

The programs are in the STEP® 7 - SIMATIC Manager format for the
S7 CPUs and in S5 for Windows® (STEP® 5) for the S5 CPUs.

IP addresses / PLC programs of the devices used

Device IP / MPI address
IBH Link UA 192.168.1.14
CPU 416 Master
PLC project / program: 192.168.1.10

Multi CPU’s 416 Master / CPU 416 Master

S7 PLC 1-[CPU 312]
PLC project / program:
Multi CPU’s S7 PLC_1/S7 CPU 1

IBH Link S7++ onthe S7 PLC 1
192.168.1.12
MPI- address IBH Link S7++: 10

MPI- address CPU: 2

S7 PLC 2 -[CPU 312]
PLC project / program:
Multi CPU’s S7 PLC_2/ S7 CPU 2

IBH Link S7++ on the S7 PLC 2
192.168.1.17
MPI- address IBH Link S7++: 10

MPIl-address CPU: 2

S5 PLC 3 — [S5 CPU103]

IBH Link S5++ on the S5 PLC 3

PLC program: Multi CPUs S5 PLC_3.S5P 192.168.1.13
S5 PLC 4 —[S5 CPU9%41] IBH Link S5++ on the S5 PLC 4
PLC program: Multi CPUs S5 PLC_4.S5P 192.168.1.19

2.7.3 Calling the IBH OPC UA Editor

Double-click the IBH OPC UA Editor icon to open

the program window.

Open the Project window by clicking on

the Project tab.

gl

IBH Link UA Training

Open the Server Connection dialog box with
the New Server Connection command from
the Edit menu or by clicking the icon.

[ click
;Project :%Sen-'er :/%Certificates

TTI Trans Tech International® 2020



Chapter 2 IBH OPC UA Editor - Configuration Examples Page 2-77

The new server connection setup was explained in example 1 (see
chapter 2, page 2-3.

Server Connection dialog box

'] Server co ection prope

Name of the server connection: I IEH Lirk LI&

—Server address:

¢ Host name or IP address I 192.163.1.14
" URL opc.bop: 192, 168.1.14:48010
Select endpaint. .. |

— Security setkings:

' MNone —Message mode:
" Basicl26Rsal5 € Signatur
" Basicz56 * Signature and Encryption

" Basicsha2se

— Imverse connection:
~ Aes1285hazSeRsa0

&5 . FEREED [ Connect invers Properties... |
" Aes2565hazSeRsaPss

—Login:

' Anonymous

™ User name and password

User name: I

Passwort: I [~ Store

Session Name: example?: Multi CPU's 57

Yariables format: ICompact LI

confirm

Ck Cancel | Help |

All necessary settings are shown. The possible encryptions of the
data to be transmitted are displayed. The example is using the
security method None. By clicking OK the content of the dialog box
is saved and closed.

The settings for the connection to the IBH Link UA OPC UA server
are displayed in the right part of the project window.

example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help
NFH & ©
= Mame of the server connection
. . R Mame IBH_Link_LU&
4,2;;'.@* x 5B r B =l Server address
BE] B Link U Host name / Address 192.168.1.14
Part 43010
URL opc.topr//192.168.1.14:48010
Inverse connection Mo
= Security settings
Security policity Mone
Meszage mode Maone
= Authentication settings
Login Anonymous
Session name example?: Muli CPU's 57
= Other settings
“arables format Compact
;Projed: @Senﬂer ||3Certificates
CAPS NUI

I ———————
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Inserting New controls (PLCs)

m example 7 - multi CPUs 57.0pu - OPCUAEdit

File | Edit | Help
lJ Mew server connection

click 1
Mew control L |

Project ‘

E Server address

Paurt

of the server connection

..... _Link_U&, Host name / Address

IBH_Link_LLA,

192.168.1.14
43010

Mew server connection...

opc.tepA192.168.1.14: 48010

Mo

Mew contral...
Properties...

Add external data...

Maone
Maone

Read complete configuration from OPC UA Server..,

Import...
Expart...

Transfer selected configuration to the OPC U4 Server....

Anonymous
exarnple?: Muli CPU's 57

Compact

1]
|Epmject |@5enrer | BB certifi..

CAE

The New control command from the context menu (or menu Edit /
New control) opens the dialog box New control to specify the access

to the control (CPU).

Dialog box New controller - CPU 416 master

m New control

192.168.1.10

Control name: I CPU 416 Master
Host name | IP address: I

-

r~Protocal:

| * 57 TCR(IP

~Pasition of the target madule:

E:' Target modul at the same racg
" Yia MPI/DP subnet accessible rack

MPIJDP address of the target CPU: I z

 Wia TCPIP subnet accessible rack

Rack number : I o

Slat number: I 2 I

TCP/IP address of the target CPL: o .0 .0 .0

" Wia H1 subnet accessible rack

H1 address of the target CPU: I 00,00,00,00,00,00
Subnet 10 I 0000 . I oooo

Own TSAP: IUIUD
PLC TSAP: |0101
" 57 1500 TCR{IF e

oonﬁrmI 2" click’ 1 J
QK Cancel | Test connection. ... | Help

" 57 200 TCR{TP
57 1200 TCR{IR

)

Test connection

After completing the New Control dialog

box, the connection to the online connected

CPU can be tested.

Test connection. ...

Information about the successful connection is displayed.

IBH Link UA Training
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successtully tested,

The connection to the PLC CPU 416 Master has been

Dialog box New controller - S7 PLC 1 CPU 312

m New control

Control name:

Host name [ IP address:|

192.165.1.12

—_—
| s7RLC L cpU 3tz |

IP-address IBH Link S7++

—Protocal:

| & 57 TCRIP Rack number: IU

~Position of the target module:

Slot nurmber: | 2 I

MPl-address

@

S7 PLC1[CPU 312]

' Wia MPI/DP subnet accessible rack
MPIJDF address of the target CPU: I 2z

" Wia TCPIP subnet accessible rack
TCPJIP address of the target CPU: 0

" Wia H1 subnet acressible rack

H1 address of the target CPU: I 00.00.00.00.00,00

o
=
=1

Subnet ID:I aooo . |oooo

7 57 200 TCRIP
™ 57 1200 TCR{IP

57 1500 TCR{IP s

Own TSAP; | 0100

PLC TSAP: |0101

Y.

(D

TlicK ptd

{
confirm
oF Cancel |

Test connection. ... Help |

Page 2-79

The connection to the online connected S7 PLC 1 can be tested.

IBH OPC UA Editor

successfully tested,

A The connection to the PLC S7 PLC 1 CPU 312 has been

Dialog box New controller - S7 PLC 2 CPU 312

m Mew control

Contral names | 57 PLC 2 CPU 312 |

Host name | TP address:| | 192.168.1.17

IP-address IBH Link §7++

—Protocal:

| * 57 TCP(IP Rack number: I 0

r~Position of the target module:

Slot nurber: I z I

WMPl-address

o Target modul at the same rack:

STPLCZ[CPU312]

" ¥ia MPIJDP subnet accessible rack

MPIJOP address of the target CPL: |2

™ via TCPJIP subnet accessible rack
TCP{IP address of the target CPU: ]

™ via H1 subnet accessible rack

H1 address of the target CPU: IUU-UU-UU-UU-UU-UU

(=1
(=1
=}

Subnet 10 I aooo . I 0000

€ 57 200 TCR{IP
€ 57 1200 TCR{IP

Cian TSAP: IUIUU
PLC TSAP: IUIUI

r
S7 1S00 TCRIIP (i\
EEnh Thck »—’

o] I Cancel | Tesk connection. ... Help

TTI
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The connection to the online connected S7 PLC 2 can be tested.

IBH OPC UA Editor

b The cannection to the PLC 57 PLC 2 CPU 312 has been

successfully tested,

Dialog box New controller - S5 PLC 3 CPU 103

m New control

Protocol:

e
Contral pame ! |ss PLC 3 CPU 103 |
IP-address IBH Link S5++
Host name | IP address:{ | 192.168.1.13

TCRITP Rack number: I o Slat number: | 2

]

r~Position of the target maodule:

= %)

" Wia MPT/DP subnet accessible rack

MPIJCP address of the target CPL: IZ

” Wia TCRJIP subnet accessible rack

rget Todul Ak the same ra

]

=1
=

TCP[IP address of the target CRL:

" WiaH1 subnet accessible rack

H1 address of the target CPLU: IUU-UU-UU-UU-UU-UU

Subriet ID:I 0oao . I 0000

57 200 TCRIP oun Tsap: [0100
57 1200 TCR/IP B
PLC TSAP: |Ulﬂl
57 1500 TCRIP P = P
yi Tlick 1)

{
confirm’
0K Cancel |

Test connection. ... | Help

The connection to the online connected S5 PLC 3 can be tested.

IBH OPC UA Editor

B The connection to the PLC §5 PLC 3 CPU 103 has been

successfully tested,

Dialog box New controller - S5 PLC 3 CPU 103

m Mew control

p —
Control name! | SSPLC 4 CPU 94 |
IP-address IBH Link S5++
Host name | IF address:{ | 192.165.1.19

~Protocol:

| ® 57 TCRMIP

Rack number: IU Slot number: [ £

]

" 57 200 TCR{IP

57 1500 TCR{IP P

—Position of the target module

E

' Via MPI/DP subnet accessible rack

MPI/DP address of the target CPU; |2

" yja TCP{IP subnet accessible rack

]

o

TCPJIP address of the target CPU:

" Yia H1 subnet accessible rack

H1 address of the target CPU: | O0.00.00.00.00.00
Subnet 10: | 0000 . IDDUU

Own T3AP: | 0100
PLC TSap; |0101

57 1200 TCR{IP

OK

(1

7 Click "t

.confirm

Cancel | Test connection. ... Help

IBH Link UA Training
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The connection to the online connected S5 PLC 4 can be tested.

IBH OPC UA Editor

| T o7 [oU0 ToFTIF

confirm

Qi Cancel Test conneckion. ... | Help |

To accept and close the New control dialog box settings click on OK.

The inserted PLC controls are displayed in the left project window.

m example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help

DNEH @@
Project L 4l (= MName of the server connection
Name IBH Link L&
= Seiver address
Host name / Address 192.168.1.14
I Port 48010
,_',__| Wariables URL opc.tep:/4192.168.1.14:48010
- STPLCTCPU 2 Ireeerse connection No
P (2] Variables = Security settings
-] 57 PLC 2 CPLU 312 Securiy policity Maone
1% (] Variables Meszage mode Mone
<5 PLC 3 CPL 103 = Authentication settings
L variables Lagin Anonyrnouz
E| 5 PLC 4 CPU 241 Seszion name example’: Muli CPU's 57
L,'—_| Variables = Other zettings
ariables format Compact
'ﬁproject IQSer\rer | BB certificates

CAPS NUM

2.7.5 Program assignment

The Assign program command is used to open the Program
Selection dialog box.

m example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help
N H & @
= Mame of the control
3 Mame CPU 416 Master
g .
_C' x * =2a @ = DOffline program assignment
Eﬁ IBH Link L&, ‘ Program type Mo program assignment
=[] CPU 416 Master Froaram path
(] Wariables Delete
Cut ion
Copy 57 TCPAP
STPLC 2 CPU 312 | ess 152168.1.10
5 nsert -
L Wariables {click) ition Target modul at the same rack
S5 PLC 3 CPU103 Assign program:... 0
g U't‘ Wariables Update program assignment.... 2
@] 55 PLC 4 CPU 841
g Wariables AR
1T
Project @Ser\rer ||$Certificates ||
CAPS MUM

Select Program dialog box

lick t
Select the PLC program in the Select program @'
dialog box. Clicking the Plus symbol in front of the PLC project

TTI Trans Tech International® 2020 IBH Link UA Training
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name. Mark the PLC program (CPU) and click OK to assign the PLC
program.

m Select program

B+ | OPC U4 Editor Manual &)
(=B ==rple 7 - multi CPUs 57
..... [ it cPUs 55 PLC 3 =mlem S5 PLC 3 CPU 103
..... Multi CPUs 55 PLC_3.560)
..... fill it cPUs 55 PLC_4 === S5 PLC 4 CPU 941
..... Multi CPLs 55 PLC_4,5EQ
- Mulki CPU's 416 Masker
2 CPU 416 Master

. [ TSN == CPU 416 Master
B | Ml CPLYs 57 PLC_L
SR T

- s7cPU 1=l ST7 PLC 1 CPU 312
B | Multi CPIYs 57 PLC_2

253 pLc_z

L[ s7cruz-aB=S7 PLC 2 CPU 312 v

Path: I A:4OPC LA Editbor Manualiexample 7 - mulki CPUs S74MUlti CPU's 416 Master),
gconfirm )

ok Cancel Help |

Assigned PLC program

In the right part of the project window information about the program
assignment are displayed.

m example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help

Dz d & ®

Marne CPU 416 Master

o KEhad v @ 3 Offline

nt
=) (ﬂ IBH Link LA Program lype STEPT progiam
E| CPU 416 Master Program path AADPC U Editor Manualbexample 7 - multi CPUs S7A\Multi CPU's 416 MastersMuli CPU's 416 Master.s7p
i Station name CPU 416 Master
E| STPLC T CPU 312 = Online connection
]k ] Wariables Protocol 57 TCPAP
E| STPLC 2 CPU 312 Host name / Address 192.168.1.10
5 .J':‘ Variables T aige module position Taiget modul at the same rack.
=-{fil $5 PLC 3 CPU 103 Rack number 0
S variables Slat number 2
-[fi| 55 PLC 4 CPU 241
{7 Wariables

e
:Proje:t I@Ser\per |%Cemf|cates ‘ |

CAPS NUM

The corresponding PLC program must be assigned to each of the
five (5) PLC controls.

2.7.6 Define variables as OPC tags

Clicking Variables lists the variables / data (data blocks) from the
PLC in the right part of the project window. The selected OPC tags
are listed in the lower part of the right window.

CPU 416 master — OPC tags

All variables of the data blocks Variable to CPU’s [DB2] and

Variable from CPU'’s [DB5] are defined as OPC tags.

_______________________________________________________________________________________________________________________|
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example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help

LiZd @@

511 Variables
e plal 4 A
-4 IBH Link UA. Control_ON: BOOL /#CPUs should count
(Eh1l) CRAUCIOREETy Mastalue_1: INT /fminimurn countvalue PLC 157 CPU 312
anables Maxalue 2 INT /fminimum countvalue PLC 2 S7 CPU 312
EHI) FPLET CUSR Maxtalue_3 : INT ¢fminimum countvalue PLC 1 $5 CPU 103
- (7 Variables marked Variable Mastaluz_d: INT #fminimum count value PLC 1 S5 CPLLS41
EHI) SrLCACUSR (ORCCTa0) MinValue_1: INT //maximum countvalue PLC 1 57 CPU 312
(7 Variables MinValue_2 1 INT //maximum countvalue PLC 2 57 CPU 312
SSPLE 3 CRUT0D MinValue_3 : INT //macimum countvalus PLC 3 S5 CPU 103
AV MinValue_4: INT /fmaximum countvalue PLC 4 55 CPU 841
55 PLC 4 CPU 841 - 11 Tariable from CPU's (DB 5) /755 CPUs an 57 CPLs send data
A it [i] Controlling_is ON_1:BOOL /fPLC 157 CPU 312 counts
i] Controlling_is ON_2 : BOOL //PLC 2 57 CPU 312 counts
] Controlling_is ON_3 1 BOOL //PLC 3 55 CPU 103 counts
marked Variable ] Controlling_is ON_4:BODL //PLC4 S5 CPU 841 counts
(OPC-Tag) Y[ Value1:INT //PLC 157 CPU 312 Count value
] Value_2 :INT //PLC 2 57 CPU 312 Count value
[0 Vslue 3:INT /#PLC 355 CPU 103 Countvalus
[0 Vslue 4:INT /¢PLC 4S5 CPU 841 Countvalus
&% Generic
B KéadassslY
Name Address PLCtype  Leng.. Origin Access OPCtype Comment
Wariable to CPL's Control_ON DBLDBX00  BOOL 4 Pragam RW  Boolean  CPUS should count
Wariable to CPL's MaxValue_1 DB2DBWZ  INT 2 Progam RW  Intl6 minimum count value PLC 157 CPU 312
Variable to CPU's MaxValue_2 DB2DEWA  INT T Program RW  Intl6 minimum count value PLC 2 57 CPU 312
Variable to CPU's MaxValue 3 (ayenas DB2DBWE  INT t Program RW  Intl6 rinirum count value PLC 155 CPU 103
Wariable to CPU's Masalue 4 OPC tags DB2DBWS  INT : Progmm RW  Intlé minirmum count value PLC 155 CPU 041
Wariable to CPL's MinVslue_1 DB2DBWI0  INT : Progam RW  Intl6 maximum count value PLC 157 CPU 312
Variable to CPU's MinValue_2 DB2DEW 12 INT T Program RW  Intl6 maximum count value PLC 2 57 CPU 312
Wariable to CPL's MinValue_ DBLDBW 1A INT : Progmm RW  Intlé maximum count value PLE 3 55 CPU 103
Wariable to CPL's MinValue 4 DB2DBW1E  INT 1 Progm RW  Intl6 maximum count value PLC 4 55 CPU 41
Wariable from CPU's Controlling_is ON_1  DBSDBX00  BOOL .1 Program RW  Boolean  PLC 187 CPU1Z counts
Varisble from CPU's Controlling_is OM_2  DBSDBXO1  BOOL .1 Program RW  Boolean  PLC 2 57 CPUJIZ counts
Wariable from CPU's.Controlling_is ON 3 DBSDBX02  BOOL .1 Program RW  Boslean  PLC3 S5 CPU103 counts
Wariable from CPU's Controlling_is ONA4  DBSDBX03  BOOL .1 Program RW  Boolean  PLC4SS CPU ST counts
Wariable from CPL's Value_1 DESDBWZ  INT :  Progam RW  Intl6 PLC 157 CPU 12 Count value
Variable from CPU's Value_2 DESDEWA  INT T Program RW  Intl6 PLC 257 CPU 312 Count value
Warisble from CPL's Value 3 DES.DBWE  INT : Progmm RW  Intlé PLC 355 CPU 103 Countuslue
Wariable from CPL's Value_4 DESDBWS  INT : Progam RW  Intl6 PLC 455 CPU 41 Count value
[Arroject | B server | B Certificates
CAPS NUM

S7 PLC 1 CPU 312 - OPC tags

Only the five (5) variables of the data block Counter Values [DB2]
are defined as OPC tags.

[l example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help

Dz &

= 11 Variables
- - b
& CREEN N = UR
L1 F (Flag)
=43 [BH Link U2 -1 Countervalues (DB 2) //Counter Values PLC 157 CPLI 312
=-(fl) CPU 416 Master [f] MinValue_1:INT #fminimurn counter level PLC 157 CPU 312
oo variales [i] MaxValue 13 INT /frminimum counter level PLC 157 CPU 312
L S B o gy Marked Variable o o1 [ Contral ON1:BOOL /PLC 1 57CPU 312 sheuld cout
o (OPC-Tag) ic :
: : ontrolling_is ON_T: BOOL //Feedback from PLC 157 CPL 312
- SrleaCrUER [f] Value_1:INT f/Countalue PLC 157 CPU 312
D Variables 4 Gesiric
[ 55 PLE 3 CRUTOS
| Variables [l O AN W B =0
=-{il) S5 PLC 4 CPU 941 HName Address PLCtype leng.. Origin  Access OPCtype  Comment
i variables [1] CounterWalues Minvalue_1 taken gs DB2.DEW O INT H Program R Intl6 rinimum counter level PLC 157 CPU 312
[i] Counter Values.MaxVslue_1 OPC tagsDB2DEW 2 INT 2 Program RW  Intl6 Finirum counter level PLC 157 CRU 312
[i] Counter Values Control GH_1 DRLDEXAD  BOOL 1 Program RW/ Baolesn  PLCTS7CPU 312 should count
[ Counter Values Controlling s OM_1  DB2DEX41  BOOL .1 Progrm RW  Boclesn  Fesdback from PLC 157 CRU 312
1] Counter Values Aalue_1 DRLDEWE  INT 2 Program RW  Int16 Count value PLC 157 CPU 112
;Prmectl%server | B certificates
CAPS NUM

S7 PLC 2 CPU 312 - OPC tags

Only the five (5) variables of the data block Counter Values [DB2]
are defined as OPC tags.

[l example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help

Dz &

-1 Variables

& R = N ]

-1 F (Flag)

=-43 IBH Link UA ©- 1] CounterValues (DB 2) //Counter Values PLC 2 57 CPUI 312

GO0ty [ MinValue_2: INT ffminimum counter level PLC 2 STCPU 312
1 variables : [] MaxValue_2: INT /frminimurm counter level PLC 2 57 CPU 312
i S7PLCT CPU31Z  marked Varable [l] Control ON_2: BOOL //PLC 2 S7CPU 312 should count
| Variables (LS [I] Controlling_is ON_2: BOOL /Feedback from PLC 2 57 CPU 312
ERIISZREGIGRUED 2 [f] Value_2:INT f/Countalue PLC 2 57 CPU 312
[ 4 Generic
-{fi) 5 PLC 3 CPU 103
L Variables cf LK ¥ G B S B AV
- (i) S5 PLC 4 CPU 941 Hame Address PLCtype leng.. Origin  Access OPCtype  Comment
- Variables [1] Counter Values Minvalue_2 DB2.DBW 0 INT 2 Program R/ Int16 Frinirurn counter level PLC 2 $7 CPU 312
[i] Counter Values Maxialue_2 DBZDBWZ  INT 2 Program RW  Intl6 miinirmum counter level PLC 2 57 CPU 312
[i] Counter Values Control_ON_2 DB2DEX40  BOOL .1 Program RW  Boolean  PLC 2 57 CPU 312 should count
[I] Counteralues Controlling_is_ OM_2  DE2DEX41  BOOL .1 Program RW  Boolean  Feedback fram PLC 257 CPU 312
[i] CounterValuesMalue 2 takenas DBZDBWE  INT 2 Program RW  Intl6 Count value PLC 2 57 CPU 312
ﬂPrmmI%sewer | B certificates i

CAPS NUM

________________________________________________________________________________________________________________________|
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S5 PLC 3 CPU 103 - OPC tags

Two (2) flag tags and all (3) data of the data block Counter
Values_3 [DB2] are defined as OPC tags.

example 7 - multi CPUs 57.0pu - OPCUAEdit
File

Edit Help

Did &@

B Variables
0]

& G $Ca s i

- M F (Flag)

-85 1BH Link UA mrued\,a’mb,e [ Control ON_3:BO0L #/PLC 3 S5 CPU 1032nable counting
=] gu‘/m:m“ (OPC-Tag) [ Controlling_is ON_3:BOOL f/feedback of PLC 3 85 CPU 103
i ariables :

[ Max:BOOL ffmaximum reached
[0 Min:BOOL f/minimum reached

FRLCTCPU 312

-] Variables <.[][1] Walue_3 M : WAORD  ffcounter value PLC 3 S5 CPL 103
& ;p\;c_z;num 1[0 Dewn_3:B00L //counting dawn
ariables

«[J[] Up_3:BOOL ffcounting up

B 1] Countervalues 3 (DB2)  //CounterValues
i [ D_O:INT /7 MinValue PLC 355

marked Variable [ D_T:INT £/ MaxValue PLC 3 55

i Variables (OPC-Tag) [[] D_2:INT /#Walue PLC 3 S5

g Gemsric

=] SSPLC3CRU10S

o Kby lY
Mame Address PLCty.. Length Qrigin Access OPCtype Comment
1] Contral_ON_3 M1 BOOL 1 Frogram RW  Boolean  PLC 3 55 CPU 103znable counting
[l Controllingis N2 M14 BOOL .1 Program Rw#  Boolean  feedback of PLC 3 55 CPU 103
[I] Countervalues .00 DBZDBWD  INT 2 Program R4 Int16 Minalue PLC 3 S5
[l] Countervalues .01 DBZDBW2  INT 2 Frogram R Int16 MaxValue PLC 3 55 'g;g'::’s
[I] Countervalues .02 DBZDBW4  INT 2 Frogram R Int16 Value PLC 3 53 9
Project | B server | B Certificates
CAPS NUM

S5 PLC 4 CPU 941 - OPC tags

Two (2) flag tags and all (3) data of the data block Counter
Values_3 [DBZ2] are defined as OPC tags.

[ example 7 - multi CPUs 57.0pu - OPCUAEdit
File Edit Help

NEHd @@

B[ Variables

&0 G
B 1] F (Flag)

[[] ContralON_4:BOOL //PLC 4 S5 CPU 841 enable counting

ol PEEN W 1)

545 1BH Link U2,

=[] CPU 416 Master V1[I] Controlling_is ON_4:BOGL /ffeedback of PLC 4 S5 CPL 941
- Variables ~[1[] Max:BOOL ffmaximurn reached
{0 57 PLC 1 CPU 12 ~[1[1 Min:80OL #fminimun reached
8 Variables [ Walue &M s WORD  ffcounter walue PLC 4 55 CPU 041
e SHC AGAUAR [0 Dewn_4:BOOL f/counting down
1 Gt [0 Up_4:BOOL ffcounting up
EHE SPE U B B0 Countenvalues 4 (DB 2) //Counter Values
i Variables H [} D_0:INT 7 minimum counter value S5 PLC 4
E" SEPLE 4CPU A marked Variable ¢ G [1] D_1:INT ¢/ maximum counter value S5 PLC 4
(OPCTa0) )G D2iINT /7 countervalue 5 PLC 4
L 4 cemric
GELXK $5a B gt B /W
Hame Address PLCty.. length  Origin  Access OPCtype  Comment
Cantral_ON_4 W11 BoOL A Program RW  Boolesn  PLCASS CPL 341 enable counting
Controlling i OHA K14 BooL A Program RW  Boslesn  feedback of PLC 435 CRU 841
Countervalues 400 DB2DEWO INT 2 Program RW Intl6 i counter value 55 PLC 4
Countervalues 4D 1 DELDEW? INT 7 Program R Intld rmcirmurm counter value 55 PLC 4
CounterValues 402 DELDEWA INT 2 Program RW Intld Counter value 55 PLE 4
project | B server | certificates
CAPS NUM

2.7.7 Add external data

Right-click on IBH Link UA and execute the Add External Data ...
command.

[ example 7 - multi CPUs S7.0pu - OPCUAE dit

File Edit Help

= Name of the server connection
Name IEH Link U
= Server address
Hozt name / Address 132168114
Bod 480
MNew server connection... A-48010
£ [dill 57PLC 1 CPU 312 New contral..
i S Wariables Properties...
STPLE 2 CPUSTE 0 o external dta. £ |
S Variables
5 PLC 3 CPL 103 Add modbus configuration...

L. Variables Impart...
S5PLC 4 CPU 841 Export. &
A variables = OTheT SETng:

” Variables format Compact

Project 'ESen.er | B certificates |

_________________________________________________________________________________________________________________________|
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The OPC tags defined in the IBH OPC UA Editor are to
be used. Confirm the dialog box with No.

IBH OPC UA Editor

b Take over current configuration of external data from server

& 5 Link ue?

Yes Mo |

2.7.8 Variable transfer — define source and destination
OPC tags

External data with additional commands was inserted in the left part
of the project window.

example 7 - multi CPUs S7.0pu - OPCUAEdit
File Edit Help

DEd &@

S PEER =N
=43 1BH Link U (=R, = T L L EE 3] ink UA
21 ) CPU 416 Master o) (f] CPU 416 Master () CPU 416 Master
S Variables - Variable to CPU's (DB 2) /fVariable to the S5 CPUs and S7 CPUs i) $7PLC 1CPU 312
- 57PLC 1 CPU 312 @ Control_ON:BOOL /#CPUs should count [ F (Flag)
(& variables v @ I ue 1! INT /it LC 157 CPU 312 =3 Counteralues (DB 2)  #/Count PLC 157 CPU 312
B $7PLC 2 CPU 312 v @ MaxValue 2 INT J/f ue PLC 2 57 CPU 312 o @ MinValue 11 INT - ffminirnu et level PLC 1 57 CPL 312
o Viariables @ Maxialue 30 INT Jf ue PLC 155 CPU 103 @ Max e 12 INT  /fminim erlevel PLC 157 CPU 312
=" S5 PLC 3ICPUIDI @ Maxialue 40 INT Jfr walue PLC 183 CPU 841 @ Control_OM_1:BOOL  f/PLCT 57 CPU 312 should count
Variables @ MinValue 11 INT  fmaxi ue PLC 187 CPU 312 @ Controlling_is_OM_1:BOOL //Feedback from PLC 157 CPL 312

@ MinValue_2: INT ffmaxi ue PLC 2 57 CPLI 312 @ Value_1:INT f/Count value PLC 1 57 CPU 312
@ MinValue 3 INT  f/maxil ntvalue PLC 3 S5 CPU 103 [ Generic
@ MinValue 4:INT  /maximurn cound twalue PLC 4 55 CPU 041 ) 7PLC 2 CPU 312
-0 Variable from CPL's (DB S) /S5 CPUs and S7 CPUs send data .} S5 PLC 3 CPU 103
L Generic (i) 55 PLC 4 CPU 31
7] 57PLC 1 CPU 3T 7. UA Nodes

2 s7PLC 2 CPU 312
G S5PLC 3 CPU TR
2. {f) 35 PLC A CPU 341
4.2 UA Nodes

Saurce server Source variable Destination server Destination variable Data type = Source name

|JPVDJEH I?}sen.eu B certificates

CAPS NUM

Mark Variable transfer to define the source and destination OPC
tags. The right project window is divided into two parts. The Source
window is on the left and the Destination window on the right. The
Source window and the Destination window lists the OPC tags of the
OPC server and the PLC Controllers.

The OPC tags to be read (read variables) are specified in the Source
window. The OPC tag to be linked with the variable read is specified
in the Destination window.

Variable connection
Mark the source OPC tag and right-click the destination OPC tag.

Source window

E:uurce 1 IEH Link Ua::IBH Link U, CPU 416 Master, Yariable to CPU's, Control ON]
E---i‘j IBH Link L&,
= (@l CPU 416 Master
: E||__] “Wariahle to CPU's (DB 2)  fMariable to the 55 CPUs and 57 CPUs
i ----- "R Control O~ : BOOL _.-f'_.-"li:i Pls should count

________________________________________________________________________________________________________________________|
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Destination window

The command Connect variable (standard parameters) finalizes

the definition. The connected OPC tags are listed in the lower part of
the right project window.

o2, §*
Destination : IBH Link UA:IEH Link W&, 57 PLC 1 CPU 312, Counter \-'alues.CDntrDIIing_is_ON_H
Ei; [BH Link LA
CPU 416 Master
B[] 57 PLC 1CPU 312
- @ FFlag)
. -3 Counter Values (DB 2) //Counter Values PLC 157 CPU 312
- MinValue_ 1 INT  ffminimum counter level PLC 157 CPU 312
- MaxWalue_1:IMNT  Afminimum counter level PLC T 57 CPU 312
. Control_OM_1:BOOL  FfPLC 157 CPU 312 should count
BN Controlling_is_OM_1: BOOL _5"'_.-"Fr:r:n:l back from PLC 1 57 CPU 312

Remove all child connections...
Connect variable...

| Cannect variables (standard parameters)

Established connection

KIS
Source server

u ou
OfieH Link ua [ Cor

IBH Link U&.S7 PLC 1 CPU 312.Counter Walues. Controlling_is_OM

Once a connection has been established, the symbols in front of the
OPC tags changes. In addition to the value, the source OPC tag also
offers the time stamp and the status of the OPC tag. To use these
OPC tags, the corresponding destination variables must be available.

Source variables connection established

&

J5ource ; IBH Link UA::IEH Link 1A, CPU 416 Master, Variable to CPU's, Control _OM |
=% IBH Link L&,

=-{{) CPU 416 Master
: E|1_j Yariable to CPU's (DB 2 ariable to the 35 CPUs and 57 CPUs
T Control_OM: BOOL //CPUs should count
| -+ IBH Link U&:Controlling_is_OM_1 : Boolean

----- <0 Status : StatusCode
.- TirmeStamp : DateTime

Destination variable connection established

g% o
Destination : IBH Link UaA::IEH Link UA.57 PLC 1 CPU 312.Counter Walues, Controlling_is_OR_1
-4 IBH Link U
CPU 416 Master
= (il 57 PLC 1CPU 312
- @0 F (Flag)
E-d CounterWalues (DB 2y /fCounter Values PLC 157 CPU 312
- W MinValue_1:INT /fminimum counter level PLC 157 CPU 312
----- W Maxvalue_1:IMNT  Afminimum counter level PLC 1 37 CPU 312

*y Lo
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Defined Connections

Source Destination
CPU 416 Master; -
Variable to CPU’s [DB2]:
Control_ON Control_ON_1
MaxValue 1 MaxValue 1
MinValue_1 MinValue_1
Control_ON Control_ON_2
MaxValue 2 MaxValue 2
MinValue_2 MinValue 2
S5 PLC 3 CPU 103; F (Flags)
Control_ON Control_ON_3
Counter Values (DB2):
MaxValue 3 MaxValue 3
MinValue_3 MinValue_3
S5 PLC 4 CPU 941; F (Flags)
Control_ON_4 Control_ON_4
Counter Values (DB2):
MaxValue_4 MaxValue_4
MinValue_4 MinValue_4
S7 PLC 1 CPU 312; ‘
Counter Values (DB2):
Controlling_is ON_1 Controlling_is ON_1
Value_1 Value_1
S7 PLC 2 CPU 312;
Counter Values (DB2):
Controlling_is ON_2 Controlling_is ON_2
Value_2 Value_2
S5 PLC 3 CPU 103; F (Flags) ‘
Controlling_is ON_3 Controlling_is ON_3
Counter Values (DB2):
Value_3 Value_3
S5 PLC 4 CPU 941; F (Flags)
Controlling_is_ ON_4 Controlling_is_ON_4
Counter Values (DB2):
Value 4 Value 4

_______________________________________________________________________________________________________________________|]
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The connections are displayed in the lower part of the right project
window.

KIS
Source server Source variable Destination server  Destination variable Datatype Source name Destination name
(1] IBH Link L&, Contral_ON IBH Link L& Cantralling_is_ON_1 Boolean  IBH Link U&.CPU 416 Master.ariable ta CPU's.Cantral_ON IBH Link U&.S7 PLC 1 CPU 312.Counter Walues. Controlling_is_ON_1
[1] 1BH Link U Contral_ON IBH Link L& Cantral_OMN_2 Boolean  IBH Link U&.CPU 416 Master.ariable ta CPU's.Cantral_ON IBH Link U&.57 PLC 2 CPU 312.Counter Values. Cantrol_OMN_2
[1] 1BH Link U Contral_ON IBH Link L& Cantral_OM_3 Boolean  IBH Link U&.CPU 416 Master.ariable ta CPU's.Cantral_ON IBH Link U&,55 PLC 3 CPU 103.Contral_ON_3
[1] 1BH Link U Contral_ON IBH Link L& Cantral_OMN_4 Boolean  IBH Link U&.CPU 416 Master.ariable ta CPU's.Cantral_ON IBH Link U#,55 PLC 4 CPU 041 Contral_(ON_4
[1] 1BH Link U Maxfalue_1 IBH Link L& Maxalue_1 Int1& IBH Link U&, CPU 416 MasterWariable ta CPU's Maxalue_1 IBH Link U&,S7 PLC 1 CPU 312.Counter Values Max\alue_1
[1] 1BH Link U Mintfalue_1 IBH Link L& Minalue_1 Int1& IBH Link L& CPU 416 Master.iariable ta CPU's MinWalue_1 IBH Link U&,S7 PLC 1 CPU 312.Counter Walues.Mintalue_1
[1] 1BH Link U Maxtfalue_2 IBH Link L& Maxalue_2 Int1& IBH Link U&. CPU 416 Master.iariable ta CPU's MaxWalue_2 IBH Link U&.S7 PLC 2 CPU 312.Counter Values Max\alue_2
[1] 1BH Link U Mirtfalue_2 IBH Link L& Mintfalue_2 Int1& IBH Link U&. CPU 416 Master.iariable ta CPU's MinWalue_2 IBH Link U&,S7 PLC 2 CPU 312.Counter Walues.Mintalue_2
[1] 1BH Link U Maxtfalue_3 IBH Link L& D1 Int1& IBH Link U&. CPU 416 Master.iariable ta CPU's MaxWalue_3 IBH Link U&,55 PLC 3 CPU 103.Counteralues_3.0_1
[1] 1BH Link U Mirtfalue_3 IBH Link L& Do Int1& IBH Link U&. CPU 416 Masteriariable ta CPU's MinWalue_3 IBH Link U&.55 PLC 3 CPU 103, CounterValues_3.0_0
[1] 1BH Link U Maxtfalue 4 IBH Link L& D1 Int1& IBH Link U&. CPU 416 Master.ariable ta CPU's MaxWalue 4 IBH Link U&,55 PLC 4 CPU 041 Counteralues_4.0_1
[1] 1BH Link U Mirtfalue_4 IBH Link L& Do Int1& IBH Link U&, CPU 416 MasterWariable ta CPU"s Minl/alue_4 IBH Link U&.55 PLC 4 CPU 041 CounterValues_4.0_0
[1] 1BH Link U Cantralling_is_OM_1 IBH Link L& Cantralling_is_ON_1 Boolean  IBH Link U&.S7 PLC 1 CPU 312.Counter Walues.Contralling_is_OM_1 IBH Link U&, CPU 416 Master\ariable from CPU's.Contralling_is_OM_1
[1] 1BH Link U Walue_1 IBH Link L& Walue_1 Int1& IBH Link U&£.57 PLC 1 CPU 312.Counter Values.Walue_1 IBH Link U&, CPU 416 Masterdariable from CPU's\Value_1
[1] 1BH Link U Contralling_is_OM_2 IBH Link L& Cantralling_is_OM_2 Boolean  IBH Link U&.57 PLC 2 CPU 312.Counter WValues.Contralling_is_OM_2  1BH Link U&.CPL 416 MasterMariable from CPU's.Cantralling_is_ON_2
[1] 1BH Link U Walue_2 IBH Link L& Walue_2 Int16 IBH Link U&.57 PLC 2 CPU 312.Counter Values.Walue_2 IBH Link U&.CPU 416 Master.ariable fram CPU's Value_2
[1] 1BH Link U Contralling_is_OM_3 IBH Link L& Cantralling_is_OM_3 Boolean  IBH Link U&.35 PLC 3 CPU 103, Contralling_is_ON_3 IBH Link U&, CPU 416 Masteriariable from CPU's.Contralling_is_OMN_3
[1] 1BH Link U D2 IBH Link L& Walue_3 Int16 IBH Link U£.35 PLC 3 CPU 103 Countervalues_3.0_2 IBH Link U&. CPU 416 Master.ariable fram CPU's Value 3
[1] 1BH Link U Contralling_is_OM_4 IBH Link L& Cantralling_is_ON_4 Boolean  IBH Link U&,35 PLC 4 CPU 91 Contralling_is_ON_4 IBH Link U&. CPU 416 Masteriariable fram CPU's.Controlling_is_ON_4
[1] 1BH Link U D2 IBH Link L& Walue_d Int16 IBH Link U&,55 PLC 4 CPL 841 Countervalues_4.0_2 IBH Link &, CPU 416 Masterdariable from CPUsValue 4
CAPS NUM

Linked read variables have this green symbol.

A

BOOL  #/CPUs should count Ny
Sfminimum countwalue PLC T 57 CPU 312
fminimurm countwalue PLC 2 37 CPU 312
countwalue PLC 1 35 CPU 103

Control_OM :
Maxtfalue_1: INT
Maxalue_2 ¢ [MNT

MaxWalue_ 3 INT  ffminimum

Maxtfalue_ d: INT  Aminimum countwalue PLC 155 CPU 21
Minvalue_1:INT ffmaximum countwalue PLC 157 CPU 312
kinWalue_2 0 INT  ffmaximum countwalue PLC 2 57 CPU 312
MinValue_3: INT  ffmaximum countwalue PLC 3 55 CPU 103

Minvalue_ 4 INT - ffmaxirmum count value PLC 4 55 CPU 941
B+ Mariable from CPU's (DB 3 //55 CPUs and 57 CPUs send data
.| ] Generic
g-[im) S7PLC 1 CPU 312
B0 F (Flag)
E| - Counter Values (DB 2} //Counter Values PLC 1 57 CPU 312
W MinValue_1:INT  Afminimurm counter lewel PLC 1 57 CPU 3172
W Maxdvalue_1:IMNT  ffminimum counter level PLC 1 57 CPU 312
W Control OM_1:BOOL  /fPLC 157 CPU 312 should count

")

@ ¢ Controlling_is_OM_1: BOOL  //Feedback from PLC 157 CPU
b Value_1:INT  ffCountwalue PLC 1 57 CPU 312

1 Genernc
| S7TPLC 2 CPU 312
T F (Flag)
|_——_|1__| Counter Walues (DB 2 ffCounter Values PLC 2 57 CPU 372

@ MinValue_ 2 INT /fminimum counter level PLC 2 57 CPU 312

W MaxWalue_2 1 INT  ffminimum counter level PLC 2 57 CPU 312

W Contral OM 2 BOOL  SPLC 2 57 CPU 312 should count

- @ Controlling_is_OM_2 : BOOL  ffFeedback from PLC 2 57 CPU 312
i @ Walue_2: INT  ff/Countwalue PLC 2 57 CPU 312 j
1 Genenc

[=| S5 PLC 3CPU03 I

EER LG

W Control ON 3:BOOL  f/PLC 3 55 CPU 103enable counting

- ¢ Caontrolling_is_OM_3: BOOL  fffeedback of PLC 3 55 CPU 'IUEJ

@ Max:BOOL  ffmaximum reached

@ Min:BOOL  #minimum reached

& Walue_3_MWWWORD  ffcounterwalue PLC 3 55 CPU 103

) Down_3:BOOL  ffcounting down

@ Up_3:BOOL /counting up

B Countetvalues_3 (DB 2) S Counter Yalues

fo @ D_OGINT Y Minalue PLC 3 S5

e g D_T0IMT A MaxdWalue PLC 3 55

[@- % D_2:INT //Value PLC 355 ]

.. Generic

I ————————
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Linked read variables have this green symbol.

EI--1_J F (Flag)
----- @ Control_OMN_4:BOOL  JffPLC 455 CPU 241 enable counting

| - & Contralling_is_OM_4:BOOL /ffeedback of PLC 4 55 CPU S |
----- ¢ Max:BOOL  ffrmaximurm reached
----- @ Min:BOOL  #fminimum reached
----- o Walue 4 MW OWORD ffcounter walue PLC 4 55 CPU 201
----- @ Down 4 BOOL  ffoounting dowen
----- @ Up 4:BOOL  ffcounting up
E- 1 Countervalues 4 (DB 23 A CounterValues
----- W D0 INT A minimum counter value 55 PLC 4
----- W D1 INT 4 rmaximum counterwalue 55 PLC 4
[& # D_2:/INT /7 countervalue S5PLC4 |
- Generic
- JA Modes

Linked target variables have this blue symbol.

-u ==

Drestination : O
=95 IEH Link U,
- [di] CPU 416 Master

-1 Variable to CPU's (DB &) #/ariable to the 33 CPUs and 57 CPUs
|_-‘_||__] Wariable fram CPL's (DB 5) /55 CPUs and 57 CPUs send data
----- +¢ Controlling_is_OM_1: BOOL fPLC T 57 CPU 312 counts Y
----- +¢ Controlling_is_OM_2: BOOL  ffPLC 2 57 CPU 312 counts
----- +¢ Controlling_is_OM_3: BOOL  fPLC 3 55 CPU 103 counts
----- +¢ Controlling_is_OMN_4: BOOL  f/PLC 4 55 CPU 331 counts
----- + Yalue 1:INMT JfPLC 157 CPU 312 Countwalue
----- +¢ ‘alue_2 1 INT ffPLC 2 57 CPU 312 Countwalue
----- +¢ Walue 3 INMT JfPLC 3 50 CPU 103 Countwalue
\ oo Malue A0 INT  f/PLC 4 55 CPU 3 Countwalue 7
. Generc
=[] 57 PLC 1CPU 212
-1 F (Flag)
E| - Counter Values (DB 2y /AfCounter Walues PLC 1 57 CPU 312

----- #¢ bdinValue 1 INT  fminimum counter lewvel PLC 1 57 CPU 312
----- + MaxWalue_1:IMT Sfminimum counter lewel PLC 1 57 CPU EQ
----- W Control_OM_1:BQOL f/PLC 157 CPU 312 should count
----- +¢ Controlling_is_COMN_1:BOOL  ffFeedback from PLC 1 57 CPU 313
] = @ Value_1:INT JfCountwalue PLC 157 CPU 312

----- 1__] Generic

; 1_'| F (Flag)
E| 1 Counteralues (DB ) /fCounter Walues PLC 2 57 CPU 312

----- ¢ MinValue 2 INT  frminimum counter lewel PLC 2 57 CPL 312
----- +¢ MaxValue_2 1 INT  Sfminimum counter lewel PLC 2 57 CPU B‘Q
----- + Control OMN_2;BOOL  JfPLC 2 57 CPU 312 should count
----- w Controlling_is_OM_2 : BOOL  /fFeedback from PLC 2 57 CPU 312
[ W Walue 2 INT ffCountwalue PLC 2 57 CPU 312
----- |__] Generic
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Linked target variables have this blue symbol.

-” 2, &P
E---‘j IBH Link LA
i-[fil] CPU 416 Master

- (@) 57 PLC 1 CPU 312
+- i) 7 PLC 2 CPU 312

S3PLC 3 CPUGS
=L F (Flag)
| i-# Control OM_3:BOOL //PLC 3 55 CPU 103enable counting |
----- @ Controlling_is_ON_3: BOOL  /fffeedback of PLC 3 55 CPU 103
----- ) Max:BOOL ffmaximum reached
----- ) Min: BOOL  ffminimurm reached
----- ¢ Walue_3_MW D WORD ffcounterwalue PLC 3 55 CPUO3
----- ¢ Dowen_3:BOOL  ffcounting down
----- ¢ Up 3:BOCL ffcounting up
-4 Counteralues_3 (DB 2) S CounterWalues
----- +¢ D_0:INT /A Mintalue PLC 355
----- + D_1:INT /4 Maxifalue PLC BQ
----- @ D_2:INT  Ffvalue PLC 3 55
.1 Generic
E_ S5PLC A CPU O )
= F (Flag)
----- +¢ Contral_OM_4:BOOL  /PLC 4 55 CPU 1 enahle counting:l
----- ¥ Controlling_is_ON_4: BOOL  ffeedback of PLC 4 55 CPU 841
----- ¢ Max BOOL  ffmaximum reached
----- G MinBOOL  fAfminimum reached
----- ¢ MWalue 4 MWOOWORD ffcounterwalue PLC 4 55 CPU 801
----- ) Down_4:BOOL  ffcounting down
----- W Up 4:BOOL  ffcounting up
-1 Counterfalues_d (DB 2 S Counter Walues

----- + D_0:INT /Y minimum counter value 53 F'Ltﬂ
----- +¢ D_1:INT /f maximum countervalue S5 PLC 4
----- @ D_2:INT /f counterwalue 35 PLC 4
. Generic
- U& Modes

2.7.9 Check connections

Is the configuration transferred to the IBH Link UA and online
connection to the individual CPUs are present, a right-click on the
heading opens the context menu with the command Check all
connections.

m example 7 - multi CPUs 57.opu - OPCUAEdit

Eile  Edit Help
MEH & @
: % 9 Click the command
@ ¥ A |source:o Destination : 0
5 45 IBH Link UA =45 IBH Link Ua =4 IBH Link U
éd clpnu H16 Master CPU 416 Master CPU 416 Master Ch ec k a.l |
T "L Varisbles STRLCTCRU 312 SPPLC 1 CRU 312
7 PLC 1 CPU12 STPLC 2 CPU 312 -l S7PLC 2 CPU 312 H
(& Variables - [l 55 PLC 3 CPU 103 [l 5 PLC 3 CPU 103 ConneCtlonS A
& [ 57 PLC 2 CPU 312 [ $5PLC 4 CPU 941 -] 55 PLC 4 CPU 341 . A
D B i 2 VAt L2 b defective connection
& S5 PLC 3 CPU 103
7 Wariables g 1

=1 ii] $5 PLC 4 CPU 841 Source senver Sourcevariable  Destination server Destination variable Changes Its
b3 Variables [1] BH Link IJA IBH Link U&, Contralling_is_ON_1 .
&0y, External data [ 1BH Link & Cantrol_O —— green Status Icon

Lol Connected Servers [1] IBH Link LA Control O o

.2 Variable transfer [1] BH Link L& Control O Operties...

f:j User-defined variables m |BH Link UA&, MaxWalue | Show connection in tree gj{click to red .
L) MOTT configuration || [I [BH Link UA MinValue_[Check all connedtions...
[0 IBH Link LA Maxvalue_ TBFT LIk O [GEAEION
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2.7.10 Transfer configuration to the OPC UA server
(IBH Link UA).

A right-click on the Server icon (IBH Link UA) opens the context

menu.

m example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help
DiZH & @
= Mame of the server connection
Name IBH Link L&
= Server address
Host name / Address 192.168.1.14

B CPU 416 Master Dt Asnin

-5 Variables New server connection.., 14:48010
B[] §7PLC 1 CPU 312 MNew control.

- Variables
=t . STPLC 2 CPU 312 Transfer selected configuration to the OPC UA Server.“ ”

i Variables Read complete configuration from OPC UA Server.., Yolick)
-} S5 PLC 3 CPU 103

2 Variables [T

& [ 55 PLC 4 CPU 041 Export., =7

{8 Variables = Uther settings

I Wariables format Compact
-y, External data
:Project RSer\ter \@Cemif\cates | |
CAPS NUM

The command Transfer Selected Configuration to OPC UA Server
command opens the Transfer Configuration to Server dialog box.

Select the server IBH Link UA and then click Start. The configuration
is transferred to the IBH Link UA.

[ Transver configuration to the server

Close:

Mame of the server connection | Transfer | Status
0% -

™ Transver configuration to the server

Name of the server connection | Transfer | Status

TBH_Link_UA

F8 Transver configuration to the server

100 % Server is being restarted

Transfer | Sghy

Mame of the server connection

< T6H_Link_UA

Start

<

100 % |TransFer successful |

rf click

Start I

Close |

The successful transfer is displayed.

2.7.11

IBH Link UA browser windows

The browser window Diagnostics displays the status of the
connection IBH Link UA — PLCs.

- B |BH Link UA - Diagnestics X

&« C @

[l L]
SR o

Controller diagnostics

Clear d\agnuse J

Client diagnostics Network diagnostics

© & hitpsy//192.168.1.14/7_=/diaglistview - & W In @D e % 0 =
OPC server is running Logout | Update password quad-core

System Log

e e e [

CPU 416 Master 192.168.1.10:102 20.8.2020 10:3:43 pLC Connection established (6ES7 416-3ERNS-0AB0)
-) 57 PLC 1 CPU 312 192.168.1.12:102 20.8.2020 10:17:50 PLC o Cannection established (BES7 312-1AE13-0AB0 )
@ - 57 PLC 2 CPU 312 192.168.1.17:102 20.8.2020 10:17:49 PLC o Cannection established (BES7 312-1AE13-0AB0 )
S5 PLC 3 CPU 103 192.168.1.13:102 20.8.2020 10:3:43 PLC a Connection established (IBHsoftec 57 to 55)
@ - 55 PLC 4 CPU 941 182.168.1.19:102 20.5.2020 10:3:43 PLC a Connection established (IBHsoftec 57 to 55)
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IBH Link UA - Siemens Slots — OPC Project

&« c o © & hitps Jopc_slots - ¥ W oo ¥ 0 =

% M L Logout | Update password | guad-core
""""""""""""" »Slot 2
__________________________ Y OPC Project

YIBH Link U&

.......................... » CPU 416 Master
»57 PLC 1 CPU 312

P57 PLC 2 CPU 312
PS5 PLC 3 CPU 103
P 55 PLC 4 CPU 941

""""""""""""" Delete slot | | Delete all | Load OPC Editor Project | | Save OPC Editor Project |

[Siemens slots] jisomic | Insert SINUMERIK | | Change SINUMERIK |  Delete SINUMERIK |

IBH Link UA — OPC Client

&« c o //192.168.1.14/7_= fopc_dient @ n @ e % =]

b Logout | Update password quad-core
Connected Servers a

-------------------------- ¥ 33 urn:ibhlinkua:IBHs oftec: IBHLInkUA (opc.top:/f192,168.1,14:48010) % Good (0x00000000) SecurityPolicy #Hone
P& IEH Link UA.CPU 416 Masterariable to CPU's . Control_ON

»&H1BH Link UaA.CPU 416 Mastervariable to CPU's Maxvalue_1

P& IBH Link UA.CPU 416 Mastervariable to CPU's Minvalue_1

»&H1BH Link UaA.CPU 416 Mastervariable to CPU's Maxzvalue_2
—————————————————————— P& IBH Link UA.CPU 416 MasterVariable to CPU's Minvalue_2

»&H1BH Link UaA.CPU 416 Mastervariable to CPU's Maxvalue_3

P& IBH Link UA.CPU 416 MasterVariable to CPU's Minvalue_2

»&H1BH Link UA.CPU 416 Mastervariable to CPU's Maxvalue_4

@ IBH Link UA.CPU 416 Mastervariable to CPU's Minvalue_4
—————————————————————— »&H1BH Link UA.S7 PLC 1 CPU 312.Counter Values.Controlling_is_OM_1
B @ IBH Link UAST PLC 1 CPU 312.Counter Values Value_1

»&IEH Link UAST PLC 2 CPU 312.Counter Values . Controlling_is_OMN_2
> @ I1EH Link UAST PLC 2 CPU 312.Counter Values Value_2

YE&AIEH Link Ua.55 PLC 3 CPU 102.Controlling_is_ON_2

-------------------------- =4 urn:ibhlinkua:IBHsoftec: IBHLINKUA (opc tep:/f192.168.1.14:48010
@ IBH Link UA.55 PLC 2 CPU 103 .Controlling_is_OM_3 . TimeStamp
@ IBH Link UA.S5 PLC 3 CPU 103.Controlling_is_ON_3.5tatus

:IBHsoftec: IBHLINKUA (opetep //192.168.1.14:48010
-------------------------- @& IBH Link UA.55 PLC 3 CPU 103.Countervalues_3.D_2 TimeStamp
W IBH Link UA.S5 PLC 3 CPU 103.Countervalues_3.0_2.5tatus
> & IBH Link Ua.S5 PLC 4 CPU 941.Controlling_is_OMN_4
»@HI1BH Link UASS5 PLC 4 CPU 941.Countervalues_4.0_2
< >

-------------------------- Add Server | Add variable to read ‘ Connect variable ‘ ﬂ ﬁ g Upload client XML configuration

Download client XML configuration | Delete client configuration ‘

lBHsoftec IERE NS

2.7.12 Online OPC UA Server Information

File Edit Help
NEH & © H
Server hdlhaRadl | = Mame of the server connection Informatlon from the O PC
Mame IBH Link L&
CrUaIoN Y |[5 Server address UA server connected
Host name / Address 192168114
85 PLC 3 CPU103 . .

= Port 48010

$5PLC A CPU 841 L e A online with the CPUs are

BALE ) CRL B Irverss conhection Mo .

P ?LC 2CpU 312 = Security settings dlsplayed .

~E% Variable transfer Secuiity polisity Mone
{1 UA Nodes Message mode Mone
= Authentication settings
Login Anongmous
Session hame example?: Muli CPU's 57
E Other settings
Variables farmat Compact
:Prqedl‘l@sawer JBCemh... | |
CAPS NL

__________________________________________________________________________________________________________________________|]
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Show variable transfer

The individual OPC tags are displayed in the right server window with
their status. The status of the OPC tags is updated continuously.

m example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help

sl | Source server Source variable Destination server  Destination variable Data type Value
El IEH Link L& Control_OM IEH Link L& Controlling_is_OMN_1 Boolean false
El IEH Link L& Control_OM IEH Link L& Contral_OM_2 Boolean true
El IEH Link L& Control_OM IEH Link L& Contral_OM_3 Boolean true
iS5 PLEC 4 CPL 9l El IEH Link L& Control_OM IEH Link L& Control_OMN_4 Boolean false
i STPLC 1 CPU 212 El IEH Link L& hdaxalue_1 IEH Link L& hdaxalue_1 Int16 9510
12 [ IBH Link U, Minfalue_1 IBH Link LA Minfalue_1 Int16 10 =
for [ IBH Link U, Maxialue_2 IBH Link L&, Maxialue_2 Int16 810 2
; - [ IBH Link U, Mintalue_2 IBH Link L&, Minfalue_2 Int16 810 g E
AL el [[] IBHLink U&  MaxValue_3 IBH Link U D1 Int16 B0 EE
|i| IBH Link LA Minfalue_3 IBH Link LA [} Int16 700 s £
[ IBH Link U, Maxialue_4 IBH Link LA D1 Int16 6000
[ IBH Link U, MinWalue_4 IBH Link LA D0 Int16 600
El IEH Link L& Controlling_is_OMN_1 IEH Link L& Controlling_is_OMN_1 Boolean true
[ IBH Link U, Walue_1 IBH Link LA Walue_1 Int16 0
El IEH Link L& Controlling_is_OMN_2 IEH Link L& Controlling_is_OMN_2 Boolean false
[ IBH Link U, Walue_2 IBH Link LA Walue_2 Int16 4290
El IEH Link L& Controlling_is_OM_3 IEH Link L& Controlling_is_OM_3 Boolean false
[ IBH Link U, D_2 IBH Link LA Walue_3 Int16 6955
El IEH Link L& Controlling_is_OMN_4 IEH Link L& Controlling_is_OMN_4 Boolean false
JPr-:ujectl  server P%Cemfi... [ IBH Link U, D_2 IBH Link LA Walue_4 Int16 \ 3048 /
CAPS NUM

The source and destination names of the variable transfer are
displayed.

m example 7 - multi CPUs 57.opu - OPCUAEdit

File Edit Help
NEH 86
Server Matadl | Source name Destination name
EI"",j IBH Link Ui, IEH Link LA CPL 416 MasterWariable to CPU's.Control_ON IEH Link U857 PLC 1 CPU 312 Counter Values.Controlling_is_ON_1
CPU 416 haster IBH Link UA.CPU 416 MasterMariable to CPU's.Cantral_ON IEH Link UA.57 PLC 2 CPU 312 Counter Values. Control_OMN_2
S5 PLC 3 CPU 103 IBH Link U& CPU 416 Masterariable to CPU's.Control_OMN IBH Link UASS PLC 3 CPU 103 Control_COk_3
S5 PLC 4 CPU 8 IBH Link U& CPU 416 MasterWariable to CPU's.Control_OMN IBH Link UASS PLC 4 CPU 841 . Control_Oh_4
i 57 PLC 1 CPU 312 IEH Link U& CPL 416 MasterMariable to CPU's.MaxWalue_1 |IEH Link UAST PLC 1 CPU 312 Counter Yalues Max'alue_1
STRLC 2 CPU 112 IBH Link U& CPL 416 MasterMariable to CPU's.MinWalue_1 IEH Link UAST PLC 1 CPU 312 Counter Values.Minalue_1
. IBH Link U& CPLU 416 MasterMariable to CPU's MaxValue_2 |IEH Link UAST PLC 2 CPU 312 Counter Values. MaxWalue_2
IBH Link U& CPL 416 MasterMariable to CPU's.Minfalue_2 IEH Link UAS7 PLC 2 CPU 312 Counter Yalues.MinValue_2
IBH Link UA,CPU 416 Master.Wariable ta CPU's.Max\alue_3 IBH Link UA&.55 PLC 3 CPU 103, Countervalues_3.0_1
IBH Link U&, CPL 416 MasterMariable to CPU's.MinWfalue_3 IEH Link UA,55 PLC 3 CPU 103 Counteralues_3.0_0
IBH Link L&, CPL 416 MasterMariable to CPU's MaxWalue_4 IEH Link UASS PLC 4 CPU 941 Counterlfalues_4.0_1
IBH Link L&, CPL 416 MasterMariable to CPU's.MinWalue_4 IEH Link UAES PLC 4 CPU 941 Counteralues_4.0_0
IBH Link UA57 PLC 1 CPU 312.Counter Values.Controlling_is_ON_1  IBH Link UA.CPU 416 Master.Variable frorn CRU's.Contralling_is_OMN_1
IEH Link LA 57 PLC 1 CPU 312.Counter Yalues.\Walus_1 IEH Link UA.CPU 416 Master.Marizble from CPU'sMalue_1
IBH Link UA57 PLC 2 CPU 312.Counter VWalues.Contralling_is_ON_2  IBH Link UA.CPU 416 Master.Variable frorn CPU's. Contralling_is_OMN_2
IBH Link U& ST PLC 2 CPU 312.Counter Yalues.\Walue_2 IBH Link UA.CPL 416 Master.\fariable from CPU's.Walue_2
IBH Link U&,55 PLC 3 CPU 103, Controlling_is_OM_3 IBH Link UA.CPU 416 MasterVariable from CPU's.Controlling_is_OM_3
IEH Link U&,S5 PLC 3 CPU 103.Countervalues_3.0_2 |IEH Link UACPL 416 Masterariable from CPU'sWalue_3
1BH Link U&,55 PLC 4 CPU 81, Controlling_is_OM_4 IBH Link UA.CPU 416 MasterVariable from CPU's.Controlling_is_OMN_4
;ijedl F_TQServer IRCeltifi... IBH Link UA,S5 PLC 4 CPU %1, Countervalues 4.0 2 |IEH Link UA.CPU 416 Master.Wariable from CPU'sMalue 2
CAPS NUM

Marking the data block name, the individual variables (OPC tags) are
displayed in the right server window with their status.

CPU 416 Master; data block Variable from CPU's [DB2]

example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help

L @@

Hode name

IBH Link UA.CPU 416 Master Wariable fram CPU's,Controlling_is_ON_1
IBH Link UA.CPU 416 Master Wariable fram CPU's,Controlling_is ON_2
IBH Link UA.CPL 416 Master.Wariable from CPU's.Controlling_is_OM_3
IBH Link UA.CPU 416 Master Wariable from CPU's,Controlling_is_ON_4

HName Datatype  Status Access f Value
-4 [BH Link UA [l Contralling_is ON_1  Boolean 80K W
- CPUATEM [I] Contralling_is ON_2  Boolean 0K RW
= [I] Contralling_is OM_3  Boolean ~ &0K R

= Variabls to CPL's [I] Controlling_is ON_4  Eoolean  &0K W

$5PLC 3 CPU 103 El Walue_1 Int1& #OK R IBH Link UA&.CPL 416 MasterWariable fram CPU's Walue_1
S5 PLe 4 CPL 941 1] Value_2 Int16 0K RW IBH Link UA.CPU 416 MasterVariable from CPU's Value_2
SHIE | T [I] Value_3 Int16 20K RW IBH Link LA.CPU 416 MasterVariable from CPU's Valuz_2

El Walue_4 Int1a #OK R IBH Link UA.CPL 416 Master.Wariable from CPU's.Walue_4

STPLC 2 CPU 312
% Variable transfer
3 UB Nodes

[AProject | & server F%cemncates
CAPS NUM

I —————————
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CPU 416 Master; data block Variable to CPU’s [DB5]

[ example 7 - multi CPUs S7.0pu - OPCUAEdit

File Edit Help

D H &

Name Datatype Status  Accessf Value | Node name
=45 IBH Link U&, [ Contral OM  Boglean  &QK  RW | true BH Link U, CPU 416 Master Variable to CPU's,Control_ON
= (] CPU 416 Master [[] Maxvalue 1 Int6 @Ok RW | 8000 | IBH Link UA.CPU 416 MasteriVariable to CPU's MaxValue_1
2 Variable from CPU's [[] Maxvalue 2 Intl6 &OK  RW | 8000 | IBH Link UA.CPU 416 MasterVariable to CPU's MaxValue_2
- m Maxialue 3 Int16 &0k R 7000 IBH Link UA,CPU 416 Master Variable to CPU's MaxValue_3
S5 PLC 3 CPU 103 [ Maxvalue_ 4 Int16 Q0K R 6000 IBH Link UA,CPU 418 Master Variable to CPU's MaxValue 4
35 LC 4 CPU M1 [ Minvalue_1 Int16 &0K R 200 IBH Link UA,CPU 418 Master Variable to CPU"s MinWalue_1
[ Minvalue_2 Int16 0K R 200 IBH Link UA,CPU 418 Master Variable to CPU's MinWalue_2
[ Minvalue_3 Int16 0K R 700 IBH Link UA,CPU 418 Master Variable to CPU's MinWalue_3
\5/7 F’Lhc‘ ZICPU?TZ m Min/alue_4 Int16 &OK R 600 IBH Link L&, CPL 416 Master\Variable to CPU's Mintalue_4
ariable transfer
continuously
e updated
:Prmenl 5 server IEcemncates
CAPS NUM

S5 PLC 3 CPU 103; GlobalVars [F flag]

[ example 7 - multi CPUs $7.0pu - OPCUAEdit

Eile Edit Help

Name Datatype  Status  Access
[] Contral_ani_3 Boalean 0K RW
[ Controlling_is_ON_3 Boalean ~ &0K  RW

Node name
I1BH Link UASS PLC 3 CPU 103 .Cantrol_ON_3
I1BH Link UA.SS PLC 3 CPU 103.Cantrolling_is_OR_3

S5PLC 3 CPU 103
= [ GlobalVars

=% Variable transfer
£ UA Nodes

[Arroject w“"""““ < >

CAPS NUM

S5 PLC 3 CPU 103; data block CounterValues_3 [DB2]

[ example 7 - multi CPUs S7.0pu - OPCUAEdit

File Edit Help

DEH & f—
Mame  Datatype Status  Access| Value | Nodename
=43 [BH Link U2, oo It &0k Ry 700 IEH Link UA&,55 PLC 3 CPU 103.Countervalues_3.0_0
CPU 416 Master o1 16 &0K RW | 7000 1BH Link L&,S5 PLC 3 CPL 103, Counterifalues_3.0_1
= S5 PLC 3 CPU 102 o2  Inte &0k Ry 3322 IBH Link U&,55 PLC 3 CPU 103, CounterValues_3.D_2
E Globalvars continuously
updated

55 PLC 4 CPU 341
S7PLC 1CPU 312
S7PLC 2 CPU 312

=% Variable transfer
[ UA Nodes

mprwml [ server chmmes

S5 PLC 4 CPU 941; GlobalVars [F flag]

CAPS NUM

[l example 7 - mutti CPUs S7.0pu - OPCUAEdit

Eile  Edit Help

MName Datatype  Status Access| Value Node name
=45 [BH Link Ua. [I] Control_ON_4 Boolean 0K RW | true IBH Link L4,55 PLC 4 CPU %41.Contral ON_4

(il CPL 416 Master [i] Controlling_is_ ON_4 Boolean 80K RW | true IBH Link 2,55 PLC 4 CPU 941.Contralling_is_ON_4
S5PLC 3 CPU 103
={{) S5 PLC 4 CPL 941

- B Countervalues 4
STPLC 1CRU 312
STPLC 2 CRU 312

= Variable transfer
3 UANodes

:Prmedl & server FE(emfi(atEs

CAPS| NUM

S5 PLC 4 CPU 941; data block CounterValues_4 [DB2]

[ example 7 - multi CPUs S7.0pu - OPCUAEdit

File

Edit Help

Name  Datatype Status  Access| Value | MNode name
45 [BH Link LA oo nt16 B0K R | 600 IBH Link UASS PLC 4 CPU $41.Counteryalues 4.0_0

) CPU 316 Master El D1 Intlé AOK R 6000 IBH Link UA.S5 PLC 4 CPU 841.Counterialues 4.0_1

S5PLC I CPLUI10Z El D:? Int16 AOK R 5081 IBH Link UA.S5 PLC 4 CPU 841.Counteryalues 4.0 2
-fi) 53 PLC 4 CPU 341 col 1ously
updated

£ Globalvars
=

SFRLC1CPUZ
er-fii] $7PLC 2 CPU 312

E Counter Values
% Variable transfer
[0 UA Nodes

:Prmedl F server l@cmm(a«es
CAPS UM

I ————————
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S7 PLC 1 CPU 312; data block CounterValues [DB2]

example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help

NEd & @

Name Datatype  Status Aceess f value Node name
=4 IBH Link U&, ] Control ON_1 Boolean  &OK  RW | false | IBH Link LAS7PLC 1 CPU 312.Counter Values.Control_ON_T
CPU 216 Mastsr [ Controlling is_ ON_1 Boslean ~ &O0K  RW | false | IBH Link LAS7PLC 1 CPU 312.Counter Values.Controlling_is ON_1
$5PLC 3 CPU 103 1] MaxValue_1 Int16 &O0K  RW | 2000 | IBHLink UASTPLC 1 CPU 312.Counter ValuesMaxValue_1
G 5 PLC 4 CPU 41 1] Minvialue_1 Int16 &0k Rw | 00 IBH Link UA.S7PLE 1 CPU 312 Counter ValuesMinalue_1
&0 S7PLC 1CRU 312 [ Walue_1 Int16 a0k Rw Ko 1BH Link UAS7 PLC 1 CPU 312.Counter Valuesalue_1
= continuously
updated

[l S7PLC 2 CPU312
- % Varlable transfer
3 UA Nodes

[AProject | 23 server 'E Certificates

CAPS NUM

S7 PLC 2 CPU 312; data block CounterValues [DB2]

[ example 7 - multi CPUs 7.0pu - OPCUAEdit

File Edit Help

Uzd g@

Name Datatype Status Access f Value MNode name
=45 1BH Link UA, ) Control_OM_2 Boolean  &0K  RW IBH Link UA.S7 PLC 2 CPU 312.Counter Values.Cantrol_OR_2
CPU 416 Master [I] Controlling_is_ON_2 Boolean  BOK  RW BH Link UA,S7 PLC 2 CPU 312.Counter Values.Contralling_is_ON_2
S5 PLC 3 CPU 103 ] Maxvalue 2 Int16 HOK  RW IBH Link UA.STPLC 2 CPU 312.Counter ValuesMax\Value_2
S5 PLC 4 CRU 341 1] MirValue_2 Int16 0K RW IBH Link UA,S7 PLC 2 CPU 312.Counter ValuesMinVialue_2
e [ value 2 Int16 0K RW 1BH Link UA,S7 PLC 2 CPU 312.Counter YaluesValue_2

continuously
updated

([{i) ST PLC 2 CPU 312

L% Variable transfer
(3 UA Nodes

Grvsea (B semer g cenmeses

CAPS NUM

2.7.13 Unified Automation UaExpert - The OPC Unified
Architecture Client

The UaExpert program window lists the OPC tags transferred by the
IBH OPC UA Editor and the associated UA nodes.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”

File View Server Daocument Settings Help
; 1 ~
lgPPO =0 X8 D
Project & X| Data Access View Q
~ [3 Project = Server Node Id Display Name Datatype  Source Timestamp  Server Timestamp  Statuscode
v [ Servers 1 IBHLinkUA@ih... NS|String|lBH ... Cantralling_is_ON_1 Boalean é EERN Goad
Q IBHLinkUA®@ibhlinkua-5C-14 2 IBHLinkUA®@ib... MN34|StringllBH ... Contralling_is_ON_2 Boalean Goad
3 IBHLinkUA®ib... MNS4|String|IBH ... Contralling_is_OMN_3 Baoalean Good
¥ [ Dacuments 4 IBHLinkUA@ib... MNS4[String|IBH ... Controlling_is_OMN_4 Boolean Good
[3 Data Access View 5 IBHLinkUA@ib... MNS|StringlIBH ... Value_1 Int1é Goad
& IBHLinkUA@ib... NS[String|lBH ... Value_2 Int1é Goad
Address Space | x |7 IBHLinkUA®ib... NS4|String|IBH ... Value_3 Int1& Good
g IBHLinkUA®@ib... MNS4[StringlIBH ... Value 4 Int16 Good
3 No Highlight Ml IBHLinkUA@ib... NS[String|lBH ... Contral_ON Boalean Goad
) Roat ~1|10 IBHLinkUA@ib... MNS[StringlIBH ... MaxValue_1 Int16 Goad
oo 11 IBHLinkUA®ib... NS4|String|IBH ... MaxValue_2 Int1& Good
v 2 Ohbjects 12 IBHLinkUA®@ib MS|String|IBH MaxValue_3 Int16 Good
& Client 13 IBHLinkUA®ib... NS4[StingllBH ... MaxValue Int15 Goodl
14 IBHLinkUA®@ih. MNS4|String]IBl MinValue_1 Int16 Goad
& DeviceSet 15 IBHLinkUA®@ih. NS4 String|IBl MinValue_2 Int1é Goad
& MaTT 16 IBHLinkUA®ib MS2|String]IB MinValue_3 Intld Good
& Madbus 17 IBHLinkUA®@ib... MNS4[StinglIBH ... MinValue_4 Int1é Good
v @ PpLcs L)
v 5 CPULIE Master Drag & Drop updated
¥ DeviceHealth
@ Model
v & Programs
1) SupportedTypes )
v Variable from CPL's
@ Controlling_is_OM_1
@ Controling s ON.2 4 Data Access View ™y
@ Controlling_is_ON_3 f
@ Controlling_is_OM_4 # Server MNade ld
@ Value_| 1 IBHLinkUA@ibhlinkua-5C-14 NS4 String|IBH Link UA.CPU 416 Master.Variable from CPU's. Controlling_is_OM_1
@ Value 2 2 IBHLinkUA®@ibhlinkua-SC-14 NS4 String|IBH Link UA.CPU 416 Master.Variable from CPU's. Controlling_is_OM_2
@ Value 3 3 IBHLinkUA®@ibhlinkua-SC-14 NS4 String|IBH Link UA.CPU 416 Master.Variable from CPU's. Controlling_is_OR_3
@ Value 4 4 IBHLinkUA@ibhlinkua-5C-14  MS4|String[IBH Link UA.CPU 216 Master.Variable from CPU's.Contralling_is_OMN_4
v Variable ta CPU's 5 IBHLinkUA@ibhlinkua-5C-14  MS4|String[IBH Link UA.CPU 216 Master.Variable from CPU's Value_1
@ Control ON [ IBHLinkUA@ibhlinkua-5C-14  MS4|String[IBH Link UA.CPU 416 MasterVariable from CPU's Value_2
@ Masvalue 1 7 IBHLinkUA@ibhlinkua-SC-14 NS String|IBH Link UA.CPU 416 Master.Variable from CPU's Value_3
& Maivalus ? 8 IBHLinkUA@ibhlinkua-SC-14 NS4 String|IBH Link UA.CPU 416 Master.Variable from CPU's Value_4
& Vvl - 9 IBHLinkUA@ibhlinkua-5C-14  MS4|String|IBH Link UA.CPU 416 Master.Variable to CPU's.Contral_OM
Viaxvalue_3 10 IBHLinkUA®@ibhlinkua-5C-14  MS4|String|IBH Link UA.CPU 416 Master.Variable to CPU's.MaxValue_]
@ Madialue 4 1 IBHLinkUA®@ibhlinkua-5C-14  MNS4|String|IBH Link UA.CPU 416 Master.Variable to CPU's.MaxValue_2
@ MinValue_] 12 IBHLinkUA@ibhlinkua-SC-14 NS4 String|IBH Link UA.CPU 416 Master.Variable to CPU's.MaxValue_3
@ MinValue_2 13 IBHLinkUA@ibhlinkua-5C-14  MS4|String[IBH Link UA.CPU 216 Master.Variable to CPU's.MaxValue_4
@ MinValue_3 14 IBHLinkUA@ibhlinkua-SC-14  MS4|String[IBH Link UA.CPU 416 Master.Variable to CPU's.MinValue_1
@ MinValue_4 15 IBHLinkUA®@ibhlinkua-5C-14  MS4String|IBH Link UA.CPU 416 Master.Variable to CPU's.MinValue_2
@ RevistonCounter 16 IBHLinkUA@ibhlinkua-SC-14 NS String|IBH Link UA.CPU 416 Master.Variable to CPU's. MinValue_3
@ SerialMumber 17 IBHLinkUA@ibhlinkua-5C-14  MS4StringlIBH Link UA.CPU 416 Master.Variable to CPU's.MinValue_4 J
@ SoftwareRevision
&% Tasks
% SSPLC3CPUTGE
& SSPLCACPU G
% STPLCTCPU 2
% STPLC2CPU 12
&% Server

TTI
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IBH OPC UA Editor - Configuration Examples Chapter 2

2.8 Example 8: Connecting two S7 CPU 300 via an
IBH Link S7++

S7-300 series CPUs not having a free Ethernet port may be
connected to the IBH Link UA via MPI bus via an IBH Link S7 ++ via
Ethernet (protocol RFC 1006).

The example shows the creation of a project with the connection of
two (2) CPU 312 to one (1) IBH Link UA via IBH Link S7 ++. Instead
of the CPU 312, any other S7 CPU 300/400 that does not have a free
Ethernet port could be used.

IBH Link S7++

The IBH Link S7++ is an Ethernet converter. The
standard TCP / IP is used. The user can benefit from
all the advantages of Ethernet.

The use of SimaticNet and the use of a CP
communication processor is not necessary on either
the PC or the PLC side.

Connecting the IBH Link UA with 2x S7 PLC CPU 312

Configuration of the IBH Link S7 ++

Ethernet-Bus
MPI-Bus

Open the IBH Network settings dialog box to
deactivate the option Configuration with NetPro/TIA.

% IBH Network settings

File  Stations IBH Links Options  Help
— Statior:

Station M ame | Address |
aster CPU 57-416 local 192.168.1.10

PLC_1-CPU 212-BH Link 57++ 1592168.1.12:1033
PLC_2-CPU 312-BH Lirk 57++ 192.168.1.17:1093
PLC_31BH Lirk 55++ CPU103 192.168.1.13:10010
PLC_4-IBH Link. 55++ CPLU341 1592.168.1.15:10010

— Settings:

Mew station | Change station | Delete station |

IBHLink 57 | IBHLinkS5 | IBHLinkS5++ |  Language |
o CES. Search and configure IBH Link 57, Plus, 57+ + and 37++
0se H3 devices,
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% IBHLinks in the local network

Page 2-97

Found IBHLinks:

MALC Address | Type | Serial Humber | IP Address | Station name | Firmware
00-02-42-21-66-CB MLSOMPI 25208 1592.168.1.12 PLC_1-CPU 312-BH Link 57++
3-5 HLEOMP z
{ mark)
[ Configuration via Fouter I 0.0.0.0
fclick;
0k I Settings | Search again | Search P range Help

Deactivate the option Configuration with NetPro / TIA

IBHLink settings - 00066361 MAC: 00-02-A2-49-64-C6

—Address settings:

| MPI/Profibus I Time synchronisation FEirmware I Qiagnostiﬂ_’l

Metwork name:
IP-Address:
Subnet mask:

Giateway:

[ IBHNet port [Port 1099 is always active]: ID

| IBH Link 57++ 17

[192 188 1 1T e g

[255 25 . 2% . 0 C DHCP
[t 8. 1 W " BoolP

— &vuthentification

Username:

Password:

Change password

— Options

El' Configuration with NetF‘m.-"TIA_-II

[~ Disable webserver

deactivate

Fieboat | Cancel

IBH Link S7++ MPI addresses

Diagnostics are available to show the MPI bus parameters and the
MPI addresses in use.

IBHLink settings - 00066361

MAC: 00-02-A2-49-54-C6

MPI/Profibus I Time spnchronization Firmware Statinn bl I L4

— Metwork status / Diagnostic

ILlfeI\st

Station address:

Eus parameters:

IT & Fived bus parameter settings

Ok

© Automatic detection

~
Min. Tsdr: 12 MPl-addresses
Tset 1 2 CPUs STPLC_1 :‘g‘:l'i_‘?";ess?si "
T 1 2 CPUs STPLC_2 in

y
r~ Buz Nodes

0 1)z 34 &

orrfEFIrC

SBE NafaXuixfiulul slalalsinin{slsis]sls]s]=ls

6 7 8 911 1213 14 15 16 17 13 13
5[5 [ 1 ) = S S S

Lhiead,

12005 [ [ 15 [ [ I "K

I~ Stalion passive
¥ Station active
¥ Station active ready

Save permatently I

Reboot | Cancel |

Trans Tech International® 2020

IBH Link UA Training



Page 2-98

IBH OPC UA Editor - Configuration Examples Chapter 2

IP / MPI addresses / PLC programs of the devices

Device IP-Address MPI-Address
IBH Link UA 192.168.1.14 not applicable
IBH Link S7++ 192.168.1.12 10
S7-CPU 1 - [CPU 312] IBH Link S7++
PLC-Project / Program: 2

2CPUs S7PLC_1/S7CPU1

together for:

S7-CPU 2 — [CPU 312]
PLC-Project / Program:
2 CPU's S7 PLC_2/S7 CPU 2 192.168.1.12

2 CPU’'s S7PLC_1
2 CPU’s S7 PLC_2

28.1

Calling

PLC programs
The S5/ S7 CPUs programs count value until MaxValue is reached.

Then the Value is counted down until MinValue is reached. This up
and down counting is repeated continuously.

The data blocks CounterValue_1 [DB2] and
CounterData_from_PLC_2 [DB5] are in the S7-CPU 1. The data
blocks CounterValue 2 [DB2] and CounterData_from_PLC_1
[DB5] are in the S7-CPU 2.

These data blocks are available for data exchange with one another.
The variables of these blocks are defined as (OPC tags).

The programs for the S7 CPUs are available in the STEP® 7 -
SIMATIC Manager format.

the IBH OPC UA Editor

Double-click the IBH OPC UA Editor icon to
open the program window.

Open the Project window by click
clicking on the Project tab. (oA Project | 2% server | [ Certificates

chay

Open the New Server
Connection dialog box with
the New Server Connection
command from the Edit menu

B untitled - OPCUAEdit

File | Edit | Help Click

B |__| New server connection

or by clicking the icon.

The new server connection setup was explained in example 1 (see
chapter 2, page 2-3.

e
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Server Connection dialog box

' Serve D = DN prope

Mame of the server connection: I IEH Link. LA

—Server address:

{* Host name or IP address |192.168.1.14
Port: | | 48010
™ URL IDpc.tcp:ll',l'l‘EJZ.168.1.14:48010

Select endpoint. .. |

—Security settings:

d

* Hone —Message mode:
" Basic128Rsal5 € Signatur
" Basic256 £ signature and Encrypion

" Basicsha256 —Inverse connection:
" Aes1z8shazseRsaOasp

[~ Connect invers Propetties. .. |
" Aes2oeshazSeRsaPss

—Login:

o Anonymous

™ User name and password

User name: I

Passwort: I [T Store

Session Mame; example 8: 2x 57 CPU 312

Yariables format: ICu:umpact LI

confirm

Ok Cancel | Help |

All necessary settings are shown. The possible encryptions of the
data to be transmitted are displayed. The example is using the
security method None. By clicking OK the content of the dialog box
is saved and closed.

The settings for the connection to the IBH Link UA OPC UA server
are displayed in the right part of the project window.

example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help
NEH & ®©
= Name of the seiver connection
i . Mame IBH_Link_Ll4&
& .@, Kbad @ E Server address
] (B Link LA, Host name / Address 192.168.1.14
Port 48010
LURL opc.tep:/4192.168.1.14:48010
Irverse connection Mo
= Security settings
Security policity Mone
Message mode Mone
= Authentication settings
Lagin Anonymous
Session name example & 2x 57 CPU 312
= DOther settings
‘ariables farmat Compact
; Project @ Server | @ Certificates
CAPS NUI

I —————————
TTI Trans Tech International® 2020 IBH Link UA Training
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2.8.2 Inserting a New controls (PLC)

The New control command from the context menu (or menu Edit /
New control) opens the dialog box New control to specify the access
to the control (CPU).

m example 7 - multi CPUs S7.0pu - OPCUAEdit

FileJ Edit | Help

lj Mew server cannedion
Eclick,u 1
New contral |bf the server connection
IBH_Link_Ll2,
= Server address
Hast name / Address 192168114
Pat 48010
MNew server connection.., opc.top: /A 192.168.1.14:48070
| Mew contral... Ma
Properties...
M are
Add external data... Nare
Transfer selected configuration to the OPC UA Server...,
Read complete configuration from OPC UA Server.., AnarymaLs
example 8 2« 57 CPU 312
Impart...
Export... Compact

1]
[AProject | server | B certifi... ||

New control dialog box - PLC 1 S7-CPU 1

m New control

Contral name: IPLC 157-CPU1

Host narne [ IP address:| | 192.168.1.17 %

—Protocol;

| * 57 TCRIP Rack number: IU Slot number: I 2 I

r~ Position of the target module: MPLAddress |
E Target modul at the same racg PLC157-CPU 1

 via MPI/DP subnet accessible rack

MPI/DP address of the target CPU: I 2

 Yia TCP{IP subnet accessible rack

IP-address IBH Link S7++

TCP,I'IPaddressofthetargetCF‘U:I o .o . o0 .0

" WiaH1 subnet accessible rack

H1 address of the target CPLU: IUU-UU-UU-UD-DD-UD

Subret I0: I fululun] . I 0000

" 57 200 TCR{IP
f O TSARP: I 0100

57 1200 TCR{IP

PLC TSAP: |0101
" 57 1500 TCR{IP

=t

confirm ]

QK Cancel | Test connection.... Help |

Test connection

After completing the New Control dialog

box, the connection to the online connected

CPU can be tested.

Information about the successful connection is displayed.

Test connection. ...

IBH Link UA Training TTI Trans Tech International® 2020
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IBH OPC UA Editer

ey The cannection ta the PLC PLC 1 57-CPU 1 has been
WY successtully tested,

New control dialog box — PLC 2 S7-CPU 2

m MNew control

Control name: IF'LC 157-CPU 1

IP-address IBH Link 57 ++
Host narne | IP address: | 192.168.1.17

—Protocal;

| ¥ 57 TCP(IP Rack number: I o Slat number: I 3‘ I

—Position of the target module:

MPI-Address
E Target modul at the same racg PLC2S7-CPU2

" Wia MPL/DF subnet accessible rack

MPI/DP address of the target CPU: I 2

™ Wia TCP/IP subnet accessible rack,

TCPII'IF'addressnfthetargetCPU:I g . 0 .0 .0

" Wia H1 subnet accessible rack.

H1 address of the target CPL: I 00.00.00.00,00,00

Subriet ID:I i , | 0ooa

57 z00 TCR{IP
! Own TSAP; | 0100

r I
57 1200 TCR(IP
I—

PLC TSAP: [0101
" 57 1500 TCRJIP

1::»r:tnﬁrm!-§\i fi\

#click}, /

Ok, Cancel | Test connection. ... | Help

Test connection

Trans Tech International® 2020

After completing the New Control dialog
box, the connection to the online connected

Page 2-101

Test connection. ... |

CPU can be tested.
Information about the successful connection is displayed.

IBH OPC UA Editer

e The connection to the PLC PLC 2 57 CPU 2 has been
WY successtully tested,

To accept and close the New control dialog box settings click on OK.

| 57 oo T-FIF

confirm

ok Cancel Test connection.... Help

IBH Link UA Training
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The specified PLC controls are displayed in the left project window.

m example 8 - 2x 57 CPU 312.0pu - OPCUAEdit

File Edit Help
NS5 H & @
= Mame of the server connection
s " Mame IBH Link L&
SE”‘ _f x * sadh @ B Server address
IEH Link U Hast name / Address 192.168.1.14
Fart 43010
e Wariables LRL opc.tep:/#192.168.1.14:45010
Inverse connection No
b ‘Variables = Security settings
Securty policity None
Meszage mode None
= Authentication settings
Lagin Anonymous
Session name example 8: 22 57 CPU 312
= Other settings
“ariables format Compact
project | server | certificates |
CAPS NUM

2.8.3 IBHLink S7 ++ setting

If no connection is established from the PC via IBH Link S7 ++, the
settings must be checked (see chapter 1 page 1-13 — IBH Link UA -
S7 CPU 300 / 400 connection via IBH Link S7++).

Note:

To address an CPU 300/400 via the IBH Link S7++, the routing
option (dialog box IBHLink settings / Network tab)
Configuration with NetPro must be deactivated (Apply
permanently).

This applies to all S7 300/400 CPUs with IBH Link S7++ connection.

2.8.4 Program assignment

The Assign Program command opens the Program Selection dialog
box.

m example 8 - 2x 57 CPU 312.0pu - OPCUAEdit

File Edit Help

DEH & @

Project = Mame of the control

. Name PLC1S7-CRU
52”‘ .Cn x 2B + @ = Offline program assignment
E‘(i IBH Link L&,

Frogram tyupe Mo program assignment

..... right click
=- (@ Proaram nath
G &4 Variables Delete
g PLC 2 SFCPU 2 Cut mn
L] Wariables Copy 57 TCRAP
192168117
Insert
{click) Target modul at the same rack
Assign program... 0
Update program assignment.... 2
Properties...

T]
l ;ZProject lﬂ&wer |@Certificates |

IBH Link UA Training TTI Trans Tech International® 2020
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Select Program dialog box

Select the PLC program in the Select program @
dialog box. Clicking the Plus symbol in front of

the PLC project name. Mark the PLC program (CPU) and click OK to

assign the PLC program.

m Select program

a_ B. Peter Schulz-Heise
El_, Warkshop (A:)
B | OPC UA Editar Manual
B[ | example 8 - 2x CPU 312 57
B | 2CPUs 57 PLC_L
| B9z CPUs STRLC 1
j [ S
Bl | 2CPUsSTRLC_2
242 2 CPUs STRLC_2
[ cPU312- z=allm PLC 2 S7-CPU 2 y

PLC 1S7-CPU1

Path: | A:OPC UA Editor Manuallexample 8 - 2x CPU 312 5712 CPUs 57 PLC_1Y,

QF ‘ Cancel ‘

Assigned PLC program
In the right part of the project window information about the program
assignment are displayed.

example 8 - 2x 57 CPU 312.0pu - OPCUAEdit

Fie Edit Help
5 Mame of the contrl
Name PLC 1 §7-CPU 1
o ERY
ples K EDB|A B S ofine program assignment
=] I.‘j IBH Link U& Program tppe STEP? program
[ERinfrLc 1 57-cru Program path AADPC Uk Editor Maruishexample 8- 2¢ CPL 312 5712 CPUs 57 PLC_T12 CPUs 57 PLE_1.57p
T Variables Station ramne EUEER
(@ PLC 2 57 CPU 2 Online
© A Variables Protocal 57 TCPAP
Hostrame /addiess 192188117
Targe module posifion Target modul st the same rack
Rack rurber
Slot rumber 2
Program type
"M program assignment” or "S5 progan” or "STERE progran” or "STERT prograr” or "TI# prograrm” o "Symbol e
[AProject | server | B certificates
CAPS NUM

The corresponding PLC program must be assigned to the two (2)
PLC controls.

2.8.5 Define variables as OPC tags
Clicking Variables lists the variables / data (data blocks) from the
PLC in the right part of the project window. The selected OPC tags
are listed in the lower part of the right window.

OPC tags of the controller -PLC 1 S7-CPU 1
Two (2) variables of the data block CounterValues_1 [DB2] and two
(2) variables of data block CounterData_from_PLC_2 are defined

as OPC tags.
|
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File Edit

NG H & @

Help

# FREEY =

]

[EE example B - 2x 57 CPU 312.0pu - OPCUAEdit

IBH OPC UA Editor - Configuration Examples

Chapter 2

51 Program variables
1 F (Flag)

=45 1BH Link LA
-0l PLE 157-CPU 1

B0 PLC 257 CPU 2
5 Variables

B+ 1] CounterValues_1 (DB 2) //Counter Values PLC 157 CPU 312
[I[I] Mintalue_1:INT  /frinimurn value PLC 1
I Maxaluz 1 INT ffminimurn value PLC 1

|E| Walue_1:INT //Counter reading PLC 1
|§| Counting is_on 1:BO0L #/Countingis an PLC 1
=S ﬂ CounterData_fram_PLC_2 (DB 5) //Counter Data from PLC 2
L [i] Counting_is.on_2:BOOL //Counting is on from PLC 2
[]] Value_2:INT //Counter reading from PLC 2
=

AProject |35en.er | B3 certificates

Generic
: 1 [ St B P =A
ol O EEN N rarked
Hame variable Address PLCty.. Llength  Origin Access OPCtype  Comment
[I] CounterValues_1¥alue_1 (OPC tags) pez.DEW S  INT H Program RW  Intl6 Counter reading PLC 1
1] CounterValues_1.Counting_is_on_1 DEZDEX60 BOOL .1 Program FM/  Boolean  Countingis on PLC 1
[I] CounterData_from_PLC_2.Counting_is_en_# DES.DEX 0.0 BOOL .1 Program FM/  Boolean  Counting is on from PLC 2
1] CounterData_from_PLC_2Value_2 DESDEW 2 INT 2 Program FM/  Int16 Caunter reading from PLC 2

CAPS NUM

OPC tags of the con

troller -=PLC 2 S7-CPU 2

Two (2) variables of the data block CounterValues_2 [DB2] and two
(2) variables of data block CounterData_from_PLC_1 are defined

as OPC tags.

File Edit

N&GH @

Help

& G

TREEN N
=45 1BH Link UA
=] PLC1S7-CPU1
- Variables
=-{ PLC 257 CPU 2
=L riables

example 8 - 2x 57 CPU 312.0pu - OPCUAEdit

bles
(=~ 1] Program variables
L1 F (Flag)
211 Countervalues 2 (DB 2) //Counter Dats PLC 2
101 Minvalue_2: INT //minimum value PLC 2
1[0 Maxialue 2 INT - ffminiraurn value PLC 2
Walue_2: INT f/Counter reading PLC 2
% Counting_is_on_2 : BOOL //Counting is on PLC 2
=1 CounterData_from_PLC_1(DB 5} //Counter Data from PLC1
[i] Counting_is_on_1:BOOL //Counting is on from PLC 1

;ije:t Iﬂsawer “ﬂcaﬂif\cales

(markey |E| Walue_1:INT ffCounter reading from PLC 1
% Generic

GELX % Ba B gy 85 7 o
Mame marked variable Address PLCty.. Length  Origin  Access OPCtype  Comment
[1] Countervalues_2value 2 (OPCtags)  DE2DBW 4  INT H Program R¥  Int16 Counter reading PLC 2
[1] Countervalues_2.Caunting_is_an_2 DE2DBX 60 BOOL .1 Program RW  Boolean  Countingis on PLC 2
[1] CounterData_from_PLC_1.Counting_is_on_1 DBS.DBXQ0 BOOL .1 Program RW  Boolean  Countingis on from PLC 1
[1] CounterData_from_PLC_1Value_1 DESDBW 2 INT H Program RW  Int1g Counter reading from PLC 1

CAPS NUM

2.8.6 Add external data

To exchange data between two OPC UA servers, the second server
and its variables are defined using Add external data.

Right-click on IBH Link UA and execute the Add External Data ...

command.

example 8 - 2x 57 CPU 312.0pu - OPCUAE dit

File Edit Help

N H & @

(i) PLC 1 57-CPOT

S Variables

=-[fii) PLC 2 57 CPU 2
*F Variables

E Name of the server connection
MName IBH Link L&
E Server address
Host name / Address 1592168114
Bart Aonin

MNew server connection... 14:48010
MNew contral...
Properties...

Add external data...’ |

Add modbus configuration...

;

Impart...

FU 3z

Export...

Wariables format Compact

H = UTer

| ;zpruject Esﬁver | BB Certificates

CAPS NUM
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The OPC tags defined in the IBH OPC UA Editor are to
be used. Confirm the dialog box with No.

IBH OPC UA Editor

4 \'-I Take ower current configuration of external data from server

Y IBH Link Ua?

Yes Mo ‘

2.8.7 Variable transfer — define source and destination
OPC tags

External data with additional commands was inserted in the left part
of the project window.

[E] example 8 - 2x 57 CPU 312.0pu - OPCUAEdit

File Edit Help
R AR RN = )
=45 BH Link UA
' PLEC 1 S7-CPUT = PLC157-CPU1 = PLC1S7-CPUA
| L Variables L3 F (Flag) L F(Flag)
El ' PLC 2 S7CPU2 {3 Countervalues 1 (DB 2) /fCounter Walues PLCTS7 CPU 212 {3 Countervalues 1 (DB 2) /fCounterValues PLC T S7 CPU 212
7 i@ Varisbles {2 CounterData_from_PLC_2 (DB5) ffCounter Data fram PLC 2 [ CounterData_fram_PLC_2 (DB 5 //Counter Data from PLC 2
= J; External data {3 Generic 3 Generic
Connected Servers e[ PLC2STCPUZ =l PLC25TCPU 2
ab [ F (Flag) [ FiFlag)
Uset-defined variables {3 Countervalues_2 (DB 2) /fCounter Data PLC 2 {3 Countervalues 2 (DB 2) /fCounter Data PLC 2
L) MOTT configuration [ CounterData_fram_PLC_1 (DB 5 //Counter Data frorm PLC1 3 CounterData_frorm_PLC_1 (DB S) //Counter Data frorn PLC
Lo Generic 3 Generic
- UA Nodes -3 UA Nodes
Source server Sourcevariable  Destination server Destination variable  Datatype Source name Destination name Status
|Jprmed |235er--er B certificates
CAPS| NUM

Mark Variable transfer to define the source and destination OPC
tags. The right project window is divided into two parts. The Source
window is on the left and the Destination window on the right. The
Source window and the Destination window lists the OPC tags of the
OPC server and the PLC Controllers.

The OPC tags to be read (read variables) are specified in the Source
window. The OPC tag to be linked with the variable read is specified
in the Destination window.

Variable connection
Mark the source OPC tag and right-click the destination OPC tag.

Source window

IS-:-ur-:e IEBH Link U4 IBH Link UAPLC 1 57-CPU 1. Countervalues_1.Yalue_1 I
!'j IEH Link LA,
E| [di) PLC 1 S7-CPUA
- F (Flag)
E| 1__1 Countetalues_1 (DB 2}  fCounteralues PLC 1 57 CPU 312
o 02 MinYalue_ 10 INT  Sfminimum value PLC 1
0 Maxtalue 10 IMT A minirmurm walue PLC 1
; Walue_1: IWNT
P @ Counting_is_on_1:BOOL //Counting is an PLC 1
1 ——
TTI Trans Tech International® 2020 IBH Link UA Training
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Destination window

The command Connect variable (standard parameters) finalizes
the definition. The connected OPC tags are listed in the lower part of
the right project window.

5:, &
IEE&:inatinn : IBH Link D& :IBH Link Ua.PLC 1 57-CPU 1.CounterData_from_PLC_2 . Counting_is_on_2
=45 [BH Link LA
- [} PLC 1 57-CPU 1
=[] PLC 2 57 CPU 2
m-L00 F (Flag)
--1__,'| Countervalues_2 (DB ) ffCounter Data PLC 2
= CountetData_fram_PLC_1 (DB S //Counter Data fram PLC1

- Walue_1: INT /fCounter reading from PLC 1

Remove all child connections...
Connect variable...

Connect variables [standard parameters)

Established connection
KN

Source server Source variable  Destination server Destination variable  Data type Source name Destination name

Status
m IBH Link UA Walue_1 IBH Link UA Walue_1 Int16 IBH Link UA.PLC 1 57-CPU 1.Counteryalues_1.4alue 1 IBH Link UAPLC 2 57 CPU 2.CounterData_frarn_PLC_1.Walue_1

Once a connection has been established, the symbols in front of the
OPC tags changes. In addition to the value, the source OPC tag also
offers the time stamp and the status of the OPC tag. To use these
OPC tags, the corresponding destination variables must be available.

Source variables connection established

VA

| # I Source : IEH Link Ua::IBH Link UA.PLC 1 57-CPU 1. Counterialues_1 . value_1 I
=45 IBH Link L&,

=] PLC 1 57-CPU 1
-1 F (Flag)
|_:_|1_J Countervalues 1 (0B 2) A/ Counteralues PLC 1 57 CPU 312
e Minvalue_1 1 INT - /fminimurn value PLC 1
O Mavalue 1 INT  frinimurm value PLC 1
Walue_1:IMT ffCounter reading PLC 1
----- +¢ [BH Link U&:Walue_1: Int16

----- A Status : StatusCode
: .- Tirnestamp : DateTime
W Counting_is_on_1:BOOL  /fCounting is on PLC 1
- d CounterData_from_PLC_2 (DB 5)  ffCounter Data from PLC 2
- Generic
H-[l] PLC 2 57 CPU 2
F- g UA Modes

IBH Link UA Training TTI Trans Tech International® 2020
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Destination variable connection established

4

Page 2-107

g, o

IDestinaticnn 2 IBH Link 1A IBH Link LA, PLC 2 57 CPU 2. CounkerData” from PLC 1.%alue 1 |

Bl {3 IBH Link L&,

; "|=__| F (Flag)
i L Countervalues_2 (DB 2) S Counter Data PLC 2

Countin

oy is an 1:BOOL

H- U8 Modes

E| Ej CDunterData fram_PLC_1{DB 5 //Counter Data from PLCH
is on from PLC 1
Walue 10 INT unter reading frarm PLC 1

Defined Connections

Source

PLC1S7-CPU1

CounterValues_1 [DB2] ‘

Value 1 Value 1

Counting_is_on_1

Counting_is_on_1

PLC 2 S7-CPU 2

Value_2 Value_2

Counting_is_on_2

Counting_is_on_2

The connections are displayed in the lower part of the right project

window.
XN
Source server Source variable Destination server  Destination variable  Datatype Source name Destination name
m IBH Link U Value_1 IBH Link U2, Walue_1 Int1& IBH Link UAPLC 1 57-CPU 1.Countert/alues_1.Walue_1 IBH Link UAPLC 2 57 CPU 2.CounterData_from_PLC_1.Walue_1
[{] IBH Link U&  Counting_is_on_1  IBH Link L& Counting_is_on_1 Boolean  IBH Link UAPLC 1 S7-CPU 1.Countervalues_1.Counting_is_on_1  IBH Link UAPLC 2 ST CPU 2.CounterData_frorm_PLC_1.Counting_is_on_1
m IBH Link U8 Value_2 |BH Link L&, Walue_2 Int1& IBH Link UAPLC 2 S7 CPU 2.CounterValues_2 Walue_2 IBH Link UAPLC 1 57-CPU 1.CounterData_from_PLC_2.Value_2
m IBH Link UA Counting_is_on_2  |BH Link U4 Counting_iz_on_2 Boolean  IBH Link UAPLC 2 57 CPU 2.CounterValues_2.Counting_is_on_2  1BH Link UAPLC 1 57-CPU 1.CounterData_from_PLC_2.Counting_is_on_2

CAPS NUM

A

Linked read variables have this green symbol.

PLC 1S7-CPUT
-5 F Flag)
|_'—_|E] Counteralues_1 (DB 2)  ffCounter Values PLC 157 CPU 312
-0 MinWalue_1: INT A minimum walue PLC 1
e 0 Maxdalue 1 INT  ffminimum value PLC 1
: Walue_1:INT f/Counter reading PLC 1
w |BH Link UA:sValue_1: Int16
13 Status ¢ StatusCode
i 13 TirneStamp @ DateTime
[ @ Counting_is_on_1: BOOL  //Counting is on PLC 1
-4 CounterData_from_PLC_2 (DB 5 /fCounter Data frorm PLC 2
[ Generic
dill PLC 2 57CPU2
[ F (Flag)
|_’—_|Ej Countervalues_2 (DB ) ffCounter Data PLC 2
----- @ Minvalue_2 0 INT  Aminimurn value PLC 2
----- 0 Maxifalue_2: INT - ffminimum value PLC 2
- @ Walue_2 0 INT  //Counter reading PLC 2
i # Counting_is_on_2: BOOL  f/Counting is on PLC 2 I
- CounterData_fram_PLC_1 (DB 51 /fCounter Data frarn PLC1
[ Generic
- Us MNodes

TTI
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Linked target variables have this blue symbol.

“* 4

B, @

= (:J IBH Link L2,

g--r_-l F Flag
i 4 Countervalues 1 (DB &) ffCounteralues PLC 1 57 CPU 312
E| [j CnunterData fru:um F'LC _ZiDB S ;’fC-:uunter Data from PLC 2

_--4:| F (Flag)

. F-_d Countervalues_2 (DB 2)  ffCounter Data PLC 2

E| I CounterData fru:um F'LC _1(DE 5 ffCounter Data from PLC
i [ Cl:uuntmg is_on 'I BOOL  /fCounting is on from PLC 1
- Walue_1:INT _/fCounter reading from PLC 1

----- [j Generic

M- U Mades

2.8.8 Transfer configuration to the OPC UA server
(IBH Link UA).

A right-click on the Server icon (IBH Link UA) opens the context
menu.

example B - 2x 57 CPU 312.0pu - OPCUAEdit

File Edit Help
Nz & @
j = Mame of the server connection
Mame IEH Link. LA,
= Server address
Hozt name / Address 192.168.1.14
E‘ 'j'_j:-I SP-CPUT Mew server connection..,
------ Wariables 2010
..... I traol...
- (i ' PLC 2 ST CPU 2 —
e lJ'j Variables | Transfer selected configuration to the OPC UA Servera,
=- 5‘]’ i) g Read complete configuration from OPC UA Server... click
e Connected Servers
----- = Wariable transfer Impart...
LEAT User-defined variable Export... 5
------ ‘:u FOTT configuration i
= Other settings
Wariables format Compact
_F,;F'rcuject @Ser\xer |@Certificates
CAPS NUM

The command Transfer Selected Configuration to OPC UA Server
command opens the Transfer Configuration to Server dialog box.

IBH Link UA Training
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Select the server IBH Link UA and then click Start. The configuration
is transferred to the IBH Link UA.

m Transver configuration to the server

MName of the server connection | Transfer | Status
0% -

m Transver configuration to the server

£

Name of the server connection
TBH_Link_UA

| Transferl Status
100 %  Server is being restarted

confirm

m Transver configuration to the server

Mame of the server connection | Transfer | {ET

€ TBH_Link_Lia 100 % ITransFEr successful I
Start
< >
Iri click

Start I Close |

The successful transfer is displayed.

2.8.9 IBH Link UA browser windows

The browser window Diagnostics displays the status of the
connection IBH Link UA — PLCs.

- B} IBH Link UA - Diagnostics
&«

c @

N

© & 19216811477

/diaglistview - @ W moe %o =
EE (] Logout | Update password quad-care
Controller di i Client di. Network diagnostics System Log
""""""""""""" o e e — I e e
""""""""""" @ - PLC 1 S7-CPU 1 192.168.1.17:102 2182020 15:18:8 SPS ) Werbindung aufgebaut (SES7 312-14E13-02B0 )
_________________________ @ - PLC 257 CRU 2 182.168.1.17:102 2182020 15:18:8 5PS a

Verbindung aufgebaut (FEST 312-1AD10-0AB0 )

Clear diagnose g

IBH Link UA - Siemens Slots — OPC Project

<« C @ © & 192.168.1.14/7 =/defopc slots

D& IND O ¥ =
%m (-] Abmelden | Passwort andern quad-core

Siemens Slots

PSlot 2

Y OPC Project
YIBH Link Us

VPLC 1 U1l
DeviceManual
""""""""""""" DeviceRevision
HardwareRevision
Manufacturer
------------------------- Model

Siemens Slots

RevisionCounter

SerialNumber

SoftwareRevision
¥ Programs

»Tasks
DeviceHealth
FPLC 2 57 CRU 2

Slot léschen ‘ Alles lschen | Lade OFC Editor Projekt ‘ Speichere OFC Editor Projekt |

SupportedTypes
¥ Countervalues_1
walue_1

Counting_is_on_1
¥ CounterData_from_PLC_2
Counting_is_on_2
Walue_2

SoftSPS einfligen | SINUMERIK einfligen

SINUMERIK &ndern | | SINUMERIK [ischen |

llllBHseftec

i ibhs oftec com Kontakt

s =0PC UA

IBH Link UA

embedded OPC UA server | client

Trans Tech International® 2020
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IBH Link UA — OPC Client

- B IBH Link UA - OPC Client

e
EEN. o

(OPC Client

© & 192.168.1.14/7_=/defopc_client

Yerbundene Server

[&] urn:ibhlinkua: s JIRHLINk

Abmelden | Passwort dndern

Y& IBH Link U& PLC 1 57-CPU 1.Countervalues_1Value_1
= urn:ibhlinkua: IBHsoftec: IBHLINKUA (opetep: //192,168.1,14:48010).1BH Link UAPLC 2 57 CPU 2 .CounterData_from_PLC_1.Value_1

® IBH Link UAPLC 1 57-CPU L.Countervalues_1.\alue_1.TimeStamp
% IBH Link UAPLC 1 57-CPU 1.Countervalues_1value_1 Status
Y&l IBH Link UAPLC 1 57-CPU 1 .Counteryalues_1.Counting_is_on_1

=4 urn;:ibhlinkua: I8Hsoftes: IBHLInkUA fope.top: //192,168,1,14:48010).IBH Link UAPLC 2 57 CPU 2.CounterData_from_PLC_1.Counting_is_on_1
® IBH Link UAFPLC 1 57-CPU 1.Countervalues_1.Counting_is_on_1.TimeStamp

@ IBH Link UAPLC 1 S7-CPU 1.Countervalues_1.Counting_is_on_1.Status
Y& IBH Link UAPLC 2 57 CPU 2.Countervalues_2 Value_2

- 8 urn:ibhlinkua: IBHsoftec: IBHLINKUA (opc.tep: £/192,168.1.14:48010).1BH Link U&PLC 1 $7-CPU 1.CounterData_from_PLC_2 Malue_2

@ IBH Link UAPLC 2 57 CPU 2 Countervalues_2 valus_2 TimeStamp

@ IBH Link U&.PLC 2 57 CPU 2.Countervalues_2 Walue_2 Status

Y@ IBH Link UAPLC 2 57 CPU 2.Countervalues_2 Counting_is_on_2
=+ urn:ibhlinkua: IBHsoftec: IBHLINkUA [opc.tep: //192.168.1.14:48010).I8H Link UA.PLC 1 S7-CPU 1.CounterData_from_PLC_2.Counting_is_on_2
@ IBH Link UAPLC 2 57 CPU 2 Countervalues_2.Counting_is_on_2.TimeStamp

@ IBH Link UAPLC 2 57 CPU 2.Countervalues_2 Counting_is_on_2.Status

Server hinzufligen | Lese-Yariable hinaufiigen | verbinds mit \ariahle ‘ ¥ | | @ | Lade Client XML Konfiguration | Clisnt XML Konfiguration herunterladen

Client Kanfiguration Igschen

Chapter 2

] 7 -

noe«xo =

quad-care

2.8.10 Online OPC UA Server Information

m example 8 - 2x 57 CPU 312.0pu - OPCUAEdit

File Edit Help
0E A & @
Server w 0

[dil] PLC 1 SP-CPOT
(Al PLC 2 STCPU 2
= Variable transfer
E- U4 Modes

X

:Projectl @Semer ﬁCertificates

M ame
E Server address
Host name / Address
Part
URL
Inverse connection
= Security zettings
Securty policity
Meszsage mode
= Authentication settings
Login
Session name
= Other settings
Y ariables format

= Mame of the server connection

IBH Link. L&

132.168.1.14

48010
opc.beprA4192.168.1.14: 48000
Mo

Mome
Mone

Anonymous
example 8 2« 57 CPL 312

Compact

CAPS NUM

Information from the OPC UA server connected online with the CPUs

are displayed.

Show variable transfer

m example 8 - 2w 57 CPU 312.0pu - OPCUAEdit

The individual OPC tags are displayed in the right server window with
their status. The status of the OPC tags is updated continuously.

Filz= Edit Help

OE A & @

SOUrce server

B4 IBH Link U4

0 UA Modes

[8] 1BH Link ua,
[] IEH Link L&,
[ 1BH Link Ua,
[] IEH Link L&,

:Projectl @Ser\rer ﬁ&ﬂificates £

Source variable

Destination server

Destination variable

Walue_1 IEH Link L&, Walue_1
Counting_is_on_1 IBH Link LA, Counting_is_on_1
Walue_2 IEH Link L&, Walue_2
Counting_is_on_2  |BH Link L& Counting_is_on_2

N
Data type Value
Int16 1883
Boolean true
Int16 7213
Boalean true
continuously
updated

CAPS HUM
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The source and destination names of the variables are displayed.

m example B - 2x 57 CPU 312.0pu - OPCUAEdit

Eile Edit Help

HiZ A & ©

Source name
= (i IBH Link L&, IBH Link U&PLC 1 57-CPU 1.Countervalues_1.Walue_1
PLC 1 S7-CPU 1 IBH Link UA.PLC 1 57-CPU 1.Countervalues_T.Counting_is_on_1
PLC2STCPL 2 IBH Link UAPLC 2 57 CPU 2.Countertalues_2Malue_2
e rlia A IBH Link UAPLC 2 57 CPL 2.Countert/alues_2.Counting_is_on_2
3 UA Nodes

:Projectl F server Btemflcates

Destination name

IBH Link UA.PLC 2 57 CPU 2.CounterData_from_PLC_1.Walue_1
IBH Link UAPLC 2 57 CPU 2.CounterData_from_PLC_1.Counting_is_on_1
IEH Link UAPLC 1 S7-CPU 1.CounterData_from_PLC_2.Walue_2
IBH Link U&.PLC 1 S7-CPU 1. CounterData_fror_PLC_2.Counting_is_on_2

CAPS NUM

Marking the data block name, the individual variables (OPC tags) are
displayed in the right server window with their status.

PLC1 S7-CPU1; data block CounterData_from_PLC_2 [DB5]

m example 8 - 2x 57 CPU 312.0pu - OPCUAEdit
File

Edit Help

D 4 & @

Name Datatype Status  Access | Value | Nodename
45 1BH Link LA [l] Counting_is on_2  Boolean ~ &OK R | true IBH Link UAPLC 1 §7-CPU 1.CounterData_frorm_PLC_2.Counting_is_on_2
[ PLC 157-CPU 1 [ value_2 Int16 &OK Ry | 475

IBH Link U&PLC 1 57-CPU 1.CounterData_from_PLC_2.Walue_2
continuously
updated

=lCo
-E Counteralues_1
PLC 2 STCRU 2
= Wariable transfer
G LA Modes

Epmje:tl B server IE(emficates

PLC1 S7-CPU1, data block CounterValues_1 [DB2]

m example 8 - 2x 57 CPU 312.0pu - OPCUAEdit

File Edit Help

DS A & @

Mame Datatype  Status Access [ value Node name
ounting_iz_on_ oolean true ink L4, i Counterfalues_1.Counting is_on_
C ing. 1 Boal BOK R IBH Link UAPLC 1 57-CPU1.C, il UG ing_i 1
alue_’ nt’ in . - LCountervalues_1.Value_
Walue_1 Int16 &0K R 2660 IEH Link UAPLC 1 S7-CPU1.C. il TMValue_1

continuously
updated

93 [BH Link UA
£+ [{ PLC 1 87-CPUA

| .E CounterData_fram_PLC_2
=]

PLC 2 S7CRU 2
L% Variable transfer
{3 UA Mades

;Prmed | @Semer IQCemhcales

CAPS NUM

PLC2 S7-CPU2; data block CounterData_from_PLC_1 [DB5]

[EE example 8 - 2 57 CPU 312.0pu - OPCUAEdit
File Edit Help

Mame Datatype Status  Access| Value Hode name
|I| Counting_iz_on_1 Boolean B0k R
[ value 1 Int16 20K R

-4 IBH Link U&
| PLC 1 S7-CPU1
FLC 257 CPU2

true IBH Link UAPLC 2 57 CPU 2.CounterData_from_PLC_1.Counting_is_on_1
4083 IEH Link UAPLC 2 57 CPU 2.CounterData_from_PLC_1.Value_1
continuously

updated

= Variable transfer
[ UAMades

:Prmedl FEserver l%cmmmes

CAPS NUM

PLC1 S7-CPU1; data block CounterValues_1 [DB2]

[E1 example 8 - 2x 57 CPU 312.0pu - OPCUAEdit
File  Edit

Help

NE A & ©

—
Name Datatype Status Access | Value Mode name
£ 45 1BH Link LA [[] Courting_is.on?  Boolean  &OK  RW | true 1BH Link UAPLC 2 37 CPU 2.CounterValues_2.Counting_is_on_2
pLCA S7-CPUA 1] value_2 Int16 0K RwW | &7 1BH Link UAPLC 2 57 CPU 2.CounterValues_2Value_2
e-{iil PLC 257 CPU 2
£ CounterDats_fram_PLC_1

continuously
updated

=% Variable transfer
[ UA MNodes

;Prwedl B server Iﬂcmincates

CAPS NUM
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2.8.11 Unified Automation UaExpert - The OPC Unified
Architecture Client

The UaExpert program window lists the OPC tags transferred by the
IBH OPC UA Editor and the associated UA nodes.

Use Drag & Drop to pull the OPC tags into the Data Access Viewer
window.

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help
D PBO =2 X458 BRO
Project & X DataAccess Yiew o
v [3 Project % Server Naode Id Display Name Value Datatype  Source Timestamp Server Timestamp ~ Statuscode
~ [ Servers 1 IBHLinkUA@ib... M34|StringllBH ... Counting_is_on_ 2 | true Boolean 1904 Good
% IBHLinkUA®@ibhlinkua-5C-14 2 IBHLinkUA®@ib... NS4|String|lBH ... Value_2 1 Int16 18 Gaod
- 3 IBHLinkUA@ib... MN3|String]lBH ... Counting_is_on_1 Boaolean 18 Good
[ Documents 4 IBHLinkUA@ib... NS4|StringllBH ... Value 1 Int16 18, Good
3 Data Access View 5 IBHLinkUA@ih.. MNS4[String|lEH ... Counting_is_on_| Baalean 18 Gaod
BHLINUAGHE  NEfstmallBe o i on 2 Enol i¢ Goed
i ... ring ounting_Is_on_2 aolean ood
(i S 2% |3 BmkUAGD, NiStinglBH . Valuel Int16 18 Gaod
# 4 Mo Highlight - continuously
& e ’ re - ™
v jects H
& Cint Display Mame Value Datatype  Source Timestamp
& DeviceSet Counting_is_on_2  true Baalean 180647910
& wmotT . = e Nen et e
% Modbus Value_2 aran Int1& [&:18ed1.972
v .ﬁ';ﬁ Counting_is_on_] true Boolean Ta0ad 7910
~ % PLC1ST-CPU E - v e
¢ Desicetiealth Value_1 _ 4785 Intlé
7 Model ’ Counting_is_on_] true Boaolean
M *%“WW Yalue_1 6316 Int1& 72
v [2) CounterData_fram_PLC_J = . . =
S Comne T / Counting_is_on_2  true Boalean 18:06:47.910
@ Value 2 Yalue_2 bRl Int1a [8: 102, 154
v ) CounterValues_| k. J
@ Counting_is_on_1
@ Value_|
() SupportedTypes
RevisionC
o Sosencouner " Value Datatype  Source Timestamp  Server Timestamp Statuscode )
;ST"“:"“R"’““’” true Boalean 180647910 18:06:48. 160 Goad
asks 1799 — . . - . T
v & PLCISTCRUZ 1232 Int’l& 18:21:35.843 18:21:36.028 Goadl
@ DeviceHealth true Boolean 18:06:47.9 | Good
;Mm‘f‘ / 3386 Int1& | Gooil
v Pragrams
v [ CounterData_from_PLC_), t:,rl,‘ler Eop[&an Good
@ Counting_is_on_1 "JB-I Iﬂt I b GGG(I
@ Value_| frue Boaolean Goodl
v 1) CounterValues_2 2470 Int1& Gaad
@ Counting_is_on_2 k_ _J
@ Value 2
1) SupportedTypes
@ RevisionCounter
@ SerialMumber
@ SoftwareRevision
o Tasks
& Server ' di I
12 Slots Data Access Yiew
@@ Stations ] Server Madle ld
Types
12 Views 1 IBHLinkUA@ibhlinkua-5C-14 M54 String|IBH Link UAPLC 1 57-CPU 1.CounterData_from_PLC_2.Counting_is_on_2
2 IBHLinkUA@ibhlinkua-5C-14 M54 String|IBH Link UAPLC 1 57-CPU 1.CounterData_from_PLC_2 Value_2
3 IBHLinkUA@ibhlinkua-5C-14 M54 String|IBH Link WAPLC 1 57-CPU 1.CounterValues_1. Counting_is_an_1
a4 IBHLinkUA@ibhlinkua-5C-14 M54 String|IBH Link DAPLC 1 57-CPU 1. CounterValues_1.Value_1
5 IBHLinkUA@ibhlinkua-5C-14 IS5 String|IBH Link UAPLC 2 57 CPU 2.CounterData_from_PLC_1.Counting_is_on_1
[ IBHLinkUA@ibhlinkua-5C-14 MEA|String|IBH Link UAPLC 2 57 CPU 2.CounterData_from_PLC_1.Value_1
7 IBHLinkUA@ibhlinkua-5C-14 MSA|String|IBH Link UAPLC 2 57 CPU 2.CounterValues_2.Counting_is_on_2
\ 8 IBHLinkUA@ibhlinkua-5C-14 IS4 String|IBH Link UA.PLC 2 57 CPU 2.CounterValues_2 Value_2 )

2.9 Modbus connection - examples

The IBH SoftPLC PLC416 has the option of a Modbus connection. In
the example, variables are defined as OPC tags. This Modbus
configuration is transmitted to the IBH Link UA and the variables are

displayed in the UAExpert client program.

______________________________________________________________________________________________________________________|
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SIMATIC Manager PLC project ModBus_Test

& SIMATIC Manager - [ModBus_Test -- AAOPC U Editor Manualy, \ModBus_Test] =N =R
% File Edit Insert PLC ‘iew Options Window Help - 8 X
O = | 2% & g |2 25| % | < Mo Filter > ~|

E--% todBus_Test Object name | Symbolic name | Created in language | Type
E‘" CPU 418 5 System data SDE
=il CPUSIEIPNDR g ngy CYCL_EXC 5TL Organization Black
=-&0 MDdSB“S £ D501 DEBIr_Rsad DE Data Block
g se |1 DB502 DBOW_RwW DB Data Block
e W yaT 1 VAT 1 Variable T able
€ >

Press F1 to get Help,

The data blocks DB501 (DBIn - Read) and DB502 (DBOut - Read /
Write) are created in the PLC416.

Data Blocks in the PLC416 = g
Discrete Inputs Read-Only 2 =

DB 501 b= E

Coils Read-Write : S

DB 502 S8

Input Registers Read-Only Oa

DB 501 o5

Holding Registers Read-Write 8
e > | 5

Organization block OB1

In OB1, values are written to the data blocks DB501 (DBIn_Read)
and DB502 (DBOut_RW) and reset to zero after a few seconds'
delay.

Example:  Modbus list used: - Register start addresses, access options to
variables (fictitious device manufacturer information).

e Regis Starting address Address used
it
-ter Hex Dez Bit Hex Dez Bit DB 501 DB 502
X@ 0x000 0 0 | Read /Write | po oce data interface. | OX00A 10 80 DBX 20.0
X2 | 0x014 20 160 | Read /Write Physical inputs 0x016 22 176 DBW44
X@) 0x034 52 416 Read only Process image 0x034 59 464 | DBX 118.0
X4 | 0x048 72 576 | Readonly | process datainterface. | 0¥048 76 608 | DBW 152
X | 0x068 | 104 | 832 | Read/Write Physical inputs 0x068 | 112 | 896 DBD 224
X 0x07C | 124 | 992 | Read /Write Process image 0x07C | 126 | 1008 DBX 252.0
X 0x09C 156 1248 Read only Status register 0x09C 160 1280 DBD 320
x8 | oxoBC | 188 | 1504 | Readonly | rocessimagelengthin o o0 | g0 | 1520 | pBw 380
bits, analog outputs
X 0xOFC 252 | 2016 | Read/Write Watchdog register 0xOFC 254 | 2032 DBD 508
X190 | 0x10C | 268 | 2144 | Read/Write Error register ox10C | 272 | 2176 DBD 544
(nn) Available as an example for the definition of a variable.
Note:
The addresses in the Modbus device manufacturer information are often
in hexadecimal form. These addresses are to be converted into a
decimal address for input in the IBH OPC UA editor.

I ————————
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2.9.1 Calling the IBH OPC UA Editor
Double-click the IBH OPC UA Editor icon to

open the program window. BRI OREUAEdTOT
Open the Project window by | ||
clicking on the Project tab. (e Project | E server | B3 Certificates
Open the New Server Untitled - OPCUAEdit
Connection dialog box with File | Edit | Help S—
the New Server Connection ] MNewserver connection® |

command from the Edit menu
or by clicking the icon.

The new server connection setup was explained in example 1 (see
chapter 2, page 2-3.

Server Connection dialog box

m Server connection properties

Mame of the server connection: I I IEH Lirk UA - ModBus Connection

Server address:

* Host name or IP address |192.168.1.14
Part: |4301|3
A
i URL ICll:lC.th:,IIIIIIQE.168.1.14:48010

Select endpoint. .

—Security setkings:
& Mone I —Message mode:

" Basic128Rsals " signatur

" Basic256 (] Signature and Encryption

" BasicShaz5e —Inverse connection:
" aes1Z285hazS6Rsa0asp

[~ Connect invers Properties... |
" heszseshazSeRsaPss

—Login:

& Anonymous

" User name and password

User name: I

Passwort: I [ Store

Session Mame; I example 2 - ModBus Connecti

varisbles format: ICDmpact LI

confirm

(o3 Cancel | Help |

All necessary settings are shown. The possible encryptions of the
data to be transmitted are displayed. The example is using the
security method None. By clicking OK the content of the dialog box
is saved and closed.

IBH Link UA Training TTI Trans Tech International® 2020
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The settings for the connection to the IBH Link UA OPC UA server
are displayed in the right part of the project window.

m example 9 - Modbus connections.opu - OPCUAE dit

File Edit Help

NE A & @

Project AR B4 | | Mame of the server connection

I ame: IBH Link U - ModBus Connection
=l Server address

Host name / Address 192.168.1.14

Port 48010

URL ope.topi /A 192.168.1.14:48010

Inverse connection Mo
= Security settings

Security policity Mone

Mezzage mode Mone
= Authentication settings

Login Anonymos

Session name example 9 - ModBus Connection
= Other settings

Wariables format Compact

:Project Server |@Certificates

CAPS NUM

2.9.2

Modbus configuration

The OPC tags from the IBH UA editor program ModBus
connection.opu can be used. Open the file with the IBH UA Editor
and transfer the Modbus configuration to the IBH Link UA. The
Modbus configuration can be created with the following steps.

example 9 - Modbus connections.opu - OPCUAEdit

File Edit Help
LEH a@
Project M
@ | XK %GB 4 M
LR IEH Link U2, 5 C

Mew server connection...
Mew control.
Properties...

Add external data...

Add modbus configuration... [y

Add Mitsubishi (onflgurat\on..‘
Import...

Export...

:Project @Server | @ Certificates

El Mame of the server connection
Name IBH Lirk U4 - ModBus Connection
E Server address
Host hame / Address 1592168.1.14
Part 48010
URL opc.tepe/#192.168.1.14:48010
Irwerse connection No
E Security settings
Security policity MNone
Message mode Mone
g
Lagin Anongmous
Seszion name odbus Anbindung
= Other settings
Wanables format Compact
CAPS NUM

2.9.3

Add new Modbus device

example 9 - Modbus connections.opu -

File Edit Help

15 Hd & @

Project v O X

J{E'T‘El KJJJ—J_-J_I‘I 'T'@

El‘ﬂ [EH Link U& - ModBus Connection

OPCUAEdit

g New device

Add new Modbus device,

TTI Trans Tech International® 2020
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IBH OPC UA Editor - Configuration Examples

Mark Modbus configuration in the left part of the project
window. Click the icon New device to open the Modbus

device properties dialog box.

Specify device name and interface.

m Modbus device properties

Chapter 2

3

| PLC416_MadBus_Server

Device name:

—Interface:

{* Ethernet URL or IP address:

™ Serial murmber of simultaneously possible requests:

| 192,168.1.10

—

— Optional informations;

.
b

Desctiption: I PLC416 the ModBus Device

Manufacturer: I IBHsoftec GmbH The information is freely selectable.
The fields can be left blank. —

Model: | PLC#16 ¥4, 16

Serial number: I 4711

RevisionCounter: I 5.0 Device revision: I 1.0

Hardware revision: 4.16 Software revision: A7

confirm
oK i Cancel |

'

Help

2.9.4 Define Modbus variable in the IBH OPC UA editor
Right-click on the Modbus device name (PLC416_ModBus_Server)

to open the context menu.

example 9 - Modbus connections.opu - OPCUAEdit

E{i IBH Link UA - ModBus Connection

File Edit Help
JZ d & @

5a e X &b
oy O REE S | ENEl PLCA 6 ModBus_Senver

L. Modbus configuration

MNew device..,

Mew folder..

Mew variable... |

Delete

\click )

Properties...

mPrnject @Semer | @Certificates

The New Variable command opens the Modbus Variable
Properties dialog box. Ten (10) OPC tags are defined for the

connection with the OPC server.
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1. Read_Write_Multible_Coils_Boolean
m Properties modbus variable

Marne: I1,Readfwr\tanuItib\efCoiIszoolaan Unit I0: |255
~ccess: Read-Write, bit access,

Read: Write:
© untgs e AT data type Boolean.
N Address: | 160 | Address: I 160|

“ tts Start word address
[ Readcoks
" ez " ReadDiscretelnputs i 0014hex = 20deC; (DBX

i Ink3z H
y 20.0) Bi r
© Float I~ z2-bit swap word order 0 O) t add ess
160dec = AOnex. Five (5)
—Analog limit values:

I~ cCheck limit values Minimumn;: ID Maxirmurn; ID bltS deflned aS an OPC

[ Histary: tag .
[~ Savein history Sampling interval {sec): IU-5 Buffer size: I 1000

1A node recognition: I ns=%;5=CPU416_ Modbus_Server,1_Read_write_Multible_Coils_Boolean

confirm

oK Cancel | Help |

2. Read_Write_Multible_Holding_Register_Int

m Properties modbus variable

Mame: I27Read7Write7Mu|t\b|efHDIdinufRegister,Int Unit 1D |255

[P [Aoces wite Read-Write, data type

Read:
" Boolean

" UIntie < beo) INT16 fixed pOint
:

o ~ ReadinputRegisters WrikeMultipleRegisters
UInt3z
i3 Ty —— Start word address,

 Ink3z _
 Eloat I~ 32-hit swap word order 22dec - 0016hex, Word
access. Three (3) fixed

—Analog limit values:

[ Check limit values Minirmum; | 0 Maimum: IU pOI nt n Umbers dEflned

~Histary: aS an OPC tag .
[~ Savein history Sampling interval (ssch; | 0.5 Euffer size: I 1000

UA node recognition: I ns=%5=CPU416_ Modbus_Server.Z_Read_write_Multible_Holding_Register_nt

number.

confirm

oF Cancel | Help |

3. Read_Discrete_Inputs_Boolean

m Properties modbus variable

Name: I3_Raad_Discreta_Inputs_BooIean Urit 1D; | 255

= [Acees e Read only, bit access,
-_' Boolean
™ e data type Boolean.

 UIntLs
= 944 Address:

€ e Start word address
" ReadCails .

€ Uiz 59dec, = 003Bhex, Bit

o address 944ge; =

€ Float Murnber: I? I~ 32-bit swap word ordzr
03B0nex - bit access.
—Analog limit values:

I~ check fimit values Mirimurn; IU Magimum; | Seven (7) bItS dE‘fIned

~Hiskory: aS O P C tag S .
[ Save in history. sampling interval (sech: IU-5 Buffer sige: | 1000

UA node recognition: I ns=9;s=CPU416_Modbus_Server,3_Read_Discrete_Inputs_Boolean

23 I Cancel | Help

________________________________________________________________________________________________________________________|
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4. Read_Input_Registers_Int16

m Properties modbus variable

Mame: I 4_Read_Input_Reqisters_Inkt16

IBH OPC UA Editor - Configuration Examples

Unit ID: | 255

Type: [ ACCESS:
Read: Wtite:
" Boolean
I e
 Umt1s
* Inkie
* ReadlnputReqisters
 Ulnk3z
" ReadHoldingRegisters
" Ink3z
" Float [~ 32-bit swap word arder

r—Analog limit values:
I Check limit values

Minimum: I o

Maximurn: | 0

[~ Hiskary:
I~ Save in history

Sampling interval {sec): I 0.5

Euffer size; | 1000

UA node recognition: I ns=9;5=CPL416_ Modbus_Server.4_Read_Input_Registers_Intl6

confirm
OK | Cancel |

Help |

5. RW_Holdinq_Register_Multiple_Reg_Real

m Properties modbus variable

Name: IS_RW_HUIdinu_Register_MuItipIe_Rag_REaI

Unit I0: | 255

Type: [ ACCess:

Read: Write:
" Boolean
© Ulnts
|ngdress: |111 I |,qdd,§55: |111 I
" Int1g
" ReadlnputRegisters WriteMultipleRegisters
" uIntzz
* ReadHoldingReqisters
© Imkaz
[~ 32-hit swap word order

- Analog limit values:
I~ Check limit values

Minimum: I 1]

Magimum: |0

[~ Hiskary:
I~ Save in history.

Sampling interval {sec): I 0.5

Buffer size: | 1000

1UA node recognition: I ns=9;5s=CPU416_ Modbus_Serwver.5_Riv_Holding_Register_Multiple_Reg_Real

.confirm

QK Cancel |

Help |

6. Read Coils_Boolean

m Properties modbus variable

Name: I6_Raad_CUi|s_BUUIean

Unit 1D | 255

Type: Access:
Read: Write:
v Read I~ write
© Ulnkis
 Intlg
i+ ReadCois
© uIntge
" ReadDiscreteInputs
ka2
" Float [~ 32-bit swap word arder

—Analog limit values:
I~ check fimit values

Minimum: I 1]

Magimum: |0

~Hiskary:
I~ Savein history.

Sampling interval (sec): I 0.5

Buffer size: | 1000

UA node recogition: I ns=9;s=CPU416_Modbus_Server,6_Read_Coils_Boolean

.confirm
[o]:4 i Cancel |

Help

Chapter 2

Read only, all data
types except Boolean
(Int16).

Start word address
76dez = 004Chex, word
access. Four (4) fixed
point numbers defined
as OPC tags.

Read-Write, data type
INT16 fixed point
number.

Start word address
111dez = 006Fnex, word
access. Three (3)
floating point numbers
(float) defined as OPC
tag.

Read only, bit access,
data type Boolean.
Start bit address
2016dec = 07EOnex.
Eight (8) bits defined
as OPC tags.
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7. Read_Input_Registers_|nt32

m Properties modbus variable

Name: I?_Read_Input_Reg\sters_Int32

IBH OPC UA Editor - Configuration Examples

Unit IC: | 255

~Type: —fcoess:

Read: Witite:
" Boolean
I~ wite
 UIntts
Address: | 160 Address:
" Intlg
% ReadInputReqgisters
 Ulnkzz
" ReadHoldingReqisters
* Int3z
" Float [~ 32-hit swap word order

—Analog limit values:
I~ check limit values

Minimum: I 1]

Magimum: |0

—History:
I~ savein histary

Sampling interval {sec): I 0.5

Buffer size: | 1000

Ua node recogrition: I ns=%;5=CPU416_ Modbus_Server.7_Read_l

.confirm

nput_Registers_Int32

K Cancel |

Help

Read _Input_Registers_Ulint

m Properties modbus variable

Name: IS_Read_Input_Reg\sters_UInt

Upit ID; | 255

~Type: [ ACCEss!
Read: Write:
" Boolean
e
& UIntls
Address: | 190 Address:
© Inkg
{* ReadInputReqisters
" Ulnkgz
" ReadHoldingRegisters
 Intag
" Float I 3z2-bit swap word order

i~ Analog limit values:
I~ cCheck fimit values

Minimum;: I o

Magimum: |0

i~ Hiskory:
I~ savein history

Sampling inkerval (sec): I 0.5

BuFfer size; | 1000

Ua node: recognition: I ns=9;5=CPU416_Maodbus_Server.&_Read_|

confirm

nput_Reqisters Uint

[a]4 Cancel |

Help

m Properties modbus variable

Mame: I_RW_HD|dinq_REgister_MuItipIE_REg_\ntSZ

RW_Holding_Register_Multiple_Reg_Int32

Uriit 10 I 255

~Type: [~ Access:!

Read: Wirike:!
" Boclean
||~7 Raadl ||7 Write: I
© UIntte
|Address: |254 I Address: |254

 Int16

" ReadInputRegisters WriteMultipleRegisters
Utz

* ReadHoldingRegisters
i« Int3z
" Float Humber: |3 [~ 32-bit swap word order

- Analog limit values:
[~ Check limit values

Minimurn: | 0

Maximun: I o

r~Histary:
[~ Save in histary

Sampling interval (sechy: | 0.5

Buffer size: I 1000

UA node recognition: I ns=%;s=CPU416_Modbus_Server.9_RW_Holding_Register_Multiple_Reg_Int32

.confirm
oK i Cancel |

Help |

Page 2-119

Read only, all data
types except Boolean
(Int32 - fixed point
number).

Start word address
160dez = O0AOnex, word
access. Six (6) fixed
point numbers defined
as OPC tags.

Read only, all data
types except Boolean
(UInt16 - unsigned
fixed point number),
Start word address
190dez = O0OBEhex, word
access. Six (6)
unsigned fixed point
numbers defined as
OPC tags.

Read-Write, all data
types except Boolean
(Int32 - fixed point
number).

Start word address
2544ez = 001FChex,
word access. Six (3)
fixed point numbers
defined as OPC tags.
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10.RW_Holding_Register_Multiple_Reg UInt32

Read-Write, all data types except Boolean (UInt32 - unsigned fixed
point number). Start word address 272dec = 00110hex, word access.
Four (4) unsigned fixed point numbers defined as OPC tags.

[ Properties modbus variable

Marne: IlW_HoIdinq_Register_MuItiple_Reg_UInt32 Uit 1D | 255
~Type: —————— [ Access!
~Read: —Wrike:
" Boolean

 UInt16
|P.c_|dress: |2?2 I | Address: |2?2 I

 Intig
=  ReadinputReqgisters WriteMultipleReqisters
* LInt32
EF ReadHoIdingRegistersj
" Int3z

" Float [~ 32-bit swap word order

—analog limit values:

[~ Check limit values Mirirnurn: IU Maximurn; IU

—Hiskary:

[~ Save in histary Sampling interval {sec): IU-5 Buffer size: I 1000

Ua node recognition: I ns=%;5=CPIU416_ Modbus_Server. 10_RW_Holding_Register_Multiple_Reg_Ulnk3z

confirm
[o]4 | Cancel | Help |

Defines OPC variables (OPC tags)

Ten (10) OPC variables (OPC tags) are defined with the Modbus
Variable Properties dialog box.

[FE] example 9 - Modbus connections.opu - OPCUAEdit

Fie Edit Help
NEd &@
Name Datatype Access Raddress Weddr.. Numberof Hodename
e Y =0 % 1_Read Write_Multible_Coils_Boolean Boolean  RW 160 160 5 CPUA16_ Modbus_Server.|_Read_Write_Multble_Cails_Boolean
L U ModBs Commort s Boolean @ 3_Reac Write_Multible_Holding Register_Int  Int16  RW 22 2 3 CPUA1&_ Wiodlbus_Server.2_Read_Write_Multible_Holding_Register_Int
=1 L U M s 92 i RegisterInt 9 3 Read Discrete_Inputs_Baolean Um2 R oM 7 CPUA1E_ Modbus_Server.3 Resd Discrete Inputs_Boclean
o ik . @ 3_Read_Diserete mpm’am‘ean’ - @ 4 Read_Input_Registers_Int16 Int16 R 76 4 CPU416_ Modbus_Server.d_Read_Input Registers_Int16
@ 4 RendInput Ragisters nt1s % 5RW_Holding_Register Multiple_feg Real  Float R 111 il 3 CPUA1&_ Miodbus_Server5_RW._Holding_Register_Mutiple_Reg_Real
R i R e Reg Rl @ € Readl_Coils_Boolean Boolen R 2016 8 CPUA1&_ Miodbus_Server.6_Read_Coils_Boolean
e e q Ul @ 7Read_Input_Registers_Int32 1032 R 160 & CPUATE_ Modbus_Server.7_Read_Input_Registers_Int32
L) @to @ 8 Readt Input Registers Uit Urtts R 190 6 CPUA1E_ Modbus_Server.8 Read_Input Registers Ulnt
7 @ 7 Read_Input_Registers Int32 % 9RW._Holding_Register Multiple_Reg_Int32  Int32 R 254 254 3 CPUA6. Modbus_Server,9_RW_Holding_Register_Multiple_Reg_Int32
¢ ’;—;;:"g"“:“'j;ﬂ‘s"“—ﬂ“‘ etz @ 10.RW Holding Register_Multiple Reg UInt32 Uint32  RW 272 m 4 CPU416_ Modbus_Server.10_RW_Holding_Register_Multiple_Reg_Uint32
@ 9_RW_Holding_Register Multple_Reg_Int
@ 10RW_Holding Register_Multiple_Reg_Unt32
SAproject Eiswsr | BB certificates
CaPs UM

m example 9 - Modbus connections.opu - OPCUAEdit

File Edit Help

J&ZdHd @@

Bra e X %37 Mame
#f gl | K & o™t M EMER CPUdT6 ¢ e mark) @ 1 Read,

=43 [BH Link UA - ModBus Connection || w 1_Read_rite_Multible_Cails_Boolean ¥ 2 Read
1l i quiratior S | @ 2_Read_Mrite_Multible_Halding_Register_Int :i_gead_
----- @ 3_Read_Discrete_lnputs_Boolean . ead,
----- @ 4 _Read_|nput_Registers_|nt1a v 3_RW_E
----- @ 5_RMY_Holding_Register_Multiple_Reg_Real : ?‘2:::
----- v G_Read_Colls_Bnol.ean ¢ S:Read:
----- v ?_Read_lnput_Reg!sters_InﬂE @ O R
----- @ 8 Read_Input_Registers_UlInt @ 10 R
----- ¥ 9 R Haolding_Register_Multiple_Reg_lnt32

----- ¥ 10_RW Holding_Register_Multiple_Reg_Ulnt32

:iject server |@Certificates

I ————————
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2.9.5 Transfer Modbus configuration to the IBH Link UA.

A right-click on Modbus configuration opens the context menu.

m'm‘! - Modbus connections.opu - OPCUAEdit

File Edit Help

LEH & @

Bfa e | K %55 Hame

B3 CPUAE Modbus_Server # 1_Read_Writz_Multible_Coils_Boolean

@ 1_Read_Write_Multible_Coils_Boolean W 2_Read_Writz_Multible_Haldinq_Register_Int
@ 2_Read_Write_Multible_Holding_Register_Int # 3 Read Discrete_Inputs_Boolean

# 4 Read_Input_Registers_Int16

@ 5_RW_Holding_Register_Multiple_Reg_Real
W 6 Read_Coils_Boolean

@ 7_Read_Input_Reqgisters_Int32

Hef Kbl s d
E‘"‘i IBH Link U, - ModBus Cannection
9 1A

configuration

i @ 3 Read_Discrete_Inputs_Boolean
egisters_Int18
Register_Multiple_Reg_Real

Delete

Read modbus c-jr’vilgurat\-jrf from server... nnl.ean . @ B Read_lnput_Registers_Ulnt
| Transfer modbus configuration to server.., EEI!S:E”_LT‘t . @ 9 RW_Holding_Register_Multiple_Reg_Int32
egisters_Uin @ 10_RW_Holding_Register_Multiple_Reg_UInt32
Impart... XElick) Register_Multiple_Reg_Int32

Export... _Register_Multiple_Req_UInt32
:Prcuect ESEWE[ g Certiicate |

CAPS NUM

The command to transfer the Modbus configuration must be
confirmed.

3 1 Configuration of external data transferred to server 'IBH Link
L& - ModBus connection'?

2.9.6 IBH Link UA browser window

The transmitted Modbus configuration is displayed under Modbus in
the IBH Link UA Browser window.

Browser-Fenster-ModBus

<« c @ © & 192.168.1.14/7_=/diaglistview e O 1y IN 0 © % =

rﬁz_“ m L) is running Logout | Update password quad-core
(S

@ CPU416_ Modbus_Server 192.162.1.10
......................... Load XML | Store XML ‘ Remove all ‘

,,,,, — 1

Browser window diagnostics

<« c @ © & 192.168.1.14/7_=/diaglistview e @ Y In oo = =
Sl L
*E ® Logout | Update password quad-core
Controller diagnostics Client diagnostics MNetwork diagnostics System Log
N N L e e S
"""""""""""" @ - CPU416_ Modbus_Ser.. 192.168,1.10:502 22,8.2020 11:49:46 pPLC o Connection established
>

<
"""""""""""""""" Clear diagnose g
|Diagnostics |
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2.9.7 IBH OPC UA Editor Server Information - Online

example 9 - Modbus connections.opu - OPCUAEdit

File Edit Help
Ve
Datatype Access Raddress Waddress Numberof Node name Value
545 IBH Link UA - ModBus Connection & 1_Read_Write_Multible_Coils_Boclzan Boolean  RW 160 180 5 CPUATE. Modbus_Server.1_Read_Write_Multible_Coils_Boslean ferue true true rue true) T
3-8 Modbus configurs @ 2_Read Write_Multible_Holding Register Int  Int16 W 2 2 3 CPU416_ Modbus_Server.2_Read Write_Multible_Holding_Register Int | {12345 -4711,23456} :;:I:::‘:“s
& [ @ 3 Read Discrete_Inputs Boolean Boolean R M4 7 CPU416_ Modbus_Server_Read_Discrete_Inputs_Boolean ftrue true true true true true true}
3 UANodes & & Read Input Registers Int16 s R 76 4 CPUAT6 Modbus_Senverd_Read Input Registers Int16 {-12345,4711,-4712,26785)
& 5_RW_Holding Register_Multiple Reg_Real  Float  RW 111 1M 3 CPU416_ Madbus_ServerS RW_Holding Register_Multiple_Reg Real | {7.12855e-41,22370.8,332.555)
# & Read_Coils_Boolean Boolean R 2016 8 CPU416_ Modbus_Server.& Read_Cails_Boolean ftrue,true true true true true true,true}
@ 7 Read Input_Registers_Int32 Int32 Ro160 6 CPU416. Modbus_Serven_Read_Input_Registers Int32 14711,100000,-400000,4711000,-2004711,4000000}
@ 8 Read_Input_Registers_Ulnt Untls R 190 13 CPUATE. Modbus_Senver.&_Read Input_Registers_Uint {62080,60966,10000,20000,25536,31500]
@ 9RW._Holding Register_Multiple_feg_Int32  Int32 R 254 as4 3 CPUATE. Modous_Server.8_RW._Holding_Register_Multiple_ReqInt32 | {-3456000,-4000567,1000000}
@ 10.RW_Holding_Register_Multiple_Reg_UInt32 Uint32  RW 272 m 4 CPU416. Modbus_Server.10_RW_Holding_Register_Multiple_Reg_Uint32| {42846212964234566729,10123000,1005670}
[Aproject wcmm«es < >
caps NUM
Y
; AT
Mame Data type  Access R address Waddress  Mumber of

W 1_Fead Write_hultible_Coils_Boolean Boolean Frutf 1a0 160
W 2_Read Wifrite_Multible_Holding_Register_Int Int1a Frutf & &

W 3_Read_Discrete_|nputs_Boolean Boolean R Q4

W 4 Read_Input_Registers_Int16 Int1o R Fi

W 5_ R Holding_Register_Multiple_Reg_Real Float Frutf 11 11
W 0 _Fead Coils_Boolean Boolean R M

¥ 7 _Read_Input_Registers_[nt32 |nt3z2 R 1a0

¥ 8 Read_|Input_Registers_Ulnt Unt1a R 190

¥ 9 By Holding_Register_ Multiple_Reg_Int32 |nt3z2 Frutf 254 254

@ 10 Bvi¥ Holding_Register_Multiple_Reg_Ulnt32  Ulnt32 Frutf s 27
\, A

EC R UL R s s S I EE R W R K R |

MNode name Value

CPUME_ Modbus_Server.]_Read_Write_hultible_Coils_Boolean Jtrue,true,true,true true} .
CPU416_ Modbus_Server.2_Read_Mirite_Multible_Holding_Register_Int  {12345,-4711,23456} ﬁf;::';:'(f"s'”
CPU41E_ Modbus_Server.3_Read_Discrete_lhputs Boolean Ttrue,true true true true true truel
CPUA1E_Modbus_Serverd Read_Input_Registers_|nt16 {-12345,4711,-4712,26739)

CPUAE_ Modbus_Server.5_BWY Holding_Register_Multiple_Reg_Real {7.12855e-41,22370,8,332.555]

CPUME_ Modbus_Server.6 Read_Coils_Boolean Ttrue,true true true true true true truel

CPUME_ Modbus_Server.7_Read_Input_Registers_Int32 {4711,100000, -400000,4 711000, - 2004711, 40000007
CPUAE_ Modbus_Server.8 Read_Input_Registers_Ulnt {62080,60069,10000,20000,35536,31500}

CPUME_ Modbus_Sercer.9 BMY_Holding_Register_bultiple_Req_nt32 {-3456000,-4000567, 1000000}
\-(_ZPUAH 6 Modbus_Server,10_RM_Holding_Register_Multiple_Reg_Ulnt32  [4204621206,4204566720,10123000,1005670}

2.9.8 UaExpert — The OPC Unified Architecture Client

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

File View Server Document Settings Help
2 f ~
D PER =0 X2 8RO
Project B X Dats Access View [x]
v [ Project ® Server Mode I Display Name Value Datatype  source Timestamy Server Timestamp ~ Statuscode
~ 1 Servers IBHLInkUA@ib...  MS9[String| .. 10_RW_Holding 0} Uint32 Good
Q IBHLinkUA@ibhlinkua-5C-14 g }E:tmtﬂﬁgwi [} : ring| L;EMHI\:H:EJ. (al}gfa\safa\sefals!fa\sa} ‘Bt;r‘a\’ean gnnz:
3 inl il NS9| Strir ead Write_... nt16 ood
~ [3 Documents 4 IBHLInkUA@ib... NS9 m.J 3 Read Discrete. alse false false false false false) Baolean Good
D Data Access View 5 }g:tmtﬂﬁgws NS String| ) ‘FTHI: (Gioaz:
3 in i MS9|String| oat ood
| o A =
£ |Na Highlight w9 IBHLINKUA@ib... NSH|String ) Ulnt16 Good
2 Root 10 \B?nkuﬂ@\b ik ring| Int32 Good
v [ Objects
& Client Drag & Drop
& DeviceSet
& matT
~ U Madbus
v g CPUATGE Modbus_Server .
] ILLR‘-LHa\z\\mzLReg\steLMu\t\p\eﬁegiulnﬁq / 4 Display Mame N
@ 1_Read_Wnite_Multible_Cails_Boolean g - . . - - -
- - - - — i 37 A0 Ay
@ 2 Read Write Mltible.Holding_RegisterInt .I 0_RW_Holding_Register_Multiple_Req_Ulnt32 {42046 5429456 |, }
@ 3_Read_Discrete_Inputs_Boalean 1_Read_Write_Multible_Coils_Boalean {true true true true true}
O et 2_Read_Write_Multible_Holding_Reqister_Int {12345 -4711,23456} continuously
o et 2;;::&2:0;2::’_'” Fiple_fieg_frea 3_Read_Discrete_Inputs_Baoalean {true true true true true true true} updated
@ 7 Read_Input Registers_Int3? 4_Read_Input_Reqisters_Int16 {-12345 4711,-4712, 26789}
@ & Read_Input_Registers_Uint 5_RW_Halding_Register_Multiple_Req_Real {7.12855.-041,22370.8.332.555)
@ ©.RW_Holding Register Mutiple Reg Int32__J & _Read_Coils_Boolean {true true true true true true true true}
e - - _ D L U L L
@ DeviceManual 7_Read_Input_Reqisters_Int32 {47 : 000, - 2004
@ 39‘»":**\-:“” 3 Read_Input_Reqisters_Ulnt 3 O000,35536,31500)
© Manufacturer 9_RW_Halding_Reqister_Multiple_Req_Int32 G000, -4000567, 1000000}
% ClearConfiguration \_ v,
@ ReadConfiguration
W Status
@ WriteConfiguration
D pLcs
& server

_______________________________________________________________________________________________________________________|
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