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1 IBH Link UA — Setup

1.1 Installation and connection

The IBH Link UA is designed for DIN rail mounting:

The IBH Link UA has two (2) interfaces,
which are separated by a firewall and
having separate MAC addresses, which
are designed for data exchange within
the management level or in the process
level.

The interface of the process level
consists of a 3-port switch.

The power is supplied via the included plug.

ATTENTION!

operation of the IBH Link UA. A higher supply voltage may

é‘ ) A supply voltage of 12VDC to 36VDC is to be used for the
destroy the device.

Power supply: 24VDC / 0.2A

TTi Trans Tech International® 2021 IBH Link UA Training
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1.2 Configuration of the IP addresses (default setting)

If the IBH Link UA is in its default factory setting the configuration can
be done with an up-to-date web browser via the Ethernet ports 2 to 4
using the IP address 192.168.1.14.

The Ethernet port 1 can only be used to configure the IBH Link UA if
a DHCP server assigns the IP address, and a DNS server resolves
the name by specifying the hostname

http://ibhlinkua_<serial number>

(Example: http://ibhlinkua_010331)

No additional applications or drivers are required.

The following information is printed on the IBH Link UA housing.

Default logon data

Username: admin
Password: admin

IBH Link UA Training TTi Trans Tech International® 2021
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Standard IP-Address configuration:

| Level | Port | Address |
|Management level HPort 1 HHostname: ibhlinkua_<serial number> |
|Contro| level HPort 2-4 H192.168.1.14 |

Management Level

Control Level

(Machine Level) . B

Note:

Explorer, etc.) as followed:

In the IBH Link, UA default factory setting the configuration may be
accessed using an Internet browser (FireFox, Microsoft Edge, Internet

Via the management level (port 1) with the host name if the port is
connected to a network with a DHCP server and DNS server.

Via the ports of the machine level, it is only possible if the connected
network has the sub-address 192.168.1.nn.

Otherwise, a fixed IP address from the subnet 192.168.1.nn
(e.g., 192.168.1.10) must be provided to the connected PC.

<« C @ O & 192168114772/ @ H IND e ® O & =
- =D
CPU type
Login
The password is case-sensitive.
User name 8
Ertter your user name  |acimin
Password Jenter)
Erter your password | admin
Remember me
Keeps login for 2 wesks
Lost password
IBHsoftec P euneus
embedded OPC UA server | client
weeni ibhsoftec. com  Contact  Wiki uA

TTi
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Language selection m F »
The languages English, German and Bl

Japanese are available in the browser window.

OPC server running display

There is a display that provides information
about the activities of the OPC server.

IBH Link UA type display

The IBH link UA is available in two performance levels:

e Single core - the processor used in the IBH single-core
Link UA is a single core processor (serial
numbers 10000 -). Older IBH Link UA's with single core
processors do not have a performance level display (Serial
numbers 1000 - 4999).

e Quad Core - the processor used in the IBH
Link UA is a quad core processor. These IBH
Link UA’s have a significantly higher processor performance
(serial numbers 5000 - 9999)

quad-core

Remember me

If this login is marked, no username and password will be requested
when the same browser window is called up again. This setting
remains in effect for up to two weeks.

Login
When you click Login, the following security messages are displayed
one after the other.

| Important information about HTTP access

i Wyith unencrypted connections, it is possible that personal information can be

| revealed.
Therefore we recommend to disable HTTF in the 'Security’ page.

Important information about the Password

i Currently a default password is used.

It i= highly recommended to change the
passward.

After the security messages have been confirmed, we recommend
changing the password.

IBH Link UA Training TTi Trans Tech International® 2021
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Change Password
For security reasons, the password should be changed. The
username may also be changed.

In the open browser window Management level / control level klick
the button Update password.

&« c @ © & 192.168.1.14/7_=network N neoe®o =

E; z ® er is Logout || Update password single-core
Network Management Level

Update password

| Update password

Enter & new password below

____________________ | User name -
admin 4 cannot be changed

Password

Enter your password | ®®eee

Choose Password

.................... { Valid Sesessssssssslstenes enter

"""""""""" | Repeat password

Valid |ssessssssesssssesane (@ SHED)

____________________ | (Wﬂ Cancel

If the password is not long enough or  Choose Password

if you have not entered enough Tooshort |
different characters (A - Z; 0 - 9; special characters), the background
is "red". For security reasons, the password must be 12 or 16
characters long.

The browser access username cannot be changed.

1.4 Network browser window

1.4.1 Management Level Settings
Port 1 Network Configuration and Global System Configuration.

« C @ | O & 192168.1.14/7_=/network @Y IND O ¥ 0 % =

Logaout | Update passward singie-care

% m L 0 B1 i running
EN etwo rkJ E Management Leuelj Control Level 802.1X OpenVPN TeamViewer IoT
""""" Metwork Configuration

,,,,,,,,,,,,,,,,,,,, Endpoint URL opc.tep:#ibhlinkua_010331:48010
- no changes
DREL? possible if
IP address DHCP selected
Subnet mask

Global System Configuration

Hostname [bhlinkua_p10331
Port 42010

Default gateway

Marneserver 1
Marnesenver 2

......................... Apply | Revert

TTi Trans Tech International® 2021 IBH Link UA Training
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Management Level Settings

Chapter 1

With DHCP disabled, the Network Configuration and Global
System Configuration may be modified. The hostname can always

be adjusted.

b +

B |BH Link U4 - Network

¢ @

Sl
raley y
E Management Levelj Control Level

Metwark Configuration
Endpoint URL opc.top:fibhlinkua_sc:48010

~ll

© & 192.168.1.14/7_=/network

Logout | Update password |

is running

802.1X

ar not marked , Opc.top f192.168.1.14:43010
-------------------------- DHCP
IP address 192,168.1.15

Subnet mask

255.255.2535.0

. @B

In @ © ¥ O = =
single-core
Open¥PMN TeamViewer IoT

__________________________ Global System Configuration , canbe
Hostname ibhlinkua_sc i Ltz
"""""""""""""" Port 48010
__________________________ Default gateway |192,163.1.1
Mameserer 1 192,168.1.1
"""""""""""""" Mameserver 2 10.0.13.1

Apply | Revert

1.4.2 Control Level Settings

Ports 2 to Port 4 Control Level Network Configuration and Global

System Configuration.

- B 1BH Link Us

<« C @
S o
________

© £ 192.168.1.147 =/metwork

Logout | Update passwiord

opc.tep:Hibhlinkua_010331:48010

ris running

Management Level
Metwark Configuration
Endpoint URL

ar opc.top192.168.1.14:48010
———————————————————————— DHCP O
P address [192.168.1 14 |

Subnet mask |255.255255.D |

Global Systermn Configuration

3o

“~@¢% IND® O =
singie-core
Open¥PMN TeamViewer [oT

Hosthame ibhlinkua_010331

Fort 48010
Default gateway

MNarneserver 1

Nameserver 2

Apply | Revert

lBHsoftec

whntwy ibhsoftec corm  Contact  Miiki

|| g
=DPC UA

IBH Link UA Training
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1.4.3 Management Level / Control Level adjustments
If DHCP is disabled, the Network Configuration and Global
System Configuration may be modified. The hostname can always
be adjusted.

- 188 IBH Link U&, P +
e

c @ © & 192.168.1.14/7_= fnetwork

. @

[ Lt pp—— . "
% F o OPC server is running Logout | Update password
Network Management Level Control Level 802.1X Open¥YPN TeamYiewer [oT

Metwark Caonfiguration
,,,,,,,,,,,,,,,,,,,,,,,, Endpaoint URL opc.tepAibhlinkua_010331:48010
or not marked , °PC-tocpi/192.168.1.14.48010

IP address 10.0.13.89
Subnet mask 255.255.255.0

,,,,,,,,,,,,,,,,,,,,,,,, Global Systern Configuration L canbe
Hostname ibhlinkua Einislel |
Fort 42010
__________________________ Default gateway (10216811
Mameserver 1 192.168.1.1

Marmeserer 2 10,0.12.1

--------------------------

__________________________ Apply | Revert

lilIBHsoftec | B,
wewt ibhsoftec com  Contact  WWiki % uA
By clicking the Apply button, the changed settings

of the control level are applied to the IBH Link UA. Apply
The execution of the change is displayed.

The transfer of the adjusted settings is displayed in
the upper right corner of the browser window.

Since the web browser of the Link was opened using the IP address
of the control level, access to the web browser of the IBH Link UA
can only take place via the changed IP address of the control level or
the IP address of the management level.

The changes require a restart of the IBH Link UA, a corresponding
information is displayed

Cmformation

| i Changing the hostname requires a reboot. Reboot Now? '

: l(% Cancel

TTi
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Note:
The management level (port 1) must have a different subnet address
than the control level (port 2 to port 4) to clearly identify the belongings of
the ports to the Ethernet interfaces.

Endpoint URL

The Endpoint URL is displayed in the Management Level and in
the Control Level. The endpoint URL is generated by the IBH Link
UA based on the settings. The endpoint URL consists of the
protocol: opc tcp // hostname: port.

EManagement Leveﬂ Control Level 802.1X
Metwark Configuration
Endpoint URL opc.tep:ibhlinkua_sc:48010 bilananemenLLExe) g0z.1x
or opc top 4192 168.1 15-48010 ierts Comiltia o
Endpaint UREL opc.topdfibhlinkua_sc:48010
ar opc.topA10.0.13.89:45010

This Endpoint URL is required to set an OPC UA client.

Clients can use this endpoint URL to find out the configuration of the
server - for example, regarding the security options used.

1.4.4 Settings 802.1x

The IBH Link loT provides IEEE 802.1X for authentication and
authorization in IEEE 802 networks.

- B4 |BH Link UA - Network X e
(_

¢ @ © & 10.0.13.89/7_=/network o @ n o @® =

% F o OPC server is running Logout | Update password single-core
Network Management Level Control Level 802.1X OpenVPN TeamViewer IoT
"""""""""""" 802 1%-Security
,,,,,,,,,,,,,,,,,,,,,,,, Select 802 1X security Select the interface for 802 1X security or deactivate
Status Deactivated The current state
""""""""""""" Legitimation TLS Select the legitimation algorithm (currently only TLS)
Identity The username
Select CA certificate (pem) Browse... | Mo file selected. Select the CA certificate in PEM format
------------------------- Upload CA certificate Upload CA certificate
Select user certificate (pem) | Browse.. No file selected. Select the user cerificate in PEM Format
Upload user certificate Upload user certificate
------------------------- Select user secret key (key) | Browse... No file selected. Select the user secret key in KEY format
Upload user secret key Upload the user secret key
User secret key password The pasword of the user secret key

......................... Save configuration

Global System Configuration

Hostname ibhlinkua_sc
......................... Port 48010

Default gateway 192.168.178.1
""""""""""""" Nameserver 1 192.168.178.1
,,,,,,,,,,,,,,,,,,,,,,,, Nameserver 2 192.168.1.1

The activated settings in the 802.1X window can be assigned to the
network connections at the control level or the management level.

IBH Link UA Training TTi Trans Tech International® 2021
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802.1%-Security | Select the interface for 802,1X security or deactivate ‘

Select 802.1X security
Status

Legitimation

Identity

Select CA certificate (pem)

The configuration of the IEEE 802.1X
security settings can be saved.

Deactivated

Management Level

Control Level

1.5 OpenVPN settings

OpenVPN is a VPN client. With OpenVPN an encrypted SSL
connection to a virtual network (VPN) can be established.

- ML IEH Link U Shetwork x

& ¢ @ © & 100.13897_=/retwork @ n @D e % 0 & =

,%‘;m (] OPC server is running M Updlate password single-core
Management Level Control Level 802.1X Open\rPN TeamViewer IoT

""""""""""""" Load OpenyPN | Activate OpenvPH | | Deactivate OpenvPN | | Delste OpenyPl |

Global Systemn Configuration

,,,,,,,,,,,,,,,,,,,,,,,, Hogthame ibhlinkua_sc |
Port 4a010 |

""""""""""""" Default gateway 192.168.1.1

,,,,,,,,,,,,,,,,,,,,,,,, MNameserver 1 192.168.1.1
MNameserver 2 10.0.13.1

------------------------- Apply | | Revert

OpenVPN requires a configuration file and key / certificate files.

Clicking on Load OpenVPN opens the Load Load OpentFPH
OpenVPN Configuration dialog box.

Load Open¥PN configuration x|

OpenPN configuration (% ovpn): Configuration file

Upload: | Search [wPrCanfig. ovpn | Upload:  Load OpenvPH configuration |

The Open'PM file rust contain all client settings and certificates.
Marmally it can be downloaded from the Firewall {the destination server) ag | Load 2 OpenVPN canfiguration (*.ovpn).

"Inline Configuration for Most Clients".

Apply Dpen¥PN configuration | Cancel |

The configuration file with the client settings and the certificates is
selected using the Search button. It is loaded using the Load
OpenVPN configuration button.

Clicking Apply OpenVPN configuration closes the Load OpenVPN
dialog box.

[‘Coad oponven configuration ]

| OpenyPM configuration (. avpn):

: Upload Upload: | Load Open'PM configuration |

The OpenyPM file rmust contain all client settings and cerificates.
Mormally it can be downloaded from the Firewall (the destination server) as
“Inline Configuration for Most Clients".

Apply OpenVPN configuration (*.ovpn), |
.confirm
Apply OpenVPN configuration | Cancel ‘

Configuration file information are displayed.

TTi Trans Tech International® 2021 IBH Link UA Training
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e
e

c @ O & 10.0.13.897_=/network - @ iIh@D e % O =

Logout | Update paseword single-core

ers
Management Level Control Level 802.1% Open¥PN TeamYiewer IoT
777777777777777777 Open¥PN Konfigurationsdatei | Server Status Adresse

...................... @ VPNConfig.ovpn.conf YOUR_SERVER_IP 213.157.15.21 1194 Deaktiviert 0.0.00

""""""""""""" Load Open'Fr || Activate Open'PN I Deactivate OpenvPH | | Delete OpenvPM | | (2

Globale Systerneinstellungen

,,,,,,,,,,,,,,,,,,,,,,,, Hoztname |\bhhnkua75c ‘
Part 48010

""""""""""""" Standardgateway 10.0.13.1

......................... Mamesarer 1 [192.188.1.1 |
Marneserver 2 |1D.D.13‘1 |

,,,,,,,,,,,,,,,,,,,,,,,, Apply || Rewert

With a click on Activate OpenVPN the virtual network connection
(VPN) is activated and with Apply the settings are loaded into the IBH
Link UA.

1.6 TeamViewer IoT activation — IBH Link UA

TeamViewer loT software option is pre-installed in the IBH Link UA
starting firmware V 7.5. This option offers the possibility of being able
to access almost all PLC systems anytime and anywhere.

Complex modem solutions or the use of a PC on site are a thing of

the past.
- 18 1BH Link U - Network b +
<« c © & 10.01389/7_=/network o & In @ ® © =
% F ® Server is running Logout | Update password singis-core
Network Management Level Control Level 802.1X Open¥PN TeamV¥iewer IoT
------------------------- Teamiewer loT
"""""""""""""""" Status @ is returned by
TeamiewerlD @ TeamViewer loT
""""""""""""" Assignment Token | | =
istobe
777777777777777777777777 Group | | configured
Teamiviewer auta start IH
"""""""""""" Log level

------------------------- Proxy settings
Proxy address (IP:Por) |
Internet access over proxy

Start | Stop | Mew as2ign | Remove assignment | Download logfile | | Delete Iogﬁle| MOTT settings

Global System Configuration

------------------------- Hostname ibhlinkua_sc ‘
rrrrrrrrrrrrrrrrrrrrrrrr Port 48010
Default gateway 192.168.1.1
"""""""""""" Mameserver 1 192.168.1.1
,,,,,,,,,,,,,,,,,,,,,,,, Mameserer 2 10.0.13.1

Apply | | Revert

If the Internet must be accessed via a proxy, the address can be
entered in the form Proxy: Port or User: Password @ Proxy: Port.
The proxy access to the Internet must be activated.

IBH Link UA Training TTi Trans Tech International® 2021
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To establish a connection via TeamViewer-loT, the Ethernet subnet
of the control level must have access to the Internet.

= veww
Control Level <
access with
TeamViewer loT
via Internet

Management Levell |

Control Level

PLC controls /
devices with

OPC VA interface

The IBH Link UA manages two subnet addresses separated by a
firewall, each with its own MAC address.

Ethernet areas:

Level Port

must be in

Management Level |Port1 different subnets

Control Level Port2 -4

1.6.1 PC preparations —connected to the Ethernet port of the
Management Level

To use the access options of the pre-installed TeamViewer IoT
software, follow the steps below:

Download and install the TeamViewer software

TeamViewer software version 15.13.6 or © About Team\iewer

newer must be installed on the PC that is to e e
be used to access the external IBH Link UA.

TeamViewer ID: 1000000000

—

The software can be downloaded for free from the TeamViewer web
page https://www.teamviewer.com. The Sign In is required for the
further steps.
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& TeamViewer — (m] b4
Connection  Extras Help | Feedback Insert partner ID +* Connect v
Free license (non-commercial use only) - Pete
n Sign In Email Are you already a TeamViewer

Don't have an account? customer?

Please sign in here with your TeamViewer

to complete account to use the full functionality.

Password
4-" Remote Control

¥
2% Remote Management m

Lo
iy Meeting
Keep me signed in

| BI Computers & Contacts I Forgot password
e
L

Sign Up

Gt Single Sign-On Login

Augmented Reality

Getting Started

TeamVIeWer ® Ready to connect (secure connection)

Download and install the IBHNet-loT Agent software

Install the IBHNet-loT-Setup.exe software on the PC.
This software is available for download at
https://download.ibhsoftec.com/neutral/IBHNet-loT-Setup.exe

il

[EH M et ol

Double-click the IBHNet-1oT icon created during installation. The
ibhsoftec-agent-service is started.

The IBHNet-loT Agent software version 1.11 or newer must be
installed.

Info about IEHMet-1oT

[__IBHNEI:-IDT fgent v1.11j

1|
Ll
IEHsoftec Gesellschaft Fir Automatisierungstechnik mbH
Turmstrasse 77
D-64760 OberzentjBeetfelden

Phone: +49 6063 3001  Fax: +49 6065 3074

info@ibhsoftec, com v ibhsoftec, com
suppart@ibhsaftec. com wiki.ibhsoftec,com
click
[o]4 Copyright () IBHsoftec GmbH 1993-2021

The service is displayed in the IBHNet-IoT Tray in the task bar. It
may be necessary to change the properties of the taskbar to display
the icon.

IBHMet-loT Tray - IBHsoftec GmbH Pointing to the icon, displays
Ready the readiness of the service.

[BHMet-1oT Tray - IEHsoftec GmbH

Service stopped If the symbol indicates a

stopped service, it must be
Pl SN Started.
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Once the connection has
been established, the IBHNet-
loT tray symbol has a green

corner at the bottom left and = - &
transmission data is displayed

[BHMet-1oT Tray - [BHsoftec GrbH
Sent: 10604 Received: 10433

1.6.2 Open the TeamViewer IoT Management Console

Use the link https://teamviewer-iot.com/en/ to open the TeamViewer
Internet of Things login page. Use the email and password of the
TeamViewer account established in the previous step to Sign In.

TeamViewer IoT Management Console

After logging into the TeamViewer 10T Management Console, open
the Assignment token dialog box.

E TeamViewer Management Cor X [la g = m}
&« G © @& httpsy//login.teamviewer.com/LogOn/PopUp/iot?returnUrl=% OB 4 In @ ® =
Free loT & Connect AnyThing, AnyWhere, I
sl TeamViewer
Internet of Things

Whether you're located on Greenland or in .
downtown Manhattan, have a million-dollar budget Sign In

or just a great idea, TeamViewer lets you jump-
start your loT journey with free access to a
maximum of 2 loT endpoints.

Don't have TeamViewer account yet? Sign up here.

Email
pete@schulz-heise.com

Password / to complete

e a LI Y — ow O " = e0cccccecssccee o

Keep me signed in

Sign In

Forgot password?

o @ n @ o % W =

@ English + Contact Us | Pete@Schulz-Heise.com v

Help

AP Key

Assignmen e
Lssignment token Assignment token

click

Log Out

Assignment token

Assignment token
Fern e kel e el o oo Assignment token is used to assign the device 1o the account.
.......... >
i

)
—

By clicking the Copy icon, the Assignment token, shown with
several dots, is copied to the Windows clipboard.
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1.6.3 Insert assignment token

The Assignment token must be copied into the field with the same
name in the IBH Link UA browser window Network/TeamViewer loT.

- 18 1BH Link L&, - Netwark b +

<« ¢ @ © & 10013897 =/network - O W +y In @D ® O =

Pl L 5
* F ® Logout ‘ Update password single-core
etwork Management Level Control Level 802.1X Open¥PN TeamViewer [oT

"""""""""""""" Teamiewer [oT

,,,,,,,,,,,,,,,,,,,,,,,, Status :
. is returned by
Tearn'iewerlD TeamViewer loT

P Copied Assignment token

Assignment Token

Group mlo complete.
__________________________ TearrViewer auto start openTselect
Log level Info ~

If the log level is changed, the TeamViewer agent
must be restarted to apply the changes.

Proxy settings
-------------------------- Proxy address {IP:Fort
g ¢ ) I—fiII in if necessary |
.......................... Internet access over proxy
"""""""""""""" Start | Stop | MNew assign | Remove assignment | | Download logfile | Delete logfile | MOTT settings

Global System Configuration

.......................... Hastname ibhlink-iot |
Port 45010

"""""""""""""" Default gateway 192.168.1.1

__________________________ Mameserver 1 192.168.1.1
Marmesener 2 10.0.13.1

"""""""""""""" Apply | | Revert

lBHsoftec 1BH Link UA
wnint ibhsoftec. com  Caontact Wik % UA

Enter the group name and mark that the TeamViewer is switched on

automatically. -
Mews assigh
I N ek
Clicking the New assign An assignment token and a group name must be
button opens the provided to assign the device to TeamViewer,

TeamViewer 10T End-User License Agreement.

TeamViewer 10T End-User License Agreement

TeamVYiewer® IoT End-User License Agreement

Teamviewer® 0T End-User License Agreement
You find the full version of the 10T EULA here =» hitp:dwww tearmviewer. comdlink/?ur=653670

This End-user License Agreement including its Annex ("EULA") applies to you

and Teamiewer Germany GmbH ("Teamiewer" or "We") for the licensing and use of our software,

which includes the Teamiewer software and all versions, features, applications and modules thereto
("Software"). This EULA also covers any associated media, printed materials and electronic documentation
that we make available to you {with our Software and "Product”)

Future releases of our Product may warrant amendments to this EULA

BY CLICKING "ACCEPT", DOWNLOADING OR OTHERWISE USING OUR SOFTWARE,

YOU AGREE TO ALL TERMSE AND COMDITIOMS OF THIS EULA,

IF ¥OU DO NOT AGREE TO ANY OF THE TERMS OF THIS ELILA,

PLEASE IMMEDIATELY RETURN, DELETE OR DESTROY ALL COPIES OF DUR SOFTVWARE IN YOUR POSSESEION.

If you want to use this software, you have to agree to the terms stated in hitp: S tearmviewer corm/link/?url=E53670

I —————————
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To apply the settings, the TeamViewer IoT end
user license agreement must be accepted by
clicking the button Accept.

Note!
é _ The transmission of the Assignment token to TeamViewer can

take some time.

| Assignment active x

The online connection to the TeamViewer |  Frogress:

loT server iS established Activating Tearniewer connection
| | T |

Assignment token taken from TeamViewer loT

If the assignment token has been accepted, the status and the
TimeViewerlD with the name are displayed in the web browser
window Network/TeamViewer IoT.

- 184 |BH Link UA - Mebwork by +

<« c @ © % 10013897 =/network - @ o ® 0 =

EIE m ® ris running Logout | Update password single-core
Management Level Control Level 802.1% Open¥PN TeamV¥iewer IoT

"""""""""""""" Tearmviewer laT

.......................... Status

TeamiewerlD RN

reported back by
TeamViewer loT

Agsignment Token

Group [T
.......................... Team'iewer auto start

Froxy settings
"""""""""""""" Praxy address (IP:Pan) | ‘
Internat access over proxy

"""""""""""""" Start | Stop | Mew as2ign | Remove assignment | Download logfile | | Delete Iogﬁle| MOTT settings

Global System Configuration

.......................... Hostharme ibhlirkua_sc |
Fort 48010

"""""""""""""" Default gateway 192,168,1.1

__________________________ Marmeserer 1 192.168.1.1
Mameserver 2 10.0.13.1

Copy the TeamViewer ID
Copy the TeamViewer ID number to the Windows clipboard.

&« c o © & 100.13.89/7_=/network v @ W In @D ® © =

™ . 0
ﬁ m L ] 21 s running Logout | Update password single-core
Management Level Control Level 802.1X Open¥PN Team¥iewer IoT

"""""""""""" Tearmiewer laT

,,,,,,,,,,,,,,,,,,,,,,,,

TearmiewerlD

Assignment Token |

Group |TTI |
.......................... Teamiewer auto start
Log leve
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Right-click on the IBHNet-loT Tray icon to open the context menu.
The Agents... command opens the TeamViewer Shortcuts dialog
box.

Close TeamViewer connection...

Agents... , _—

Help...
Homepage...
Wiki...

Information...

Close IBHNet-1oT Tray

1630
~ M0 HY 00

Insert the TeamViewer ID number in the field of the same name. The
display name is transferred to the TeamViewer account. This name
can be used to establish a connection to the IBH Link UA via the
Internet.

Teamviewer-Shortcuts

r~Connections

DisEIag name Tea_mviewer-URL |
IEH Link LA SC teamviewerd: [fremotecontrolf?remotecontrolid=22222222228f orwardports=[31711:localhost: 31711:3] |
is inserted
r~ Connection {2}

2)

freely selecta 'i.'!i\-:k

Display narne: | IBH Link L& 5C

o
Teamviewer ID: ”2222222222 insertl 1)

o Add ko list | Remaove From list |
(Ehickx; -\clickOS cconfirm
Propetties | : oK I Cancel |

Clicking the Properties button, a dialog box appears with the details
of the network card via which the IBH Link UA is connected.

Properties
Language
 German & Englishi
r~Ethernet card with Internet Access
—
| IIntEI(R) Ethernet Connection (2] 1219-y I |
- Teamviewer Connection establishrent
Local Pork 3171 Timeout [ms]: I 10000
confirm
oK Cancel |

By clicking the Add to list button, the display name and the
TeamViewer ID are adopted. The dialog box is closed with OK.

The installation of TeamViewer 10T in the IBH Link UA is now
complete.
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The IBHNet-lIoT Tray provides a context menu. The devices
registered with the TeamViewer account are listed in the upper area
of the context menu.

IBH Link L& 5C

Close Teamiewer connection,.

A connection is established with a

Agents..,

Help.. click on the desired device (IBH Link
Homepage... UA SC)

Wiki...

Infermation...

Close IBHNet-1oT Tray

IBHMet-1oT Tray - IBHsoftec GmbH

16:30

WO g0 M

[L':'Q level I . If the log level is changed, the TeamViewer agent
must be restarted to apply the changes.

Verbose

Info

The log output selected is stored in the IBH Link UA.

Download logfile | Delete logfile | MOTT settings |

Download the TearnViewer logfile for detailled inspection. |

By clicking the Download logfile button, the saved states of the
TeamViewer I0T connections (error-free / faulty) can be displayed in
an editor or saved as a text file.

B C\Users\TT\AppData\Local\Temp\teamviewer-iot-agent_logfile.log.txt - Notepads +

File Edit Search View Encoding Langusge Settings Tools Macro Run  Plugins Window 7 X
sHHBR L& | am ez BE|STEDENa ®=|@® CR=1RS
[ teamviewer-ot-agent_logfile.log kst E3 ‘
22 Version: ~
23 ID: 2027546780
24 Loglevel: Info- (100)
25 License: 10000
Z& gerver: master?.teamviewer.com
27 IC: 17589935389
28 cPU: ARMw7 - Processor - -rev 10 (v71)
2% O5: Lx The Yogurt Distri {armv7l)
30 Ip: 192.168.178.89,10.0.13.88
31 MID:
beehivelleefb78950blfaddd~~rrrmmmnmmmnn o 502df4189d16<16f12chbbe5049288cf299c31e208486681175540699
722613032%afcb6d381d4d71
32 MIDw: 1
33 Prozxy-Settings: Type=0- -IP= User=
34
35 2020/12/27-10:19:57.250 349 3070046224 NetWatchDogLinux: -using RTLink event handler
36 2020/12/27-10:19:57.251 3493070046224 RemotefettingsMDRelationshipWatchDog: -Device is
a managed - device o
Mormal text file length : 18468  lines: 163 Ln:1 Col:1 Pos:i Unix (LF) UTF-8 INS

Since the evaluation of the log-file requires some specialist
knowledge, this diagnosis should be carried out in the event of a
malfunction using the IBHsoftec hotline.

To have a defined beginning of the log file, the stored file can be

deleted.

- ______________________________________________________________________________________|]
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1.6.5 Teamviewer [oT — MQTT settings

The MQTT option is useful in conjunction with the IBH Link UA
MQTT option.

{clicky,.| Open a dialog with MOTT settings for the TeamViewer cloud |

MQTT settings | Clicking the MQTT button opens the Establish
connection to the Teamviewer I0T cloud dialog box.

Establish connection to the TeamVYiewer IoT Cloud X

Connection to TeamViewer 0T

Activate connection
Client 1d:
Taopic:

Create Certificates for the Client

Dovenload the Teamiewer Authority Certificate
Diownload Certificate for the Client

Doveriload private key for the Client

ok

Details on the use of MQTT with the IBH Link UA is described on the
IBHsoftec WIKI website.

TeamYiewer [oT

= If the connection to the TeamViewer 10T Cloud is changed, the

Tearmiewer agent must be restarted to apply the changes.

ves] o)

1.7 TeamViewer I0oT License IBH Link UA

With the latest, freely available firmware the functionality of the IBH
Link UA is extended, to allow remote maintenance via TeamViewer
IOT.

This new feature allows to access nearly all PLC systems always and
everywhere.

Complex modem solutions or the use of a PC on site are obsolete.

To use this functionality with IBH Link UA, you need a TeamViewer
0T license.

Use the following link to purchase a TeamViewer 10T license:

https://wiki.ibhsoftec.com/en/IBH Link loT:TeamViewer 10T License IBH Link UA

_____________________________________________________________________________________________________________________|
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1.8 Security browser window

The connection security between an OPC UA client and OPC UA
server (also OPC UA server / OPC UA server) is available for
selection in this window and can be specified.

To establish a connection between an OPC UA client and an OPC
UA server, security settings must be performed.

The IBH Link UA has a certificate management to enable a secure
communication defined by OPC UA (SecureChannel). The web
browser is used to configure the security levels and manages the

certificates.
<« c © & 10013897 =/jsecurity [ oo %O ¥ =

%F (] Logout | Update passward single-core

OPC semver is running
Server Security

bttt < - < Mone (not recomrmended)
Security [ Basic128Rsala (not recommended) Sign

[JBasic256 (nat recommended) Sign
.......................... Basic2063haZob Sign + Sign and Encrypt

[A Aes1285ha2a6Rsa0aep Sign + Sign and Encrypt ~
"""""""""""""" [ Aes2565ha256RsaPss Sign + Sign and Encrypt ~
777777777777777777777777 Permit Anonymous Access without User (Default = On)

Authentication
.......................... [JLet a Client connect if the hostname in the
certificate does not match (not recormmended)
[ALet a Client connect if the date in the cedificate
does not apply (not recomrmended)

Reverse Connections

Add reverse connection | Remaove reverse connection

Integrated Client Security
"""""""""""""" [JPermit connecting to a Serer if the hostname in the cerificate does not match (not recommended)
__________________________ [JPermit connecting to a Server if the date in the cerificate does not apply (not recommended)
[Jverify the Server ceificate on securs connections {manual upload of the sewver certificate maybe required)
"""""""""""" [ Transmit Usemame and Passwort unencrypted, if a encrypted transtission is not possible (required for some

ManoSerers).

-------------------------- Download
-------------------------- [ Farbid praject download with STEPET ar TIA Portal

[]Forbid writing of the server configuration
------------------- [ Forbid reading of the server configuration

Firgwall

[ Permit only OFC UA on Management Level

[1Permit only HTTPS and OPC UA over OpenPH

[ Disable device browsing

Webconfiguration

Permit HTTP access for the Webconfiguration

[1Uze custom Certificates Upload Server Certificate

Start creating new Keys Generate new Keys
Apply | Revert

lBHsoftec - @
OPC UA

whinw ibhsoftec.com  Contact  Wiki

The mechanisms defined by the OPC Foundation are used as a
base. OPC UA Security includes authentication and authorization,
encryption, and data integrity by signing. This allows the control
system to be protected against uncontrolled access via a higher-level
system.
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In the IBH Link UA Browser window Security, the security levels
offered by OPC UA are listed for selection.

The client queries the server's security configuration via
SecureChannel to then set up a communication channel in which the
security (confidentiality) and the completeness (integrity) of the
messages exchanged are guaranteed.

Note:
Encrypted messages prevent or at least make it exceedingly difficult for
untrustworthy third parties to read the content of the messages that are
exchanged between the OPC client and the OPC server.

Server Security

There are different levels of encryption. These are all specified by the
OPC UA Foundation.

Note:
If a change is made in the security browser window, the buttons Apply
and Revert are activated. If the change is to be adopted,
the click the Apply button.

Apply | Revert |

[ tone (not recommended) ®

[1Basic128Rsal5 (hot recommended) Sign

[ Basic286 (not recommended) Sign

Basic2565ha2sk @ Sign + Sign and Encrypt ~

] Ams1285ha256R salaep Sign -

] Aes2AEShaZfERsaPss Sign + Sign and Encrypt -~
@ Permit Anonymous Access without User (Default = On)

Authentication
[JLet a Client connect if the hostname in the
cerificate does not match (not recommended) o
[JLet a Client connect if the date in the cetificate
does not apply (not recommended)

Is the security level for the OPC UA client / server connection
selected, in addition the levels Sign, Sign and Encrypt as well as
Sign + Sign and Encrypt can be selected?

@ The security level is set by opening and
selecting. | Sign v
Sign

Sign  The messages contain security signs. It is
signed with the associated Private Key of Sign and Encrypt
the Application Instance Certificate of
the OPC UA client. Signed messages can detect whether a received
message has been manipulated by an untrustworthy third party.
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Sign und Encrypt The messages contain security tokens and are
encrypted. They are also encrypted with the Public Key of the
Application Instance Certificate of the OPC server.

Sign + Sign and Encrypt The messages contain the security labels of
Sign and additionally those of the Sign and Encrypt definition.

@ Anonymous access without user authentication is allowed as a
standard and can be deactivated.

@ Settings can be made to allow OPC UA client / server connections
not recommend for security reasons by the OPC UA specifications.

However, it has been shown that in some applications these settings
are unavoidable to establish an OPC UA client / server connection.

Reverse Connection

In contrast to conventional client-server connections, in which the
client establishes the connection with the server, in the reverse
connection the server actively connects to the client.

An inverse server connection can be set up if the server is in a more
protected area behind a firewall than the client. To do this, the
endpoint URL of the OPC UA client must be entered. This makes it
easier to configure the firewall. Of course, the client must support
incoming server connections.

Reverse Connections

is inserted
|Dpc.tcp:;‘leE.lEuEl.1.15:48011 ~

Add reverse'ionnection | Remove reverse connection |

Reverse Connection

Endpaint Url: |upc.tcp:f/192.158.1.15:48011 |

m Cancel

Integrated client security

Integrated Client Security

@D Permit connecting to a Server if the hostname in the certificate does not match (not
recommended)
[JPermit connecting to a Server if the date in the certificate does not apply (not recommended)

@[I\ferifythe Server certificate on secure connections (manual upload of the semver certificate maybe
required)
[JTransmit Username and Passwort unencrypted, if a encrypted transmission is not possible
(required for some ManoServers).

The host name should preferably be used to connect to a server. If
@ there is no DNS server, no host name is available.

If the option is selected, the absolute IP address can be used for the
connection to the server, even if only its host name is entered in the
server's certificate. The better way is to include both the host name
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and its IP address(es) in the server's certificate.
This setting is not recommended by OPC UA.

For security reasons, OPC UA works with time stamps. The date and
time must therefore be set correctly. If a correct time setting is
impossible, this setting must be marked. This setting is not
recommended by OPC UA.

@ The server certificate is checked for an encrypted connection. For
this, it is necessary that the required server certificate is installed on
the IBH Link UA and is available as trusted. A manual upload of the
server certificate may be required.

With some OPC UA servers, especially with NanoServers, a
connection can only be established if the username and password
are transmitted unencrypted.

Download

Download
(1)OForbid project download with STEP®T or TIA Portal

®|:| Forbid writing of the server configuration
@I:l Forbid reading of the server configuration

The downloading of STEP® 7 or TIA Portal projects in the IBH Link
@ UA can be prevented.

@ It is prevented that new server configurations can be written /
transferred to the IBH Link UA. The existing server configurations
can, therefore, not be changed.

@ Server configurations in the IBH Link UA cannot be read out. This
prevents a server configuration from being multiplied for reading into
other OPC UA servers.

Firewall

Firewall
@D Fermit anly OPC UA on Management Level

(Z)OFemit anly HTTPS and OPC UA aver Open'yPN
@[I Disable device browsing

The firewall can be instructed only allowing OPC UA connections on
the management level. With a web browser, it is no longer possible
to address / configure the IBH Link UA via the management level
(Ethernet port 1).

The encrypted SSL connection to a virtual network (VPN) can be
restricted to the use of the HTTPS, and OPC UA protocols.
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@The broadcast functions of the IBH Link UA is prevented. If ProfiNet
IO devices are present in the same network, the device search
should be deactivated, since the Profinet IO data, exchange also
works without a connection.

A ping also works when the device search is deactivated.

Web Configuration

Webcanfiguration
@ Fermit HTTF access for the Webconfiguration

@D Use custom Certificates Upload Server Certificate
Start creating new Keys @ Generate new Keys |

For security reasons, access to the configuration of the IBH Link UA
should only take place via secure transport encryption (HyperText
Transfer Protocol Secure - HTTPS).

Therefore, the option Allow HTTP access to the web configuration
should be deactivated.

@ Every IBH Link UA has the same parameter  Upload Server Certificate |
set for negotiating the keys for encryption. This is usually not a
problem.

However, it is possible to create a new parameter set for the
encryption.

If Use custom certificate is selected, a dialog box is opened via the
Upload Server Certificate button. There are buttons here for
searching, reading in, and installing the server certificate and
private key.

The button Generate new Keys opens a Generate new Keys |
message that must be confirmed to generate a new key.

The note must be observed, as the generation of a parameter set for
negotiating the keys for the encryption can take several hours.

1.9 Certificates browser window

The existing certificates with data and status are displayed in the
window. Buttons are provided to trust, block or delete listed
certificates.

Certificates can be created, downloaded, or read into the designated

certificate store.

I —————————
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Certificates browser window

- B 1BH Link UA - Certificates

&« C o © & 100.1389/7_=/certificate 7R+ In@o e ¥ O
[l L - " P
%M ® O hing Logout | Update password single-core

Ig,g Sarver IBHLinkUA®@ibhlinkua_... D8f31/20 13:41:09 08/30/25 13:41:05 Qrganization Unit Lc
< >

Trust | Reject | |View | Delsts |New Server Certificate ‘ Replace Server Certificate | Unload Certificate from Client or C4 |

Download Certificate for the Client ‘ g (click )

| Create a new server certificate, All connected clients must trust the new certificate again. |

Important information about date and time settings

"""""""""""" - Certificates will anly work proper, if the clock is set correctly. Your device reports:

2020-09-29 11:36:50

You should continue only, if the date and time settings are correct. Othenwise the clock should be set first.

(confirm
m Cancel

Cantinue?

Chapter 1
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1.10 Time settings browser window

For the correct allocation of certificates, the date and time of the IBH
Link UA must correspond exactly to the actual values.

« c @ O £ 100.1389/7_-/dateandtime R O 4

%E ° Logout | Update password

running

Set date and time

,,,,,,,,,,,,,,,,,,,,,,,, Show time in UTC O
Tirne 11:43:22
o Mon | Tue |Wed | Thu | Fri | Sat | Sun
1 2 3 4 5 &
"""""""""""""" I ERERE IR RERRE
-------------------------- 1415 [ 16 |17 |18 | 13 |20
__________________________ 21|22 | 23 | 24 | 26| 26 | 2T
28 30
,,,,,,,,,,,,,,,,,,,,,,,, Time Server settings
Get time fram MTP senver
"""""""""""""" WTP Server #1 0.pool.hp.org
,,,,,,,,,,,,,,,,,,,,,,,, NTF Server # 1.pool.ntp.arg
MNTF Server #3 2.poolntp.org
"""""""""""""" NTP Server #1 3.pool.hp.arg

-------------------------- apaly | Revert | | Show NTP status

llNBHsoftec

wonrv ibhsoftec.com  Contact Wik

% 0

n 0 ©

single-core

IBH Link UA

embedded OPG UA server / client

=E0PC UA

By clicking on Show NTP status, the status of the
transmitting time server is displayed with their
IP address.
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NTP status
i ntpg -pn output:

remote refid st £ when poll reach delay offset jitter

-193.30.35.11 94.195.159.10 2 u 19 64 377 34.703 -0.921 0.165
+51.75.67.47 2Z07.197.87.124 4 u 40 64 377 31.9159 -0.597 0.231
+2all:4f5:c17:64 147.231.2.6 2 u 25 64 377 34.980 1.056 0.178
#129.70.132.37 129.70.130.70 2 u 35 64 377 39.162 Z.094 0.176

The date and time can be entered manually or automatically via the
time server. Four (4) time servers are already preset.

Note:

The date and time must be set correctly because OPC UA works
with time stamps. Certificates lose their validity if the time
comparison is incorrect. A correct time for communication
between server and client is, therefore, important.

1.11 System browser window

Information about the IBH Link UA is listed and system settings are
offered in the System browser window.

<« c @ © F 10.0.1389/7_=backuprestore @ IND e ¥ O =
SN o Logoutt | Update password single-core

Device information

Firware Version BH Link UA V5,16 Dec 22 2020 15:0900
Serial nuriber 1331
[ evision 201 o singlocore ¢ ; ;
MAG adéress 1 @rrwee | Important information ,
MAC address 2-4 50:20:F4:15:A5:07 i o> &
[System ] Ui : for firmware update
CPU Inad (%) 14 “HOPC
Mernary usage (%) 256 ALLLLLELL
Tormperature (°C) ®5
WBAT 5V 5.00v
VN4 EEY

Backup and Restors settings

Configuration fle Browise... | Nofile selected. Configuration file to restore previously saved settings. Typically the file name is ibhlinkua-settings.xrml
Restore Upload Configuration

Backup Download After the ion file ibhlinkus-settings.xml, it is possible to perform = firmware update
Firmware Update

Select firmware File Browse.. | Nofile selected. Firmware file to perform an update. Typically the fle name is ibhlinkua-update-W¥¢ revision-type. tar.
Upload Firmware Upload Firmware

Restart IBH Link UA
Reboot Rehoot Restarts the device. All communication with PLCs and OPC UA Clients will be interrupted. Click enly, if you are absolutely sure.

Wariable Names

Classic ® Variable names compatible with older versions
Compact ] The identifiers *. GlobalVars" " Programms" *.Generic" are omitted. If such a name appears as a variable name, it is placed in quotation marks.
Variable names that contain a point are placed in quotation marks.
S7-1500 compatible o The identifiers *. GlobalVars" *.Programms" *.Generic" are omitted
Al Variable names are placed in quatation marks.
Compatible ) Data blocks from OF ¢ Editor under ", Globalvars®
Compatible to older Versions (2017..2019)
OPC UA options
Build structure variables  [] Build structure variables. 1t will require more memry | Setting is applied when you restart
Update Source Timestamp (] The source timestamp will not be refreshed on every successful read. Instead, only a value change on the controller will efresh the timestamp.
anly on change
Show Byte Arrays as O Ifthe PLC variable i< a ByteAray, the OPC variable is normally also a ByteArray. This can be changed to 3 ByteString
ByteString
Route 57 connections O With some S7-PLCs the 57 communication points to the CP instead of the CPU. This can be forced to CPU slot 2
always to slot 2
Client Timeaut [ms] For same slow responding Servers it can be neccessary to increase the timeout for the client. The default is 10000 ms
Forbid datatype conversion (] Ifthe PLC variable has  different datatype than the OPC variable, forbid the conversion to another type, even ffthe value would fit
Apply

INBHsoftec L
=EOPC UA

wrwibhsoftec com  Contact Wiki

. ____________________________________________________________________________________|]
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1.11.1 Device Information

System
[ Device infarmation]

Firrrware “Wersion [EH Link UA S 18 Dec 22 2020 15:09:00 [ ——
Serial number 10331 CERTIFIED
HYWY revision 2.0.1 imxb single-core
MAC address 1 S0:20:F4:12:90:16
MAC address 24 B0:20:F4:15.A8:07 o, o

o ‘-—'ﬂMFL\"
Yariable count o
CPU load (%) 150 “HOPC

UNBATION

hMemory usage (%) 257
Ternperature (*C) 492
WEAT &Y 5.00%
M _24 23.80

Firmware version Firmware “ersion  1BH Link UA %S 18 Dec 22 2020 15:09:00

The version number is important to carry out a firmware update. Only
a firmware updated with a higher version number should be done.

Serial number Sl fuibEy 10331

The serial number gives the IBHsoftec hotline information about the
series and the age of the device.

HW revision HWY revision 2.0.1 imyB single-core

The HW revision indicates with which firmware version (HW1, HW2
SC or HW2 QC) a firmware updated can be carried out (see page 1 -
40).

MAC addresses MAC address 1 50:20:F4:19:50: 16

The IBH Link UA (SC, QC) has MAC address 2-4 a0:200F4:15:A8:07
two separate MAC addresses. One MAC address is for the
management level, and the other MAC address is for the three ports
of the control level.

Variable count “ariable count 0

The number of variables registered as OPC UA variables is
displayed.

Hardware information CPU load (%) 150

The current CPU load, memory usage Memory usage (%) 25.7
and temperature as well as an internal ~ ©mPerature {°C) 49.2

WEAT 54 5,004
voltage (VBAT_5V) and the supply VIN 24 53,80V
voltage (VIN_24) of the device are -
displayed.

I ————————
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1.11.2 Backup and Restor the settings

In this field, there are buttons to save or restore the IBH Link UA
configuration or to carry out a firmware update.

Saving the IBH Link UA configuration

Click on the button Download and select Save File
from the open dialog box.

Download

After downloading the configuration file ibhlinkua-settings.xml,

Backup Boipioad it is possible to perform a firmware update.
{click )

After downloading the configuration file ibhlinkua-settings.xml, it is possible to perform
a firmware update.

Opening ibhlinkua-settings.xml

You have chosen to open:
[ ibhlinkua-settings.xml
which is: Extensible Markup Language (XML)

Specify the path and filename in from: hitps//10.01369
. ‘What should Firefox do with this file?
the Save As dialog box and Ogpenith .
. . . (®) Save File
confirm by clicking Save.
y 9 Conce
This procedure saves the existing
settings.
+ » This PC » PLC Projects (&) » IBH Link U& v O Search IBH Link & r
Organize »  New folder - @
' gm PLC Projects (A9 A Name . Date modified Type Size
1BH Link UA, @ ibhlinkua-settingsoml 452017 637 P 0L Document 15 KB
Systern Wolume Information allready saved
configuration
File name: | ibhlinkua-settings.aml .maybemnd\l’led ~
Save as type: XML Document (*axml) ~
{confirm
4 Hide Folders Cancel
Restore the IBH Link UA configuration
An already saved configuration can be restored at any
. . Browse
time. Click the Browse button.
Backup and Restore settings
Configuration file Browse...,| No file selected.  Configuration file to restore previously saved settings.
Typically the file name is ibhlinkua-settings_xml.

The Choose file to upload window opens.

€ Choose File to Upload
p

&« v 4 » This PC » PLC Projects (&) > IBH Link UA v O Search IBH Link U y-l

Organize + MNew folder ~ [H 9
= PLC Projects (02 ~ Name - Date madified Type Size
1BH Link UA @ ibhlinkua-settingsxml 09.04.2017 18:37 XML Dacument 15 KE
{mark )
v < >
File narme: |\bhhnkua-settings.xm\ . is inserted v| Custarm Files (*xml) ~
( Cancel

I ————————
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Select the storage location (Path) and the file (ibhlinkua-settings.xml)
and confirm with Open.

Backup and Restore settings

Configuration file I'iElhIinkua-settings.me Configuration file to restore previously saved settings.

Typically the file name is ibhlinkua-settings . xml.
Upload Configuration }‘-

The selected file name is displayed next to the Browse button.

Restore

Click the activated Upload Configuration button.
The progress of the upload is displayed.

Backup and Restore settings

Configuration file | - e I Configuration file to restore previously saved settings.

Typically the file name is ibhlinkua-settings.xml.

Restare Upload Configuration

A restart must be performed to complete the configuration transfer.

i Applying the configuration requires a reboot. Reboot Mow?

| Cancel

Firmware Update
The following procedure is necessary to carry out a firmware update:
1. Save the configuration.

The existing configuration must be saved as
described above (click Download).

Download

2. Download the firmware for the IBH Link UA from the IBHsoftec

homepage.
{¢] Q O a https://www.ibhsoftec.com/epages/63444704.sf/en_GB/?ViewObjectPath=%2FShops%?2 ) ﬁ i N @
I E ) ] w
L .
N11SOILEG
» Contact 4 Your basket is empty. ™8 £
HoRicie Homepage » Download » IBH Link UA
SR ———
# Products select according to the
# Support - IBH Link UA hardware
(mark) Description Download Link 1
TS5 inde . v
St IBH Link UA IBH Link UA Firmware V5.20 HW1
1 1BH OPC UA Server/Client R S o, 3 5
1 1BH OPC UA Editor Administration via web browser. IBH Link UA Firmware ¥5.20 HW2 SC
LB 06 Sever IBH Link UA Firmware ¥5.20 HW2 QC
1 SoftPLC §7
[ SoftPLC S5 IBH OPC UA Editor V7.4.8
1 IBHNet/I1BH Unkm
Documentation / Wiki
1 USB-S7 Adapter
(1 1BH USB-85 Adapter Manual
1 87-PCI315
() S7-CX315/S7-CX317 Samples
1 USB S5/S7 Prommer
IBH Link UA Training TTi Trans Tech International® 2021
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There are three firmware versions available for download.

HW1 IBH Link UA Firmware ¥5.20 HW1
This firmware version is only intended for IBH Link UAs in whose
browser window the system, under HW revision, shows a number
separated by dots without any additions.

Device information
Firmware Version IBH Link UANS 17 Dec 8 2020 13:42:17

Serial number 10331
@revisiun 110 j
HW2 SC IBH Link UA Firmware ¥5.20 HW2 SC

This firmware version is only intended for IBH Link UAs, in their
browser window system, under HW revision, a number separated by
dots (2.0.1 - the last digit indicates the number of CPU cores) and the
Addition imx6 single-core (1 CPU core) indicates.

Device information

Firmware Version IBH Link LA %S 17 Dec 3 2020 13:42:17
Serial number 10331, #Number of CPU cores

| HW revision 2.0.17imx6 single-core I

HW2 QC IBH Link UA Firmware ¥5.20 HW2 QC

This firmware version is only intended for IBH Link UAs, in their
browser window system, under HW revision, a number separated by
dots (2.0.4 - the last digit indicates the number of CPU cores), and in
the Additional quad-core (4 CPU cores) is included.

Device information

Firmware Version  IBH Link UA %5.18 Dec 22 2020 15:09:00
Serial number 10333 o/ BEIEENCNEERERIES

| HW revision 2.0.41mx6 guad-core I

3. Select the saved firmware file
icki Fi Update:
By CIICkIng the Browse Sl.;zzaf:mij; T:ile Browse...yl No file selected.
button, select the (click)

firmware file *.tar for uploading.

& ChooseFileto Upload

- v 4 + » ThisPC » Downloads v D Search Downloads 2
Organize = MNew folder =~ [ o
[ This PC 2 Name Date medified Type Size A
[ Desktop fw-update-vS_zO-sc.tar 05.01.2027 12:05 tar Archive 08,280 KB
B -update-v303.tar 22.04.2077 1.2:50 tar Archive 42120
£ Documents 0 fw pd 303 @“"4”1'1‘ 56 Archi 42120 KB
‘ Downloads
v v
File narme: |f\nr-update-v5_20-§[.tar ol v| Custarm Files (*.tan) ~
J—
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The firmware file * .tar is displayed in the IBH Link UA's System
browser window.

Firmware Update:

is inserted
Select firmware File

| Browse... |Eﬁr-update-v5_20-sc.ta_rj Firmware file to perform an update. Typically

the file name is ibhlinkua-update-XX0-revision-

. type.tar.
Upload Firmware Upload Firrrl'h'\.'(:ir(-}]l After a firmware file to perform an update has been selected,

it must be uploaded, before the new firmware can be applied.

4. Click the Upload Firmware button to load the new firmware

into the IBH Link lIoT. The new firmware is not yet accepted
(updated). Confirm the message.

| Important information about the firmware download

1 To update the firmware all communication must be cancelled. This may take a
moment.

| The upload starts then immidiately. Cancel now?

The firmware update process is indicated. In the

upper-right corner of the browser window Loading  + In @ @

appears singleﬂwﬂ

Firmware Update:

L

Select firmware File T Firmware file to perform an update. Typically

the file name is ibhlinkua-update-v¥XX-revision-
type.tar.

The loading of the firmware is indicated.

If the loading is completed, the following message is displayed.

Important information about the firmware download '
-

l Updating the firmware can take up to 2 Minutes. Do not remaove power from the IBH Link UA during that |
time.

{
The LEDs show the current update step. After the LEDs return to normal operation the process has finished.

Update firmware now?

M G| cancel| |

5. Confirm the message.

e

Firmwareupdate in progress. X
Progress:

Preparing system for the firmware update

| Firmwareupdate in progress. X
I T

Firmwareupdate in progresss |
Progress:
The firmware update is active. Progress:

This will take approximately 2 Minutes. | | Firmware update completed.
Please wait ... There will be 3 reboots ..

8% |
| 100 %

I ————————————
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If the LEDs show normal operation, the browser window of the
IBH Link UA must be reopened and the firmware updates is
completed.

In normal operation, the RUN LED is lit, the
SYS LED flashes, and the LED's Status
and Error are off.

Update completed

- 18 1BH Link UA - System x e = u]

&« c o © & 10.0.13.89/7_=/mackuprestore - & W L InD ® =

Device information
,,,,,,,,,,,,,,,,,,,,,,,, [[Firmware Version IBH Link UA V5 20 Dec 28 2020 15:39:56__)

Serial number 10331
"""""""""""" HW revision 2.0.1imx6 single-core

MAC address 1 50:20:F4:19:9D:16

MAC address 2-4 50:2D:F4:15:A8:07

Variable count 0

CPU load (%) 177
rrrrrrrrrrrrrrrrrrrrrrrr Memory usage (%)  27.3

Temperature (°C) 513
"""""""""""" VBAT_&V 5.00v

VIN_24 237V

1.11.3 Restart the IBH Link UA

By clicking the Reboot button, the IBH Link UA software is
restarted.

Restart IBH Link UA

Reboot Reboot Restarts the device. All communication with
(STEY F'LCS and OF'F} UA Clignts will be
interrupted. Click only, if you are absolutely
sure.

1.11.4 Variable format
The representation of the variables can be adapted.

Note:
The programming systems S7 SIMATIC Manager and the TIA Portal
allow dots in variable names (e.g. Switch 7.1).
The OPC UA specification does not allow periods in variable names.

The S7 SIMATIC Manager programming system does not transfer any
variables for a period in the name to an OPC UA server !

The IBH Link UA software offers four options for variable acceptance.

Variable Names

Classic
Compact

@®  Variable names compatible with older versions
(O The identifiers ".GlobalVars” ".Programms” ".Generic” are omitted. If such
aname appears as a variable name, it is placed in quotation marks.
Variable names that contain a point are placed in quotation marks.
S7-1500 compatible (O The identifiers ".GlobalVars" ".Programms” ".Generic" are omitted.

All Variable names are placed in quotation marks.
Compatible (O Data blocks from OPC Editor under ".GlobalVars"

Compatible to older Versions (2017_.2019).

I —————————
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Classic:

The IBH Link UA software only accepts variable names who
correspond to the OPC UA specification.

Points in variable names must be removed in the symbol tables (S7
SIMATIC Manager) or TIA Portal) before transfer to the IBH Link UA.
The identifiers ".GlobalVars", ".Programms", ".Generic" are added
to the name of a variable.

The IBH UA Editor accepts variable names with a period. These
names who contain a point are placed in quotation marks by the IBH
Link UA software during transmission.

Identifier CPU 416.CPU 416-3 PN/DP.Programs.DatenBlock Var_INT
|dentifier CPU 416.CPU 416-3 PN/DP.GlobkalVars.Bit_Var
|dentifier IBH Link UA.CPUA4.Generic, Off_2

Compact:

Points in variable names must be removed from the symbol table (S7
SIMATIC Manager) before transfer to the IBH Link UA.

Tag names with periods are accepted in the TIA Portal.
The IBH UA Editor accepts variable names with a period.

Variable names who contain a point are placed in quotation marks by
the IBH Link UA software during transmission.

The identifiers ".GlobalVars", ".Programms", ".Generic" are
omitted in the variable names. If such a name occurs as a variable
name, it is placed in quotation marks.

If Compact is marked, the identifier of a variable is shorter than in
the case of the Classic mark.

Identifier CPU 416.CPU 416-3 PN/DP."GlobalVars"
Identifier CPU 416.CPU 416-3 PN/DP.DatenBlock.Var_Bool
Identifier CPU 416.CPU 416-3 PN/DP.Lamp

Identifier IBH Link UA.CPU414."Off_47.B"

Identifier IBH Link UA.CPU414.0ff 2

Identifier IBH Link UA.CPU414.Bit_Var

S7-1500 compatible:

Points in variable names must be removed from the symbol table (S7
SIMATIC Manager) before transfer to the IBH Link UA.

In the TIA Portal programming system, dots are allowed in tag
names. The variable names who do not correspond to the S7-1500
format are placed in quotation marks by the IBH Link UA software
during the transfer and thus brought to the name format of the S7-
1500.

_________________________________________________________________________________________________________________________|
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The identifiers ".GlobalVars", ".Programms", ".Generic" are
omitted in the variable names.

|dentifier CPU 416.CPU 416-3 PN/DP."Generic"

|dentifier CPU 416.CPU 416-3 PN/DP."Bit_Var"

Identifier CPU 416.CPU 416-3 PN/DP." DatenBlock"."Var_INT"
Identifier CPU 416.CPU 416-3 PN/DP."DatenBlock"."Programms”
Identifier 57-400-5tation_1.CPU 416."0n_5.3"

|dentifier [BH Link UA.CPU414."Off.2"

Compatible

Mark if data block variables (OPC tags) are defined as "GlobalVars"
in the IBH OPC UA editor / variable transfer in the target name. Only
to be used in older IBH OPC UA Editor versions (2017...2019)

1.11.5 OPC UA options

Build structure variables O Build structure wariables. It will require more memary | Setting is applied
when you restart

Update Source Timestamp ] The source timestamp will not be refreshed on every successful read.

only on change Instead, only a value change on the controller will refresh the timestarmp.

Show Byte Arrays as | If the PLC variable is a ByteArray, the OPC variable is normally also a

ByteString Bytedrray. This can be changed to a ByteString.

Route 57 connections O With some S7-PLCs the 57 communication points to the CP instead of

abwrays to slot 2 the CPU. This can be forced to CPU slat 2.

Client Timeaut [ms] For some slow responding Servers it can be neccessary to increase the
timeout for the client. The default is 10000 ms.

Faorbid datatype conwersion [ If the PLC variable has a different datatype than the OPC variable, forbid

the conversion to another type, even if the value would fit.

Build structure variables

The use of structure variables is described in the Manual part 2 and
pare 3. Structure tags are not activated by default.

Update Source Timestamp only on change.

The source timestamp is usually updated every time it is read. When
the selection is activated, the source timestamp is only updated when
the value changes.

Show byte arrays as ByteString

The IBH Link UA software can allow variables that are defined as
ByteArray in the PLC to be used as OPC variables in the
ByteString format.

Route S7 connections always to slot 2.

With some S7 controllers, the S7 connection, if configured with the
S7 SIMATIC Manager, points to the CP instead of the CPU. This can

be redirected to CPU slot 2.

I ————————
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Client Timeout [ms]

With some slow servers, it may be necessary to increase the timeout
for the client. The default client timeout is 20000 ms.

Forbid data type conversion

If the PLC variable has a different data type than the OPC variable,
do not convert, even if the value matched.

1.12 Users browser window

Several users with different access rights can be password-protected
for the use of the IBH Link UA (OPC UA user).

< C @ O & 10013897 = useristview w@H INDOe ®o =
% F L Logout | Update password single-core

Permissions

"""""""""""" Read and write access to PLC variables

Change user | Delete user | Mew usery O
Create a new managed user

........................
Uszer
"""""""""""" User name: B, P.Srhulz-Heise
US BI’S ,,,,,,,,,,,,, Fassward [LITTTTTITTTY
Retype passward ssssessnene
---------------------- Permissians: Read and write access 10 PLC variables Tv|
........................ Read access to PLC variables
Read and write access to PLC variables
Cancel
lBHsoftec ~ NET
wonne: ibhsoftec. com  Contact  WWiki % uA

If inadmissible characters (e.g. spaces) are entered in the user name
or password, the background of the input line changes to be red. The
input must be corrected accordingly. ~ Username: g, P, Schulz-Heise

Password: YT

Spaces are not allowed in the
username.

The user name for browser access is always admin.

1.13 Browser window Siemens slots

The projects that have been loaded into the IBH Link UA is listed
here. Up to 31 STEP 7 and / or TIA projects can be processed in
parallel. One slot is used per project.
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<« c o © & 10013897 _=/opc_slots 44 moe s o =

0 Logout | Update password single-core

¥Slot 1
,,,,,,,,,,,,,,,,,,,,,,,, » 57300/ET200M-5tation_1
¥Slot 2
------------------- IE General
¥Slot 4
»57-1200-5tation_1
¥Slot S
'57ISDDJET2DDMP -Station_1

Siemens slots - IBH Link U

Delete slot ‘ Delete all ‘ Load OPC Editor Project | Save OFC Editor Project | Insert SoftPLC
"""""""""""" Ingsert SINUMERIK | Change SINUMERIK | Delete SINUMERIK

Load the OPC Editor project Load OPC Editor Project

An . XML file with the filename extension opx, which was created for
a project with the IBH OPC Editor or IBH OPC UA Editor, can be
accepted as an OPC project by clicking on Load OPC Editor
Project.

Load OPC Editor Project x

Project from OPC Editor (*.opx):

Upload: | Browse..g Server - Server connection.opx Upload: | Load OPC Editor Project

‘cl\ckand se\em’.opxme@ ® ik Upioad th 0PC Editor (*opx) |
Configured PLCs in the project file pload a project from ttor L.opx).
MMM .. ovc caorproject

Project from OPC Editor (*.opx):

Upload: T T Upload: | Load OPC Editor Project

Server - Server connection.opx
Free IBH OPC Edita  Configured PLCs in the project file :
Adter installation the
Get it from ibhsoftec

CPU_312 - Ok
CPU_1z00 - Ok
CPU_1500 - Ok

Free IBH OPC Editor (== V4.13) to create the opx projects not installed?
After installation the IBH OPC Editor can be used for free in combination with IBH Link UA.
Get it from ibhsoftec.com

3 ‘Apply OPC Project | Cancel |

Save the OPC Editor project

An OPC project available under Siemens Slots can be saved as an
XML file with the file name extension opx.

- B4 IBH Link UA - Siemens slots X [k Weltl IR
&« c @ © & 10.013897_=/opc_slots - % In @O ®

@ ErsteSchritte & Google B Google Ubersetzer @ FRITZ!Box 7590 & FRITZ!Box 7490 8 Link UA SC E’} TeamViewer loT 8 [BH Link loT

% m L ] OP! eris running Logout | Update password single-core

»slot 1
.......................... »slot 2
> Slot 3 {mark)
"""""""""""" OPC Project
Delete slot | Delete all | Load OPC Editor Project| Save OPC Editor Project  Insert SoftPLC |
Insert SINUMERIK | | Change SINUMERIK | | Delete SINUMERIK | " \arery

| Download XML file for manual editing |

Siemens slots

Such a file can be opened for further processing with the IBH OPC
UA Editor.

TTi
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Insert SoftPLC Insert SoftPLC

The IBH Link UA internal SoftPLC is activated by clicking on Insert
SoftPLC. The slot to be occupied is freely selectable.

Insert SoftPLC x

Insert SoftPLC (BEST 611-45B00-0YB7 V4.6 compatible)

to Slot: | Slot 3 w
L]
confirm
Slot 4 m Cancel
Slot 5
Slot &
Slot 17
Slot 18 ”

Note:
f The SoftPLC must never be activated in slot 2.

Slot 2 is reserved exclusively for communication - IE General.

Insert SINUMERIK

Variables can be taken as OPC tags from SINUMERIK CNC controls
of the PowerLine and SolutionLine series.

The SolutionLine series has Ethernet ports (X120 / X130) here the
IBH Link UA can be connected directly. If the IBH Link UA is
connected to port X130, port 102 of the firewall must be activated in
the SINUMERIK.

| Insert station x|

Station Name: |SINUMERIC CNC |
y enter)
Ethernet address: | 10.0.13.189

Connect over MPI/PROFIBUS Gateway [

Subnet-ID: 0102 - 0506

MPI/PROFIBUS address: 5 Slot:

Read SINUMERTK Model |

CNC model: |Numeric ContSI72.07 |

Number Axes: |3 >:p:ﬂ:egr§:cb:c

MNumber Spindles: |2 |
Browse... | No file selected. use optionally
Import NC-VAR-Selector file | Only Existing

Cancel
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The CNC controls of the PowerLine series do not have an Ethernet
interface.

Here the connection is to be established via an IBH Link S7++,
which is switched to the configured mode. These CNC controls have
two (2) connection channels to the SPS (PLC) and five (5)
connection channels to the NCK. A connection channel to the PLC
(PLC) is always occupied by the connected HMI.

Connect via MPI / Profibus gateway
If this option is activated, the subnet ID, address and slot can be

adjusted.

Connect over MPI/PROFIBUS Gateway

activated

Subnet-D-[0102 |- [0506 |
can be changed

MPI/PROFIBUS address: Slot:

Read SINUMERIK Model Read SINUMERIK Model |
When you click Read SINUMERIK Model, a connection to the CNC
is established and

information that is < inserted by
available in the Number Axes: |3 = SINUMERIK CNC

SINUMERIK is read. Number Spindles: [2 |

CHC model: |Numeric ContSI72.07 |

If model, axis, and spindle information can be read, the model name,
axis and spindle number are displayed in the dialog box. The
complete information, prepared as an XML file, is accepted by
clicking OK under OPC project.

- 1 1BH Link U4, - Sierens slats X ey

& c & © & 10.0.1389/7_=/opcslots @ % IND 6 ¥ O =
%F o LDgDut| Update paaswurd| single-core
Siemens slots
""""""""""""" > Slot 2
_________________________ ¥ OPC Project adopted from

OnlineCreated 4k SINUMERIK CHC

......................... v | M SINUMERIK CNC name
¥ CncaxisList
Bl

Lt

71
5 ¥ CrncChannellist
[siemens slots ] > CHANL
o ¥ CncSpindlelist
51
L=
......................... wendorMame
WendorRevision
Warsion

......................... Delete slot | Delete all || Load OPC Editor Project | | Save OPC Editor Project |
Insert SOftfLC | Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK |

TTi
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Import NC-VAR file

The SINUMERIK auxiliary program NC VAR Selector lists variables
according to the SINUMERIK CNC software version. Variables that
are to be used as OPC tags can be selected from this list.

The program can generate a file (* .awl) from a file (* .var) saved
with the NC VAR Selector program.

The variable information from such an STL file can be transferred in

addition to the data read from Selected * AWL
the SINUMERIK CNC. (Elick) » file is displayed
CHC variable file.aw!

This information, prepared as
an XML file, is accepted under  Import NC:VAR-Selector file | &2 Only Existing
OPC project by clicking OK. (ehick 7Y take over data

Change SINUMERIK
A project that has been taken over from a SINUMERIK CNC can be

changed.

- B BH Link UA - Siemnensslat: X [l

&« a o © & 10.0.13.89/7_=/opc_slots =~ @ % IND e ¥ O =
%H ) OP( ar is running Logout| Update password| single-core

»Slot 2
¥ OPC Project
CnlineCreated

mark the SINUMERIK name

Delete slot | | Delete all | Load OPC Editor Project | Save OPC Editor Project |
Insert SoftPLC |  Insert SINUMERIK | | Changs SIMUMERIK |  Delete SINUMERIK |

click
| Change SINUMERIK controller in OPC Editor praject |

@iemens slotg

If the name of a SINUMERIK CNC is
| highlighted, the Insert Station dialog
Ethemet address: [10.0.13.224 | box opens when you click Change

Connect aver MPUPROFIBUS Gateway L1 SINUMERIK. Changes can be made

Station Mame: |s|

Subnet-D: 0102 - 0506 here'

MPIPROFIBUS address: 5 Slot:

Read SINUMERIK Model |

CNC model: |Numeric ContSI72.07 |

Number Axes: |4 |

Number Spindles: |2 |

Browse... | Mo file selected.

Import NC-VAR-Selector file Only Existing

Canc&

________________________________________________________________________________________________________________________|
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1.14 History browser window

OPC Historical Data Access, also known as OPC HDA, supports
access to data stored in a buffer.

From simple data logging systems to complex SCADA systems,
historical data can be queried in a standardized way.

The historical data is activated via the IBH Link UA history browser
window. The historical data are organized in the IBH Link UA as a
ring buffer in the RAM.

History tree

- B 1BH Link UA - History

&« c @ © & 1001389/ _=/history - @ % InN@D e & O =

S L q
%F L ] i5 running Logout | Update password single-core

—
History tree History vars
Address space History active | Sampling Rate | History Buffer Size | Minimum Change

Yexample 7 - multi CPUs 57

will be opened

= CPU 416 Master History parameter
#S7PLC 1 CPU 312
.......................... ¥57 PLC 2 CPU 212 Enter the sampling rate [seconds]:
CeviceManual
. . 0.5 can be changed
""""""""""""" DeviceRevisian
,,,,,,,,,,,,,,,,,,,,,,,, HardwaraRevision Enter the history buffer size [number of values):
Manufacturer
.......................... Model 1000 can be changed

History RevisionCounter o
inehall Store on minimum change:

SerialMumber

__________________________ SoftwareRevision 0 can be changed

¥ Programs (Confirm s
-------------------------- SupportedTypes Cancel

¥ Counter Values
"""""""""""""" Mirivalue_2 History active 0.5 1000 0
__________________________ Maxtjalue_2 History active 0.5 1000 0
Control_ON_2
———————————————————————— Controlling_is_COH_2
Histary active 0.5 1000

""""""""""""" > Tasks m

DeviceHealth
+ S5 PLC 3 CPU 103
-------------------------- # S5 PLC 4 CPU 941
Activate/Change hiswryi Deactivate history ‘ Load XML | Store XML | Rerove all | Refmanent history off

Remanent histary on

lBHsoftec |
=E0PC UA

s ibhsoftec. com  Contact Wik

In the opened history parameter input field, the required values must
be entered and confirmed.

History vars (variables)

The OPC UA variables declared as history variables are listed.
Marked history variables can be removed from the list of declared
history variables by clicking on Deactivate history.

For more information see IBH Link UA manual, Part 2 and Part 3 -

Connection of a CPU 416 to the IBH Link UA - Historical data.

. ____________________________________________________________________________________|]
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History vars

< C o © & 10012897 =/nistory @Yy neme xo =
;_“H ° Logout | Update password single-core

Address space Sampling Rate | History Buffer Size | Minimum Change
0

le 7 - multi CPUs §7.57 PLC 2 CPU 312.P 0.5 1000

R T

0.5 1000 o

Retentive history

If a micro SD-card is installed and formatted, the retentive history
function can be activated.

[Pl L]
= )

Logout | Update password |

History wars

Address space History active I

»example 7 - multi CPUs 57
<

Activate,Change histor IS E—— -
—§1 Stores History on 5D card remanenthy |
.......................... Rermanent history Dﬂ’k K
(click)

Logout ‘ Update password |

Hlstory _________ History tree History vars
Address space History active I

»example 7 - multi CPUs 57
<

ActivateChange histor URIEN — Lt senm |
—\] Stores History on 5D card remanenthy |
-------------------------- Remanent history on
él".

__________________________ Rernanent history off

[History ]

History variable list as XML file

By clicking the Save XML button, the currently available history
variable list is downloaded as an XML file for manual editing.

| Store XML | Remaove all | Remanent history on |

\elick M Download XML file for manual editing |

[ ibhlink ua-histony. sl E3 |

1 <?zml  wversion="1,0m"?>

2 <ibhlinkua-history-config>
3 <historveoconfiguration>

4

<ncde zamplinginterval="0.5h" gueusesize="1000" skzulutschange="0">ns=4;s=example 7
- -multi CPUs 87.87 PLC 2 CPU 312.Programs.Counter Values.MinValue 2</node>

5 <ncde zamplinginterval="0.5h" gueusesize="1000" skzulutschange="0">ns=4;s=example 7
- -multi CPUs §7.87 PLC -2 CPU 312.Programs.Counter ¥Values.MaxValue 2</nods>

& <node zamplinginterval="0.h" gqueue=zize="1000"T absulutechange="0">Hs=rl;s=example 7
- -multi CPUs §7.87 PLC -2 CPU 312.Programs.Counter ¥alues.¥alue 2</node>

7 </historyconfiguration> -

a </ibhlinkua-histery-config>

By clicking the Load XML button, a manually edited list of history
variables is uploaded to the IBH LoadML | Store XML | Remove all |
Link UA in XML file format. ek Upload manually edited XML file |
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1.15 OPC Client browser window

The OPC client function is used to read data from an OPC server
and to write this data to the other OPC server. This function can be
used by both OPC servers.

The IBH Link UA from IBHsoftec is a server / client module.

The OPC client function enables data to be exchanged between
OPC servers. This makes it possible to exchange variables between
two CPUs.

In the IBH Link, UA web browser window OPC Client, the server and
the variables for the data exchange are specified.

Discover servers

- B 1BH Link UA - OPC Client X e

< ©

’
S o

@ © & 10.0.13.897 _=/opc_dient - U W Yy InmD e K 0 =

Logout| Update password | single-core

Add variable to read | Connect variable | x G| | Upload client XML configuration |
_____________ elick) Download client XML canfiguration | Delete client configuration |

Add a server to read variables from and to connect to other servers |

The endpoint URL should preferably be entered with a symbolic IP
address. An absolute IP address can be entered in the Security
browser window (not recommended).

Discovery Servers X

Url of a computer with discovery service running

T i
[apc.top:#10.0.13.39:48010 @ enter the URL of the server (1) |

change / enter if specified

[F‘uhhshlng interval [ms]: 500 Synchroneous read: [ Usemarne (leave empty for nong) Paszword (leave empty for none): I

Endpoint Url Security Policy Security Mode

urribhlinkua_
[l urn:ibhlinkua_

. IBHLlnkUA@lth\nkua sC opc.tep: fibhli.. http ffopcfoundatlon Drg,-’U SBcurltyF'oIlcy#None Mone

urn:ibhlinkua_.

| urnibhlinkua_.
i urmzibhlinkua_.
| urn:ibhlinkua
urnibhlinkua

. |IBHLinkU&@ibhlinkua_sc  |apctep:fibhli.. fopcfoundation.on SecL v i 2565hazse6

IBHLinkUA@ibhlinkua_sc opcten:dibhli hittne ffnnrfnunriahnn nrdig SecuntyPUI|cy#BaS|C256Sha256 SlgnAndEncrypt
. . k f th i licies displayed .
IBHLinkUA@ibhlinkua_sc Dpcﬂjﬂ;.ﬁ?ﬁ.f .ifﬁ?,“,’i‘&'i‘.’ﬂu‘?.‘ii.u'iﬁ."3‘.2; ecurityPolicy#425128_Sha2S6_R. Sign

IBHLinkUAa@ibhlinkua_sc opc.tep:fibhli..  hitp:ffopcfoundation.org/Ua/SecurityPolicy #4825 128_Shaz36_R.. SignandEncrypt

_... IBHLinkUA®@ibhlinkua_sc opc.tepefibhli..  http:ffopcfoundation.org/UA/SecurityPolicy #425256_Sha256_R.. Sign
_.. IBHLinkU&®@ibhlinkua_sc  opetepeffibhli.  http:/fopcfoundation.org/UA/SecurityPolicy #425256_Sha256_R.. SignandEncrypt

| Remaote server certificate details:

Cornman Marne:
Organization:
Organization Unit

Locality

State:

Country

| valid from:
aild to:
Application URI:

is inserted
IBHLinkUAGbhlinkua_rescued

Organization
Lnit
LocationMarne

DE

2020-08-31

2025-08-30
urn:ibhlinkua_sc:IBHsoftec: IBHLinkUA

Encryption strength: RSA-SHAZSE - 2043 Bit

The certificate is valid
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Connected servers with status are listed.

< ¢ @ © 4 1001389/ = /opc dient - @ L in @D e ¥ =
pEE.; (] OPC semer is running M Update password singie-core
Connected Servers v | Status
———————————————————— (23 urn:ibklinkua_sciIBHsaftec: IBHLInkUS {ope.top: ffibhlinkua_sc:48010) % Good (0xD0000000) SecurityPalicy #Basic2565ha256
< W aaded servers witn status >
"""""""""" Add Server ‘ Add varizhle to read | Connect varishle | ﬂ Q & | Upload client XML configuration | Download client 3ML configuration ‘
,,,,,,,,,,,,,,,,,,,, Delete client configuration

Define read variables

If a listed server is marked, the variables that are to be read by the
IBH Link UA client can be selected.

- B IBH Link U& - OPC Client

&« Cc @ © & 10013897 =/opc_client v @ v IN D © ¥

;
>

.......................... ¥ c: IBHLink pctop:ffibhlinkua_s

Add Server | Add variable to read | Connect variable | ﬂ ﬂ ‘Fl

Uplaad client XML configurafpn | Download clisnt XML configuratian

Delete client configuration | —?ﬂmk
Add a variable to read from the selected server |

single-core
Status va

A Good ..

Logout| Update password |

48010)

Clicking on Add read variable opens the Select read variable window.
The OPC variable that is to be read must be selected here.

Select variable to read X
Connected Servers

‘ ¥ 3 urn:ibhlinkua_sc:IBHsoftec: IBHLInKUA (ope.tep:ffibhlinkua_sc:48010)
2 views
¥ ) Objects
> ) Server
> [ Stations

¥ [ PLCs

> [ CPU 416 Master

¥ ) 57 PLC 1 CPU 312

& DeviceManual

@l DeviceRevision
@l SerialNumber

@ SoftwareRevision

12 SupportedTypes

¥ ) Counter Values, 4mark)
::--M-mfalue_l The selected variable (Counter

& Maxvalue_1
& Control_QN_1
& Controlling_is_0OM_1

Values) as OPC variable with

| T value, time stamp and status) is
- & 57 P2 ooy 212 listed and can be linked to
» ) S5 PLC 3 CPU 103 . . .
» 5 S5PLC 4 CPU 941 another variable that is available
» [ Slots .
D on the same or a different

server.

fSamleng interval [ms]: (1000

|

| &Dws«:ard oldest:

change / enter if specified

Datatype of variable : ‘

confirm {oK| cancal |

___________________________________________________________________________________________________________________ |
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Connect with variable

<« c @ © & 10013897 _=/opc_cient QO+ v IND e ¥ =
e ..;m () Logout | Update passward single-core
AETTA

% Good ..

2} ral 2 i
@ grample 7 - multi CPUs 57 .57 PLC 1 CPU 312 Programs.Counter Values Walue_1.TimeStamp
@ example 7 - multi CPUs 57,57 PLC 1 CPU 312.Programs. Counter Walues Walue_1 5tatus

add Server | | Add variable to read | Connectwarisble | x| 3| & Upload client XML configuration
Dovvrload clisnt XML configuration | IS Delete client configuration

| Connect variable from the source server to the destination variable |

OPC Client j

Clicking on Connect variable opens the Select variable to write
window. The OPC variable to be written to must be selected here (as
TimeStamp, Status and Value).

Select variable to write x

Connected Servers

¥ 2 urn:ibhlinkua_sc:IBHsoftec: IBHLinkUA (opc.tcp:/fibhlinkua_sc:48010)
2 views
¥ 5 Objects
» [ Server
» (23 Modbus

| » ) Stations

| v 3 pLCs
v 23 CPU 416 Master
@ DeviceManual

@l DeviceRevision

@l SerialNumber

@l SoftwareRevision
I3 SsupportedTypes
| » I variable to CPU's
E L3 variable from CPu'sj
& Controlling_is_ON_1
& Controlling_is_ON_2
& Controlling_is_ON_3
& Controlling_is_ON_4

G Value_1

@ yalue_2  Ymark;

@ Value_3
@ Value_4

| > ) Tasks

| @ DeviceHealth

| » 3 57 PLC 1 CPU 312

| » 23 57 PLC 2 CPU 312

| » [ S5 PLC 2 CPU 103

> 3 S5PLC 4 CPU 941
» 53 Slots
» 5 Types
< >

Variable to read
| Datatype : Int16
Field index range (Format 1 or 2:3) :
Variable to write
Datatype : Int16

Field index range (Format 1 or 2:3) -

Cancel

The OPC variable value is available in the data block Variables from
CPU’s. This variable is connected to the read variable provided. If
further variables are to be linked, the procedure described must be

repeated for each variable.

I ————————
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The connected OPC variable is listed.

<« ¢ @ O % 100.13:89/7_=/opc client EECR: LIhn@D e %0 =
*m (] OPC senver is running Logout | Update password single-core
v 2 wrri :

# Good

ple 7
® sxample 7 - multi

jalue_1.TimeStamp
@ example 7 - multi CPUs 57.57 PLC 1 CPU 312 Programs.Counter Values Walue_1.5tatus connected OPC variable
|-*1 urn:ibhlinkus_sc:[BHsoftec: IBHLINkUA (ope.tep:/fibhlinkua_sc:48010).example 7 - multi CPUs 57.CPU 416 Master.Programs Variable fram CPU's.value_1 ]
add Server | ack variable I read | | Connect variabe | | x | @ | Upload client XL configuration | Download client XML configuration | Delete client configuration |

OPC Client ]

Buttons are available to configure the connection of OPC variables
directly via XML files.

By clicking the Download client XML configuration button, the
currently available configuration of the OPC variable connections is
downloaded as an XML file for manual editing.

| Download, client XML configuration | Delete client configuration |

Download a client XML configuration (*xml). |

By clicking the Upload client XML configuration button, a manually
edited configuration of the OPC variable connections is uploaded to
the IBH Link UA in XML file format.

| Upload, client *ML configuration | Download client XML configuration |

(click;
Upload a client XML configuration (*xml),

1.16 Diagnostics browser window

The browser window Diagnostics has several tabs to display details
about established or faulty connections.

Controller diagnosis
The configured connections and their status (error-free / faulty) are
displayed.

¢

c @ © & 10.0.13.89/7_=/diaglishview [N OB+ +L'INn@D O ¥ O =

S Lt - p
* E o 0 IMNG|  Logout | Update password single-core
Client di ics Network diagnostics System Log
""""""""""" @ 1-1 CPU 416 Master 192.168.1.35:102 1.10.2020 15:39:9 PLC 0 Connection established (6ES7 416-2XN05-0AB0 )
777777777777777777777 @3-1 S7PLC1CPUZ312 192.168.1.12:102 1.10.2020 15:44:0 Netw.. 115 Trying to establish connection
@4-1 S7PLC2CPU312 192.168.1.17:102 1.10.2020 15:44:0 Netw . 115 Trying to establish connection
.......................... @5-1 S5PLC3CPU103 192.168.1.13:102 1.10.2020 15:44:0 Netw . 115 Trying to establish connection
@6-1 S5PLC4CPUG4L 192.168.1.19:102 1.10.2020 15:44:0 PLC 16 Error=16, Device of resource busy
""""""""""" < >
Clear diagnose g

__________________________ —F
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Client diagnostics

The current states of the configured OPC client connections (error-
free / faulty) are displayed.

154 IBH Link UA - Diagnestics X

<« ¢ © & 10013897 =/diaglstview 9% L m@meo ® =
%ﬂ ® RN Logout| Update password single-core

Controller diagnostics | | Client diagnostics | | Network diagnostics | [ System Log

Diagnostic output of the client
1.10.2020 12:54:19:320 : 0x0 Good (0x00000001) : opc.tep://ibhlinkua_sc:48010 : ConnectionStatusChanged
1.10.2020 12:54:19:320 : 0x0 Good : opc.tep://ibhlinkua_sc:48010 : Connect
1.10.2020 12:54:18:323 : 0x0 Good : opc.tep://ibhlinkua_sc:48010 : CreateSubscription
1.10.2020 13:40: 0:727 : 0x0 Good : opc.tcp://ibhlinkua_sc:48010
1.10.2020 13:40: 0:740 : 0x0 Good : opc.tep://ibhlinkua_sc:48010 : Createsubscription
1.10.2020 13:40: 0:742 : 0x0 Good : epc.tep:/fibhlinkua_sc:48010 : CreateMonitoreditems

Download logfile | Clear diagnose| | ¢ |

: DeleteSubscription

ve o e oo

|Diagnos ics)

|D|:|wnlc|ad logfile | Clear diagnose | g By clicking the Download logfile
(click button, the saved states of the
| Download the logfile of the client to correct project settings | Configured OPC client connections
(error-free / faulty) can be displayed in an editor or saved as a text
file.

ppData\Local\Temp\IBHLinkUA-ClientDiag.log - Notepad-++

Macra Run  Plugins Window ? 3

FEEDo®| & =D B R &

File Edit Search View Encoding Language Settings Tools
cHHEERLA s aklae(ahax | BRI

B ibhlinkuahistonsml £3. ] 1BHLinkUA CiientDiag.log E3 |

1 === IBH Link UA Client Diagnostics === A

2

3 1.10.2020-15:39:14: 19 : 020 Good (0x00000001) : opc.tep://192.1668.1.15:46010:
ConnectionStatusChanged

4 1.10.2020-15:39:14: -19.: - 020 Good : -opc. tep: 182.168.1.15:48010 : - Connect

5 1.10.2020 15:39:14: 22 : 0x0 Good : opc.Lcp: 192.168.1.15:48010 : CreateSubscripticn

(] 1.10.2020-15:39:14: -26-: - 020 Good : -opc.bop: 192.168.1.15:48010 : CreateMonitorsdIltems

Ln:1 Coli1 Sel:0]0 Méindows (CRLF)  UTF-8 INS

Mormal text file

length : 3.239  lines : 24

Network diagnostics

An ICMP ping is sent to the specified IP address (host name) by
clicking the Send ping button.

-

B 1BH Link UA - Diagnostics

H
e

¢ @ © & 10013.897_=/diaglistview - O rin@D e x =
% m ® Lagaut | Update passward single-core
Client di. i System Log

Diagnostic output

Hostname / |P Address: |192.166.1,35 (enter) Send Ping
Send a ping to a host to test DNS and network connectivity

‘ Start trace ‘ Stop frace |

|Salect or type Trace filker ~ H

Download Trace | | Delete Trace

- BH 1BH Link U - Diagnostics

<« e ‘m‘ 0 4 10.0.13.89/7_=/diagliztview

S o

......................... v

- @ 1 in @ ©
Logout | Update password

Client diagnostics

® 0

Lal
singie-core

Controller diagnostics Metwork diagnos

System Log

| Diagnostic output

= ping 192,168,135

e 102.168.1.35:
1 [1], 84 bytes, 0.74 ms (0.92 avg, 0% loss)

= 192.168.1.35

= 102,168,135

[0], 84 bytes, 1.11 ms (1.11 avg, 0% loss)

[2], 24 bytes, 0.75 ms (0.86 avg, 0% loss)

lBHsoftec

worwibhsoftec.com  Contact  WWiki

|Diagnostics__|_

@ 192.168.1.35 : xmitfrov/loss = 3/3/0%, minfavgfmax = 0.74/0.86/1.11

Hostname / IP Address: ‘192‘168‘1.35 | Send Ping |

|58|E!Ct ar type Trace filter ~ H | Start trace |

Stop trace

Download Trace | Delete Trace |

TTi
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If the Wireshark diagnostic software is installed on
the PC, a very extensive network analysis can be ’
carried out. i

(_

G @ © # 10013897 =/diaglistvien - & W n @ @®

%M ® Logout | Update password single-core

Controller diagnostics

Client diagnostics System Log

Diagnostic output

= tcpdump pid: 16796

) ) isinserted
= tcpdump exited with status 9
Hostname / IP Address: Send Pini Starts the network trace
,,,,,,,,,,,,,,,,,,,,,,,, | | sens ] oo
,,,,,,,,,,,,,,,,,,,,,,,, -i'eth1 host 192.168.1.14 || -i ethl host 192.168.1.14 | | starttrace |  stop trace |

Select or type Trace filter Emm is inserted

-i eth0 -s0 - port 48010

‘ Download Trace for inspection with Wireshark |

-------------------------- -i ethl -s0 -| port 102
-i ethl -s0 - port 502
-i ethl host 192.168.1.14

' - S 1BH Link Ui - D‘agnosucs x

,,,,,,,,,,,,,,,,,,,,,,,, <« c @ © & 10.0.13895_=/diaglistiew - 2 ¥y IN@D e ¥ 0 =
"""""""""""" % M L) g Logout | Update passward single-core
rrrrrrrrrrrrrrrrrrrrrrrr Controller diagnostics Client diagnostics Network diagnostics System Log

,,,,,,,,,,,,,,,,,,,,,,,, Diagnostic output

"""""""""""" == tepdump pid: 24052
= tepdump exited with status 9

,,,,,,,,,,,,,,,,,,,,,,,, Hostname / 1P Address: | | | send pirg |

,,,,,,,,,,,,,,,,,,,,,,,, [-ietht host 192.168.1.14_~| [ ethL host 192,168,114 | startvace | swptrace
|I||IIIIBHSU] ,,,,,,,,,,,,,,,,,,,,,,,, Download Trace | Delete Trace (i
www ibhsoftec com  Conl Lclick:

Stops the network trace

‘ Download Trace for inspection with Wireshark

Opening IBHLinkUA-Trace.pcap

You have chosen to open:

L% IBHLinkUA-Trace.pcap

which is: Wireshark capture file
from: https://10.0.13.89

By clicking on Download recording  whshou rirctox co with s ez

and confirming the opening with — -
Wireshark, the Wireshark window - _

Trace is opened or can be saved - o EE
in a file. Since the evaluation of Wireshark-Trace requires some
specialist knowledge, this diagnosis should be carried out in the
event of a malfunction using the IBHsoftec hotline.

() Save File

JA-Trace-1.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm i@ I ERB_Res=T sEEaaan
(M Jaoply a display fiter _<Ctrl-j> =) +
No. Time Source Destination Protocol Length Info -~
428 16.195278 192.168.1.18 192.168.1.14 HTTP 1@39 POST /?wtd=3rqllNx@rN8noThiz HTTP/1.1 (application/x-www-form-urlencoded)
429 16.2087646 192.168.1.14 192.168.1.10@ HTTP 351 HTTP/1.1 208 OK (text/javascript)
430 16.249276 192.168.1.18 192.168.1.14 TCP 6@ 51548 + 8@ [ACK] Seq=51672 Ack=5@938 Win=1623 Len=0
431 16.389513 192.168.1.14 192.168.1.16 S7CoMM 85 ROSCTR:[]Ob ] Fun(tion:[REad \lar‘]
432 16.394255 192.168.1.16 192.168.1.14 S7C0MM 81 ROSCTR:[Ack_Data] Function:[Read Var]
433 16.394358 192.168.1.14 192.168.1.16 TCP 54 39114 -+ 182 [A(K] 5eq=528 Ack=468 Win=29288 Len=8
434 16.404419 192.168.1.14 192.168.1.1@ s7C0MM 135 ROSCTR:[Job ] Function:[Write Var]
435 16.485263 192.168.1.18 192.168.1.14 S7CoMM 78 ROS(TR:[A:k_Data] Fun:tion:[Hl‘i‘te VEI‘]
436 16.485396 192.168.1.14 192.168.1.10@ TCP 54 34664 » 182 [ACK] Seq=1378 Ack=483 Win=457 Len=0
437 16.546137 192.168.1.14 192.168.1.12 S7COMM 85 ROS/CTR:[JOb ] Fun:tion:[Read VEI‘]
438 16.573524 192.168.1.12 192.168.1.14 s7coMmM 87 ROSCTR:[A:k_DEtE] Fun:tion:[REad \lar‘]
439 16.573676 192.168.1.14 192.168.1.12 TCP 54 52326 = 102 [ACK] 5eq=1855 Ack=1123 Win=29208@ Len=0@ v

Frame 1: 68 bytes on wire (48@ bits), 68 bytes captured (488 bits)

Ethernet II, Src: Siemens_13:23:cb (@@:1b:1b:13:23:cb), Dst: PhytecMe_15:a8:07 (5@:2d:f4:15:a8:87)
Internet Protocol Version 4, Src: 192.168.1.29, Dst: 192.168.1.14

Transmission Control Protocol, Src Port: 49153, Dst Port: 182, Seq: 1, Ack: 1, Len: @

5@ 2d f4 15 a8 @7 @@ 1b 1b 13 23 cb 23 @@ 45 80 P
@@ 28 @a bE @@ 80 le 86 @e 9d cB® a3 @1 1d c@ ad
@1 Be c@ @1 @@ 66 BB B3 @a 86 6c S5c 29 fa 5@ 18
16 90 bb 11 00 0B 02 22 00 Q0 0D o2

@ 7 BHLinkUA-Trace-L.pcap || Packets : 439 - 439 (100.0%) || Profil: Default

I ————————
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System Log
The IBH Link UA diagnosis creates a log file in which IBH Link UA
activities are recorded with a time stamp.

&« ¢ © & 10013897 - /diaglistview LR +4 @D e ¥ 0 =

Logout | Update password single-core
System Log

Controller diagnostics Client diagnostics Network diagnostics

| Logged Events
""""""""""""" @ 1.9.20208: 6:18 : Status Ox0 : Network @ Gateway 192.168.1.1 removed

1. 9.2020 8: 6:30: Status 0x0 @ MNetwork : Hostname changed from ibhlinkua_rescued to ibhlinkua_sc
1, 0.2020 8: 6:34 : Status Ox0 : Netwark : Network configuration saved

1. 0.2020 8: 6:34 : Status Ox0 : System : IBH Link UA stopped

1. 9.2020 8; 6:326 : Status 0x0 : System : IBH Link UA done

1,9.2020 8; 7: 6 Status Ox0 : Systemn : Starting device up

1,9.2020 8; 7:16 : Status Ox0 : System : IBH Link UA started

1,9.2020 8; 7:22 : Status 0x0 : Webinterface : User admin logged in

1,9.2020 8: 7:55 : Status 0x0 : Teamwiewer : Starting assign

1,9.2020 8: 8:39 : Status 0x0 : Webinterface : User admin logged in

1,9.2020 8; 9:52 ; Status 0x0 : Teamwiewer : Assign failed - Retry with previous token
1,9.2020 8; 9:52 ; Status 0x0 : Teamwiewer : Starting assign

1, 9.2020 8:12:15 ; Status 0x0 : Teamviewer : Assign retry failed - Giving up

1

1

1

1

1

1

1

1

1

1

1

. 9.2020 8:18:24 : Status Ox0 : Teamviewer : Starting assign

. 9.2020 8:19:19 ¢ Status 0x0 : TeamViewer | Check Teamviewer online state

. 9.2020 8:19:20 : Status 0x0 : TeamWiewer : Assign done - Token saved

. 9.2020 8:22:39 ¢ Status 0x0 @ TeamViewer | systemctl start wg-quick@wgo . service ok
. 9.2020 8:23: 9 ¢ Status 0x0 @ Wehinterface | User admin logged in

. 9.2020 8:23:25 : Status 0x0 : Network @ Gateway 192.168.1.1 removed

. 9.2020 8:23:25 1 Status Ox0 @ Metwork @ Mameserver 2 removed

. 9.2020 B:23:26 © Status 0x0 : Netwark @ Network configuration saved

. 9.2020 B:23:57 © Status Ox0 @ Network @ Mew gateway address 192.168.1.1

. 9.2020 B:23:57 © Status 0x0 : Netwark : Management netwark set to static address
Q2nen /8 93058 ¢ Status Ox0 @ Network @ Network configuration saved

Duwn\uad logfile ‘ Clear, system log | ﬂ

Download the logfile of the system for inspection .
so ec ‘ Clear all entries logged by the system IBH L'nk UA
embedded OPC UA server / client

wanibhsoftec.com  Contact  WWiki % uA

] 19
a
=
S
o
"
-
o
fo
CO LWL LVLLLILLLLLLILLTLoLoooo

Buttons are provided to display the log file in an editor or to save it as
a text file or to delete it. In the event of a malfunction, an analysis can
be carried out using the IBHsoftec hotline.

1.17 MQTT browser window

It is possible to load or delete an MQTT configuration. An existing
MQTT connection can be restarted. Information about connections to
existing MQTT brokers is displayed in the connection status.

&« ¢ o © & 1001389/ =/mgthien @ n @ ®

@ FRITZBox 7550 & Google 4 FRITZIBox 7400 4 FRITZ 1750 € FRITZ13000 BH BH:oftec [ weitere Lesezsichen

:’;a:_-; F ® Logout | Update password single-cora
Broker address Client ID Connection status

_________________________ & | | Upload MQTT XML configuration ‘ Download MOTT XML configuration | Restart MQTT, connections 1 Delete MQTT, ML cunﬁguratmﬂ

I TR
------------------------- | Upload MOTT XML canfiguration | ‘ Download the MQTT XML configuration ("xml) on the PC. | ‘ Restart all Mm(nnnectmn;‘ Delete MQTT XML configuration

lNBHsoftec L b LAY
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1.18 SoftPLC browser window

The IBH Link UA internal SoftPLC is activated in the Siemens Slots

browser window.

B IBH Link U - Siemens slats

~ll

C® 044

- @ B

10.0.13.89,7_=/softplc

Logout| Update password |

Siemens slots

F5lotl
»Slot 2

SoftPLC isinserted
»Slot 4

»Slot 5
»Slot 6

Delete slot | | Defets all | | Load OPC Editor Project | | Save OPC Editor Praject | | nsert sofirLc |

In D e ¥ 0 =

single-core

Insert SINUMERIK | Change SINUMERIK | Delets SINUMERIK |

{click

Insert SoftPLC (GEST 611-45B00-0YB0 V4.6 compatible) |
Insert SoftPLC x

Insert Soft PLC (BESY 611-45B00-0YEY V4.6 corr

Slot 17

Slot 18

Browser window SoftPLC / SoftPLC status

The SoftPLC status and the settings are listed here. The connections
created by the SoftPLC during startup are displayed under the
SoftPLC connections tab.

BH 1BH Link U& - SoftPLC

]
&« c ®

Sl L
= o

SoftPLC ]

© £ 10013897 _=foftplc

X ey

. @ %

s running Logout | Update password |

SoftPLC Status SoftPLC Connections

PLC informations

PLC type
Slat 3

CPU load part PLC

BESY 511-45B00-0YE7

CPU load (%) 36.52
PLC Status

RUN PLC Stop | Newstart (0B100) |
OB1 Count 186282
DB1 Tirme (rms)

hdinirmum 0
Waximum 33
Actual 2
Jitter (ms)

hdaximum 34
Actual 1

Note:
The 5oftPLC must not
be inserted in slot 2!

Cancel

o
Y

in 60 ©

single-core

IBH Link UA Training
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The proportion of CPU power that is transferred to the PLC can be
set.

E SoftPLC Status j SoftPLC Connections
PLC informations

PLC type GESY 611-45B00-0YB7
Slot 3
CPU load part PLC
CPU load (%)

There are buttons to start and

PLC Status
RUN Newstart (OB100) stop the SoftPLC.
0OB1 Count

PLC Stop | Mewstart (OB1007 |

The handling of the SoftPLC is described in the IBH Link UA Manual
part 2 PLC projects with TIA Portal chapter 3 and IBH Link UA
Manual part 3 PLC projects with S7 SIMATIC Manager chapter 4.

1.19 Modbus browser window

A created Modbus configuration can be transferred directly to the IBH
Link UA from the IBH OPC UA Editor.

- 185 1BH Link U, - Modbus P +

&« C ® (O & 10013897 _=/modbus @ IND o« =
% o OPC server is running Logout| Update password| single-core
T S
-------------------------- @ PLCA16_ vellow 192.168.1.10
@ PLC416_RED 192.168.1.23

Load, XML Store XML Rernove all
..........................
"""""""""""""" Upload manually edited XML file | Download XML file for manual editing

Buttons are provided to configure OPC variables directly via XML
files.

The created Modbus variables cannot be seen in the web interface.
The existing Modbus variables can be displayed via the OPC Client
browser window.

Select variable to read X
Connected Servers

[ v 12 urn:ibhlinkua_sc:IBHsoftec: IBHLinkUA (opetop:/fibhlinkua_sci48010)
£ views
¥ 2 Objects
> [ Server

¥ (2 Modbus
& Status
[®] PLC416_ rellow

» ) PLC416_RED
» ) Client

I ————————
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1.20 Mitsubishi browser window

With the IBH OPC UA Editor, a created OPC UA variable
configuration for a Mitsubishi controller or a Mitsubishi robot can be
transferred directly to the IBH Link UA.

- B IBH Link U& - Mitsubishi b +

&« G @ O & 10013897 =/mp @Y% IND o ¥ 0O =

Logout| Update password | single-core

Controllers
Mitsubishi

"""""""""""""" ¥ Fix-Station
¥EE-CPU
DeviceManual
.......................... DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
.......................... SerialMumber
SoftwareRevision
¥ Programs
SupportedTypes
¥ Tasks
.......................... SupportedTypes
DeviceHealth
Insert station | Modify station | Remave station |

Insert cpu | Madify cpu | Load project | Rermove cpu |

Load XML | Store XML | Remave all |

liBHsoftec § ki
=E5PC UA

ww: ibhsoftec.corn Contact  WYiki

In the OPC Client browser window, the existing Mitsubishi controller
or Mitsubishi robot variables can be declared as read variables or as
variables to be connected.

There is also the possibility of inserting or changing a station / CPU
and of configuring OPC variables directly via XML files.

The Load XML button enables an XML file exported Load #ML |
with the Mitsubishi Melsoft software to be loaded

directly into the IBH Link UA.
[ Load volsoft xMLProject %

Project from Melsoft (7 xml):
Upload: | Durchsuchen... | Keine Datei ausgewshlt, Upload: | Load Melsoft XML Project

Apply Melsoft XML Project || Cancel

IBH Link UA Training TTi Trans Tech International® 2021
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1.21 Rockwell browser window

It is possible to insert or change a station / CPU and to configure
OPC variables via XML files. Variables (tags) can be read from
Rockwell PLC controllers (ControlLogix and CompactLogix series)
via the Ethernet connection.

- B IBH Link U& - Rockwvell

<« c @

O £ 10.013.897_=/ethernetip

lBHsoftec

wrisibhsoftec.com  Contact  Wiki

b +

RS

in @ © ¥

Logout | Update password | single-core

F IS running

pup
Rockwell
¥ Compactlaogix
¥ 5069-L306ER
DeviceManual
DeviceRavision

Seriallumber
SoftwareRevision
¥ Programs
SupportedTypes
¥ Main_Program
ActiveComm
ActiveCommTemps

write_crc_high_byte
wite_cro_low_byte
»write_serial_port
Cycleprg
» Tasks
DeviceHealth
¥ Globalvars
_ COMNTAIMER
» strk
Ftest
Mod_Active
Mod_Echo_MaxTime
Mod_Scan_Preset
Inp
Cutp
¥ opcua_ckt
DeviceHealth
Insert station ‘ Madify station | Rernove station |

Insert cpu | Modify cpu | Load Tags from cpu | Load project | Rermove cpu ‘

Load XML | Store XML | Rermove all |

IBH Link UA

embedded OPC UA server | client

=0PC UA

If an XML file of a Rockwell PLC controller is loaded into the IBH Link

UA, the variables (tags) of the controller are listed.

1.22 MicroSD browser window

The IBH Link UA has a slot for a MicroSD card on the back.

If a Micro SD-card is installed and formatted, the Remanent History

function can be activated in the History browser window.

I —————————
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If the function is activated, the history
variables are also saved on the micro
SD-card and can be called up after a
failure of the supply voltage of the IBH
Link UA.

If there is a formatted SD-card in the
IBH Link UA, the currently available
configuration is saved on the SD-card.

If the software is reset to factory
settings with the reset button, the
configuration saved on the SD-card is
transferred to the IBH Link UA at the end of the procedure.

- @!' 1B} Link LA - Miera <D x

<« C ®© © & 10013897 =/optsoftware @R IND O KO0 =
EE;F ® Logout | Update password single-core

SD Card

Format S0 Card

,,,,,,,,,,,,,,,,,,,,,,,, Farmat SO Cardy, SD Card not inserted! Activate Docker | Deactivate Docker

Insert micro 50 card
and click

lilIBHsoftec § Glliokva
Z#0OPC UA

wwear ibhsoftec com  Contact  WWiki

Information on formatting is displayed and must be confirmed.

- 85 (BH Link UA - MicraSD X g — O

<« C @ |© & 10013897 =/optsoftware % InND e ® o =
EE;F ® Logout | Update password single-core

SD Card
Faormat S0 Card

.......................... Farmat S0 Card

The SDCard is mounted. Filesystern: extd
""""""""""""" Disk /dewmmeblkO: 7.4 GiB, 7248206080 bytes, 15623840 sectors

Units: sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
__________________________ 170 size (minimumfoptimal): 512 bytes £ 512 bytes

Digklabel type: dos
"""""""""""" Disk identifier: 0x1660e00a

Device Boot Start End Sectors Size |d Type
__________________________ fdew/mmcehlkOp1 20458 15523839 16521792 7.4G 83 Linux
.......................... Filesystern Type Size Used Available Use% Mounted on

fdewimmcblkOpl extd 7.2G 16.7MB.8G 0% /mnt/sdcard
""""""""""""" activate Docker | | Deactivate Docker

lBHsoftec | EEELm
Z0PC UA

s ibhsoftec com  Contact  WWiki

The formatted SD-card will be mounted automatically.
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1.23 IBH Link UA default factory configuration

The reset button for resetting Reset button
the software to the factory m?vazmswca ':.'Sc‘v*z“’ac
settings is in the hardware

revisions HW2 SC and HW2 7
SQ on the printed side of the //]///IB”' d .
IBH Link UA, behind the second (] 8 2
ventilation slot above the e

printing. With hardware
revisions HW1, the reset button
is located behind the middle
ventilation slot below the QR
code.

The reset procedure resets the
IBH Link UA to the factory
settings of the firmware
currently in the device.

Reset button
hardware revision

HW1

Procedure:
» Power down the IBH Link UA
* Press and hold the reset button
» Power up the IBH Link UA
 Wait until all four LEDs turn red and go off again

» Release the reset button

Note:

If there is a formatted SD-card in the IBH Link UA, the currently available
IBH Link, UA configuration is saved on the SD-card.

If the software is reset to factory settings with the reset button, the
configuration stored on the SD-card is transferred to the IBH Link UA at
the end of the procedure.

1.24 Open the Wiki

IBHsoftec GmbH maintains a WIKI site on the Internet. An extra
section for the IBH Link UA is provided. Here the use of the
IBH Link UA is described in detalil.

|
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If your PC is connected to the Internet, the WIKI page can be directly
called from the IBH Link UA.

- BH 1BH Link UA - System

< c o © & 10013897 =/backuprestore [ B d moe O =
%F ® Logout | Update password single-core
System

Device infarmation

Firrnweare Yersion  [BH Link UAYS.20 Dec 28 2020 16:39:56
Serial number 10231
------------------------- HWY revision 2.0.1 imx6 single-core
MAC address 1 S0:2D:F4:13:90016
MAC address 2-4  S0:200F4:15:A5:07
Wariable count g

CPU load (%) 3.2

Memory usage (%) 3001

Ternperature () 53.5

WEAT S 5.00%

IR 24 2377

lBHsoftec | B
=55PC UA

wonr ibhsoftec. com  Contactl, Wiki

(click ]
[https:/fwaikiibhsoftec.com/en/Main_Page#BH_Link_UA ]

EA 1BH Link L& IBH |RHsafter Wiki English b +
C @ © & https/fwikiibhsoftec.com/en/M ain_Page#lBH_Link L ++= & ¥ In@o e & O =
IBH Link UA .

IEH Link UA&

« Description

« Startup operations

+ Configuration with TIA Portal

» Configuration with STER7

« Consistent ReadingAMriting arrays and structures
« Loading multible projects into the 1BH Link LA
« Configuration with IBH OPC Editor

+ Configuration with IBH OPC UA Editar

+ Logod Configuration with IEH OPC Editor
» Yariable Syntax

« Client functions

« MQTT connection

» |ntegrated 37 SoftPLC

» |BH Link UA with WinCcC ¥

« Technical data

« Modhus connection

» Mitsubishi PLC

+ Mitsubishi Robots

= Rockwell PLC

« Reset button

« New features

1.25 Use STEP7 or TIA projects

Projects can be created with the TIA Portal or S7-Simatic Manager
programming systems. Up to 32 slots can be used for a project. The
communications processor (Ethernet CP [IE General V8.2]) in slot 2

____________________________________________________________________________________________________________|
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is available for transmission to the individual CPUs and the OPC
server. One (1) slot is occupied by the OPC server. The remaining 30
slots are intended for CPUs. One slot can be used by the CPU
integrated in the IBH Link UA.

If it is not possible for all controls to be combined in a common
project, the settings of the communications processor (Ethernet CP
[IE General V8.2]) must apply to all projects. This is difficult in
practice.

ﬁ" The slot position of the Ethernet CP [IE General V8.2]

MUST be identical in ALL projects (position 2) !

It is therefore recommended to configure the IBH Link UA for several
individual CPUs with the IBH OPC UA Editor. The IBH OPC UA
Editor manual contains examples with projects from the TIA Portal
and the S7 Simatic Manager.

1.25.1 Example IBH Link UA Editor
Data exchange between several S7 / S5 CPUs. The inserted PLC
controls are displayed in the project window. The program can be
assigned directly.

m example 7 - multi CPUs 57.0pu - OPCUAEdit

File Edit Help
Nz H & ©
Project LA -4 | =] Hame of the control
. : Mame CPU 416 M aster
ks = L
',_C‘ ﬁ * sals T @ = Offline program assignment
E(j .. Link U&, Program type Mo program agsignment
EI ! Froaram nath
e E Wariables Delete
EI STPLC T CPU 312 Cut ion
_',j Wariables Copy ST TCRAR
EI--- S7PLC 2 CPU 312 | 533 192.168.1.10
o nsert ..
- o{E Wariables ition Target modul at the same rack,
- f@i) §5 PLC 3 CPU 103 Assign program?, 0
_'i:‘ Wariables Update program assignment.... z
e {1 55 PLC 4 CPU 34
Lo Wariables A T
|;Project I ?%Seruer Q%Certificates ‘
CAPS NUM

1.25.2 Configuration with the STEP® 7 SIMATIC Manager
A project that is loaded into the IBH Link UA consists of 2
one or more CPUs, the peripheral modules and a , :
SIMATIC PC station. The SIMATIC PC station is set up | JuASibse
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with the Ethernet CP [IE General V8.2]) and the OPC server
[Software V8.2].

OPC server configuration

OPC servers can use slots 1 and 3 - 32.

E!a Hw Config - [IBH Link L& (Configuration) -- CPU 416 57] EI\EI

|I“]§tat\nn Edit  lnsert PLC Wiew Options Window Help - 8 %
=g ] i i (B B2 5% | w2

A olx|
g
EOFt Find: Ll
1 A
! Frofie:  [Standard B
i E-D_ User &pplication ~
5 mark 1 Zpplicalion
=-{0FC Server |
7 is inserted F I
" 5 ‘ v - |4 SWWEDSPS
v SWWET ..
SwVB2ZSPT .
< ’ SWWED ..
SwiVEd .
5| o SWVTD..
) [ swven..
Index Module ... | Order number... | Firmware | MPl address | | address Comment cwye
l - \ syl
3 AL
v
4
5 OPC Server a £
OPC server for the pratocols DP, FOL, 57 =
8 (G SRy 5 [acioss subnets), 57 message tests, S7-La
7 e redundancy, S0/TCP, SNMP, DF Master o,
Press F1to get Help. Chg
B H Config - [IBH Link UA (Canfiguration) -- CPU 416 57] =n EoR =
@y station  Edit Insert PLC ‘iew Options  Window  Help - & X
DEaH 8 & ] G = g
B (0)PC " dx
Find: ht dh
1 -] atay
must be position 2 Profil: | Standard |
3 mark;
4 [ CP1E16 onboard ~
5 {1 CP1g22
3 OPC Server . =] CP ez
= o B IE General
< i@ swves
- SW V6.2 5P1
e
50w
Index Module ... | Order rumber... | Firmware | MPl address | | address Carmment | B3 CP HDF\BUS
! . 2 1 HMI
§ B IE Genersl  |IE_CP Vo2 [EE £1-2 User Applcaion y
il Al = biman
4 IE_CP ~ T
] Proxy for any Industrial Ethernet module, 150, -
3 OPC Server 2.2 TCP/P, 57 and 57-H commurication (via
= v 1500nTCP), PG functions, routing, v
Press F1to get Help, Chg
A NetPra - [CPU 416 57 (Metwork) -- Ci'\_won & Sep, 20204, ACPU 416 57] [=]
p
B2 Network Edit Insert PLC  iew Options  Window  Help -
i L= s Bz s
1 ~
CPU416 - IBH Link UA
Industrial Ethernet
Marne: CPU 416 - IEH Link UA/
Type: Industrial Ethernet
S7-Subnet D: 00ZE - 0005
CPU 416
CPU MPLDLPN-IC =1 IE opC
416-3 H ] | Gener |Serve
PH/DF H 1
b ]| =]
2z
W
£ >
Ready HOF07 Y 245 In
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1.25.3 Configuration with the TIA Portal (V13 and newer)

A project that is loaded into the IBH Link UA
consists of one or more CPUs, the peripheral TIA
modules and an SIMATIC PC station. The ﬂutg:!? i
SIMATIC PC station is set up with the Ethernet CP

[IE General V8.2] and the OPC server [Software V8.2].

Ethernet CP configuration
The Ethernet CP must be positioned in slot 2.

S7416 TIA 16 » Devices & networks

& Topology view | o Network view I[If Device view

13 Ne'lworkl 23 Cennections, ‘S? connection I ‘vl [ % o = @. 4 H
CPU 416-3 PN/DP PC-System_1 =
CPU 416-3 PN/DP SIMATIC PC Stat... I

a
EESTTIRR!

PMAE_1 [~

“

<] u 100% S Miferert el |

j |2 Properties “j’.lnfu y"ﬂ Diagnostics ‘
J General 10 tags “ System constants || Texts ‘
mark; o
-
" General E
Catalog information =
Identification & Maintenance
w PROFIMET intetace [X1] Marne: iIE general_1

e Author: |Tﬂ

Options

Ethernet addresses CERRCTE E
+ Adwvanced options

Interface options

¥ Fort[%1 F1] E

OFC configuration | Slot |2 I

OPC server configuration

For the OPC server (IBH Link UA), slots 1 and 3-32 can be used (in
TIA Portal V13 the slot is designated with an index).

OPC server on slot (index) 1.

S7416 TIA 16 » Devices & networks

= Topology view IE Network view I IIf Device view
I3 Nﬂwark!?__? Connections| | 57 connhection I i i % W . @l: =
CPU 416-3 PN/DP PC-System_1 5
CPU 416-3 PHIDP SIMATIC FC Stat.. 7
PRNIE 11
PN/IE_1
<] ] 100% o v 4
j |§. Properties |"A-;I Info (i) " 2 Diagnostics ‘
l General |ﬁ0 tags “ System constants ” Texts ‘
(¥ General [
(mark) General E
DP =
DF master class 2
FOL Name: | IBH Link UA
2 B Authar: ‘Tﬂ
OFC symbals
QFCalarms Commes E
OPC program alarms ma
57 Ua redundancy
1S0ITCP E
FROFINET 10 0

|
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2 Unified Automation UaExpert —OPC UA Client and
OPC UA Server

To demonstrate the work of the IBH Link UA, it is helpful to have an
OPC client and an OPC Server program running on the PC. It is
recommended to use the OPC UA client program UaExpert and the
OPC Server program UaCCPServer from Unified Automation.

They can be downloaded via: http://www.unified-automation.com
Free download requires Unified Automation registration.

{5 httpsi/usw.unified-a.. O ~ @ & (B Home - Unified Automation %

Lrj-l Autnll'il':;niggg

A7 ttpsi/fonasvunified-a., O = @ | (7 Downloads - Unified Auto

L':':' Autogllgggg

Home | Solutions ‘ Products ‘ Services ‘ Downloads ‘ Support ‘ Partners ‘

© Downloads Unified Automation Downloads

©n this page you will find |atest downloads and decumentation. All content is offered free
of charge, however if you download or install software from this page you automatically
accept the Unified Automation Software License Agreement (SLA). The use of Software

© OPC UA Clients.

© Documentation

and Information is granted as described under “Evaluation License”. All rights reserved

© OPC UA Development by Unified Automation GmbH.

© 0PC UA Servers The Software and Information available on this page is for evaluation purpose only. It is
provided "AS IS with no warranty of any kind, including the warranty of design,

© Webinars

merchantability and fitness for a particular purpose.

To access the download links you must register at the Unified Automation web site and

O Login you must activate your account.
By and/or i ion you accept the conditions in the Software
user login License Agreement.

Download Categories

O Register ~ | Documentation

In this section you can find different documentation and technical information.

Not a member vet? Click here to )
i &
register. e

) https:/ o unified-automation.c.. 2 + @ &

@Autorll!:;liif:ggg == —

[ —— R
Home | Solutions ‘ Products ‘ Services ‘ Downloads ‘ Support ‘ Partners ‘

© Downloads OPC UA Clients - Downloads

© Documentation UaExpertMobile for Android v1.1.0 UaExpert v1.4.4

© OPC UA Clients Category: OPC UA Clients Category: OPC UA Clients
© OPC UA Development Release Date: 2015-12-14

Release Date: 2017-02-28
UaExpert is a full-featured OPC UA Client which
is capable of several OPC UA Profiles and

features.

UaExpertMobile i the mobile edition of our
popular OPC UA Client and requires at least
© Webinars Android 2.3.x.

© OPC UA Servers

Please login first Please login first

O Login

You have logged out.

Username/E-mail
Password:

Login

Forgot your password?

O Register

Not a member yet? Click here to
register.

© Unified Automation Gmbti - All rights reserved.

>>Imprint > Privacy Policy v
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2.1.1 Starting UaExpert

After download and installation of the software, a
UaExpert icon double-click starts the program.

Several presets are to be made and confirmed. S

= Welcome to the UaExpert Initial Application Setup

When starting UaExpert for the first time, you have to create an application
instance certificate to identify your installation.
This is needed to use OPC Unified Architecture security, UA security allows you to
authenticate your application as well as to use encryption and digital signatures
to protect your communication,
Press OK to generate your personal X.309 application instance certificate and the
corresponding RSA keys.
P g & {confirm
™ New Application Instance Certificate
Subject:
Common Name:  |UaExpert@TTI-RED-WIN10-5 | &
Organization: |‘|T| = | &
=
Organization Unit: | a | 8
=
Locality: | E | 2
State: | |
Country: |DE | w
(Two letter code, e.q. DE, US, ...)
OPC UA Information
Application URT: | urn:TTI-RED-WIN10-6:UnifiedAutomation: UaExpert L4
Domain Names: TTI-RED-WIN10-6 iy
&
-
IP Addresses: &
&8
Certificate Settings
RSA Key Strength: | 2048 bits + | Signature Algorithm: |Sha256 = | Certificate Validity: |5 Years =
[] Password protect private key
Password: 4
Password (repeat): i 4
Conce

»  Automatic Update Settings

If desired, UaExpert can check for updates in regular intervals. Below you can configure if and
when UaExpert should check if updates are available. These settings can be modified later at
'Settings - Configure UaExpert...".

UaExpert will NEVER send or collect any information about your usage.

‘fou can also check for updates manually by dicking ‘Help - Check for Updates...".
Automatically check for Updates

Update Interval: 7 days > |

(Confim
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After confirming the Features, the UaExpert program window opens.
All necessary tools to establish a connection to an OPC UA server
(IBH Link UA) to display the security options and the transferred data
are available.

»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

File  View Server Document Settings Help

D PP =20 X5 RGO

Project B X Data Access View € |Attributes g X
v [3 Project £ Sewer  Nodeld  DisplayName | 7 o bk @ (+]
8 Senvers Attribute Value

v~ [ Documents
[0 Data Access View

Address Space T X
References &F X
2\ |5 @ Forward - [+]
Reference Target DisplayMame

2.2 Establishing a connection to the IBH Link UA

Several steps are necessary to establish the connection between an
OPC UA client and an OPC UA server. The connection is only
possible if the server and the client have identical certificates.

PC with the
Unified Automation IBH Link UA
UaExpert software connected with a
OPC UA Client OpenSecureChannel Requests SIMATIC PLC

Endpoint URL a
Client Collateral
OpenSecureChannel Reply
s Server Collateral

OPC UA Client OPC UA Server

[Client and Server Collatera| [Client and Server Collateral

I

Encryption is used for
transmission

To establish a connection to the IBH Link UA, the Endpoint URL,
from the IBH Link UA browser window Network / Control Level
must be entered.

Preferably, the Endpoint URL with the hostname should be used to
enable the client to validate the names of the endpoints and the
names in the certificate.

Since no DNS server is available in the workshop, the absolute IP
address is used as an exception.

TTI Trans Tech International® 2021 IBH Link UA Training
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In this case, the absolute Endpoint URL is copied from the browser
window to the clipboard.

- B IBH Link Ua

<« ¢ @
S o

© A& 192168.1.147_= fnetwork

Management Level 802.1X Open¥PN TeamViewer IoT
Metwork Configuration
Endpoint URL opc.top:ffibhlinkua_sc:48010
ar opC ton 7192 158 114 4801010 i
DHEE transfer
P address [192.168.1.14
Subnet mask [2=5.255.255.0 |

Clicking the Plus icon opens the AddServer dialog box.

3.

- O W in @ e ¥ O =

single-core

Logout | Update password

Global System Configuration

+  Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject

Eile View Server Document Settings Help

i A=N% & =0 X
DeBBO,

(clicky i
Project ;X Data Access View
4-—_1%\1 Server
v [ Project # Server

[ Servers
~ [ Documents
ﬂ Data Access View

Address Space -4

¥ R O
© Aatiributes & X
Mode Id Display Name 7| b [+]
Attribute Value

+  Add Server

Configuration Name ‘ |

Discovery Advanced

Endpoint Filter: | Mo Filter

A double-click on

J, Local
v % Local Network

» Q Microsoft Terminal Services

> &8 Microsoft Windows Network

> &2 Web Client Network
v §% Reverse Discovery

% < Double clickto Add Reverse Discovery... =

hd 8 Custom Discovery

% < Doubleglick to Add Server... »
() Recently Used
< Double click to Add Server... > |

|4p < Double click to Add Server.. > |

<Double click to Add Server ...> opens the Enter URL dialog box.

Here the Endpoint URL from
the IBH Link UA browser

Enter the URL of a computer with discovery service running:

| opc.top:ff

~| | window Network / Control

Level must be entered.

Preferably, the Endpoint URL with the hostname should be used to
enable the client to validate the names of the endpoints and the

names in the certificate.

Endpoint URL copied and transferred to the Enter URL dialog box.

Enter the URL of a computer with discovery service running:

| opc.tcp://192. 168, 1. 14:480 10 {ETET) v

IBH Link UA Training
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The Endpoint URL has been accepted and is displayed in the
AddServer dialog box.

+  Add Server

Configuration Name

Discovery Advanced

Endpeint Filter: |Mo Filter -

1 Local
hd 8' Local Metwork
» E_é' Microsoft Terminal Services
> & Microsoft Windows Netwark
> & Web Client Network
A Eﬂ' Reverse Discovery
# < Double click to Add Reverse Discovery... =
hd Eﬂ' Custom Discovery
‘i < Double click to &dd Server.., = T

f’ 1 [opc.tep://192.168.1.14:48010
(open >l & IBHLinkUA@ibhlinkua_sc (opc.tcp}*

(-) Recently Used

A double click on IBHLinkUA@ibhlinkua_sc (opc.tcp) inserts the
security levels marked in the ) IBHLinkUA®ibhlinkua_sc (opc.tcp)
IBH Link UA browser window Security / Server Security.

»  Add Server

Configuration Mame | IBHLinklJA @ibhlinkua_sc

Discovery Advanced

Endpoint Filter: | Ma Filter -

3, Local
v &% Local Network
> & Microsoft Terminal Services
> & Microsoft Windows Network
> &3 Web Client Network
v §# Reverse Discovery
% < Double click to Add Reverse Discovery... >
v % Custom Discovery
% < Double click to Add Server... >
v 0 opc.tcp://192.168.1.14:48010 connection to the absolute IP address
LLIBHLinkUA®@ibhlinkua sc (opc.tep) Feturned hostname in the endpoint
& Mone - None (uatcp-uasc-uabinary]
# Basic2565ha236 - Sign (uatcp-uasc-uabinary,
() Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
# Aes123_Shal56_RsaOaep - Sign (uatcp-uasc-uabinary)
) Aes128_Sha256_RsaCaep - Sign & Encrypt (uatcp-uasc-uabinary)
# hes256_5Sha236_RsaPss - Sign (uatcp-uasc-uabinary)
(Y} Aes256_Sha256_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)
() Recently Used

Authentication Settings

@ Anonymous

=

DOUble'Cl|Ck|ng the Security level |7i None - None (uatcp-uasc.uabinarﬂ‘
None (uatcp-uasc-uabinary) in the AddServer dialog box sets the
security level and the AddServer dialog box is closed.
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The Certificate Validation dialog box for accepting the OPC UA
server certificate of the IBHLinkUA@ibhlinkua_sc is displayed.

Ej Validating the certificate of server 'IBHLinkUA®@ibhlinkua_sc returned an error:

| BadCertificateUntrusted |

Certificate Chain

MName Trust Status
0 IBHLinkUA@ibhlinkua_rescued Untrusted

Certificate Details

ok [BadCertificateUntrusted]

Common Name IBHLinkUA®@ibhlinkua_rescued

Cipher Strength RSA (2048 bit]
Thumbprint (SHA1)  CDB9701F42A3867F03633F5EA43CE8D217434B05

urn:ibhlinkua_rescued:|[EHsoftec:|BHLinkUA

DNSMNames ibhlinkua_rescued

BasicConstraints CA:FALSE
Subjectkeyldentifier  3A:20:37:CD:BS:98:10:01: A2 70:9E: AR AS:5B: CB:30:45:6T:6C: 21

Authoritvkevldentifi keyid:3A:20:37:CD:B%:98:10:01: A2:70:9E: AF: AG: 5B: CB: 30:45:67:6C:21

uthorityKeyldentifier pih 2 me:/DC=ibhlinkua_rescued/C=DE/L=LocationName/O=Organization/OU=Unit/CN=L.
Keylsage Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, Certificate Sign
ExtendedKeylsage  TLS Web Server Authentication, TLS Web Client Authentication

v

‘confirm ),
Trust Server Certificate

[] Accept the server certificate temporarily for this session Continue Cancel

Click the Trust Server Certificate button to [Trust Server wﬁﬁam]
confirm the selected certificate.

The confirmed server certificate IBHLinkUA@ibhlinkua_sc is
displayed.

The certificate of server 'IBHLinkUA®@ibhlinkua_sc was validated successfully.

‘Good

Certificate Chain

MName Trust Status
A IEHLinkUA@ibhlinkua_rescued Trusted

Certificate Details

m_ ~
Common Name IBHLinkUA®@ibhlinkua_rescued

Cipher Strength RSA (2048 bit]
Thumbprint (SHAT)  CDB9701F42A3867F03633FSEA43CE80217434B05

urn:ibhlinkua_rescued:IBEHsoftec:|EHLinkUA

DNSMNames ibhlinkua_rescued

BasicConstraints CA:FALSE
SubjectKeyldentifier  3A:20:37:C0:EB%98:10:01:AZTRIEARAS 5B CB: 304 3:67:6C: 21

Authoritvkevldentifi keyid:3A:20:37:CD:B%:98:10:01: A2: 70:9E: AF: AG: 5B: CB:30:45:67:6C:21

uthorityKeyldentifier pih 2 me/DC=ibhlinkua_rescued/C=DE/L=LocationName/O=Organization/OU=Unit/CN=L..
KeyUsage Digital Signature, Mon Repudiation, Key Encipherment, Data Encipherment, Certificate Sign
ExtendedKeylsage  TLS Web Server Authentication, TLS Web Client Authentication

W

Trust Server Certificate

confirm
[] Accept the server certificate temporarily for this session Cancel

Clicking the Continue button closes the dialog box.
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The connected server with the defined security level is displayed in
the opened UaExpert program window.

+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

DeBPPO =2 X428 B O

Project H X Data Access View o

v [3 Project #  Server Modeld Display Mame Walue Datatype Source Timestamp Server Timestamp Statuscode

w
| @ |IBHLinkUA®@ibhlinkua_sc I

w (1 Documents
[ Data Access View

Address Space X
+ |No Highlight
3 Root

) Objects

= Types

D Views

AddressSpace in the UaExpert program window, displays
information about the connected server. Pull down Server /
Hardware to list the information from the IBH Link UA browser
window System.

Drag & drop an information (for example, VIN_24) into the Data
AccessViewer window. Details of VIN_24 (voltage supply of the IBH
Link UA) is displayed. With drag & drop any number of information
can be pulled from the AddressSpace window into the DataAccess
Viewer window to show details.

+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

lgPBO ¢ XSS B ED
Project g X I Data Access View I o

v [A Project #  Server Nodeld Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
v [A Servers 1 IBHLi... NSG|N.. BoardID 88158298810375 UlntB4  12:16:51.243 12:16:51.243 Good
Q IBHLinkUA®ibhlinkua_sc 2 IBHLi... NS6|N... HW_revision  2.0.1 String 12:17:00.249 12:17:00.249 Good
- 3 IBHLI.. NSBN.., VIN_24 237733333333 Double 12:17:50.770 12:17:50.770 Good

v~ [3 Documents
[ Data Access View

Drag & Drop

:x
4 No Highlight hd . .
St IBH Link UA browser window System
v jjects
&% Client . . . . .
& Do The following information are displayed in the
MQTT
& s Address Space window.
@ Auditin
&% Client ?
&% ConfigurationFiles
&% Generic
‘i GetMonitoredltems ’ &« c @ © & 10.0.13.89/7_= /backuprestare IR+ In @ @® =
v% ) Logout | Update password single-core
@ CPU_Load lem
@ DeviceTemperature J || || oo Daliun
@ HW_revision

......................... Firmware Version  IBH Link UA V5.17 Dec 8 2020 13:42:17
Serial number 10331

""""""""""" HW revision 2.0.1imx6 single-core
MAC address 1 50-2D:F4:19:9D:16

MAC address 24  50:2D:F4:15:A8:07
77777777 Variable count 0
CPU load (%) 272
MVIN2E ) e Memory usage (%) 258
% History Temperature ("C)  47.0
& mart || By VBAT 5V 500V
¥ MamespaceArray || | o
&% Namespaces
‘% RequestServerStateChange
% ResendData
&% SLMP
@ ServerArray
&% ServerCapabilities
&% ServerDiagnostics

@ MemorylLoad
0 Serial number
@ V1_2SWITCH
&8 V3D
& VAUX2

Backup and Restore settings

I —————————
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2.3 Encrypted connection to the IBH Link UA

To establish another (e.g. encrypted) connection to the IBH Link UA,
the existing must be disconnected, as only one connection can exist.
Mark the connected server name IBHLinkUA@ibhlinkua_sc and
then click the Disconnect Server icon.

File View Server Document Settings  Help

leBPBE@ +
Project & X Data Access View Q
v [0 Project mo #  Server Modeld Display Name

v [ Servers

Q} [BHLinkUA®@ibhlinkua_sc
v [1 Documents
[J Data Access View

To remove the Server out of the Project, mark the connected server
name IBHLinkUA@ibhlinkua_sc and then click the Remove Server
icon.

*»  Unified Autornation UaBExpert - The OPC Unified Architectur...

File View Server Document Settings Hel

DPeBPBEE + R
Project B X Data Access View o
~ [A Project #  Server MNodeld Display Mame

v [ Servers mo

Q IBEHLinkUA@ibhlinkua_sc
~ [0 Documents
[A Data Access View

To establish an encrypted connection to the IBH Link UA click
the Plus icon in the Unified Automation UaExpert window to
open the AddServer dialog box.

»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

Eile View Server Document Settings Help +  Add Server
D W |F1 ”]-/.’I @ l% = x " Configuration Name
- ) Di dvanced
Project X Data Access View wevery - [Ehdvance
- Add Server Endpaint Filter: | No Filter =
v [ Project Ed Server Mode Id et B
A Servers A Local
~ 8 Local Metwork
A D Documents &2 Microsoft Terminal Services
u Data Access View & Microsoft Windows Metwork
& Web Client Metwork
. ~ &% Reverse Discovery
A double-click on 4 < Double click to Add Reverse Discovery... >
~ &% Custom Discovery
H H H 4 < Double click to Add Server... >
IBHLink UA@I bhlinkua- v O, opcitep://192.168.1.14:48010
. 1 IBHLinkUABibhlinkua_sc (opc.tep)
sc (opc.tcp) displays the “ ) Recently Used
. . i [BHLinkUA@ibhlinkua sc [ Discovery URL: ope.tep/ibhlinkua_sc:48010
list of the security levels L] |

marked in the IBH Link UA browser window Security / Server

Security.

I —————————
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Desired encrypted connection

Trans Tech International® 2021

In the AddServer dialog box double-click the desired encrypted
connection. This closes the Add Server dialog box.

»  Add Server

Configuration Name | IBHLinkiJA@ibhlinkua_sc

Discovery Advanced

Endpaint Filter: | Mo Filter -

1 Local
v &% Local Network
&% Microsoft Terminal Services
&2 Microsoft Windows Network
&2 Web Client Network
v &% Reverse Discovery
% < Double click to Add Reverse Discovery... »
v % Custom Discovery
& < Double click te Add Server... >
v O opctep//192.168.1.14:48010
~ U IBHLinkUA@ibhlinkua_sc (opc.tcp)
B MNone - None (uatcp-uasc-uabinary)
# Basic2565ha256 - Sign (uatcp-uasc-uabinary)
(Y} Basic2565ha236 - Sign & Encrypt (uatcp-uasc-uabinary)
4 Res128 Sha256 RsaQaep - Sign (uatcp-uasc-uabinary)
) Aes128_Sha256_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)
4" Res256_5ha256_RsaPss - Sign (uatcp-uasc-uabinary)
() Aes256_Sha256_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)
¥ ) Recently Used
@ BHLinkUA@ibhlinkua_sc | Endpoint URL: opc.tcp:/fibhlinkua_sc:48010
Security Policy: Aes256_Sha256_RsaPss B
Authentication Settings Message Security Mode: Sign & Encrypt
Security Level: 125
Certificate Key Size: 2048bit

@ Anonymous

Connect Automatically

Cancel

A double-click on the required encryption displays a message. A

server configuration with the same name already exists, but it differs

from the current one. Clicking OK will apply the selected encryption.

- Configuration already existing

The 'Recently Used' list already contains a server configuration with this name
that differs from the current one, Press OK to overwrite it, press Cancel to return
for changing the configuration name.

Cancel

Confirming this message, and the selected encrypted connection is
displayed under Project / Servers in the Unified Automation
UaExpert window. The connection to the name
IBHLinkUA@ibhlinkua_sc OPC server cannot be established.

IBH Link UA Training
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The Log is listing the errors.

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

Eile View Server Document Settings Help

) % __ 3 - r
D PDED # =20 X% B RO
Project X Data Access View ﬂ
~ [ Project £ Server Node Id
v (A Servers
[ IBHLinkUA®@ibhlinkua_sc
~ [1 Documents itk
[3 Data Access View | |BHLinkUA@ibhlinkua_sc
Endpoint Url: opc.tcp://192.168.1.14:48010

Security Policy: Aes256_Sha256 RsaPss | desired encrypted connection
Message Security Mode: Sign & Enarypt

Display Name Value Datatype

Log

8B

Timestamp Source Server Message

07.10.2020 1%:20:37.330  Server Mode IBHLinkUA@ibhlinkua_sc Endpeint: ‘opc.tep:/fibhlinkua_sc:48010"
07.10.2020 1%:20:37.530  Server Node IBHLinkUA@ibhlinkua_sc Security pelicy: 'http:/fopcfoundation.org/UA/SecurityPolicy#Aes256_Sha236 RsaPss'
07.10.2020 19:20:37.530  Server Node IBHLinkUA@ibhlinkua_sc ApplicationUri: 'urn:ibhlinkua_sc:lBHsoftec: BHLinkUA!
07.10.2020 19:20:37.530  Server Node IBHLinkUA@ibhlinkua_sc Used UserTokenType: Anonymous

0 General [uastack] Opcla_TepConnection_ProcessResponse: Eror Messag
0 General [uastack] Opcla_TepConnection_ProcessResponse: Status 0 !
07.10.2020 19:20:37.692  Server Node IEHLinkUA@ibhlinkua_sc Errar 'BadSecurityChecksFailed' was returned during OpenSecureChannel
07.10.2020 19:20:37.692  Server Node IBHLinkUA@ibhlinkua_sc Connection status of server 'IBHLinkUA@ibhlinkua_sc' changed to 'Disconnected'.

Trusting the IBH Link UA Certificate

In the IBH Link UA the certificate for the encrypted connection must
be trusted.

<« c @ © £ 192.168.1.14/7_= /certificate w In @ e =

4 =
Logout | Update password single-core

IBH server IBHLinkUA@ibhlinkua_rescued  08/31/20 13:41:05  08/30/25 13:41:05  Organization
TTIXVELLOW, [ 457 2 57 [TT1

Trust | Feject | Miew | Delete | Mew Server Certificate | Replace Server Certificate |

ipload Certificate from Client or CA ‘ Download Certificate for the Client | o

———————————————————— W

& c @ © & 192.168.1.14/7_=/certficate o I @ e ¥ =

..‘ -
0 nning Logout | Update password single-core
ffffffffffffffffffff

;gg Servar IBHLiNkLAMIbhlinkua_rescued  08/31/20 13:41:05 02/30/25 13:41:05  Organization
o Trusted TTIVELLOWY 06/27/18 12:54:57 06/26/23 12:54:57  TT1

Trust | Reject | Wigw | Delzte | Mew Server Certificats | Replace Server Certificate |
Upload Certificate from Client or CA | Download Certificate for the Client | o

After trusting the certificate, in the UaExpert client, Q
the validation of the certificate can take place.
Clicking Connect Server cannot establish the connection to the OPC

UA server *»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File  View Server Document Settings Help

NePPO # =0 XYWL B RO

Project & X Data Access View Q
v [3 Project Connect Server # Server MNode Id Display Name
v [ Serve
Q IBHLinkUA@ibhlinkua_sc ==
v [ Documents
[0 Data Access View
Address Space 5 X

< >

IBH Link UA Training TTI Trans Tech International® 2021



TTI

Chapter 2

Unified Automation UaExpert —OPC UA Client and OPC UA Server Page 2-11

An error message is displayed. The hostname in the server
certificate does not match the hostname or IP address the client
connected to. This is because the Endpoint URL has an absolute
address, and a symbolic address was returned. The warning can be
ignored.

Error 'BadCertificateHostMamelnvalid' was returned during CreateSession, press
‘lgnore’ to suppress the error and continue connecting.

confirm
Abort

With a new click on Connect Server the
connection to the OPC UA server is established.

@)

{ ComnectServer

+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help
R (CTEK)
- > ot
DPPBR « = o4 p XD

Project J X Data Access View o
¥ [ Project #  Server Nodeld Display Name Value Datatype Source Timestamp Server Timestamp Statuscode

v [ Servers

Q IBHLinkUA®@ibhlinkua_sc *
v [3 Documents IBHLinkUA@ibhlinkua_sc
[1 Dats Access View Endpeint Url: opec.tep:/fibhlinkua_sc:48010
Security Policy: Aes256_Sha256_RsaPss
Message Security Mode: Sign & Encrypt

Log 8 x
8B
Timestamp Source Server Message
08.10.2020 15:21:46.789  Server Node IBHLinkUA@ibhlinkua_sc Used UserTokenType: Anonymaous
o8 5:2 32 General The hostname or IP address in the server certificate does not match the hostname or [P address the client connected to
08.10.2020 15:29:32.757  AddressSpaceModel IBHLinkUA@ibhlinkua_sc Registered for ModelChangeEvents
08.10.2020 15:29:32.757  Server Node |BHLinkUA@ibhlinkua_sc Connection status of server 'IBHLinkUA®ibhlinkua_sc' changed to 'Connected'.
08.10.2020 15:29:32.757  Server Node |IBHLinkUA@ibhlinkua_sc Revised values: SessionTimeout=1200000, SecureChannelLifetime= 3600000
08.10.2020 15:29:32.759  AddressSpaceModel IBHLinkUA®@ibhlinkua_sc Browse on node 'i=84' succeeded.
08.10.2020 15:29:32.760  TypeCache IBHLinkUA@ibhlinkua_sc Reading type info of Nodeld MSD|Numeric|35 succeeded
08.10.2020 15:22:32.763  TypeCache IBHLinkUA@ibhlinkua_sc Reading type info of Nedeld MS0|Numeric|32 succeeded
08.10.2020 15:29:32.767  TypeCache IBHLinkUA@ibhlinkua_sc Reading type info of Nodeld MS0|Numeric|31 succeeded
08.10.2020 15:22:32.771  AddressSpaceModel |BHLinkUA@ibhlinkua_sc Browse on node 'i=85" succeeded.
08.10.2020 15:29:32.782  TypeCache IBHLinkUA@ibhlinkua_sc Reading type info of Nodeld N30|Numeric|2004 succeeded
08.10.2020 15:29:32.785  TypeCache IBHLinkUA@ibhlinkua_sc Reading type info of Nodeld MS0|Numeric|58 succeeded

2.4 Download the OPC UA Demo Server (Windows)

Trans Tech International® 2021

The OPC Server program UaCCPServer from Unified Automation
can be downloaded via: http://www.unified-automation.com
Free download requires Unified Automation registration.

lJ[:l Autnlynr::;g::

e e T

© povmloads OBC UA Servers - Downloads

OPC UA ANST C Demo Server v1.9.1
(Windows)
Category: OPC UA Servers

UaBateway Wrapper & Proxy v1.5.6
(Windows )

Catugory: OPL Uk Sarvers

Documentation
> opC UA Clients

> OPC UA Develupment

Releass Date: 2020-L1-13; Relesss Date 2030-09-0;
L

1S S it racson e et Sareer o indows
Sy i S——— o (b, 78,105
Lot it o st o
Proseed tw downlad Ergsgedw download
O Login

Current status
GPC UA G-+ Demo Server V1,7.3

(Windows)

Category: OPC 1k Sarvers

Usemams/=-mail PetsTI

mode.

Droeoed to doeninad

Imprink. =Privacy Policy
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Install the OPC UA Demo Server

1i;i UaCPPServer 1.7.3 Setup

Completing the UaCPPServer 1.7.3
Setup Wizard

UaCPPServer 1.7.3 has been installed on vour computer.

Click, Finish b close this wizard.

Show Readme

UA DemoServer

< Back Cancel

ATTENTION!
é _‘ The Firewall must be opened for the App
' ' OPC United Architecture C++ Demo Server

During the installation of the OPC UA Server
(UaCPPServer) an icon has been inserted.
Double click the icon UaCPPServer to start the
OPC UA Server.

The Server opens with the following window.

155 UaCPPServer
b B T T T R T 1 L L 1 Y o T T T R T
opened endpoints for followi
FTTI-YELLD a81a

to shutdown serwver
A A A : U T

The window can be reduced. The OPC UA
Server software will run in the background.

2.4.1 OPC UA Server Endpoint URL

The Endpoint URL is displayed in the UaCPPServer window. The
URL is made of the hostname (TTI-YELLOW), and the port (48010)
used. The hostname is the name of the PC executing the

UaCPPServer software.

__________________________________________________________________________________________________________________________|
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If the PC is running in network having no DNS server, the absolute IP
address of the PC must be used.

Add UaCPPServer in the UaExpert Client
Clicking the Plus icon opens the AddServer dialog box. o

+  Unified Autemnation UaExpert - The OPC Unified Architecture Client - MewProject

Eile View Server Document Settings Help

DIPPPO. #=0 X428 RO

Project X | Data Access View D Attributes 2 %
- Add Server
v [1 Project # Server Node Id Display Name Slelh [+]

[3 Servers
v [3 Documents
[ Data Access View

Attribute Value

Add Server

Address Space A X

Configuration Name | |

Discovery Advanced

g Endpaint Filter: | No Filter -

2, Local
hd @ Local Metwork

> # Microsoft Terminal Services

» Q Microsoft Windows Network

> &2 Web Client Network
v @ Reverse Discovery

4 < Double click to Add Reverse Discovery. =

hd @ Custom Discovery

4 < Doubleglick to Add Server... >
(2) Recently Used
< Double click to Add Server... > |

A double-click on 4P < Double click to Add Server... > |

<Double click to Add Server ...> opens the Enter URL dialog box.

Here the Endpoint URL from
the UaCPPServer window
[ opc.teps /i ~| | must be entered.

Enter the URL of a computer with discovery service running:

The Endpoint URL with the hostname should be used to enable the
client to validate the names of the endpoints and the names in the
certificate. It is also possible to use the absolute address of the PC
and the port number.

Endpoint URL entered in the Enter URL dialog box.

Enter LURL

Enter the URL of a computer with discovery service running:
| opc.tep://10.0.13. 10:48010 (ENter)

confirm

e

Enter LRL

Enter the URL of & computer with discovery service running:
| opc. top: /{TTIYELLOW: 48010 v

TTI Trans Tech International® 2021 IBH Link UA Training
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The Endpoint URL has been accepted and is displayed in the
AddServer dialog box with the security levels provided.

»  Add Server

Configuration Mame |JaServerCpp@TTIYELLOW

Discovery Advanced

Endpoint Filter: | Mo Filter -

> & Microsoft Terminal Services ~
v % Reverse Discovery
& = Double click to Add Reverse Discovery... »
v e Custom Discovery
A< Double click to Add Server... >
L opctep://10.0.13.10:43010
v UaServerCpp@TTI-YELLOW (opc.tcp)
Mone - Mone (uatcp-uasc-uabinary)
# Basic2365ha256 - Sign (uatcp-uasc-uabinary)
) Basic2365ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
# hes128_Sha236_RsaOaep - Sign (uatcp-uasc-uabinary)
) Aes128_Sha236_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)
# hes236_Sha256_RsaPss - Sign (uatcp-uasc-uabinary)
) Aes256_Sha236_RsaPss - Sign 8 Encrypt (uatcp-uasc-uabinary)
(-) Recently Used W

AddressSpace in the UaExpert program window, displays
information about the connected server.

*  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

] ) 3 . I n‘ -
D BB + =0 X8 B EDD
Project /X

v [1 Project
v [1 Servers
2y UaServerCpp@TTI-YELLOW
~ [0 Documents
[3 Data Access View

Address Space /X
% |No Highlight =
) Root

v D Objects

v ) BuildingAutomation
» .& AirConditionerXml
» n& AirConditioner_1
> & AirConditioner_10
» .& AirConditioner_2

& AirConditioner_3 ol

>

» @@ ControllerConfigurations
» .& FurnaceXml

» & Furnace_1

» n& Furnace_10

» .& Furnace_2

> .& Furnace %

» =% StartLogging

» =i Stoplogging

) Demo

[2) DemoUANodeSetXML
= PubSubTargetVariables
& Server

Types

vv
@@VVVV

Views

I ————————
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