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CPU 416 S7e

CPU300 S7e
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Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-1

1 Connection of a CPU 416 to the IBH Link UA —
Historical data

The following example shows the connection of a CPU 416 to the
IBH Link UA with an Ethernet connection.

1.1 Project with STEP® 7 (SIMATIC Manager V5.6)

The following example shows a project with STEP® 7
(SIMATIC® Manager V5.5 / V5.6) connecting a vy
CPU 416 and the IBH Link UA via Ethernet.

1.1.1 Hardware structure — (CPU 416-3 PN/ DP — IBH Link UA)

CPU 416-3 PN/DP
also available as SoftPLC

L "
»
1”:(.)3(?1?5151 2 Ethernet bus l J LIP adress
V.19, ; 10.0.13.89
- 0

1.2 Software PLC CPU 416-3 PN/DP

The example uses a CPU available as a software PLC
from IBHsoftec (already installed on the PC).

The PG/ PC interface (TCP IP) must be selected
accordingly.

The SoftSPS CPU 416-3 PN/DP from IBHsoftec is installed on the
PC and running. A right-clicking on the SoftSPS icon in the taskbar
opens the IBHsoftec S7-SoftPLC window for configuring and
diagnosing the SoftPLC.

SoftPLC Operating, Diagnostic and Configuration windows

In the status bar right-click the SoftPLC icon to open the window to
configure and operate the SoftPLC. This window displays the status

of the CPU and diagnostic elements are presented.
______________________________________________________________________________________________________________________|]
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Connection of a CPU 416 to the IBH Link UA — Historical data

SoftPLC Operating and Status windows

- 11/ IBHsoftec S7-SoftPLC

Chapter 1

File Edit View Help

SEHG G4 ® dodnth| QT

5 II] — PLC-Program; Lock / Enable settings:
CPU Parameters (‘W = T
ol cPas3aa3 ~ Cycles R (e e Restart (OB100) l’_ Lok | Bt |
i..[] Diagnostics 1573430 Hat Restart [OB101]
ﬁe Add/Remove driver.. STOR O PLC Stop L Change password |
- o ing elements
- Cycle time [ms]

PLC-Program and data blocks:

Mirirnurn: b axirmurn: Current:
e
Rl b &ximum: Current:

I 29 0

Load memory [Bytes] Free load memory [Bytes]
( | 559363 [ | 525901 -‘

— PLC type
I BES7 416-2<N05-04B0

Load |

Licen

Serial number. Wersion
ﬁ P74-016161-0000 ﬁ 416
"Name: ‘

"Drganizalinn
Teminate PLC |

[ M

Pete

TTi

Done

SoftPLC Diagnostic window
The diagnosis provides four tabs.
IQM Status display of individual bits of an operand. The

status of freely selectable inputs (In._), outputs (Qn._) or flags
(M n._) are displayed and changeable in these ten fields.

Data blocks  The status of existing, freely selectable data
blocks can be displayed and its values can be changed as a
byte, word or double word.

Diagnostic buffer ~ The diagnostics events of the CPU are
listed in clear text with explanations in the order of their
occurrence.

Connections The connections of the CPU with ID, status,
type etc. are displayed.

1] 1BHsoftec S7-SoftPLC

File Edit View Help bi i
Dﬂ‘uﬁ“\/‘\@wml‘}mmﬂm(ﬂ iagnostic:
Toa —— 1am agnosncbuﬁerlConnemonsI
1M | Data Blooks | Diagnostic bufer | Connedtions | - Selection
" Byte
(o] (2] [ ® (o]
fale) cq folle) caQ ca DB Mo. * Word Change valug |
“m (2] [all!] (o] (o)) " Double word
ro ro ro ro ro
i ri i i Int Address |Hax IDec:maI
2 2 r2 2 2
C3 C3 3 3 3
s 4 4 4 a4
rs Cs5 s rs |t
re rs rs re re
r7 r7 r7 rz rz
(o} (o} (o] Lol (o]}
(e} ca ©Q (o] fa
M oM M M CM
ro ro ro ro ro
r 1 1 (] O
r2 2 r2 2 raz
rs rs r3 r3 ra
4 4 4 4 4
Cs S 5 s 15
e s rs re e ing i : I H
=] 3 s s 7 Updating interval [me): 1000
Updating interval [msk 000=]
= I
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Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-3

1.2.1 PLC program of the CPU 416
The project CPU 416 S7e with the SIMATIC 400 Station CPU 416
provides a program for up and down counting.

The counter counts until MaxValue is reached and counts down until
the MinValue is reached.

The up and down counting are controlled with the variables Down
and Up. The counter Value variable is an integer (INT). The
variables Max and Min are only used internally. The integer values of
the minimum and maximum counter values are stored in data block
DB5 (CounterData).

The PLC block FC5 (CounterControl) is used to control the up and
down counting.

The PLC tags of the Standard variable table and the variables of
the data block CounterData [DB5] are forwarded to the OPC server
IBH Link UA as OPC tags.

Loading the PLC Program into the CPU

Double-click Hardware to open the “ m

HW Configuration window.

& SIMETIC Manager - [CPU 416 57e -- 535,17 57e,CPL 416 57] =N (=R
@ File Edit Insert PLC  Wiew Options Window Help - 8 X
0= |87 ¥ g |2 Bg| s EE | < MaFier » |

CPU 416-3 PN/DF

- &, 1BH Link L&

Press F1to get Help,

@R HW Canfig - [CPU 416 (Canfiguration) -- CPU 416 S7e] = =R =
Ml station  Edit Insert FLC  iew Options  “Window Help - 8 x
D" 0 & g N3 SR N2
- ol
i g ae [ afay
1 PS 405 44 - ]
2 CPU 416-3 PN/DP Profil:  [Standard =

A0 CPU414-20P ~
50 CPU 414-30P
50 CPU 414-3 PNDP

CPU 416 - 1BH Link UA: PROFINET-/0-Systern [100]

E
E

E

-1 CPU 414F 3 PN/DP
= CPU 4161

F-I] CPU 416-20P
-] CPU 41E-30P
E—:I-- CPU 416-3 PN/DOP

!IZI [ UrR1 B3 57 416-3ERO5-0AED
- @ V50
Slat Madule ... | Order number Firmware | b... | | addiese | O address | Comment W51
1 PS5 405 44 EEST 405-0DA01-0AL0 " :
2 CPU 416-3 PN/DP |6ESY 416-3ER05-0AB0 V5.1 2 - ve3
-1 BES7 416-3E506-04B0
" {13 BES7 416-3E507-04B0
X7 MDA = =0 CPU 416F2 v
NE R FERER =
ey Foer 7 Fr EEST 416-3EROG5-0AED ~ T
S = = work memany 5.6 MB code and 5.6 ME =
faidid Lty FER data; (0.030 me1 000 instructions: 16
4 e KB DI/0; 64 connections; 1*DP/MPL,

Press F1to get Help,
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Chapter 1

In the example, the CPU 416-3 PN/DP (6ES7 416-3ER05-0ABO)
firmware version V5.1 is used, which is also available as a software

PLC from IBHsoftec.

Double-click the line X5 PN-10 to open the Properties - PN-10

(R0O/S2.5) dialog box.

Properties - PN-I0 (R0/52.5)

General | Addresses I FROFINET I Synchronization | Time-of-Day Synchronization

Short description: FH-0

Device name: IPN A0

~Interface
Type: Ethemet
Device a

[ddress: 1001311 ] fETek)

Metwarked: s Froperties... |

Comment:

cocel | oo |

In the dialog box Properties, the IP address of the CPU 416 is
displayed. To change the IP address, click the Properties button.

Properties - Ethernet interface PMN-10 (RO/52.5)

General | Parameters

IP-Address
CPU 416-3 PN/DP change if necessary

) G ateray
P et % Do not use router
Subnet rmask: |255.255.255.IJ
 Lse router
Address: I

Subnet:

- ot hetwarked -
CPU 41E - IEH Link &

Mew...

Froperties...
Delete |

Properties - Industrial Ethernet

To display more details
on the connection
(Subnet) mark the
subnet name and click
the Properties button.

Mame: CPU 416 - IEH Link L&)
57 subnet ID: 00ZE - IDDDE

Project path:

Storage location

|CF'U A6 S¥e\CPU 416 - [BH Link LA

To close the o (e ralaa [a:45.17 57e\CPU 416 67

. Author: PSH
dialog boxes, !

. Date created: 0142342017 12:20:40 P
click the OK Last modified: 12/28/2020 071955 PH
button Comment: ’

click

Cancel | Help |
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Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-5

Clicking on the Save and Compile icon to save the configuration of
the CPU 416.

EEQ Hw Config - [CPU 16 (Configuration) -- CPU 416 57e]
E“]Station Edit Insert PLC  ‘iew Options ‘Window Help

D588 &|& |0 e | dda B8N
| e

1.2.2 Download, the PLC program and the System Data to the CPU

The connection from the PC to the CPU 416-3 PN/DP is made via
the Ethernet interface of the PC. The PG/PC interface must be
selected accordingly in SIMATIC Manager.

The name of the Ethernet connection may vary depending on the
network card used in the PC.

& SIMETIC Manager - [CPU 416 S7e - A7\5.17 STE\CPU 416 57] = e The PLC blocks
@ File Edit Insert PLC ‘iew Options ‘Window Help - &8 %
D |87 % 2R e % 2t [ <NoFiter> ~| FC6, FC8, DB2,
- CPU 416 57e Py Sypstemdaten 1 OB1
D an ;mlm k) ()% o and DB6 are no
- &-[f] cPU 4183 PN/OP FCe FCs . :
-l B e used in this
: @ Sources i3 DBE W2 Counter Yalues
examp|e_
-, 1BH Link L
Press F1 to get Help. A

Download System Data.

The Hardware configuration of the CPU 416-3 PN/DP is downloaded.

Download (294:36)

Do pou want ta load the system data?

confirm

Yes No |

The CPU 416 is not yet available in the UaExpert program window,
since an Ethernet connection (S7 connection) has not yet been
established.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File  View Server Document Settings Help

DePBEQ =02 x4 2 B O

Project B X Data Access View @ Attibutes 5 x
v [ Project # Server vk ® Q
v EIVET Attribute Value

12 IBHLinkUA@ibhlinkua_sc
v [1 Documents
[3 Data Access View

~ Nodeld ns=1;5=PLCs
Mamespacelndex 1
IdentifierType String

[Addrees Space 8 x Identifier PLCs
NodeClass Object
“ |No Highlight BrowseName 1, "PLCs"
1) Reot DisplayMName ", "PLCs"
v 3 Objects Description BadAttributeldinvalid (0x20350000)
&% Client WriteMask 0
&% DeviceSet UserWriteMask 0
& maTT RolePermissions BadAttributeldinvalid (0
UserRolePermissions BadAttributeldin
AccessRestrictions  BadAttributeldin
EventMNotifier Mone
& Stations | 15ted
3 Types
2 Views < >
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Chapter 1

1.2.3 IBH Link UA as SIMATIC PC station.
Mark the IBH Link UA station and double-click
open the hardware configuration window.

Configuration to

.‘-; SIMATIC Manager - [CPU 416 57 -- 885,17 STehCPU 416 57]

[o | = sl

. =@ cPU1E3PN/DR
; E-{57] Counter
[BH Link LA,
@ OPC Server

SIMATIC Station

Press F1to get Help,

% File Edit Insert PLC View Options  ‘Window Help - & x
0= | & D 25| %% | < NoFiler |
B8 CPU 416572 i OPC Server

=+ CPU 416 &

Configuration IBH Link UA (SIMATIC PC Station)

Note:
The Siemens OPC Server SW V8.2... and the CP Industrial Ethernet

interface IE General SW V8.2... are available in the
STEP7 SIMATIC Manager, TIA V13, and newer.

hardware catalogs of

@ H Config - [IBH Link UA (Configuration) -- CPL 416 S7e] =B ]

Eﬂ]§tatinn Edit Insert PLC  Wiew Options Window Help - & x
D& 58 B & Lol =R

A Blx|

s orc Find: it dhi]

Profile: |Standard j

-] o P

|m:|ax| Module ... | Order numbe... | Firmware | WP addre.. | | addr.. | Comment |

=8 {:I User &pplication ~

{23 Application
ED OPC Server

-] .. W VEDSP4
S VEDSPE .

S VB
S VB2 5P ...

N
[ -[] swvsz. v

C7

Press F1 to get Help,

PROFIBUS-DP slaves for SIMATIC 57 and

=

[distributed rack]

Double-click the name of the CP Industrial Ethernet interface IE
General IBH to open the Properties dialog box.

Properties - [E General

Options I FROFINET I D\agnuslics]
Shoit Description IE General
Prowy for any Industrial Ethernet madule, 150, TCRAP, 57 and 57-H
communication [via 1IS0onTCP), PG functions, routing, PROFINET 10
controller, prioritized startup, SIMATIC NET PC software 8.2
Qider No./ firmware: IE_CF /%82
Mame: |E General
Intertace Plant Designation:
Type: Ethernet |
Address: 10.013.83 Location Designation:
MNetworked: Yes Properties.... |
LComment:
g confirm

Cancel Help

In the dialog box
Properties, the IP
address of the IBH Link
UA is displayed. To
change the IP address,
click the Properties
button.
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Dialog box Properties - Ethernet interface IE General (R0/S2)

Properties - Ethernet interface |E General (R0/52)

General  Parameters |

[ Set MAC address / use IS0 protocok

¥ IP protocal is being used

MAL address:

change if necessary
rE

1P address: 10013.89
L T p_Address  Donobuse mouter
Subnet maszk: 255.255.255.0 1Y Link LA
 Use router
Address: I
Subnet:

- ot networked - Mew...

CPU 416 - IBH Link UA

Froperties. ..
-’;l
Delete |

Properties - Industrial Ethernet

CPU 416 - [BH Link L&)

IDD2E ° IDDDS

To display more details on
the connection (Subnet) mark
the subnet name and click the
Properties button.

_g.confirm
=)
Marne:
57 subnet [D:
Froject path:

|CF'U 416 57ehCPU 416 - IBH Link LA

Storage location

e et [4:15.17 57eA\CPU 416 57
Authar: |PSH
To close the dia|og Date created: 01/23/2017 12:20:40 PM
. Last modified: 12/26/2020 07:1%55 PM
bOXGS, C||Ck the OK Comment: |
button.
_g confirm

Cancel | Help |

Clicking on the Save and Compile icon to save the configuration of

the IBH Link UA.

i

E“] Station

Edit

Efﬂ HuW Config - [IBH Link UA (Configuration) -- CPU 416 57e]
Insert  PLC  Wiew Options

Window  Help

D&e" 8 S| 8| bk

| (Click)

|Save and Cu:umpile|

B =% w2

|C|:|nfigure Netw-:urk|

Clicking on the Configure network icon displays the CPU-416 and

IBH Link UA link graphically.

B2 NetPro - [CPU 416 57 (Hetwork) -- 445,17 S7e\CPL 416 57] =N E=R
BB Metwork Edit Inset PLC  View Options  Window  Help - 8 x
AR T I

1 -
CPU416 - IBH Link UA
Industrial Ethernet
CPU416 IBH Link LA
: CPU MPIDITPR-IT = IE
I 463 H e Gener
FHIDF; H I
pI | ]
2
v
Local I0r ‘ Partnier 1T Partner Type Active connection | Subnet -~
T
T o ™ not defined
v
J Ready |Rea|tek PCle GbE Farnily Controller TCPIP.2 | 2

TTI
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The CPU 416 is still not displayed in the UaExpert program window.

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help
DeBBO =0 XKLA BRO
Project & X| Data Access View O |Attributes 8 X
~ [3 Project # Server Sk ©
e D-—aﬁmﬂ‘ - — Attribute Value
IBHLinkUA@ibhlinkua_sc v Nodeld ns=1:s=PLCs
v [A Documents N
amespacelndex 1
3 Data Access View IdentifierType String
Identifier PLCs
x
e 2 NodeClass Object
% | No Highlight & BrowseMName 1, "PLCs"
=) Root DisplayMame R
v [ Objects Description BadAttributeldinvalid (Ox
> & Client WriteMask 0
» % DeviceSet UserWriteMask 0
> & marT RolePermissions BadAttributeldlnvalid (Ox
> & Modbus i s BadAttributeldinvalid (0x30
BadAttributeldinvalid (Ox
o) PLCs o T
& Ser\.rer\ ventMotifier one
5> 3 Slots no CPU is
> [ Stations listed
> @ Types
> O Views < >

Connecting the CPU-416 with the IBH Link UA

Using the following steps, an S7 connection is established between
the CPU 416 and the IBH Link UA.

%g Metwork  Edit

B8 MetPro - [CPU 416 57e (Metwork) - A35,17 S7e\CPU 416 57]
Insert  PLC View  Options

Window Help

T T I

CPU416 - IBH Link A
Industrial Ethernet

Right-click OPC-Server
and click Insert New

I

CPU416

CPU IMPIDITPH-IC
6.3 | |

Al

PH/DF

|

IBH Link UA

IE
Gener:

=
o]

Mame: OPC Server jriant clck)
Type: OPC Server wB.2 Insert Mew Canne

Download

Rearrange

Object Properties...

connection to open the
Insert New connection
dialog box.

Ctrl+N

ction, =

— Connection Partner

Click OK to display more
information on the S7
connection.

57 connection

OFPC | Status |nfarmation

i~ Local Connection End Faint

Connection identification
I Configured dynamic connection Local 1D
™ Configured at one end [7 cannectian_1
¥ Establish an active connection WFD Name
™ Send operating mode messages IDFE Server
1~ Connection Path
Local Partrer
Prp IBH Link L&/ CPU 416/
End Peint IDFE Server IEFU £16:3 PN/DP
Intertace: IE General =] [cPU4TB3PN/OP, PHADIRD/SZ) v |
Subnet: ICPU 416 - IBH Link U [Industrial Etherr ICF’U 416 - IBH Link U [Industrial Etherr
Address 1001389 [0z
IP-Address IP-Address Address Details. .
IBH Link UA CPU 416-3 PN/DP _
click
confirm,

Cancel Help

IBH Link UA Training

E@ In the curment project
| B8P CPUAIESTe
- CPU 418

[Unzpecified)
- &l broadcast stations
- Al multicast stations

----- % In unkrown project

Project: [cPo#E 572 e
Station: |[:PL| 415
Muodule: |CPU 416-3 FN/DP
— Connection
Type: ”S? connection | |

¥ Display properties befare inserting

click

rmnﬁrm ¥
QK. i Apply | Cancel | Help |

Click the Apply for confirmation.

TTI

Trans Tech International® 2021



Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-9

Address Details can be displayed by clicking the button.

Address Details

Partrer
" CPU 416/
End Paint: ICF'U 416-3 PN/DP
Rack#Slat: |2

Connection Resource |1 il il
[hex]:
TSAP: |1D.11 10.02

57 Subnet ID: IDD2E - 0005 |DD2E - 0005

click

The established S7 connection between the CPU 416 and the IBH
Link UA is displayed.

477

B8 10tpro - [CPU 416 ST (Network) - 545,17 STeCPU 416 57] = e ==
B2 Network Edit Insert PLC  Wiew Options  Window  Help - & x
SH §gee dalddL Bl

1 ~
CPU 416 - IBH Link UA
Industrial Ethemet
CPU 416
|||||| CPU PIDIPN-IC
I 4163 1 1
PH/DF, 1
|
2
v

Local I Partner Ot Partner Type Active connection | Subnet -~
57 connection_1 1 CPU 416 f CPU 416-3 PRIDP 57 connection Yes CPU 416 - IBH Link UA [IE]

I v
_l Ready |Realtek PCle GBE Family Controller TCPIP.2 |2

UaExpert Program Window

The CPU 416 is still not displayed in the UaExpert program window.

»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

DNePBEO =2 X% 2 >l

Project & X Data Access View Q attributes B %
v [3 Project 2 Server Gl ® (]
M — Attribute Value
12 IBHLinkUA@ibhlinkua_sc v Noddd nee1e<PLCs
v B Documents Mamespacelndex 1
[ Dats Access View IdentifierType String
Identifier PLCs
e oace 5 & NodeClass Object
3 |No Highlight < BrowseName 1,"PLCS"
1) Root DisplayName " "PLCs"
~ ) Objects Description BadAttributeldinvalid ((x80350000)
& Client WriteMask o
&b DeviceSet UserWriteMask 0
& mart R‘C\EF'E\'I'FHE:\DI'U Be:ltttr\\:l.ltEI:Hn- alid '.
& Modbus L-iE,IF\i‘?IEP.EI.-n.“-LLIEfH- Bafl \P:'thEIan,ahfl (
H AccessRestrictions  BadAttributeldinvalid (D8
D PLCs : '
EventNotifier None
&% Server .
3 Slots MO CPUis
[Ep—
2 Types
12 Views < >

1.2.4 Select the symbols to be used (OPC tags)

Right-click OPC-Server and click Object Properties to open the

Properties — OPC Server dialog box.

! |
TTI Trans Tech International® 2021 IBH Link UA Training



Page 1-10 Connection of a CPU 416 to the IBH Link UA — Historical data Chapter 1

%,% MNetPro - [CPU 416 57e (Metwork) -- 85,17 S7e\CPU 416 57]
BP Network Edit Insert PLC View Options Window Help

FH S e dd 5 TS BN

1
CPU416 - IBH Link UA
Industrial Ethernst
CPU 416 IEH Link UA
% [T = E
"”H” 4163 | H Genen
PN/DI H |
| el m
2
MName: OPC Server jriantefiek)
Type: OPC Server v8.2 Insert New Connection Ctrl+l
Highlight >
Dowinload >
Rearrange (SIEE)
Object Properties®, Alt+Return

Properties - OPC Server

SHMP | PROFINET 10 | 374 Redundancy
Genedl | DR | DFmasterclassz | FOL | &7 | sosce

Shart Description: OPC Server

OPC server for the protocols DP, FDL, 57 [across subnets). 57 message
texts, S57UA redundancy. 1IS0/TCP, SNMP, DP Master class 2,
PROFINET 10 controller. SIMATIC MET PC software V8.2 ..

Order No./ firmnware: OPC Server /VE.2

Harme:

Caomment

Cancel Help
The tab S7 defines the symbols (OPC tags) to be used.

s - OPC Server

SNMP | PROFINET IO | 57-UA Redundancy
General DFP | DPmasterchss2 | FOL 1S0/TCP

Cycle time: il ms

- Access Protection
I Activate

Default rights | |
[~ Rights specific to OFC items Edit.

 Use Symbl
 Mane

Mark Configured and click

Configue. .
™ &nay elements visible at ntime th e conf’gure Ty b Utto n.

Time after which an unforwardable protocol alam is removed: E0000 ms
taximumn number of pending alarms: 500

Cancel I Help

Global Variable (OPC tags) CPU 416-3 PN/DP

Configure Symbols

=B CPU 416 5Ts ariable symbol Carinection
EHE CPU 216 LirCondiioneData  DE 2 DE 2 Mo S 1 Mone
=] CourteiD ata DE& DE & Tes 57 connection_1  Rw
T} AiConditionerD ata tl L 1 es 7 conhection 1 W
ate_Time 16 5 o 5
= CounteData Dawn BOOL M 25  ‘Yes S L Rw
£ Date_Time 1sCounting BOOL Mo 22 Yes 57 connectior_1 AW
Max BOOL M 20 Yes 57 conmection_1 AW
Min BooL M 21 Yes 57 connection_1  Rw
Up BOOL M 2B Yes 57 connection_1 Bw
Yalue INT MW 12 Yes 57 connection 1 AW
i~ Elemerits in active branch Symbol settings
Symbols; 18 /32 [ Visible ACCess permissions:
CIEYGEEREE ) = ST Connection: 57 connection_1
v Download only visible symbols Edit EU Lo/ Hi W Inchide lower-level spmbals

Access path
[|EF‘U 416:57.CPU 416.CPU 416-3PN/DP |

Import file | Expart file | Cancel | Help I

I —————————
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Data block CounterData [DB2] OPC tags

Configure Symbols

[=-Bp CFU 416 57e L e
2 CPU 416 S ‘

= [@ crU N3 PNOP
-k AilConditionerD ata
=8} CounterData
AT} Stuctue
AT} Date_Time

r~ Elements in active branch Spmbal seting:
Symbuols: g /B ¥, isible ACCess peimissions:
Array elements: - o =) Connection: IS? connection_1 ;I
¥ Download only visble symbols Edit EU Lo /Hi ¥ Include lower-level spmbals

Access path
’7|EFU 416 572 CPU 416.CPU 416-3 PN/DP . CounterD ata ‘

Irnport file | Export file | Cancel | Help |

Structure Data block CounterData [DB2] OPC tags

Configure Symbols

E% CPU HE57e ‘Wariable symbal Diata type | Address il coess rights §| EU L
2§ CPU 418 ] 3 INT
=- CPU 416-3 PMDP INT
i it BOOL
E {F AilConditionerD ata - i

CaunterData

R § Ctruicture
LofTF Date_Time
~ Elements in active branch Spmbal zetting:
Symbols: 4 ro4 ¥, isible ACCESS Pemissions: Iﬁ
k - open | select
Array elements: . ;o EHETE) Caonnection: IS? connection_1 ;I
¥ Download anly vishle symbols Edit EU Lo /Hi ¥ Include lower-level spmbals

Access path
IVICF’U 416 572 CPU 416.CPU 416-3 PN/DP. CounterD ata. 5 tructure ‘

confirm
Imnport file | Expart file | Cancel | Help |

Click the OK buttons to close the Configure Symbols and the
Properties - OPC Server dialog boxes.

NetPro - CPU 416 S7e (Network) window

Clicking on the Save and Compile icon to save the configuration of
the CPU 416 and IBH Link UA.

P

%‘?g MetPro - [CPU 416 57e (Metwork) -- 255,17 57\ CPU 416 57]
B Metwork  Edit  Insert PLC  Wiew Options  Window  Help

NI

| |Save and Cu:umpile| Compile

@ Compile and check everthing

Save and Compile

" Compile changes only

The successful compiling and P
. . )4 Cancel Help
saving are displayed.

£ CQutputs for consistency check for AMS17 57TECPU 416 SACPU 416572 —

File  Edit

Message type I Message I Type I Project narme I Praoject path I

Mo errars,

TTI Trans Tech International® 2021 IBH Link UA Training



Page 1-12 Connection of a CPU 416 to the IBH Link UA — Historical data Chapter 1

Download the configuration of the CPU 416 and IBH Link UA.
Right-click OPC-Server and click Download / Selected and Partner

Stations.
B2 [yetPro - [CPU 416 57 (Metwark) -- A5, 17 S7£4CPU 416 57] =N =
B Metwork Edit Insert PLC View Options Window Help -8 x

e I T WL

CPU416 - IBH Link UA
Industrial Ethernet

Insert New Cannection

Highlight

Download > Selected Stations Cirl+L

a Selected and Partner Stations

earrange o

YNglick)

Object Properties.. Alt+Retum [
[LocalD Pertner D[ Pariner [ Tyme [ Active connection | subnet | ~
|57 comnection 1 i1 i CFU416/CFU416-3PNIDP | 57 connection ives {CPU G - IBHLIn. | .
I : : : : : |
| Ready [Realtek PCle GbE Family Contraller TCPIP.2 | 2

Several information must be confirmed to complete the download.

1.2.5 UaExpert — Program Window
The CPU 416 is now displayed in the UaExpert program window.

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

DeDBE # =0 X2 B O

Project g X Data Access View o Attributes [
v [ Project 2 Server Seh L)
v 0 %NE“ . o Attribute Value
IBHLinkUA@ibhlinkua_sc v Nodeld ns=4;s=CPU 416.CPU 416-3 PN/DP
v [0 Documents | IBHLinkUA@ibhlinkua_sc Namespacelndex 4
[ Data Access Vie| Endpoint Url: opc.tep://fibhlinkua_sc:48010 \dentifierType String
Security Policy: None [_"L
i Messat;e o u)‘rity Mede: None Identifier CPU 416.CPU 416-3 PN/DP |
MNodeClass Object
by ighli -
~# |No Highiight BrowseName 4, "CPU 416-3 PN/DP"
2 Root DisplayMame ", "CPU 416-3 PN/DP"
v [ Objects Description BadAttributeldinvalic (08035
&% Client WriteMask 0
&% DeviceSet UserWriteMask 0
n& MOTT RolePermissions BadAttributeldlnvalid (0

&% Modbus UserRolePerm s BadAttributeldinvalid

hd PLCs AccessRestrictions  BadAttributeldinvalid (Cx
CPU 416-3 PN/DP ] EventMotifier Mone

o Server
= Slots
[ Stations
=) Types
2 Views < >

If the UaExpert program window was still active in the background of
the PC, the connection to the IBH Link UA must be interrupted and
restarted.

Disconnect the IBH Link UA Server Connecting to the IBH Link UA Server

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ + Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help File View Server Document Settings Help

P BBO +=°>X42 %< 0gBBO =0 x40 x|«

Project 5 X Proi 5 x
o] Disconnect Server ||' < Connect Server
~ [ Project ~ [ Project
~ [ Servers ~ [ Servers
t& IBHLinkUA@ibhlinkua_sc Q IBHLinkUA@ibhlinkua_sc

I ————————
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The operands defined in the symbol table, and the data from the
data block CounterData [DB2], which have been defined as OPC
tags, are listed under GlobalVars and Programs. Using Drag&Drop
the status of the tags can be displayed in the Data Access View.

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

Eile View Server Document Settings Help
D BB = XK8 BRDO
Project B X DataAccess View Q
~ [3 Project # Server Mode Id Display Name ( Value \ Datatype Source Timestamp  Server Timestamp  Statuscode
N D Servers 1 IBHLinkUA...  M54[String|CPU 416... CounterON true Boolean 12:46:41.036 12:46:42.190 Good
e e | R R
inkUA.. ring| ... IsCounting Tue oolean :47:27. :47:28, oo
¥ [ Documents 4 IBHLinkUA...  MS4[String|CPU 416... Max false Boolean 12:47:29.498 12:47:30.207 Good
D Data Access View 5 IBHLinkUA...  MN54|String|CPU 416... Min false Boolean 12:4 4 Good
6 IBHLinkUA...  NS54|5t CPU416.. U t Bool Good
Address Space g X |7 IBHL::I(UAH. M54 St:::g CPU 416... \n’aplue Tr;5e4 Inlﬁ*;ﬂﬂ Gggd
P - 8 IBHLinkUA...  N54|String|CPU 416... CounterValue 1655 Int16 Good
Cr |Ma Highlight T |2 IBHLinkUA.. NS4[String|CPU 416.. CountingON | true Boolean Good
D Root 10 M54|5tring|CPU 416.. Dummy 1] Int1& Good
. 11 M54|String|CPU 416... MaxValue 10000 Int1& : Good
A= Objects 12 MNS54[5tring|CPU 416... MinValue 100 Int16 12:47:53.060 12:47:53.721 Good
& Client 13 IBHLinkUA...  N54|String|CPU 416... Switch_2 true Boolean 12:47:55.370 12:47:56.223 Good
. 14 IBHLinkUA..  M54[String|CPU 416... Value 1655 J Int16 12:49:37.513 12:49:37.763 Good
% DeviceSet h
& warr —
&% Modbus Drag & Drop =
v 3 PLCs
~ s CPU416-3 PN/DP rDaia Access View N
¥ DeviceHealth .
M D::::Mzual I #  Display Name Value Datatype  Source Timestamp
@ DeviceRevision 1 CounterON true Boolean 12:46:41.036
v |2 GlobalVars 2 Down true Boolean 12:58:10.702
CounterON 3 IsCounting true Boolean 12:47:27.948
Down 4 Max false Boolean 12:47:29.498
IsCounting 5 Min false Boolean 12:47:31.020
Max & Up false Boolean 12:38:10.702
Min 7 Value 4035 Int16 12:58:25.960
Up &  CounterValue 4038 Int16 12:58:25.960
Value 9 CountingON true Boolean 12:47:47.210
T T 10 Dummy 0 Int16 12:47:49.220
@ Manufacturer , 11 MaxValue 10000 Int16 12:47:50,754
@ Model 12 MinValue 100 Int16 12:47:53.060
& cterset 13 Switch_2 true Boolean 12:47:53.370
arameter 14 Value 4058 Int16 12:58:25.960 .
v & Programs .
. /
@ CounterValue 7 - ™
@ CountingON Data Access View
4 Dumn z Server Node Id
v LD Structure 1 IBHLinkUA@ibhlinkua_sc  MS4|String|CPU 416.CPU 416-3 PN/DP.GlobalVars.CounterOMN
@ MaxValue 2 IBHLinkUA@ibhlinkua_sc  MN54|String|CPU 416.CPU 416-3 PN/DP.GlobalVars.Down
@ MinValue 3 IBHLinkUA@ibhlinkua_sc  MS4[String|CPU 416.CPU 416-3 PN/DP.GlobalVars.lsCounting
@ Switch 2 4 IBHLinkUA@ibhlinkua_sc  MN54|String|CPU 416.CPU 416-3 PN/DP.GlobalVars.Max
@ Value 5 IBHLinkUA@ibhlinkua_sc  N54[String|CPU 416.CPU 416-3 PN/DP.GlobalVars.Min
3 SupportedTypes 6 IBHLinkUA@ibhlinkua_sc  NS54[5tring|CPU 416.CPU 416-3 PN/DP.GlobalVars.Up
 Reviao T 7 IBHLinkUA®@ibhlinkua_sc  NS4|String|CPU 416.CPU 416-3 PN/DP.GlobalVars.Value
svisiont-ounter 8 IBHLinkUA@ibhlinkua_sc  MN54|String|CPU 416.CPU 416-3 PN/DP.Programs.CounterData. CounterValue
# SerialNumber 9 IBHLinkUA®@ibhlinkua_sc  NS4|String|CPU 416.CPU 416-2 PN/DP Programs.CounterData.CountingON
@ SoftwareRevision 10 IBHLinkUA@ibhlinkua_sc  MN54|String|CPU 416.CPU 416-3 PN/DP.Programs.CounterData. Dummy
& Tasks 1 IBHLinkUA@ibhlinkua_sc  MNS4|String|CPU 416.CPU 416-3 PN/DP.Programs.CounterData.Structure. MaxValue
% Server 12 IBHLinkUA@ibhlinkua_sc  MN54|String|CPU 416.CPU 416-3 PN/DP.Programs.CounterData. Structure.MinValue
Slots n ibhlinkua_sc tring : - Programs.CounterData. Structure Switch_
(] 13 IBHLinkUA@ibhlinks MS4|5tring|CPU 416.CPU 416-3 PN/DP.P C Data.5 Switch_2
B3 Stations \]4 IBHLinkUA@ibhlinkua_sc  MNS54|5tring|CPU 416.CPU 416-3 PNJ‘DP.Proqrams.CountErData.Structure.‘u’alue v,
[} Types
I Views < 2

The PLC program Counter — Project CPU 416 S7e — is processed,
the changes are displayed in the Data Access View / Value window.

Online status CPU 416 — Counter Values

&3 Jar - [Counter Walues -- @CPL 416 S7e\CPU 416.CPU 416-3 PN/DPACounter ONLINE] =N o=
&ﬁ Table Edit Insert PLC  ‘Variable \iew Options  Window Help - 8 %X
*| Dle|a| 8| & (mle[o|«| X|Fs 8] 8| Ve o 64 w|
,r; Address Symbaol Dizplay formsat |_Status value | Modify value ~
1 Mo 01 "CounterOn" BOOL true
2 Mo 25 "Daseen” BOCL
3 M 26 "Up" BOCL
4 Mo 20 R BOOL
5 M2 "Min" BOCL
=] w12 "alug" DEC
7 DBSDEX 0.0 "CounterData” CourtingCrl BOCL
g DESDEVY 4 "CourterData" Counter'/alue DEC
q DBSDEVY B "CourterData” Structure Min'alue DEC
10 DESDEVY & "CourterData" Structure MasWalue DEC
1 DBEs.DEVY 12§ "CounterData" Structure Value DEC W
CPU 416 S7erCPU 4164 \Counter G !

I —————————
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Connection of a CPU 416 to the IBH Link UA — Historical data

Chapter 1

1.3 Complex Variable — STRUCT —in the IBH Link OPC

UA Server

In the global data block CounterData [DB2] a Structure is present.
The structure is displayed in the UaExpert program window. The
identifier and the identifier type give a unique name that avoids a

name conflict.

+ Unified Automation UaEx pert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

g X

o

Address Space
2 | No Highlight
¥ & Programs
@ CounterValue
‘@ CountingON
@ Dumm
e st
@ MaxValue
@ MinValue
4@ Switch_2
@ Value
D SupportedTypes

DFBBB +=° X428 KD
Project B X Data Access View © \attributes
~ [ Project 2 ervel Nodeld| % || I @
v [ Servers Attribute
% IBHLinkUA@ibhlinkua_sc v Modeld
v [3 Documents MNamespacelndex 4
[0 Data Access View

Value
ns=4s=CPU 416.CPU 416-3 PN/DP Programs.CounterData. Structure

String

IdentifierType
I |dentifier

CPU 416.CPU 416-3 PN/DP.Programs.CounterData.Structure ]

MNodeClass
BrowseMame
DisplayMame
Description
WriteMask
UserWriteMask
RolePermissions
UserRolePerr
AccessRestrictions
EventNotifier

ions BadAttributeldlnvalid (0x

Object .3

4, "JStructurE” CPU 416.CPU 416-3 PN/DP.Programs.CounterData.Structure
" "Structure”
BadAttributeldlnvalid (0x80350000)
0

0

BadAttributeldinvalid (Ox

BadAttributeldinvalid (Ox
MNone

1.3.1 Using Structure Variables

Within the IBH Link browser window System the OPC UA option
Use Structure Variables may be activated. With S7-300 / S7-400,
64-byte structures are consistently possible.

IBHsoftec WIKI

- mﬁ" IBHsaftec Wiki English | X

IBH Link UA

IEH Link UA &

« Diescription
« Startup operations
« Configuration with TIA Portal
« Configuration with STERY
[ + Consistent Reading/writing arrays and structures |
« Loading multible projects into the IBH Link UA
« Configuration with IBH OPC Editor
« Configuration with IBH OPC UA Editar

© & https/awikiibhsoftec.com fen/Main_Page®iBH_Link_UA ==

9 %

The structure variables are
described in detail in IBHsoftec
WIKI under the heading
Consistent Reading/Writing
arrays and structures.

IBH Link UA Training
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Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-15

Programs in the UaExpert window prior activating the structure
variables

In the Address Space window, below Programs, the structure is
listed with the variable.

No additional information belonging to Structure is displayed.

+" Unified Automation UaEx pert - The OPC Unified Architecture Client - NewProject™

File View Sever Document Seftings Help

D PP =0 X% 8 B RO

Project

12 IBHLinkUA@ibhlinkua sc
~ [ Documents
9 Data Access View

Address Space
| No Highiight

~ 3 CounterData
nterValue

[~ S sicae |

@ MaxValue
@ MinValue
@ Switch 2
@ Value
1) SupportedTypes

System Browser window

& ¢ o © & 10013897 - hackuprestore - & =
%F (] 0 o1 s running Logaut | Update password single-core

Device inforrmation

Firmware ‘ersion  |BH Link UA v5.20 Dec 26 2020 16:39.56
Serial number 10331

"""""""""""""" HWW revision 201 imxh single-core

MAC address 1 S0:20:F4:19:9D:16

"""""""""""""" MAC address 24 50:20:FA:15 A7 B3
_________ Wariable count 16 . iy
CPUlnad (%) 102 “HOPC
,,,,,,,,,,,,,,,,,,,,,,,, Memary usage (%) 26.5
Temperature (°C)  49.2
"""""""""""""" VBAT_&Y 500v
WIN_24 1772y

Backup and Restore settings

"""""""""""""" Restart [EH Link U&

Warlable Names

QPC UA options
"""""""""""""" Build structure variables (mark) Build structure variables. It will require more memary |

Setting is applied when you restart

,,,,,,,,,,,,,,,,,,,,,,,, Update Source Timestamp [ The source timestamp will not be refreshed on every
Apply

lBHsoftec | B

wewew ibhsoftec com  Contact  Wiki

Marking the check box Build Structure Variables and additionally
clicking on the Apply button and confirming it the function will be
activated.

Structure variables created require additional memory.

If the option Use Structure Variables is activated, the OPC server is

restarted. In the UaExpert window Data Access View the variables

_________________________________________________________________________________________________________________________|]
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Page 1-16 Connection of a CPU 416 to the IBH Link UA — Historical data Chapter 1

of the structure are displayed in red while the OPC server is not
running (the connection to the OPC server is interrupted).

After restarting the OPC server and restarting the connection of the
UaExpert to the IBH Link UA, the system variable Consistent is
displayed. If this variable is true, consistent data can be read from
the CPU (read) and written to the CPU (write).

Use Drag&Drop to pull Consistent and Structure into the Data
Access View field.

+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

DEFPED #=0 X428 RO

Project & X Data Access View Q
~ [ Project £ Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp  Statuscode
v [3 Servers 1 IBHLInkUA®... NS4[String|CPU 416... MaxValue 10000 Int16 14:53:06.311 14:53:07.184 Good

12 IBHLinkUA@ibhlinkua_sc 2 IBHLinkUA®... N34|String|CPU 416... MinValue 100 Int16 14:53:08.844 14:53:09.691 Good
. - 3 IBHLinkUA@... NS4[String|CPU 416... Switch_2 true Boolean 14:53:11.225 14:53:12.192 Good
0 Documents 4 IBHLInkUA®... NS4|String|CPU 416... Value Int16 14:56:41.305 14:56:41.556 Good
[ Date Access View 5 [BHLinkUA| S4/String|CPU 416... Consistent Boolean 14:55:27.505 14:55:40.855 Good

5 54[String|CPU 416... Structure splay ject 14:56:41.305 14:56:41.556

Address Space F x

4 | No Highlight - Drag & Drop "
D Root +  Edit Value
= Objects
&% Client CPU 416.CPU 416-3 PN/DP.Types.Programs.CounterData. Structure
&% DeviceSet MinValue 100
& marT MaxValue [ 52" 0 changed 3
&% Modbus Switch_2 true
~ [ PLCs Value 5302
_ i 4
% T Values can be modified Wite Cancel
@ Devi and are online visible
eviceManual :
@ DeviceRevision in the CPU.
I GlobalVars
@ HardwareRevision
@ Menufacturer -
# Model (DEE Access View \
&% ParameterSet
~ & Programs #  Display Mame Datatype Source Timestamp
MaxValue Int16 16:58:40.415
suntervalue =
@ CountingON MinValue Int16 16:58:40.415
@ Dummy Switch_2 Boolean 14:53:11.225

Value Int16 1727:18.677
Consistent Boolean 14:55:27.503
Structure Double click to display value : ExtensionObject  17:27:18.677

~ @ Structure
# Consistent
@ MaxValue

@ MinValue
@ Switch_2
@ Value
120 SupportedTypes
# RevisionCounter
 SerialNumber
« SoftwareRevision

" Edit Value 28 Double-clicking on the icon in the
Name Value Double click to display value
v CPU 416.CPU 416-2 PN/DP.Types.Pregrams.CounterData. Structure N N
MinValue %%
Minkalue 5 g changed | Structure line opens a dialog box

Switch 2 true "| to display and modify the
Value 5302 -
: variables of the Structure.

Write Cancel

Online Status Structure variables data block CounterData [DB5]

fie; LAD/STL/FED - [@DES -- "CounterData” -- CPU 416 S7e\CPU A1GCPU 416-3 PN/DP.ADEZ ONLINE] | = || 2 |23
I+ File Edit Inzert PLC  Debug  View Options Window Help - 8 X

D@ e W& BR[| olehdal2ser] <! [TE|RS DN

Type Initial wvalw(fictual value |Comment

0 EOOL FALZE TEITE On / 0ff switch 1

u] INT u] u] Dammyy

O|CounterValue INT a 5745 Counter wvalue

0]t ructure. MinValue INT 100 29 winimum Counter value\
2. 0|8cructure. MaxWalue INT o000 9930 nmaximum Counter walue

10.0|3tructure. Switch 2 EOOL FALSE TEUE On / 0ff switch Z
1z.0|Scructure. Value INT a 2745 Counter walue L

Press F1to get Help, <> A

I ————————
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1.4 Historical Data - IBH Link UA

While OPC Data Access allows access to data in real-time, OPC
Historical Data Access, also called OPC HDA, supports access to

data already stored.

From simple data logging systems to complex SCADA systems,
historical data can be queried in a standardized way.

The historical data are activated via the IBH Link UA History web
interface. The historical data are organized in the IBH Link UA as a

ring buffer in RAM.

The project CPU 416 S7e with the SIMATIC 400 Stations provided

the S7 program Counter.

The OPC tag (GlobalVvars) Value is activated for historical access.

- B IBH Link UA - History

<« c @ © & 10.0.13.8977_=/history

s running
ddress space
"""""""""""" YCPU 416
¥ CPU 416-3 PN/DP

"""""""""""" DevicaManual
,,,,,,,,,,,,,,,,,,,,,,, DeviceRevision
HardwareRevision
Manufacturer
Madel

RevisionCounter

,,,,,,,,,,,,,,,,,,,,,,, SerialMurmber
SoftwareRevision

» Programs

> Tasks

DeviceHealth

Activate/Change history

» Parameterset Deactivate history

¥ Glohalvars,

Up

Dawn

IsCounting

Min

Max

Cauntsron
Activate/Change histary

Deactivate history

Logout | Updats password
History active Sampling Rate | History Buffer Size | Minimum Change

Load XML

N N

- P n @ ® O

single-core

History parameter
Enter the zampling rate [geconds].
Enter the histary buffer size [number of values]
1000 change settings
if necessary

Store on minimum change;
(O R —

m Cancel

1000

is inserted

Store XML | | Rermove all | Remanent history (No SD card) ‘

Remanent history off

lBHsoftec

worwibhsoftec.com  Contact  Wiki

=
=E0PC UA

History variables

The History vars tab displays the variables with their parameters.

- 1B IBH Link UA - History

&«

8

TTI Trans Tech International® 2021
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cC @ © & 10013897 = /istory - 9 neo ® o =
Sl L n y :
yﬂzﬂ m\ L) ris running % Update password single-core
Address space Sampling Rate | History Buffer Size | Minimum Change
""""""""""""" ns=4;s=CPLl 416 .CPU 416-3 PN/DP.Globalvars Max 0.5 1000 u]
ns=4;s=CPLU 416.CPU 416-3 PN/DP.Globalvars Min 0.5 1000 u]
ns=4;5=CPLl 416 .CPU 416-3 PH/DP.Globalvars Walue 0.5 1000 0
------------------------- Deactivate history | | &
| History | = 1
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1.4.1 UaExpert - program window

Click in UaExpert Document / Add. In the opened dialog box, select
History Trend View and confirm.

Unified Automation UaExpert - The OPC Unified Architecturs

File View Server Document Settings Help

A= El Add..
WED;W E

Remave
Pri

~ [3 Project

~ [A Servers Document Type: (open ] selec‘l).
Q} IBHLinkUA@ibhlinkua_sc l History Trend View l

~ [1 Documents

[J)  Hide/ unhideall d

Description:
[3 Data Access View Sinet
This document type can be used for obtaining ~
historical data for one or more OPC UA Nodes.
Address Space 8 | The received values are displayed in a graphical
£+ | No Highlight trend view,
5 Root
v B Objects License Type: Runtime License
> & Client
3 & DeviceSet There are no functional limitations. v
2 confirm e
> & warr A i ]| o
> % Modbus

The historical data of values

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

File  View Server Document Settings Help
7~ ' 2 ~
D@ © + M % K
Project & X History Trend View L)
~ [A Project —
- n Servers Configuration A
12y IBHLinkUA@ibhlinkua_sc Server DisplayName  Nodeld Color ) Single Update AP Cvoic Lpdate
Ay Docultnents : IBHLinkUA@ib... Value NS4[String|CPU ... magenta Start Time: Timespan:
IR Htory e View 30.12.20 08:00:00.000
Drag & Drop End Time: Update Interval:
X
Adees Soare 2 30.12.20 20:00:00.000
% |No Highlight -
& Root > GetStartTme | Update (click
~ ) Objects 0 a
> &% Client
» & DeviceSet Mumeric Values .NS‘IISmngICPU 415,CPU 416-3 PN/DP.GlobalVars. Value
> % MaTT 10.000 T T
> &% Modbus 1
v Decs g NS4|String|CPU 416.CPU 416-3 PN/DP.GlobalVars. Value
~ g CPU416-3 PN/DP 1 30.12.2020 18:16:45.790
¥ DeviceHealth g 3167
@ DeviceManual 5.000
DeviceRevision 1 f.
~ ) GlobalVars g C-o-anany
> @ CounterON 1 -.‘\'
> @ Down b
> @ IsCounting 0
S @ Max T T T T T T T 1
> @ Min () ] ]
> @u ’Eﬁ?g’a ’P@ab& ’9’909@ ’é&e@ ’P@a?é! "Iéﬁaé? ’P@( ?é! "'?’PB@Q
D R 2§ s S 2% P 275 2t 8 WS
> 7.5 gy o7 ey e T o e
i BT A BTN o AN AT e LT
¥ HardwareRevision & 3 F ) ¥ & 7 -
@ Manufacturer
¢ Model Catch Values Reset View
> & ParameterSet

Note:
If a formatted SD-card is available in the IBH Link UA, history variables
can be stored remanent on the SD-card.

- B IEH Link L& - History

< ¢ D & 10092697 sty w @ Wme =

S Logout || Update paswerd | single-core
Hislury Lres Hislury vars
Fomi e s
»57 416
L ¥
Activata Changs history || Deachae hisary | | Lond XML Stora XML | | Remave ol |

Eemanent history nnk .

Fogenanset Mty o | Spopes History on S0 covd remanenty |

|Hi5tory | o ———|
I ————————
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2 IBH Link UA — OPC UA client function

The OPC client function reads data from an OPC server and writes
data to an OPC server. This does not have to be the same OPC
client/server device. The IBH Link UA is a Server / Client Module.
The OPC client function allows data exchange between OPC
servers.

The OPC Unified Architecture Demo Server
must be available one on the PC (see IBH Link
UA Manual Part 1, chapter 2.4).

IaEPPServer
This external OPC UA server can be started by double-clicking the
UA server icon.

Device configuration example S7 project CPU 416

The data of an air-conditioning system should be given to the
CPU-416.

Air-conditioner

Ethernet

Ethernet
(S7-connection)

2.1 Example project with STEP® 7 (SIMATIC Manager
V5.6)

An air-conditioning system transfers its data to the ?,. ‘g
data block AirConditionerData [DB 5] from the CPU
416 S7e project (Chapter 1). ST IR AReger

Chapter 1 describes the connection of a CPU 416 to the IBH Link UA
via an Ethernet connection.

The project from Chapter 1 must be loaded into the CPU416.

TTI Trans Tech International® 2021 IBH Link UA Training
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IBH Link UA — OPC UA client function

Data block AirConditionerData [DB 5]

Chapter 2

Wy LAD/STL/FED - [DB2 - "AitConditionerData” -- CPU 416 SFe\CPU HENCPU 416-2 PN/DPY. ADB2]

lo e msd

iF File Edit Insert PLC  Debug  View Options Window Help - &8 %
s EH & i | o | 25 6 OE &= M
Rddress |Name Type Initial wvalue Comment ~
0. STRUCT
+0 Tenperature BEAL 0.000000=+000 Artual tewmperature walue
+4 TenperatureSetPoint BEAL 0.000000=+000 Set point temperature walue

TimeStampTemperature |DATE_AND TIME

DT#90-1-1-0:0:0._000

Aotual temperature Time Stamp

TimeStampSetPoint DATE_AND TIME

DT#90-1-1-0:0:0._000

Set point temperature TimeStamp

CurrentTime TimeStamp |DATE_AND TIME

DT#90-1-1-0:0:0._000

Current Time Time Stamp

+
r
s

=RE=A =R E=RE=-AE=-RE-RE=-Ni-]

+32 StatusTenperature DWORD DIWELGHD Status Temperature

136 StatusSetPoint DWORD DIWELGHD Status Zet Point Temperature
+40 CurrentTimeStatus DWORD DWLEED Current Time Status

=44 END_STRUCT

Press F1 to get Help.

D | offline Abs < 5.2

The actual Temperature, set point Temperature, and Current
Time values are to be read from an air-conditioning system as OPC

tags.

2.1.1 Select the symbols to be used

(OPC tags)

Right-click OPC-Server and click Object Properties to open the
Properties — OPC Server dialog box.

S MetPro - [CPU 416 S7e (Metwark) - A15,17 S7e\CPLU 416 57]
B2 Network Edit Insert PLC  \View Options

= =] s & & | B!

Window  Help

x?

CPU 416 - IBH Link LA
Industrial Ethernet

I

CPU 416

CPU IMPIDNPHAIC
4163 1 |

FHIOF,

IBH Link UA

|

Name: OPC Server
Type: OPC Server vB.2

Properties - OPC Server

{right click)

Insert Mew Connection
Highlight
Download
Rearrange

Object Properties..,

Ctrl+M

jclick)

Alt+Return

Properties - OPC Server *

SNMP ] PROFIMET IO
General ] DP ] DP master class 2 ]
Short Description: OPC Server

] S7-UA Redundancy

oL |

57 |

1S0/TCP |

IBH Link UA Training

OPC server for the protocols DF, FOL, 57 [across subnets), 57 message
texts, S57-UaA redundancy, 1IS0/TCR, SHMP, DP Master class 2,
PROFIMET 10 contraller, SIMATIC MET PC software V8.2 ..

Order Mo/ firmyeare: OPC Server /8.2

Mame:

Comment:

Cancel Help

TTI

Trans Tech International® 2021
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The tab S7 defines the symbols (OPC tags) to be used.

Properties - OPC Server

SHMP | PROFINET IO | 5714 Redundancy
General DP | DPmasterclassz | FDL | 1SO/TCP
Cycle time: [ ms
 coss Pt Mark Configured and
Activate

Utk 5| click the Configure...
™ Righte specific to OPC items Edit...
- | button.

i~ Use Symbal
" Mone

* Configured Canfigure. |

[ Aray elements visible at runtime

Time after which an unforwardable protocol alam is removed: IBDUUU s
Mazimurn number of pending alarms:; R00

Cancel Help |

Global Variable (OPC tags) CPU 416-3 PN/DP

The data block AirConditionerData [DB2] is used as OPC tags.
data block Date_Time [DB6] is used as OPC tags. The global
variables OPC tags are not used in this example. They and data
block CounterData[DB5] are used in the chapter 1 example. The
variables of DB2 are used as OPC tags.

Configure Symbols

[E-&p CPU 41657 Varigble symbol | Datatype | Addess | Mishle | Coneection
=HEd CPU 415 AinConditionerData DB 2 2 Tes 57 connection,
. 5

= I8 D

#-{F CounterData
AT} Date_Time

| Access rights | EUI
(5

~ Elements in active branch Symbol setting:
Symbols: 16 P I isible ACCESs PEImissions:
Amray elements: - 4o LA Connection: I 57 connection_1
W Download only visible symbols Edit EUl Lo/ Hi ¥ Include lower-level symbols
Access path
’7|EF'L| 416 57e CPU 416.CPU 416-3 PN/DP ‘

Irmport file I Export file | Cancel Help |

Data block AirConditionerData [DB2] OPC tags

Configure Symbols

(o & CPU 41657 cess rights
=0 CPU 418 f 2_TIM )B g ' 7
=g cru )
ey .
CounterData
IF Stucture
T} Date_Time
— Elements in active branch Symbal setting:
Symbols: 8 /8 [V, Visible Access pemissions: -
TR open | select
Amray elements: - [ Cannectian: IS? connection_1 ;I
W Download only visible symbols Edit ELl Lo / Hi ¥ Include lower-level symbals

Access path
’7|EPU 416 57e.CPU 416.CPU 416-3 PN/DP.CounterData ‘

confirm
Import file I Expoit file | Cancel I Help |
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Click the OK buttons to close the Configure Symbols and the
Properties - OPC Server dialog boxes.

NetPro - CPU 416 S7e (Network) window

Clicking on the Save and Compile icon to save the configuration of
the CPU 416 and IBH Link UA.

F

%f'g MetPro - [CPU 416 57 (Metwark) -- &85,17 S7ehCPU 416 57)
E;.ENehurmk Edit Insert PLC  Wiew Options Window Help

EH S ek 8 TS BEa e

| i |Sa'-.-'e and CDr‘ﬂpi|E| Save and Compile

Compile

' Compile and check eventhing

" Compile changes only

confirm
(] i Cancel | Help

The successful compiling and saving are displayed.

A% Outputs for consistency check for AMNST STEVCPU 416 SMCPU 41657 —

Eile  Edit
hessage type I hlessage Type Project narme I Project path I
Mo errors,

Download the configuration of the CPU 416 and IBH Link UA.
Right-click OPC-Server and click Download / Selected and Partner

Stations.

BR NetPro - [CPU 416 57e (Metwork) -- AA517 $7e\CPU 416 57] =N ==
%g Metwork  Edit  Insert PLC Wiew Options  “Window Help - 8 X
LR T E R

CPU 416 - 1BH Link UA
Industrial Ethermnet
CPU416 IBH Link UA
r|||||| CRU SMPIFDL FR-IC
u 163 1 H ——
PN/DF, H Name: OPC Server
[l Type: OPC Server v8.2
2
Insert New Connection Ctrl+M
Highlight >
Download > Selected Stations Crl+L
Selected and Partner Stations
Rearrange
(click)
Object Properties.., Alt+Return [
Local I Partner I Partner Type Active connection | Subnet ~
57 connection_1 1 CPU 416/ CPU 416-3 PN/DP 57 connection Yes CPU 416 - IBH Lin... v
J Ready |Realtek PCle GbE Family Controller, TCPIP.2 |2

Several information must be confirmed to complete the download.

_________________________________________________________________________________________________________________________|
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2.1.2 Start external OPC UA server

Double-click the UA Server icon to start a
program (from UnitedAutomation) that
simulates several air conditioning and heating
systems (air conditioner, furnaces) and provides
operating data (temperature, time value, etc.) as OPC UA tags.

External OPC UA server (air conditioning and heating systems)

server opened end
opc.top: f/TT

The external OPC UA server has the endpoint URL:
opc.tcp: // TTI-YELLOW: 48010

If no name server (DNS server) is available, the PC name must be
replaced with the absolute IP address of the PC.

The endpoint URL responsible for the connection could be, for
example: opc.tcp: //10.0.13.10: 48010.

Define the OPC UA server for the data exchange

For data exchange between the air-conditioning system and PLC
(AirConditionerData [DB 2]) are in the IBH Link UA to register the
two OPC UA servers who provide the data for exchange.

The server integrated in the IBH Link UA provides the OPC tags that
are defined in the PLC-CPU.

The servers for the data exchange are specified in the IBH Link UA
web browser window OPC Client.

First, the OPC UA server, which provides the OPC tags from the data
block AirConditionerData [DB 2] to the PLC CPU, should be
specified.

The required endpoint URL can be copied from the IBH Link UA
web browser window network / control level.

The IBH Link UA - OPC UA Server has the Endpoint URL:
opc.tcp: //ibhlinkua_sc: 48010

If no name server (DNS server) is available, the absolute IP
address of the IBH Link UA / control level must be used as the

endpoint URL. The absolute endpoint URL would then be:

__________________________________________________________________________________________________________________________|
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opc.tcp: //10.0.13.89: 48010

&« c @ © & 1001389/7_=/network

% m o op is running Logout | Update password
Management Level Control Level 802.1%

Metwork Configuration

,,,,,,,,,,,,,,,,,,,,,,,, |Endpnint URLl opc.top:fibhlinkua_sc:48010

or | ch.tcp.mo 0.13.89:45010 |
------------------------- DHCP [}
_________________________ IP address [192.168.1,14 |
Subnet mask 5255250 |

The endpoint URL can be copied into the IBH Link UA web browser
window / network / control level.

Add server
- EH IBH Link UA - OPC Client X +
< c @ © £ 10013897 =/opc_client e @ o e o =

Logout | Update password | single-core

7
S o
d Servers

------------------------- Add Server | | Add varizble to read ‘ Connect variable | x| &
Upload client XML configuration ‘ Download client XML configuration |

Conn

The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or
opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA
web browser window / OPC client is to be added as a server.

Security Policy None and Security Mode None were selected for
data transmission.

Discovery Servers

‘

Url of & computer with discovery serice running:

|Dpc.b:p:ﬂ10.0.13.89:48010 Endpoint URL (from Network / Control Level) |
Fublizhing interval [ms] Synchroneous read: [ Usemarme (leave ernpty far nore): l:l Fazeward (leave empty for none): l:l

Server Name Endpoint Url Security Policy

IBHLinkUA@ibhlinkua_sc op g foundation.
urriibhlinkua_... IBHLnkUA@ibRlinkua_sc opctopeffibhli..  kttpefopefoundation.org/Ua/SecurityPolicy #Basic2565ha256  select
urriibhlinkua_... IBHLinkUA@IbHlinkua_sc opc.top:ffibhli..  http:fopefoundation.org/UJa/SecurityPolicy #Basic2565ha256 SighfsndEncrypt
urnibhlinkua_... IBHLinkUAGbhlinkua_sc opc.tep:ffibhli..  http:ffopofoundation.org/Ua/SecurityPolicy #4es 128_Sha256_... Sign
urribhlinkua_ - IBHLInkUA@ibhlinkua_sc opc.tep:ffibhli.. http:ffopcfoundation.orgfUa/SecurityPolicy #2425 128_Sha?sS6_ . SignandEncrypt
urriibhlinkua_... IBHLnkUA@ibhlinkua_sc opc.top:ffibhli..  http:fopefoundation.org/Us/SecurityPolicy #A25256_Sha256_.. Sign
urnibhlinkua_... IBHLnkUAGIbhlinkua_sc opc.tepffibhli.. kttp:ffopofoundation.orgfUAfSecurityPolicy #225256_Sha256_.. SignandEncrypt

Remate server cerificate details

Cormrnon Marne: |[BHLinklUAG bhlinkua_rescued

Crganization: Organization

Organization Unit Unit Information is inserted
Locality: LocationMame

State:

Country: DE

alid fram: 2020-038-31

“aild to: 2025-08-30

Application URL urriibhlinkua_sc:IBHsoftec: IBHLinkUA,
Encryption strength RSA-SHAZSE - 2048 Bit

The certificate is valid.

<onfirm m Cancel

Next, the external OPC UA server (UnitedAutomation - air

conditioner) is defined.
I —————————
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The external OPC UA server has the endpoint URL:
opc.tcp: // TTI-YELLOW: 48010

The absolute endpoint URL would then be:
opc.tcp: //10.0.13.10: 48010

- W [BH Link LA~ OPC Clent _

&« c o © & 1001389/ -/fopc_dient In @ e o =

Sl L
=N o

Logout | Update password smg.re -core
rrrrrrrrrr 153 urniibhlinkua_sc:IBHsoftec: IBHLNkUA (opc.top:/fibhlinkua_sc:48010) & Good (0x00000000) SecurityPolicy #Hone

Add Server, Add variable toread | | Connect variable ﬂ Q Upload client XML configuration | Download client XML configuration ‘ Delete client configuration ‘
Add a server to read variables from and to connect to other servers

OFC server is running

Connected Servers a

Discovery Sarvers x
""""" Uil of a computer with discovery service running
........................ [2pc top://10.0.13.10:48010 __URL external OPC UA server (UnitedAutomation - air conditioner) |
—————————— - Publishing interval [rs) Synchraneous read: [] Usemame (leave empty for none) l:l Pasawird (leave ermpty for none)

"""""""""""" Server Uri Server Name il Security Policy Security Mode
Urn:TTLVELLO... | UaServerCpp@TTIYELLOW |o ... |http: fopcfound ation org/UA/SecurityPolicy #None Mone

urn:TTIVELLO.. UaServerCpp@TTIYELLOW  opc.tep:/fTTIY... hittp:/fopcfoundation .oro/Ua/SecurityPolicy #Basic2S6 (seleetf© Sign
urn:TTIVELLO.. UaServerCpp@TTIVELLOW  opc.tep:/fTTIY... http:/fopcfoundation .oro/UA/SecurityPolicy B asic256 SignandEnerypt
UrmiTTIVELLO... UaServerCpp@TTIVELLOW  opc.top:/fTTIY... hittp:ffopcfoundation org/Us/SecurityPolicy #Basic2565ha2ss  Sign
""""" - urmiTTIVELLO... UaServerCpp@TTIVELLOW  opc.top:/fTTIY... hittp:ffopcfoundation org/UA/SecurityPolicy #Basic2565ha2s6  SignandEncrypt

Rermate server cerificate details

________________________ Common Name UaServerCpp@TTH
Organization Qrganization
"""""" - Organization Unit Unit Information is inserted
Locality LocationName
........................ State:
Country DE
""""" Walid frarm: 2016-04-01
________________________ “aild to: 2021-03-31
Application URI urn:TTH1:UnifiedAutomation: UaSererCpp
Encryption strength REA-ZHAZ25G - 2048 Bit

||||IIIIBH$of ec The certificate is valid
ti ]

Cancel| .
weiriibhsoftec.com  Corntact Wik @

=G -

If no name server (DNS server) is available, the PC name must be
replaced with the absolute IP address of the PC.

The endpoint URL responsible for the connection could be, for
example: opc.tcp: //10.0.13.10: 48010

Security Policy None and Security Mode None were selected for
data transmission.

The IBH Link UA and the external OPC UA server are connected.
The status of both servers is good. None was selected as the
security policy for both servers.

- B% |BH Link UA - OPC Client Pl °F Google Ubersetzer
e

[ © & 10013897 -fopc_clent - @ mn@o e o =
%m ] Logout | Update password

\ Connected Servers . Status
------------------------- 12 urmibhlinkua_se: IBHsoftec: IBHLInKUA (ope.tep: ffibhlinkua_sc:48010) & Good|i0x00000000) SecurityPalicy #Mone

52 urm: TTIXELLOW: Unifiedautomation:UaServerCpp (opetep: /S TTIVELLOW: 430117 # Good|{0x00000000) SecurityPalicy #Mone
<

Add Server | Add variable to read | Connect variable | | G| @ | Upload client XML configuration | Download client XML configuration

Delete client configuration

OPC server is running single-core

Add read variable

The two variables Temperature and TemperatureSetPoint that the
external OPC UA server makes available are declared as read
variables. The OPC UA client in the IBH Link UA reads this data.
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% 1BH Link LA

PC Client X

« [ © & 1001389/ =/opc client NN meoeo =

Logout | Update passward

single-core
Status
# Good (0x00000000) SecurityPolicy #Nane

<
#dd Server | | Add variable to read, Cornect variale | x| @] €] Upload client XML configuration | Download client XL configuration |
(Click

Delete clignt configuration

Select variable to read

Add a variable to read from the selected server |

Connected Servers

""" ¥ 22 urn:TTIYELLOW: Uriifiedautomation: UaServerCpp [opetep:/TTIVELLOW: 48010) ~
,,,,,, S L D views
¥ [ Objects
> 2D server
» £ pemo
¥ 22 Buildingutomation
CantrallerConfigurations

......................... @ State
> [ StateCondition
@l state

PowerCansumption

» & Humidity
@ HumiditySetpaint

,,,,,, A > 3 Airconditioner_2 v
<

||||I|IIBHsoftet Sampling intenval [ms] __mnn | Link UA
Queue size change settings 2d PG UA server / client

e BPC UA
Discard oldest

wwawibhsofiec com  Confact ¥

Datatype of variable : Double

These variables are sent via the OPC server to the data block
AirConditionerData [DB2], in the CPU-416.

Connect with variables
Variable (OPC tags) from the data block AirConditionerData [DB 2].

188 1BH Link U2, - OPC Client x
& C @ @ & 10.0.1389/7_=/opc_client o mnoeqo =
% n () Logout | Update password single-core

Status
# Good (Dx00000000) SecurityPolicy #None
# Good (Dx00000000) SecurityFolicy #None

>
Add Server | | add varishle to read # | @] | upload client %L configuration | Download client XL eonfiguration
Delete client configuration

------------------------- Select variable to write

......................... [l Connected Servers |
22 urn:ibhlinkua_sciIBHsoftec: [BHLINkUA (opc.top:/fibhlinkua_sci48010) @

(2 views l
v 23 Objects
> 2 Server
» 2 Modbus
> [ Stations
v I3 PLCs
@ DeviceManual
& DeviceRevision

& gerialNumber’
& SoftwareRevision

\d Programs,

2 supportedTypes

irConditionerData
BHsoftec » S casecas A
> ) Tasks fotans
et ibhsoftec.com  Contact  Wviki & Devicorioslth

» [ Parameterset
» [ clohalvars
> [ slats
>3 Types

2 L TTIVELLOW: Unifiedautamation:UaServerCppn (ope topfTTTYELLOW: 48010)
<

Wariable to read
Datatype - Double

Field index range (Format 1 or 2:3)

change settings
if necessary

Wariable to write
Datatype - Float

Field index range (Format 1 or 2:3)

Cancel
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The two variables Temperature and TemperatureSetPoint, which
have been declared as read variables, are connected to the IBH Link
UA OPC server, which then sends them to the PLC program (CPU
416 TIA Portal) in the CPU-416.

The connections are displayed in the IBH Link UA web browser
window OPC Client.

- 5 IBH Link UA - OPC Client

« c @ © & 10.0.13897_=/opc dlient @ meoeo =
?ﬁm (] oP 5 running Logout | Update password single-core

Y

v & ajirConditioner_1.Temperature
@ AirConditioner_1 Temperature TimeStamp

@ _Airconditioner 1 Temperature Status
I =4 urn:ibhlinkua_sc:IBHsoftec: IBHLINkUA (opc tep:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs.airConditionerData Temperature I

v & ajrConditioner_1 TemperatureSetPoint
@® AirConditioner_1 TemperatureSetPoint. TimeStamp

________________________ @ AirConditioner_1 TemperatureSetPoint Status
I =4 yrn:ibhlinkua_sc:IBHsoftec: IBHLINkUA (opc tep: f/ibhlinkua_sc:48010).57 416.CPU 416-3 PNIDP.PngramsAerumdlt\DnerData‘TemueraturESEt@

< >

Add Server ‘ Add variable to read | Connect variatle ‘ ﬂ Q ﬂ Upload client XML configuration ‘ Download client XML configuration

""""""" m——— Delete client configuration
OPC Client z

2.1.3 Establishing a connection to the external OPC server

Clicking on the plus symbol in the UaExpert window opens the
AddServer dialog box.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject®

File View Server Document Settings Help

D PBO #=0 x4\2 B O

Project & Lelick s Access View [x)
v [3 Project # Add Server = Mode Id Display Name Value Datatype Source Timestamp

~ [ Servers —

12 IBHLinkUA@ibhlinkua_sc | (D
hd D Documents
D Data Access View Configuration Mame
Discovery Advanced

Address Space B X
£ [No Highlight Endpoint Filter: | Mo Filter =
- | No Fiighlig -
1) Root . Local
v 3 Objects v @ Local Metwork

> @ Client > ¥ Microsoft Terminal Services

> % DeviceSet > ¥ Microsoft Windows Network

> e MQTT > g} Web Client Network

> % Modbus v 8 Reverse Discovery

> I5h PLCs 4 < Double click to Add Reverse Discovery.. >

> Server v @ Custom Discovery

5 [ Slots & < Double click to Add Server... >

> [ Stations > A opctep:/fibhlinkua_sc:48010 | < Double click to Add Server... »
> [C Types v () Recently Used
> 2 Views @ |BHLinkUA®ibhlinkua_sc

< >
Enter the URL of a computer with discovery service running:
opc.top:[/TTIYELLOW: 48010  URL external OPC UA server

Authentication Settings T Cancel

@ Anonymous

= )
Connect Automatically oK Cancel

Double-click on Add Server to |4k < Double click to Add Server.. = |
open the Enter URL dialog box.

The Endpoint URL of the external OPC server External OPC UA
Server (Air-Conditioner) must be entered here.

I —————————
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»  Add Server

Configuration Name ||JaServerCpp@TTIYELLOW

Discavery Advanced

Endpaint Filter: | Mo Filter -

. Local -
v &% Local Metwork
&% Microsoft Terminal Services
& Microsoft Windows Network
£ Web Client Network
v % Reverse Discovery
4 < Double click to Add Reverse Discovery... »
v % Custorn Discovery
% < Double click to Add Server... >
1, opctep://TTI-YELLOW:423010
v O, opctep//ibhlinkua_sc:48010
v ) UaServerCpp@TTI-YELLOW (opc.tep)

@ None - None (uatcp-uasc-uabinary)
///’) BasicZ56 - Sign (uatcp-uasc-uabinary)

[ Basic256 - Sign & Encrypt (uatcp-uasc-uabinary) v
Connect Automatically confirm
Conce

By opening UaServerCpp@TTI-YELLOW- (opc.tcp), the possible
security levels are listed.

Double-clicking the None - None @ MNone - None (uatcp-uasc-uabinary)
(uatcp-uasc-uabinary) entry in the AddServer dialog box sets this
security level and closes the AddServer dialog box.

In the opened UaExpert program window, the connected servers
are displayed.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Docurnent Settings  Help

D PBE =0 XK R ED

; click iEw
Project Connect Server | H X Data Access View
v [ Project # Server
» [ Servers

Q} [EHLinkUA@ibhlinkua_sc

[ UaServerCpp@TTI-YELLOW
v [1 Documents
[A Data Access View

With a click on Connect Server the connection to the lt_'\,
OPC UA server is established. %

Since there is no certificate acceptance for the desired connection,
the dialog box for accepting the OPC UA server certificate opens.

IBH Link UA Training TTI Trans Tech International® 2021
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" Certificate Validation

Validating the certificate of server 'UaServerCpp@TTI-YELLOW returned an error:
0 | BadCertificateUntrusted
Certificate Chain
Name Trust Status
€3 UaServerCpp@TTI-1 Untrusted
Certificate Details
A
Error ok [BadCertificateUntrusted]
Common Name UaServerCpp@TTI-1
Organization QOrganization
OrganizationUnit Unit
Locality LocationMame
State
Country DE
DomainComponent  TTI-1
Issuer
Comman Name UaServerCpp@TTI-1
QOrganization Organization
OrganizationUnit Unit
Locality LocationMame
State
Country DE
DomainComponent  TTI-1
Valid From Fr1. Apr 14:46:29 2016
Valid Te Mi 31. Mrz 14:46:20 2021
Serial Number SGFEGDAS
S\grlature AIgoLrlthm ESA'%H?:!?E SonT v
Trust Server Certificate
[ Accept the server certificate temporarily for this session Continug Cancel

The selected certificate is confirmed by
clicking the Trust Server Certificate button.
The verified certificate is displayed.

T Certificate Validation

The certificate of server 'UaServerCpp@TTI-YELLOW was validated successfully.
Y o

Certificate Chain

Name Trust Status

(A usservercop@ i Tusted |

Certificate Details

Common Name UaServerCpp@TT-1
Organization Organization
OrganizationUnit ~ Unit

Locality LocationName
State

Country DE

DomainComponent  TTI-1

Common Name UaServerCpp@TTI-1
Organization Organization
OrganizationUnit  Unit

Locality LocationName
State

Country DE

DomainComponent  TTI-1

Walid From
Valid To

Fr1. Apr 14:46:29 2016
i 31. Mrz 14:46:29 2021

Serial Number S6FEEDAS

Signature Algorithm ~ RSA-SHA256

Cipher Strength RSA (2048 bit)

Thumbprint (SHAT)  D555633094496ED2FDIEG00SDDEF0249992DD050
urn:TT-1:UnifiedAutomation:UaServerCpp
TT-1

BasicConstraints CA:FALSE
SubjectKeyldentifier  77.0E:9D:4%CHF5:20:0E 70 AARBZAD:39:32:42:85:2CF 5:69:45

AuthorityKesldentifier KO/ T70E9D0:45 CEFS:206E ThANB2AD30:3242 8025160145
uthorityKeyldentifier ;i 2 me:/DC=TT-1/C=DE/L=LocationName/O=Organization/OU=Unit/CN=U...

KeylUsage Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, Cer..

ExtendedKeyUsage  TLS Web Server Authentication, TLS Web Client Authentication &

Trust Server Certificate

Accept the server certificate temporarily for this session Cancel

Page 2-11

[Trust Server Certificate

The dialog box is closed by clicking the Continue

button. The connection to the selected OPC server is established.

TTI
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UaExpert — Displays

Air-Conditioner IBH Link UA

IBH Link UA — OPC UA client function

with
OPC UA Server

OPC UA Client OPC UA Server CPU 416 with
S7 connection S7 connection
(Ethernet) (Ethernet) and

TIA project

(Data Block)
UaExpert

IBH Link UA@ibhlinkua_sc

= -

UaExpert - Program Window

Chapter 2

In the UaExpert program window, information about the connected
external OPC server (UAServCpp@TTI-Yellow) is displayed under
Address Space.

Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject®

File View 5Server Document Settings Help
D BB # =0 X428 8 ED
Project F X Data Access View o
v [3 Project # Server Mode Id Display Mame Value Datatype Source Timestamp Server Timestamp Statuscode
v [ Servers 1 UzServerCop@... MS3|StringlAirC... Temperature 71.973975 Double  17:11:01.643 17:11:01.643 Good
Q} IBHLinkUA@ibhlinkua_sc 2 UaServerCpp@... MS3|StringlAirC.. TemperatureSetPoint 73] Double 17:09:48.832 17:09:48.832 Good
@) UaServerCpp@TTI-VELLOW ey
~ [ Documents Draqg & Drop change the value
[A Data Access View
Address Space F X
# |Nao Highlight -
v |2 BuildingAutomation
v b AirConditioner_1
> @@ Humidity
» @ HumiditySetpoint
» @@ PowerConsumption
> =% Start
» % StartWithSetpoint Data Access View \
: @ :tatec g / z Server Mode Id Display Name Value
& StateCondition 1 UaServerCpp@TTI-YELLOW  NS3|String|AirConditioner_1.Temperature Temperature 71.984385
> 2 UaServerCpp@TTI-YELLOW  NS3|String|AirConditioner_1.TemperatureSetPoint TemperatureSetPomﬁ
>
double click to
3 &AirCondi change the value
> % AirConditioner_2

The Temperature and TemperatureSetPoint OPC tags can be
dragged from the external OPC UA server into the Data Access

Viewer window using drag & drop.

" Unified Automation UsExpert - The OPC Unified Architecture Client -

v & CPU 416-3 PN/DP
¥ DeviceHealth
> % ParameterSet

~ & Programs

File View Server Document 3ettings Help
DegPDBEQ + e NN K
Project & X| Data Access View Q
~ [ Project # Server Node Id Display Name Value  Datatype Source Timestamp Server Timestamp Statuscode
v [ Servers 1 IBHLinkUA... N54|String|CPU 416... Temperature 71.6118  Float 15:37:02.618 15:37:02.829 Good
Q IBHLinkUA@ibhlinkua_sc 2 IBHLinkUA,.  N34[String|CPU 416... TemperatureSetPoint 72 Float 15:36:17.065 13:36:18.316 Good
v [A Documents
[ Data Access View Drag & Drop
Address Space (=
43 No Highlight -
) Root Data Access View “
v ) Objects # Server Nede Id
> & Client 1 IBHLinkUA@ibhlinkua_sc  MS54|String|CPU 416.CPU 416-3 PN/DP.Programs.AirConditionerData Temperature
—WME——E——' 2 IBHLinkUA®@ibhlinkua_sc  M54|String|CPU 416.CPU 416-3 PN/DP.Programs.AirConditionerData TemperatureSetPoint
v @ P

~ [ AirConditionerData
> @ CurrentTimeStatus

Data Access View

)

Display Name Value

1 Temperature 71.6118
2 TemperatureSetPoint 72

Datatype

Float
Float

> @ CurrentTime_TimeStamp / &
‘@ StatusSetPoint

StatusTemperature

Source Timestamp  Server Timestamp  Statuscode

15:56:10.801 15:56:10.941 Good
15:56:02.187 15:56:04.437 Good

>
> @
> @@ Temperature
> @ TemperatureSetPoint
> @ TimeStampSetPaoint
> ) CounterData

> [ SupportedTypes
¥ RevisionCounter

IBH Link UA Training
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In the UaExpert program window, under Address Space information
about the connected IBH Link UA - OPC server, the actual and set
point temperatures that are given to the data block
AirConditionerData [DB 2] are displayed.

Status data block AirConditionerData [DB 2] - CPU 416

In the program of the CPU-416, the two values Temperature and
TemperatureSetPoint are displayed in the data block
AirConditionerData [DB 2].

5%, JLAD/STL/FBD - [@DB2 -- "AirConditionerData” -- CPL 416 57eACPU 41G.CPU 416-3 PH/DP. \DB2 ONLINE] =R
i File Edit Insert PLC Debug Wiew Options ‘Window Help - & x
0O & &~ =a 6" OE| %8 mik
Rddress (Name Type Initial value Actual wvalue Comment
I 0.0|Temperature REAL 0.000000e+000 71353 Actual temperature value I
I 4_0|TemperatureSetPoint |[REAL 0.000000e+000 7z.0 Set point temperature walue I

2.0|TimeStanpTenperatur{PATE_AND TIME [DT#20-1-1-0:0:0. [DT§30-1-1-0:0:0.00/Actual tewperature Time Stamp

16 0|TineStanpSetPoint DATE_AND _TIME |DT#50-1-1-0:0:0.|DT§20-1-1-0:0:0.00|fet point temperature TimeStamp

24.0|CurrentTime TimeStayDATE_AND TIME [DT#30-1-1-0:0:0.(DT§20-1-1-0:0:0.00|Current Time Time Stamp
32_0|StatusTemperature DUWORD DU#16E0 DWE1eE00000000 Status Temperature
36.0|StatusSetFPoint DUORD DU#LlcE0 DWELe#00000000 Status Set Point Temperature
40.0|CurrentTimeStacus DUWORD DW#ELEeF0 WELEFQO000000 Current Time Status
< >
Press F1to get Help, <>|RR Lbs <52 [Rd

2.2 In practice:

Each OPC UA value consists of:
e Value - Status — TimeStamp

¢ Not only the Value, but also the Status Code and the Time
Stamp should be transferred from the source variable so that
the quality and age of the variable can be evaluated.

Each OPC UA server also provides the actual time (variable
CurrentTime) to carry out time comparisons.

2.2.1 Example: TimeStamp and status code transmitted.

The data block AirConditionerData [DB 2] is provided for this
purpose.

i LaD/sTL/FBD [[DB2 - "AirConditionerData’]-- CPU 416 S74CPU 4164CPU 416-3 PN/DPY,.ADB2] (=] S
i3 File Edit Insert PLC Debug View Options Window Help - &8 x
DEe | S & | o | 25 6 OE BBM s
Rddress |Name Type Initial value Comment ~
a.o STRUCT
t0.0 Temperature REAL 0.000000e+000 Actual temperature walue

+4.0| [TemperatureSetPoint REAL 0.000000e+000 Set point tewmperature walue

£ 42,0 |TinestanpTeuperature |DATE_AND_TIME [DT#90-1-1-0:0:0.000 |Actual tempersture Time Staup

+16. 0| [TimeStanpSetPoint DATE_AND TIME [DT#20-1-1-0:0:0.000 |Zet point temperature TimeSts)

+24.0( |CurrentTime TimeStamp |DATE_AND TIME |DT#90-1-1-0:0:0.000 |Current Time Time Stamp

+32_0| [2tatusTenperature D0 ED DWFLEHD Status Temperature

+36_0| [StatusSetPoint DWORD DUELAHD S8tatus Set Point Temperaturs

\F40_0| |CurrentTimeStatus DWORD DWE1EE0 Current Time Status o
Press F1to get Help, 2 |offline Abs < 5.2

___________________________________________________________________________________________________________________|]
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The Time Stamps of variables and the actual time (variable
CurrentTime) as well as the Status Codes of an external OPC UA
server should be displayed or made available for further processing.

The OPC tags of the data block AirConditionerData [DB 2]
receiving the data from the external OPC UA server is already
selected.

Configure Symbols

E@ CPU 416 57 Address | Visible | Connection Access nghts
=@ CPU H1E
- [ CPU 416-3 PN/DP

o TF Structure
“fTF Date_Time

— Elements in active branch Sernbal setting
Symbols: 8 /o8 ¥, isible ACCESs PEMIFHons

Airay elements: 3 y_- Connection: IS? connection_1 =]
v Download only visible symbolz EditEL Lo/ Hi | W Include lowerlevel symbols

Access path
IVIEF'U 416 57e.CPU 416.CPL 416-3 PN/DP.CounterData ‘

confirm
m Impart file | Expart file Cancel Help |

2.2.2 Browser window IBH Link UA - OPC Client

&« c © & 10013897 _=/opc_client - W @O e O

L¥ Meistbesucht BH 10T1.15 1B Link U114 & FRITZBox 7500 B (BHsoftec GmbH - 81l & Google By Google Ubersetzer T Samsung ‘@ FRITZ Repeater 1750 ¥ Canan MFS300C 2

%m ® 0 g Logout | Update password single-core

Connected Servers Y | Status
------------------------ £ urniibhlinkua_sc IBHsoftec: IBHLInkUA (ope tep: ffibhlinkua_sc:48010) @ Good (0=00000000)
(mark) [ i TTIELLOWY: Unifie omation 0

» & pjrConditioner_1 Temperature
b @ pirConditioner_1 TemperatureSetPoint

< >

SecurityPolicy #None

e

Add avariable to read from the selected server

Select variable to read x
|l Connected Servers
| 5
|

| ¥ 2 urn: TTIVELLOW: Unifiedautomation: UaServerCpp (ope.top: /fTTIELLOW: 48010)
........................ 2 views
OPC Client v ) Objects
""""""""""""
& Serverbrray
& Mamespacesrray

,,,,,,,,,,,,,,,,,,,,,,,, ¥ & Serverstatus

@ StartTime

@ state
@ secondsTillshutdown
------------------------ & shutdownReason

» & BuildInfo 5
rrrrrrrrrrrrrrrrrrrrrrrr < >

"""""""""""" Sampling interval [ms] 1000

Queue size:
|I||IIIIBHsoftei Discard oldest

e ibhsoftec com  Contact 4

Datatype of variable | DateTime

Confirm m Cancel

In the example, the read variables Temperature and

TemperatureSetPoint of the external OPC UA server are already

I ————————
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linked with the variables of the data block AirConditionerData
[DB 2] (Temperature, TemperatureSetPoint). These connections
remain.

In addition, the read variable CurrentTime of the external server is to
be connected to the variable of the data block AirConditionerData
[DB 2].

The Temperature variable consists of the Value, the TimeStamp,

and the Status.

The TemperatureSetPoint variable also consists of the Value, the
TimeStamp, and the Status.

The ServerStatus / CurrentTime variable must be selected as a
read variable. It consists of its Value, the TimeStamp, and the
Status. Since the Value (CurrentTime) and the TimeStamp is
identical only CurrentTime.TimeStamp is selected.

Selected read variable

The selected read tags of the external OPC UA server are

displayed.
< ¢ @ @ & 10013897 =/opc_client 7R IhnD e o0 =
%F ] OPC server is running Logaut | Update password single-core

Connected Servers Y | Status
——————————————————————— (23 urn:ibhlinkua_sc:IBHsoftec: [BHLINkUA (opc.top: /fibhlinkua_sc:48010) # Good (0x00000000} SecurityPalicy #Mone
] urn: TT1 dAutomation i 80100  [AGood (000000000} thaon
v @ ajirConditionar_1.Temperature
=4 urn:ibhlinkua_sc:1BHsoftec: IBHLinkUA (ope.tep:/fibhlinkua_sc:48010).57 416.CPU 416-2 PN/DP.Programs AirConditionerData . Temperature
@® rirconditioner_1 . Temperature. TimeStamp

one

@ AirConditioner_1 Temperature Status
@AWCDHU\EIUHET_I‘TEmDEraturESEtPU@
=4 urn:ibhlinkua_sc:1BHsoftec: IBHLInkUA (ope.top:/fibhlinkua_sc:48010).57 416.CPU 416-3 PM/DP.Programs. AirConditionerData. TemperatureSetPaint
@ pirConditioner_1.TemperatureSetPoint. TimeStamp
@ AirConditioner_1 TemperatureSetPoint Status
@ CurrentTime.TimeStamp
@ CurrentTime Status

Add Server | Add variahle to read | Connect variatile ﬂ ﬁ A Upload client XML configuration | Download client XML configuration

"""""""""""" Delete client configuration

The following read variables are to be connected to the OPC tags of
the data block AirConditionerData [DB 2]:

e AirConditioner_1l1.Temperature.TimeStamp
e AirConditioner_1l1.Temperature.Status
e AirConditioner_1.TemperatureSetPoint.TimeStamp
e AirConditioner_1l1.TemperatureSetPoint.Status
e CurrentTime.TimeStamp
e CurrentTime.Status
The variables AirConditioner_1.Temperature and

AirConditioner_1.TemperatureSetPoint are already linked to the
OPC tags of the data block AirConditionerData [DB 2].

__________________________________________________________________________________________________________________________|
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Select variable e

nn d YEers

¥ I3 urniibhlinkua_sc:IBHsoftec; IBHLInkUA (ope.top:/fibhlinkua_sc; 480107 ~
53 wiews
¥ ) Objects

» ) Server

* 53 Client

» |3} Stations

¥ I3 PLCs

¥ [ CPU 416-3 PH/DP |
& DeviceManual

& DeviceRevision
& SernalMumber |

@& SoftwareRevision

| |2 SupportedTypes

Data Block DB2
» [ CounterData

& Temperature
@ TemperatureSetPoint
@ TimestampTemperature |
& TimestampSetPoint

& CurrentTime_TimeStamp  Connect the variable from the
data block with the variables of
the external OPC UA server

& StatussetPoint J

& CurrentTimeStatus
| > [0 Tasks
| & DeviceHealth
» [3) ParameterSet |
» [ Globalvars
» 3 slots o
< >

already connected

& StatusTemperature

“ariable to read
Datatype : DateTime

Field index range (Format 1 or 2:3) :

“Wariable to write
Datatype : DateTime

Field index range (Format 1 or 2:3) :

Cancel

If the variables are linked, they are displayed.

<« c © £ 10013897 =/opc_dient w moeo =

== m (] OPC 5 running Logout | Update password single-core

Connected Servers “a | Status
BHsoftec:[BHLINKUA (op

hlinkua,

% Good (0xD0000000) SecurityPolicy #Mone

irConditioner_1.Temperature
& urn:ibhlinkua_sc: IBHsoftec: IBHLinkUA {opc.tep: /fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirConditionerData Temperature
¥ & dirConditioner_1 Temperature. TimeStamp
=4 urn:ibhlinkua_sc:IBHsoftec: IBHLInkUA (opc.top: /fibhlinkua_sc:48010).57 416,CPU 416-3 PN/DP.Programs AirConditionerData. TimeStampTemperature
¥ @ airConditioner_1.Temperature Status
=4 urn:ibhlinkua_sc:IBHsoftec: IBHLInkUA (opce.tep:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirConditionerData.StatusTemperature
¥ & tirConditioner_1.TemperatureSetPoint
+durn:ibhlinkua_sc:IBHsoftec: IBHLINKUA (opctep: ibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs.AirConditionerData TemperatureSetPoint
------------------------- ¥ @ girConditioner_1.TemperatureSetPaint TimeStamp
=4 urniibhlinkua_sc:IBHsoftec: IBHLInkUA (ope.tep:fibhlinkua_sc:48010).57 416.CPU 416-3 PR/DP.Programs AirCanditionerD ata TimeStampSetPoint

" ¥ ¢ airConditioner_1.TemperatureSetPoint.Status
=4 urniibhlinkua_sc:1BHsoftec: IBHLINkUA (ope.tep:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirCanditionerData.StatusSetPoint

v & CurrentTime
¥ @ CurrentTime TimeStamp
= urn:ibhlinkua_sc:IBHsoftec: IBHLInkUA (ope.top:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirConditionerData.CurrentTime_TimeStamp
¥ @ CurrentTime Status
=4 urn:ibhlinkua_sc:IBHsoftec: IBHLInkUA (opc.top:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DR.Programs AirConditionerData.CurrentTimesStatus
Add Server ‘ Add variable o read | Connect variable | ﬂ Q g Upload client XML configuration | Download client XWL configuration ‘ Delets client configuration ‘

_______________________________________________________________________________________________________________________|]
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Display the connection to the external OPC server

If the connection to the external OPC server exists, information about
the connected external OPC server is displayed in the UAExpert
program window under Address Space.

If the external OPC server is not displayed in the UAExpert program
window, the connection must be established (see Chapter 2 - 4, Add

Server).

UaExpert - Data Access View

" Unified Automation UaEx pert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help
DPP@ =0 Xx48 ® XD
Project B X Data Access View [x]
v [ Project # Server Node Id Display Name Value Datatype  Source Timestamp Servar'ﬁma;tamp Statuscade
v [ Servers 1 IBHLinkUA@ib... NS4|String|57 4... CurrentTimeStatus Ulnt32 Good
2 UaServerCpp@TTI-VELLOW 2 [BHLinkUA@ib... NS4[String|S74.. CurrentTime TimeStamp zozo 10-25T13:34:43.747Z  DateTime Good
e B s B . = =
v [ Documents 5 IBHLinkUA®@ib... NS4|5tring|574... Temperature 71.9344 Float Good
] IEHLinkUA@ib, q|574.. Temper it T Float Good
0 Data Access View 7 \EHLmkUA@; tringls7 4. TimeStampsetPont 2000-10-25TI00112.7067  DateTime Good
ddress Space 2 x| IBHLnkUAGI 574.. TimeStemplemperature  2020-10-25T133444 2457 DateTime Geod
5 i -
é :c I Drag & Drop 4
oot -
v B Objects Display Mame Yalue Datatype
: E"e!“ X CurrentTimeStatus 0 Ulnt32
et
& var CurrentTime_TimeStamp ZOE'EI 10-25T13:44:13.3347 DateTime
& Modbus StatusSetPoint Ulnt32
v 3 pcs StatusTemperature O Uint32
v & Ceude e Temperature 71.9348 Float
@ DeviceManual TemperatureSetPoint T2 Float
@ DeviceRevision TimeStampSetPoint 2020-10-25T10:01:12.706Z DateTime
2 GlobalVars \JimeStampTemperature  2020-10-25T13:44:13.831Z DateTime
¥ HardwareRevision = =
@ Manufacturer Greenwich Mean Time (GTM)
@ Model .
N e — zulu time (Z)
v &% Progrems g /
v i) AirConditionerData Data Access View \
CurrentTimeStatus
CurrentTime_TimeStamp 3 Server Mode Id
StatusSetPoint 1 IBHLinkUA@ibhlinkua_sc  NS4|String|57 416.CPU 416-3 PN/DP.Programs.AirConditionerData.CurrentTimeStatus
StatusTemperature 2 IBHLinkUA@ibhlinkua_sc  N54|String|S7 416.CPU 416-3 PN/DP.Programs.AirConditionerData.CurrentTime_TimeStamp
Temperature 3 IBHLinkUA@ibhlinkua_sc  MN54|5tring|57 416.CPU 416-3 PN/DP.Programs.AirConditionerData.StatusSetPoint
TemperatureSetPoint 4 IBHLinkUA@ibhlinkua_sc  N54[String|S7 416.CPU 416-3 PN/DP.Programs.AirConditionerData.Status Temperature
TimeStampSetPoint 5 IBHLinkUA®@ibhlinkua_sc  N54|5tring|57 416.CPU 416-3 PN/DP.Programs.AirConditionerData. Temperature
TimeStampTemperature 6 IBHLinkUA@ibhlinkua_sc  NS54[String|S7 416.CPU 416-3 PN/DP.Programs.AirConditionerData. TemperatureSetPoint
3 CounterData 7 IBHLinkUA@ibhlinkua_sc  MN54|5tring|57 416.CPU 416-3 PN/DP.Programs.AirConditionerData. TimeStampSetPoint
= 8 IBHLinkUA@ibhlinkua_sc  N54[String|57 416.CPU 416-3 PN/DP.Programs.AirConditicnerData. TimeStampTemperature
SupportedTypes
@ RevisionCounter

External OPC UA server

+" Unified Automation UaExpert - The OPC Unified Architecture Client -

- air conditioner data

2
?
v [ Do
a

v [ Servers

UaServerCpp@TTI-YELLOW | |2
1BHLinkUA@ibhlinkua_sc :
cuments

Data Access View

Address Space

3 No Highlight

(2 Root

o

&
[

v [ Objects
~ [ BuildingAutomation

L i
@) _HurmiditySetpoint
L— > @ HumidiySetpoint ___ |

¥ Stop
@ TemperatureSetPoint

AirConditioner_1
ity

UaServerCpp@TTI-YELL...
UaServerCpp@TTI-YELL...
UsServerCpp@TTI-VELL..

Drag & Drop

File View Sever Document Settings Help
N =R = ~
PFDBEO +#=°0 X% BED
Project 8 X Data Access View double click o change the value, (<]
v [3 Project ® Server Node Id Display Name \ Value Datatype Source Timestamp  Server Timestamp Statuscode

NSO[Numeric|2258

Greenwich Mean Time (GMT)
Zulu time (Z)

nditioner_1. Temperat..
NS3|String|AirConditioner_1.Temperatu..

72 Double 17:56:58.846 Good
Good

Good

Temperature 71.8791800001 Double 19:41:41.262
CurrentTime 2020-10-25T18:41:42.013Z  DateTime 19:41:42.013

19:41:: 42013

CET - Central European Time

A

e

&% StateCondition

AirConditioner_1D
AirConditioner 2

07
9

&®
&

3 Deme
v & Server

StartLogging
StopLogging

AlarmsNoNodes.
AlarmsWithNedes

Display Mame

Termperature5etPoint
Termperature
CurrentTime

Value

m double-click

71.9843850001
2020-10-25T18:4%:36.5417

Datatype

Double
Double
DateTime

&
va

v
&
&
12 Types

2 Views

@ CurrentTime

ServerRedundancy
ServerStatus.

4@ Buildinfo

Data Access View

]

£
@ SecondsTilshutdown
@ ShutdownReasan 1
@ StartTime 2
@ State 3
Servicelevel

Server

UaServerCpp@TTI-YELLOW  MN53|5tring|AirConditioner_1.Temperature5etPoint
UaServerCpp@TTI-YELLOW  M53|5tring|AirConditioner_1.Temperature
UaServerCpp@TTI-YELLOW  MNS0|Numeric|2238

MNode |d Display Mame

TemperatureSetPoint

Temperature
CurrentTirme

Trace
VendorServerinfo
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Trans Tech International® 2021

IBH Link UA Training



Page 2-18

IBH Link UA — OPC UA client function

Chapter 2

Online status — Data block AirConditionerData [DB2] CPU-416

i+ File Edit

Window  Help

L) &

%5 LAD/STL/FBD - [@DB2 -- "AirConditionerData” -- CPU 416 S7e\CPU 4164CPU 416-3 PN/DPY, ADB2 GMLINE]
Insert  PLC Debug  View Options

(=8OR &)

g X

DR &B8Mms

Press F1to get Help.,

<> |RR

Rddrezzs  |Name Type Initial walue Aictual wvalue Comment
0.0|Temparature BEAL 0.000000=+000 9. 448F Aotual temperature walue
4. 0|TemperatureSetPoint (RELL 0.000000=+000 s0.0 Set point temperature walus
2.0(TineStanpTenperaturdDATE AND TIME |DT#S50-1-1-0:0:0. |DT#90-1-1-0:0:0.000 [Actual temperature Time Stamp
16.0|TineStanpSetPoint DATE_AND TIME |DT#90-1-1-0:0:0. |DT§50-1-1-0:0:0.000 (Set point temperature TimeStamp
24 _0|CurrentTime TimeStagDATE AND TIME |DT#590-1-1-0:0:0. (DT#30-1-1-0:0:0.000 |Current Time Time Stamp
3Z.0|8catusTenperature D ORD DWgleg0 DWgLego0o000oo0n Status Temperature
36.0|8tatusSetPoint D ORD DWgleg0 DWgLego0o000oo0n Status Set Point Temperature
40_0|CurrentTimeStatus DWORD DWgleg0 DWgLego0o000oo0n Current Time Status

< >

Ahbs <52 |Rd

The status of the data type DATE_AND_TIME is not displayed. The
PLC program uses system functions to convert DATE_AND_TIME
into the data types DATE and TIME_OF_DAY.

Online status — Data block Data Time [DB6] CPU-416

ﬂ:{z LADSSTLFRD - [@DBE -- "Date_Tirne" -- CPU 416 57 CPUATECPU A16-3 PH/DPY ADBE ONLIME]

O+ File Edit

Insert  PLC Debug  View Options

Window  Help

] il

O &80

(o] B =]

K?

Address  |Name Type Initial walue Actual wvalue Comment
0.0|Tenp Date LDATE Dfl1950-1-1 HFEOZ1-01-04 Temperature Time Stamp Date
Z.0|8etPoint Date DATE DE1990-1-1 D#Z021-01-04 SetPoint Time Stamp Date
4 0|CurrentTime Date DATE DE1990-1-1 D#Z021-01-04 CurrentTime Time Stamp Date
5. 0|Tenp Time TIME_OF_ DAY TOD#O0:0: 0000 TOD#LlE-44: 05 200 Temperature time of day
10.0(ZetlPoint Time TIME_OF DAY TOD#O0:0:0.000 TOD#LE:-24: 12947 ZetPoint time of day
14 0|CurrentTime Time TIME_OF_ DAY TOD#0:0:0_000 TOD#1lE-44:06.421 CurrentTime time of day v
= —
< >

Press F1to get Help.

Abs < 5.2 |Rd

________________________________________________________________________________________________________________________|
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3 IBH Link UA = Connection of a CPU 300/ 400 via IBH
Link S7++

CPUs of the S7-300 and S7-400 series not having a free
Ethernet port can be connected to the IBH Link UA via Ethernet
(RFC 1006 protocol) using the programming port (MPI bus) of the
CPU via an IBH Link S7++.

The following example shows a project with the connection of a CPU
312 (6ES7 312-1AE13-0ABO0) to an IBH Link UA via an IBH Link
S7++. Instead of the CPU 312, any other S7 CPU 300/400 could be
used.

IBH Link S7++

The IBH Link S7++ is an Ethernet converter. The
protocol used is the usual standard TCP/IP. All the
advantages of Ethernet are thus without any
problems to the user.

The use of SimaticNet as well as the use of
CP communication processors are neither
necessary on the PC nor on the PLC side.

Ethernet-Bus

3.1 Project with STEP® 7 (SIMATIC Manager V5.6)

Example: Up / down Counter

The example CPU 300 S7e is identical to the program
Counter, as described in chapter 1. The counter
counts until MaxValue is reached and counts down
until the MinValue is reached.

The SIEMENS PLC programming systems SIMATIC Manager V5.6
is used to create the network configuration.

TTI Trans Tech International® 2021 IBH Link UA Training
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IBH Link UA - configuration with the S7 (SIMATIC® Manager)

S7-300 and S7-400 controllers that do not have an Ethernet
connection can be connected to the IBH Link UA via the
IBH Link S7 ++ or the IBH Link S7 ++ HS.

The routing mode must be activated in the IBH Link S7 ++. This
mode is available from firmware version 2.142. In this mode,
unconfigured connections via RFC1006 are no longer possible!
Connections via the IBHNet driver continue to work.

IBH Link S7++

CPU 312 §7-412-2 PN I
)

MPI-Address 2 MPI-Address 10
e IP-Address:
19

2.168.1.12

L L

IBHLink UA
IP-Address:
192.168.1.14

Ethernet-Bus

Note:
The CPU S7-412-2 PN provides the Routing Service and is available in
the hardware catalog of the TIA Portal and Step 7 (Simatic Manager).

The firmware of the IBH Link S7 ++ emulates the Routing capabilities of
the CPU S7-412-2 PN (6ES7 412-2EK06-0AB0 V6.0).

The following properties are available (compatible with
CPU S7-412-2 PN):

Interfaces / Bus type Protocols
1x MPI/PROFIBUS DP MPI/PROFIBUS
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

3.1.1 Configuration of the IBH Link S7 ++ (Routing mode)
In the STEP 7 example, the S7 CPU 312 is to be routed via the IBH

Link S7++ and connected to the IBH Link UA.
The IBH Link S7++ must be configured to allow the Routing mode.

After starting Manage IBHNet Stations, the IBH
Network Settings dialog box opens. Click the
IBH Link S7 button to open the IBH Links in the
local network dialog box.

IBH Link UA Training TTI Trans Tech International® 2021
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Configuration of the IBH Link S7++
To set the properties of the IBHNet station follow the screen shots.

Activate Configuration with NetPro in the dialog box Properties

% |BH Metwork settings
File Stations IBH Links
— Station:

Station Mame | Address |
CPU 312 - IBH Link S7++ 10.0.13.92

Options  Help

$ |BHLinks in the local network

Found |BHLinks:

MALC Address | Type | Serial Nurnber | IP Address
50-2D-F4-15-48-07  IBHLNKUA 1033

| Station name | Firmware

IBHLink settings - 00025208

Iﬂetwork II MPI/Profibus I Time synchronization I Firmware Qiagnosti;l_’|

MAC: 00-02-A2-21-56-CB

[ Configuration via FRouter

—Address settings:

QK I Seltings I

— Metwark name: I IEH Link 57++

|P-Address: o0 13 92 :

Zearch and configure |BH Link 57, Plus, S7++ and 57++ e I & Static

HS devices. S ubret mask: EEE
" BootP

IBH Lirk 57 IBH Lirk 55 IBH Lirk 55++ Lahguage Gateway: I 192 0168 0 1 .1

[~ IBHNe&t port [Port 1099 is always active]: ID
Close | Yerzion: 1.65 Help

— Authentification

Username: Iadmin
Pazzword: Ixxxxx
@ The IBHLink behaves like a PLC, that accepts projected Ehange passward
L U connections.
h Unprojected connections via RFC1006 are not possible with
this option checked. .
— Option

v atPro/Ti

étonfigulation with N

'mﬁ'a For PLC to PLC comrunications, a MetPro configuration
can be downloaded into the IBH Link, Details can be -

|f0und in the documentation,
The settings will be saved in the IBH Links internal

{(Cliko™ 1251, mernoty and are Kept atter a pouér cycle,
@™% The configuration has been downloaded to the [BHLink. Save permanently Reboot Cancel
w Select 'Yes' to restart the adaptor. I | _l
If ‘Mo’ is selected, the [BHLink needs to be disconnected . . .
and re-connected to save the settings permanently ! | B H L| n k/NetWO I’k/RO Utl n g Opt' 0 n S.
confirm,
fes Mo |
MPI/Profibus I Time synchronization I Firmware ISlaliUn 1 I 4
—Metwork status / Diagnostic:
Test [itelist 0K
(Click ) Testing will atternpt to establish a network connection to
I B H LI n k S7++ M PI ad d resses Station address: the [BH Link and read the current settings,
Bug parameters:
Baudrate: 187.5 kBit/s ~
Talat_lnit: 100
. tax. Tsdr B0
The setting made must be M. Tod 12
Tovii 1 ¥
permanently adopted in the 7BusNadesfh“§La;:2 e
. o1 2 4 65 6 7 8 9 101 12131415 16 17 18 19
IBH Link S7 ++. N Al el el i el i el
20 [5 = = [H = [E = =S S E S E
400 [ H = [E = EE EE EEEEEEEEEEE
(0] o o o o o s ] o | | ] |
B0 [ [ [ [ [ o o o
100 0 . o
120 o o Key
[ Station passive
[V Station active
¥ Station active ready
click

4\_q;& lifelist of all connected nodes on the bus will be read.l
Save permanently I Fieboot | Cancel |

TTI
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3.1.2 Set up the PG/ PC interface as an Ethernet connection

To be able to establish a connection with the IBH Link S7++ (CPU
412) and the IBH Link UA (OPC UA Server), the PG / PC interface
must be set up as an Ethernet connection.

Set the PG / PC interface for Ethernet communication
& SIMETIC Manager - [CPU 300 57e -- £:45.18 $7e\CPU 300 57] \EI\EI

@File Edit Insert PLC  View Options “Window Help - 8 X

Customize.., Cirl+&lt+E A

B | Access Protection »
, B

Change Log
S7-Web2PLT

518 [BH Link UA
Set PGAPC Interface...

Set PG/PC Interface

} LLDP / DCP | PNIO Adapter | Info |

Access Point of the Application:

|STDNLINE [STEF 7] - Realtek PCle GhE Family Contmller.TCPJ
[Standard for STEP 7)

Interface Parameter Assignment Used:

|Healtek FCle GBE Family Contraller. TCPIP. Properties...
PLCSIM.TCRIP 1 ~ Diagnostics..

(B Fiealtek PCle GhE Famiy Contioller|50.2

Fiealtek PCle GbE Famiy Contioller, TCPIP.2 |
Fiealtek PCle GbE Family Contioller TCRIP Auto 2 <bctives I.

[< 0

[Parameter assigment for the |E-PG access

to pour MDIS CPs with TCP/IP Protocol
[RFC-1008])

gconfirm
m Cancel Help

3.2 IBHLink S7++ as CPU 412-2 PN in the project

The inserted SIMATIC 400 station (1) was renamed IBH Link S7++.

With a click on the IBH Link S7++ (renamed SIMATIC 400 station) in
the left window, and a double-click on Hardware in the right window
the HW Config window is opened.

A SIMATIC Manager - [CPU 300 57 -- A5, 16 $74CPU 300 57] T =
% File  Edit Insert PLC  ‘iew Options  Window  Help - 8 X
0O & | &7 3 Wi (|2 2| % HEE < NoFier >

CPU 4122 PN

-, IBH Lirk UA

Fress F1to get Help.

3.2.1 Configuration of IBH Link S7++ (SIMATIC 400 station)

The following module must be used as a representative for the IBH

Link S7 ++: MLFB: 6ES7 412-2EK06-0ABO V6.0 in rack O, slot 2.

I —————————
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HW Config window IBH Link S7++ (SIMATIC 400 station)

Bh Y Config - [IBH Link S7++ (Configuration) - CPLI 300 57e] =n(EER==
Eﬂl Station Edit Insert PLC  View Options Window Help -
D" &G L =R v
~ ol
o cr3 Fe ’7 |
Frofile:  [Standard |
|| Ethemet-IBH Link 57++: PROFINET-I0-Gystem (100) =L CPU-00 2
(10 CPU 400H
-0 CPU #1241
(L1 cPU s122 0P
5] CPU 4122PN
v -] BEST 412-2EKDE-04B0
< > " [§ veo
TG LS e O ]
:[:l [0) CR3 ¥ CPU 4131
(L1 CPU #1132 DF
Slot odule .. | Order number Firmuare MP| lad.. | Q.. | C.. ®-0 CPU 4141
1 PS 405 44 EES7 405-0DAD2 084D ~ - CPU 4142 0P
2 CPU 412-2PN___|GES7 412-2EK06-0ABD V6.0 10 (L1 CPU #14.3DP
X7 MEOF i | e (10 CPU 414-3 PN/DP hd
A i 2 BES7 412-2EK06-04B0 ~ T
NEFIR it 7 S work memory 512 KB code and 512 KB
HEES Fhnt” SR data; 0.075 ms/1000 instuctions: 4KB
= ¥ ||DI/O; 48 cornections; 1-DP/MPI, v

Press F1 to get Help.

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7++)

With a double-click on the line X1 MPI/DP the | fimcrz
dialog box Properties — MPI/DP - (RO / S2.2)
is opened.

Properties - MPI/DP - (R0/52.2)

Addresses] Operating Mode] Conliguration} Clock I

Shart Description MPI/DP
Marne: [MPI/DP

Interface

Type WP -

Address: 1

L CTICK)

Networked: ‘Yes

Comment:

ak Cancel Help

The Interface type MPI is selected. Click the button Properties... to
open the dialog box Properties — MPI interface - (RO / S2.2). The
tab Parameters show the selected MPI address (10) of the CPU
412. The subnet connection MPI CPU-312 — CPU-412 was
established.

Properties - MP| interface MPI/DP (R0/52.2)

Gereral | Parameters

=
Addiess: m -~
MPl-Address
Highest address: 31 IBH Link 57++
Transmission rate: 187.5 Kbps
Subnet:
- not netwarked - New

MP| CPL-312 - CRU-412

Properties
e
< > Delete

Cancel Help

TTI Trans Tech International® 2021 IBH Link UA Training
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Chapter 3

Click the button Properties... to open the dialog box Properties —
MPI for more details on the connection.

Properties - MPI

General | Netwark Settings |

Marne: IMP\ CPU-312-CPU-412
57 subnet 1D: IUUED ° IEIEIEI‘I

Project path:

Storage location

|CF‘U 300 57e5MP| CPU-312 - CPU-412

of the praject: |A:\5.1E S7eMCPL 300 57
Authar: |PSH

Date created: 05/17/2019 04:49:53 P
Last modified: 03/29/2020 02:28:47 PM
LComment:

MP| connection CPU-312 tothe CPU-412

iconfirm
-—DK

Cancel Help

Click OK to close all dialog boxes.

Define the ethernet interface of the CPU 412

With a double-click on the line X5 PN-IO the
dialog box Properties — PN-IO - (RO / S2.5) is

opened.

Properties - PN-10 (R0/52.3)

tledia redundancy |

Time-of-Dray Synchronization | Options

|-Device I Synchronization

(Gerel ) | addesses | PROFMET
Short description: PMN-O
B R Frii0

I Use different method to obtain device name

¥ Support device replacement without exchangeable medium

Interfac:

Type: Ethemet
Device a
Address: 192168112
Networked: yes Propetties.
LComment:
Cancel Help

i o) cR3

LK

2
X7

]

To set up the ethernet interface click the button Properties... button
to open the dialog box Properties — Ethernet interface PN - (RO /

S2.5).

Properties - Ethernet interface PN-10 (R0/52.3)

General | Parameters I

IP-Address
IBH Link 57++
Gatewa,
IP address: 10.0.13.92
eSS & Do nat use router
Subnet mask: 255.255.256.0
 Use router
™ Use different method to obtain IF address Addiess: I—

Subnet

- not networked -

Ethemnet connection

New..

Properties...
(G ;I
Delete

Cancel Help |

Click the button Properties... to open the dialog box Properties —
Industrial Ethernet for more details on the connection.

IBH Link UA Training
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Properties - Industrial Ethernet

General

Marne: |Ethernet connection

57 subnet ID: QoL3 - |0006

Project path: [CPU 300 S7e\Ethemet- 1BH Link LA

Storage location

of the project: |A:\5.1 8 57e\CPU 30057

Authar: [TTi

Date created: 03/27,/2020 07:46: 20 PM

Last modified: 01/05/2021 0%:52:30 PM

Comment: Ethemet-interface of the IBH Link LA to the IBH Link 57++
confirm

Click OK to close all dialog boxes.

Configuration of CPU 412-2 PN (IBH Link S7++) Save and
Compile
The configuration is accepted by clicking the Save and Compile icon.

% HW Config - [IBH Link 57+ + (Configuration) -- CPL 300 5¥e]
Bl Station Edit Insert PLC  iew Options  Window  Help

DeEetd B 5 T 5 s
| i

Delete blocks (IBH Link S7++/ CPU 412-2 PN)

No blocks can be loaded into the IBH Link S7++. All blocks that are
in offline mode from IBH Link S7++ / CPU 412-2 PN must be deleted.

A SIMETIC Manager - [CPU 300 $7e -- A5.18 S7e\CPL 300 57] =] =]

%File Edit Insert PLC  View Options Window Help - 8 X

(= g? é{: ﬁ 2 % By i fusad H < Mo Filter »

| =-Ep CPU 300578 EysustemDats il
=l 1BH Link S7++ (gt chick
- e-[@ cPud1z2PN

Open Object Ctrl +4H£+0

Paste Ctrl +4f
: Delete‘- Cel
(- B 1BH Link LA
Insert Mew Object b
Special Object Properties 3

Press F1to get Help.

Only data can be transferred with the IBH Link S7++. All
program blocks in the CPU 412-2 PN must be deleted.

The configuration must be loaded into the IBH Link S7++!

Load System configuration into the IBH Link S7++/ CPU 412

Loading into the CPU 412-2 PN (IBH Link S7 ++) requires several

steps.
I ————————
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& SIMATIC Manager - [CPL 300 §7e - £2345.18 §7e3CPL 300 57] =N ===
@File Edit Insert PLC  View Options Window Help - 8 X
0@ &t & TR [ < NaFier > =]

| =-£2p CPU 30057 STiK) System Data
=-F IBH Link 57++  |Download

=@ crugiz2pu

----- P Blocks;
f crPu 3z

- 1BH Link U

Downloads current object to the PLC, Realtek PCle GbE Family Contraller.T

3.3 Create MPI connection between CPU 312 and CPU
412/ (IBH Link S7++)

Click the Configure Network icon to open the NetPro window.

& SIMATIC Manager - [CPUI 300 57e -- 87518 §7=\CPL 300 §7] ==
@File Edit Insert PLC  ‘Wiew Options ‘Window Help - 8 X
O |8 #F| &% din |2 %g | %a |- EE | <MoFier> =8 | B

Hardware CPU 412-2 PN

-2 CPU 30057
- Configure Metwork

[
(- B, 1BH Link Ua
Realtek PCle GbE Family Controller.T

Opens the netwaork configuration of the project.

NetPro window

The MPI port of the CPU 312 is connected to the MPI bus with drag
& drop.
B8 NetPro - [CPL 300 57 (Netwark) -- A345,18 S7ACPU 300 57 =N ===

- &8 X

%gNetwork Edit Imsert PLC Wiew Options ‘Window Help
=E S [ i LS

Ethernet- IBH Link S7++
Industrial Ethernet

| [

CPU 312 IBH Link S7++ IBH Link UA
B [ _r||||| S‘%EMPWEPN-K
PN H
m m
Interface 2 Drag & Drop Interface 1o
. MPI;DP
T WP
Athress 2| | CPU 312 pe ME | MP interface
MPlinterface - 10 <==> MPI CPU-312 - CPU-112
MPICPL-312 - CPL-412 2 {==> MPI CPU-31Z - CPU-112
[¥=]] Name: MPI CPU-312 - CPU-412
Type: MPI
57-Subnet 1D 0080 - 0001

Ready Realtek PCle GhE Family Contraller TCPIP.2
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Save and Compile MPI connection

Page 3-9

B MetPro - [CPU 300 57 (Metwork) - ANG.18 574CPU 300 57)

%ENetwork Edit [Insert PLC View Options Window Help
FEIEEE T R

Save and Compile

Sawe and Compile

Compile

¢ iCompile and check evemthing
-

" Compile changes only

confirm
0

Cancel

Help |

The procedure Compile and check everything shows no warning.

£ Outputs for consistency check for A:\5.18 57&\CPU 300 ST\CPU 300 57

O

File  Edit

hessage type I Message

Mo errars,

3.3.1 S7 PLC program (Counter) CPU 312

.'—; SIMATIC Manager - [CPU 300 57e -- 245,18 57e\CPU 300 57]

%File Edit Imsert PLC  View Options “Window

Help

(= o=

- 0 X

=T

E-F@ CPU 2

B[ cPu a2
[E-{z5] Counter
i Sources

i DES

D |8 & | 4 B (dnl@ %5 % 05 5 &[] <NoFiter>
=& CPU 300576 Cick) |5 System data
H-fl] 1BH Link 57++ Download 45+ 0B100 3 FC5

4 0B

Y2 Counter Yalues

Downloads current object to the PLC, |

|Realtek PCle GhE Farnily Cuntruller.'lz

Load all PLC blocks and the System data into the S7 CPU 312

Note:

Link S7++] via MPI, loading takes place via the Ethernet

k. connection of the CPU 412-2 PN [IBH Link S7++].
Direct loading via MPI is only possible after changing the PG/ PC
interface to IBHNet.MPI.1. This is not recommended. This setting

f The S7-CPU [CPU 312] is connected to the CPU 412-2 PN [IBH

does not allow online access to the other devices.

Download (294:36)

Do you want ta load the spstemn data?
A confirm )

Mo

TTI Trans Tech International® 2021
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The online status of the S7 PLC program is displayed.

€A var - [Counter Values -- @CPU 300 S7e\CPU 3124CPU 112\ Counter ONLINE] | = [ & [[23)

Y3 Teble Edit Insert PLC  Variable \View Options  WWindow  Help - &8 X

=] Dlla| 8| # (B[] X[ & M| Dfe | &4 wl
,r; Address Symbol Display format | Status value | Modify value

1 M 01 "CounterOn” BOOL I]true true

2 Mo 25 "Dowen” BOOL I]true

] M 26 g [Slelel

4 Mo20 "M BOOL

5 M2 "hin" BOOL

=] w12 "alue" DEC

7 DBSDEX 0.0 @ “CounterData" CourtingOn BOOL

g DESDEVY 4 @ "CourterData" Counteralue DEC

9 DBESDEVW 6 | "CourterData" Structure Min'/alue DEC

10 DESDEW & @ "CounterData" Structure Macdvalue DEC

11 DES DEVY 12 | "CourterData" Structure Walue DEC

12

CPU 300 S7e\CPU 3124 ACounter 4> RO

3.4 IBH Link UA as an SIMATIC PC station

A click on IBH Link UA, the renamed SIMATIC PC station, and a
double-click on Configuration opens the window showing the
configuration of the IBH Link UA.

& SIMATIC Manager - [CPU 300 S7¢ -- A45.18 S7e4CPU 300 57 =N E=R =
@File Edit Insert PLC  Wiew Options  Window Help - a8 x
D& (277 | 4 DR |0 % " [emer %
CPU 300 57e OPLC Server
IBH Link §7++
= cPUn2
=-[@ cru 312
=] Counter

Press F1to get Help.

3.4.1 Configuration of IBH Link UA (SIMATIC PC station)

B Hy Config - [IBH Link UA (Configuration) - CPU 300 $7¢] =% E=B~"|
Ol Station Edit Insert PLC  View Options  Window  Help - 8 %
D=zs-@ &S Ll = Y
~ o=l
g
Eore Find: Ll H
A
2 [HE i Profile: |Standanj j
> & SIMATIC PC Station a
5 D Controller
A v -0 CP Industrial Ethernet
.. SwWWE2
v S VE.25P1 ..
N > SwVET
[ swive
ﬂ:l @ PC &3 CEPROFED
{27 HMI
Index Module Order nurmber Firrniware MPI address | address | Comment E+-Q User Application
1 ﬂ: OPC Server V3.2 ~ [ ] Application
2 IE General IE_CF V5.2 16383 5[ ) OPC Server
3 H _Swwe0sPs
; A swveDsPs..
3 SWVETT
7 L] Swivez. | v
g PROFIBUS-DP slaves for SIMATICS7 and - ¢
g C7 [distibuted rack] =
10 v
Slot is occupied, module is too wide, or the functionality of the inserted maodule is not transferab

________________________________________________________________________________________________________________________|
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Note:
The Siemens OPC server SW V8.2... and the CP Industrial Ethernet
interface IE General SW V8.2... are available in the hardware catalogs
of STEP7-SIMATIC Manager and the TIA Portals.

Ethernet interface IE General (RO / S2) set up

With a double-click on the line 1 IE
General the dialog box Properties —

IE General is opened.

Properties - |E General

B (0] FC

COptions I FROFIMET | Diagnostics
Short Description: IE General
Prowy for any Industrial Ethernet module, 150, TCPAP, 57 and 57-H
communication [via 150anTCF], PG functions, routing, PROFINET 10
contraller, prioritized startup, SIMATIC WNET PC software V8.2 .
Order Mo,/ firmware: IE_CP /vE.2
Narne: IE General
Interface Plant Designation:
Type: Ethemet |
Address: 1921681.14 Location Designation:
Metworked: Yes Properties.. |
Commert:
Cancel Help |

Properties - Ethernet interface |E General (R0/S2)

General | Parameters

I SetMAC address / use IS0 protocol

MALC address: I
IP-Address

¥ 1P prot being used IBH Link UA

Gate
|P address: [10013.89 1D ot s
Subnet magk: |255.255.255_l]

" Use router

Address:

Subnet:

-- not networked —
Ethernet cornection

Mew

Froperties...
Delete

Cancel Help |

Properties - Industrial Ethernet

General

Hame: IElhemet connechion

57 subnet 10: IDDD3 - | 0006

Praject path: |CPU 300 §7e\Ethemnet- IEH Link LiA
Storage location

af the praject: |A:\5 18 57=ACPU 30057

Authar: ITT\

Date created: 0342772020 07:46:20 PM

Last modified: 01/05/2021 05:52:30 PM

Comment:

Ethernetinterface of the IBH Link UA to the |BH Link 57++

| Ioonﬁrm r

Cancel | Help |

S

To set up the ethernet
interface click the button
Properties... button to
open the dialog box
Properties — Ethernet
interface IE General
(RO / S2).

Click the button
Properties... to open
the dialog box
Properties — Industrial
Ethernet for more
details on the

connection.

Click OK to close all
dialog boxes.

TTI

Trans Tech International® 2021

IBH Link UA Training



Page 3-12

IBH Link UA = Connection of a CPU 300/ 400 via IBH Link S7++

Chapter 3

Configuration of the IBH Link UA Save and Compile

The configuration is accepted

by clicking the Save and
Compile icon.

E’ﬂ R Config - [IBH Link U& (Configuration) -- CPL 300 57e]

Blj station Edit Insert PLC iew Options  Window  Help
D=8 B & din &l |12 ) %R n2
| (click} Save and Compile

3.5 Create S7 connection between OPC Server and

CPU 312

Click the Configure
Network icon to open the
NetPro window.

NetPro window

E’Q Hw Canfig - [IEH Link 57++ {Configuration) -- CPL 300 57e]
Blj station Edit Insert PLC iew Options  Window  Help

D=a® &S s wn | fh B | %8| k2

Configure Network

8 MetPro - [CPU 300 57e (Netwark) -- A5,18 S7e\CPL 300 57] (=N EcRIE==|
B2 Metwork  Edit Insert PLC View Options  Wfindow  Help - & %
=S s gl SN

1
Ethernet connection
Industrial Ethernet
T T Marme: [BH Link UA
CPU 31z IBH Link S7++ IEH Link LU, [Tepe: SMATIC PC Station
il CFU ””” CPU PO PN-IC IE
& 312 T 4123} H = Gener,
PN L H
[=] H | o]
2 10
MPI CPU-312 - CPU-412 Name: OPC Setvet
¥=] Type: OPC Server WB.2
Insert Mew Connection Ctrl+M
Caonnection Partner.., Alt+R
Object Properties.., Alt+Return

—righteici?

Local ID Partner ID | Partner Active connection | Subnet ~
57 connection 1

A4
Ready Realtek PCle GbE Family Controller. TCPIP.2 3892 ¥4

Right-click S7_connection /
the S7 connection_1.

Object Properties to display details on

Properties - 57 connection

l apPC ] Statuz Information
Local Connection End Point Connection identification
r Local ID:
™ |57 connection_1
= WD Mame:
u |DF'E Server
Connection Path
Local Partrier
. IBH Link L&/ CPU 312/
B et ‘DPC Sarver ‘cpu 312
Interface: |IE General | |cPu m2R0/52) |
Subnet: |Elhemel connection [Industrial Ethemet] |MF'I CPU-312 - CPU-412 [MP1]
fddress: [100,13.83 2
IP-Address MPl-Address Address Details. .
IBH Link UA CPU 312
ol ||
IBH Link UA Training TTI Trans Tech International® 2021
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The tab OPC of the dialog box Object Properties - S7

connection_1, tab OPC displays further details on the connection.

Properties - 57 connection

General [ OPC ] Status Information

— Connection Establizhment

¢ The connection iz established when required [(when a variable is accessed)
' The connection remains permanently established

—Mezzages

Default priority for messages: 500 M essage text details |

I” FReceive block and symbol-related meszages Massages.. |

I™ Receive diagnostic messages T |

all settings are
— Other Parameter default settings

[ Optimize wiite access
I3 Optimize read access
[T Autgmatically reset 57 password for block access

I Immediate responze when intermupted connection is detected

[~ Disconnect automatically after

Connection establizhment timeout 15000 s

Job timeout 15000 ms

1Y

Magimurn number of parallzl network jobes:

POU size: 240 +| Bute
Jdclick)

Cancel | Help |

Details of the S7 connection_1 addresses are displayed.

Address Details

Local Partrer
- IEH Link LA/ CPU 312/
End Point IDF‘E Server IEF'U 32
Riack/Slot [o 2

Connection Resounce |1 il |D3
[hexl:
TSAF: |1D.EI1 |D3.02

57 Subnet ID: IDDD3 - 0006 IDDSD oo

click
s _|

Save and Compile S7 connection_1

Trans Tech International® 2021

%f'g MetPra - [CPU 300 57e (Mebwork) -- &%5,18 S7e\CPU 300 57]
B Netwark  Edit Insert PLC  Wiew Options  Window  Help

PRI T R R

Save and Compile

Save and Compile

Campile

4y iCompile and check everything
-

" Compile changes only

canfirm

0k Cancel Help

IBH Link UA Training
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The procedure Compile and check everything shows a warning.
Since routing is intentional, the warning does not apply.

£k Outputs for consistency check for A7\5.18 S7Te\CPU 300 ST\CPU 300 57 — O

File Edit

kessage type I Message
Outputs for connections in IBH Link UASOPC Sepver:
Wfarning YWarning: Local 1D '57 connection_1" Establishing connection wia 57 Routing,

Result: 0 errar(s), 1 warning(s) (010672021 05:20:56 Ph)

3.5.1 Select OPC tags

B2 yetPra - [CPL 300 57 (Netwark) - £145,18 S724CPU 300 57] =N =R
% Network Edit Insert PLC View Options ‘“indow Help - & x
S99 &0 daln| 3 5L BN

1
‘E?erpgtlgﬂﬂect\?ﬂ Mame: Ethernet connection
ndustria eme Type: Industrial Ethernet
T T 57-Subnet ID: 00D3 - 0006
IBH Link S7++ IBH Link UA
% CPU hPI/DTPH-IC
f””H 4133 H
PN '
5] fi - 5]
2 10 i’
mg} CRU-212- CPU-412 Insert New Connection Cirl+M
| Mame: MPI CPU-312 - CPU-412 Highlight >
Type: MPI
57-Subnet [D: 0080 - 0001 Download >
Reatrange (Ciick)
Object Properties.’. Alt+Return

Local [ Partner ID | Partrier Type Active connection | Subnet A
57 cannection_{ CPU 312/ cPU 312 S7 connection Ve WPl CPL-312 - CPU-412 [WR1]

v

| Ready [Realtek PCle GbE Family Controller. TCRIF.2 | hoaos v

The command Object properties... from the context menu (right-click
on OPC server) opens the Properties - OPC server dialog box.

The S7 tab defines whether symbols should be used and which
ones.

Properties - OPC Server

KMP | PROFINET IO | 574 Redundancy |
| oe | ODPmasterclass2 | FOL | | isoimee |
OPL Server =D
[OPE server for the protocols DF, FDL, 57 [acioss
tests, S7-U redundancy, 150/TCP, SNMP, DP M
PROFINET I0 contraller, SIMATIC NET PC softw SHMP | EROFIMET 10 | 57014 Fedundancy

General DP DP master class 2 | FOL I 1S0/TCP

Order Mo./ fimware:  OPC Server / V8.2 |

Shart Desciiption

Properties - OPC Server

Hane Cycle time; 100 ms

 Access Protection
[ activate

Default rights: -I
™ Rights specific ta OPC items Edit..
Comment:

r~ Use Symboal
" Mone

Al

i @R
* Configured Canfigure...
[~ Anay elements visible at nntime

Time after which an unforwardable protocol alamm is removed: 50000 me

Maximum number of pending alarms: 500

Cancel Help
The Configure... button opens the Properties -
OPC Server dialog box. The operands defined in

_______________________________________________________________________________________________________________________|
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the symbol table, and the data of the data blocks can be selected as
OPC tags (OPC symbols).

Due to the previously configured S7 connection, all tags are shown.

Global Variable (OPC tags) CPU 312

Configure Symbols

=8 cPUa0057e

“Yariable 5 mbul

Page 3-15

El- . CPU 312
=- @ EEE
=-1F CounterData

LT} Structure

—Elements in active branch
Sprabils: 1B /1B

Amray elements - !

Symbal zetting:
v, isible

Access permissions:

Connection: I 57 connection_1

W Download anly visible symbols EditEU Lo / Hi ¥ Include lower-level symbols

Access path
IVIEF'U 300 57e.CPU 312.CPU 312 ‘
Import fle | Ex=port file Cancel Help |

Data block CounterData [DB2] OPC tags

Configure Symbols

[=-Bp CPU 30057e

Bl
E l cRU 312

D Structure

Cornection

 Elements in active branch Symbaol setting: Maone
Symbals: a fo8 v, Visible Access permissions: m
k - open | select
Array elements - ¢ V) Connectian: I 57 connection_1 ;I
W Download anly visible symbols EditEU Lo/ Hi W Include lower-level symbols
Access path
’7|CF’U 300 572 CPU 312.CPU 312 CounterData ‘
Import file | Ex=port file | Cancel Help |

Structure Data block CounterData [DB2] OPC tags

Configure Symbols

(=8 CPU 30057

B CPU 3z
= @ crumz
= D CounterData

“ariable spmbol

BOOL

i

| Visible nhection

 Elements in active branch Symbol setting:
Symbols: 4 P v, Wisible Access permissions:
Array elements - ¢ - Connection: I 57 connection_1 ;I
W Download anly visible symbols EditEU Lo/ Hi W Include lower-level symbols
Access path
IVICF'U 300 572 CPU 312 CPU 312 CounterD ata, Stucture ‘
.confirm,
Import file | Export file | Cancel | Help |

Click the OK buttons to close the Configure Symbols and the
Properties - OPC Server dialog boxes.

TTI
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NetPro - CPU 312 S7e (Network) window

Clicking on the Save and Compile icon to save the configuration of
the CPU312, CPU 412 and IBH Link UA.

%f"g MetPro - [CPU 300 57e (Mebwork) -- 835,18 57e\CPU 300 57]

B Metwork  Edit Insert PLC View Options  Window  Help
=9 & & i B1Za ! W

Save and Compile

Sawe and Compile

Campile

¥ iCompile and check everything
b

" Compile changes anly

QK Cancel | Help |

The procedure Compile and check everything shows a warning.
Since routing is intentional, the warning does not apply.

v Outputs for consistency check for AN318 57e\CPU 300 5MACPU 30057 — O
File  Edit
Message type | Message
Outputs for connections in [BH Link UA/OPC Server:
Warning Warning: Local ID ST connection_1": Establishing connection wia 57 Routing,

Result: Qerrors), 1 vwarning(s) (01062021 05:20:56 PM)

Download the configuration of the CPU 416 and IBH Link UA.
Right-click OPC-Server and click Download / Selected and Partner

Stations.
B8 NetPra - [CPLI 300 57 (Nebwork) - AA5.18 S7e\CPU 300 57] [E=REcR(~==)
%@Nemork Edit Insert PLC  ‘Wiew Options ‘Window Help -8 x

CFU
312

FIHT
A5 H

= s g S B!k
1
F?emet‘?gﬂeamﬂ Marme: Ethernet connection
ndustrial Ethernet Type: Industrial Ethemet
T T 57-Subret ID: 00D3 - 0006
|CF’U 31z IBH Link S7++ IBH Link UA

o Name: OPC Server |
] ‘H E Type: OPC Server ¥8.2 ]
H 10 =
MPTCRL-2T2 - CRUAT2 Insert New Connection Chrl+M
P
| Mame: MPI CPU-312 - CPL-412 Highlight > |
Type: MPI
S7-Subnet ID: 003D - 0001 Dowinload > Selected Stations Ctrl+L
R Selected and Partner Stations
eamrange .
\G=E3)
Object Praperties... Alt+Return [
[Local [ Partrer I [Partner Type Active connection | Subnet | ~
[7 connection _1_{ ] CPUE2/CPU 12 57 connection Yes WPI CPL312 - CPU-412 [WPI]
] P i i v
Ready Realtek PCle GhE Family Controllern. TCPIP.2 X005 Y 1%

Several information must be confirmed to complete the download.

3.5.2 Browser window diagnosis / control diagnosis

The configured connection to the PLC control and its status (error-

free / faulty) is displayed.

_________________________________________________________________________________________________________________________|]
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« ¢ @ © & 100.13897_=fdiaglistview - W nemeago =
%m (] OPC server is running Logout | Update password single-core

Client di. Netvtork diagnostics System Log
"""""""""" o corctonnone

@ 1-1 57_Connection_1

<
Clear diagnose g

100.13.92:102

6.1.2021 17:41:1 Connection established (6ES7 312-1AE13-0AB0 )

>

|piagnostics |

3.5.3 IBH Link UA browser window Siemens slots.
The CPU with the OPC tags is displayed in the Siemens Slots

browser window.

- B IBH Link UA - Siemens slots X g

© £ 10013897 =/opc_slots

<« C o

Pl L
S o

n MO @ O 5 =

. @

running Logout | Update password | single-core

Siemens slots
¥slot 1
[[¥57300/ET200M station_1]
¥57-300
DeviceManual

DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialMurmber
SoftwareRevision
¥ Frograms
SupportedTypes
»Tasks
DeviceHealth
* ParameterSet
»Slot 2
Delete slot | Delete all | Load OPC Editor Project | Save OPC Editor Project |
Insert SofifLC | Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK |

3.6 UaExpert - program window

CPU 312
MPI-Port

IBH Link S7++
S7 connection
(Ethernet)

MPI-Port

IBH Link UA

HS? connection

(Ethernet)

OPC Server

UaExpert

IBH Link UA@ibhlinkua_sc

The S7-CPU 312 is displayed in the UaExpert program window.

TTI
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The variables of the data block CounterData [DB2] and the
operands defined in the symbol table that were defined as OPC tags
are listed under Programs and GlobalVars. These _
can be dragged and dropped into the Data Access &% GlobalVars
View. The PLC counting program is processed, the changes are
displayed. With a double-click on the value of a variable its value can
be changed.

If the UaExpert program window was still active in the background of
the PC, the connection to the IBH Link UA must be interrupted and

restarted.

Disconnect the IBH Link UA Server Connecting to the IBH Link UA Server
+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ " Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®
File View Server Document Settings Help File View Server Document Settings Help

DpPBER #+=° XXK8 B s DpgPBO =0 X8 B B <
SC=s Disconnect Server CLE A Connect Server | 2 B
~ [ Project e ~ [ Project

v [ Servers ~ [ Servers

Q IBHLinkUA@ibhlinkua_sc Q IBHLinkUA®@ibhlinkua_sc

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Eile View Server Document Settings Help
2 % — gL o™
DPBE #=0XKWA8 0RO
Project & X  Data Access View °
v [ Project # Server Node Id Display Name ( \n’a\ue\ Datatype  Source Timestamp Server Timestamp Statuscode
v [3 Servers 1 IBHLinkUA...  NS4|String|CPU 312... CounterON true Boclean 18:52:17.795 18:52:18.514 Good
t& IBHLinkUA®@ibhlinkua_sc 2 IBHLinkUA...  NS4[String|CPU 312... Down false Boolean 18:53:40.324 18:53:40.575 Good
o D - 3 IBHLinkUA...  NS4|String|CPU 312... IsCounting true Boolean 18:52:22.474 18:52:23.027 Good
2 Documents 4 IBHLinkUA...  NS4|String|CPU 312... Max false Boolean 18:52:23.891 18:52:24.527 Good
D Data Access View 5 IBHLinkUA...  NS54|String|CPU 312... Min false Boolean 18:52:25.082 18:52:25.777 Good
6 IBHLinkUA...  NS4|String|CPU 312... Up true Boolean 18:53:40.324 18:53:40.575 Good
P @ x| |7 [BHLinkUA.. NS4String/CPU 312.. Value 6380 |Int16 18:53:41.824 18:53:42.075 Good
8 IBHLinkUA...  NS54|String|CPU 312... CounterValue 6280 Int16 18:53:41.824 18:53:42.075 Good
% |No Highlight ~||9 IBHLinkUA...  MN54[5tring|CPU 312... CountingQMN true Boclean 18:52:31.513 1&:52:32.282 Good
10 IBHLinkUA...  N54[5tring|CPU 312.. Dumrmy 0 Int16 18:52:32.833 18:52:33.533 Good
viD Objects n IBHLinkUA...  N54[5tring|CPU 312... MaxValue 10000 Int16 18:52:34.366 18:52:35.036 Good
o Client 12 IBHLinkUA...  N54[5tring|CPU 312... MinValue 100 Int16 18:52:36.408 18:52:37.037 Good
& DeviceSet 13 IBHLinkUA...  NS4|String|CPU 312... Switch_2 true Boolean 18:52:37.852 18:52:38.537 Good
evice 14 IBHLinkUA.. NS4String|CPU 312... Value 6880  J Int16 18:5%:41,824 18:53:42.075 Good
i ma;: ﬁ continuously
odbus updated
v @ PLCs Drag & Drop
@ DeviceHealth Data Access View
@ DeviceManual /|
éDewceRewsion #  Display Mame Value Datatype  Source Timestamp
v GlobalVars
CounterOn 1 CounterQM true Boolean 18:52:17.795
Down 2 Down true Boolean 18:59:55.779
IsCaunting 3 lsCounting true Boolean 18:52:22.474
Max 4 Max false Boolean 1&:52:23.801
D"'” 5 Min false Boolean 18:52:25.082
\u’:\ue f Up falze Boolean 18:59:55.779
e / 7 Value 1295 Int16 18:50:56.279
@ Manufacturer 8 CounterValue 1295 Int16 18:59:56.279
@ Model G CountingOM true Boolean 18:52:31.513
&% ParameterSet 10 Dummy 0 Int16 18:52:32.833
v ‘v‘gg{am‘t ot 11 MaxValue 10000 Int16 18:52:34.366
ounterlata -
T / 12 MinValue 100 Int16 18:52:36.403
@ CountingON 13 Switch_2 true Boolean 18:52:37.852
@ Dumm A 14 Value 1295 Int16 18:59:56.279 Y
~ [ Structure
@ MaxValue I
@ MinValue Data Access View
g 3“"'““—2 z Server Mode Id
= T a‘;e i IBHLinkUA@ibhlinkua_sc  MN54|String|CPU 312.CPU 312.GlobalVars.CounterON
Hppornediypes IBHLinkUA@ibhlinkua_sc  NS4|String|CPU 312.CPU 312.GlobalVars.Down
# RevisionCounter IBHLinkUA@ibhlinkua_sc  MS4|String|CPU 312.CPU 312.GlobalVars.IsCounting
@ SenalNumber IBHLinkUA@ibhlinkua_sc  NS54|String|CPU 312.CPU 312.GlobalVars.Max
@ SoftwareRevision IBHLinkUA@ibhlinkua_sc  MN54|String|CPU 312.CPU 312.GlobalVars.Min
& Tasks IBHLinkUA@ibhlinkua_sc  MN54|5tring|CPU 312.CPU 312.GlobalVars.Up
& Server IBHLinkUA@ibhlinkua_sc  N54|5tring|CPU 312.CPU 312.GlobalVars.Value
3 slots IBHLinkUA®@ibhlinkua_sc  MN54|5tring|CPU 312.CPU 312.Programs.CounterData.CounterValue
I X IBHLinkUA@ibhlinkua_sc  MN54|String|CPU 312.CPU 312.Programs.CounterData.Counting QN
Stations IBHLinkUA@ibhlinkua_sc ~ M54|String|CPU 312.CPU 312.Programs.CounterData.Dummy
D Types IBHLinkUA@ibhlinkua_sc  M54|String|CPU 312.CPU 312.Programs.CounterData.Structure. MaxValue
D Views L IBHLinkUA@ibhlinkua_sc ~ MN54|String|CPU 312.CPU 312.Programs.CounterData.Structure.MinValue

IBHLinkUA@ibhlinkua_sc  MNS54|String|CPU 312.CPU 312.Programs.CounterData.Structure Switch_2 |
IBHLinkUA@ibhlinkua_sc  MN54|5tring|CPU 312.CPU 312.Programs.CounterData. Structure.Value J
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3.7 Diagnostics

If no values are displayed in the UaExpert — Data Access View
window or error messages are displayed, the IBH Link UA diagnosis
window provides information as to whether the connection to the PLC

exists.
& c @ © & 10.0.13.89/7_= fdiaglistviews RN 4 mneoeaao i =
=R o is running Lagout || Updiate passward | single-core

Controller diagnostics Client diagnostics MNetwork diagnostics System Log

""""""""""""" @ 1-1 S7_Connection_1 10.0.1.13.92:102 2.11.2020 11:18:28 Metwork 115 Trying to establish connection
>

<
"""""""""""" Clear diagnose: g

- B IBH Link L& - Diagnostics
e

c & © & 10.0.13.89/7_=diaglistviews - @ T ino @ O = =

:ﬂz‘; M ® g Logout | Update password | single-core
Controller diagnostics Client diagnostics Network diagnostics System Log

Logged Events

1.9.2020 §: 6:18 : Status 0x0 : Network : Gateway 192.168.1.1 removed

.8.2020 2: 6:30 @ Status 0x0 : Network : Hostname changed from ibhlinkua_rescued to ibhlinkua_sc
. 9.2020 B: 5:34 : Status 0x0 : Network : Metwork configuration saved

. 9.2020 2: 6:34 : Status 0x0 : System : IBH Link UA stopped

. 9.2020 8: 6:36 : Status Ox0 : System : IBH Link UA done

. 9.2020 8: 7: 6 Status Ox0 : System : Starting device up

. 93,2020 8: 7116 @ Status Ox0 @ System @ IBH Link UA started

. 9.2020 8: 7:33 : Status 0Ox0 : Webinterface : User admin logged in

.9.2020 8: 7:55 @ Status 0x0 : Teamviewer @ Starting assign

. 9.2020 8: 8:39 : Status Ox0 : Webinterface : User admin logged in

. 8.2020 2: 9:52 @ Status 0x0 : Teamviewer : Assign failed - Retry with previous token
. 9.2020 B: 9:52 : Status Ox0 : Teamviewer : Starting assign

. 8.2020 2:12:15 ¢ Status Ox0 : Teamviewer : Assign retry failed - Giving up

L 9,2020 8:18:24 ¢ Status Ox0 : TeamWiewer : Starting assign

s =

3.7.1 IBH Link S7 ++ web server

The IBH Link S7 ++ web server offers further diagnostic options. The
web server side is created with the IBH Link S7 ++

IP address [example: http://192.168.1.12] opened with the web

browser.
<« C @ © & 192.168.1.12/index_en.html - mn e @ =

L_[H |

""""BI‘ISOﬂec IBHLink S7++

Home | Configuration | Diagnostics | Change Password

(click’y

IBHLink S7++ configuration

IBHsoftec GmbH | Turmstr. 77 | 64760 Oberzent/Beerfelden | Tel - +49 6068 3001 | Fax: +48 6068 3074 | info@ibhsoftec_.com
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Home | Configuration | Diagnostics | Change Password

Authentication Required - Mozilla Firefox

® http://192.168.1.12 is requesting your username and password. The site says: “IBHLink 57++"

User Name: |admm ’ = ‘
|

&
Password: |admiﬂ ‘

confirm
5] cane

192.168.1.12/config_en.html

IBH Link S7 ++ web server Configuration page

- IBH |BHLink 57+ +
e

c © & 192.168.1.12/config_en html

B 9% INDOD@O =

llNBHsoftec mhink st
{click )
SEE Diagnostics | Change Password

Firrmware version MLSOMPI 02,165 10.06.20 %1.55_release-30-gc132e8b
Serial number / MAC Address DD:DE:ig:zQDF:SE:CEI
Metwark name |IE.H Link S7++ |
IBHMet port (port 1099 is abways active) |D |
Configuration with NetPro
DHCP
IP address 192.168.1.12
Subnet mask 255.255.255.0
Default gateway 0.0.0.0
IPvE (link-local) [FEBD::202: A2FF:FE21:56CB]
IPvE [SLAAC) [2A02:B958:F181:81F C:202: A2FF:FE21:56CE]
IPvE (static) []
Baudrate 187,5 kBitfs
Own station address 10
Highest station address 31
Set default bus parameters MPL FPROFIBLIS
Tslot_Init 415
hax. Tsdr 400
Min. Tsdr 20
Tset 1z
Toui 0
Gap factor 5
Retry limit 2
Ttr 0984
Activate Time-of-Day Synchronization
MTP update interval (10 - 86400 seconds) 50
MTP Serear 1 (IP address) 0.0.0.0
MNTP Server 2 (IP address) 0.0.0.0
MNTP Server 3 (IP address) 0.0.0.0
MTP Server 4 (IP address) 0.0.0.0
MPI/DP update interval

Save configuration

|[BHsoftec GmbH | Turmstr. 77 | 64760 Oberzent/Beerfelden | Tel.: +49 6063 3001 | Fax: +49 6068 3074 | info@ibhsoftec. com
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IBH Link S7 ++ web server diagnosis page

- IBH |EHLink 57++
e

G ® | © & 192.168.1.12/diag_erhtm =@ % InND @ O F

llIBHsoftec iswwinx st
{click)
Home | Configuration ange Paszgword

Connected PROFIEUS Devices:
Address Status Type hanufacturer
v 32 M BEST 312-1AE13-0AB0 Original Siemens Equipment

S7-300E8 f S7-400® Diagnostics:

Serial numhber

Station name S7300/ETZ00M station_1
Module name 57-300

Plant designation

Location designation

Operating mode RUN

Module time 922015, 00:57:39

Diagnostic huffer .

@ Event 1/10 @ Mode transition from STARTUP to RUN

5.2.2015, 22:41:41

Startup infarmation:

- Tirne for time stamp at the last non backed up power on
- Single processar operation

Current/last startup type:

- Automatic warm restart after backed up power on
Permissibility of certain startup types:

- Manual warm restart permitted

- Automatic warm restart permitted

Last valid operation or setting of automatic startup type at power on:
- Automatic warm restart after backed up power on
Previous operating mode: Mo voltage

Requested operating mode: No voltage

(PK: 68)

Event entering state

|[BH=oftec GmbH | Turmstr. 77 | 64760 Oberzent/Beerfelden | Tel.: +49 6055 3001 | Fax: +49 6065 3074 | infof@ibhsoftec. com

IBH Link S7 ++ web server change Password page

- IEH |BHLink 57+ +
e

¢ o © £ 192.168.1.12/passwd_enhitml e & 9 N o g O W

INBHsoftec 1BHink s7++

Haome | Configuration | Diagnostics | Change Password‘-

Usemame |admin |
Paszgword [TTTTY
enter
Repeat password [TITTY |

Save

|[BHsoftec GmbH | Turmstr. 77 | 64760 Oberzent/Beerfelden | Tel.: +49 6068 3001 | Fax: +49 BOGS 3074 | info@ibhsoftec.com

192,168,112/ passwed_en.htrnl

I —————————
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4 1BH Link UA — Connection of an S5 CPU 103U

The following example shows the programming of a project with the
TIA Portal with a connection of an S5 CPU 103U and the IBH Link
UA as an Ethernet connection the IBH Link S5++.

IBH Link S5 ++
The IBH Link S5++ is an Ethernet converter. The protocol used is the
usual standard TCP/IP. The user can benefit from all the advantages
of Ethernet-bus.

- 10.0.13.%4/cgi-bin/network.cgi b+

&« cC ® © & 10.0.1394/cgi-bin/network.cgi  ** ¢ Q| =

|llIBl1Saftes;

CONFIGURATION

IP address:
Here the IP address of IBH Link S5++ canbe specified. [0 |0 |1z |[s+ |

Netmask:

Additionaly DHCP can be selected to obtain the IP 55 |[zss |fess |fo ]
address automatically.

Gateway:

|10.0.13.1

Configuration:
NOTE: The {BH Link S5++ needs to be restarted to | [Manualy] v |

apply the changes.

Back Apply

The use of SimaticNet and the use of a communication processor
(CP) is not necessary on either the PC or the PLC side.

The sample program run in the S5 CPU 103 is identical to the
program Counter, as described in chapter 1. The counter counts
until MaxValue is reached and counts down until the MinValue is
reached. The S5 program Counter.S5P (or COUNT_ST.S5D) was
transferred to the CPU S5 103U using the STEP 5 programming
system S5 for Windows by IBHsoftec.

4.1 Project with STEP® 7 (SIMATIC Manager V5.6)

Example: Project S5 CPU 103 S7e
The example S5 CPU 103 S7e is identical to the S
program Counter, as described in chapter 1.
The counter counts until MaxValue is reached and counts down until
the MinValue is reached.

TTI Trans Tech International® 2021 IBH Link UA Training
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The SIEMENS PLC programming systems SIMATIC Manager V5.6
is used to create the network configuration.

Connection IBH Link UA - S5 PLC with CPU 103U

Ethernet-Bus

4.1.1 IBH Link UA - configuration with the STEP 7
S5 controllers do not have an Ethernet connection as standard.

If no communication processor with an Ethernet Port available, the
IBH Link UA can be connected via the IBH Link S5++.

Note:
The interface module IM 151-8 PN/DP CPU V3.2 provides a
PROFINET interface with an integrated switch. PG communication and
S7 communication are possible via the PROFINET interface.
The interface module IM 151-8 PN/DP CPU V3.2 is available in the
hardware catalog of the TIA Portal and the STEP 7 (Simatic Manager).
The firmware of the IBH Link S5++ emulates the PROFINET interfaces
of the IM 151-8 PN/DP CPU V3.2 (6ES7 151-8AB01-0AB0 V3.2) as far
as these are used for communication, S5 CPU PG interface - IBH Link
UA Ethernet Port, are necessary. The following properties are available
(compatible with IM 151-8 PN/DP CPU V3.2):

Interfaces / Bus Type Protocols
1x PROFINET (1 Port) PG-Communication
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

IM 151-8 PN/DP as a representative on the project

S5 CPU103U IBH Link S5++

IBH Link UA

- Ethernet-B
IM 151-8 PN/DP CPU V3.2
6ES7151-8AB01-0AB0
as a representative in the project

IBH Link UA Training TTI Trans Tech International® 2021
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The symbol table for defining the OPC tags is available in the

S5 CPU 103 S7e project. The hardware components required for the
communication between S5 CPU and IBH Link UA are specified in
the project.

4.1.2 S5 PLC Program

The PLC Program Counter S5W.S5P (COUNT@ST.S5D - SIMATIC
S5 programing system) with the SIMATIC S5 CPU 103U provides a
program for up and down counting.

S5 symbol table

The following operands are used in the S5 program, are defined in
the symbol table of the S5 program and should be available as OPC

tags.
4 . Symbolic table x
Test  Save Test and save Filter: ’W‘
Operand Symbol Comment
(Fo.a CounterON Eahle 55 CPU to count
F2.0 Max Maximum reached 55 CPU
F2.4 Min 2€OPCH0S  pMinimum reached S5 CPU
F22 IsCounting Counting control ON 85 CPU
F2.5 Down down counting S5 CPU
F2.6 Up up counting S5 CPU
\ FW 12 Value Counter value 55 CPU
FrDB 3 CounterData Data Block DB [CounterData] ‘BPC tags via
DW0 CounterValue Counter Value 55 CPU DB5 (CounterData)
DW 1 MinValue minimum Counter value 55 CPU
LDWZ MaxValue maximum Counter value S5 CPU

Picture Block S5-CPU 103U: Global variable / data from DB5

q
BE 1 8. = | SIL CSF LAD

- Title: Up / down counter status

| Operand Contents | Modify...

FO1 KM 1 Eable 85 CPU to count

F2.0 KMO Maximum reached 55 CPU

Fz21 KMO Minimum reached 55 CPU

F2.2 KM 1 Counting control ON $5 CPU

F25 KMOD down counting S5 CPU

F26 KM 1 up counting 55 CPU

FW 12 KF +5214 Counter value 55 CPU

DB 5 Data Block DBS [CounterData]

DWW 0 KF +5215 Counter Value 55 CPU

DW 1 KF +100 minimum Counter value 55 CPU

DWw 2 KF +10000 maximum Counter value 55 CPU

4.2 The example project in STEP 7 - Simatic Manager

Open the STEP 7 example project S5 CPU 103 S7.
In the project the SIMATIC 300 station was rename in IBH Link
S5++ at CPU 103.

To check the setting, double-click Hardware to open the
configuration window.

I ————————
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& SIMETIC Manager - [35 CPU 103 572 -- A45.18 5785 CPU 103 $7e] =N ===
@ File Edit Insert PLC ‘iew Options Window Help - 8 X
0O | 87 & g |2 25| %o - | < Mo Fiter > ~|

§= SECPU 103 57e - H ardware! IM151-8 PN/DP CPU

[ B, 1BH Link LA,

Press F1to get Help,

4.2.1 Configuration of IBH Link S5++ (SIMATIC 300 station)

The following module must be used as a representative for the IBH
Link S5++: Profinet-I/O-ET 200S-IM115-8 PN / DB CPU V3.2.

@ HW Canfig - [IBH Link 55 ++ at CPU 103 (Configuration) -- 55 CPLI 103 57e] (=N EEh =<
E"] Station  Edit  lnsert PLC  View Options Window Help - & X
D8 & & sin alin ||Eh 2| 8 | w2
ol x|
& (0 IM151-8 PN/DP CRU ) .
Find: | i
Ll
Profile: | Standard j
Ethernet connection: PROFINET 10 spstem [100)
BRI FROFINET IO
itional Field Devices
[]-D Gateway
v -2 HMI
NEESNEN

. E_] ET 20080
=] ET 2005

Order number

EEST 151 -BAEOT AR
AR ST

it ] eI e g
At Eilig Eiiig BES7 151-8AB01-04B0 ~ Eg
FtF LR Y| ‘work mermary 192KE : 0.06msA1000 =

instructions; PROFINET connection; 57
communication [loadable FBs/FCs);

Press F1to get Help,

Define the ethernet interface of the IM115-8 PN/ DB CPU

With a double-click on the line X1
PN-IO the dialog box Properties —
PN-IO - (RO / S2.1) is opened.

Properties - PN-10 (R0/52.1)

AN

I edia redundancy ] Time-of-Day Sypnchronization } Optionz ]
] Addrezses ] PROFIMET |-Device } Synchronization ]
Shart description: PM-0O
Device name: PA-I0]

I Use differsnt methad to obtain device name

V¥ Support device replacement without exchangeable medium

Interface

Type: Ethernet

Device 0

Address: 10.0.13.94

Networked: yes Froperties...
Comment:

Cancel Help
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To set up the ethernet interface click the button Properties... button
to open the dialog box Properties — Ethernet interface PN — 10 (RO
/ S2.1). The IP address of the IBH Link S5++ was set.

Properties - Ethernet interface PN-10 (R0/52.1)

IP-Address
IBH Link S5++

Gateway

IF address:
b % Do naot use router

Subnet mask: 2R0. 2562550
" Use router
™ Use different method ta obtain IP address .
Address:

Subnet;
- hot nebworked - Mew...
Ethemet connection
Froperties...
F‘
Delate
cwes | _wop_|

Click the button Properties... to open the dialog box Properties —
Industrial Ethernet for more details on the connection.

Properties - Industrial Ethernet

General l

Marne: Ethemet cornection]

57 subnet ID: mz2» - |0o003

Project path: 55 CPU 103 57\Ethemet conrection

Storage location

of the project: |A: 45,18 57e\S5 CPU 10357

Authar: [TTi

Date created: 01/06/2021 07:42:23 PM

Last modified: 01/06/2021 07:45:17 PM

Camment: Ethemet connection 55 CPLU 103 via IBH Link 55++ ta the |BH Link

L [OPC Server]
click
Cancel Help

Click OK to close all dialog boxes.

Configuration of the IM115-8 PN / DB CPU (IBH Link S5++) Save
and Compile

The configuration is accepted by clicking the Save and Compile icon.

P

E@ HW Canfig - [IEH Link 55+ + at CPU 103 (Configuration) -- 55 CPU 103 57e]
Eﬂ] Station  Edit  Insert PLC View Options  Window  Help

O=s~8 & & I B =

‘ . |Save and Cl:umpile|

Delete PLC Block OB1 (IBH Link S5++/IM115-8 PN / DB CPU)

No executable PLC blocks are allowed in the IBH Link S5++ / IM115-

8 PN / DB CPU configuration.

_____________________________________________________________________________________________________________________|]
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& SIMETIC Manager - [S5 CPU 103 S7e - A7\5.18 576785 CPU 108 57e] = = =
%File Edit Insert PLC ‘iew Options Window Help - 8 X
O | &8f & i |2 g %o |- HE | < Mo Fiter » -]

=B S5 CPU 10357 £ System data B3 0BT

E-{ 1BH Link 55++ at CPU 103 = DBS

E|--- I141571-8 FN/DP CPU (Fight clicky

=2 Data transfer Open Object Ctel+81t+0

{H] Sources

: ﬁ Paste Ctrl +4

-1, IBH Link LA

= " Delete Del

Press F1to get Help, .

Insert Mew Ohject » |
Special Object Properties >

DB 5 of the IM115-8 PN/DB CPU V3.2 — IBH Link S5++

The PLC date block DB5 CounterData a symbolic name must be
assigned to enable the possibility to use the variables defined in the
DB5 to be OPC tags.

% LapssTL/FeD {[DES -- "CounterData” -J S5 CPL 103 S7e\BH Link $5++ at CPU 103WM151.. [ = |[ B |34
ik File Edit Insert PLC  Debug  View Options ‘Window Help - 8 X
DEed & 8 ||a | 25 & OE| =B Mk
Rddress |Name Type Initial wvalue (Comment
0. STRUCT
+0.0( MinWalue INT 100 winimum Counter walue
I +2.0( |MaxWalue INT 10000 maximum Counter walue
I +d_ 0 |Dummy INT o Duammsy
I +6.0( |CounterValue INT o Counter walue
I =2.0 END STRUCT
Press F1to get Help, 2 |offline

Symbolic Table IM115-8 PN/DB CPU V3.2 — IBH Link S5++

The symbol table (Counter S5W.SEQ) was imported from the S5
program with the command Symbolic Table / Import. These
operands should be available as OPC tags.

€53 Symbol Editor - [Data transfer (Symbols) - S5 CPU 103 S7eVBH Lin.. [ = || & |[a23m)
&) Symbol Table  Edit  Insert  Wiew Options  Window  Help - &8 %
= & | % 5 |l Symbols =~ 82
Status | Symbal Address Data type Comment
1 Counter Yalues VAT 1 Counter Yalues
2 DB 5 0B 5 Counter Data
5 CounterCi ] 1| BOOL start courting ™y
4 Dovvn ] 25 BOOL dowen counting
5 |zCaurnting L] 22 BOOL Counting cortrol O
B [l=e = ] 20 BOOL aximum reached
7 Min POSSIMIE T 21 |BoOL Mimimum reached
OPC tags -
5] Up L] 2B BOOL up counting
9 Walue Wi 12 INT Counter walue
10 "N -
Press F1to get Help.

Note:
Neither PLC blocks nor system data may be loaded into the CPU.

é The variables of the symbol table and the data of data blocks are
‘ made available for selection via the S7 communication as OPC
tags.
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4.2.2 IBH Link UA as a SIMATIC PC station

A click on IBH Link UA, the renamed SIMATIC PC station, and a
double-click on Configuration opens the window showing the
configuration of the IBH Link UA.

A SIMATIC Manager - [S5 CPU 103 §7e -- AA5.18 576185 CPU 108 $7e] =
%File Edit Insert PLC  View Options Window Help - 8 X

0@ &7 & ol 2 %5 [ < MoFiter > |
=-£ 55 CPU 103 §7e DFC Server
=l 1BH Link §5++ at CPU 103 I

- |~—I IM151-8 PR/DP CPU
IBH Lirk LA

Press F1to get Help,

4.2.3 Configuration of IBH Link UA (SIMATIC PC station)

@] Hu Config - [IBH Link UA (Configuration) -- S5 CPLI 103 57e] [ =[]
Olf Station Edit Insert PLC  ‘Wiew Options Window  Help - 8 %
D=8 By S Ll e = R O
& =l
1)
B0)FC gnd [ aaj
A
2 IE General ' Erefle: | Standard |
- &8, SIMATIC FC Station A
: -] Controller
B w 8- CP Industrial Ethernet
AL IE Gereral
e
L4 3
w50 e 50
. 20 HMI
Index Module ... | Order number ... | Firmware MPI address | address | Comment 503 User Applicatian
1 OPC Server /8.2 A :
2 IE Geheral IE_CP Va2 16383
NN ) () (S (N ) SN | A SwwelsPe
; ----- § swvE0SPS..
= T Swva1z.
> T swvee o
8 PROFIEUS-DF slaves for SIMATIC 57 and £y
3 C7 [distibuted rack) =
10 v
Slotis occupied, module is too wide, or the functionality of the inserted module is not transferab

Note:
The Siemens OPC server SW V8.2... and the CP Industrial Ethernet
interface IE General SW V8.2... are available in the hardware catalogs
of STEP7-SIMATIC Manager and the TIA Portals.

Ethernet interface IE General (RO / S2) set up

With a double-click on the line 1 IE & (0] FC
General the dialog box Properties —
IE General is opened.
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Properties - IE General

Options | FROFINET | Diagnostics |

Short Description: IE General

Prowy for any Industrial Ethernet module, 150, TCPAP, 57 and S7-H
communication [via 150onTCP), PG functions, routing, PROFINET 10
controller, prioritized startup, SIMATIC NET PC software V8.2 ..

Order Mo/ firmnware: IE_CP #%&.2

Mame:
Interface Plant Designation:
Type: Ethernet I
Address: 132168114 Location Designation:
Metworked: Yes Froperties... | I

Comment:

Cancel | Help |

To set up the ethernet interface click the button Properties... button
to open the dialog box Properties — Ethernet interface IE General
(RO / S2).

Properties - Ethernet interface |E General (R0/52)

General | Parameters

[~ SetMAC address / use 1S0 protocol

MALC address: |

IP-Address
¥ IP prot s being used IBH Link UA

Ak

|P address: 1001383

Subnet mazk: |255.255.255_l]

& Do not use router
" Use router

M |

Subnet;

--- hiot networked -
Ethernet connection

Hew...

Froperties. ..
Delete |

Cancel | Help |

Click the button Properties... to open the dialog box Properties —
Industrial Ethernet for more details on the

connection.
Properties - Industrial Ethernet
General |
Mame: IEthemet connection
57 subnet D: ID'I 2D - IDDDB
Praject path: |85 CPU 103 57ehEthemet connection
Storage location
of the project: |A:\5.1 857056 CPU 103 57e
Auther: |TTi
Diate created: 01/06/2021 07:42:23 PM
Last modified: 01/06/2021 07:45:17 PM
Comment: Ethemet connection 55 CPU 103 via IBH Link 55++ to the [BH Link
Ua [OPC Server)
4 confirm

Click OK to close all dialog boxes.
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Configuration of the IBH Link UA Save and Compile

The configuration is accepted @ W Canfig - [IBH Link U (Canfiguration) -- S5 CPLI 103 S7e]

by C“Cklng the Save and E“] Station  Edit  Insert PLC  View Options Window Help
DB B S LR =R

Compile icon.
P | @ icom

4.3 Create S7 connection between OPC Server and
CPU 312

CIICk the Confl g u re E’Q Hu¥ Config - [IBH Link UA (Configuration) -- 55 CPU 103 S7e]

Network icon to open the B Ststion Edit Inset PLC View Options Window Help
i > 58 & B M=
NetPro window. D& % & o uln || | 98 ¢

Configure Metwork

NetPro window

B2 hetPro - [S5 CPU 108 §7e (Metwork) -- A5, 18 S7e\SS CPLI 103 57e] =N =R
BP Network Edit Insert PLC  biew Options  Window  Help - 8 x
o = s aln &£ BE ! w

Ethernet connection L

Industrial Ethernet

T T MName: [BH Link LA
Type: SIMATIC PC Station

IBH Link S5++ at CPU 103 IBH Link LA
Th151.1 FN-IC =
i [swn: lv—
P CPL; !
e =]
{mark)
Mame: OPC Server
Type: OPC Server V8.2
Insert Mew Connection Ctrl+M
Connection Partrer... Alt+R
Object Properties... Alt+Return
Tight Zici?
Local ID Active connection | Subnet ~
57 connection 1 Ethel
- E v
Ready Realtek PCle GhE Family Controller TCPIP.Auto.2 X

Right-click S7_connection / Object Properties to display details on
the S7 connection_1.

Properties - 57 connection X

General)l OPC ] Slatuslnfurmaliun]

Local Connection End Point Connection identification
r Local ID:

r 57 connection_1

[¥ Establish an active connection YFD Mame:

r |DPE Server

Connection Path

Local Partner
fm IEH Link U&/ IBH Link S5++ at CPLI 103/
Belietit OPC Server IM151-8 PN/DP CPU
Intgrface: |IE General | [IM151-8 PN/DP CPU. PNADIRO/52) v |
Subnet: |Ethemet connection [Industrial Ethernet] |Ethemet connection [Industrial Ethernet]
Address: 10.0,13.69 100.13.94
g ! (Eek)

IP-Address IP-Address add f
IBH Link UA IBH Link 55++ ess Detals...

Cancel | Help |

I —————————
TTI Trans Tech International® 2021 IBH Link UA Training



Page 4-10

IBH Link UA — Connection of an S5 CPU 103U Chapter 4

The tab OPC of the dialog box Object Properties - S7
connection_1, tab OPC displays further details on the connection.

Properties - 57 connection

General E Status Information I

— Connection Establishment

* The connection iz established when required (when a variable is accessed)
" The connection remains permanently established

— Meszages

Default priority for messages: 500 Message tert details |

I Feceive block and symbolelated messages Messages.. |

I™ Receive diagnostic messages R A |

all settings are
— Other Parameters default settings

¥ Optimize wiite access
I~ Optimize read access
[T Autgmatically reset 57 password for block access

™ Immediate response when interrupted connection is detected

[~ Disconnect automatically after

Connection establishrent Hmeout 15000 s

Job timeout 15000 ms

1Y

t agimurm number of parallel network jobs:

PO size: 240 w| Buyte
Jdclick)

Cancel | Help |

Details of the S7 connection_1 addresses are displayed.

Address Details

Local Partrer
. IBH Link U&7 IBH Link 85++ at CPU 103/
End Paint. IDF'C Server IIM1 51-8 PN/DP CPU

Fiack/Slat |o 2
[%-EHECHW Reszource lm— |1 0
TSAP: |1D.11 |1D.D2

57 Subnet ID; |U12D -0003 |ng STE]

click
Cloze Help
|

Save and Compile S7 connection_1

B8 MetPro - [35 CPL 108 S7e (Metwark) -- 435,18 $72435 CPL 103 S7e]
BE Metwark Edit Insert PLC  ‘iew Options  Window  Help

FARAEIETET IRy B

Save and Compile

Save and Compile

Campile

% iCompile and check everpthing
b

" Compile changes only

confirm,

Ok Cancel Help
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The procedure Compile and check everything shows no warning or
error.

A Outputs for consistency check for AM\5.18 57e\55 CPU 103 57e\55 CPU 103 57e

File Edit close

Message type I Message

Mo errars,

4.3.1 Select OPC tags

B8 NetPra - [S5 CRU 103 §7e (Netwaork) -- AXS.18 572185 CPU 103 57e] =N =R
B® Network  Edit Insert PLC  View Options  Window  Help - & x
PRI T I

Ethernet connection !
Industrial Ethermnet
T T Mame: IBH Link UA
Type: SIMATIC PC Station
IBH Link S5++ at CPU 1032 IBH Link A
1511 PN-IC =l
B |sena l
P CPL; !
il o]
i
Insert Mew Connection Ctrl+M
Highlight H
Download b
Rearrange
Object Properties.. Alt+Return

Local ID Partner ID | Partner Type Active connection [ Subnet ~

57 connection_1 i1 IBH Link S5++ at CPIL 103 £ IM151-8 PMDP CPU 57 connection Yes Ethernet connecti..

v

J Ready |Realtek PCle GbE Family Controller,TCPIP Auta.2 | of

The command Object properties... from the context menu (right-click
on OPC server) opens the Properties - OPC server dialog box.

The S7 tab defines whether symbols should be used and which
ones.

Properties - OPC Server

NMP | PROFINET IO | 574 Redundancy |
| oP | DPmasterelas2 | FOL | [Ls7] | isotce |

Short Description: OPC Server R

[OPC server for the protocols DF. FOL, 57 (scross Aide ki
Kests, 5714 recundancy, IS0/TCP, SNMP, DP

FROFINET 10 controller, SIMATIC NET PC softw SNMP | PROFIMET 10 | 574 Redundancy

G | DP [P master class 2 FOL -—57 150/TCP
Order No ./ firmare: OPC Server /%82 Ll I | mastel wiass I I
[4eme Cycle time; 100 ms

i~ Access Protection

[ Activate

Default rights: vl
™ Rights specific to OPC items Edi. ..
Comment:

r~ Use Symbol.
 None

L

4= ark) -\‘
* LConfigured Configure...
[ Amay elements visible at runtime

Time after which an unforwardable protocol alarm is removed £0000 s

Mazimurn number of pending alarms: B00

Cancel Help
The Configure... button opens the Properties -

OPC Server dialog box. The operands defined in

TTI Trans Tech International® 2021 IBH Link UA Training
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the symbol table, and the data of the data blocks can be selected as
OPC tags (OPC symbols).

Due to the previously configured S7 connection, all tags are shown.

Global Variable (OPC tags) IM115-8 PN/DB CPU - IBH Link S5++

Configure Symbols

=B 55 CFU 103578

E-E 1BH Link S5++ at CPU 103
=81 §i4151-2 PN/DF CPLU
LT CounterData

{mark)

— Elements in active branch
Symbols:

Syrnbal zetting
v, isible

o=

Access permissions: -
open ! select

Amay elements: Connectian: IS? connection_1 LI
¥ Download only vizible symbols Edit EU Lo/ Hi | ¥ Include lower-level sprmbols
Access path
’7|85 CPU 103 57e.|BH Link 55++ at CPU 103.1M151-8 PN/DP CPU ‘
Impaort file | Export file Cancel Help |

Data block CounterData [DB5] OPC tags

Configure Symbols

(=8 55CPU10357e

- IBH Link 55+ ot CPU 103
- [ M151-8 PN/DP CPU
-

CourterD ata

f| Accessrghts § EU Lo

— Elements in active branch
Symbols: 4

Symbaol zetting
v, Visible

;-

Access permissions:

Amay elements: Connectian: IS? connection_1 LI
¥ Download only vizible symbols Edit EU Lo/ Hi ¥ Include lower-level sprmbols
Access path
’7|S5 CPU 103 57e.|BH Link S5++ at CPU 103.1M151-8 PN/DP CPU.CounterD ata ‘
£ confirm
m Impaort file | Export file | Cancel | Help |

Click the OK buttons to close the Configure Symbols and the
Properties - OPC Server dialog boxes.

NetPro — S5 CPU 103 S7e (Network) window

Clicking on the Save and Compile icon to save the configuration of
the S5 CPU103, and the IBH Link UA.

P

.'—,u SIMAATIC banager - [35 CPU 103 57e -- 845,18 57eb 55 CPLI 103 57e]

B MNetwork Edit Insert PLC Wiew Options Window Help
(=8 § S 6 -
Save and Compile
m Compil
A, Compile amd check, sveritfing
Save and Compile
" Compile changes only
.confirm
OK! Cancel | Help |

IBH Link UA Training
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The procedure Compile and check everything shows no warning or
error.

£& Outputs for consistency check for A:\5.18 57€\55 CPU 103 57€\55 CPU 103 57e

File  Edit close

Message type I Message

Mo errors,

Download the configuration of the IBH Link UA.

Right-click OPC-Server and click Download / Selected Stations.
No download is allowed into the IM151-8 PN/DP (IBH Link S5++).

B2 HetPra - [55 CPU 103 57 (Metwork) -- 435,18 576135 CPL 103 §7¢] =N o
%@ Metwork Edit  Insert PLC  View Options Window Help - @ %
BH B S =l 58 Ba )|

Ethermet connection 1
Industrial Ethernst
IBH Link S5++ to CPL 103 IEH Link A
TMIE1- . PH-IO = 1
11 N —| || server
PCPU | !
Name: OPC Server 3 =
Type: OPC Server V3.2
Insert Mew Connection Ctrl+M
Highlight »
Download > Selected Stations Ctrl+L
R Selected and Partner Stations
earrange
Object Properties.. Alt+Return [

Local ID Partner ID | Partner Type Active connection | Subnet ~
57 connection_1 i1 |IBH Link S5++ st CPIU 103 [ IW151-5 PNIDP CPU 57 connection Yes Ethernet connection [IE] w

| Ready [Realtek PCle GbE Family Controller, TCPIP.duta,2 | [0frarr 2

Several information must be confirmed to complete the download.

4.3.2 Browser window diagnosis / control diagnosis

The configured connection to the PLC control and its status (error-
free / faulty) is displayed.

< ¢ @ © A& 10041389/ =/diaglistview . O Wy noeaeo =
SN o OFC samer is running Logout | Update password single-core
Controller di i Client di. i Network diagnostics System Log
@ 1-1 57_cConnection_1 10.0.13.94:102 9.1.2021 11:37:43 PLC o Connection established (GES7 312-1AE13-0AB0 )

>

<
------------------------- Clear diagnnse J

|__I:_)iagnostics__| j

4.3.3 IBH Link UA browser window Siemens slots.

The CPU with the OPC tags is displayed in the Siemens Slots
browser window.
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- B IBH Link U& - Siernens slots
e

¢ o © & 1001389/ _=/opc_slots v & i Do @O ¥ =

Sl L]
=

Logout | Update password | single-core

vslot 1l

__________________________ VIBH Link 55++ at CPLU 103
YIM151-2 PN/DP CPLU

.......................... DeviceManual

DeviceRevision
""""""""""""" HardwareRevision
Manufacturer

Model

-------------------------- RevisionCounter
[S‘_llemens slutg SerialMumber

SoftwareRevision

__________________________ ¥ Programs

SupportedTypes

""""""""""""" » CounterData

»Tasks
DeviceHealth
__________________________ ¥ ParameterSet

» Globalvars

-------------------------- > slot 2
Delete slot | Delete all | Load OPC Editor Project | Save OPC Editor Praject |
Insert SOfPLC | Insert SINUMERIK | | Change SIMUMERIK | Delete SINUMERIK |

4.4 UaExpert - program window

IBH Link S5++ IBH Link UA
S7 connection .
Ethernet HS? connection OPC Server
S5 CPU 103U (Ethernet) (Ethernet)
PG-Communication | PG-Communication
UaExpert

IBH Link UA@ibhlinkua_sc

The S5 CPU 103U is displayed in the UaExpert program window.

The variables of the data block CounterData [DB5] and the
operands defined in the symbol table that were defined as OPC tags
are listed under Programs and GlobalVars. These _ '
can be dragged and dropped into the Data Access &% GlobalVars
View. The PLC counting program is processed, the changes are
displayed. With a double-click on the value of a variable its value can
be changed.

If the UaExpert program window was still active in the background of
the PC, the connection to the IBH Link UA must be interrupted and

restarted.

I —————————
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Disconnect the IBH Link UA Server

Page 4-15

Connecting to the IBH Link UA Server

=

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject” Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™
File View Server Document Settings Help File View Server Document Settings Help

D PPER =0 X2 8K s JgPDPQ =0 XYWL BE
RS = 5 FEES Connect Server = 5
~ [A Project ~ [ Project

~ [ Servers ~ [ Servers

2 IBHLinkUA@ibhlinkua_sc

OPC tags in the UaExpert window

rchitecture Client - NewP

Q IBEHLinkUA®@ibhlinkua_sc

File View Server Document Settings Help
Y ; — ¥ ~
D PBR =0 X8 BED
Project B X Data Access View Q
v [3 Project z Server Node |d Display Name Value Datatype 5Scurce Timestamp Server Timestamp Statuscode
~ [ Servers 1 IBHLinkUA...  MS4|String|IBH Link 55++... CounterON Boolean : Good
Q IBHLinkUA@ibhlinkua_sc 2 IBHLinkUA...  MN54[String|IBH Link 553++.. Down Boolean Good
- 3 IBHLinkUA...  MN54[String|IBH Link 553++... IsCounting Boolean Good
hd
[ Documnents 4 IBHLinkUA.. NS4[String|IBH Link 55++... Max Boolean Good
[3 Data Access View 5 IBHLinkUA...  MN54[String[IBH Link 553++.. Min Boolean Good
6 IBHLinkUA...  MNS54[String[IBH Link 53++... Up Boolean Good
Address Space 8 x (7 IBHLinkUA...  N54[String|IBH Link 55++... Value Int16 Good
- 3 IBHLinkUA...  NS4[String|lBH Link 55++... CounterValue Int16 Good
4% | Mo Highlight >l IBHLinkUA...  NS4|String|IBH Link 55++... Dummy Int16 : , Good
) Root 10 IBHLinkUA...  MN54[String[IBH Link 53++.. MaxValue Int16 14 3.671 Good
o X n IBHLinkUA...  MN54[String|IBH Link 53++... MinValue Int16 14:05:28.076 Good
e Objects continuously
> & c“Eft Drag & Drop updated
> % DeviceSet
> % MQTT
> &% Modbus f . 1\
v 3 PLCs Data Access View
~ L5 IMI51-8PN/DPCPU_
* @ DeviceHealth #  Display Mame Value Datatype Source Timestamp
# DeviceManual
@ DeviceRevision 1 CounterOM true Boolean 14:04:33.601
v f‘:gf"’af - 2 Down true Boolean 16:23:34.609
ounter .
. @ Down 3 lsCounting true Boolean 14:04:37,204
> @ IsCounting 4 Plax false Boolean 16:05:44.330
’ g Max 5 Min false Boolean 14:04:40,508
> Min
s @ up -+ Up false Boolean 16:23:34.609
;@ Value / T Value 4612 Int16 16:23:39.612
# HardwareRevision g CounterValue 4765 Int16 16:23:39.612
¥ Manufacturer
@ Modd 9 Durnry 0 Int1& 14:05:07.4738
> & ParameterSet 10 MaxValue 10000 Int16 14:05:23.671
v & Programs 11 MinValue 100 Int16 14:05:28.076 y.
~ () CounterData
> @ CounterValue
> @ Dummy ™
S @ MaxValue Data Access View
> @ MinValue # Server MNede Id
> O SupportedTypes 1 IBHLinkUA@ibhlinkua_sc  MN54|String|IBH Link 53+ + at CPU 103.IM151-8 PN/DP CPU.GlobalVars.CounterOMN
@ RevisionCounter 2 IBHLinkUA@ibhlinkua_sc  NS4|String|IBH Link $5++ at CPU 103.IM151-8 PM/DP CPU.GlobalVars.Down
@ SerialNumber 3 IBHLinkUA@ibhlinkua_sc  MN54|String|IBH Link 53++ at CPU 103.IM151-8 PN/DP CPU.GlobalVars.lsCounting
. . 4 IBHLinkUA®ibhlinkua_sc  NS4|String|IBH Link $3++ at CPU 103.IM151-8 PN/DP CPU.GlobalVars.Max
# SoftwareRevision 5 IBHLinkUA®ibhlinkua_sc  NS4|String|IBH Link 55+ + zt CPU 103.1M151-8 PN/DP CPU.GlobalVars.Min
> b Tasks ] IBHLinkUA@ibhlinkua_sc  NS4|String|IBH Link 53++ at CPU 103.IM151-8 PN/DP CPU.GlobalVars.Up
> & Server 7 IBHLinkUA®ibhlinkua_sc  NS4|String[IBH Link 553++ at CPU 103.IM151-8 PN/DP CPU.GlobalVars.Value
o 8 IBHLinkUA®@ibhlinkua_sc  NS4|String|IBH Link 53++ at CPU 103.IM151-8 PN/DP CPU.Programs.CounterData.CounterValue
? Slots 9 IBHLinkUA@ibhlinkua_sc  MNS54|String|IBH Link 53+ + at CPU 103.IM151-8 PN/DP CPU.Programs.CounterData.Dummy
> [ Stations o IBHLinkUA@ibhlinkua sc  N54|String|IBH Link 53++ at CPU 103.IM151-8 PN/DP CPU.Programs.CounterData.MaxValue
> 0D Types \ M |IBHLinkUA®@ibhlinkua_sc  MS4|String|IBH Link 53++ at CPU 103.IM131-8 PMN/DP CPU.Programs.CounterData.MinValue )
> 2 Views

Online, the changes of the values in the S5 program are shown.

File PLC Block Edit InsertCirl=V  Presentstion Find Niew Window Help
R Ak 2 SEE R MA@
q DES5,” BB 1Status x| b
8 RIFSFRI R i’ B |6 BT ol EoE [6#]S R V Ba & ST GE LD
[ilf Internal 35 PLC simulation ® b -l .- 2
[ Internal 57 PLC simulation E' =
= Title: | Up / down counter status -
FTPLc s0/957100 U tcPU 103) | Operand ‘ Contents ‘ Modify value ‘
] s5++2 Fo.1 KM 1 Eable 55 CPU to count
FLC 416 Master f laximum reache
F2.0 KM D Maxi hed S5 CPU
m PLC 416M-PLC-1 F21 KMD Minimum reached 55 CPU 1=
F2.2 KM 1 Counting control ON S5 CPU
PLC 416%M-PLC-2
%I Taet F25 KM 1 down counting 55 CPU
F 2.6 KMD up counting 55 CPU
8 572 FW 12 KF +157 Counter value S5 CPU
STER7® DB5 Data Block DB5 [CounterData]
DwWo KF +100 minimum Counter value 85 CPU
Dw1 KF +10000 maximum Counter value 85 CPU
DWW 2 KF +0 Dummy
DWW 3 KF +696 Counter Value 55 CPU -
offline | Online « | _»l_l
PC block list PLC block list
Press F1 for help. PLC 90/95/100 U (CPU 103) | [mmm CAPS NUM RF INS
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5 IBH Link UA - Integrated SoftPLC

9001 934 %

©

@  Dem[Tow
SoftPLC

9004 O3y

(2]

D
2,0
The IBH Link UA contains a SoftPLC. The SoftPLC can read and

write variables from the OPC UA server.

The integrated SoftPLC is used for data preprocessing and is
programmed with STEP7® in LAD, FBD, STL, SCL or S7-GRAPH.

Access (status, program transfer) to the integrated SoftPLC can take
place via STEP® 7 (SIMATIC Manager) or the TIA portal.

The IBH Link UA - SoftPLC is compatible with SIMATIC WinAC RTX
software PLC (6ES7 611-4SB00-0YB7 V4.6).

The performance of the SoftPLC can be set as follows:

PLC portion of CPU | Computing time 1000 mixed instructions
50% about 360 ps

33% about 550 ps

25% about 720 ps

20% about 900 ps

12% about 1800 ps

5.1.1 IBH Link UA - SoftPLC as a client

The IBH Link UA - SoftPLC can be inserted as a client in a slot of
the PC station of the OPC UA server. To do this, an S7 connection to
the OPC UA server must be established. The status of the SoftPLC

client connections can be queried in the browser window.
I ———————
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The SoftPLC can read and write the OPC variables cyclically. The

configuration is carried out via SFB 8 (USEND) in the restart (called
by OB100).

IBH Link UA - SoftPLC - PUT / GET functions

The IBH Link UA — SoftPLC can establish a configured connection.
The PUT (SFB 15) and GET (SFB 14) blocks can be used to read

data directly from an S7 controller with the SoftPLC integrated in the
IBH Link UA.

This means that data can be read or written from freely addressable
data areas of the partner controller.

For this purpose, an S7 connection from the IBH SoftPLC to the

desired controller is created in the Simatic Manager or in the TIA
Portal.

5.2 Activating the integrated SoftPLC

The SoftPLC must be activated via the WEB interface page Siemens
Slots of the IBH Link UA.

B 1BH Link UA - Siemens slots x

~ll

c ‘Q [OAN"1 10.0.13.89/"_=/opc_slots s T:f In O e @ =
;‘;F L] OPC Logout| Update password| single-core
| Siemens slots
""""""""""""" > Slot 1
__________________________ »slot 2

Delete slot | | Delets all | Load OPC Editor Project | Save OPC Editor Project |

""""""""""""" Insert SofFLC | | Insert SINUMERIK | | Chiange SINUMERIK | | Delete SIMUMERIK |
""""""""""""" Y ot SoftPLC (6ES7 611-45B00-0VB0 V4.6 compatible |

Insert SoftPLC =

__________________________ Insert SoftPLC (BEST B11-45B00-0YB7 %4.6 compatible)

Siemens slots oo St

--------------------------

Slot 4 m Cancel
""""""""""""" Slot 5
__________________________ oz Note:

Slot 18

.......................... The SoftPLC must not belinserted in
.......................... slot 2. Slot 2 is reserved for
communication.

5.3 SoftPLC status and settings

The SoftPLC status is displayed on the WEB interface of the page
Soft PLC of the IBH Link UA.
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- B IBH Link UA - SoftPLC
e

c @
S o

x B

© % 10.0.13.897_=/softplc

OFC server is running

SoftPLC Status

PLC infarmations

PLC type

Slot

CPU load part PLC
CPU load (%)

PLC Status
RUMN
OB1 Count

OB1 Time (ms)
Minimurn
Mazximurn
Actual

Jitter (ms)
Mazximurn
Actual

. @B

Logout | Update password |

SoftPLC Connections

BESY 611-45B00-0YE7

2

23.19

PLC Stop | Newstart (OB100) |
24953

in @ © O

single-core

5.4 Configuring SoftPLC with STEP® 7 (SIMATIC
Manager)

In the following example - WinAC RTX S7e — Data
from an Air-Conditioner (external server) are sent to
the SoftPLC integrated in the IBH Link UA. The PLC-
Block USEND [SFB8] is used to transfer the
Temperature, TemperatureSetPoint with the associated
TimeStamp and Status to the data block DataExServerF [DB10].

SIMATIGIManagers

The temperature values and time stamps are converted.

°Fahrenheit into °Celsius and Date and Time into Time of Day. These
converted values along with the status are saved in the data block
TimeTempC_Status [DB5] and sent to the PLC CPU 416
(IBHsoftec SoftPLC) data block WinAC_RTX_ Data [DB22].

Extern
OPC UA
Server

1P Address | 7
192.168.1.82 —
N

TTI Trans Tech International® 2021
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IBH Link UA

Air-Conditioner

SoftPLC
4OPCUA i 4OPC UA DB 10 FC1 FahrenheitCelsius |
Server | = Client DataExServer FC8 DT TOD

¥
| DB S ValueTimeStatus |

FC 20 USEND call
DB 20 DB_USEND_call

with
SFB8 USEND
DB& DI_USEND

RFC 1006

DB 22 - DataWinLC ‘
CPU 416-3 PN/DP

5.4.1 Loading the PLC Program into the CPU 416 program
(IBHsoftec SoftPLC 416)

Double-click Hardware to open the ﬁ Hardware

HW Configuration window.

&5 SIMATIC Manager - [WinAC RTX 57e -- AAS,18 S7e\WinAl RTX 57e] =n EoE ="
%File Edit Insert PLC ‘View Options Window Help - 8 x

| < MoFiter » -]
CPU 4163 PN/DP

“{gH Blocks
-, 1BH Link U

Press F1to get Help.

@ HW Config - [CPL 416 (Canfiguratian) -- WinAC RTX S7e] =N =R ==
Ol Station Edit Insert PLC View Options  Window  Help - 8 X
DEs® & & il =Rl Ve
3 olx|
M[U] Bl Find: i i
1 FS 405 48, ~
2 CPU 416-3 PN/DP Profie: |Standard =l

7] CPU 4142 DP ~
7. CPU 4142 DP

7] CPU 414-3 PN/DP

#-(_] CPU 414F-3 PH/DP

7 CPL 4161

#-{] CPU 4162 DP

7] CPU H1E3DP

IF1
XY MEVOR

CPU 416 - IBH Link U&: PROFINET-I0-Systern (100]

XEPT Forf T "N double-click
XaP2 Por 2 v
£ >

E

B

B

E

i

E

G
:Iﬂ @ UR1 E

Slat Module .. | Order number Firmware | M... | | address | O addresz | Comment
1 PS 405 44 EES7 405-00AM 0440 ~
2 CPU 416-3 PN/DP [BES? 416-3ER05-0AB0 V5.1 2
+ BEST 416-3ES06-04E0
IF1 m-C] BES? $16-3ES07-04B0
AT MEARE S| MR B-0 CPU 416F-2 w
A it FERE =
v =y T BES7 416-3ER05-04B0 ~ £,
e = = work memory 5.6 MB code and 5.6 MB
ik A FER data: 0.030 ms/1000 instructions: 16
4 v KB DI/0; B4 connections; TDPMAL

Press F1to get Help,

In the example, the CPU 416-3 PN/DP (6ES7 416-3ER05-0ABO0)
firmware version V5.1 is used, which is also available as a software

PLC from IBHsoftec.

________________________________________________________________________________________________________________________|
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Double-click the line X5 PN-10O to open the Properties - PN-IO

(RO/S2.5) dialog box.

Properties - PN-10 (R0/52.5)

Addiesses | FROFINET I Synchronization | Time-of-Day Spnchronization
Shart description: M0
Device name IPN.|D
Interface
Type: Ethernat
Device 1}
Addiess: 1001311
Metworked: 1= Properties... |
Commert:
Cancel | Help |

In the dialog box Properties, the IP address of the CPU 416 is
displayed. To change the IP address, click the Properties button.

Properties - Ethernet interface PM-10 (R0/52.5)

General | Parameters

IP-Address
CPU 416-3 PN/DP  change if necessary

To display more details on

-- hot hetworked -
CPU 416 - IBH Link A

General

Mame:

57 subnet ID:

Project path:

Storage location
of the project:

To close the
dialog boxes,
click the OK
button.

Author;

[iate created:
Last modified:

LComment:

click
v

Froperties. ..
Delete |

Properties - Industrial Ethernet

Gateway
P elitess * Da not use router .
Subnetmask:  |255 255.286.0 P the connection (Subnet)
Lze router
addess [ mark the subnet name and
Subnet:

click the Properties button.

MNew...

CPU 416 - 1EH Link A

IDD2E - IDDDE

IEF'U 416 57eACPU 416 - IBH Link L&

|.&:\5.‘I? 57eACPU 416 57

|PSH

01/23/2017 12:20:40 PM
12/28/2020 07:19:55 PM

Cancel | Help |

Clicking on the Save and Compile icon to save the configuration of

the CPU 416.

Edit

E“] Station

E@ HW Canfig - [CPU 16 (Configuration) -- WindC RTX 57e]
Insert PLC Wiew Options

Window Help

[ al=NE Y4

DS B 5| 8| dd
| O i o
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5.4.2 Download, the PLC program and the System Data to the
CPU 416

The connection from the PC to the CPU 416-3 PN/DP is made via
the Ethernet interface of the PC. The PG/PC interface must be
selected accordingly in SIMATIC Manager.

The name of the Ethernet connection may vary depending on the
network card used in the PC.

& SIMATIC Manager - [WinAC RTX 576 -- 55,18 STe\WinAC RTX 57e] == S
@ File Edit Insert PLC  View Options Window Help - 8 x
O =387 X B |2 g %o HEE | < Mo Filer » ~|
E--% WinaC RTH 57 P @System data = OB1
= CPU 416 G iyl WA Wil C BT data

- =-[@ crusearnoP

- B 1BH Link UA

Press F1to get Help,

Download System Data

The Hardware configuration of the CPU 416-3 PN/DP is downloaded.

Do you want to load the spstem data?

i N

5.4.3 IBH Link UA as SIMATIC PC station

Mark the IBH Link UA station and double-click Configuration to
open the hardware configuration window.

& SIMATIC Manager - [WinAC RTX S7e - A:\G.18 STe\WInAC RTX 57e] =0 ==
@ File Edit Imsert PLC  ‘View Options “Window Help - 8 X
O = |29 D 2o | Bg |t BN EE | < Mo Fier > |

=-£p CPU 416 57= F2 Canfiquratian
2-f CPU 416 ::i]:.‘IE General

- E-[@ cPU41E-3PN/DP SIMETIC Station

B-{z1] Temperature
mark;

WinLC BT OFC Server

=8
- (@] winlC RTx
] OPC Server

Press F1 to get Help,

Configuration IBH Link UA (SIMATIC PC Station)

Double-click the name of the CP B (0jFC
Industrial Ethernet interface |IE General i
IBH to open the Properties dialog box.
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In the dialog box Properties, the IP address of the IBH Link UA is
displayed. To change the IP address, click the Properties button.

E@ Hu¥ Config - [IBH Link U& {Configuration) -- Win&C RTX 57e]

fo B 5]

/3.2

- IE General

IE_CP
3 ||§] winLC RTX

G6ES7 611-45B00-0YB7__ |V4.6

E“] Station  Edit  [nsert PLC  Wiew Options  Window Help - & %
D2 S Redda DD B W
ol x|
& [0)PC
£0 Eind | nﬂ n=!|
OFC Server
Prafile: I Standard LI
I::‘I Winl C RTX E-_1 User &pplication A
2 D Application
IF3 =0 OPC Server
D . BwWWEDSPY
SwiWEOSPE .
& m Fe Sw VT .
. S WEZSPT
Index | [ Module ... | Order number Firrware | M. | | addr. =
1 |4 OPC Server , £double-click S

L

PROFIBUS-DF slaves for SIMATIC 57 and Esl

C7 [distributed rack)

Press F1 to get Help,

4

Note:
The Siemens OPC Server SW V8.2... and the CP Industrial Ethernet
interface IE General SW V8.2... are available in the hardware catalogs of
STEP7 SIMATIC Manager and the TIA Portal.

Dialog box Properties - Ethernet interface IE General (R0/S2)

Properties - [E General

(General ] Options | PROFINET | Diagnostics

Shaort Description: IE General

Proxy for any Industial Ethernet module, 150, TCPAP, 57 and 57-H
communication [via I5S0onTCP), PG functions, routing, PROFINET [0
controller, pricritized startup, SIMATIC NET PC software V8.2 .

Order Mo/ firmware: IE_CF /a2

To display more details on the
connection (Subnet) mark the
subnet name and click the
Properties button.

¥ P protocal is being used

1P address: 1001389
T |PAddress ™ Donot use router
Subnet maszk: 255.255.255.0 1Y Link UA
 Use router
Address: I
Subret:

Mame:

Interface Flant Dezignation:

Type: Ethernet I

Address: 10.0.13.89 SlEk) | | - otion Designatior:

Metworked: Yes Froperties... | I

Properties - Ethernet interface |E General (R0/52)
LComment;
General  Parameters |
| [ Set MAC address / use IS0 protocof
g confirm
MALC address; I

change if necessary

r Giateway

--- not networked -
CPU 416 - IEH Link L&

To close the dialog
boxes, click the
OK button.

confirm
g

Mew...

Froperties...
FI
Delate |

Cancel | Help |
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Properties - Industrial Ethernet

|
Mame: CPU 416 - 1BH Link LIA
57 subnet 1D: o043 - IDDD4
Project path: |W'inAC RTx S7e\CPU 416 - [BH Link LA
Storage location ~
of the project: IA:\S.‘I B57e\WinAC RTX 67e
Author: [PsH
Date created: 02/06/2017 02:55:25 P
Lazt modified: 01/09/2021 07:17:19 Phd
Comment: CPU 416-3 PN/DP and IBH Link L&
_g.confirm
Cancel | Help |

Clicking on the Save and Compile icon to save the configuration of
the IBH Link UA.

EEQ Hw Config - [IBH Link UA (Configuration) -- WinAC RTH 57e]
Bl station Edit Insert PLC  Wiew Optiohs  Window  Help

D&%-8 /& e did D% K
| o] [Corfgme el O

Clicking on the Configure network icon displays the CPU-416 and
IBH Link UA link graphically.

B2 NetPra - [WinAC RTK 57e (Metwark) -- 445,18 STe\iinAC RTX S7e] =N Eoh =
%@ Metwork  Edit  Insert PLC View Options  Window Help - | %
EE SR dd § TS BN

1 ~
CPU 416 - IBH Link UA
Industrial Ethermet
CPU 416 IBH Link UA
|H||| CFU MFIFDITPR-IC IE [winLC
i 4163 1 H — Gener | RTH
PHIDF; 1
| =]
2
v
Local 1T |Par‘tnar > Partner Type Active connection | Subnet -
T
S71-C tion not defined
v
J Ready |Realtek PCle GbE Family Contraller, TCPIP.2 | 4

Connecting the CPU-416 with the OPC Server (IBH Link UA)

Using the following steps, an S7 connection is established between
the CPU 416 and the IBH Link UA.

B2 NetPro - [CPU 416 S7e (Metwark) - AAS.17 ST\CPU 416 57]
BP Metwork  Edit Insert IO Wiew Options  Window  Help

Y8 S 0 dn| ]S L RE K

1
CPUA1E - IBH Link UA
Industrial Ethernet
CPU 416 IBH Link UA
z CFU WPLDLPH-IC =] IE [WinlC
_|'||H|| 4163 1 | Gener | RTX
FH/DF; H |
Hs | 1=
2
MName: OPC Server yriant cick)
Type: OPC Server v3.2 Insert Mew Connection, Crl+M
Dowenload elick) >
Rearrange
Object Properties.. Alt+Return
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Right-click OPC-Server and click Insert New connection to open
the Insert New connection dialog box.

Click OK to display more
information on the S7
connection.

57 connection

Insert Mew Connection

— Connection Partner

E@ In the current project

[Unzpecified)
All broadcast stations

- &l rulticast stations
OPC | Status Information 2B In unknown project
~ Local Connection End Point Connection identification
I™ Configured dynamic connection Local ID:
i 57 connection_1 . .
I” Corfigured at one end I L Froject: ICPU 216 57e L
¥ Establish an active connection WFD Mare:
I™ Send operating mode messages IUFC Server Station: ICPU 416
-~ Cannection Path Module: |CPU 416-3PN/DP
Lacal Partner
IBH Link. LA/ CPU 416/ — Connection
e e IIZIPIZ Server IEF'U 416:3 PN/DP
Interface: [IE Gereral _=| [cPusesen/oP PDR0SEZ ~] Tupe: | |57f connection I ;I
Subnet: |CPL 416 - 1EH Link UA [Industrial Etherri [CPU 416 - IBH Link L [Industrial Etherr (] Dz prepetics kel el
Address JAENTREE:] |1$1311
click ‘confirm
IP-Address IP-Address Address Details...
IBH Link UA CPU 416-3 PN/DP R g Apply | Cancel | Help |
confirm’
Cancel Help

Click the Apply for confirmation.

Address Details can be displayed by clicking the button.

Address Details

Connection Resource

[hex]: |1 v y

il

Parther
. CPL 416/
End Paint: ICPU 416-3PN/DP
Rack/Slat: 2

TSAP: |1011 10.02
57 Subnet ID: |DD49 - 0004 IUU49 0004

iclick T

Help |

The tab OPC of the dialog box Object Properties - S7
connection_1, tab OPC displays further details on the connection.

i~ Connection Establishment

™ The conngction remains permanently established

& The connection is established when required (when a variable is accessed)

~ Meszag

Default priority for messages: R00

I Receive block and symbol-related messages

I Receive diagnostic messages

Message text details |

Messages.

Diagnostic messages... |

|

all i are
default

- Other P
¥ Optirnize wiite access
¥ Optimize read access
I™ Automatically reset 57 password for block access

I Immediate response when intermipted connection is detected
I Disconnect automatically after

Connection establishment timeout

Job timeout

M agimum number of parallel netwark, jobs:

PDU gize:

0 3

Er—
T
—

Fio =] B

click}
ﬁ—

Cancel Help |
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The established S7 connection between the CPU 416 and the IBH

Link UA is displayed.

B MetPro - [WInAC RTH S7e (Network) -- A:A5.18 S7e\WinAC RTX 57e] = =R =
B2 Metwark Edit Insert PLC  View Options Window  Help - 8 x
= B

1 ~
CPL 416 - IBH Link LIA
Industrial Ethernet
cPU 416
; CRU MPEOL AN-IC
iy 416-3 1 :
PN/DF|
f= -
2
v
Local IT Partner 10 Partner Type Active connection | Subnet ~
57 connection_1 1 CPU 416 § CPU 416-3 PNDP 57 connection Yes CPU 416 - IBH Link LA, [IE]
v
Ready Realtek PCle GhE Family Controller, TCPIP.2

Connecting the WinLC RTX with the OPC Server (IBH Link UA)

Using the following steps, an S7 connection is established between
the WIinLC RTX and the OPC Server / IBH Link UA.

%‘% MetPro - [CPL 476 57e (Metwork) -- A%5,17 S7eACPU M6 57]
B8 Netwaork  Edit  Insert PLC iew Options Window  Help

= § S g iy & B 1 h2

Right-click OPC-Server
and click Insert New

CPU416 - IBH Link UA
Industrial Ethernet

connection to open
the Insert New

I |

CPU 416 IBH Link A
|

FH/DF,

=]
|
Type: OPC Server wB.2 Insert New Connecti
Download
Rearrange

Object Properties..,

Click OK to display more
information on the S7
connection.

Properties - 57 connection

. aFC ] Status Information

Local Connection End Point Connection identification
r Local I
= |57 connection_2
~ WFD Name:
= |OPC Server
Connection Path

Local Partner

IBH Link U&/ IBH Link L&/
EndPont  |opC Garver Wil C AT
Intertace: [FLC intemal | [FLC intemal =l
Subret: |[PLE intemal] |[PLC internal]
Address: |- |

*Add_ress Details...

connection dialog box.

an Ctrl+M

>

Connection Partner

E@ In the curent project
EHEP WirdC RTK 57
= CPU 418

- [Unzpecified)

- Al broadcast stations
e A uilticast stations

% I unknown project

. %
Project: [wfinC AT 576 -
Station: [IBH Lirk L&

Application: |W'inLE RTx
Connection
Type: ||S? connection l ﬂ
[+ Display properties before inserting
5B
aK Apply | Cancel | Help |

Cancel Help

Click the Apply for confirmation.

IBH Link UA Training
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Address Details can be displayed by clicking the button.

Address Details X Properties - 57 connection
Local Partner General Status Information
2 /| IBH Link UA/ [ Connection Establishment
End Point:
UL LS  The connection ig established when requited (when & variable is accessed)
Back/Slot: 1 The connection remains permanently established
LConnection Resource [19 Im ~ Messag
[hex]:
Default ity Fi 2 500 Message text details
T (KR 000 Deefault priority for messages: g
I~ Receive block and symbokrelated messages Messages
57 Subnet |0 I k I™ Receive diagnostic messages Disqrostic messages
all settings are
¥ Optimize wite sccess

¥ Optimize read access

The tab OPC of the d |a|og I~ Automatically reset 57 password for black acoess

™ Immediate response when interupted connection is detected

bOX Object Pro perti es - [~ Disconnect automatigally after F
. Connection establishment fimeout [i5000 ms
S7 connection_1, tab Lot [
: Magimum number of paraliel network jobs: 2
OPC displays further o poveer
details on the connection. T

The established S7 connections between the CPU 416, the Soft
PLC WiIinLC RTX, and the IBH Link UA is displayed.

B NetPro - [WinAC RTX §7e (Metwork) -- AN, 18 STe\WinAC RTX S7e] =N =R
B Metwark  Edit Insert PLC Wiew Options  Window  Help - 8 x
S S en kTS BN

1 ~
CPU 416 - IBH Link UA
Industrial Ethernet
CPU 416 IBH Link UA
2 CFU MPLOL FH-IC
I 463 H
PM/OF
o |
2
]
Local IT Partrer I | Partner Type Active connection | Subnet ~
57 connection_1 i1 CPUHE § CPU 416-3 PRIDP 57 connection ez CPU 416 -- IBH Link LA, [IE]
=T connection_2 i1 IBH Link L& Fyinlic RTX =¥ connection Yes PLC internal "
J Ready |Realtek PCle GhE Family Contraller TCPIP.2 |/

NetPro — WinAC RTX S7e (Network) window

Clicking on the Save and Compile icon to save the configuration of
the CPU 416, the Soft PLC WIinLC RTX, and IBH Link UA.

i

%fg MetPro - [WinAC BT 57e (Mebaark) -- 885,18 57edMfinAC RTX 57e]
%@ Metweork  Edit  Insert PLC Wiew  Options  Window  Help

NI I Y 2 L

(click ) - Save and Compile
| |Sa'-.:'e and Cnmplle|

Carnpile

¢ Compile and check. everything

" Compile changes only

confirm
QK. I Cancel Help

TTI Trans Tech International® 2021 IBH Link UA Training
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The successful compiling and saving are displayed.

£ Outputs for consistency check for A:\5.17 S7e\CPU 416 ST\CPU 416 57

File  Edit

Message type I hessage Type Project name Project path

Mo errars,

5.4.4 Select the symbols to be used (OPC tags)
Right-click OPC-Server and click Object Properties to open the

Properties — OPC Server dialog box.

?}2 MetPro - [CPU 416 57e (Metwork) -- ANS.17 S7e\CPU 416 57]
S Network  Edit Insert PLC  View Options  Window Help

FE S el d L BE N

CPU 416 - IBH Link UA
Industrial Ethernst

[ |

IBH Link UA

CPU 416

CPU  «MPIFDI: PH-IC
4163 | H
PHADF:

2

MName: OPC Server
Type: OPC Server V8.2

Insert Mew Connection

Highlight

Dovwynload

Rearrange {TEK)
Object Properties..,

Ctrl+M

At +Return

Properties - OPC Server

Properties - OPC Server

SNMP |
General I DP |

PROFIMET 10 I S7-UA Redundancy
DP masterclass2 | FOL | 57 | 1sosTce

Short Description: OPC Server

OPC server far the pratacals DP, FDL, 57 [across subnets). 57 message
texts, S7-Ud redundancy, ISOSTCP, SHMP, DP Master class 2,
PROFIMET 10 contraller, SIMATICNET PC software V2.2 ..

Order No./ fimwvare: OPC Server /8.2

MName:

Comment:

Cancel | Help

Properties - OPC Server

SNMP | PROFINET 10 | 57U Redundancy
General DP | DPmasterclss2 | FOL | 1somee
Cycle time: 100 me
Access Pratection
I Activate
Drefault rights: -
™ Rights specific to OPC items Edit... |
~ Use Symbal:
" None
Al mark)
+ Configured Configure... |
I Amay elements visible at runtime
Time after which an unforwardable protocol alam is removed: IEDDDD e
I aximnumn number of pending alarms: 500

Cancel | Help

The tab S7 defines the
symbols (OPC tags) to
be used.

Mark Configured and
click the Configure...
button.

IBH Link UA Training
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Global Variable (OPC tags) CPU 416-3 PN/DP

The global variables Temperature_AirCond1 and
TempSetPoint_AirCondl are used as OPC tags. They are needed
to identify Pointers to OPC Variables in the SoftPLC WinLC_RTX.
The identifiers of the variables are copied from the Attributes window
of the Unified Automation UaExpert program. The data block
WinLC_RTX_ Data [DB22] is used as OPC tags.

Configure Symbols

WindC RTH S7e

El [ e | T crperature_fiCond]  REAL MD 38 Yes  S7connection 1 RW
| e[
H L ATF WInLC_RTx_Data b
IBH Link LA Enavicall
Elements in active branch————————————————————————— [~ Symbal setting
[Symbo\s 9 /9 [v, Wisible Access permissions:
open | select’
. . - -k
Array elements: ! Cornection: IS? connection_1 ;I

W Dawnload only visible symbals EditEU La /Hi W Include lower-level symbols

Access path
lrlwth RT¥ 57e.CPU 416.CPU 416-3 PN/DP ‘

oK Import file: | Expart file I Cancel | Help |

Data Block WinLC_RTX_Data [DB22] OPC tags, CPU 416

Cenfigure Symbols

E@ WindC AT 576 p Cornnection Access rights
=-E CPU 216 T \ 57 i i
=R T
...k el
&-EJ IBH Link A

r Elements in active branch————————————————————— - Symbol setting Haone
Symbols: E i B [, Wisible Access permissions: Iﬁ
k - open | select;
Auray elements: B - Xmark; Cornection: IS? cohnection_1 LI
W Dawrload only visible symbols EditEU Lo /Hi W Include lowerlevel spmbols
Access path
’VIW\nAC RTx 57=.CPU 416.CPU 416-3 PN/DPMWinLC_RTx_Data ‘

Import file: Expart file Cancel Help I

5.4.5 OPC tags SoftPLC WIinLC RTX (IBH Link UA)

The data blocks DateExServerF [DB10], DB_USEND_Call [DB20],
and TimeTempC_Status [DB5] are used as OPC tags. The data
block DI_USEND [DB8] is not used as OPC tags.

Configure Symbols

5 Bp WindCRTH 57¢ \aniable symbol | Datatype | Address | visble | Cornection [fece. [EULn
=-[fll CPU 416 DataExServerF DB 10 0B 10 ez 57 conhection_2 Rl
=2 DB_USEND_Call DB 20 DB 20 Yesx 57 connection_2 RWw
e MinlC BT, TimeTemplC_Status DE & DB & Yes

CH !
ataEnServerf LIMUER)

{F DE_USEND_Call

4T DI_USEND
LTF TimeTempC_Status
r~ Elements in active branch————————————————————————— ~ Symbal setting:
Symbols: 17 /25 [ isible Access permissions: ~
open | select;
Auray elements - = unmark Connection: IE? connection_1 LI
W Dawrload only visible symbols EdtEL Lo /Hi W Include lowerlevel spmbols

Access path
’VIWmAE RTx 572 /BH Link UA\WinLC RTA ‘

It file: | Expart file | Cancel | Help |

TTI Trans Tech International® 2021 IBH Link UA Training
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Data Block DataExServerF [DB10] OPC tags, WinLC RTX

Configure Symbols

WindC RTx 57e ariable symbal [Drata type Addresz | Wisible | Connection
CPU 416 i )

IBH Link LA

B [§ winls AT
I3[ ata e

T DE_UUSEND Cal

A DI_USEND

L} TimeTempC_Status

=
=
=
=
=
=

— Elements in active branch Symbal setting
Symbols: 5 /B [V, Visible Access permissions:

Access night:

Array elements: ) - Connection: IS? connection_1
¥ Download only visible symbols Edit EU Lo /Hi | v Include lower-level symbalz

Access path
’7|WinAE RTx S57e.1BH Link UAWinlC RTX.DataE=ServerlF

Import file I E=port file I Cancel | Help |

Data Block DB_USEND_Call [DB20] OPC tags, WinLC RTX

Configure Symbols

WinAC AT S57e % ariable symbal
CPU 418
IBH Link L& int

El- [ winlC AT mark all
-4} DataExServerF

A} OI_USEND
L} TimeTempC_Status

— Elements in active branch Symbol setting:
Symbols: 2 Ho2 v, Visible Access permissions:
Aray elements: - ;o mark) Connection: IS? connection_1 j
W Download only visible spmbolz EditEU Lo /Hi ¥ Include lowerlevel symbols
Access path
’7|W'inAC AT S57e.1BH Link UAMWinLC RTx.0B_USEND_Cal |

Imnpart file | E=part file | Cancel | Help |

Data Block TimeTempC_Status [DB5] OPC tags, WinLC RTX

— Elements in active branch Symbol setting:

Access ights

Connection: I 57 connection_1

W Download only visible spmbolz EditEU Lo /Hi ¥ Include lowerlevel symbols

Symbols: 7 T ¥, Visible Access permissions: Iﬁ
open | select
Array elements: - doo-

=

Access path
IVIWinﬁ'-\C AT 57e.1BH Link UAMWInLC RTX. TimeTempl_Status

confirm

“ Impart file I Export file | Cancel | Help I

Click the OK buttons to close the Configure Symbols and the
Properties - OPC Server dialog boxes.
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NetPro — WIinAC RTX S7e (Network) window

Clicking on the Save and Compile icon to save the configuration of
the CPU 416 and IBH Link UA.

P

%‘?g MetPro - [MAnAC RTX 57e (Metwaork) -- 245,18 S7eiWinAC FTX 57e]
B Metwork  Edit  Insert PLC  Wiew Options  Window  Help

8 e 2 dadld S Bal|w

(click) Save and Compile
| |Sa'-.fe and Cnmpilel

Coarnpile

¢ ‘Compile and check eventhing

 Compile changes only

canfirm
0k i Cancel | Help

The successful compiling and saving are displayed.

£k Outputs for consistency check for A%\5.18 STE\WinAC RTX STE\WinAC RTX §7e  —

File  Edit

Message bype I flessage Type Project harme Project path I

Mo errors,

Download the configuration of the CPU 416 and IBH Link UA.

If no error was found with save and compile, the configuration can be
loaded into the stations.

Right-click OPC-Server and click Download / Selected and Partner

Stations.

%% MNetPro - [WinAC RTX S7e (Metwork) -- A045,18 S7el\WinAC RTX S7e] EIIE'
B2 Metwork  Edit Insert PLC  Wiew Options  Window  Help - 8 X
BH G S e dkdald gL BE ) N

CPU416 - 1IBH Link UA 1
Industrial Ethernet
CPU 416 IBH Link UA

r|||||| TPU MPIDILPR-IC
] 416-3 1 ]
PN/DF, H Name: OPC Server
3w Type: OPC Server vB.2
2

Insert Mew Connection Ctrl+M

Highlight ]

Download > Selected Stations Ctrl+L

Selected and Partner Stations
Rearrange
(click)

Object Properties.., Alt+Return
Local ID Partner ID | Partner Type Active connection | Subnet ~
SY connection_1 1 CPU 416 / CPU 416-3 PNDP 57 connection Yes CPU 416 -- IBH Link UA [IE]
57 connection_2 i1 IBH Link L& iyl C BT 57 connection Yes PLC internal v
J Ready |Realtek PCle GbE Family Contraller, TCPIP.2 | 2

Several information must be confirmed to complete the download.

I ————————
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5.5 Start external OPC UA server

The OPC client function reads data from an OPC server and writes
data to an OPC server. This does not have to be the same OPC
client/server device. The IBH Link UA is a Server / Client Module.
The OPC client function allows data exchange between OPC
servers.

The OPC Unified Architecture Demo Server
must be available one on the PC (see IBH Link
UA Manual Part 1, chapter 2.4).

This external OPC UA server can be started by doubl-clickin the
UA server icon.

1150 UaCPPServer

External OPC UA server (air conditioning and heating systems)

The external OPC UA server has the endpoint URL.:
opc.tcp: // TTI-YELLOW: 48010

If no name server (DNS server) is available, the PC name must be
replaced with the absolute IP address of the PC. The endpoint URL
responsible for the connection could be, for example:

opc.tcp: //10.0.13.10: 48010.

Define the OPC UA servers for the data exchange

For data exchange between the air-conditioning system and the
PLCs, the two OPC UA servers who provide the data for exchange
are to be registered in the IBH Link UA, web browser window OPC
Client.

The IBH Link UA - OPC UA Server has the Endpoint URL:
opc.tcp: //ibhlinkua_sc: 48010

If no name server (DNS server) is available, the absolute IP
address of the Network / Control Level must be used as the
endpoint URL. The absolute endpoint URL would then be:

opc.tcp: //10.0.13.89: 48010

|
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The required endpoint URL can be copied from the web browser

window Networ

k / Control Level.

- 81 1BH Link L&,

< c @ 9

g

£ 10,013,897 = netwark

Logout | Update passwaord
Control Level

Management Level 802.1X

Metwork Configuration

......................... |Endpumt URLl opc.tcpiibhlinkua_sc:48010

or Inpclzpa’ﬂl][lﬁ BBAEMD]
"""""""""""" DHCP ]

IP address ‘10,0,13,39 |

Subnet mask [255.255.255.0 |

Add server
- B4 IBH Link U - OPC Client b+
&« C ® |© & 100.13.897_=/opc_dient @Y IND Oe 0O =
%& ® Logout| Undlate password| single-core

nnected Servers

Add Server | | Add variable to read | Connect variable | x| |G|
Upload client XML configuration | Download client XML configuration |

[OPC Client |

The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or
opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA
web browser window / OPC client is to be added as a server.

Security Policy None and Security Mode None were selected for
data transmission.

Url of & computer with discovery service running
|0pc.b:p IHKID.D. 13.89:48010 Endpoint URL (from Network / Control Level) | cr -_mnﬁrm
Fublishing interval [me]: Synchroneous read: [ Usemarne (lesve ermpty for nong) l:l FPassword (leave empty for none): l:l
Endpoint Url
amibhlinkua_sc i.. |k

Server Uri
urn:ibhli

Server Name
.. | IBHLinkL

Security Mode
cfoundatio A icy #Mone It

http: ffopofoundation.orgfUa/SecurityPolicy #Basic2565ha256

urriibhlinkua_. IBHLinkUA@Ibhlinkua_sc ope.topfibhli.. Sign
urnibhlinkua_ .. IBHLinkUa@ibhlinkua_sc opc.top:ffibhli..  http:ffopefoundation.org/Ua/SecurityPolicy #Basic2565hazsa SignandEncrypt
urriibhlinkua_.. IBHLinkUa@ibhlinkua_sc opc.topffibhli..  http:ffopefoundation.org/Ua/SecurityPolicy #2es128_Sha256_.. Sign
urriibhlinkua_. IBHLinkUA@Ibhlinkua_sc opc.topiffibhli..  http:fopefoundation.org/UA/SecurityPolicy #425128_5ha256_... SignandEncrypt
urnibhlinkua_ .. IBHLinkUa@ibhlinkua_sc opc.topffibhli..  http:fopcfoundation.org/Ua/SecurityPolicy #2es256_5ha256_.. Sign

urriibhlinkua_.. IBHLinkUa@ibhlinkua_sc opc.topeffibhli..

Remote server certificate details:
IBHLinkUAZRIbhlinkua_rescued
Cryanization
Lnit

Cormmaon Mame:
Cryanization:

Organization Unit Information is inserted

Locality Locationhlame
State:

Country DE

“alid frorn: 2020-08-31
“aild to: 2025-08-30

Application LRI
Encryption strength:

urnzibhlinkua_sc:lBHsoftec: IBHLinkUA
RSA-SHAZEE - 2045 Bit
The certificate is valid

http: ffopofoundation.orgfUs/SecurityPolicy #0es5256_Shaz56_..

confirm,

SignandEncrypt

m Cancel

Next, the external OPC UA server (UnitedAutomation -

conditioner) is defined.

air

TTI
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The external OPC UA server has the endpoint URL:
opc.tcp: // TTI-YELLOW: 48010

The absolute endpoint URL would then be:
opc.tcp: //10.0.13.10: 48010

If no name server (DNS server) is available, the PC name must be
replaced with the absolute IP address of the PC.

The endpoint URL responsible for the connection could be, for
example: opc.tcp: //10.0.13.10: 48010

&« c @ © & 10.01389/ =/opc_clent @ e o =

Logout | Update password single-core
Connected Servers

rrrrrrrrrrrrrrrr 12 urntibhlinkua_sc: IBHsoftec: IBHLINkUA (ope.tep: //mhlmkua sc:48010) @ Good (0x00000000) SecurityPolicy #Hone

Add Sarver, Add variahle to read | | Connect variable | | @ | Upload client XML configuration | | Download client XML configuration | Delete client configuration |
Add a server to iables from and to ect to other ers

Discovery Servers

Url of & computer with discovery senvice rnning

,,,,,,,,,,,,,,,, [Gpctp://10.0.13.10:48010__URL external OPC UA server (UnitedAutomation - air conditioner) |
------------------------- Publishing intervel [ms] Synchroneous read: [ Usermame (leave empty for nonel: [ | Password (leave empty for noney [ |

server Uri Server Name Endpoint Url | Security Policy Security Mode

urn:TTIVELLD. . |UaServerCpp@TTIYELLOW | htt oundation.org/Ua/SecurityPolicy #None Mone
urniTTISELLO... UaServerCpp@TTIXELLOW  opctep:fTTIS .. hittp:/opcfoundation.. nrg/UA/Sa:ur\tyPnhcyffaasmzﬁﬁ (selecty” Sign
UrniTTIVELLO... UaServerCpp@TTIVELLOW  apcten:fTTIS. httn:/fopcfoundation.org/Us/SecurityPalicy #Basic2se SignandEncrypt
UrniTTIVELLO.. UaServerCpp@TTIVELLOW  opctep/fTTIS., htto:fopcfoundation.org/us/SecurityPolicy #Basic2S6shazse  Sion
"""""""" urniTTIVELLO... UaServerCpp@TTI-ELLOW  opc.tep:/fTTIY.. hitp:/fopcfoundation.org/Us/SecurityPalicy#Basic2565ha2ss  SignéndEncrypt

Remote server cerificate details

7777777777777777 Cornrmon Name: UaSererCpp@TTH
Organization Organization

,,,,,,,,,,,,,,,, Onganization Unit Unit T TEDOTE T
Locality LocationMarme

"""""""" State
Country DE

---------------------- “alid from 2016-04-01

7777777777777777 Vaild to: 2021-03-31
Application UR urn:TTH1:UnifiedAutormation: UaSererCpp
Encryption strength RSA-SHAZSE - 2048 Bit

The certificate is valid
lMBHsoftec —

oy bhsoftec.com  Contact  Wiki

m Cancel | |
. ] "A

Security Policy None and Security Mode None were selected for
data transmission.

The IBH Link UA and the external OPC UA server are connected.
The status of both servers is good. None was selected as the
security policy for both servers.

- B |BH Link UA - OPC Client bl 73 Google Ubersetzer
(_

c @ © & 100.13.89/7_=fopc_dient @ 1 in@o e o =
% E (] Logout | Update password
| Connected Servers Y Status
------------------------- I urnibhlinkua_so [BHsoftec: IBHLIRkUA (ope.tep:/dibhlinkua_sc; 480100 & Good|(0x00000000) SecurityPolicy #Mone
50 urre TTIXELLOW: Unifiedautomation: UaserverCpp (ope.top: fTTIVELLOW: 48011) & Good|{0x00000000) SecurityPolicy #MNone
< >
Add Server | Add variable to read ‘ Connect varishle | ﬂ g g Unload client XML configuration | Download client XML configuration |

Delste client configuration
[OPC Client)

OPC server is running

single-core

Add read variable Air Conditioner

The two variables Temperature and TemperatureSetPoint that the
external OPC UA server makes available are declared as read
variables. The OPC UA client in the IBH Link UA reads this data.

________________________________________________________________________________________________________________________|
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(&) Cc o © & 10013897 =/opc dient - W moeo =
= ;m (] Logout | Update password singie-core

Page 5-19

.

# Good (0x00000000) SecurityPolicy#MNone

< >
Add Server ‘ ‘ Add variable to readl Connect variable ‘ x| | | Upload client ML configuration | Download client XML configuration ‘

Delsts client configuration

ETEKIY 1 5 varisble to resd from the selected server |

Select variable to read

Connected Servers

¥ 3 urn:TTIVELLOW  Unifizdautamation: UaServerCpp (ope.tep:/fTTIVELLOW  48010)
2 views
¥ 3 Objects
» D server
> I Demo
¥ 52 Buildingautomation
& ContrallerConfigurations

& State
» 3 StateCondition
& State

@l PowerCansumption
& Humidity
» &l Humidity Setpoint
» [ airconditioner_2 v
< >

iLink UA

2d OPC UA server i client

|I"IIIIBH Sarmpling intereal [ms]: | 1000
SOftec ... | cwwseons

wwwibhsoftec.com Contact ¥ Mimerrn sy

Discard oldest:

Datatype of variable : Double

Cancel

The Global Variables of the CPU-416 have access of these OPC
tags.

Connect with CPU-416 Global Variables

© & 10.0.13.89/_=/opc_client - @y Inmo e o =

Logout | Update password
nnected Servers

15 urniibhlinkua_sc:IBHsoftec: IBHLINkUA (opc.top: ffibhlinkua_sc:42010)
¥ 3 urm TTIVELLOW: UnifiedAutomation: UaServerCpp (ope.tep: fTTIVELLOW 48010)

(€)> e o

B o

single-core

Status
# Good (0x00000000) SecurityPolicy #None
% Good (0x00000000) SecurityPolicy #MNone

select one after another

Add Server | | Add variable to read

Delete client configuration
Select variable to write

Connected Servers ‘
T urn:ibhlinkua_sc:1BHsoftec: BHLNkUA (apc.tep:ffibhlinkua_sc: 48010) o

12 views

¥ I Objects
> 2 server
> ) Modbus
» [ stations
viDPLCs

Connect variable from the source server to the variable |

OPC Client

@ DeviceManual

‘& DeviceRewision
& SerialMumber

@ softwareRevision
» 22 Programs
» D Tasks

@ DeviceHealth
> [ Parameterget

NBHsoftec

wwnisibhsoftec.com  Contact  Wiki

select one after another

> [ WinLC RTX
> 2 Slots
> 3 DeviceSet
> I Types
» 3 urn: TTISVELLOW: Unifiedéutomation: UaServerCpp (opetep:/f10.0.13.10048010) v
<

Wariahle to read
Datatype : Double
Field index range (Format 1 or 2:3)
change settings

if necessal
\Variable to write o

Datatype : Float

Field index range (Format 1 or 2:3)

I ————————
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The two variables Temperature and TemperatureSetPoint, which
have been declared as read variables, are connected to the IBH Link
UA OPC server, which then sends them to the CPU-416.

The connections are displayed in the IBH Link UA web browser
window OPC Client.

Add read variable WinAC RTX / SoftPLC IBH Link UA

The PLC Program in the WIinAC RTX converts the variables
Temperature and TemperatureSetPoint of the Air Conditioner. The
time stamp variables originate with the data type Date and Time are
converted in Time of Day. The temperature variables originate in
°Fahrenheit are converted in °Celsius. The results are stored in the
data block TimeTempC_Status [DB5]. These variables are declared
to be read variables.

(_

c @ @ & 10.0.13.897 =/opc_client - @ n@oe o =

% m (] OPC server is running Logout | Update password
Connected Servers Status

———————————————————————— =] urn:ibhlinkua_sc:[BHsoftec:IBHLINkUA (ope.tep: /fibhlinkua_sc: 48010} [ Good (0x00000000) SecurityPolicy #MNone

» 3 urm: TTISELLOW: Unified&utomation: UaServerCpp (ope.top:/f10.0.13.10:48010) % Good (0=00000000) SecurityPolicy #Maone

< >

Add Server | | add variable to readi Connect variable | ﬂ m g Upload client XML configuration | Download client XML configuration

Releteliegteopiouiation Add a variable to read from the selected server |

Select variable to read x

single-core

Connected Servers

¥ 33 urn:ibhlinkua_sc:IBHsoftec: IBHLINKUA {fope.tep: fibhlinkua_sc:48010)
_________________________ 5 views

¥ 3 Objects
"""""""""""" > ) Server
""""""""""""" v 3 PLCs
,,,,,,,,,,,,,,,,,,,,,,,, » 2D CPU 416-3 PN/DP

¥ LD WinLC RTX

""""""""""""" & DeviceManual

-
&l SoftwareRevision

""""""""""""

......................... 1) SupportedTypes
> ) DB_USEND_Call

"""""""""""" * | DataErServerF

¥ [ TimeTernpC_Status

& TemperatureC_Time

"""""""""""""" @ TempSetPointC_Time
& TemperatureC
» & TemperatureC_SetPoint

INBHsofte 1 Link UA
» @ TempSetPointC_Status 2d OPC UA server | client
ween ibhsoftec.com  Contact Wy » [0 Tasks m uA

& DeviceHealth
> 3 Slots
» [ DeviceSet
» 3 Types

Sampling interval [ms]: | 1000
Qusue size change settings
: if necessary

Dizcard oldest:

select one after another

Datatype of variable © Double

Cancel

Connect with data block AirCondData [DB 10], CPU-416
The WIinAC RTX read variable are connected with the variables of
the data block AirCondData [DB 10] of the CPU-416.

______________________________________________________________________________________________________________________|
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« c o © & o 10.0.13.89/7_=/opc_dient v @ 0 mneo®e® =

5 .;m () 0 i Logout | Update password single-core

Connected Servers . | Status
-------------------------- ¥ 22 urn:ibhlinkua_sc:IBHsoftec: IBHLINkUA (apetep:/fibhlinkua_sc: 48010} # Good (0x00000000) SecurityPolicy #MNone

ne

< >
Add Sarver | Add variable to read | | Connect variable,

---------------------- Delete client configuration

Select variable to write

nnected Servers

.......................... ) urn:ibhlinkua_sc:IBHsoftec: IBHLINKUA (opc top:/fibhlinkua_sc:48010)
2 wviews
v 2 Objects

> 3 server

> () Modbus
_________________________ —m%

v 2 PLCs
------------------------ |
| @ DeviceManual
@ DeviceRevision

________________________ W_——_—_%

& SoftwareRevision

IINBHsort A
SOItec o
wrw iphsofiec.com - Contact Wikl | &l Temperaturevalue “
@ TempSetPointvalue
& TemperatureTimeStamp | select one after another
& TempSetPointTimestamp
& TemperatureStatus
@ TempSetPointStatus
> ) Tasks
& DeviceHealth
» () Parameterset
> 3 Globalvars
» 3 winLc RTX
>3 slots
» [ DeviceSet
> Types

» (3 urn: TTIYELLOW  Unifisdautomation:UaServerCpp (opc.top:/f10.0,13.10:48010) v
< >

“atiable to read
Datatype - Double

Field index range (Format 1 or 2:3)

change settings

. . if necessal
“ariable to write 2l

Datatype : Float

Field index range (Farmat 1 or 2:3)

Cancel

5.6 PLC program for the WinAC RTX SoftPLC of the
IBH Link UA

The data from the Air conditioner is send to the WIinAC RTX SoftPLC
of the IBH Link UA by using the System Block USEND [SFB 8]. The
data from the WIinAC RTX SoftPLC are send to the CPU 416.

Data block DB10 - DataExServerF

The variables of the external OPC server (OPC variable of the Air-

Conditioner 1) are saved here.

|
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%% LAD/STL/FBD! - [DB10-- "DataExServerF" - WinAC RTX S7eMBH Link UANWinLC RTX, ADET0] E=REER==
£F File Edit Insert PLC  Debug View Options Window Help - 8 x
D&l & g |0 | &g 6 CE=EM(k
Rddress |Name Type Initial wvalue Comment ~

0. STRUCT
+0.0( |TemperatureF REAL 0.000000e+000 Tewperature {(Fahrenheit)
+4.0( |TemperatureSetPointF REAL 0.000000e+000 Tewperature Set Point (Fahrenheit)

48.0| |TemperatureF_TimsStamp DATE_AND_TIME |DT90-1-1-0:0:0.000 [Time Stamp Temperature (Fahrenheit)

+16.0| [TenpSetPointF_TimeStaup DATE_AND_TIME |DT§30-1-1-0:0:0.000 Time Stanp Temperature Zet Point (Fahrenheit)

+24.0| [TemperatureF_Status DWORD DWELEED Status Temperature (Fahrenheit)

+28.0| |TenpSetPointF_Status DWORD DWELEED Status Temperature Set Point (Fahremheit)

=32.0 END_STLRUCT v
< >
Fress F1to get Help, 2 [offline Sbs <32 Insert

Data block DB 5 -TimeTempC_Status

The converted variables of the data block DB 10 are saved in this
block. These variables can then be read as OPC variables by the
CPU 416-3 PN / DP.

% LAD/STL/FED - [DBS -- "TimeTempC_Status” - WinAC RTH S7e\BH Link LIAWANLE AT, \ADBS] = o =<
i3 File Edit Insert PLC  Debug View Options Window Help - 8 X
D EJ & g | o | 25 & OE =50
Rddress |Name Type Initial wvalue Comnent.
l il STRUCT
+0.0| |TemperatureC Time TIME _OF DAY |TOD#0:0:0.000 Time Stamp Temperature (Celsius)
+4.0| |TempZetPointC_Tine TIME_OF_DAY |TOD#0:0:0.000 Time Stawp Temperature Set Point (Celsius)
+2.0( [Temperaturer RELL 0.000000=+000 Temperature (Celsius)
+12.0| |TemperatureC SetPoint REAL 0.000000=+000 Tewperature Set Point (Celsius)
+16.0| |TemperatureC_Status DWORD Dugleg0 Status Temperature (Celsius)
+20.0| [TempsetPointC_sStatus DWORD DU LEF0 Status Temperature Set Point (Celsius)
=24.0 END_STRUCT
£ >
Press F1to get Help, 2 |offline Shs <52 |Insert

Functions FC 8 - DT _TOD and FC 1 — Fahrenheit_to_Celsius

The FC 8 (DT_ TOD) function converts the variables of the
DATE_AND_TIME type into the Time of Day type. The FC 1
function converts °Fahrenheit into °Celsius.

System Block USEND [SFB 8]
The PLC Program of the WinAC RTX uses a standard System Block
to access the variables of the Air Conditioner. SFB 8 (USEND) block
in the Siemens libraries is suitable for transferring an OPC variable,
which consists of the Actual Value, the associated Time Stamp, and
the Status.

With this data, the PLC program can evaluate not only the value of a
variable, but also its quality and age.

The SFB 8 (USEND) block has the necessary parameters for the
simple registration of OPC variables.

With the special function code 65400 (Hex FF78) the SFB 8
(USEND) used to register variables.

With the 4 ANY pointers and the R_ID parameter of the block, all
information for registering the variables can be transferred in one
call.

_______________________________________________________________________________________________________________________|]
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The SoftPLC can read and write the OPC variables cyclically.
The configuration is carried out via SFB 8 (USEND) in the restart
(called in OB100).

Parameters of the SFB 8 (USEND) block - ID = 65400 (hex FF78)

REQ = TRUE /I Not evaluated

ID = W#16#FF78 /I Fixed value: 65400

R_ID =DW#16#1F40002 // Modus:
/I Low Word; 2: Read(PLC Variable)
/I High Word: Sampling in milliseconds
/[ 500 milliseconds

DONE = /Il is not set

ERROR := // No ERROR=0; ERROR=1

STATUS = // 0x0000 on success, 0x8090 on error

SD 1 = // Pointer to the OPC Variable.

SD 2 = // Pointer to the OPC Variable for the
/l Value of the OPC Variable.

SD 3 = // Pointer to the PLC Variable for the
/l Status of the Variable.

SD 4 = // Pointer to the PLC Variable for the

/ Time Stamp.

Client function of the SFB 8 (USEND) block
Cyclic reading and writing.
The SoftPLC can read and write the OPC variables cyclically.

The configuration is carried out via SFB 8 (USEND) in the restart
(called by OB100).

Para- | Declare- Data o
. Memory area Description
meter ation type
REQ INPUT BOOL ,Q,M,D, L is not evaluated.
ID INPUT WORD M, D, Const. Fixed value: 65400 (hex: FF78)
R_ID INPUT DWORD ,Q, M, D, L, : Read (variable as XML string)
Const. : Write (variable as XML string)

: Read (PLC variable)

: Write (PLC variable)

: Read (special variable)

: Write (special variable)

: Read (server variable)

7: Write (server variable)

Bit 14 (low byte + 16348 [hex 4000]):
The any pointer when writing points to
DATE_AND_TIME

Bit 15 (low byte + 32768 [hex 8000]):

The any pointer when writing points to
a STRING

High Word:
Sampling rate in milliseconds

o~ WNPRFE O

_______________________________________________________________________________________________________________________|]
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Para- | Declare- Data Memory Description
meter ation type area
DONE |OUTPUT |BOOL ,Q,M,D, L is not set
ERROR |OUTPUT |BOOL LQ, M, D, L ERROR=0: The parameters

were transferred correctly.

ERROR = 1: The parameters
were not transferred correctly.

STATUS |OUTPUT |WORD ,Q, M, D, L 0x0000 If successful,

0x8090 on error.
SD 1 IN_OUT ANY D Pointer to the OPC variable.
SD_2 IN_OUT ANY ,Q,M,D Pointer to the PLC variable for

the value of the OPC variable.
Only the data types of BOOL,
BYTE, CHAR, WORD, INT,
DWORD, DINT, REAL, DATE,
DATE_AND_TIME.

Note:

When the ANY pointer
accesses a DB, the DB must
always be specified

(e.g.: P # DB10.DBX5.0 Byte 0).

SD_3 IN_OUT ANY l,Q, M, D Pointer to the PLC variable for
the variable status. The data
type DWORD is permitted.
Note:

If the ANY pointer accesses a
DB, the DB must always be
specified (e.g.: P #
DB10.DBX5.0 Byte 10).

SD_4 IN_OUT ANY D Pointer to the PLC variable for
the recording time (time stamp).
The data type
DATE_AND_TIME is permitted.
Note:

If the ANY pointer accesses a
DB, the DB must always be
specified (e.g.: P # DB10.
DBX5.0 Byte 10).

OPC Variable Definitions
To uniquely identify the OPC variables, they are assigned a number
(namespace), next to the actual name.

The OPC Variables are defined as follows:

Mode 0 and 1: 'ns=<Namespace>;s=<Identifier>"
or: ns=<Namespace>;i=<Numeric ldentifier>’

All OPC Variables can be read using this mode.

___________________________________________________________________________________________________________________________|
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The IBH Link UA knows the following Namespaces:

Namespace Area
0 General OPC Server Variables
1,2,3,5 No evaluable variables
4 All PLC specific OPC variables
6 IBH Link UA Special Variables

Mode 2 and 3: “<ldentifier>’

The identifier is formed as follows:
<Station name>.<PLC Name>.<GlobalVars>.<Variable name
from Variables table>
or:
<Station name>.<PLC Name>.<Programs>.<Variable name>.
<Data Block name>

Mode 4 and 5: <Numeric ldentifier>
Number of the Special Variable from Namespace 6.

Modus 6 and 7: <Numeric Identifier>
Number of the Server Variable from Namespace 0.

Function FC 20 — calls_ USEND

The variables from DB20 — DB_USEND_call is transferred to the
OPC_Variable as pointers when calling USEND as parameter SD_1.
The parameters REQ and ID are according to the table on page 18 -
19 have been specified.

The R_ID parameter is made up as follows:
e Low Word: Value 2 (hex0002) — Read (PLC variable).

e High Word: 500 ms — hex 01F4 -
Parameter R_ID — doubleword: = 16 #1F40002
The parameters DONE, ERROR and STATUS are not evaluated in

the example.
e SD_1: = pointer to the OPC variable.

e SD 2 =: Pointer to the PLC variable for the value of the
OPC variables.

e SD_3: = pointer to PLC variable for the value of the
OPC variable status.
e SD_4: = pointer to PLC variable for the value of the

OPC variable time stamp.

_______________________________________________________________________________________________________________________|]
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The FC 20 block is called once when the PLC is started and
executing OB 100 once. Only those parameters are to be transferred
to the PLC that has integrated the block (SFB 8 — USEND).

Note:
The same instance data block (DB 8 - DI_USEND) is used for both
calls of SFB 8 - USEND. This instance data block is only necessary to
satisfy the syntax.
Only the SoftPLC in IBH Link UA knows USEND in this form!

Function FC 20 -USEND _call

£ FC20 -~ "USEND_call” -- WinAC FTX S76\IBH Link LIAYWinLC RTXL AFC20 [ ]

FCZ0 : Calling USEND

Em: Temperature transfer

CALL "USEND" , "DI_USEND" SFES / DES -- Uncoordinated Sending of Data
REQ :=TRUE

i c=WELEHFFTS

B_ID :=DWELEF1F4000Z

DONE =

ERROR :=

STATUS: =

SD_1 :="DE_USEND_Call". OPC_Tay Naue Temperaturs PHUEZ0. DEXO. O

SD_2z :="DacaBxSerwverF" TemperatureF LE10._DEDO -- Temperature (Fahrenheit)

SD_3 :="DataBxSerwverF". TemperatureF_Status DE10_LED3EZ -- Status Temperature (Fahrenheit)
2D_4 :="DataExferverF". TemperatureF_TimeStanp DHDEL0.DEXE. 0 -- Time Stamp Temperature (Fahrenheit)

[ Network 2 : Set Point temwperature transfer

CALL "USEND" , "DI_USEND" SFES / DES -- Uncoordinated ZSending of Data

REQ :=TRUE

i c=WELEHFFTS

L_ID :=DWfleflF4000Z

DONE =

ERROR :=

STATUS: =

3D_1 :="DE_USEND_Call". OPC_Tag Naue_SetDPoint PEUBEZ0. DEXEE. 0

SD_2z :="DataBxServerF". TemperatureSecPointF DEL1D.DED4 -- Temperature Zet Point (Fahrenheit)

SD_3 :="DataBxServerF". TempSetPointF_Status LEL1OD.DEDLZE -- Status Temperature Set Point (Fahrenheit)
SD_4 :="DataBExSerwverF" TempSetPointF_TimeStamp P#DEL10.DEX1G.0 -- Time Stamp Temperature Set Point (Fahrenheit)

Instance data block DB8 - USEND DB

The same instance data block (DB 8 — DI_USEND) is used for both
calls of SFB 8 -USEND. This instance data block is only necessary to
satisfy the syntax.

Data block DB20 - (DB_USEND_Call)

To complete the data block DB_USEND_Call [DB20], the identifiers
of the variables must be copied from the in the Attributes window of
the UAExpert program and assigned to the STAT variables as initial

values.

¥ TempSetPoint AirCond1

Attribute Value

~ Modeld ns=4:s=CPU 416.CPU 416-3 PN/DP.TempSetPoint_AirCond1
Mamespacelndex 4
IdentifierType String
Identifier CPU 416.CPU 416-3 PN/DP.TempSetPoint_AirCond1

¥ Temperature_AirCond1

Attribute Value

~ Modeld ns=4:s=CPU 416.CPU 416-3 PN/DP.TempSetPoint_AirCond1
Mamespacelndex 4
IdentifierType String
Identifier CPU 416.CPU 416-3 PN/DP.TempSetPoint_AirCond1

I ————————
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Identifier from the Attributes window of the UAExpert program

*  Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject™

Eile View Server Document Settings Help
D PBR =0 XK2 B ED
Project 5 X = X
~ [ Project ok @ L]
v [ Servers : I Attribute Value
) IBHLinkUA@ibhlinkua_sc v Nodeld ns=45=CPU 416.CPU 416-3 PN/DP. TerpSetPoint_AirCond
v [1 Documents N Ind 4
Data A vi amespacelndex
[0 Data Access View | dentifi String
Address Space 8 x Identifier CPU 416.CPU 416-3 PNfDP.TempSetPoint_AirCondD
£ |No Highlight - MNodeClass Vanable
e BrowseMame 4, "Temp5etPeint_AirCond1"
3 Root DisplayName [, "TernpSetPoint_AirCond1™ ] Expand All
v [ Objects Description CollapseAII
&% Client WriteMask 0 Conoy Value
&% DeviceSet UserWriteMask 0 L
MOTT RolePermissions BadAttributeldlnvalid (0x
=
&% Modbus UserRolePermissions BadAttributeldinvalid (0x
v [ PLCs AccessRestrictions BadAttributeldinvalid (0x8
v | & CPU 416-3 PN/DP v Value
DeviceHealth SeurceTimestamp 14.01.2021 10:57:49.573
@ DeviceManual SeurcePicoseconds ]
% DeviceRevision ServerTimestamp 14.01.2021 10:57:49.575
v [ GlobalVars (mark} ServerPicoseconds ]
@ TempSetPoint_AirCond] 3t"’lt“":°de §°°d (0x00000000)
@@ Temperature_AirCend1 e
. v DataType Float
W HardwareRevision
& Manufacturer MNamespacelndex 0
@ Model IdentifierType Mumeric
&P cterSet Identifier 10 [Float]
arameter ValueRank -1 (Scalar)
% Programs A rroueDicn cocione Bl At ek skl ollos calicl (5, 302 500N 1
: Attributes § X
v Glolh ® o
= .
& win | Attribute Value
& Server | v padeld ns=4:s=CPU 416.CPU 416-3 PMN/DP. Ternperature_AirCond1
[ Slots M
: amespacelndex 4
[ Station . i
& Types |dentifierType String
D Views Identifier CPU 416.CPU 416-3 F'N.."DF‘.Temperature_hirCond'Ij
ModeClass Yariable (Tight click’ -
BrowszeMame 4, "Ternperature_AirCond1”
DisplayMName [, 'Termperature AirCond1"] Expand All
Description (ohicky,, Collapse All
WriteMask 0
- Copy Value
UserWriteMask 0
RolePermissions Badattributeldinvalid (0x20350000)

Data block DB20 - (DB_USEND_Call)

i File Edit

ﬂF; LAD/STL/FED - [DB20 -- "DE_USEND_Call" -- W¥inAC RTX 57ellBH Link UAWWYinLC RTxX.. \DB20]
Insert  PLC  Debug ‘iew Options

Window  Help

= [

D& ¢ 2R o | thdnlale| < | DOHBSMN

Rddress |Name Type Initial wvalue Comment
0. STRUCT
+0_0 OPC_Tag MName Temperature STRING[ZE4] 'CPU 416.CPT 416-3 PN/DP. Temperature AirCondl'’
+Z56.0( |OPC_Tay MName ZetPoint STRING[ES54] |'CPU 416.CPT 416-3 PN/DP. TempSetPoint AirCondl’
=E1Z.0 END_STRUCT
=

Press F1to get Help.

>
2 [offline [abs <52 [Insert|

The start value of the pointer is a copy of the Identifier from the
Attributes window of the UAExpert program.

Trans Tech International® 2021



Page 5-28 IBH Link UA - Integrated SoftPLC

Chapter 5

ATTENTION!
After copying the identifier into the DB20 data block, the block or the
entire PLC program must be downloaded into the WinLC RTX CPU.
After downloading, the operating state of the SoftPLC of the IBH Link
UA must be set to STOP. Then the SoftPLC must be
execute OB100 calling FC 20 using the DB20 data.

WinLC RTX CPU PLC program download

started again to

& SIMATIC Manager - [WinAC RTX $7e - AN518 S7e\WinAC RTX $7e] ===
% File  Edit Insert PLC  View Options Window Help - 8 %X
D 326 | % B g2 % 2 w522 @ || <NoFiher> -]
E--% WinaC RTx 57e ¥ Thick ) @ System data 3 0B1
e CPU 418 Download 43 08100 o FO
=&, 1BH Link UA &3 FC8 £ FC20
E| WinLC BT o DBS o DBS
= DB10 F 0B 20
or AT & SFES
Dowenloads current object to the PLC, A

SoftPLC WIinLC RTX STOP / START
- B IBH Link U&, - SoftPLC

<« C o O & 1001389/ =/softplc LR+ n@oe =
%F (] tis running Logout | Update password single-core
SoftPLC Connections
"""""""""""" PLC informations
,,,,,,,,,,,,,,,,,,,,,,,, PLC type BES? 611-45B00-0YB7
Slot 3

CPU load part PLC
CPU load [%)

.

PLC infarmations
FLC type
Slot

CPU load part PLC

PLC Status

STOP
OB1 Count

PLC Stop | Mewstart (oB1a0) |

104527

OB1 Time {ms)

_________________________ Minimum 0 CPU Toad (%)
Manirmurm 22
----------------------- Actual 2
RU
""""""""""""" Jitter (ms)
Maximum 17 CB1 Count
777777777777777777777777 Actual 0

IBH Link UA diagnosis and SoftPLC displays

3

SoftPLC Connections

BEST 611-45B00-0YE7

32.44

PLC Stop | | Newstart (OB100) |
4505 (Click)

The established connections are displayed in the diagnosis browser

window. In the example without errors.

- 184 1BH Link UA - Diagnastics X e
<« c @ © £ 100.13.897_=/diaglistview )
% F ® OPC server is running Logout | Update password

Client di. Network diagnostics System Log

o

noe o

single-core

Controller di i

D

Connection name

@ 1-2 S7_Connection_2
@ 1-1 S7_Connection_1

127.00.1:102 14.1.2021 9:49:8 PLC o Connection established (6ES7 611-45B00-0VE7)
10.0,13.97:102 14.1.2021 9:53:56 PLC o Connection established (6ES7 416-3ER0S-02B0)

Clear diagnose J

| Diagnostics ]
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In the browser window SoftPLC / SoftPLC connections the
established connections are displayed with additional information.

. B BH Link UA - SoftPLC

& ¢ @
S o

& Good

)

SoftPLC Status

@ Good

Read
Read

Logout | Update password

ns=4;5=CPU 416.CPU 415-3 PH/DI
ns=4;5=CPU 416.CPU 416-3 PN/DI

- @

PLC Yariable Sampling Intervall

P#DB10.DBXO.0REAL 1 SO0
P#DB10.DBX4.0 REAL 1 500

P.Temperature_AirCondl
P.TempSetPoint_sirCondl

8

© & 10013897 _=/softplc

n @ @

single-core

5.7 UaExpert — Program Window

In the UaExpert program window, the values of the OPC tags of the
are displayed under Data Access View.

WIinAC RTX — SoftPLC-IBH-Link-UA

rt - The OPC Unified Architecture Cli
File View Server Document Settings Help
DFPEO #=°> X2 BRD
Project & X Data Access View Q
v [3 Project # Server Node d Display Name Value Datatype  Source Timestamp Server Timestamp  Statuscode
v [ Servers 1 IBHLInkUA@... NS4[String[IBH Link U... TempSetPointF_Status 0 Ulnt32 13:42:28.209 13: Good
23 IBHLinkUABibhlinkua_sc 2 IBHLInkUA@... NS4|String|IBH Link U... P! TimeStamp  2021-01-14T12:45:04155Z  DateTime  13:43:04.825 Good
- 3 IBHLInkUA@... N54String|IBH Link U... TemperatureF 716748 loat 13:45:04.325 Good
¥ [3 Documents 4 IBHLInkUA@... NSA[String|IBH LinkU... TemperatureF_Status 0 Int32 Good
[ Data Access View 5 IBHLInkUA@.. NS4[String .. TemperatureF TimeStamp  2021-01-14T12:45:04.155Z  DateTime Geod
6  IBHLInkUA@.. NS4[String TemperatureSetPointF 72 loat Good
e BN Bl SRmEAG st L, i =
7 | No Highlight - |8 IBHLinkUA String TemperatureC 22,0416 Float 04, Good
10 IBHLINkUA@... NS4lstring TemperatureC_SetPoint 222 Float 13:43:30.743 Good
2 Root 11 IBHLinkUA@... N54String|IBH Link U... TemperatureC_Status 0 Ulnt32 13:42:28.209 Good
~ [ Objects 12 IBHLInkUA@... NS4[String[IBH Link U... TemperatureC_Time 45904155 Ulnt32 13:45:04.825 Good
&% Client
% Modbus Drag & Drop.
CPU 416-3 PN/DP
v % WinLC RTX
DeviceHealth
@ DeviceManual
@ Model
& Progen]) \
) DBUSEND Call / Data Access View
‘@ TempSetPointF Status £ Display Mame Yalue Datatype  Source Timestamp
@ TempSetPointF_TimeStamp K
@ Temperaturef 1 TempSetPointF_Status 0 Ulnt32 13:42:28.209
@ Temperature _Status 2 TempSetPointF_TimeStamp  2021-01-14T13:04:51.601Z  DateTime 14:04:52.105
; IE"‘F‘E'“:”'EEL'“E?;W ) 3 TemperatureF 71.5122 Float 14:04:30.604
T — 4 TemperatureF_Status 0 Ulnt32 13:42:28.209
5 TemperatureF_TimeStamp  2021-01-14T13:04:51.601Z  DateTime 14:04:52,105
——— 6 TemperatureSetPointF 72 Float 13:44:09.532
- Temzsﬂpmc}m 7 TempSetPointC_Status 0 Ulnt32 13:42:28.209
@ TemperatureC 8 TempSetPointC_Time 47091601 Ulnt32 14:04:52.105
@ TemperatureC_SetPoint 9 TemperatureC 21.9512 Float 14:04:50.604
@ TemperatureC Status 10 TermperatureC_SetPoint 2222722 Float 13:43:30.743
JemperatureC_ ime 11 TemperatureC_Status 0 Ulnt32 13:42:28.209
¥ RevisionCounter 12 TemperatureC_Time 47091601 Ulnt32 14:04:52.105
@ SerialNumber v,
@ SoftwareRevision
& Tasks
& Server
(5 Slots
(3 Stations
12 Types
12D Views
i Data Access View 3
£ Server Mode Id Display Name Value Datatype
1 IBHLinkUA@ibhlinkua_sc  NS4|String|IBH Link UAWinLC RTX.DataEx ServerF. TempSetPointF_Status TempSetPointF_Status 0 Ulnt32
2 IBHLinkUA@ibhlinkua_sc  N54|String|IBH Link UAWinLC RTX.DataExServerF. TempSetPointF_TimeStamp  TempSetPointF TimeStamp  2021-01-14T13:20:22.427Z  DateTime
3 IBHLinkUA®@ibhlinkua_sc  N54|String|lBH Link UAWinLC RTX.DatakxServerF. TemperatureF TemperatureF T1.6748 Float
4 IBHLinkUA@ibhlinkua_sc  NS4|String|IBH Link UAWinLC RTX.DataEx ServerF. TemperatureF_Status TemperatureF_Status 0
5 IBHLinkUA@ibhlinkua_sc  NS54|String|lBH Link UAWinLC RTX.DataExServerF. TemperatureF_TimeStamp ~ TemperatureF_TimeStamp 2021-01-14T13:
& IBHLinkUA@ibhlinkua_sc  NS4|String|IBH Link UAWinLC RTX.DataEx ServerF. TemperatureSetPointF TemperatureSetPointF i1 Fi
7 IBHLinkUA®@ibhlinkua_sc  MNS54|String|IBH Link UAWinLC RTX.TimeTempC_Status. TempSetPointC_Status  TempSetPointC_Status 0 Ulnt32
8 IBHLinkUA®@ibhlinkua_sc  NS54|String|lBH Link UAWinLC RTX.TimeTempC_Status.TempSetPointC_Time  TempSetPointC_Time 48022427 Ulnt32
il IBHLinkUA@ibhlinkua_sc  NS4|String|IBH Link UAWinLC RTX. TimeTempC_Status. TemperatureC TemperatureC 22.0416 Float
10 IBHLinkUA®@ibhlinkua_sc  MNS54|String|lBH Link UAWinLC RTX.TimeTempC_Status. TemperatureC_SetPoint TemperatureC_SetPoint 222222 Float
1" IBHLinkUA®@ibhlinkua_sc  NS4|String|lBH Link UAWinLC RTX.TimeTempC_Status. TemperatureC_Status ~ TemperatureC_Status Ulnt32
12 IBHLinkUA®@ibhlinkua_sc  NS4|String|lBH Link UAWinLC RTX.TimeTempC_Status. TemperatureC_Time TemperatureC_Time 48022886 Ulnt32 J
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CPU 416 — WinAC_RTX_Data [DB22]

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProj

File View Server Document Settings Help
~
DPER =0 X\W2 8B ED
Project B X Dats Access View [x]
v [3 Project 2 Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
play typ P P
v [ Servers 1 IBHLinkUA.. NS4{String|CPU 416... TempSetPoint_AirCondl 72 Float 186: 16:21:38.085 Good
12 BHLinkUAibhlinkua_sc 7 IBHLnkUA.. N54[3tring|CPU 416.. Temperature AirCondl 72 Float 16: 1622:20.372 Good
- 3 IBHLinkUA... NS4|String|CPU 416... TempSetPointStatus 0 Ulnt32 16, Good
[ Documents 4 IBHLinkUA...  NS4|String|CPU 416... TempSetPointTimeStamp 55087787  Ulnt32 16 Good
[ Data Access View 5 IBHLinkUA.. N54[5tring|CPU 416.. TempSetPaintValue 222222 Float 16: Good
] IBHLinkUA... NS54|String|CPU 416... TemperatureStatus 0 Ulnt32 16, Good
Address Space & % |7 IBHLnkUA. NSA[String|CPU 416.. TemperstursTimeStamp 55087787 Ulnt32  16:21:48242 Good
p= 8 IBHL\r;UA‘.. NS4[String|CPU 416... TemperatureValue 218609 Float 16:21:49.800 Good
3 No Highlight -
12 Root Drag & Drop
A= Objects
@ Client
&% DeviceSet
& MaTT
~ " ChU 4i6-3 pii/op | Fj
DeviceHealth
¥ DeviceManual
¥ DeviceRevision
1D GlobalVars
@ TempSetPoint_AirCond1 r Data Access View -\
@ Temperature_AirCond]
¥ HardwareRevision N .
@ Manufacturer / z Display Name Value Datatype Source Timestamp
;E:fﬂimm 1 TempSetPoint_AirCondl 72 Float 16:21:37.804
v & Programs 2 Temperature_AirCond1 T2 Float 16:27:46.026
[ SupportedTypes 3 TempSetPointStatus 0 Ulnt32 16:21:42.373
WinAC_RTX_Data 4 TempSetPointTimeStamp 33087787 Ulnt32 16:21:43.663
g TempSetPointStatus 5 TempSetPointValue 22,2222 Float 16:21:45.156
P 1:::222::::3:‘;:‘“” &  TemperatureStatus 0 Ulnt32 16:21:46.568
- 7787 21
@ TemperatureStotus [ TemperatureTimeStamp 55087787 Ulnt32 16:21:48.442
@ TemperatureTimeStamp 8 TemperatureValue 21.8609 Float 16:21:49.800 Y
@ TemperatureValue
¥ RevisionCounter
@ SerialNumber
@ SoftwareRevision
o Tasks
& WinlC RTX

Online display WInAC RTX
The variables provided by the data block are displayed.

Data Block DataExServerF [DB 10]

[, LAD/STL/FBD - [@DB10 -- "DataExServerF” -- WinAC RTX STeMBH Link UANWIRLC RTDX,.ADB10 ONLINE]
i File Edit Insert PLC  Debug  Wiew Options Window Help

O & &~ @& a | 256 OE| =S M

Rddress |Name Type Initial walue Rctual ralue Comment
0.0(Tenperaturef REAL 0.000000e+000 1.6748 Tewperature (Fahrenheit)
4. 0|TemperatureSetPointF REAL 0.000000e+000 7z.0 Temperature Set Point (Fahremheit)
2.0|TenperatureF TimeStamp |DATE_AND TIME |DT#50-1-1-0:0:0.000 (DT#90-1-1-0:0:0.000 |Time Stawp Temperature {(Fahrenheit)
1¢.0|TenpSetPointF TimeStamp |PATE_AND TIME |DT#20-1-1-0:0:0.000 |DT#50-1-1-0:0:0.000 [Time Stanp Temperature Set Point (Fahrenheit)
24.0|TeuperatureF Status DWORL DUFLlaED DWFLlegO0000000 Status Temperature (Fahrenheit)
25.0|TenpSetPointF_Status DWORL DUFLlEED DWFLeHO00000000 Status Temperature Set Point (Fahrenheit)

< >

Press F1 to get Help. 4 [RURTY Abs <52 |Rd

The data type DATE_AND_TIME is not online displayed.

Online display CPU 416
Data Block WinAC_RTX_Data [DB 22]

:;.: LADSSTL/FBD - [@DB22 -- "WinAC_RTH_Data" -- WinAC RTX S7ehCPU ATENCPL 416-3 PN/DPY. ADB22 OMLINE]
i3 File Edit Insert PLC  Debug  \View Options  Window Help
2 B,
0O & &~ a | 25)ar COE|=EMm
Rddress |Name Type Initial walue Actual value Comment
0. 0fT emw) eratureVal\ﬁ REAL 0.000000=+000 21.8e083 Temperature external O0PC UL serwer
4.0|TenpSetPointValue REAL 0.000000=+000 Zz.zzezzz Temperature set point external O0PC UL server
8. 0|TemperatureTimesStany TIME_OF_DAY TODEO:-0:0.000 TOD#15:18:07.787 Temperatue Time Stamp
1z.0|TenpSetPoint TineStanp TIME_OF_DAY TODg0:0:0.000 TOD#LE:18:07.787 Temperature set point Time Staup
16 0|Temperatureftatus DWORD DWglegn DWgL&eg00000000 Status Temperatue external OPC TR server
Z0.0|TenpSetPointStatus DIORD DWglego DWglego0000000 Status Temperature set point external OPC UL serve
< >
Press F1 to get Help. < [AORY  [abs <52 |Rd

_________________________________________________________________________________________________________________________|
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6 IBH Link UA — Alarms and Conditions

OPC UA has defined the interface between OPC Clients and OPC
Servers in the specification Alarms and Conditions.

Servers can report asynchronous alarms to clients registered with the
server.

The alarms are triggered via the message blocks of the PLC
controllers of the 300 and 400 series. These are the following blocks.

Event Description

ALARM_8 SFB34 8 channels, acknowledgeable, S7-400
no associated values

ALARM_8P SFB35 8 channels, acknowledgeable, S7-400
up to 10 associated values

NOTIFY SFB36 1 channel, non-acknowledgeable, S7-400
up to 10 associated values

ALARM SFB33 1 channel, acknowledgeable, S7-400

up to 10 associated values
ALARM_S SFC18 1 channel, non-acknowledgeable, S7-400 and

1 associated value S7-300
ALARM_SQ SFC17 1 channel, acknowledgeable, S7-400 und
1 associated value S7-300

NOTIFY_8P SFB31 8 channels, non-acknowledgeable, S7-400
up to 10 associated values

ALARM_DQ SFC107 1 channel, acknowledgeable, S7-400 and
1 associated value S7-300

ALARM_D  SFC108 1 channel, non-acknowledgeable, S7-400 and
1 associated value S7-300

(Source: Programming a Message System for OPC UA Alarms & Conditions with
.NET C# for the SIMATIC NET OPC UA Server, Entry ID: 26548467, December 2011)

The programming and parameterization of the Alarms and Conditions
is carried out with the Simatic Manager or the TIA portal. The two
programming systems manage the message texts and transmit them
to the IBH Link UA.

The SoftPLC integrated in the IBH Link UA also has the alarm-
triggering blocks as it is compatible with the S7-400.

Control systems without Alarm system (SFB / SFC blocks) can also
indirectly trigger Alarms and Conditions via the integrated SoftPLC.

_______________________________________________________________________________________________________________________|]
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The SoftPLC reads cyclically the values to be monitored from the
connected PLC and triggers Alarms and Conditions depending on
the programming of the SoftPLC.

Even an existing plant with e.g. an old S5 control system can be
upgraded for Alarms and Conditions.

6.1 Activating the integrated SoftPLC

The SoftPLC must be activated via the WEB interface page Siemens
Slots of the IBH Link UA.

- B IBH Link U& - Siemens slats X

<« ¢ @ © & 1001389/ _=/opc_slots

&% Google Ubersetzer

@ d% IND e O

OPC serer is "
| siemens slots

Lognut| Update passward ‘ singia-cora

»Siot 1

> Slot 2

Delste slot | Delete all | | Load OPC Editor Project| | Save OFC Editor Project |

Insert SoftPLC | Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK |
(click)

Insert SoftPLC (6E57 611-45B00-0YB0 V4.6 compatible) ‘

Insert SoftPLC
Insert SoftPLC (BESY B11-45B00-0YE7 w46 compatible)

to Slat: [Slot 3 Spenlse
m Cancel

6.1.1 SoftPLC status and settings

The SoftPLC status is displayed on the WEB interface of the page
Soft PLC of the IBH Link UA.

- B4 IBH Link UA - SoftPLC

&«

¢ @

U & 10.0.13.89/7_=/opc_slots

. @B

OP« er is running
SoftPLC Status

SoftPLC Connections
""""""""""""" PLC informations
.......................... PLC type BESY B11-45B00-0YEB7
Slot 3

CPU load part PLC
CPU load (%)

Logout | Update password |

:

23.19

__________________________ PLC Status
RUN PLC Stop | Mewstart (0B100) |
-------------------------- OB1 Count 24958

OB1 Time (ms)

__________________________ Minirnurm i}
Mazxirmum 19
--------------------- Actual 2
""""""""""""" Jitter (ms)
Mazxirmum 16
-------------------------- Actual 1

o e o =

single-core
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6.2 Project with STEP® 7 (SIMATIC Manager V5.6)

The prepared example project Alarms S7e is [EREAPE— T

identical to the PLC program, as described in
chapter 1. The counter counts until MaxValue is
reached (up counting, indicated by the tag Up) and SN g
counts down until the MinValue is reached (down counting, indicated
by the tag Down). The tag Value holds the counter reading of the
counter. The SIEMENS PLC programming systems STEP® 7
(SIMATIC Manager V5.6) is used to create the network configuration.

The SFC 108 "ALARM D" is used to send the information about the
up and down counting to the OPC server for further processing (e.g.,
visualization).

6.2.1 Loading the PLC Program into the CPU 416 program
(IBHsoftec SoftPLC 416)

Double-click Hardware to open the ﬁ m

HW Configuration window.

& SIMETIC Manager - [Blarms 57e — 845,18 57e\8larms $7e] =0 E=R =

@File Edit Inzert PLC  Wiew Options Window Help - &8 X
O = | 37 & g |2 %g| %ol £ | < NoFier> =]
E--% Alarms 57e Y Hardware! CPU 416-3 PM/DP
=TT CFU 416,
. E-|§ CPU 416-3PN/DP

El-{z1] Counter
-{H] Sources

G-, IBH Link &

Press F1to get Help,

E’a Hu Config - [CPU 416 (Configuration) -- Alarms 57e] EI@
Blf Station Edit Insert PLC  View Options  MWindow  Help - 8 x
bEs9 & & s gl ||[{Y 31| %8 | w2
() olx|
o uRt Be | atlaj
1 PS 405 44 ~ §
2 CPU 4163 PN/DP Brofs: | Standard =l

E-_] CPU 414-20P ~
®-_] CPU 414-3DP

[0 CPU 4143 PH/DP

-0 CPU 414F-3 PN/DP

E

E

£

CPU 416 - [BH Link U PROFINET-10-System (100

7] CPU 4161
721 CPU 4162 DP
7] CPU 4163 0P

o C

Slot Module .. | Order number Firmweare | M... | | address | O address | Comment

1 PS 405 44 EES 7 405-0DANT-02AD ~ -

2 CPU 416-3 PN/DP |BESY 416-3ERD5-0ABD ¥5.1 2 [ ]

+ {1 BEST 416-3E506-04B0

" {11 BESY #16-3E507-04B0

AF AR & JEFEF w3 CPU 416F-2 ©
i FAT TR =

vy i 7 T EEST 416-3ERNS-04B0 ~ Ty
i " = — work memory 5.6 MB code and 5.6 MB =
AEAT | [] A JETT data; 0,030 ms/1000 instructions; 16

4 v KB DI/0: 64 connections: T"DRAPIL

Press F1to get Help,

I —————————
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In the example, the CPU 416-3 PN/DP (6ES7 416-3ER05-0ABO0)
firmware version V5.1 is used, which is also available as a software
PLC from IBHsoftec.

(RO/S2.5) dialog box

Properties - PN-10 (R0/52.5)

Addressesl PROFINET I Synchronization | Time-of-Day Synchrﬂnizatmnl

Short description: PH-0
Device name: |PN.|U
Interfac
Type: Ethemnet

Device 0

Addiess: 10.0.13.97
Networked: yes Properties.

Comment:
Cancel | Help

In the dialog box Properties, the IP address of the CPU 416 is
displayed. To change the IP address, click the Properties button.

Properties - Ethernet interface PN-10 (R0/52.5)

IP-Address
CPU 416-3 PN/DP  change if necessary
P acioss Gateway To display more details
@ Do not use router .
Subnet mask: |z55.255 2550 on the connection
 Use router
pddess [ (Subnet) mark the subnet
bt name and click the
- hat networked - Mew...
CPU 415 - IBH Link UA Properties button.

Properties...

Properties - Industrial Ethernet

_jEonfirm |General I

Name: CPU 416 - 1BH Link UA
57 subnet ID: [oozE - [ooos
Project path: |slatmns S7eACPL 416 - 1BH Link Ua
Storage location
To close the o the proiect. [5:35 18 57eMBlermns 576
dialog boxes, Buthor [PSH
click the OK Date created: 01/23/2017 12:20:40 P
Last modifisd: 12/28/2020 07:1355 PM
button. Comment |
_j.click

Cancel | Help |
Clicking on the Save and Compile icon to save the configuration of
the CPU 416.

EEQ HW Caonfig - [CPU 416 (Configuration) -- Alarms 57e]
Eﬂl Station  Edit  Insert PLC View Options  Window  Help

D228 B g ke ldda DD % K
| e ond Compie]
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6.2.2 Download, the PLC program and the System Data to the
CPU 416
The connection from the PC to the CPU 416-3 PN/DP is made via
the Ethernet interface of the PC. The PG/PC interface must be
selected accordingly in SIMATIC Manager.

The name of the Ethernet connection may vary depending on the
network card used in the PC.

&, SIMETIC Manager - [&larms S7e -- 845,18 S7e\Alarms S7e] =N Ech =
% File Edit Insert PLC  Miew Options Window Help - &8 X
O = ET X il | | 2 % Bp m i | < Mo Filker » ﬂ

E--% Alarmz 57e relick ) Systern data 3 OB1

=-E CPU 46 o3 0B100 o FC5

- =-[f] CPU 4163 PN/DP = DB P Counter Values

{ =z Counter

-{E Sources

@ Blockz
- 1BH Link UA

Press F1 to get Help.

Download System Data

The Hardware configuration of the CPU 416-3 PN/DP is downloaded.

Download (294:36)

Do you want ta load the spstem data?

CPU 416-3 PN/DP online
The up and down counting can be checked online.

M3 Var - [Counter Values -- @Alarms S7elCPU A1GLCPU 416-3 PN/DPYCounter ONLINE] [ = || & |[m253g)

&ﬂTable Edit Insert PLC  ‘ariable ‘View Options  Window  Help - 8 X
#| (@ S 3|®|eo] x| [ 2| k| Do o ]9 wl
. ,g Address Symbol Dizplay formst |_Status value | Modify walue

1 hl 0.1 “Counteron” BOOL ] true true

2 Mo 25 "Doveen'! BOOL falze

3 M 26 "Lt BOOL true

4 Mo 20 Pl BOOL falze

E Mo 24 "hlin BOOL falze

G hty 12 "alue" DEC g5z

T pesDEY 0 "CournterData" Minyalue DEC 300

g DESDEY 2 "CounterData" MadWalue DEC 10000

9 DBSDEY 4 "CourterDats" Courteryalue DEC 883

10

Alarms S7Te\CPU 416y, \Counter O |RUFN Abs < 5.2

6.2.3 IBH Link UA as SIMATIC PC station

Mark the IBH Link UA station and double-click Configuration to

open the hardware configuration window.
_________________________________________________________________________________________________________________________|
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& SIMATIC Manager - [Alarms $7 -- A35.18 STe\Alarrns S7e] =N E=h
@ File Edit Insert PLC View Options Window Help - 8 x
0O = | 87 2 Bz |5 | < Mo Fiter » ~|
CPU 416 57e [§ Wil T OPC Server

o CPU 416

- B[l EPUS1E3PHDP SIMATIC Station
E-{z7] Caunter
= mark

WinLC AT

OPC Server

Press F1to get Help,

Configuration IBH Link UA (SIMATIC PC

Double-click the name of the CP
Industrial Ethernet interface |IE General
IBH to open the Properties dialog box.

Station)

B [0 FC

In the dialog box Properties, the IP address of the IBH Link UA is
displayed. To change the IP address, click the Properties button.

i HY Config - [1BH Link UA (Configuration) -- Alarms S7e] [E=0E= =5
E“] Station  Edit  |nsert PLC  Wiew Options ‘Window Help - 8 x
D" B S wlin s ||ED | %8 (w2
b=l
-]
Borc Eind: |
OFC Server
Profile: | Standard j
|::1 WinLC RTX ED Uszer Application ~
I D Application
pls B0 OPC Server
IF3 [ SwWEDSPY

SWwWVEDSPE

=]

... | Order nurmnber

Firmware | M... | | addr..

Index| Module
E

6ES7 611-45B00-0YB7

PROFIBUS-DPF slaves for SIMATIC 57 and
C7 [digtibuted rack)

3

Press F1to get Help.

Note:
The Siemens OPC Server SW V8.2... and the CP Industrial Ethernet

interface IE General SW V8.2... are available in the hardware catalogs of
STEP7 SIMATIC Manager and the TIA Portal.

Dialog box Properties - Ethernet interface IE General (R0/S2)

Properties - [E General X

(Genetel | nptions | PROFINET | Diagnostics |

IE General

Prowy for any Industrial Ethernet madule, 150, TCPYIP, 57 and 57-H
communication [via |S0onTCP). PG functions, routing, PROFINET 10
controller, prioritized startup, SIMATIC MET PC softveare V8.2

Short Description:

Order Mo/ firmware: IE_CF /82

Hame:

Interface Plant Designation:

Type: Ethernet |

Eddiess: 1001283 esetitr Bedrmi

Yes Broperties... |

To display more details on
the connection (Subnet)
mark the subnet name and
click the Properties button.

Networked:
LComment;
g confirm
Cancel Help

IBH Link UA Training
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Properties - Ethernet interface |E General (R0/52)

Properties - Industrial Ethernet

General  Parameters I 1

[7 Set MAC address / use 150 protocol Name: [CPL 416 - IEH Link LI2]
e ’7 S7 subnet ID 0028 - |0005
Project path [#armes 57eACPLU 416 - 1BH Link LA
i St locati
change if necessary dthepoiet | [FE18 S7eNAlams 578
Gateway
IP addiess: 10.0.13.89
i addiess IP-Address * Do not use router Authar [PSH
Subnet mask: 256.2595.255.0 BH |ink ua ~ 3
Use router Date created 02/06/2017 02:55:28 PM
pddress ,7 Last modified 01/09/2021 071719 PM
Comment CPU 416-3 PN/DP and IBH Link L&

Subnet:

- ot networked - MHew... |

CPU 416 - IBH Link UA, - —— — onfirm — —
Delete i A
To close the dialog boxes, click the
= ‘confirm
Cancel Hele OK button.

Clicking on the Save and Compile icon to save the configuration of
the IBH Link UA.

E'Q HYW Config - [IBH Link U& (Configuration) -- &larms STe]
E“l Station Edit  Insert PLC  View Options  Window Help

D8 B s s g || B[ %R a2
|

6.2.4 IBH Link UA SoftPLC WIinAC — PLC Program
Double-click to open the PLC block FB 10 [CounterEvaluation].

o SIMATIC Manager - [Alarms 57e -- A)5.18 S7eyAlarms S7e] =N =R =
%File Edit  Insert PLC  Wiew Options  Window  Help - 8 x
0O = | 29 2 g |2 g | o v i £ | < NoFilter > |

E@ Alarms 57e 59 Swstem data 3 OB1
w-F] CPU 416 PRET0 o DE1D
=&, 1BH Link LA g.

&[] WinLCRTx

[=l{z7] Alarms

Press F1 to get Help,

In this block, the block ALARM D (SFC 108) is called twice for
transferring messages.

The signals High and Low are used to trigger the transfer of the

messages.

ALARM D (SFC 108) Parameters

The following table shows the parameters of the instruction
"ALARM_D™:

. Memor o
Parameter |Declaration |Data type area y Description
SIG INPUT BOOL I, Q, M, D, L[The alarm triggering signal
ID INPUT WORD L, Q,M,D,L Data channel for alarms: W#16#EEEE
or constant

I ———————
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. Memor o
Parameter|Declaration [Data type areay Description
EV_ID INPUT DWORD I, Q, M, D, L |Alarm number (not allowed: 0)

component identifier (not permitted: 0)

ID for the subsystem to which the
corresponding alarm is assigned

Recommended values:

,Q, M, D, L
CMP_ID INPUT DWORD |’ =t e Low word: 1 to 65535

e High word: 0

'You will not have any problems with the
SIEMENS program package if you
comply with these recommendations.

Associated value
Maximum length: 12 bytes
I, Q, M, D Only the BOOL data types are

SD INPUT ANY .C permitted (not permitted: bit array),
BYTE, CHAR, WORD, INT, DWORD,
DINT, REAL, DATE, TOD, TIME,
S5TIME, DATE AND TIME

RET VAL OUTPUT INT I, Q, M, D, L|Error Information

PLC block FB 10 [CounterEvaluation]

fiF LAD/STL/FED - [FB10 -- "CounterEvaluation” -- Alarms S7e\BH Link LWl C AT, AFB10] =N 5
iF File Edit Insert PLC Debug ‘View Options ‘Window Help - 8 x
= = g | o | 25 6
OE %8m B D |t K?

Content=s 0f: 'Environment)InterfaceyIN'
B4 Interface [ Mame Data Type |Address  |Imitial Value |Exclus |Termination |C
E|--=l:_|— /& [Ev_1p1 DWard 0.0 DULESD O O
F EV_IDL B Ev_IDZ Dlord 4.0 DW§1E40 O O
'\3 EV_IDZ :
A0k OUT Contents Of: 'Environment'Interface’\IN_OUT'
EERS T ouT) | wame Data Type |Rddress Initial Value |Ex|Te|Comment
..... @ High B [High Bool 8.0 FALSE [ [ 1w-our
..... & Low & Low Eool 8.1 FALSE [ [ mm-out
..... Bl CounterValue = CounterValue Int 10.0 [u] D D IN-0UT
[—]--Cﬁ- Contents 0f: 'EnvironmenthInterface)STAT'
----- @ Status | ame Data Type Rddress |Initial Value |Ex|Te|C
----- Bl Counterlevel ‘B [8tatus Int 1z.0 |:| |:| STAT
----- B LowlLewvel B Counterlewel Int 14.0 a [ [ sTar
----- ‘B HighLevel B Lowlevel Dilord 1.0 DW#1GH0 |:| |:| STAT
----- ‘B ID_Alarm '® HighLevel DWard 20.0 DWleg0  any unique values TAT
----- B CMP_ID Alarm | ID_alarm Word z4.0 wglegas otherthan zero [0 oyt
@ TEMP ‘® CMP_ID_ilarm DWard 26.0 DwxlsxnlJ i i STAT

Define the object properties of the IN parameters for alarms
The IN parameters of the Function block FB 10 [CounterEvaluation]
must be inserted as an attribute:
e S7 a type=alarm_s
e S7_server = alarm_archive

The attributes must be assigned so that messages can be assigned

to the IN parameters.

I —————————
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t;; LADSSTLAFBD - [FB10 -- "CounterEvaluation” -- Alarms STellBH Link UAMWInLC RTXY. AFB10]
F File Edit Insert PLC  Debug View Options Window Help

Dl & (= din |0 | 25 @ OE =B8M i og |4 k2
Contents 0f: 'Environment’InterfaceiIN'
| Hame Data Type |Rddress [Initial value |Bxeclus |Termination |Comment |
= [Ev_1n1 DWard 0.0 DU LEHD O O
EI EV_TIDZ Dlord 4.0 DU 1l s 0 D D
= right click O O

Mewr Declaration Row

Display Caolurnns... F11

Object Properties... Alt+Return

Local Application »» t Variable Properties X

General ] Infarmnation

Attribute Value -
1 37_=a_type | alarm_s d
2 57_server || alarm archiv R
3 {open [ select (open [ select e

Inser Fow Delete Row
confirm

Function block FB 10 [CounterEvaluation] — Networks

w5 LAD/STL/FED - [FB10 -- "CounterEvaluation” -- Alarms STe4|BH Link U&WYinLC RO, AFE10]
4 File Edit Insert PLC Debug  View Options “Window Help

D=zl & g || | 25 &
OE =220 koo og

ne
i

FELO : Calling Alarms

E‘;I:Ig : Counter lewel as static wariable
L #lounterValue #lounterValue -- IN-0UT
T #lounterLewvel #lounterlevel —-— EZTAT
Nop u}

E Network 2 : High Lewvel
A #High #High —-- IN-0UT
= L o.o
ELD o0z
CALL "ALADM D" SFCl08 —-- Creating Acknowledyged Elock-related Messzage
5IG :=L0.0
I 1=#ID_Alarm #ID_Alarm —- EBTAT
EV_ID :=§EV_IDZ #EV_IDZ
CMP_ID :=§CHMP_ID Alarm #CMP_ID_Alarm —— BTAT
] :="CounterDI". Counterlevel LELO.DEW14 —= STAT
RET_WAL:=#S3tatus #iratus —= STAT
Nop u}

E Network 3 : Low Level
L #Low #Low —-- IN-0UT
= L o.o
ELD o0z
CALL "ALARM D" EFClO02 —-- Creating Acknowledged Block-related Message
BIG :=L0.0
In 1=#ID_Alarm #ID_Alarm —- STAT
EV_ID :=§EV_ID1 #EV_ID1
CMP_ID :=§CMP_ID_Alarm #CMP_ID_Alarm - STAT
ED i="CounterDI". Counterlevel LELO.DEW14 —- ETAT
RET_WAL:=#Status #iratuas -— STAT
Nop u}

Press F1to get Help, 2 |offline Abs < 5.2 Ins

Organization Block Main [OB1]

W5 LAD/STLAFBD - [0B1 -- Alarms STebBH Link UAYnLC RTH]
L3 File Edit Insert PLC Debug ‘iew Options “Window Help - 8 x
DEerd & & 2@ g | o | %5 b6 OE T80 &E S | oogmw K?
0Bl : "Main Program Sweep (Cycle)"
Em: Calling alarm call
CALL ‘"CounterEvaluation" , "CounterDI" FElD / DE1O -- Counter evaluation / Instant data block Counter ewvaluation
EV_ID1 :=DW#leHE0000001
EV_IDZ :=DWEleHE0000002
High g nz_0 —— up counting
Low :="Down" M3 1 -- down counting
CounterValue:="CounterValus" ML -- Counter walue
Nop o
Press F1 to get Help. 2 |offline Abs < 5.2 Insert

__________________________________________________________________________________________________________________________|
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The function block FB 10 [CounterEvaluation] with the instance
data block DB10 [CounterDI] is called with the PLC messages of the
Data type C_Alarms_s in the organization block OB 1.

6.2.5 PLC message text configuration
Right-click on FB10 to open the context menu. To open the Message
configuration dialog box, activate the Special Object Properties /
Message ... command.

(o] & |s]

.’-; SIMATIC Manager - [Alarms 57e -- &:45,18 S7ellarms 57e]

@ File Edit Insert PLC ‘iew Options Window Help - 8 X
D& & | & M |2 % fa U EE | <NoFier > = | %
E@ Alarms 57e B System data {3 OB i 8 FE 10
S-E CPU 416 o DE10 & SFC08 {right click;
CPU $16-3 PN/DP .
E‘E 1BH Link U Open Ohject Ctrl+Alt+0
5-[@ wilCRTX cut Ctrl X
| [E{ED Alams
Rename F2
Object Properties... Alt+Return
[ OFCs
Eret Special Object Properties > Message...
Fress F1to get Help, Hez Message Mumbers...

Suppress Process Control Group hessages

Structure of associated values (message text)

Only the message text for the message identifiers EV_ID1 and
EV_DI2 were entered in the message configuration. Everything else
is preset automatically

Message Configuration - Alarms 57e\BH Link UA\WinLC RTX\Alarms'\Blocks\FB10

Last changed 2021-01-16 12:50:35 Digplay language: Englizch [Wersinigte Staaten)

Meszage identif | Message type | Messzage number Meszage tesxt E Info text |'E|
E%'_ICv alarm_s 1] o counting @1 1%uE@Counter value r
E%_ID2 alarm_s 1] Lp counting @1 Reu@Counter value I
was entered
< >
_
I Hexadecimal message humber Mares»
[N]: LCancel ‘ Help ‘

Message Configuration - Alarms STe\IBH Link UA\WinLC RTX\Alarms\Blocks\FB10

Last changed 2021-01-15 12:50:35 Display language: Englisch [Vereinigte taaten)

Message identif | Message type | Message mumber Message text & Info text| §
[TEvio T alarm_s 1] Down courting @11%u@Counter value || r
Ev_ID2 alarm_s a Uy courtting @1 1u@Courter value

<

[~ Hexadecimal message number

Dizplay language: Englizch [Vereinigte Staaten]

Last changed 2021-01-15 128035

Additional test ] identif type number Message text | Info text | §
Ev_ID1 alarm_s 0 Dowvn courting @1 Bbu@Counter value ([~ r
Message text Info text EV_ID2 | alarm_s 0 Up courting @1 Bau@counter valug r r

Drowen counting @11%u@Counter value ‘ < >

<<Less

[~ Hexadecimal message number

} Additonaltest |

Message text

Up counting @11%u@Counter value

0K

Info text

1]% LCancel Help

_________________________________________________________________________________________________________________________|
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Structure of associated values in alarms

Format specification

The format is starts with the character "%". The alarm texts have the
following fixed formats:

Format Description

%[i]X Hexadecimal number with i digits

%l[iju Decimal number without sign with i digits

%li]d Decimal number with sign with i digits

%li]b Binary number with i digits

%l[i][y]f Floating-point number with sign with y digits after
the decimal point and total number of digits i

%li]s String (ANSI string) with i digits
Characters are printed up to the first 0 Byte
(OOHeXx).

%t#<Name of | Access to text list

the text list>

¢ If the number of digits [i] is too small, the value is still output in
full length.

¢ If the number of digits [i] is too large, an appropriate number
of fill characters is output before the value.

Element type

This uniquely configures the data type of the associated value:

Elements type Data type
Y BYTE
W WORD
X DWORD
I Integer
D DINT
B BOOL
C CHAR
R REAL
Example:
Alarm text: Output on the display:
Meszage text Message
Do counting @1 o Counter vallue Up counting 421 Counter value
Up counting @11%uf@Counter value Down counting 2994 Counter value

__________________________________________________________________________________________________________________________|]
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6.2.6 Load PLC blocks into the SoftPLC of the IBH Link UA

(WinLC RTX)

A SIMATIC Manager - [&larms 57e -- 245,18 S7evAlarms 7] [ (]
% File Edit Insert PLC View Options Window Help - X
O = | 87 3 g 2 25| fp |t ik | < No Filter » [
E--% Alarmz 57e Tiick) Spstem data o OB1
= CPU 416 3 FB10 = DE1D
=8, 1BH Link UA SFC108
= [f winlC AT
B Alams
LB Source

-ﬁ Blocks;
OPC Server

Downloads current object ta the PLC,

All blocks were transferred, existing blocks were overwritten.

Insert Function Block

|The object FB10' already existz. Do pou want to ovenarite it?

Download (294:36)

Do you want ba load the systenn data?

G
Yes Al | Mo | Hone | I —IE

(click)
The system data did not need to be e ND’P
transferred.

6.3 Connection CPU-416 — OPC Server (IBH Link UA)

The following steps were used to establish an S| v, | aa =

S7 connection between the CPU 416 and the
q :
IBH Link UA. Configure Netw-:urk|

%‘% MetPro - [Alarms $7e (Metwork) -- 445,18 S7eb\Alarms 57e]
B Network  Edit Insert PLC  ‘iew Options  Window  Help

=8 S sl sl & Bl
1
CPU 416 - IEH Link UA
Industrial Ethernet
CPU418 IBH Link LA
z CRU WPLDL PH-IC = IE [WinLc
I'HHH 416-3 1 1 Gener, | RT#
TH H 1
. -]
2
MName: OPC Server ot elick)
Type: OPC Server v3.2 Insert Mew Connection, Cirl+M
Download "elick >
Rearrange
Object Properties.., Alt+Return

Right-click OPC-Server and click Insert New connection to open
the Insert New connection dialog box.

IBH Link UA Training TTI Trans Tech International® 2021
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Click OK to display more
information on the S7
connection.

T connection
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Insert Mew Connection

— Connection Partner

B {E] I the current project
=3P CFU 41657
=] CFU 418

PN/DF

arC I Status Information | - [Unspecifisd)
i~ Local Connection End Point Connection identification Sl bma.dcaﬂ staltu:-ns
[T Configured dynamic connection Lacal ID: - Al multicast stations
I unknown project
[T Configured at one end IS? connection_1 @ proyj
[V Establish an active connection WFD Name:
[T Send operating mode messages IUPE Server ) E(
Project: |CPU 416 572 -
r~ Connection Path )
Local Partrer Station: IEPU 1418

- IBH Link L&/ CPU 416/ o 5
End Paint IDPE S ever IEPLI HE3PN/DP Module: IEF'U 416-3PN/DP
Interface: IE General +| |CPU 416-3PN/DP, PNAORDSZ) Rk

I = | =l r~ Connection

Subnet: ICF‘U 416 - IBH Link U& [Industrial Etherm ICF‘U 416 - IBH Link UA [Industrial Etherr
Aeldress: [ing,1383 |1$13 & Type: | | 57 cannection I ~|

IP-Address IP-Address tldress Distals.. [¥ Display properties before inserting

IBH Link UA CPU 416-3 PN/DP -

click =
click ‘confirm
o | e®
Cancel Help | k. Apply | Cancel | Help |

Click the Apply for confirmation.

Address Details can be displayed by clicking the button.

Parther
End Point: IEEH ﬂ gja PN/DP
Rack/slot [o B
ﬁ:g:r;echon Resource l]g— l]D—
TSAP: o oo
57 Subnet 10: {0043 - 0004 {0043 - 0004

iclick T

Help |

The tab OPC of the dialog box Object Properties - S7
connection_1, tab OPC displays further details on the connection.

OPC J Status Infarmation

— Connection E stablizhment

" The connection remainz permanently established

& The connection iz established when required [when a variable is accessed)

—Meszage
Default priority for messages: 500 Message text details |
™ Receive bock and symbol-related messages E— |
™ Receive diagnostic messages o e ap— |
all gs are
— Other P 1 default setting

V¥ Optimize wite access
V¥ Optimize read access
[~ Autgmaticaly reset 57 password for block access

™ Immediate response when intermupted connection is detected
™ Disconnect automatically after

Connection establishment timeout

Job timeout

M agimum number of parallel network: jobs:

POU size:

—
[ me
o
—

Fan =] e

S

g click)
]

Cancel | Help |

TTI
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The established S7 connection between the CPU 416 and the IBH

Link UA is displayed.

B NetPro - [larms Se (Metwork) - 85,18 STe\Alarms S7e]  S7e] =nE=h==
%@ Metwork  Edit  Insert PLC Wiew Options  Window Help - 8 x
=" &5 £ Bl

1 -
CPU 416 - IBH Link LIA
Industrial Ethernet
; CPU WRIDTPH-IE
I 4163 | :
PH/DF, :
H H
2
v

Local IT Partner 10 Partner Type Active connection | Subnet ~
57 connection_1 1 CPU 416 f CPU 416-3 PNDP 57 connection Yes CPU 416 - IBH Link LA, [IE]

v
Ready Realtek PCle GhE Family Contraller, TCPIP,2

Connecting the WinLC RTX with the OPC Server (IBH Link UA)

Using the following steps, an S7 connection is established between
the WIinLC RTX and the OPC Server / IBH Link UA.

%% MetPro - [Alarms S7e (Metwiork) -- £:45.18 S7etblarms S7e]
B Metwark  Edit Insert PLC View Options  Window  Help

=4 8|S iy afip &£ B 1 |[n2

Right-click OPC-Server
and click Insert New

CPU 416 - IBH Link LA
Industrial Ethernet

connection to open the

I [

CPU 416 IBH Link UA
e
: E. 7]
2 (Tight click)

Mame: OPC Server
Type: OPC Server V8.2
Download

Rearrange

Object Properties...

Click OK to display more
information on the S7
connection.

Properties - 57 connection

Insert Mew Cannection,

Insert New connection
dialog box.

Ctrl+M

b

Connection Partner

E@ In the curent project

B8P WindL RTA 576
= CRU 416

=8, BH Link UA

WinlLC AT
[Unzpecified)
All broadcast stations

: All multicast stations
@ In unknown project

. %
Froject: [wiindC RT3 57e -
Station: |IBH Lirtk Ll&,

Application:  [wfinLC AT
Connection
Tupe: ||S? connection l ﬂ
v Dizplay properties before inserting
()
ak Apply | Cancel | Help |

I arFC ] Status Information
Local Connection End Point Connection identification
= Local ID:
= |S7 connection_2
= WFD Mame:
= |oPC Server
Connection Path
Lacal Partper
. IBH Link UAS IBH Link LA/
e et |DPE Server fwinlC AT
Intgrface: [PLE intemal | [PLCintemal |
Subret: [[PLC intemnal] [IPLC internan
Address: [- [
-“EaAdd_ress Details ‘
Cancel Help

Click the Apply for confirmation.
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Address Details can be displayed by clicking the button.

Address Details X Properties - 57 connection
Local Partner General Status Information
2 /| IBH Link UA/ [ Connection Establishment
End Point:
UL LS  The connection ig established when requited (when & variable is accessed)
Back/Slot: 1 The connection remains permanently established
LConnection Resource [19 Im ~ Messag
[hex]:
Default ity Fi 2 500 Message text details
T (KR 000 Deefault priority for messages: g
I~ Receive block and symbokrelated messages Messages
57 Subnet |0 I k I™ Receive diagnostic messages Disqrostic messages
all settings are
¥ Optimize wite access
Vo

¥ Optimize read access

The tab OPC of the d |a|og I~ Automatically reset 57 password for black acoess

™ Immediate response when interupted connection is detected

bOX Object Pro perti es - [~ Disconnect automatigally after F
. Connection establishment fimeout [i5000 ms
S7 connection_1, tab Lot [
: Magimum number of paraliel network jobs: 2
OPC displays further o poveer
details on the connection. T

The established S7 connections between the CPU 416, the Soft
PLC WiIinLC RTX, and the IBH Link UA is displayed.

B NetPro - [Alarms S7e (Metwork) - A45.18 S7ey8larms S7e] =N =R ==

%@Network Edit Insert PLC  View Options Window Help - 8 X

EE S Rk SIS BE N

CPU 416 - IBH Link LA
Industrial Ethernet

I |

CPU 416 [EH Link LA

5 CPU (MPIDILPN-IC
I 4163 1 H

PHIDF,
F |
2
W
Local IT Partner IDv | Partner Type Active connection | Subnet A
37 connection_1 i1 CPU 416 § CPU 416-3 PRUDP SV connection Yes CPU 416 -- IBH Link UA [IE]
ST connection_2 i1 IBH Link LL& SWinlC RTX 57 connection Yes PLC internal ™
J Ready |Realtek PCle GBE Farnily Contrallern TCPIP.Z |z

NetPro — Alarms S7e (Network) window

Clicking on the Save and Compile icon to save the configuration of
the CPU 416, the Soft PLC WinLC RTX, and IBH Link UA.

P

%E MetPro - [Alarms 57e (Mebwork]) -- 285,18 SFevAlarms 57e]
Pnﬂ Metwork  Edit  Insert PLC View Options  Window  Help

%SRS TP BTN

| |Sa'-.-'e and Compile| Save and Compile

Compile

¢ Compile and check. everthing

" Compile changes only

confirm
QK I Cancel Help
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The successful compiling and saving are displayed.

&% Outputs for consistency check for A\5.18 STe\Alarms S7e\Alarms 57e

Eile Edit

Message type | Message

Type

Project name

Project path |

Mo errors,

6.3.1 Select the symbols to be used (OPC tags)

Right-click OPC-Server and click Object Properties to open the
Properties — OPC Server dialog box.

B8 NetPra - [Alarms $7e (Network) - £315,18 $7e\Alarms 57e]

SRR

% Metwork Edit Insert PLC View Options Window Help

dnas 5 2 B2 LN

CPU416 - IBH Link UA
Industrial Ethernet

!

_|cru4ts

] |cPU PR PRT

|

IBH Link UA

Properties - OPC Server

Properties - OPC Server

Insert New Connection Ctrl+N
Highlight >
Download >
Rearrange afisicy

Object Properties.. Blt+Retum

SNMP |
General ] DP ]

PROFINET IO
DP master clags 2

Short Description: OPC Server

Order No./ firmware:

] 57-Us Redundancy

| oL | 57

OPC server for the protocols DF, FDL, 57 [across subnets). 57 message
tewts, S7-Us redundancy, IS0STCP, SHMP, DP Master class 2,
PROFINET 10 contraller, SIMATIC NET PC software Y82 ..

| isoce |

The tab S7 defines the
symbols (OPC tags) to
be used.

MName:

Comment:

Cancel Help

SNHP | PROFINET IO | 57-Us Redundancy |
General DP | DPmasterclssz | FOL | somee |
Cycle time: [100] ms
Aooess Protect
[ Activate
r [
Use Symbols
 None
Bl TR
& Configured Configure:
™ Array elements visible at runtime
Time after which an unforwardable protocal alaim i remaved 60000 ms
M asimum number of pending alarms: 500
Cancel Help

Mark Configured and click the
Configure... button.

Global Variable (OPC tags) CPU 416-3 PN/DP

The global variables Down, Up and Value are used as OPC tags.
The other global variables and the data block CounterData [DB5]
are not used as OPC tags.
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Configure Symbols

E@ Alarms 57e Y ariable symbal Vizgible | Connection

a

CPU 4163 PN/DP
IEH Link L

e

p . connec ion_
Walue IMT MW 12 es 57 connection_1 A

— Elements in active branch Symbaol setting
Symbols: 3 fn [ Wisible Arcess permissions: v
\ open | select
Array elements: ) o unmark Connection: IS? connection_1 j
V' Download only visible symbols EditEU La /Hi v Include lower-level syrmbolz
Access path
’VIAIarms 57e. CPU S16.CPU 416-3 PN/DFP ‘

Imnport file | E=part file | Cancel | Help |

Global Variable (OPC tags) WinLC RTX (IBH Link UA SoftPLC)

The global variables CounterValue, Down, and Up are used as
OPC tags. The data block CounterDI [DB10] is not used as OPC

tags.
Configure Symbols
E@ Alarmz 57e W ariable symbal | Data type | Address I izible | Connection | Access rights | EU Lo |
Mo 57 connection_2  Mone

= CPU 416
IEH Link UA

=- [§] RS

EOOL
BOOL

— Elements in active branch Symbol zetting:
Access permissions:

Symbols: 3 /15 ¥, Visible _
Auray elements: ) fo- K Connection: IS? connection_1 LI

V¥ Download orly visible symbols Edit EU Lo /Hi | W Include lower-level symbols

"Access path ‘

|Alarms S7elBH Link UAMIRLC AT

confirm |

Import file | Export file

Cancel | Help |

Click the OK buttons to close the Configure Symbols and the
Properties - OPC Server dialog boxes.

NetPro — Alarms S7e (Network) window
Clicking on the Save and Compile icon to save the configuration of
the CPU 416 and IBH Link UA.

%‘% MetPro - [Alarms $7e (Metwork) -- A45.18 S7e\Alarms 57e]
? Metwork  Edit  Insert PLC  View Options Window Help

S R ka8 TP BE N
| Save and Compile

Cornpile

i iCampile and check evergthing

' Compile changes anly

confirm
oK I Cancel | Help I
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The successful compiling and saving are displayed.

£ Outputs for censistency check for A:\5.18 57e\Alarms S7e\Alarms 57e

File Edit

Message type | Message Type Project name Project path |

Mo errors,

Download the configuration of the CPU 416 and IBH Link UA.

If no error was found with save and compile, the configuration can be
loaded into the stations.

Right-click OPC-Server and click Download / Selected and Partner

Stations.

B MetPro - [Alarms 57 (Metwork) -- ANS, 18 S7e\Alarms $7e] [r=e [ S
%@ Metweork  Edit  Insert PLC VWiew Options  Window  Help - 8 X
s =] £ BE s

CPU 416 - 1IBH Link UA !
Industrial Ethernet
CRU 416 IBH Link UA
r|||||| TR WPIFOTPRAIC
i 4163 H ——
PNDF; Mame: OFC Server
= | Type: OPC Server 8.2
2
Insert Mew Connection Ctrl+M
Highlight )
Download > Selected Stations Ctrl+L
Selected and Partner Stations
Rearrange
Object Properties... Alt+Return [

Local ID Partner I0 | Partner Type Active connection | Subnet L
=7 connection_1 i1 CPU 416 / CPU 416-3 PN/DP 57 connection Yes CPU 416 -- IBH Link LA [IE]

SY connection_2 i1 IBH Link LA SAinls RTX =Y connection Yes PLZ internal v
Ready Realtek PCle GBE Family Contraller TCPIP.2

Several information must be confirmed to complete the download.

6.4 Create OPC clients in IBH Link UA

In the IBH Link UA web browser window / OPC client, enter the IBH
Link UA as OPC client with the security mode None.

Add server

The IBH Link UA is set as the server. The copied Network/Control
Level Endpoint URL opc.tcp: //10.0.13.89: 48010 were entered in
the open field in the IBH Link UA web browser window OPC client
Connected Servers.

Security Policy None and Security Mode None were selected for

data transmission.

I —————————
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Url of a computer with discovery service running

|Dpc.b:p:/’/’10‘0.13.89:48010

Endpoint URL (from Network / Control Level)

|

Server Ur Server Name

.| IBHLink bhlinkua
IBHLInkUA@ibhlinkua_sc
IBHLInkUa@ibhlinkua_sc
IBHLInkWa@ibhlinkua_sc
IBHLInkWA@ibhlinkua_sc
IBHLInkUA@ Ibhlinkua_sc
IBHLInkUA@ibhlinkua_sc

Endpoint Url

urr:ibhlinkua_
urriibhlinkua_
urriibhlinkua_..
urriibhlinkua_..
urrtibhlinkua_
urr:ibhlinkua_

ape.tep:ffibhli
ape.tep:ffibhli

ope.topeffibhli
ape.tep:ffibhli

opc.top:ffibhli..
opc.top:ffibhli..

Publishing interval [ms]: Synchroneous read: [ Usemame (leave empty for none): I:l Password (leave empty for none): l:l

http: ffopcfoundation.org/Us/SecurityPalicy #B 3sic25A5ha2 56
http: ffopcfoundation.org/Ua/SecurityPolicy #B asic2565ha256
hitp: ffopcfoundation.org/Ua/SecurityPolicy #2425 128_Sha2se_...
hitp:ffopcfoundation.org/Ua/SecuntyPolicy #2425 128_Sha256_...
httpe ffopefoundation.org/Us/SecurityPolicy #285256_Sha256_
http: ffopcfoundation.org/Us/SecurityPolicy #425256_Sha256_

Security Mode

Sign
SignandEncrypt
Sign
SignandEncrypt
Sign
SignandEncrypt

Remote server certificate details:
IBHLinkUAGibhlinkua_rescued
Organization
Unit

Cornrmon Marme:
Organization:

Organization Unit Information is inserted

Locality: LocationMarne
State:

Country: DE

alid fram: 2020:08-31
“aild to: 20250830

Application URI:
Encryption strength:

urreibhlinkua_sc:[BHsoftec: IBHLinkUA
RESA-SHAZER - 2048 Bit
The certificate is valid.

Cancel

The IBH Link UA OPC UA server is connected. The status of the
server is good. None was selected as the security policy for the
server.

- Y |BH Link U& - OPC Client

< c @

R

© & 100.13.89/7_=/opc_dient EON R+ meoe o =

Logout | Update password

| "Connected Servers w
102 urniibhlinkua_sc:1BHsoftec: IBHLINkUA (ape.tep:fibhlinkua_sc:48010) (0=00000000) SecurityPalicy #None
< >
Add Server | Add variable to read | Connect variable ‘ ﬂ g g Upload client ¥ML configuration ‘ Download client XML configuration

Delete client configuration

is running

single-core

Status

Add variable to read — CPU 416

&« ¢ o © & 10013897 =/opc dlient - @ In @ e 0 =
Logout | Update password
Connected Servers Status

........................ = o]

single-core

Add Server | ‘ Add variahle to readl Connect variable ‘ ¥ | @] | upload client XML configuration | Download client XML configur ation

Delete client configuration

Add a variable to read from the selected server |

Select variable to read

Connected Servers

¥ 2 urn:ibhlinkua_sc:1BHsoftec: IBHLinkUA (ope.tep:/fibhlinkua_sc:48010)

2 views
........................ ¥ 2D Objects
> £ Server
=y » [ Stations
OPC Client v s

¥ [ CPU 416-3 PH/DP
& DeviceManual

& SoftwareRevision
» |2 Programs
> 2 Tasks

& DeviceHealth
» ) parameterset
v 2 clabalvars

> 3 WinLcC RT%
> 3 slots
» 3 Types

Sampling interval [ms]: {1000

Discard aldest:

iLink UA

2d OPC UA server I client

BHsoftec

wwe ibhsoftec com  Contact Wy

change settings
if necessary

Datatype of variable : Double

Cancel
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The variables CounterValue, Up and Down are declared as read
variables. The OPC UA client in the IBH Link UA reads this data.

Connect Global Variable = WinLC RTX (IBH Link UA SoftPLC)
- @ 1BH Link U2, - OPC Client X + - (m)

<« c @ © £ 10.01389/7_=/opc_dient - n@oe o =

Logout | Update password

nnected Servers Status
@ Good (0x00000000) SecurityPolicy#Nane

single-core

rrrrrrrrrrrrrrrrrrrrrrr o 41 n
Add Server ‘ Add variable to read | Connect varlah\el x ‘ &3 | Upload client XML configuration | Download client XML configuration

Delete client configuration

Select variable to wri

OPC Client ¥ 2 Objects |

"""""""""""" > 2 Server
> (2 Modbus
> ) Statians
rrrrrrrrrrrrrrrrrrrrrrr
> ) CPU 416-3 PH/DP

,,,,,,,,,,,,,,,,,,,,,,, | ¥ I3 WinLC RTx

@ DeviceManual

@ softwareRevision
,,,,,,,,,,,,,,,,,,,,,,, » I Programs
> D Tasks
"""""""""""" @ DeviceHealth
> |2 ParameterSet

........................ | ¥ 2 Globahvars
|I||IIIIBH f select one after another

wiypi ibhsoftec.com  Contact  Wiki » 3 Alarms m
> 3 Slots
> 2 Types

“ariable to read
Datatype : Double

Field index range (Format 1 or 2:3)

change settings

if necessal
“ariahle to write >

Datatype : Float

Field index range (Format 1 or2:3) :

Cancel

The variables CounterValue, Up and Down are, which have been
declared as read variables, are connected to the IBH Link UA OPC
server, which then sends them to the WinLC RTX (IBH Link UA
SoftPLC) Value, Down and Up.

Inserted connection with variables

&« C @ © & 10013897 =/opc dient O 4 neoe =
singie-core

Logout | Update password
= | Status

] Lirn:ibihlin fi YHLin ik 0
v&@CPU 416.CPU 416-3 PN/DACountervalug)
=& urn:ibhlinkua_sc:IBHsoftec IBHLINKUA {opc.top: ffibhlinkua_sc: 420103 .1BH Link UAMINLT RT><
@& CPU 416.CPU 416-3 PN/DP.Countervalue TimeStamp
@ CPU 416.CPU 416-3 PH/DP.Countervalue Status
-------------------------- V&P 416.CPU 416-3 PN/DAUR)
=& urn:ibhlinkua_sc:IBHsoftec IBHLINKUA {opc.top: ffibhlinkua_sc:48010).1BH Link UAMINLC RT><
@ CPU 416.CPU 416-3 PN/DPUR. Timestamp
@ CPU 416,CPU 416-3 PN/DP.Up Status
V&@CPU 416.CPU 416-3 PN/DADown)
-------------------------- =& urn:ibhlinkua_sc:IBHsoftec: IBHLINKUA (ope.top: ffibhlinkua_sc:48010).1BH Link UAMIRLC RT><
@ CPU 416.CPU 416-3 PN/DP.Down.Timestamp

A @ CPU 416 .CPU 416-3 PN/DP.Down Status
QPC Client ( N
Add Server ‘ Add wariable to read | Connect variable ‘ 7| x| @ Lade Client XML Konfiguration

,,,,,,,,,,,,,,,,,,,,,,,, Client XML Konfiguration herurterladen \ Client Konfiguration I6schen

I —————————
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Note:
The messages from the Alarm Block calls are sent immediately by the

alarm-triggering PLC to the OPC UA server.

6.5 UaExpert - program window - connection to Set up
IBH Link UA OPC server

TTI Trans Tech International® 2021

Clicking on the Plus icon opens the AddServer dialog box in e
UaExpert.

With a double-click on the v % Custom Discovery

Endpoint URL the name of the # < Double click to Add Server... >
. - feped010.0,13.8%:

OPC server (host name) is « ope.tep:/Al0.0.13.89:42010

displayed with its Endpoint URL. -

A double-click on the Endpoint URL [ |BHLinkUA®@ibhlinkua_sc (opc.tep)
lists the security levels from the IBH Link UA browser window
Security / Server Security.

Double-clicking on the entry None - | g Mone - None (uatcp-uasc-uabinary)
None (uatcp-uasc-uabinary) in the AddServer dialog box sets this
security level and closes the dialog box.

In the opened UaExpert program window, the connected server is
displayed with the specified security level.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

D PBO #=0 X" BE <«
v [ Project
v [ Servers
Q} IBHLinkUA®ibhlinkua_sc

With a click on Connect Server the connection to the OPC UA server
is established.

To display the messages from the alarm block calls, the Event View
window must be opened.

+ Unified Automation UaExpert - The OPC Unified Architecture Cliznt - MewProject*

File View Server Document Settings Help

0@ P Bl e o X% AR R|w

Bl Remove
Project

v [A Project

~ [3 Servers

123 IBHLinkUA®ibhlink| DocumentType: erver/Object

~ [3 Documents [Event view -]
[ Data Access View | [Data Access View

History Trend View
[ Event View Event View

Performance View

Image Viewer {'mark}
Server Diagnostics View

Data Logger View

GDS View (Push Model|

is opened

" Add Document

IBH Link UA Training



Page 6-22

IBH Link UA — Alarms and Conditions
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6.5.1 UaExpert - program window

Drag & Drop the entire PLC (WinLC RTX) into the EventView
window. All alarms coming from the PLC are displayed. It is not
possible to select individual alarms.

Messages transmitted to the OPC UA server by the alarm block calls
are listed with its TimeStamp.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Sever Document Seftings Help
2 5 ~
DwBBE + XS& BRD
Project B X DotoAccessView | Event View Q
8 pat | confioiaton |
v B Sewers Configuration ES
) IBHLinkUA@ibhlinkua_sc Server/Object
~ [ Documents IBHLinkUA@ibhlinkua_sc / WinLC RTX
3 Date Access View
3 Event View Drag & Drop —
— a
Address 5 8 x
RE Events  Marms  EventHistory
% No Highlight - % o[
& foct A C T B Server/Ob SourceN; M EventTy A
v ) Objects ime everity  Server/Object ourceName essage ventType ctive
& Client v 17:4405.811 1 | IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Up counting 585 Countervalue STExlusiveLevelAlarmType Active | HighHigh
& DeviceSet v 17:4400.822 1 | IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Down counting 2307 Counter value  STExlusiveLevelAlarmType Active | HighHigh
& MaTT v 17:44:05.811 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Up counting 585 Countervalue STExlusiveLevelAlarmType Inactive
& Modbus v 17:4409.822 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Down counting 2307 Counter value  S7ExlusiveLevelAlarmType Inactive
~ v 17:4412.822 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Up counting 641 Countervalue STExusiveLevelAlarmType Active | HighHigh
PLCs L1 ] P g P ghHigl
& CPU 4163 P/DP v 174416822 |1 IBHLinkUA®ib... [BH Link UA\WinLC RTX\Alarms\Countere DB Down counting 2509 Countervalue  STExlusivelevelAlarmType Active | HighHigh
o em 4 17:4412.822 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Up counting 641 Countervalue STEdusiveLevelAlarmType Inactive
WnLCRTX 4 17:4416.832 1| IBHLinkUA®ib... IBH Link UA\WinLC RTX\Alarms\Countere DB Down counting 2599 Countervalue  STExlusiveLevelAlarmType Inactive
g server v 17:4420852 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Up counting 809 Countervalue STExlusiveLevelAlarmType Active | HighHigh
= Slots v 17:44:24.881 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Down counting 2458 Countervalue  STExlusiveLevelAlarmType Active | HighHigh
IS Stations v 17:44:20.842 1| IBHLinkUA@ib... IBH Link UAYWinLC RTX\Alarms\Countere DB Up counting 809 Counter value STExlusiveLevelAlarmType Inactive
a Trpes 4 17:44:24.841 1 | IBHLinkUA@ib... IBH Link UA\WinLC RTX\Alarms\Countere DB Down counting 2458 Counter value  S7ExlusiveLevelAlarmType Inactive
Views v 17:4449.882 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Up counting 515 Countervalue STExlusiveLevelAlarmType Active | HighHigh
v 17:45:07.902 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Down counting 2984 Counter value  S7ExlusiveLevelAlarmType Active | HighHigh
v 17:44:49.882 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Up counting 515 Countervalue STExlusiveLevelAlarmType Inactive
v 17:45:07.902 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Down counting 2084 Counter value  S7ExlusiveLevelAlarmType Inactive
v 17:45:31.082 1| IBHLinkUA®ib... 1BH Link UA\WinLC RTX\Alarms\Countere DB Up counting 302 Countervalue STEdusiveLevelAlarmType Active | HighHigh
a
HNeme Velue
Eventld len=16, 0x2ab1E772ee0ed84a930c30267 16e 1 3¢
~ EventType Nodeld
Nemespacelndex 0
IdentifierType  Numeric
Identifier 2787 [RefreshStartEventType]
e
Severity 500
SourceName Server
Time 17:42:32.966

C Tirne Severity  Server/Object SourceMame
W 17:59:07.241 IBHLinkUA@ibhlinkua_sc / WinLC RTX  |BH Link UA\WiInLC RTX\Alarms\Countere_DEB
v 17:58:11.251 IBHLinkUA@ibhlinkua_sc / WinLC RTX B Link UA\WinLC RTX\Alarms\Countere DB

Message

Up counting 421 Counter value

EventType

Active

SVExlusivelevelAlarmType  Active | HighHigh

Down counting 2994 Counter value SVExlusivelevelAlarmType  Active | HighHigh

6.5.2 CPU WInLC RTX Variable Table — Online Status

K2 Mar - [VET_1 -- @Alarms S7e\BH Link LAWYINLC RTOAarms OMLINE] E-@
ﬁTahle Edit Insert PLC  Mariable Window Help -

| D(d| & & (mle|olo] X[ [ 8] & Dfar | &[4 w

Wiew Options

,'; Address | Symbaol Display formst |_S‘tatus value | Modify value
1 Mo30 e BOOL 1 talze
2 Mo 34 "Down BOOL '
3 WA 10 ¢ "Counteralue"  DEC 1292
4

Alarms S7ehBH Link LAY, S\Alarms

I
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7 Data exchange between several S7 /S5 CPUs

On a system with three (3) S7 CPUs and two (2) S5 CPUs, data
should be exchanged with one another. An S7 CPU with an Ethernet
connection act as a master and is connected to the IBH Link UA via a
switch. The other CPUs have no Ethernet interfaces and are
connected to the IBH Link UA via IBH Link S7++ or IBH Link S5++,
via a switch. The master makes data available for all CPUs; these
give information back to the master.

CPU 416
ater

S5++1

Switch

Ethernet-Bus ™

Ethernet-Bus

7.1 CPU 312 connection via IBH Link S7++

IBH Link S7++ The IBH Link S7++ is an Ethernet
CPU 312 $7-412-2 PN converter. The y \~
A e protocol used is :

the usual
standard
TCP/IP. All the
advantages of
Ethernet are
thus without any problems to the
user.

The use of SimaticNet as well as
the use of CP communication
processors are neither necessary
on the PC nor on the PLC side.

MPI-BUS

Representative
in the project
Ethernet-Bus

I —————————
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Note:
The CPU S7-412-2 PN provides the Routing Service and is available in
the hardware catalog of the TIA Portal and Step 7 (Simatic Manager).

The firmware of the IBH Link S7 ++ emulates the Routing capabilities of
the CPU S7-412-2 PN (6ES7 412-2EK06-0ABO V6.0).

The following properties are available (compatible with
CPU S7-412-2 PN):

Interfaces / Bus type Protocols
1x MPI/PROFIBUS DP MPI/PROFIBUS
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

7.1.1 Configuration of the IBH Link S7 ++ (Routing mode)

In the STEP 7 example, the S7 CPU 312 is to be routed via the IBH
Link S7 ++ and connected to the IBH Link UA.

The IBH Link S7 ++ must be configured for this.

After starting Manage IBHNet Stations, the IBH
Network Settings dialog box opens. Click the g
IBH Link S7 button to open the IBH Links in the \r-;fléﬁ_agé‘[e"Hr-.ié"t:._
local network dialog box. Suddieu

Configuration of the IBH Link S7++

% IBH Network settings — X
File Stations [BHLinks Options Help
Station:
Station Mame |, Address I
CPL 416 Master 10.0.13.9 To set the properties of the
SE++1 10.013.94102 .
554+ 2 10.013.95:102 IBHNet station follow the
S7++1 10.013.92
§7++ 2 10.0.13.93 screen shots.
Settingz:
N Search and configure IBH Link 57, Plus, 57++ and 57++ J
(TeK ) | HS devices.
o Link 5. L% § Multiple Network Cards detected
_ _ Please chooze the Metwark Card for the IEH Link search
o
Description |IP address AL address Address

Realtek PCle GEE Farmily Controller 10.0.13.10 00-13-3B-0F-C4-7B Static

tultiple Netwark Cards were detected in your PC.
Please choosze the Metwork. card for the IBH Links search.

[click]
QK Cancel | Help

IBH Link UA Training TTI Trans Tech International® 2021
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IBH Link S7++ IP addresses

§ |BHLinks in the local network

Found IBHLinks:

MALC Address Type Seral Mumber | [P Address Station name Firmnware

50-2DF4-15-48-07  IBHLMEUA, 10331

0 } NLEOMPI ]
NLGOMP

select one after another

IBHLink settings - 00025208 MAC: 00-02-A2-21-36-CB

I Pl /Profibus ] Time synchronisation ] FEirmware } Diagnosti 4| ¥
I Corfiguration via Bouter

jclick)
. . Metwark name: S57++1
0K | Settings | Search again |

Activate Configuration with e
; . I~ IBHNet port (Port 1099 is alwaps activel:  |J
NetPro in the dialog box

. Avthentification
Properties
Usemame: ,admm—

IBHLink Password: ’”‘—

@=% The configuration has been downloaded to the IBHLink.
W select Yes to restart the adaptor.

=" |f'No’' is selected, the IBHLink needs to be disconnected Options
and re-connected to save the settings permanently !
gFor PLC to PLC communications, a NetPro configuration
can be downloaded into the IBH Link. Details can be
Yes Mo | found in the docurnentation,
The settings will be saved in the IBH Links internal
ash memmofy and are Kept atter a pouver cycle,
N N {ENEE™ 151 Py ahi (e [ OEF Cy
I B H LI n k/N etWO rk/RO Ut| n g | Save permanently | Feboot Cancel |

@ The IBriLink behaves like 3 PLC, that accepts projected The setting made must be permanenﬂy

! connections,
T U jected cti ia RFC1006 t ibl ith H H
this option checked, e netposslew adopted in the IBH Link S7 ++.

7.2 S5 CPU connection via IBH Link S5++

S5 controllers do not have an Ethernet connection as standard.

- 10.0.13.%/cgi-bin/network.cgi X [iad

< C o © #& 10.0.13.94/cgi-bin/network.cgi n o a o

If no communication processor
with an Ethernet interface is

._ 9 | ) PN ilable, the IBH Link UA can
i bk Ao avai :

"""l.j EE%”HJ‘* be connected via the IBH Link
S5++ (via switch).

CONFIGURATION

IP address:
Here the IP address of 1BH Link S5++canbe specified. [0 |0 |[1z  |[e4

Netmask:

Additionaly DHCP can be selected to obtain the IP [ss |[fzss |fess |o

address automatically.
Gateway:

10.0.13.1

Configuration:
NOTE: The IBH Link S5++needs to ber dto [Manualy] ~
apply the changes.

Back

Apply

TTI Trans Tech International® 2021 IBH Link UA Training
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Note:
The interface module IM 151-8 PN/DP CPU V3.2 provides a
PROFINET interface with an integrated switch.
PG communication and S7 communication are possible via the
PROFINET interface.

The interface module IM 151-8 PN/DP CPU V3.2 is available in the
hardware catalog of the TIA Portal and the STEP 7 (Simatic Manager).
The firmware of the IBH Link S5++ emulates the PROFINET interfaces
of the IM 151-8 PN/DP CPU V3.2 (6ES7 151-8AB01-0AB0 V3.2) as far
as these are used for communication, S5 CPU PG interface - IBH Link
UA Ethernet Port, are necessary.

The following properties are available (compatible with

IM 151-8 PN/DP CPU V3.2):

Interfaces / Bus type Protocols
1x PROFINET (1 Port) PG-Communication
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

IM 151-8 PN/DP as a representative on the project

Ethernet-Bus

IM 151-8 PN/DP CPU V3.2
6ES7151-8AB01-0AB0
as a representative in the project

Configuration of the IBH Link S5++

The IBH Link S5++ is an Ethernet converter. The protocol used is
the usual standard TCP / IP. The user can benefit from all the
advantages of Ethernet without any problems. The IBH Link S5++
used must have different IP addresses.

The use of SimaticNet and the use of a CP communication

processor is not necessary on either the PC or the PLC side.
I —————————
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% IBH Metwork settings — *
File Stations IBH Links Options  Help

Station:
Station Name | Address |
CPU 41E Master 10.0.13.9
SH++1  separate IBH Link 55++ must be 10.0.13.94:102
She+ 2 available for both 55 CPUs 10.0.13.95:102
ST++ 1 1001392
S57++2 10.0.13.93
l
'Settings:
Mew station | Change station | Delete station |
. 7] BHLnkSS | IBHLink S5+ | Language |
Clase Yersion: 1.65 Help

Page 7-5

7.3 Example with STEP 7 — SIMATIC Manager

In the following example, the creation of a project with
the STEP 7 — SIMATIC Manager connecting S5 CPUs

103U, S7 CPUs 312, and S7 CPU 416 are shown.

The S7 CPU 416 is used as a master. The CPUs and the IBH Link

UA is using Ethernet connections.

In the S5/ S7 CPUs, there are programs that count the value up to
MaxValue. Then the value is counted down until MinValue is
reached. This is repeated continuously. The counting is only possible
if the master PLC has given ControlON. The numerical values for
MaxValue and MinValue are specified for each CPU by the master
PLC. Each CPU reports the current count Value to the master PLC.

IP / MPI addresses of the devices

Device IP address | MPI address
IBH Link UA [SIMATIC PC Station] 10.0.13.89 | not applicable
S7-CPU 416 10.0.13.97
IBH Link $7++ for S7 CPU 1 [CPU 412-2 PN] 10.0.13.92 10
(for IBH Link S7++ and CPU) routed
S7-CPU 1 [CPU 312] not applicable 2
IBH Link S7++ for S7 CPU 2 [CPU 412-2 PN] 10.0.13.93
(for IBH Link S7++ and CPU) routed 10
S7-CPU 2 [CPU 312] not applicable 2

IBH Link S5++ for S5 CPU 1
[IM 151-8 PN / DP CPU] (for IBH Link S5++ and IM)

10.0.13.94

not applicable

IBH Link S5++ for S5 CPU 2
[IM 151-8 PN / DP CPU] (for IBH Link S5++ and IM)

10.0.13.95

not applicable

I
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7.4 Project 2xS5 3x S7e

In the SIMATIC Manager project 2xS5 3x S7e all programs with the
configurations of the project devices are available.

7.4.1 CPU 416 Master [CPU 416 - 3 PN / DP]

The PLC program for the CPU 416-3 PN / DP (6ES7 416-3ER05-
0OABO / V5.1) has two data blocks to exchange data with the S5/ S7
CPUs. The variables of these blocks are defined as (OPC tags).

The organization blocks OB100 and OBL1 are required for the
controlled start of the OPC data transmission to the individual CPUs.

Variable to CPUs [DB2]

The variables (OPC tags) that are to be sent to the S5 CPUs and S7
CPUs are specified in this data block.

% LAD/STL/FBD - 235 I STACP LI 416 MastersCPL 416-3 PN/DPY.ADB2] [ = || = |3
iF File Edit Insert PLC Debug Miew Options ‘Window Help - 8 X
D& H| & @ gin | | 25 6 RS
Rddress |Name Type Initial wvalue Comment

0. STRUCT

+0.0f |Control ON EOOL TRUE Enable counting all CPUs

+2.0( |MaxValues_1 INT LEoo maximum walue 57 CPU 1

+4_0f MaxValue 2 INT Looo maximum walue 57 CPU Z

+6_0( |MaxValue 3 INT 4500 maximum walue 55 CPU 1

+8.0( MaxValue 4 INT 4000 maximum walue 55 CPU Z

+10_0( |MinValue 1 INT L00 winimun walue 57 CPU 1

+lz.0( [MinWalue 2 INT =dulu) winimun walue 57 CPU Z

+14_0f |MinValue 3 INT 700 winimun walue 55 CPU 1

+1l6.0( (MinValue_4 INT 00 winimuan wvalue 55 CPU 2

=1s.0 END STRUCT
< >
Press F1to get Help. D |offline £

Variable from CPUs [DB5]

The variables (OPC tags) to be sent from the S5 CPUs and S7 CPUs
to the CPU 416 master are specified in this block.

57 LAD/STL/FBD {[DBS -- "ariable from CPUs" |- 255 3xS7e\CPL 416 Master\CPU 416-3 PN/DPY, ADBS] [ | =) |[sa]
iF File Edit Insert PLC Debug Miew Options ‘Window Help - 8 X
DEa-EH &S iz alin || o | 25 6 OE =SMm(k
Rddress |Name Type Initial wvalue Comment
l 0. STRUCT
+0.0f |Counting is 0N _1 EOOL FALSE 57 CPUT 1 counting
+0.1( |Counting is ON_Z EOOL FALSE §7 CPU 2 counting
+0. 2| |Counting is_0N_3 EOOL FALSE 55 CPU 1 counting
+0._ 3| |Counting is_0N_4 EOOL FALSE 55 CPU 2 counting
+Z.0( |[Value_1 INT o 87 CPU 1 counter walue
+4_0f |Walue_ = INT o 87 CPU 2 counter walue
t6_0f |Walue_ 3 INT o S5 CPU 1 counter walue
+2.0( |[Value_4 INT a 2L CPU Z counter walue
=10.0 END_STRUCT
< >
Press F1to get Help. 2 |offline £

_________________________________________________________________________________________________________________________|
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7.4.2 CPU 416 Master [CPU 416 - 3 PN / DP] Configuration

Double-click Hardware to open the ﬁ Hardware

HW Configuration window.

& SIMATIC Manager - [2x55 3x37e -- ANS.18 §7e\2x85 3 S7e] =n o |
%Flle Edit Insert PLC ‘iew Options Window Help - 8 %
< Mo Filter » -

O | &7 4 B2 g2 %%
= :

CPU 416-3 PNADP

Master
(B Sowrces
(g Blacks

e
-8, IBH Link UA

Press F1to getHelp,

2% H Canfig - [CPU 416 Master (Configuration) - #x55 3x57e] =N
LT.“] Station  Edit Imsert PLC  Wiew Options  Window Help - & x
DSB8 B 5 sin alin ||[EN O3 %8 [ w2
A ol xl
0 U1 Find: li | i
1 PS 405 44 A )
2 CPU 416-3 PN/DFP Profie: |Standard =
@] CPU 414-2DP A
-] CPU 414-3DP
LA? CPL 416 - IBH Link L& PROFINE T40-Spstern [100] - CPU 414-3 PN/DP
(-2 CPU 414F-3 PN/DP
-0 CPU 41641
v {1 CPU 4162 0P
< > -0 CPU 4163DP
=11 CPU 4163 PN/DP
ﬂ!l 0] UR1 E1-{] BES7 416-3EROS-04B0
Slot Module .. | Order number Firmnware | M... | | address | @ address | Comment
1 PS 405 44 BES7 405-0DA01-0440 ~
2 CPU 416-3 PN/DP [BES7 416-3ER05-0AB0 5.1 2
" B-(] BES7 416-3E507-04B0
A7 MEDE N -3 CPU 416F-2 v
g L -
:"TF'I E 2:5{3 ;ﬁﬁ, BES7 416-3EADS-0AB0 ~ E¢
o " = — work memary 5.6 MB code and 5.6 MB -
MEFE At TER data; 0.030 ms1 000 instructions; 16
4 he KB DI/0; 64 connections; 1"DP/MPL o,

Press F1to get Help.

In the example, the CPU 416-3 PN/DP (6ES7 416-3ER05-0ABO0)
firmware version V5.1 is used, which is also available as a software
PLC from IBHsoftec.

(R0O/S2.5) dialog box.
In the dialog box Properties, the IP address of the CPU 416 is
displayed. To change the IP address, click the Properties button.

Properties - PN-10 (R0/52.5)

[Benerdl) addresses | PROFINET | Synchronization | Time-of Day Synchronization | Properties - Ethernet interface PN-10 (R0/52.5)

Short description: FN-0 General
Device name: \F'N-IEI P

CPU 416-3 PN/DP change if necessary

G
Interface IP address W («dzeway
Type: Ethemnet '+ Do not use router

Subnet maszk. 205.255.2550

Device ] " Use router
Address, 10.0.13.97 Address:
Networked yes Froperties Subret:

Comment - hot networked — New...

Ethernet
Properties....
‘
Delete
Cancel Help

_dconfirm)
Cancel Help
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To display more details on the connection (Subnet) mark the subnet
name and click the Properties button.

General

Mame: [Etherme]

57 subnet 1D 0140 - |0004

Project path [2+55 35 7erEthemet

Storags lacation
of the project: [5 1B 57255 3 Te

Author [

Date created: 2021-0117 18:00:37
Last madified: 2021-01-17 18:35.06

Comment: 55 CPUs and 57 CPUs

To close the dialog boxes, click the OK button.

Clicking on the Save and Compile icon to save the configuration of
the CPU 416.

EEQ Huw Config - [CPU 416 Master (Configuration) -- 255 3x57e]
Em Station  Edit  Insert PLC  View Options ‘Window Help

DB By S - s R
|

7.4.3 Download, the PLC program and the System Data to the
CPU 416
The connection from the PC to the CPU 416-3 PN/DP is made via
the Ethernet interface of the PC. The PG/PC interface must be
selected accordingly in SIMATIC Manager.

The name of the Ethernet connection may vary depending on the
network card used in the PC.

&) SIMATIC Manager - [2xS5 3xS7e -- AX5.18 $Te\2x55_3x5Te] = E=R
%Eile Edit  [nsert PLC  Miew Options  MWindow Help - &8 X
0O = EE' E‘i{; g | |2 % 8y fafozeg EE |<NOFilter> ﬂ
E--% 2855 5 7e 55 Spstem data o OB1

2+ CPU 416 Master o DB? o DBS

. =~ cPua16:3PN/DP

Download System Data.

The Hardware configuration of the CPU 416-3 PN/DP is downloaded.

Do you want to load the system data?

IBH Link UA Training TTI Trans Tech International® 2021
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7.4.4 S7++to CPU 1[CPU 412-2 PN] — (IBH Link S7++)

The CPU 6ES7 412-2EK06-0ABO V6.0 is the representative for the
IBH Link S7++, which is plugged into the S7 CPU 1. This CPU is
used for the routing connection between the S7-CPU 1 [CPU 312]
and the IBH Link UA.

Since no blocks can be loaded into the IBH Link S7++, all blocks that
are in offline mode of IBH Link S7++ / CPU 412 must be deleted.

Configurations of the CPU 412-2 PN

The MPI interface (connection to the CPU 312) and the Ethernet
interface (connection to the OPC server [IBH Link UA]) must be
specified in the CPU.

@0 HW Config - [S7++ at 57 CPU 1 (Configuration) -- 255 3x57e] == ==
W) station Edit Insert PLC  View Options  Window  Help - 8 x
58 8|S sl oo ||[FH 3| %8 | w2
~ olx|
{0 CR3
M Find: dit # i
1 PS 405 44 P
2 CPU 4122 PN Profie:  |Standard |
X1 MELDP .
& K] || Ethernet: PROFINET 10 system [100) £ [fj_SIMATIC 300 ~
XEPTA Poit T (=
XEA2A Poit 2 - -
5 v =3 CPU-400
v - CPU 400H
a 5 G- CRU 4124
({7 CPU 4122 DP
5] 0 o
Slat Maodule .| Order number Firrware | MPI ..
1 FS 405 44 FES7 405-0DAN0-0840 e
2 CPU 4122 PN BES7 412.2EK0G0AB0 V6.0 |10 B0 CPU 4131
- &3 CPU 413-20P
v MEE I ] 0 CPU 4141
5 ARAGE 427 =D v
AEFTE a7 S0 BES7 412-2EKOE-0ABD ~ T,
AEFEE s LT work memary 512 KB code and 512 KB -
3 data; 0.075 mz/1000 instructions; 4KB
. D140 48 connections; 1T-DP/MPI v
Press F1to get Help.

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7++)

TTI Trans Tech International® 2021

With a double-click on the line X1 MPI/DP
the dialog box Properties — MPI/DP - (RO
/ S2.2) is opened.

Properties - MPI/DP - (R0/S2.2) X

Addrassesl Operating Mode] Eonligulalion] Clock. ]

Mo cRa

Lfl CPU 4122PN___

Short Description: MPI/DP
M [MPLDP
Interface
Type: P -
Address 10 ook
Networked: ‘es
Comment:

oK Cancel Help

IBH Link UA Training
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The Interface type MPI is selected. Click the button Properties... to
open the dialog box Properties — MPI interface - (RO / S2.2). The
tab Parameters show the selected MPI address (10) of the CPU
412. The subnet connections MPI1 and MPI2 were established.

Properties - MP| interfface MPI/DP (R0/52.2)

General | Patameters

-
Address: 10
MPl-Address
Highest address: 31 IBH Link 57++
Tranzmizzion rate: 187.5 Kbps
Subnet:
- not networked - New...
MPI2 187.5 Kb
MPI 1875 K

bps Properties...
(Elick ¥ ;I
< > Delete |

Cancel | Help |

Mark subnet connections MPI1 and MPI2 one after another and click
the button Properties... to open the dialog box Properties — MPI1/
MPI2 for more details on the connection.

Properties - MPI

| Metwork Settings I
Name: I

Properties - MP|

57 subnet ID: IUMU - |ooto | Network Setlingsl
Froject path: [2455 357 MPIT Mame MEIZ

Storage location

of the project: IA3\5-1 B57eh2v58_3x57s 57 subnet 1D: 0140 - |DD1 1]
Authar, I

FProject path IZKSS IS TeMPI
Date created: 2021-01-17 18:567:41 Staorage location
Last modified: 2021-01-17 18:5%:31 of the project; IA:\5.T 8 57eh2x55_3m57e

Authar: I

Comment: I

Date created: 2021-01-17 18:57:41

‘confirm
f Last modified: 2021-11-17 18:53:31

Camment:
Click OK to close __
all dialog boxes. f Corcel |t |

Define the ethernet interface of the CPU 412

With a double-click on the line X5 PN-IO the dialog box Properties —
PN‘IO = (RO / 82.5) IS Opened. M[D]Egg

Properties - PN-10 (R0/52.5)

t edia redundancy | Time-of-Day Synchionization | Oplions
I Addiesses I PROFINET I |-Device I Synchronization
Short description: PM-I0
Device name:

™ Use different method ta obtain device name

¥ Support device replacement without exchangeable medium

Interfac

Type Ethemet

Device 0

Address: 10.0.13.92

Metworked: ves Properties.
LComment:

Cancel | Help |

IBH Link UA Training TTI Trans Tech International® 2021
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To set up the ethernet interface click the button Properties... button
to open the dialog box Properties — Ethernet interface PN - (RO /
S2.5).

Properties - Ethernet interface PN-10 (R0O/52.5)

General | Parameters l

IP-Address
IBH Link 57+¢

Gateway

IP address: 1001382
address: * Do not uge router

Subnet mask: 255.255.255.0
" Usze router
I Use different method to obtain [P address .
Address:

Subnet:

—- hot hebworked - MNew...

Froperties...

{Elick ;1
Delete

coce | _wop_|

Click the button Properties... to open the dialog box Properties —
Industrial Ethernet for more details on the connection.

Properties - Industrial Ethernet

General l

M ame: [E themed]

57 subnet [D: 0140 - |0O004

Project path: | 255 34572 Ethermet
Storage location

of the project: |.&:\5.'| 8 57e\255_3x57e
Author: |

D ate created: 2021-01-17 18:05:37

Last modified: 2021-01-17 18:35:06
Comment: S5 CPUs and 57 CFUs

J.confirm )
Cancel Help

Click OK to close all dialog boxes.

Configuration of CPU 412-2 PN (IBH Link S7++) Save and
Compile

The configuration is accepted by clicking the Save and Compile icon.

i

Efﬂ HW Config - [S7++ at 57 CPU 1 {Configuration]) -- 2x55 3x57e]
Ol station Edit Insert PLC  ‘iew Options  Window  Help

D& e E B &S mo g = e

‘ = |Save and Cu:umpile|

Delete blocks (IBH Link S7++ / CPU 412-2 PN)

No blocks can be loaded into the IBH Link S7++. All blocks that are

in offline mode from IBH Link S7++ / CPU 412-2 PN must be deleted.

I ——————————
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B SIMATIC Manager - [2¢55 3x57e - ANS.18 S7e\2¢55_BeSTe] [ |[-E | ]
% File Edit [Insert PLC  View Options Window Help - 8 x
0| 37 & o |2 2| %o EEE | < NoFiler >
E--@ 255 35 7e 59 5ystem Data F=30E1
G-E] CPU 416 Master (right click
- S7++atS7CPUA ;
E| CPL 412-2 PN Open Object Ctrl+4alt+0
E‘" g*’; at57 LR Paste Ctrl +V
ources
e f Blocks, Delete Drel
-] S7++atS7CPU 2
-] G5+ at CPU 1 Insert Mewr Object ¥
-] 55++atCPU 2
& 57 CPU Special Object Properties ¥
= 57CPU2
-8 IBH Lirk &

Press F1ta get Help.

Only data can be transferred with the IBH Link S7++. All
program blocks in the CPU 412-2 PN must be deleted.

The configuration must be loaded into the IBH Link S7++!

Load System configuration into the IBH Link S7++/ CPU 412
Loading into the CPU 412-2 PN (IBH Link S7 ++) requires several

steps.
& SIMATIC Manager - [255 3557z -- AA5.18 57e42x55_3x57e] (=[]
%Eile Edit  Insert PLC  Miew Qptions Window Help - 8 X
O & | 87 & g @ S| %o |- i EE | < NoFiter>
E--% 2%55 35T (55 Svstem data
= CPU 416 Master

E| S7++at 57 CPUN
=@ CPUg122PN
El-{z7 S7++at STCPUA

g r* I 3 Do pou want to load the system data?
o[l 57++at GTCPU 2 B
f-[fl 55++ at CPUA Ve No |

£
[
H-[ 55++atCPU 2
-l 57 CPUA
£
£

o[ 57CPU2
- B, 1BH Link L

Press F1to get Help.

7.45 S7++to CPU 2 [CPU 412-2 PN] — (IBH Link S7++)

The CPU 6ES7 412-2EK06-0ABO0 V6.0 is the representative for the
IBH Link S7++, which is plugged into the S7 CPU 1. This CPU is
used for the routing connection between the S7-CPU 2 [CPU 312]
and the IBH Link UA.

Since no blocks can be loaded into the IBH Link S7++, all blocks that

are in offline mode of IBH Link S7++ / CPU 412 must be deleted.

I ————————
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Configurations of the CPU 412-2 PN

The MPI interface (connection to the CPU 312) and the Ethernet
interface (connection to the OPC server [IBH Link UA]) must be
specified in the CPU.

@0 HW Config - [57++ at 57 CPLU 1 (Canfiguration] - 2:55 3x57¢] |- Sl
Eﬂ] Station  Edit Insert PLC  ‘Wiew Options Window Help - 8 X
DS E8 §lS o ol ||[ED 3 | %5 | w2
~ ozl
(0)CR3
M Find: | dh
1 PS 405 44 ~
2 CPU 412-2 PN Profile: | Standard |
X7 MPLDP. )
e D Ll Ethemet: PROFINET 10 system [100] = SIMATIC 300 ~
XEP1A Port 7 (= smeTiC 400
X5E2A Pori 2 LP-400
= v E-{Z] CPU-400
v B3 CPU 400H
< > B0 CPU 4124
B CRU 4122 DF
=1 CPU 412-2PN
R it RUNEGE
Slat Madule Order number Firrmware | MPI 0 C
1 PS 405 44, BES7 405-0DA00-0840 ~ ’ -
2 CPU 412-2 PN BES7 412-2EKDG-0ABD  [VE.0 10 -0 CPU 4131
" B+ CPU 413-2DF
R AMALDLF 18 4054 &3 CPO 4141
5 AR EE = B v
HEFTR L) 0% BES7 412-2EK0B-04B0 ~ T,
KEFER Pt | wiork. memory 512 KB code and 512 KB —
3 data; 0.075 ms/ 1000 instructions; 4K8
. v DI40; 48 connections; 1-DPMPI, W
Press F1 to get Help,

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7++)

With a double-click on the line X1 MPI/DP the | floces
dialog box Properties — MPI/DP - (RO / S2.2) "1

is opened.
|
Addrasses] Operating Mode] Configulaliom] Clockl The Interface type MP' IS SeleCted'
Shzbessislan  RFIRP Click the button Properties... to
open the dialog box Properties —
Nem=: (G MPI interface - (RO / S2.2). The
- - tab Parameters show the selected
Addiess 10
et Ve o MPI address (10) of the CPU 412.
Cormment The subnet connections MPI1 and
MPI2 were established.
=

Gerneral | Parameters

Mark subnet e =

connections MPI1 and |  righest sdess 1BH Link 572+

M P I 2 0 ne after Transmission rate: 187.5 Kbps

another and click the tt netwaried - — New.
button Pr Operties . MPI 187.5 Kbps Propetties...

to open the dialog box | ' 2| |[Epsie |
Properties — MPI1 /
MPI2 for more details
on the connection.

TTI Trans Tech International® 2021 IBH Link UA Training
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| Metwork Selt\ngsl o
= (Geres])
it I General || Network Settings
57 subnet 1D man - [omn Geneal l w|
Project path [2455 257 PN Hame B
5 I o . |
Bt TeC S T XN B Ul o140 motn
Author | Froject path | 2455 345 7eAMPIT
b I . Storage location
Date created: 2021-01-17 18:67:41
et 405 TR S7eAPHE R T
Last modified: 20210117 18533 Sl I -
Comment Authar: |
| Drate created: 2021-01-17 18:57:41
ﬁ Last modified: 2021-01-17 18:55:31
Comment:
Click OK to close ilm
. Cancel | Help |
all dialog boxes.

Define the ethernet interface of the CPU 412

With a double-click on the line X5 PN-IO the dialog box Properties —
PN-10 - (RO / S2.5) is opened. o) cr3

Properties - PN-10 (R0/S2.5)

tedia redundancy | Time-of-Day Synchronization I Options I
| Addreszes I PROFINET |-Device I Sypnchronization
Short description: PN-I0O
Device name: PM-I0-4

[ Use different method to obtain device name

¥ Suppoit device replacement without exchangeabls medium

Interface

Type: Ethernet

Device ]

Address: 10.0.13.93

Metworked: yes Properties.
LComment:

Cancel Help

To set up the ethernet interface click the button Properties... button
to open the dialog box Properties — Ethernet interface PN - (RO /
S2.5).

Properties - Ethernet interface PN-10 (R0/S2.5)

IP-Address
IBH Link 57++

IP address: 1001393 Gatewsy

' Do not use router
Subnet mazk: 256.255,255.0

 Use router
[ Use ditferent method to obtain IP address Address: l—
Subnet:

- nat networked - Mew...

Froperties...
{click ;I
Delete |

Cancel | Help |

Click the button Properties... to open the dialog box Properties —
Industrial Ethernet for more details on the connection.

IBH Link UA Training TTI Trans Tech International® 2021
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Properties - Industrial Ethernet

General

Mame:; Etherme]

57 subnet 1D: 040 - |0004
Project path: | 2455 3u57eNEthemet

Storage location
of the project:

|A: W18 57eM2wEh IS Te

Authar: |

2021-01-17 130937
2021-01-17 183:35:06

Date created:
Lazt rmodified:

Comment: 55 CPUs and 57 CPUs

4confirm )

Click OK to close all dialog boxes.

Cancel Help

Configuration of CPU 412-2 PN (IBH Link S7++) Save and
Compile

The configuration is accepted by clicking the Save and Compile icon.

i

E@ Hul Config - [57++ at 57 CPU 1 {Configuration) -- 2x5h 3x57e]

E“] Station  Edit  Insert PLC  VYiew Options Window Help
e a8 B &S sin &in |[EH 1|58 | 2

‘ B |Save and Cu:umpile|

Delete blocks (IBH Link S7++/ CPU 412-2 PN)

No blocks can be loaded into the IBH Link S7++. All blocks that are
in offline mode from IBH Link S7++ / CPU 412-2 PN must be deleted.

Bl S5++ at CPU 1
Bl S5++atCPU 2
B-[Fl S7CPUA
w57 CPU 2
=&, 1BH Link U

Press F1to get Help,

&, SIMETIC Manager - [2xS5 3xS7e -- A5 18 $7e\2x55_3x57e] =N EoR(==|
% File  Edit Insert PLC  Wiew Options Window Help - &8 %
O & | & & g || 2 25 % - E | < Mo Fiter >
BB 2455 35 7e 5 System Data I

B-fl] CPU 416 Master (right click}

Bl S7++at 57CPUA '
L_—_| S+ at STCPU 2 Open Object CHrl+AlE+0
=- [ CPU 4122PN Paste i+
Delete Dl

Insert Mew Object

Special Object Properties

Load System configuration into the IBH Link S7++/ CPU 412
Loading into the CPU 412-2 PN (IBH Link S7 ++) requires several

steps.

TTI

Trans Tech International® 2021
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Note:
= Only data can be transferred with the IBH Link S7++. All
: program blocks in the CPU 412-2 PN must be deleted.

The configuration must be loaded into the IBH Link S7++!

& SIMATIC Manager - [#x55 3x57e - ANG 18 §7e43xS5_S7e] (=] -= |

@File Edit Insert PLC  Wiew Options  Window Help - 8 X

D= af & B g2 %5 % i

E@ 2435 3uS¥e (click) 59 System data
o] CPU 416 Master

S7++at 57 CPU
Bl S57++atS7TCPU 2

| < MaFilter »

e[ crus1z2 ey
El-{z5] 57++ at 57 CPUA
I_\ Do you want o load the system data’?
[t J Block.sg =
wE G5+ at CPU 1
-l 55++at CPU 2
@[ 57 CPU 1 e No |
= s7CPU2
-8 IBH Link U

Press F1ta get Help,

746 S7-CPU1[CPU 312]

Double-click Hardware to open the HW Config
window.

Configurations of the S7-CPU 1 [CPU 312]

Only these settings are necessary for the project.
B HW Canfig - [37 CPU 1 (Configuratian) -- 2x55 3x37e] = R

Bl Station Edit Insert PLC  iews Options  Window  Help - 8 x
D=8 §| & sin o || 23| 58 [ w2

A Bix

=(0)UR : i
Find: it th

[ Psaoveas ~ _
2 [ CPU 312 Profile: | Standard |

PROFIMET 10

~

W
W
< >
&= o0 o
Slat Module ... | Order number Firmware | MPl address | 1. | O... | Comment
1 [[d Ps 30724 EES7 307-1BAD0-0AA0 A
2 I|~—| CPU 312 BESY 312-1AE13-04B0 2.6 2 ; -1 CPUTI2C w
Properties - CPU 312 - (R0/52) BES7 3121AE 1 3.0580 - E
Time-of-Day Intermupts 1 Cyclic Internpts I Diagnostics/Clock 1 Protection I Cammunication I ka ”?e"“D_W 32 KB: 0'2.ms'fl1 .DDD 5
I Startup I Cycle/Clock Memory 1 Fistentive Memory I Intermupts I W :DS:fLi’IgCL:IIDaTiSD'nMuFl;I tco:ogl:oc:jﬁgs §g1?|e-t|er
; Y]
Short Description: CPU 312
P "work memory 32 KB 0.2 ms/1000 instructions; MPI connection; single-
- tier configuration up to 8 madules: 57 communication (loadable
FBs/FCsl: fiirmware V2.6
Order Mo/ firmware: BES7 312-1AE13-08B0 /W26 .
e TR Click the button Properties... to open
Interface Plant Designation . .
e A \ the dialog box Properties — MPI
Address 2 F Location Designation: .
Networked: ‘es FProperties... [ Interface CPU 312 (RO/SZ) |n thIS
Comment: -
| dialog box, the MPI address of the S7
CPU 1 (CPU 312) can be adjusted.
Cancel Help
______________________________________________________________________________________________________________|
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The tab Parameters show the selected MPI address (2) of the CPU
312. The subnet connections MPI1 and MPI2 were established.

Properties - MPlinterface CPU 312 (R0/52)

General | Parameters

Address: g -
MPl-Address
Highest address: 31 CPU 312
Tranzmigsion rate: 187.5 Kbps
Subret:
- ot networked - Mew...

MFI2

P 1675 Kep: ==
ol [ e |

Mark subnet connections MPI1 and MPI2 one after another and click
the button Properties... to open the dialog box Properties — MPI1/
MPI2 for more details on the connection.

Properties - MPI

] Metwork Settings ]

Properties - MPI

Name biPI] ([Eonerel] | Hetwork setings |
57 subnet 1D 0140 - |0010 Mame:
Project path: |2><55 TS 7o PN 57 subnet 1D: 0140 - joOT0
Storage location TR EE T Project path: [2#55 257 =\MPIT
of the project | SEERENS Storage location
of the project; ‘A.\E.T 857e\2450_357e
Author: |
Author: ‘
Date created 2021-M1-17 18574
Last modfied 20210117 185331 Date craated 02718574
Last modified: 2021117 18:55H
Comment:

LComment;

confirm confirm

Click OK to close all dialog boxes.

Save and compile the S7 CPU1 (CPU 312) configuration

With one click the configuration is saved and compiled.

i

E@ Hu Config - [57 CPU 1 (Configuration) -- 2x55 3x57e]
Eﬂ] Station  Edit  Insert PLC  View Options Window Help

N=s8 § S o i A

‘ EEEE |Sa'-.-'e and Cu:umpile|

The hardware configuration and the PLC program can be transferred
to the PLC.

PLC program S7 CPU 1 (CPU 312)

The program for the CPU 312 contains the data block Counter
Values [DBZ2] for the data exchange with the CPU 416 master [CPU
416-3 PN / DP]. Only the variables of this block are defined as (OPC
tags).

____________________________________________________________________________________________________________________|
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S7 CPU 1 (CPU 312) data block Counter Values_1 [DB2]
These variables are defined as OPC tags

¥, LAD/STL/FED - [DBZ -- "Counteralues_1" -- 255 3x57e4S7 CPU TWCPU 3124, ADEZ] =R SR
iF File Edit Insert PLC Debug ‘iew Options Window Help - &8 %X
D= & g || B 6 COE =80k
Address |Name Type Initial walue Comment
0. STRUCT
+0.0| (MinWalue 1 INT ol waximum counter wvalus 57 CPU 1
t2.0| (MaxWalue 1 INT ol winimum counter wvalus 57 CPU 1
+4. 0| (Control ON 1 EOQOL FALSE Counter enable 537 CPUT 1
+4.1| (Controlling is ON_1 EOOL FALSE 87 CPU 1 i=s counting
t6.0( (Value 1 INT u} Counter reading 57 CPU 1
=g.0 END'_STRUCT
< >
Press F1to get Help. 2 |offline £
Load program and hardware configuration into the S7 CPU 1
& SIMATIC Manager - [2¢55 357e - AN5.18 57e42xS5_3xS7e] =n e ==
% File Edit Insert PLC  Wiew Options Window Help - 8 X
O = | &F & B 2 % %o |t EEOE < Na Fiter >
BB 2655 35 7e 5 System data = DB

; click )

-] CPU 416 Master | Dovwnload a3 0B100 i FCo

; S7++at 57 CPUA i DB2 WUAVATZ

S7++ 2t 57 CPU 2 -

SE++ at CPIJ 1

SH++ at CPU 2

EHEE 57 CPUT

- =g crumz
=3 57 CFU

{B Sources

w57 CPU2
-8, [BH Link U

Press F1to get Help.

Note:

The S7-CPU 1 [CPU 312] is connected to the S7 ++ for S7 CPU 1
[CPU 412-2 PN] via MPI. The loading must take place via the
Ethernet connection.

Direct loading via MPI is only possible after changing the PG/PC interface,
it does not make sense because then there is no access to other devices.

Transfer all blocks, overwrite existing blocks.

Insert Function

l Y |The object 'FCE' already existz. Do you want to ovenarite it?

[ e |

Jclick y
ez All | Mo | Mone Cancel Help |
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S7-CPU 1 [CPU 312] transfer system data.

Do you want ta load the swstem data?

7.4.7 S7-CPU 2 [CPU 312]

Double-click Hardware to open the HW Config
window.

Configurations of the S7-CPU 2 [CPU 312]
Only these settings are necessary for the project.

@l HwW Config - [S7 CPU 2 (Configuration) -- 2xS5 3x57e] ===
E“] Station  Edit  Insert PLC  View Options ‘Window Help - 8 %
DEs® & & s sl ||EN B3| B8 | w2
) 8l
=Tl g [ atlag
1 [ Psoa072a ~ .
5 15 Frofile: |Standard j
: PROFINET I0 Py
5
E v &3 CP300
o .
< >
50 v
Slot Module ... | Order number Firrware | MPl address | 1. | G... | Comment -
1_% P5 30726 [BEG7 307-1BAOO0AAD ~ A 140480
2 CRU 32 EES7 312-1AE13-04B0 V2B 2 Poa
= @+ CPU 312C v
F] EES7 312-14E13-04B0 ~ Ty
3 ok memory 32 KB 0.2 ms/1000 =
instructions; MPI connection; single-tier
& e configuration up to 8 modules; 57 "
Press F1to get Help.

Properties - CPU 312 - (RO/52)

Time-of-D ay Interrupts ] Cyclic Interpts Diagnostics/Clack ] Pratection } Communication ]
1 Startup ] Cycle/Clock Memary ] Retentive Memary I Interupts ]
Short Description: CPU 312

Mwfork, memary 32 KB ; 0.2 m31000 instructions; MP| connection; single-
tier configuration up to 8 modules; S7 communication [loadable
FBs/FCsl; fimware 2.6

Order No./ firmware: EES7 N21AET13-04B0 /W2E

HMarme:
Interface Plant Designation:
Type: MRl |
Address: 2 Location Dezsignation:
Netwarked: Yes Properties... |

LComment:

Cancel Help

Click the button Properties... to open the dialog box Properties —
MPI Interface CPU 312 (R0/S2). In this dialog box, the MPI address

of the S7 CPU 2 (CPU 312) can be adjusted.

_____________________________________________________________________________________________________________________|]
TTI Trans Tech International® 2021 IBH Link UA Training



Page 7-20 Data exchange between several S7 /S5 CPUs Chapter 7

The tab Parameters show the selected MPI address (2) of the S7
CPU 2 (CPU 312). The subnet connections MPI1 and MPI2 were
established.

Properties - MPI interface CPU 312 (RD/52)

General | Parameters

Address: H -~
MPl-Address
Highest address: 31 CPU 312

Tranzmigsion rate: 187.5 Kbpe

Subret:

Mew
187.5 Kbps
187.5 Kbps Froperties. ..
@ o]
< > Delete
Carcd | _teb_|

Mark subnet connections MPI1 and MPI2 one after another and click
the button Properties... to open the dialog box Properties — MPI1/
MPI2 for more details on the connection.

Properties - MPI

] Network Settings ] Properties - MPI

Nare MP] (Eonerl] | Metwonk sstings |
57 subnet |D: 0140 - j0010 Name: P12
Project path: 255 35T 57 subnet ID: o140 - [oo10
Storage location Project path: | 2455 35 7e\MPI
of the project: |A.\5.1 8 57e\2855_3x57e Storage location
Author | of the project: ‘A:\S.T 857e\2455_3x57e
B Authar:
D ate created: 2021-01-17 18570
Last modiisd: 20210117 18:53:31 B ezt AR (A

Last modified: 2021-01-17 18:55931
Comment:

Comment:

confirm ‘confirm
| Cancel Help

Click OK to close all dialog boxes.

Save and compile the S7 CPU1 (CPU 312) configuration
With one click the configuration is saved and compiled.

E@ Hu Config - [57 CPU 2 iConfiguration) -- 2353 Jxire]
E"] Station  Edit  Insert  PLC  VWiew Options ‘Window Help

D=5 &S s i |32 % (w2
| oo

The hardware configuration and the PLC program can be transferred
to the PLC.

PLC program S7 CPU 2 (CPU 312)

The program for the CPU 312 contains the data block Counter
Values [DBZ2] for the data exchange with the CPU 416 master [CPU
416-3 PN / DP]. Only the variables of this block are defined as (OPC
tags).

_____________________________________________________________________________________________________________________|]
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S7 CPU 2 (CPU 312) data block Counter Values_2 [DB2]

These variables are defined as OPC tags

RS LAD/STL/FBD J[DE2 -- "Countervalues_2" - 2xS5 3xS7e4S7 CPU 24CPU 3124, A\DE?] (=] [
i+ File Edit Insert PLC  Debug View Options ‘Window Help - 8 %
D& s-H & s | o | 2 & CE =80
Rddress |Name Type Initial wvalue Comment
0. STRUCT
+0.0] MinWalue Z INT Jul winimam Counter walus 27 CPU 2
+2.0( |HaxValue Z INT a waximun Counter walue 27 CPU 2
+4.0| |Control 0N 2 EOOL FALZE 87 CPIT 2 i= counting
+4_1| |[Controlling is ON 2 EOOL FALZE Counter walus 27 CPO Z
+6.0( [Walue_ =z INT a Counter reading 27 CPU Z
=5.0 END_STRUCT
£ >
Press F1to get Help, 2 offline Ak

Load program and hardware configuration into the S7 CPU 2

& SIMAETIC Manager - [2x55 3x57e -- AN5.18 57242055 _3x57e] = E=n ==
% File  Edit Insert PLC  View Options  Window Help - &8 X
O = | 37 & g 2 % % | <NoFiter >
E-EP 2455 35 7e Thck) |3 System data i OB 1

-l CPU 416 Master | Download £ DB100 3 FC5
- 57++atSTCRUA = DE2 WAT 2

S7++at 57 CPU 2

55++ at CPU1

55++ at CPU 2

w57 CPU 1

=B s7CPU2

- =@ cru sz
-9 §7CPU 2

L{E) Source

I Fmtf Blacks:
- B 1BH Link U,

Press F1to get Help,

Transfer all blocks, overwrite existing blocks.

Note:

A  The S7-CPU 1 [CPU 312] is connected to the S7 ++ for S7 CPU 1
A\ [CPU 412-2 PN] via MPI. The loading must take place via the

' Ethernet connection.

Direct loading via MPI is only possible after changing the PG/PC interface,
it does not make sense because then there is no access to other devices.

Insert Function

l 3 |The object 'FCE' already exists. Do you want to overwrite it?
Aclicky
ez Al | Mo | Maone Cancel Help
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S7-CPU 2 [CPU 312] transfer system data.

Download (294:36)

Do you want to load the system data?

Y

748 S5++CPU1[IM151-8PN/DP CPU]

This CPU is the representative for the IBH Link S5++. It is plugged
into the S5 CPU 1. The symbols and data block data words in the S5
CPU 1 are to be used as OPC tags for data exchange with the

CPU 416 master.

Data block CounterValues3 [DB5]
These variables are defined as OPC tags.

¥ LAD/STLAFBD {[DB5 -- "CounterData3"} - 2x55 3x57e35+ + at CPU TyIW151-8 PN/DP CPUY,.\DES] =N =R "
IF File Edit Insert PLC  Debug View Options ‘Window Help - 8 X
D& 5| & g o | 25 & CE =EM0 K
Address |[Name Type Initial wvalue Comment
0. STRUCT
+0.0| |MinValue_ 2 INT u] ninimum Counter walue 25 CPU 1
t2_ 0| |MaxWValue 3 INT u] maximam Counter walue 55 CPU 1
t4.0| |Value_3 INT u] Counter Value 25 CPU 1
=6_0 ENL_STRUCT
£ >
Press F1 to get Help, 2 |offline Ah

OPC tags from symbol table

Since the S5 CPUs used in the project do not know any bit variables
(BOOL) in data blocks, individual bit flags from the symbol table are
used as OPC tags.

i

& Symbol Editor [55 CPU 1 (Symbols) }- 235 357,35+ + at CPU 14M151-8 PR/OP CPU] | = || B |[s3e]
Q) Iwrmbol Table  Edit  Insert  Wiew Options  Window  Help - 8 X
= E (Al Symbols | N2

Status | Symbal Address Data type Comment
1 CourterDatas = LB = DBS [CounterData] S5 CPU 1
2 Courterchs M 01 BOOL Eable 55 CPU 1 to count '|
3 |zCounting3 h 22 BOOL Courting cortrol OM 55 CPU 1 _I
4 Diowen3 I 25 BOOL dowen counting S5 CPUA
3 a3 M 20 BOOL Mazimum reached S5 CPUA
5 hin3 M 21 BOOL hinimum reached 55 CPUA
7 g3 ] 26 BOOL up counting =5 CPUHA
g Walues b 12 WoRD Courter valug 55 CPUA
q
Press F1to get Help,

I ————————
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Delete PLC Block OB1

Page 7-23

O

= | &7 & B3

g |2 %

.'—; SIMATIC Manager - [2x55 3x57e -- 885,18 S¥eh 235 _IxsTe]
%File Edit  Insert PLC  View Options Window Help

SR NCR( =

- & X

o ] o
o=

| <MaFiter >

E-E 2655 45 Te

- CPU 416 Master
G-FH 57+ at 57 CPUA
H-fl] S57++at57CPU 2
- 55+ at CPU 1
- [ 1M151-8 PN/DP CPU
=0 S5CPU
L-{F] Sources

-] 55++atCPU 2
-8 57 CPUA1

£

[

-] 57CPU 2
- B IBH Link LA,

Press F1to get Help.

5 Syste

3 DBA

m data =
(right click}

Open Object Ctrl +A]t+0
Paste Ctrl +4f
Delete Diel
Insert Mew Ohject ¥

Special Object Properties

Note:

With the IBH Link S5++ only data from Data Blocks can be
transferred. Therefore, all program blocks in the Profinet /O CPU
must be deleted. Data blocks can be used.

Configuration and blocks must not be loaded into the IBH Link S5 ++.
The load command is not permitted !

Configuration of IBH Link S5++ (SIMATIC 300 station)

Double-click Hardware to open the
HW Configuration window.

o\ [EEE

The following module must be used as a representative for the
IBH Link S5++: Profinet-1/O-ET 200S-IM115-8 PN / DB CPU V3.2.

E“] Station  Edit  |nsert
DE&" & &

% R Config - [55++ at CPU 1 {Caonfiguration) -- 2x55 3x57e]

PLC Miew Options Window Help

ain o ||[ED 3| %8 | w2

& [011M151-3 FN/DF CPU

Ethernet connection: PROFINET 10 spstem (100]

FMIET-B PNADP P

Order nurnber

EESF I51-BARRT BB

FRHT ECA

FRAGT A A
At P P
FaF L L

Press F1to get Help,

o]
- &8 X
o=
Eind | | hi
Profile:  |Standard =l
- R
iticnal Field Devices
-] Gateway
B0 HHI
NEESNIEN

C R ET 20040

EES7 151-84B01-04B0
“wiork memory 192KB ; 0.06ms/1000
instructions; PROFINET connection; 57

communication [loadable FBs/FCs);
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Define the ethernet interface of the IM115-8 PN/ DB CPU

With a double-click on the line X1 PN-
I0-1 the dialog box Properties — PN-1O
- (RO / S2.1) is opened.

T
double-click

Properties - PM-10 (R0/S2.1)

hedia redundancy I Time-of-Day Spnchionization | Options I
| Addresses | PROFIMET I |-Device | Synchronization
Short description: PN-IO
Dievice name: PH-I0-1

™ Use different method to obtain device name

¥ Support device replacement without exchangeable medium

Interface

Type: Ethemet

Device 0

Address: 10.0.13.94

Networked: yes
Comrent:

Cancel Help

To set up the ethernet interface click the button Properties... button
to open the dialog box Properties — Ethernet interface PN-1O (RO /
S2.1). The IP address of the IBH Link S5++ was set.

Properties - Ethernet interface PN-10 (R0/52.1)

General | Parameters

IP-Address
IBH Link 55++

1P address: Erlewzy

@ Da not use router
Subhet mazk: |255.255.255.D

" Use rauter .
[T Use different method to obtain IP address Address: l— ClICk the. bUtton
Subnet Properties... to open the
- hat hetworked - New

few. dialog box Properties —

p— 4 Froperties... | IndUStl’ia| Ethernet for more

Delete | . .
details on the connection.

Cancel | Help |

Properties - Industrial Ethernet

|
Hame:
57 subnet D: |D14D - IDDD4
Fraject path: | 2455 35 7ehEthermet
Storage location
of the project: I.-’-\: %518 57e42x55_3x57e
Author; |
D ate created: 2021-01-17 18:05:37
Last modified: 2021-01-18 14:15:48
Camment: |55 CPUs and 57 CPUs

click

Click OK to close all dialog boxes.
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Configuration of the IM115-8 PN/ DB CPU (IBH Link S5++) Save
and Compile

The configuration is accepted by clicking the Save and Compile
icon.

E& HYY Config - [35++ at CPU 1 (Configuration) -- 2255 3=57e]
m] Station  Edit  Insert PLC Wiew Options  Window  Help

Dee® B S O Y s
s D

749 S5++CPU2][IM 151 -8 PN /DP CPU]

This CPU is the representative for the IBH Link S5++. It is plugged
into the S5 CPU 2. The symbols and data block data words in the
S5 CPU 2 are to be used as OPC tags for data exchange with the
CPU 416 master.

Data block CounterValues4 [DB5]
These variables are defined as OPC tags.

i LaD/STLAFBD {IDBS -- "CounterDatad” |- 2x35 3x 876435+ + at CPU 24IM151-8 PH/DP CPLY, ADES] [r= |- ]

F File Edit Insert PLC  Debug View Options Window Help -8 %

Dei~-Ed & din || a | 25 6" DR &80k

Address |Name Type Initial wvalue Comment
0. ETRUCT
+0.0| MinValue_ 4 INT o wininum Counter walue 55 CPU 2
+2.0| MaxValue 4 INT u] maximum Counter walue 35 CPU Z
+4.0| |Value_4 INT o Counter Value & CPU Z
=&_0 ENL STREUCT

=
Press F1to get Help, 2 |offline Ab

OPC tags from symbol table

Since the S5 CPUs used in the project do not know any bit variables
(BOOL) in data blocks, individual bit flags from the symbol table are
used as OPC tags.

.. Swtmnbol Editar - rbals
@'ES}; bol Edit S5 CPU 2 (Symbols) [=}
Sytmbaol Table  Edit  Insert  MWiew  Options Window  Help
= = |41l Symbals T N2
|SS CPU 2 (3ymbols) ] x50 3xETe\E0++ at CPU 2%M157-8 PMSDP CPU
Status | Symbal Address Crata type Comment
1 CourterDatad DB 5 =Y DBS [CourterData] 57 CPU 2
2 CourterOh4 ] 1] BOOL Eahle 55 CPU 2 to count
3 IzCounting4 M 2.2 Bl Counting cortrol O =5 CPU 2
4 Dowwnd M 2o |[eTe N Goyn counting =o CPU 2
5 faxd M 20 BOOL Maximum reached S5 CPU 2
5] hding ] 21 BOOL Minimum reached 55 CPU 2
7 Lpd M 26 BOOL up counting S5 CPU 2
g Valued 12 WORD Courter value S5 CPU 2
Press F1 o get Help,
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Delete PLC Block OB1
& SIMETIC Manager - [2455 3x57e - 435,18 STe\2S5_3x57e] ===

%File Edit  Inzert PLC  Wiew Options  Window Help - 0 X
0= | 3% & g T % o - HEOE | < N Fiter >

=) 2455 345 7e 5 System data i)
H-Ef CPU 416 Master i DBR
SP++ at 57 CPU (right clicky

S7++at 57 CPU 2 Open Object Ctrl +AlE+0
S5++ at CPLI1
-l 55++ atCFU 2 Paste Crl +4

EI--- IM151-8 PM/DP CPU Delete -

B S6CPU 2
g Sources mark Insert Mew Object »

EH-EE 57 CPU Special Object Properties ¥
=-{§§ S7CPUZ
- B IBH Link UA

Press F1to get Help,

Note:
With the IBH Link S5++ only data from Data Blocks can be

A transferred. Therefore, all program blocks in the Profinet /O CPU
‘ must be deleted. Data blocks can be used.

Configuration and blocks must not be loaded into the IBH Link S5 ++.
The load command is not permitted !

Configuration of IBH Link S5++ (SIMATIC 300 station)

Double-click Hardware to open the ﬁ Hardware

HW Configuration window.

The following module must be used as a representative for the
IBH Link S5++: Profinet-1/O-ET 200S-IM115-8 PN / DB CPU V3.2.

Ethemet connection: PROFINET 10 spstem [100]

B HW Canfig - [S5++ st CPU 2 (Configuration) -- 2xS5 bS7e] =] B ]
E“] Station  Edit  [nsert PLC  Miew Options ‘Window Help - 8 X
DE&% & S uin &0 [ 2| R [ w2
Bix|
5 (01 IM151-8 PN/DP CPU B | wilal
I | "
2 Profile: | Standard ﬂ

shdFrorieT o)
itichal Field Devices
- Gateway
v -] HMI

NEES NN
] ET 20081

Order nurnber

EEEF 15T -BABRY-BARR

S
e e i g MTaT-d
S| A BES7 151-84B01-04B0 ~ %
S| ST “wiork memory 192KEB ; 0.06ms/1000 =
instructions; PROFINET connection; 57
v communication [loadable FBs/FCs); v

Press F1to get Help,
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Define the ethernet interface of the IM115-8 PN/ DB CPU

With a double-click on the line X1 PN-IO-2 | g wim151-8Pn/mop cru
the dialog box Properties — PN-IO - (RO / 1
S2.1) is opened. ’

Ll /M757-8 PN/DP CPU_

Properties - PN-I0 (R0/52.1)

Media redundancy | Time-of-D ay Synchronization | Optiong
I Addiesses | PROFIMET |-Device I Synchronization
Short description: PH-O
Device name:
™ Use different method to obtain device name
¥ Support device replacement without exchangeable medium
Interfac
Type: Ethernet
Device o
Address: 10.0.13.95
Metwarked: yes Properties: |
Comment:
Cancel | Help |

To set up the ethernet interface click the button Properties... button
to open the dialog box Properties — Ethernet interface PN-1O (RO /
S2.1). The IP address of the IBH Link S5++ was set.

Properties - Ethernet interface PMN-10 (R0/S2.1)

IP-Address
IBH Link 55++
. Gat
(P eckless ' Do not use router
Subnet mask: |255.255.255.D cu
Usze router H
[ Use differert method to obtain IP address Address: I— CIICk the bUtton
Subret: Properties... to open the
- hiot networked -- New...

dialog box Properties —

Froperties... .
Industrial Ethernet for more
Delete |

details on the connection.

Cancel I Help |

Properties - Industrial Ethernet

|
Mame: thernel
57 subnet D: |D1 40 - IDDD4
Froject path: | 2455 3G 7eNEthemet
Storage location
of the project; IA: %518 57eM2r55_3x57e
Author; |
D ate created: 2021-0117 180937
Last modified: 2021-01-18 14:15:48
Comment: |55 CPUs and 57 CPUs
click
Cancel Help

Click OK to close all dialog boxes.
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Configuration of the IM115-8 PN/ DB CPU (IBH Link S5++) Save
and Compile

The configuration is accepted by clicking the Save and Compile
icon.

Efa HuW Config - [$5++ at CPU 2 {Configuration) -- 2355 3xE7e]
E“] Station  Edit  Insert  PLC  ‘iew Options Window Help

hE58 B & min i | B O3 | %5 w2
|

7.5 IBH Link UA as a SIMATIC PC station

A click on IBH Link UA, the renamed SIMATIC PC station, and a
double-click on Configuration opens the window showing the
configuration of the IBH Link UA.

& SIMATIC Manager - [2x55 3x57e -- ANG, 18 §7e\2¢55_3x57e] [ ]
@File Edit Insert PLC  Wiew Options Window Help - 8 X
0= | 87 & g |2 25 % = < Mo Fiter » |

E@ 2055 In57e ﬁ Configuration’ OPC Server
=-El CPU 416 Master ;ﬂ:u{ General

] S7++atS7TCPUN
+ S7++at 57 CPU 2
-] 55++atCPU1

B S5++atCPU2

& S7CPUT
& S7CPU2
=B EH Lirk LA
: 4 OPCServer

Press F1to get Help,

7.5.1 Configuration of IBH Link UA (SIMATIC PC station)

@ Hy Config - [IBH Link LA (Configuration) -- 2xS5 3x57e] = =R
Blf station Edit Insert PLC ‘iew Options  Window  Help - 8 X
&5 (S ain & || £ 98 | w2
) 8l
g
A mpe Find: it i
A
2 IE General ] Prafile: |Standard j
. 58, SIMATIC PL Station Py
: D Contraller
5 W =] CP Industrial Ethemet
v
< >
- o e -
Index Module ... | Order number ... | Firmware MPI address | address | Comment B[] User Application
1 i OPC Server /5.2 ~ 3
2 IE General IE_CP 8.2 16383+ 5| OFC Server
g ~] - SwvBDSPY
; - [{ swvEOSFS..
5 [ S VBT
= L[] Swivel .. v
8 PROFIBUS-DP slaves for SIMATIC 57 and ¢
] C7 [digtibuted rack) =
10 v
Slotis occupied, module is too wide, or the functionality of the inserted module is not transferab
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Note:
The Siemens OPC server SW V8.2... and the CP Industrial Ethernet
interface IE General SW V8.2... are available in the hardware catalogs
of STEP7-SIMATIC Manager and the TIA Portals.

Ethernet interface IE General (RO / S2) set up

With a double-click on the line 1 IE B0 FC
General the dialog box Properties —
IE General is opened.

UPeseRey

T

Properties - |E General

Options | PROFINET | Diagnostics |

Short Description: IE General

Prosy for ang Industrial Ethemet module, 150, TCPAP, 57 and 57-H
communication [wia ISOonTCP), PG functions, routing, PROFIMET 10
controller, priontized startup, SIMATIC MET PC software V8.2 .

Order Mo,/ firmware: IE_CP /a2

Mame: IE General
r Interface Plart Designation:
Type: Ethermet I
Address: 1001383 Lacation Designation:
Metwarked: Yes Properties... | |
Comment:
Cancel | Help I

To set up the ethernet interface click the button Properties... button

to open the dialog box Properties — Ethernet interface IE General
(RO / S2).

Properties - Ethernet interface IE General (R0/52)

General | Parameters

[~ Set MAC address # use 150 protocol

MAC address: I

IP-Address
¥ IP prot IBH Link UA

IP address: 1001389 [p ooy

' Do not use router
Subnet magk: |255.255.255.l]

" Use router

gt |

Subnet;

- ot networked - Mew...

Froperties. ..
Delete

Cancel | Help |

Click the button Properties... to open the dialog box Properties —
Industrial Ethernet for more details on the connection.

Trans Tech International® 2021 IBH Link UA Training
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Properties - Industrial Ethernet

General l
Name:
57 subnet ID: o140 - 0004
Project path: 2455 345 7e\Ethemet
Storage location
of the project: |A:\5.1 8 57e\2E0 3xETe
Author: |
Date created: 2021-01-17 18:05:37
Last modified: 2021-01-1814:15:48
Comment: ‘ss CPUs and 57 CPUs
. confirm
Cancel Help

Click OK to close all dialog boxes.

Configuration of the IBH Link UA Save and Compile

The configuration is accepted by & Hy Confi - [IBH Link U, (Configuration) -- 2x55 3x57e]

. . . W Station  Edit Insert PLC  View Options  Window  Help
clicking the Save and Compile DEeE & & o & (B 2 | %2 | n2
icon. K

7.6 Create S7 connection between OPC Server and
CPU 312

Clle the Configure NetWOI’k icon to B% Hu Config - [1BH Link L& (Configuration) - 55 CPL 103 $7e]

B0 Station Edit Insert PLC View Options Window Help

open the NetPro window. A i | 32w

S7 connection from the OPC Server-
IBH Link UA [OPC Server V8.2.0] to the devices are established.

NetPro window

BB MetPro - [2:55 3572 (Mebwork) - A5 18 $7ehxS5_3x57e] =N
%P Metwork Edit Insert PLC View Options Window Help _ & x
i =] L) L
1 A
Ethemet
IP
Industrial Ethemet
IBH Link UA CPU 416 Master S5++at CPUA S5++at CPU2
=] [orc [iE z CRU_ (WRIOTT PR-IC INTST T AN NTAT T AN
] |%erve|Gener _FHHH 463 | | B |='enainn B [e'onntioz
| PH/DE FCRL: FGRL
1] fim] | H
2
MWPI2
WP
ST++at ST CPU1 ST CPU1 SP++at ST CPUZ |87 CcPU2Z
z T MPID T PR- CFU z CRU WD PR- [0
« e g |5 B (oo, 5 [
PN . PNt :
m | m H | m
10 2 10 2
WP
WP
v
< >
Station Interface | IP address WAC address Device numher
1BH Link 12, [EGenersl 10 0. 13 .89; i-i-- - - 2.0
STeatSTCPUT PNOO3 M0 D3 el Co O DTN
S7++gtSTCPU2 PN-O-4 10 0:.13 083 - - L. Ui
Sge+atCPUA  IPNAO-T M00EMT e T T
SS++atCPUZ  PNAO2 10 0;.13 [85] - -- -- 5i-i--i-- .0
CPU 416 Master ~ PN-IO FIE P M= (o Y e o o )
Ready Realtek PCle GbE Farnily Controller, TCPIP Auto,2 Qfrarr
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The S7 CPU 1 (CPU 312) and the S7 CPU 2 (CPU 312) do not have
an Ethernet connection. They are connected via MPI with the
corresponding IBH Link S7++ (CPU 412-2 PN).

The S7 connections between the CPUs and the IBH Link UA was
created with the following steps.

%% MetPro - [2255 3572 (Metwork) -- 845,18 S7e42x 55 3 STe]
%g Metwork  Edit  Insert  PLC Miew Options Window  Help

Insert New Connection

GU WG e s P B!

Ethemet
Industrial Ethernet

— Connection Partner

EI{E I the curent project

| |

-8 2455 W57e

If the S7 connection is

established for a CPU by

clicking Apply, the
Properties - S7

connection dialog box

opens.

IBH Link UA CPU 416 Master B CPU 416 Master
OPE - | AL TWRITO PRETC [ She+ ot CPUT
= L -
Mame: OPC Server 2 [] 57CRUT
Type: OPC Server V8.2 |:|" SYCPU 2
Insert New Connection Ctrl+]
gt X G Sr+at57CPU
[ ST++at S7CPUZ
Bewntoad ’ (Unspecified)
e All broadeast stations
Object Properties... Alt+Return Al multicast stations

% I unknown project

Perform this procedure for
55 L CPU 2
A all five (5) CPUs in sequence

Project: | 2455 345 7e ke
Station; |EF'U 416 Master
Modute: |I:F'U 416-3 PN/DP
— Connection
Tupe: ISF" connection ;I
¥ Display properties before inserting
rfm\
ITI Apply I Cancel | Help |

Properties - 57 cennection

0OPC | Slatuslnfnrmalinnl

i~ Local Connection End Paint

Cannection identification

™ Corfigured dynaic corinection Local I
I™ Configured at one end ISF connection_1
¥ Establish an active connection WD Name:
™ Send operating mode messages IUPE Server
i~ Connection Path
Local Partrer
. IBH Lirk LA/ CPL 416 Master!
End Pant |DPE Server |EPLI 4163 PH/DP
Intesface: |IE General x| |CPU4163PN/DP.PNIOR0SZ v |
Subnet: IEthemet [Industrial Ethernet] IElhemel [Industrial Ethernet]
Addiess: 001389 | LTREE: ()
IP-Address IP-Address Address Details. . |
IBH Link UA CPU 416-3 PN/DP

Address Details

Another dialog box
with address details
can be opened.

Partner

CPU 416 Master/
CPU 416-3 PN/DP

[

0

102

1771

End Paint:

Back/Slat:

%%:?ection Resource |1 ]

TS4P: [lor
57 Subriet 1D: |0140 - 0004

click

|u1 40- 0004

Help |

TTI
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General Status Infamation |

~ Connection Estat

" The connection remains permanently established

(% The connection is established when requited (when a variable is accessed)

- Messag

Default prioiity for messages 500

I™ Receive block and symbohelated messages
™ Receive diagnostic messages

L Allsettings are default
1~ Other Parameter

Message lex! delals
Messages...

Data exchange between several S7 /S5 CPUs

Chapter 7

Diagnostic messages. .

[V Optimize vrite access

[V Dptimize read access

I Automatically reset 57 passward for black access

I” Immediate response when interupted connection is detected
™ Disconnect automaticall after

Cornection sstablishment tmeout

Job timeout

Maximum nurber of parallel network jobs:

PDU size:

15000 ms
5000 ms

9

450 v Byle

ek

Cancel Help

The five (5) established S7 connections are displayed in the NetPro

window.

%f'g MetPro - [2:¢55 357 (MNetwork) -- A45,18 $7eh\2x55_3x57e]
B2 Metwork  Edit Insert PLC  View Options  Window  Help

(o E sl

- &0 X
BE 9 G B b S Ba e
1 L3
Ethernet
Industrial Ethernet
CPU 416 Master So++at CPUN So++at CPU 2
CPO (MPIADL PN-IT M5 T1 PH- IMA151-1 PN-
H6-3 ) | ‘"" 3 PN/ IO-1 ‘"" 3 PN/ I0-2
PN/DF 1 P CPLL P CPLL
H | e ‘|
2
ST++at 57 CPUM ST CPUAM ST++atS7 CRU2 STCPUZ2
CPU WPIDITPN-
03 Bl |o: Hil |z
=] =]
2 2
M1
MF|
v
£ >
Local D Pariner ID Pariner Type Active connection | Subnet ~
S7 connection_1 1 CPU 416 Master { CPU 416-3 PMDP S7 connection Yes Ethernet [IE]
57 connection_2 1 S5++ gt CPU 1 {IM151-8 PMIDP CPU 7 connection Ve Ethernet [E]
S connection_3 1 S5++ gt CPU 2 7 IM151-8 PRIDP CPU 57 connection Yes Ethernet [IE]
SY connection_4 ST CPUA SCPU 312 57 connection Yes hAPIZ [MAPI]
57 connection_S STCPU2/CP] 312 7 connection Yes MPIT [MPI] 7 v
| Ready |Realtek PCle GbE Family Controller TCPIP.Auto.2 | [ofrom

Configuration of the IBH Link UA Save and Compile

The configuration is accepted by

clicking the Save and Compile

icon.

Edit Insert PLC  View Options

E!a HW Config - [IBH Link U2 {Canfiguration) -- 2x55 3x57e]

E“] Station

Window  Help

D@58 85| B b

=Y

e/ Save and Compile

Save and Compile

Compile

y iCompile and check eventhing

™ Compile changes anly

confirm

Cancel

Help

IBH Link UA Training
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Chapter 7

Data exchange between several S7 /S5 CPUs

The option compiles, and check shows warnings.
Routing was intended, the warning does not apply.

£ Outputs for consistency check for A:\5.1

Page 7-33

File Edit

Message type I Message

Project name I Project path

Warning
Warning

Outputs for connections in IBH Link UAJOPC Serser:
Warning: Local ID'S7 connection_5" Establishing connection wia 37 Routing,

| Type
OPC Serveri8.2 2255 3x57e
57 connection 2255 IxSTe
57 connection 2255 3x5Te

Wfarning: Local 1D 'SY connection_4": Establishing connection via 57 Routing.

Result: 0 error(s), 2 warning(s) (2021-01-1912:13:09

A58 STel\2x35_3x5Te
AMG 18 STeh\2xS5_3x5Te
AM5,18 STel2xS5_3x5Te

7.6.1 Select OPC tags

%D Metweark

Edit

%,% MetPro - [2x55 3x57e (Metwark) -- 205,18 57et2x55_3=57e]
Insert  PLC  “Wiew Options

Window  Help

0 RS e a5 P B

K2

Ethernet
Industrial Ethernet

|

|

IEH Link UA CPU 418 Mastet
iE [T T THE
= Gener 162 | H

| FNDFL
el :
2

Insert Mew Connection Ctrl+M

[ 1=3R] Highlight >
WPl Dowenload >
Rearrange (Tiick)
Object Properties... Alt+Return

The command Object Properties... from the context menu (right-
click) opens the Properties - OPC server dialog box.

The S7 tab defines whether symbols should be used and which
ones.

Properties - OPC Server

bpP

General |

Short Description:

DF

Order Ho./ firmware:

Mame:

Comment:

| PROFINET 10 |
| DP master class 2 | FDL

OPC Server

|

S7-UA Redundancy
57 1S0/TCP |

OPLC server for the protocols DP, FOL, 57 [acro

texts, 574 redundancy, 1SO/TCP, SHMP, D
FPROFINET 10 contraller, SIMATIC MET PC sof

OPC Server /48,2

Properties - OPC Server

SNMP |

General oP |

Cycle time:

DP master class 2

PROFINET 10 |
| FOL

57-UA Redundancy
1S0/TCP

~Access Protection
[~ Activate
Drefault rights:

I Rights specific to OPC items

 Usze Symbol
 MNone

c Ag-" G
*" Configured

I~ &mray elements visible at runtime

Canfigure. .. |

Time after which an unforwardable protocal alarm is remaved:

t aximurn number of pending alarms:

| 0B

500

Cancel | Help |

TTI
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The Configure button opens the Configure
Symbols dialog box. The operands defined in

Data exchange between several S7 /S5 CPUs

Chapter 7

click )

Configure. .

the symbol table, and the data of the data blocks can be selected

here as OPC tags (OPC symbols).

The tag management of the controller is known through the

previously configured S7 connection.

Cenfigure Symbols

[=-Bp 2655678

CPLI 416 Master

. CPU 416-3 PN/DP
Wariable from CPUs
Wariable to CPUs
55++ at CPU 1

55++at CPU 2

57 CPUA

57CPUZ

‘ariable symbol

r~ Elements in active branch

¥ Download only visble symbols

Spmbal zetting:
Symbals: 19 A9 ¥, Wisible
Array elements: - /

Edit EU Lo # Hi

isible Connection

Access peimissions: -
‘open | select,

Connection: I 57 connection_1

=]

¥ Include lower-level spmbals

‘DP CPU
1} CounterDatal

S5++at CPU 2

S7CPU1

S7CPU 2

“ariable symbol
CounterDatal

| Drata bype | A
DES D

[ visible
Yes

| Connection | Access nghtsl EULo

57 connection_2 AW

57 connection_2  RW
o

ddress
B &

0.1

r~ Elements in active branch
Symbols: 5 /

Amay elements: - 4

Spmbal setting:
[isible

unmark

Access permissions:

Connection I 57 connection_1

¥ Dowrload only visible symbals

Access path

Edit ELl Lo/ Hi | ¥ Include lower-level symbols

|2><55 3x57e.56++ at CPU 1.IM151-8 PN/DP CPU

Configure Symbols

CPU 416 Master
55++ at CPU 1

S8++at CPU 2
S7CPUT
S7CPUZ

r~ Elements in active branch

Y ariable symbol

Address

izible Carhection Access fights | EU Lo

Symbols: 3

Aray elements:

Symbol zetting

¥, Visible ACcess permissions: -
open | select

¥ Download only visible symbals

Access path

[ Connection: IST connection_1 ;I
Edit EU Lo/ Hi | W Include lower-level symbols

Configure Symbols

|2HS5 5T 56++ at CPU 1.1M151-8 PN/DP CPU.CounterData

[=-Bp 25 3578

CPU 416 Master
S5++ at CPU 1
55++ at CPU 2

r~ Elements in active branch

Wariable syrbol
CounterD atad
CounterON4

| Wigible | Connection | Access lightsl EU Lo
57 conrection_3 R

57 connection_3  Rw

| Data type | Address
5 5

|sCountingd 57 connection_3 R/ ]

Symbol setting
Spmbols: E o [ Wisible ACoess pemissions: -
‘open | select,

Auray elements: - ! unmark Connection: IS? connection_1 LI

¥ Download only visible symbols EdtEl La/Hi W Include lower-level symbols

Access path
’7|2x55 3w57e.55++ at CPU 2.IM151-8 PN/DP CPU ‘
Impait file | Expaort file | Cancel | Help |

IBH Link UA Training TTI Trans Tech International® 2021



Chapter 7

Cenfigure Symbols

Data exchange between several S7 /S5 CPUs

Page 7-35

2956 W5 7e

CPL 416 Master
S5++ st CPU 1
S5++ at CPL 2

=~ M

57 CPUA
S7CPU 2

r~ Elements in active branch

51-8 PH/DP CRL

ariable symbal

Symbols: 3

Array elements:

Address

Connhection

¥ Download only visible symbols

Spmbal zetting:
43 ¥, Visitle
,
Edit EU Lo/ Hi

Access permizsions:

open | select

Connection: I 57 connection_1

=l

W Include lower-level spmbals

fF Counteryalues_1
STCRUZ

r Elements in active branch

Symbol setting
Symbols E A2 [, Wisible Access permissions: -
open | select
Aray elements: Lo unmark Cannection: IST connection_1 ;I
[¥ Download orly visible symbols EditELl Lo/ Hi

¥ Include lower-level symbols

Configure Symbols

CPU 416 Master
554+ 5t CPU 1
554+ 5t CFU 2
S7CPU T

=-[§ cru 312

S7CPU 2

~Elements in active branch
Symbols: 5 P

Amray elaments: - 4

Spmbal setting:

[V, Visible
open | select

Connection IS? connection_1

Access permizsions:

¥ Dowrload only visible symbols

Edit EU Lo/ Hi | W Include lower-level sprmbals

Access path
’7|2x55 3w57e.57 CPU 1.CPU 312 Counter/alues_1

Cancel | Help

[0 Bp 2553670

CPU 416 Master
SE++at CPU 1
S5++at CPU 2
57 CPUA
S7CPU 2

r~ Elements in active branch

“ariahle symbal

Spmbal zetting:
Symbals: B A2 I Wisible ACCess pemissions: -
‘open | select
Array elements: ;o unmark Connection: IS? connection_1 j
¥ Download only visible symbols Edit EU Lo /Hi ¥ Include lower-level symbols
Access path
’7|2H55 3Ir57e 57 CPU 2CPU 312
2655 W57e ‘Y ariable symbol Data type | Addiess Visible Connection Access ghts | EU Lo

CPU 416 Master trol [0 2

S5++ at CPU 1

55+ at CPU 2 Zarel

~ Elements in active branch
Spmbals; ] P

Array elements: - 4

Close all open dialog
boxes by clicking OK.
[

Symbol setting
[, Wisible Access pemissions: _
k - open | select]
k, . 7
mark) Connection: IS? connection_1

¥ Download anly visible symbols EdtEU Lo/ Hi ¥ Include lower-level symbals
Access path
’7|2355 I57e.57 CPU 2.CPU 312 Countervalues_2 ‘
confirm,
Impaoit file | Export file | Cancel | Help |

TTI
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Configuration of the IBH Link UA Save and Compile

The Configuration is accepted by @l H Canfig - [IBH Link LA (Canfiguration) -- 235 3¢S7¢]

. . . lm] Station  Edit  Insert PLC View Options  Window  Help
clicking the Save and Compile NEew 6 a PPNy
icon. Save and Compile X R

Compile

(% :Compile and check everything
h

" Compile changes anly

Ok Cancel | Help |

The option compiles, and check shows warnings.
Routing was intended, the warning does not apply.

£k Outputs for consistency check for A:\5.18 S7e\2xS5_3x57e\ 255 3STe

File Edit
Message type | Message Type Project narne | Project path
Outputs for connections in IBH Link UA/OPC Server: OPC ServerWB.2  2xS5 3x57e A5 18 STe\dxS5_Ix5Te
Warning Warning: Local 1D 'SY connection_3" Establishing connection wia 57 Routing, 57 connection 230 InsTe AM3,18 57e\dxSI_InETe
Wifarning Wiarning: Local 1D 'S connection_4" Establishing connection wia 57 Routing, 37 connection 2030 JiTe A58 5Ve\dxS5_3n5Te
Result: 0 error(s), 2 warning(sy (2021-01-1912:13:09)
Note:

The firmware of the IBH Link S7++ emulates the routing
capabilities of the CPU S7-412-2 PN (6ES7 412-2EK06-0ABO
V6.0).

The hardware configuration must be loaded into the S7++ for S7 CPU 1
[CPU 412-2 PN]) and into the S7++ for S7 CPU 2 [CPU 412-2 PN]. PLC
Blocks cannot be loaded into the IBH Link S7++.

Only data can be transferred with the IBH Link S5++. All program blocks
in the Profinet I/O CPU must be deleted. Data blocks can be used.

Configuration and PLC Blocks are not allowed to be loaded into the
IBH Link S5++. The load command is not permitted !

Download the configuration of the IBH Link UA.

%ﬁ MetPro - [2255 357 (Metwork) -- £:05.18 S7eh2xSh_3xSTe]
BB Network  Edit Insert PLC View Options Window Help

=" S sin g Bz L
1
Ethernet
Industrial Ethernet
IBH Link UA CPU 416 Master
: CPU (MPID PRI 1511 FH-
_r”H” 4831 H BRI [s'enationn
MName: OPC Server PH/DI PCPLL
Type: OPC Server V8.2 ! !
= 2
Insert New Cannection Ctrl+N
[i=3] Highlight > GE)
NP M
— Download > Selected Stations Ctri+L
R Selected and Partner Stations
earrange
Object Properties.., Alt+Return [
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The configuration of the IBH Link UA can be loaded into the station.

Right-click OPC-Server and click Download / Selected Station.

7.7 IBH Link UA browser window Siemens slots

The transferred devices are displayed with the OPC tags in the
Siemens Slots browser window.

- B IBH Lirnk UA - Sierviens slots X IS
&«

c @ © & 10.0.13.897_=/opc_slots o & 1y N O @

Sl Lt
= )

Logout | Update password | singie-core

¥iSlok 1
FCPU 416 Master
»S5++ b CPU L
-------------------------- »S5++ 3t CPU 2

B 57 CPU 1
Y57 CPUZ
YCRU 312
DeviceManual

-------------------------- DeviceRevision

ESiemens Slﬂtg HardwareRevision

"""""""""""""" Manufacturer
Model
RevisionCounter

.......................... SerialMumber

SoftwareRevision
"""""""""""""" ¥ Programs

SupportedTypes
¥ Countervalues_2

.......................... Mintalue_2
Maxialue_2
Contral_ON_2
Controlling_is_ON_2
Walue_2
-------------------------- »Tasks

DeviceHealth

> Siot 2
Delete slot || Delete all | | Load OPC Editor Project | Save OPC Editor Project |
Insert SoftPLC | Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK |

llBHsoftec IBH Link UA
woewe ibhsoftec. com  Contact  WWiki % UA

7.7.1 Browser window Diagnostics / Controller diagnostics

& c @ © £ 100.13.89/7_=diaglistvien - W 0 ® =
%m o OP! running Logout | Update password single-core

Controller diagnostics Client diagnostics Network diagnostics System Log
PLC o

"""""""""" @ 1-1 S7 connection_1 10.0.13.97:102 19.1.2021 16:47:4 connection established (6ES7 416-2XN0S-0AB0 )
@ 1-2 57 connection_2 10.0.13.94:102 19.1.2021 16:47:5 PLC 1} Connection established (IBHsoftec 57 to §5)
"""""""""" @ 1-3 57 connection_3 10.0.13.95:102 19.1.2021 16:47:5 PLC o Connection established (IBHsoftec S7 to 59)
@ 1-4 57 connection_4 10.0.13.82:102 18.1.2021 16:47:5 PLC a Connection established (6ES7 312-1AE13-04B0 )
@ 1-5 S7 connection_S 10.0.13.93:102 19.1.2021 16:47:5 PLC o connection established (6ES7 312-1AE13-02B0 )

>

R <
......................... Clear diagnose | ¢ |

Trans Tech International® 2021 IBH Link UA Training
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Define the OPC UA server for the data exchange
For data exchange between the CPU 416 Master [CPU 416 — 3
PN/DP], and the other PLC controls (S7-CPU 1 [CPU 312],
S7-CPU 2 [CPU 312], S5 CPU 1 [IM 151-8 PN/DP CPU]
S5 CPU 2 [IM 151-8 PN/DP CPU]) the OPC UA servers, and OPC
UA clients are registered in the IBH Link UA.

All the above PLC controls are both OPC UA server and OPC UA
client. The server integrated in the IBH Link UA provides the OPC
tags that are defined in the PLC-CPU.

The IBH Link UA offers the OPC UA server as well as the OPC UA
client function for all PLC CPUs.

The server for the data exchange of all PLC CPUs is specified in the
web browser window OPC Client.

The required endpoint URL can be copied from the IBH Link UA web
browser window network / control level.

&« c o © & 10.0.13.89/7_=/network

LDgDut| Update passward |

Management Level Control Level 802.1X

Metwork Configuration

.......................... |Endpoint URLl opc.topfibhlinkua sc:45010

or ope.tep:#10.0.13.89:48010 ]
-------------------------- DHCP ]

IP address 192,158.1.14
-------------------------- Subnet mask 255,255.255.0

The endpoint URL can be copied into the IBH Link UA web browser
window / network / control level.

Add server
- BH |BH Link U - OPC Client X ey
<« G @ | © & 10013897 =/opc_dient aee w N0 o O =
% F ® OPC server is running Lugout| Update password | single-core

Connected Servers

-------------------------- Add Server | | Add variable to read | | Connect varisble | | X o Al
Upload client ¥ML configuration | Download client XML configuration |

| Add a server to read variables from and to connect to other servers | Delete client configuration |

[OPC Client )

The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or
opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA
web browser window / OPC client is to be added as a server.

_______________________________________________________________________________________________________________________|]
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Security Policy None and Security Mode None were selected for
data transmission.

Discovery Servers x

Url of a computer with discovery serice running:

|Dpc.tcpwmlgllglgg:49010 Endpoint URL (from Network [ Control Level) ‘
Fublishing interval [ms] Synchroneous read: [ Username (leave empty for none): l:l Password (leave empty for none): l:l

Server Uri Server Name Endpoint Url Security Policy Security Mode

IBHLinkUA@ibhlinkua_sc 0 hli... 3] MNone
urnzibhlinkua_... IBHLinkUA@ibhlinkua_s opc.topffibhli.. hitp:ffopcfoundation.orgfUa/SecurityPolicy #Basice565hazse Sign
urriibhlinkua_... IBHLInkUA@Ibhlinkua_sc opc.topffibhli..  hitp:ffopefoundation.orgfUa/SecurityPolicy #Basic2S6Shazse SignandEncrypt
urriiibhlinkua_... IBHLinkUA@Ibhlinkua_sc opc.topffibhll.. hitp: fopefoundation.org/UA/SecurityPolicy #425128_5ha256_... Sign
urribhlinkua_... IBHLinkUa@ibhlinkua_sc opc.tepffibhli.. http:ffopefoundation.orgfUa/SecurityPolicy #425128_5Sha2S6_.. SignandEncrypt
urr:ibhlinkua_ . IBHLnkUA@ibhlinkua_sc opc.tepffibhli.. http:ffopefoundation.orgfUa/SecurityPolicy #42s256_5ha2Sa_. . Sign
urriibhlinkua_... IBHLInkUA@Ibhlinkua_sc opc.topffibhli.. hitp:ffopefoundation.orgfUa/SecurityPolicy #425256_Sha2sS6_.. SignandEncrypt

Remote server certificate details:

Cormmaon Mame: |BHLink &G bhlinkua_rescued

Cryanization: Organization

Organization Unit: Unit Information is inserted
Locality LocationMame

State

Country DE

“alid from 2020-08-31

aild to: 2025-08-30

Application URL urncibhlinkua_sc:|BHsoftec:IBHLinkUA,
Encryption strength: RSA-SHAZSE - 2048 Bit

The certificate is walid.

confirm m Cancal

The IBH Link UA OPC UA server is connected. The status of the
server is good. None was selected as the security policy for the
server.

Add read variable CPU 416 Master
OPC tags defined as read tags have the functions of an OPC UA
server. These OPC tags are available to all OPC UA clients.

e

c @ © & 10.0.13897_=/opc_client g o e o =

%m L] Logout | Update password single-core

va | Status
......................... -0 IBHsoftec: IBHLINKL ke bhlinkua_: ) A Good
——

QOPC
|"Connected Servers

er is running

>

Add Server | ‘ Add variable to read | Connect variable | ¥ | | @ | Upload client XML configuration | Download client XML configuration

"""""""""""" Relets,client conflouiation Xclickf Add a variable to read from the selected server |

......................... Select variable to read

......................... Connected Servers

¥ 23 urniibhlinkua_se:IBHsoftec: IBHLINKUA {ope.top: fibhlinkua_sc:48010)
= views
......................... ¥ ) Objects
> D Server

"""""""""""""" » [ Stations
=
¥ () CPU 415-3 PN/DE

......................... & DeviceManual

=  emreree——

oftwareReyision

"""""""""""""

I3 SuppartedTypes
> (2 Wariable from CPUs

,,,,,,,,,,,,,,,,,,,,,,,, ¥ I Variable to CPUs

& Control_0OM

b & Maxvalue 1
» & Maxvalue_2
» & Maxvalue_3 CPU 416 Master [CPU 416-3PN/DP]
......................... > & Mavalue_4 Variables to read
&l Minvalue_1
& Minvalue_2

lBHsofte e 1 Link UA
’-MWVE|U974 !dnﬂﬂullmarldignl-
wrinw bhzoflec com  Contact W * 53 Tasks m uA

& DeviceHealth

_______________________________________________________________________________________________________________________|]
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Add read variable S5 CPUs and S7 312 CPUs

Select variable to read -
Connected Servers

¥ 23 urn:ibhlinkua_sc:IBHsoftec: IBHLInkUA (ope.tep: /fibhlinkua_sc:48010)

¥ |3 IM151-8 PM/DP CPU S5 CPU1
@ DeviceManual

@ SoftwareRevision

) SupportedTypes
& Minvalue_3
& Mawvalue_3
$5CPU 1 Variables to read

> 2 Tasks
@ DeviceHealth

» [3) ParameterSet

¥ 3 Globalvars

S5 CPU 1 Variables to read

& Counterohs
[* & m151-8 P/DP CPU S5 CPU 2
@ DeviceManual
@ SoftwareRevision

) SupportedTypes
& Minvalue_4
& Maxvalue_4
S5 CPU 2 Variables to read

> [ Tasks
@ DeviceHealth

» [(3) ParameterSet

v 3 Globalvars

@ IsCounting4 ] S5 CPU 2 Variables to read
@ CounterOM4

¥ 3 cPU 312 ]STCPU1
& DeviceManual
@ SoftwareRevision

I3 SupportedTypes
I" ) Countervalues 1|
& Minvalue_1
& Maxvalue_1
& Control_0OM_1
GCDntroIIing_is_ON__n .
@value_1 _JST CPU 1 Variables to read
> [ Tasks
@ DeviceHealth

@ DeviceManual

@ SoftwareRevision
) SupportedTypes
E’ i} CounteNaIues_Ej
& Minvalue_2
& Mawvialue_2
& Control_0OM_2

@ controling_is_ON_2 ' by 3 Variables to read
Halue_2

> () Tasks

@ DeviceHealth
» (3 Slats

> ) Types

Sarmpling interval [rms]: (1000
Queue size; |1 EIETLE SEITTE
if

¥

Discard oldest:

Datatype of variable : Double

IBH Link UA Training TTI Trans Tech International® 2021
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Added read variables: CPU 416 Master, S5 CPU 1, S5 CPU 2
These variables can be linked to the variables of the OPC UA clients.

<« c @ © £ 10013897 =/opc dient RIU O v d N o e® =

g Logout | Update password single-caore
Connected Servers “a | Status

% Good {0x00000000) SecurityPolicy #Mone

"""""""""""" & CPU 416 Master.CPU 416-3 PN/DPMariable to CPUs. Maxvalue_1
& CPU 416 Master.CPU 416-3 PN/DPMariable to CPUs. Maxvalue_2
» & CPU 416 MasterCPU 416-3 PN/DRVariable to CPUs.Maxvalue_3
» & CPU 416 MasterCPU 416-3 PN/DPVariable to CPUs.Maxvalue_4
» & CPU 416 MasterCPU 416-3 PN/DPVariable to CPUs.Minvalue_1
"""""""""""" =& CPU 416 MasterCPU 416-3 PN/DPVariable to CPUs.Minvalue_2

F & CPU 416 MasterCPU 416-3 PN/DPVariable to CPUs. Minvalue_3

» & CPU 416 MasterCPU 416-2 PMN/DPVariable to CPUs. Minvalue 4
------------------------ B &8 S5++ at CPU 1.IM 151-2 PHN/DP CPU.CounterData Malue_2

&0 S5++ at CPU 1.IM 151-8 PH/DP CPLLIsCounting3
""""""" &0 S5++ at CPU 2.IM 151-8 PHN/DP CPU.CounterData Malue_4
OPCC“ent P& S5++ at CPU 2.IM 151-8 PN/DP CPU.IsCounting4

»&S7 CPU 1.CPU 312, Countervalues_1.Controlling_is_OM_1
------------------------ »&S7 CPU 1.CPU 312, Countervalues_1Value_1

mEH ST CPU 2.CPU 312 Countervalues_2.Controlling_is_OMN_2
"""""""""""" P& ST CPU 2.CPU 312 Countervalues_2 Value_2
Add Server | | add variable to read ‘ ‘ Connect yariable ﬂ ﬂ g Upload client XML configuration

Delete client configuration

"""""""""""" Connect variable from the source server to the destination variable |

mark one after another

Download client ¥ML configuration

Select variable to write

""""""""""""""" | nnected Servers

¥ urniibhlinkua_scIBHsoftec: IBHLInk A {ope.tep:ffibhlinkua_sc:48010)
22 views
¥ ) Objects

> ) Server
liMBHsofi = - pkUA
> ) Stations

wwwe ibhsoftec.com  Contac S Fics c “A
¥ () CPU 416-3 PN/OR_] CPU 416 Master

@ DeviceManual

—%
@ SoftwareRevision

¥ [ Programs
2 SupportedTypes

& Counting_is_0OK_1
& Counting_is_0ON_2
& Counting_is_0ON_3
& Counting_is_0ON_4
@lvalue_1
@lvalue_2

CPU 416 Master
connect Variables

@lvalue 3
&lvialue 4
> [ wariable to CPUs
> ) Tasks
@ DeviceHealth

¥ (3 IM151-8 Pr/OP CPU |§5 CPU 1
@ DeviceManual

;—ﬁ—%—
@ SoftwareRevision

22 SupportedTypes

¥ [ CounterData3

5 CPU 1 connect Variables

@lvalue_3
> ) Tasks

@ DeviceHealth
> [) Parameterset

¥ (3 Globalvars

& [sCounting3

& Counterons )59 CPU 1 connect Variables
¥ [0 IM151-8 PM/DP CPU_JS5 CPU 2

& DeviceManual
@ SoftwareRevision

12 SupportedTypes
¥ ) CounterDatas

55 CPU 2 connect Viariables

@lvialue 4
> [ Tasks
@ DeviceHealth

> [0 Parameterset

¥ () Globalvars
@ [sCountings
& CounteroN4 _JS5 CPU 2 connect Variables

——
____________________________________________________________________________________________________________|
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Added read variables: S7 312 CPUs

Connected Servers

urn:ibhlinkua_sciIBHsoftec: IBHLInkUA (opc.top: ffibhlinkua_sc:42010)

@ DeviceManual
@ SoftwareRevision

3 SupportedTypes

| ¥ 3 Courtervalues_1 I

Z Mintalue_1
@ Maxvalue_1 S7 CPU 1 connect Variables

@ Control_ON_1
& Controlling_is_OMN_1
@value_1

> ) Tasks

& DeviceHealth

@ DeviceManual

@ SoftwareRevision

2 supportedTypes

| v [ Countervalues_2 I

& Minvalue_2
@EMaxvalue_2 S7 CPU 2 connect Variables

& Control_OM_2
@& Controlling_is_OMN_2

&value_2
> 2 Tasks
@ DeviceHealth
> ) slats
> [ Types

“ariable to read
Datatype : Double

Field index range (Format 1 or 2:3)

change settings
. . if necessary
Wariable to write

Datatype : Float

| Field index range (Format 1 or 2:3)

Canc ‘

The connections are displayed in the IBH Link UA web browser
window OPC Client.

IBH Link LL& - OPC Client

« c o © F 10013897 =jopc_dient g I O ® =
SERNN o running Logout | Update password single-core
Connected Servers v | Status
------------------------ ¥ (3 wrnibhlinkua_sc:1BHsoftec: IBHLiInkUA (opc tep:/fibhlinkua_sc: 45010) & Good (0x00000000) SecurityPolicy#Hone

V&I CPU 416 Master.CPU 416-3 PN/DP.Variable to CPUs Control_ON )
""" a4 urn:ibhlinkua_se:IBHsoftec:IBHLInkUA {ope.tep:/fibhlinkua_sc:48010).55++ at CPU 1.1M 151-8 PN/DP CPLU.CounterONs
4 urn;ibhlinkua_sc:1BHsoftec:IBHLINkUA (opc.top:/fibhlinkua_sci48010).55++ at CPU 2,1M 151-8 PN/DP CPU.CounterON+
=4 urn:ibhlinkua_se:IBHsoftec:IBHLINKUA (ope.tep:ffibhlinkua_se:48010).57 CPU 1.CPU 312.Countervalues_1.Control_ON_1
rrrrr 24urn:ibhlinkua_se 18 HsofteciIBHLInkUA tope.tep:/fibhlinkua_sc:48010).57 CPU 2.CPU 312.CounterValues_2.Control_ON_2,
® CPU 415 MasterCPLU 416-3 PH/DP.Variable to CPUs.Control_ON.TimeStamp
@ CPU 416 Master.CPU 416-3 PN/DRVariable to CPUs.Control_ON.Status
,,,,, > CPU 416 Master.CPU 416-3 PN/DP.Mariable ta CPUs Maxvalus_1
V&l CPU 416 Master.CPU 416-3 PN/OP.Variable to CPUs Maxvalue 2 ]
————— lw@: TeHsoftec [EHLINKUR (one.tep/ibhinkua.sc. #50 10) 57 CPU 2.0FU 312 Counterialues_2.Maxvalue 2]
® CPU 418 Master,CPU 416-3 PH/DPVariable to CPUs Maxvalue_2 TimeStamp
~ e @ CPU 416 Master.CPU 416-3 PN/DRVariable to CPUs Maxvalue_2.5tatus
OFC Client > @ICPU 416 Master.CPU 416-3 PN/DP.ariable ta CPUs Maxvalus_3
» @ CPU 416 Master.CPU 416-3 PN/DR.Variable to CPUs Maxvalue_4
————— » @ CPU 416 Master.CPU 416-3 PN/DP.Variable ta CPUs Minlalue_1
>@CPU 416 Master.CPU 418-3 PN/DP.variable ta CPUs Minvalue_2
S @CRU 416 Master.CRU 416-3 PN/DP.Variable to CPUs Minlalus_3
> @ICPU 416 Master.CPU 416-3 PN/DP.Variable ta CPUs Minvalus_4
> @ SS5++ at CPU 1.IM 151-8 PN/DP CPU.CounterData.value_3
++ at CPU 1.IM 151-8 PH/DP CPU.IsCoun
»@S54+4+ at CPU 2,1M 151-8 PN/DP CPU.CounterData.value_4
P @554+ 3t CPU 2.IM 151-8 PR/DP CPULIsCountings
@57 CPU 1,CPU 312.Countervalues_1.Contraling_is_ON_1
»@s7 CPU 1,CPU 312.Countervalues_1.value_1
————— > @57 CPU 2.CPU 312.Countervalues_2.Contralling_is_OMN_2
»@S7 CPU 2,CPU 312.Countervalues_2.Valus_2
#d Server | e varise e || Connect variable | | % | | | Upload client ML configuration | | Download client XML configuration | | Delete client configuration |

llIBHsoftec IBHLNKUA
wwwibhsofiec.com Contact Wiki % uA
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7.8 UaExpert - program window

The PLC controls used in the example are listed inthe & Programs
UaExpert program window under PLC. &% GlobalVars

The variables defined as OPC tags in the data blocks (under
Programs), and in the symbol table (under GlobalVars) can be
dragged and dropped into the Data Access View. The variables are
updated continuously.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - 255 3xS7euap*

File View Server Document Settings Help

DPPBEE =0 X% 2 B ED

Project & X | Data Access View o
~ [0 Project # Server Nede Id Display Name Value Datatype  Source Timestamp Server Timestamp Statuscode
v [ Servers 1 IBHLinkUA...  N54|String|CPU 416 Master.C... Control ON true Boolean 12:46:05.506 12:46:05.756 Good
12, IBHLinkUA®ibhlinkua_sc 2 IBHLinkUA..,  N54|String|CPU 416 Master.C.. MaxValue_1 5500 Int16 :46:03.506 12:46:05.736 Good
v o - 3 IBHLinkUA...  NS4|String|CPU 416 Master.C... MaxValue 2 5000 Int16 05.506 12:46:05.756 Good
ocuments 4 IBHLinkUA... NS4|String|CPU 416 Master.C... MaxValue_3 4500 Int16 12:46:05.756 Good
Address Space ax |3 IBHLinkUA..,  NS4|String|CPU 416 Master.C... MaxValue 4 4000 Int16 12:46:05.756 Good
& IBHLinkUA...  NS4|String|CPU 416 Master.C... MinValue_1 900 Int16 12:46:05.756 Good
2 | No Highlight x| |7 |BHLinkUA... NS4|String|CPU 416 Master.C... MinValug 2 800 Int16 12:46:05.756 Good
8 IBHLinkUA...  NS4|String|CPU 416 Master.C... MinValue 3 700 Int16 12:46:05.756 Good
v 3P 9 IBHLinkUA...  NS4|String|CPU 416 Master.C... MinValue 4 600 Int16 12:46:05.756 Good
& CPU3I2 10 IBHLinkUA... NS4|String|S7 CPU 2.CPU 312... Control ON_2 true Boolean 12:46:06.006 Good
& cPu32 11 IBHLinkUA... NS4|String|S7 CPU 2.CPU 312... Controlling_is ON_2  true Boolean 12:46:05.756 Good
E o |12 IBHLinkUA... NS4[String|S7 CPU 2.CPU 312... MaxValue 2 5000 Int16 12:46:06.006 Good
~ @ CPU416-3 PN/DP {112 IBHLinkUA.. NS4|String|S7 CPU 2.CPU 312... MinValue 2 200 Int16 12:46:06.006 Good
@ DeviceHealth 14 IBHLinkUA.. NS4[String|S7 CPU 2.CPU 312... Value 2 3887 Int16 12:52:09.067 Good
@ DeviceManual 15 IBHLinkUA... NS4|5tring|57 CPU 1.CPU 312... Contral_ON_1 true Boolean 12:46:06.006 Good
N 16 IBHLinkUA... NS4|5tring|57 CPU 1.CPU 312... Controlling_is_ON_1 true Boolean 12:46:05.756 Good
@ DeviceRevision 17 IBHLinkUA... NS4|5tring|S7 CPU 1.CPU 312... MaxValue_1 5500 Int16 12:46:06.006 Good
@ HardwareRevision 18 IBHLinkUA.. NS4[String|S7 CPU 1.CPU 312... MinValue_1 900 Int16 12:46:06.006 Good
% Manufacturer 19 IBHLinkUA.. NS4|String|S7 CPU 1.CPU 312... Value_1 4233 Int16 12:52:09.067 Good
20 IBHLinkUA.. NS54|String|CPU 416 Master.C... Counting_is_ON_1 true Boolean 12:46:06.006 Good
@ Model 21 IBHLinkUA... NS4[String|CPU 416 Master.C... Counting_is.ON_2 true Boolean 12:46:06.006 Good
v & Programs 22 IBHLinkUA... NS4[String|CPU 416 Master.C... Counting,_is.ON_3 false Boolean 12:46:06.006 Good
s rtedT 23 IBHLinkUA...  NS4|String|CPU 416 Master.C... Counting_is_OM_4 false Boolean 12:46:06.006 Good
uppertediypes 24 IBHLinkUA... NS4|String|CPU 416 Master.C... Value_1 5355 Int16 :52:08. 12:52:00.067 Good
~ I Variable from CPUs 25 IBHLinkUA... N54|String|CPU 416 Master.C... Value 2 4986 Int16 2:32:08.873 12:52:09.067 Good
@ Counting_is ON_1 26 IBHLinkUA... N54|String|CPU 416 Master.C... Value_3 941 Int16 12:32:08.873 12:52:09.067 Good
- 27 IBHLinkUA.. NS4|String|CPU 416 Master.C... Value 4 5027 Int16 12:32:08.873 12:52:09.067 Good

@ Counting_is_ ON_2
@ Counting_is ON3 | prag @ firap
@ Counting s ON4 | |
@ Value_1
@ Value 2
) Value 3
) Value 4
) Variable to CPUs
# RevisionCounter
@ SerialNumber
# SoftwareRevision
% Tasks
&% IM151-8 PN/DP CPU
&% IM151-8 PN/DP CPU
e Server

Data of the data block Variable from CPUs [DB5] as OPC tags

~

Data Access View

# Server MNode Id Display Name

20 |BHLinkUA®@ibhlinkua_sc  NS4|String|CPU 416 Master.CPU 416-3 PN/DP Variable from CPUs.Counting_is_OM_1 Counting_is_OMN_1
21 IBHLinkUA@ibhlinkua_sc  N54|String|CPU 416 Master.CPU 416-3 PN/DP Variable from CPUs.Counting_is_ OM_2  Counting_is_OMN_2
22 IBHLinkUA@bhlinkua_sc  N54|5tring|CPU 416 Master.CPU 416-3 PN/DP Vanable from CPUs.Counting_is OMN_3  Counting_is_ON_3
23 IBHLinkUA®@ibhlinkua_sc  N54|5tring|CPU 416 Master.CPU 416-3 PN/DP Variable from CPUs.Counting_is_ON_4  Counting_is_ON_4

24 IBHLinkUA@ibhlinkua_sc  N54|String|CPU 416 Master.CPU 416-3 PN/DP Variable from CPUs.Value_1 Value_1
25 IBHLinkUA@bhlinkua_sc  N54|5tring|CPU 416 Master.CPU 416-3 PN/DP Vanable from CPUsValue_2 Value_2
26 IBHLinkUA®@ibhlinkua_sc  WS54|String|CPU 416 Master.CPU 416-3 PN/DP Variable from CPUs.Value_3 Value_3
\2? IBHLinkUA@ibhlinkua_sc  N54|5tring|CPU 416 Master.CPU 416-3 PN/DP Variable from CPUs.Value_4 Value_4 .

Data Access View

2 Display Mame Value Datatype  Source Timestamp Server Timestamp  Statuscode
20 Counting_is_OMN_1 true Boolean 12:46:05.756 12:46:06.008 Good
21 Counting_is_ON_2 true Boolean 12:46:05.756 12:46:06.006 Good
22 Counting_is_OMN_3 false Boolean 12:46:05.750 12:46:06.000 Good
23 Counting_is_ON_4 false Boolean 12:46:05.756 12:46:06.006 Good
24 Value_1 3362 Int16 13:04:04.179 13:04:04.387 Good
25 Value 2 10485 Int16 13:04:04.179 13:04:04.387 Good
26 Value 3 9629 Int16 13:04:04.179 13:04:04,387 Good
27 Value 4 2334 Int16 13:04:04,179 13:04:04,387 Good y
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Data block status - CPU 416 master [CPU 416-3 PN / DP]
Variable from CPUs [DB5]

¥ LAD/STL/FBD - [@DBS -- "Variable from CPUs" -- 2x55 3xSTeACPLI 416 Master\CPL 416-3 PN/DPVAD.., | = || B (s3]
I+ File Edit Insert PLC  Debug View Options Window Help - 8 X%
& &~ a | 2 |ar COE =8 Mm s
hddresz |Name Type Initial wvalue (Acoctual walue Comment
0. Counting is 0N _1 EOOL FALSE TRUE 87 CPT 1 counting
0. l|Counting is 0N = EOOL FALSE TRUE 27 CPU & counting
0. Z|Counting is 0N 3 EOOL FALSE FALSE SE CPU 1 counting
0.2 Counting is_ 0N_4 EOOL FALSE FALSE EE CPT & counting
Z2.0(Value_1 INT a Ze03 87 CPU 1 counter walue
4.0|Walue 2 INT a 4243 57 CPU 2 counter walue
E._0|Walue 32 INT a 4370 58 CPU 1 counter walue
2.0(Value_ < INT a T3le 25 CPU 2 counter walue
< >
Press F1 to get Help, <i>|FliR Ab

Data block status - Variable to CPUs [DB2]

i+ LAD/STL/FBD - [@DBZ -- "Variable to CPUS" -- 2255 3x57eACPL 416 MasteACPU 416-3 PN/DPL.AD.., | = || B |[of3el
IF File Edit Insert PLC  Debug View Options Window Help - & X
a | 25|60 OE ®ED x
Name Type Initial value |Rotual walue Comment
Control ON EBOOL TRITE TEUJE Enable counting all CFU=s
MazValue 1 INT EE00 LEOOD maximam walue 27 CPT 1
MazWalues 2 INT S000 s000 maximam wvalus 57 CPU Z
MaxWValuas_ 3 INT 4500 4500 maximam value 35 CPU 1
MazWalus 4 INT 4000 4000 maximum walue 5& CPT 2
MinWalue_ 1 INT 200 200 miniman wvalus 57 CPUT 1
HinWValus_ 2 INT 200 s00 ninimun value 27 CPU 2
MinWalues 3 INT 700 Jon miniman walue 55 CPUT 1
HinWValu= 4 INT e00 &00 minimuan wvalus 55 CPUO 2
£ >
Press F1to get Help. @ RUM

Data of the data block Variable to CPUs [DB2] as OPC tags

Data Access View

S Server MNode |d Display Mame f ‘u‘alue‘
1 IBHLinkUA... N54|String|CPU 416 Master.CPU 416-3 PM/DP.Programs.Variable to CPUs.Control_OMN  Control_ON true

2 IBHLinkUA... MNS4|String|CPU 416 Master, CPU 416-3 PN/DP.Programs.Variable to CPUs.MaxValue 1 MaxValue_1 5500

3 IBHLinkUA... MN54|String|CPU 416 Master.CPU 416-3 PM/DP.Programs.Variable to CPUs.MaxValue 2  MaxValue_2 5000

4 |BHLinkUA... N%4|String|CPU 416 Master.CPU 416-3 PMN/DP.Programs.Variable to CPUs.MaxValue_3 MaxValue 3 4500

5  IBHLinkUA... MNS4|String|CPU 416 Master. CPU 416-3 PN/DP.Programs.Variable to CPUs.MaxValue 4  MaxValue_4 4000

6 IBHLinkUA... N54|String|CPU 416 Master.CPU 416-3 PM/DP.Programs.Variable to CPUs.MinValue_1  MinValue_1 1]

7 IBHLinkUA... MNS4|String|CPU 416 Master, CPU 416-3 PMN/DP.Programs.Variable to CPUs.MinValue 2  MinValue_ 2 200

8 IBHLinkUA... N54|String|CPU 416 Master.CPU 416-3 PMN/DP.Programs.\Variable to CPUs.MinValue_3  MinValue_3 T00

9 IBHLinkUA... N54[String|CPU 416 Master.CPU 416-3 PMN/DP.Programs.Variable to CPUs.MinValue_d  MinValue_4 i 600 J

Display Mame WYalue  Datatype Sowurce Timestamp Server Timestamp  Statuscode

Control_ON true Boolean 15:58:55.370 15:58:56.0:41 Good
MaxValue_1 5500 Int16 15:58:58.042 15:58:58.795 Good
MaxValue_2 000 Int16 15:5%:00.363 15:5%01.046 Good
MaxValue_3 4500 Int16 15:50:02.434 15:59:03.297 Good
MaxValue_4 A0 Int16 15:5G:04.274 15:5%:05.047 Good
MinYalue_1 G500 Int16 15:59:05.937 15:59:06.547 Good
MinYalue_2 200 Int1G 15:5%:07.810 15:55:08.548 Good
MinValue_3 700 Int16 15:59:09.657 15:59:10.549 Good
MinYalue_4 e00 Int16 15:59:12.066 15:5%:12.800 Good
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Data of the data blocks Counter Values [DB2] of the S7 CPU 1
and the S7 CPU 2 as OPC tags.

# Server Mode Id Display Name Value Datatype
10 IEHLinkUA@ibhlinkua-5C-14  NS54|5tring|S7 CPU 1.CPU 312.Programs.Counter Values.Control_OMN_1 Control_ON_1 true Boolean
1 IBHLinkUA@ibhlinkua-5C-14  N54|String|S7 CPU 1.CPU 312.Programs. Counter Values.Controlling_is_OMN_1 Controlling_is_OM_1  true Boolean
12 IBHLinkUA®@ibhlinkua-5C-14  N54|5tring|S7 CPU 1.CPU 312.Programs. Counter Values.MaxValue_1 MaxValue_1 5500 Int1&

13 IBHLinkUA@ibhlinkua-5C-14  N54|5tring|57 CPU 1.CPU 312.Programs. Counter Values.MinValue_1 MinValue_1 900 Int1&
14 IBEHLinkUA@ibhlinkua-5C-14  MNS54|String|S7 CPU 1.CPU 312.Programs. Counter Values.Value_1 Value_1 5237 Int16
13 IBHLinkUA®@ibhlinkua-5C-14  N54|String|57 CPU 2,CPU 312.Programs. Counter Values.Control_ON_2 Control_ON_2 true Boclean
16 IBHLinkUA@ibhlinkua-5C-14  N54|5tring|57 CPU 2.CPU 312.Pregrams. Counter Values.Controlling_is_OM_2 Controlling_is_OMN_2  true Boolean
17 IBHLinkUA@ibhlinkua-5C-14  MNS4|String|S7 CPU 2.CPU 312.Programs. Counter Values.MaxValue_2 MaxValue_2 4500 Int16
18 IBHLinkUA@ibhlinkua-5C-14  N54|String|S7 CPU 2.CPU 312.Programs. Counter Values.Value_2 Value_ 2 1894 Int16

Data block status - Counter Values_1 [DB2] of the S7 CPU 1
[CPU 312]

m{: LADSSTLAFBD - [@DB2 -- "Countertalues_1" -- 2x55 3xS7ehs7 CPU 1NCPU 3124 ADE2 OMLIME]
F File Edit Insert PLC  Debug View Options Window  Help

0= & | &'

[= ] & el

- a X

OE B8 M K

Name Initial value Comment
0 WMinWalus 1 INT u] Q00 marxinum counter walus 27 CPT 1
2. 0[MaxWalue 1 INT u] SE00 mininum counter wvalue 27 CPU 1
4. 0|Control ON 1 EOOL FALSE TRUE Counter enable 57 CPU 1
4_l|Controlling is [BOOL FALSE TRUE 57 CPU 1 is counting
6. 0(Value 1 Counter reading 57 CPIT 1

<

Press F1to get Help, @_ Ahs <5

Data block status - Counter Values_2 [DB2] of the S7 CPU 2
[CPU 312]

m{: LADSSTLAFBD - [@DB2 -- "Countertalues_2" -- 2x55 3xS7ehs7 CPU 24CPU 3124, ADE2 OMLIME]
F File Edit Insert PLC  Debug View Options  Window Help

0= & | &'

[= ] & el

- a X

OE B8 M K

<

Name Initial value Comment
0. WMinWalus 2 INT u] 200 minimum Counter walus 27 CPUT Z
2. 0[MaxWalue 2 INT u] Sooo maxinum Counter walue 27 CPU 2
4. 0|Control ON 2 EOOL FALSE TRUE 57 CPU 2 is counting
4_1l|Controlling is [EOOL FALSE TRUE Counter walue 257 CPU £
&.0(Value Z Counter reading 27 CIU 2

Press F1to get Help, @_ Ahs <5

OPC tag of the S5 CPU 1 (S5 ++to CPU1 -IM 151 - 8 PN/ DP
CPU) and S5 CPU 2 (S5 ++to CPU1 -IM 151 - 8 PN/ DP CPU) as
OPC tags.

)
Display Mame Walue  Datatype Scurce Timestamp Server Timestamp Statuscode
Control_ON_3 true Boolean 1601 5:44.154 16:15:45.445 Good
Contral_is_ OM_3  true Boolean 16:15:46.219 16:15:46.946 Good
MaxValue_3 4500 Int1@ 16:15:55.628 16:15:56.450 Good
MinValue_3 J00 Int1d T6:15:57.379 16:15:57.951 Good
Value_3 2545 Int1@ T6:27:22.080 TRe21:22.587 Good
Control_OMN_4 true Boolean 16:16:07.467 16:16:08.706 Good
Control_is_OMN_4  true Boolean 16:16:09.174 16:16:09.957 Good
MaxValue 4 A000 Int16 16 16:14.547 16:16:15.459 Good
MinValue_4 &00 Int1@ 16:16:16.307 16:16:17.210 Good

, Value 4 1823 Int16 16:21:22.080 16:21:22.581 Good

I ————————
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f Y
# Server MNode Id Display Name Value
20 IBHLinkUA... N54|5tring|S5++ an CPU 1.IM 151-8 PN/DP CPU.GlobalVars.Control_ON_3 Control_OM_3 true
21 IBHLinkUA... N54|5tring|S5++ an CPU 1.IM 151-8 PN/DP CPU.GlobalVars.Control_is_OMN_3 Control_is_ON_3 true
22 IBHLinkUA... MN54|String|55++ an CPU 1.I1M 151-8 PN/DP CPU.Programs.Counter Values.MaxValue_3 MaxValue_3 4500
23 IBHLinkUA... MN54|String|35++ an CPU 1.1M 151-8 PN/DP CPU.Programs.Counter Values.MinValue_3  MinValue_3 700
24 IBHLinkUA... MN54|String|35++ an CPU 1.0 151-8 PN/DP CPU.Programs.Counter Values. Value_3 Value_3 2545
25 IBHLinkUA... MN54|String|35++ an CPU 2.1M 151-8 PN/DP CPU.GlobalVars.Control_OMN_4 Control_OMN_4 true
26 IBHLinkUA... MN54|String|35++ an CPU 2.1M 151-8 PN/DP CPU.GlobalVars.Control_is_ON_4 Control_is_ON_4  true
27 IBHLinkUA... MN54|String|35++ an CPU 2.1M 151-8 PN/DP CPU.Programs.Counter Values.MaxValue_ 4 MaxValue 4 4000
28 IBHLinkUA... MN54|String|35++ an CPU 2.1M 151-8 PN/DP CPU.Programs.Counter Values.MinValue 4 MinValue_4 &00

kEQ IBHLinkUA... MN54|String|35++ an CPU 2.1M 151-8 PN/DP CPU.Programs.Counter Values.Value 4 Value_4 1823 J

Status S5 CPU 1

© File PLC Block Edit InsertCtri=V  Presentation Find View Window Help
Hwme DK B @R B A" e
4 BB 1Status x| b
S R.FSFRLF iy B |cc e |4 BE 1 ol B2 oW 6] S R W Ra = | st csF 1aD | & b =] AR 2
B 5.18S7e ~ . -
5| 2485 CPUs = Title: Up / down counter status =]
-5 CPU 416 Master ‘ Operand ‘ Contents | Modify value |
2 % Z:“ “EEE; Fo. KM 1 Eahle $5 CPU 1 to count
B S v at F20 KM 0 Maximum reached S5 CPU 1
=@ s7CPU F2.1 KM 0 Minimum reached $5 CPU 1 -
ERE R elTH F22 KM 1 Counting control ON S5 CPU 1
] @ ST++at STCPUAI F25 KM1 down counting 55 CPU 1
-9 $T++ at STCPU 2 F26 KM 0 up counting S5 CPU 1
-85 COUNT2ST.S50 FW 12 KF +3327 Counter value S5 CPU 1
- il DB S Data Block DB5S [CounterData]
DWo KF +100 minimum Counter value 85 CPU 1
[ Courter STW/.55
P SSW‘SE DW1 KF +10000 maximum Counter value 85 CPU 1
D DW 2 KF +3840 Counter Value S5 CPU 1
A% Counter S5W.CF7 _'LI
Used operands ‘| | D
[ Free aperands
Prograrn structure
Tracge back i A= S 9 AR O] (48 [aiblocks R Marked: 1 tolal 6 | Code length marked: 120 total: 318
? Paossible errar sources Block Symbol Length Last Madification Description
-l CPU 416 Master.SSP [ oB1 22 23.12.2020 16:05:56  Call Counter Control
[]--W S5++ at CPU 1.55P D 0B 21 36 09.01.2021 12:33:20  Preset DB / Counter Start
[]..W S5++ at CPU 2,550 D 0B 22 36 09.01.2021 12:33:44  Preset DB / Counter Start
[]..m 57 CPIJ1.55P D FB 3 88 17.01.2021 15:24:16  Counter control
- fill 57.cPu 2.s5p [ioB5 CounterData 16 17.01.2021 15:23:53  Data Block DB5 [CounterData]
G-l 57+ + at 57 CPU 1,550 - | BB 1 120 17.01.2021 15:30:29  Up / down counter status
< > < >
Offline | Online PC block list | PLC block list
Press F1 for help. PLC 90/95/100 U [CPU 103} — CAPS NUM RF INS

Status S5 CPU 2

or Windov - COUNT2ST
PLC Block Edit InsertCtrl=V  Presentation Find View Window Help
ik & A B OmEBEE B e e
4 BE 1 Status x| 3
S R.UFSFR.K iy B Lo Leg ||| BE 1 Sl B3 o8 [[ér] 8 R WV 8a & st csk 1D [ o b =] =mer 2
B-  5.1857e A o =
5| 2x85 CPUs = Title: Up / down counter status =l
-G8 CPU 416 Master ‘ Operand ‘ Contents | Modify value |
® % 2:“ “Egﬂ ; Fo. KM 1 Eahle $5 CPU 2 to count
@ rat F2.0 KM 0 Maximum reached S5 CPU 2
2@ s7CPUN F2.4 KM 0 Minimum reached S5 CPU 2 L
- s7CPu? F22 KM1 Counting control ON S5 CPU 2
[]--@ SF++at ST CPUN F25 KM 1 down counting 55 CPU 2
-3 S7++ at STCPU 2 F26 KM D up counting 55 CPU 2
SR ] COUNT25T.S5D FW 12 KF +9936 Counter value $5 CPU 2
COUNTIZO.SEQ DB5 Data Block DB5 [CounterData]
Used aperands DWo KF +100 minimum Counter value §5 CPU 2
=F 3 a DW1 KF +10000 maximum Counter value 85 CPU 2
re€ operands DW 2 KF +9955 Counter Value S5 CPU 2
Frogram structure _'LI
3= Trace back 4 | d
? Possible eror sources
<4l Counter S5%W.S5P
EE CE;"ME; D i AR & G AL R () Alblocks EE Marked: 1 total 6 | Code length marked: 110 totsl: 308
- fil] 55+ + at CPU1,S5R Block Symbol Length Last Modification Description
o[l 554+ at CPU 2.55P [JoB1 22 17.01.2021 15:29:16  Call Counter Control
o m S7 CPLU 1.55P D oB 21 36 17.01.2021 15:29:16  Preset DB / Counter Start
-l s7cPU 2.55P | loB22 36 17.01.2021 15:29:16  Preset DB / Counter Start
-l $7++ at 37 CPU1,55P | |FB S 88 17.01.2021 15:29:16  Counter control
- Jill $7++at 57 CPU 2.55P [loB5 CounterData 16 17.01.2021 15:29:16  Data Block DBS [CounterData]
598 2¢55_3x5Te o BB 1 110 20.01.2021 13:30:22  Up / down counter status
< ) > < >
Offline | Online PC block list | PLC block list
Press F1 for help. PLC 115 U (CPU341) — CAPS NUM RF| INS
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8 IBH Link UA —connection of two S7 CPU 300 via an
IBH Link S7++

CPUs of the S7-300 series not having an unused Ethernet port can
be connected to the IBH Link UA via an IBH Link S7++. The IBH
Link S7++ converts the MPI bus to Ethernet (RFC 1006 protocol).

The following example shows a project with the connection of two (2)
CPU 312 to one (1) IBH Link UA via IBH Link S7++. Instead of the
CPU 312, any other S7 CPU 300/400 not having an unused Ethernet
port could be used.

IBH Link S7++

The IBH Link S7++ is an Ethernet converter. The
protocol used is the usual standard TCP / IP. The user
can benefit from all the advantages of Ethernet without
any problems.

The use of SimaticNet and the use of a CP communication
processor is not necessary on either the PC or the PLC side.

Connection IBH Link UA - 2x S7 PLC with CPU 312

Ethernet-Bus

MPI-Bus

8.1 Project with STEP® 7 (SIMATIC Manager V5.6)

Example: Up / down Counter

The example 2x CPU 300 S7e is identical to the
program Counter, as described in chapter 1. The
counter counts until MaxValue is reached and counts
down until the MinValue is reached.

The SIEMENS PLC programming systems SIMATIC Manager V5.6
IS used to create the network configuration.
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IBH Link UA - configuration with the S7 (SIMATIC® Manager)

S7-300 and S7-400 controllers that do not have an Ethernet
connection can be connected to the IBH Link UA via the
IBH Link S7 ++ or the IBH Link S7 ++ HS.

The routing mode must be activated in the IBH Link S7 ++. This
mode is available from firmware version 2.142. In this mode,
unconfigured connections via RFC1006 are no longer possible!
Connections via the IBHNet driver continue to work. Connections via
the IBHNet driver continue to work.

GRUSIE - OPlinin;, IR ST IBHLink UA

MPI Address 3  MPI Address 2 S$7-412-2 PN
= MPI Address 10

IP Adresse:
10.0.13.93

IP Address:
10.0.13.89

as a representative
in the project

MPI Bus MPI Bus

Note:
The CPU S7-412-2 PN provides the Routing mode and is available in
the hardware catalog of the TIA Portal and STEP 7 (Simatic Manager).

The firmware of the IBH Link S7++ emulates the routing capabilities of
the CPU S7-412-2 PN (6ES7 412-2EK06-0ABO V6.0).

The following properties are available (compatible with
CPU S7-412-2 PN):

Interfaces / Bus type Protocols
1x MPI / PROFIBUS DP MPI / PROFIBUS
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

IP / MPI addresses of the devices used

Device IP address | MPIl address
IBH Link UA [Control Level] 10.0.13.89 | not applicable
IBH Link S7 ++ for S7 CPU 1 10.0.13.93 10
[CPU 412-2 PN] (for IBH Link S7++ and CPU) routed
S7-CPU 1 [CPU 312] not applicable 2
S7-CPU 2 [CPU 312] not applicable 3

I ————————
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8.1.1 IBH Link S7++ settings

After starting Manage IBHNet Stations, the
IBH Network Settings dialog box opens.
Click the IBH Link S7 button to open the

Detect multiple network cards dialog box. Managell BRIt
Stations

Dialog box IBH Network Settings

% |BH MNetwork settings

File  Stations IBH Links Options  Help

— Station;
Station Marme | Address |
laT 55++ 1 10.013.27:102
CPU31257++1 10.0.13.93
PLC 416-\k1 1001311 ¥ 3 mark)
PLC 416-#M 2 1001349

Lists the access names available on this PC, Doubleclick
opens the properties,

Search and configure [BH Link 57, Plus, 57+ + and 57+ +

ki H% dewices,
Hew station ﬁqu Change station | [elete stabion |
IBH Link 57 BHLink S5 | IBHLik55++ |  Language |

| Close I [Version: 1 .E?‘] Help |

Mark the network card the IBH Link S7++ is connected and confirm
with OK.

¥ Multiple Metwork Cards detected

— Please chooge the Metwork Card for the IBH Link search

D escription | IP address | MALC address | Address | A

Intel[R] Ethemet Connection [2] 121934 192.168.1.10 I0-E8-38-57-2E-1C DHCP

Realtek. PCle GBE Family Controller #2 1001310 -0F-C4-7B DHCP

]
ultiple Metwark Cardz were detected in vour PC.
Please choose the Metwork card far the IBH Links search.
confirm
oK Cancel | Help |

Mark the connected IBH Link S7++ and click on Settings to open
the IBHLink Settings dialog box.

¥ IBHLinks in the local network

Found IBHLinks:

| MALC Address | Type | Serial Murnber | IP Address | Statiah harie | Firrnisare
IBHLMELA 10331

E4-CE  MLSOMPI EE361
56-CB MLSOMPI 25208 1

00+ 013 .
00-0C-29-DE-15-82  IBHS7PLC 0 1001311 PLC 41E4M1 W0.000
00-0C-29-54-8268  IBHSFPLC 0 100138 PLC 41EA/M2 W0.000

[ Configuration via Router I 0.0.0.0
!click ]
ak I Settings | Search again | Search IP range | Help |

TTI Trans Tech International® 2021 IBH Link UA Training
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In the IBHLink Settings / Network dialog box, activate the Routing
option Configuration with NetPro / TIA.

IBH Link S7++ MPI-Addresses

The settin IBHLink settings - 00066361 MAC: 00-02-A2-49-64-C6
9
made mUSt be MPI/Profibus I Time synchronization Firmware |Stati0n A I ’I
i
permanently [Elick™ Testing will attempt to establish a network connection to

— MNetwork statuggdDiagnosithe IBH Link and read the current settings.

adopted in the Test | [GemR

IBH Link S7++.

Selion enkhoas: |1 i % Fived bus parameter settings

0 Automatic detection

Bus parameters:

Baudrate; 187.5 kBit/s A
Telat_Init: 415
M ax. Tsdr: 400
Min. Tzdr; 20
Tset 12
T M MPI-Address MPl-Address w7
PLC 2S7-CPU2 __ 1BH Link 57++
—Bugz Modes &
O 120304 5 6 7 8 310 121314151617 18119
CrrElr-rerrreyrrrrrrrrr

it ‘eisisist i sinini el sl st sl s nd e nd =
W MPLAdGess -~ -
60 [ [ [ TR [~ o O O [ O O O [ O O
il mluinlnls]slsislsislsis]slaislais] sinl=
liininlainlsislals] sl sl slsis]ais] sl=i=l sl

=0l Key
[™ Station passive

V¥ Station active
¥ Station active ready

lelick | & lifelist of all connected nodes on the bus will be read.|

| Save permanently I Reboot | Cancel |

IBHLink settings - 00025208 MAC: 00-02-A2-21-36-CB
MPI/Profibus I Time synchronization Firmware Diagnosti_4 I (3} |EHLink

ATl The IBHLink behaves like a PLC, that accepts projected
connections.

—address settings:

Network : CPU 31257++1 IP-Address = Unprojected connections via RFC1006 are not possible with
BRIk Name I IBH Link S7++ this option checked.
IP-Address: I .0 .13 8. * Static ‘confirm
Subnet mask: I 255 02585 0 255 .0 0  DHCP
OK
o ot o« |

Gateway: ID.D.D_D

[~ IBHMet port [Port 1099 iz always active): ID |BHLink

— Authentific:ation

4% The configuration has been downloaded to the IBHLink.

" '0' Select "Yes' to restart the adaptor.

Usemame: Iadmln 5 I "No' is selected, the IBHLink needs to be disconnected
and re-connected to save the settings permanently !

Ixxxxx

Paszsword:
confirm
Change pazsword

— Option:
Iv Corfiguration with NetF'roa’TIAj
DisableWelij PLC to PLC cormmunications, a MetPro configuration

can be dovwwnloaded into the IBH Link, Details can be
found in the documentation,

activated

The settings will be saved in the [BH Links internal
(CHCK ™ flash memofy and are Kept atter a powér cycle,

| Save permanently i Reboot | Cancel |

IBH Link S7++ MPI addresses
The setting made must be permanently adopted in the IBH Link S7++.
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8.1.2 Set up the PG / PC interface as an Ethernet connection

To be able to establish a connection with the IBH Link S7++ (CPU
412) and the IBH Link UA (OPC UA Server), the PG / PC interface
must be set up as an Ethernet connection.

8.2 IBHLink S7++ as CPU 412-2 PN in the project

With a click on the IBH Link S7++ (renamed SIMATIC 400 station) in
the left window, and a double-click on Hardware in the right window
the HW Config window is opened.

& SIMATIC Manager - [ CPU 300 §7 -- Ax CPU_300 §7¢] [ =] 3]

% File  Edit Insert PLC  View Options  Window Help - 8 X
0= | 8% & B | 2 Bg | %ot £ OE < Mo Filter »
=& 2¢CPU 300 57e [ ¥ Hardware CPU 4122 PN

=8 R IBH Link 57++; :
Bl CPU 4122PN {double_click
=-ff CPU 3z

- B 1BH Link Ua

Press F1to get Help,

8.2.1 IBH Link S7++ [CPU 412-2 PN] to S7 CPU 1
The CPU 6ES7 412-2EK06-0ABO V6.0 is the representative for the
IBH Link S7++, which is plugged into the S7 CPU 1. This CPU is
used for the routing connection between the S7-CPU 1 [CPU 312]
and the IBH Link UA. Since no blocks can be loaded into the IBH
Link S7++, all blocks that are in offline mode of IBH Link S7++/ CPU
412 must be deleted.

Configurations of the CPU 412-2 PN
ﬂa HW Canfig - [IBH Link 57+ + (Configuration) -- 2x CPU 300 57¢] EI@

@ Station Edit Insert PLC Wiew Options  Window  Help - & x
Dee® §ylS s aln [N B3| S8 w2
~ Bl=l
[0 CR3
i gt [ st
1 PS 405 44 "
2 CPU 4122 PN Profile: | Standard ~|
XTI MALEe .
E P03 Ethermet: PROFINET 10 system [100] [ SIMATIC 200 o
XEPTA Poi ¥ [-.._ -
XEP2A Foi2 -] LR
= v =+ CPU-400
o (22 CPU 400H
< > -0 CPU 4124
-] CPU 412-2DP
=1 CPU 22PN
- :| ) CR3 - E{0 5ES7 4122EK06-0ABD
Slot Module ... | Order number Firmware | MPI . .. |G fC. 6.0 . .
i P 405 44 BES7 405 0DAND0EAD ~ u i
2 CPU 412-2 PN GES7 412-2EK06-0ABD V6.0 10 i
v (22 CPU 41320
A7 AEAE i S H 3 CPU 4141
o AT 40 B LRI v
Rl S22 BES 7 412-2EK0B-04B0 ~ %
AR E LS ST work memory 512 KB code and 512 KB =
£l data; 0.075 me/1000 instructions; 4K8
s h DI/0; 48 connections; 1°DP/MPI, ~

Press F1to get Help,
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The MPI interface (connection to the CPU 312) and the Ethernet
interface (connection to the OPC server [IBH Link UA]) must be
specified in the CPU.

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7++)
With a double-click on the line X1 MPI/DP o) cr3

the dialog box Properties — MPI/DP - (RO / ||2
S2.2) is opened.

Properties - MPI/DP - (RO/52.2)

2

Addressesl Operating Model Configurationl Clack I

Shart D escription: MPI/DP
The Interface type MPI
is selected. Click the
Mame: |MPI/DP
rterface button Properties... to
Type: open the dialog box
Address: 10

Properties — MPI
interface - (RO / S2.2).

Networked: Yes

Comment:

0] 4 | Cancel Help

Properties - MPI interface MPI/DP (R0/S2.2)

General | Parameters

Address: 1|:| L ieopenTselech The tab Parameters
MPI-Address
Highest address: 21 S s show the selected MPI
T 153 be: 1875 Kby
[anEIEsIan 121 P address (10) of the CPU
Subnet 412. The subnet
-~ piot rietwark ed - Mew...

MPI CPUs -312 - CPLU-412

. connections MPI1 and
Froperties...
(click ¥ ;I

| MPI2 were established.

< > Delete

Cancel | Help |

Properties - MPI

| Metwark Settingsl H
e S— Mark subnet connections
57 subnet 1D [oosn - [oom MPI CPUs - 312 - CPU -
Praject path: |CPU 300 S7eMPI CPUS 312 - CPU-412 412 and click the button
ofioge ool [46.18 572\2s CPU 300570 Properties... to open
Authar: |PSH .
D ate created: 20159-05-17 16:49:53 the dlalog bOX
Last modified: 2021-01-2015:26:15 H
P Properties — MPI1 for

MPI connection CPU-312 to the CPU-412

more details on the

confirm .
f Cancel | Help | Connectlon

Click OK to close all dialog boxes.
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Define the Ethernet interface of the CPU 412

With a double-click on the line X5 PN-IO the

dialog box Properties — PN-1O - (RO / S2.5) ‘
is opened.

Properties - PN-10 (R0/52.5)

o) crz

[ Ps 40544
] CPU 412-2 PN

Media redundancy Time-of-D ay Synchronization I Options

| Addreszes I FROFIMET |-Device I Synchronization
Short description: FH-I0
Device name: FH-10

™ Use different method to obtain device name

[V Support device replacement without exchangeable medium

~ Interface
Type: Ethernet
Device 1]
Address: 10.0.13.93
Metworked: yes Properties. £
LComment:
Cancel Help

To set up the ethernet
interface click the button
Properties... button to open
the dialog box Properties —
Ethernet interface PN - (RO /
S2.5).

Properties - Ethernet interface PN-10 (R0/52.5)

General | Parameters I

IP-Address
IBH Link 57++
IP addiess: 10.013.93 Gateway
@ Do not use router
Subnet mask: |255.255.255.D

 Use router
™ Use different method to obtain IP address

Address: I

Subnet;

- hok networked -

Ethernet connection

Froperties. ..
{elick ;I

Mew...

Delete |

Cancel | Help |

Click the button Properties... to open the dialog box Properties —
Industrial Ethernet for more details on the connection.

Properties - Industrial Ethernet

|
M ame: Ethermet connection
S7 subnet [D: IUUD3 - IUUUE
Fraject path: |CPLI 300 57e\Etherst conrection

Storage location

ey s 15,18 576024 CPU 300 572

Author: |TTi

2020-03-27 19:46:20
2021-01-0617:20:57

Date created:
Last modified:

Comment:

sconfirm

Ethernet-interface of the IBH Link U2 to the IBH Link 57++

Cancel Help

Click OK to close all dialog boxes.

TTI
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Configuration of CPU 412-2 PN (IBH Link S7++) Save and

Compile

The configuration is accepted by clicking the Save and Compile icon.

EEQ Hu Config - [IBH Link 57+ + (Configuration) -- 2x CPL 300 S¥e]
Imnsert PLC  View Options

E“] Station

0O =& &~

Edit
B &

Window Help

s g )98 w2

‘ G Sawve and Cornpile

Delete blocks (IBH Link S7++ / CPU 412-2 PN)

No blocks can be loaded into the IBH Link S7++. All blocks that are
in offline mode from IBH Link S7++ / CPU 412-2 PN must be deleted.

& SIMATIC Manager - [CPL 300 §7e -- A:A5.18 $7e\2x CPU 300 §7¢] [ ]
% File  Edit Insert PLC  View Options Window Help - 8 X
0= | 89 & B |2 2| %ot i E | < Ma Fiter >
=P 2« CPU 300 57e 259 Svstem Data i
2l 1BH Link S7++ (Tight click;
. E-[@ cPua1z2pn .
£ o ST-Program Open Object Cirl +Alt+0
'ﬁl Sources Paste Crl +4/
e 57CPUT De|ete4'-m Del
- s7CPUZ
-, IBH Link Ua Insert Mew Object ¥
Special Object Properties »
Press F1to get Help,

Load System configuration into the IBH Link S7++/ CPU 412
Loading into the CPU 412-2 PN (IBH Link S7 ++) requires several

steps.

Note:

Only data can be transferred with the IBH Link S7++. All
program blocks in the CPU 412-2 PN must be deleted.

The configuration must be loaded into the IBH Link S7++!

.'-; SIMATIC Manager - [CPU 300 57e -- AnS 18 57t CPU 300 57e]
% File Edit Insert PLC  VWiew Options Méindow Help

(=] 2 ]

- &8 X

- [@ cru a122PN

=-F] S7CPUA
- 57CPUZ
- B IBH Link U4

Press F1to get Help,

== ho ST-Progiam
B Source

[ = | &8 & g 2 % % "< Ma Fiter >
EI--% 24 CPU 20057 Object hame | Syrnbolic narme Tupe
EHEl IBH Link 57+ [Download 3 System Data SDE

Do pou want to load the spstem data?

IBH Link UA Training

TTI Trans Tech International® 2021



Chapter 8 IBH Link UA — connection of two S7 CPU 300 via an IBH Link S7++ Page 8-9

8.3 S7-CPU 1[CPU 312]

In the program for the S7-CPU 1, the data blocks CounterData 1
[DB5], and Data from CPU 2 [DB20] are available for the data
exchange with the S7 CPU 2. The variables of these blocks are
defined as (OPC tags).

Data block CounterData 1 CPU 1 [DB5]

These variables are defined as OPC tags (read variables).

[ DBS - "CounterData 1"]- 2 CPU 300 S7e4S7 CPU T\CPU 312-14,.ADBS =N ===
Rddress |Hame Type Initial wvalue Comment
0. ETRUCT
+0._0] |MinWalue_1 INT o0 minimum Counter walue CPU 1
+Z.0| |MaxValue 1 INT 10000 waximum Counter walues CPU 1
+4._0] |[CounterValues_1 INT o] Counter walue CPU 1
=&_0 END_STRUCT

Data block Data from CPU 2 [DB20]

These variables are defined as OPC tags.

[0 DB20 -- "Data from CPU 2"} - 2¢ CPU 300 576157 CPU TVCPU 312-Th,.ADBS = ===
Rddress |Name Type Initial walue Comment
0. STRUCT
+0.0( (MinWalue Z INT u] minimum counter Walue CPU Z
+2.0( (MaxWalue Z INT u] maximunm counter Walue CPU Z
+4_0f [CounterValus 2 INT u] counter Walue CPIT Z
=6_0 END_3TRUCT

8.3.1 S7-CPU 1 [CPU 312]
Double-click Hardware to open the HW Config

window.
& SIMATIC Manager - [CPU 300 57e -- 835,18 S7ehdx CPU 300 57e] =n iR =
% File Edit Insert PLC  Miew Options Window Help - & X
O |27 o Bo | By e i | < No Filter » ~| T
El--% 2n CPU 300 57e Object name | Symbolic name | Type | Size | Athar
" |H '”k 57+ ﬁ Hardware Station configuratian
= 8 cru 312 CPU
=-{z1] Counter
-{E] Sources
‘|l Blocks
E-E SFCPUZ
-5 1BH Link Ua
< >
Press F1to get Help, I

____________________________________________________________________________________________________________________________|
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Configurations of the S7-CPU 1 [CPU 312]
B HyW Canfig - [$7 CPU (Canfiguration) - 2x CPLI 300 §7e] = e
Bl station Edit Insert PLC  Wiew Options  Window  Help - 8 X
D@s® & & il == N S
~ 8l
=(0UR gt [ atlad
Profile:  [Standard ~|

<

PROFIMET 1D

Ll

Press F1to get Help.

&0 v
e,
Slot Module .| Order number Firrweare )| MPl address| | 1. | G... | Comment
1 PS 307 24 EESY 307-1BAONC-04A0 ~
2 CPU 32 EES7 312-1AE13-04E0 V2.6 2
3
4
5
E v

BES? 312-1AE13-04B0

wiork. memory 32 KB; 0.2 me/1000
instructions; MPI connection; single-tier
configuration up to 8 modules; 57 v

Only these settings are necessary for the project. Double-click CPU
312-1 to open the dialog box Properties — CPU 312 (R0/S2).

Properties - CPU 312 - (R0D/52)

T|me aof-D &y Intemupts ] C_l,u:l|c:|nterrupts

| General | l Startup Cycle/Clock Memary ] Retentive Memorny ] Intermupts

CPU 312

Wiark memony 32 KB 0.2 med1000 instructions; MP| connection; single-
tier configuration up to 8 modulas; 57 communication (loadable
FEBz/FCz]; firrmware W26

BEST 321AE13-04B0 /W26

Shart Description:

Order Mo/ firmware:

Diagnostics/Clock ] Protection ] Carmunication ]

MNarne: CPL 3121
Interface Plant Designation:
Tepe: WP |
Address: 2 Location Designation:
Metworked: Yes Froperties. .. |

Comment:

|| Click the button
Properties... to open
the dialog box
Properties — MPI
Interface CPU 312
(RO/S2). In this dialog
box, the MPI address
of the S7 CPU 1
(CPU 312) can be
adjusted.

Cancel Help

Properties - MPI interface CPU 312 (R0/52)

General | Parameters

Address: 2] hd
MPI-Address
Highest addrezs: 31 CPU 312

Transmigzion rate: 187.5 Kbps

Subnet:

-tk networked -
CPU-412

P CPLUs 312 -

187.5 Kbps

Froperties...
¥ P
< » Delete

The tab Parameters
show the selected
MPI address (2) of
the CPU 312. The
subnet connections
MPI CPUs - 312 -

CPU-412is
established.
Cancel | Help |
IBH Link UA Training TTI Trans Tech International® 2021
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Mark subnet connections MPI CPUs - 312 - CPU - 412 and click the
button Properties... to open the dialog box Properties — MPI for
more details on the connection.

Properties - MPI X

] MNetwark. Settings ]
Marme: P CPI
57 subnet ID: ooe0 - |00
Froject path: [CPU 300 57e\MPI CPUs 312 - CPU-412
Storage location
ok thes peciect [&:\518 57eh2x CPLI 30057
Authar: |PsH
Date created: 2013-05-17 16:43:53
Last modified: 2021-01-20 15:26:15
Comment;

MFI connection CFU-312 to the CPU-412

confirm
Cancel Help

Click OK to close all dialog boxes.

Save and compile the S7 CPU1 (CPU 312) configuration

With one click the configuration is saved and compiled.

% HWW Config - [57 CPU 1 (Configuration) -- 2x CPL 300 S7e] The hardware Conﬁguration and
Ol Station Edit Insert PLC View Options  Window  Help
Do By & i & [E 250w the PLC program can be

transferred to the PLC.
G ==

Load program and hardware configuration into the S7 CPU 1

& SIMATIC Manager - [CPU 300 57 -- 25,18 S7e12¢ CPU 300 S7¢] == ==
@ File Edit Insert PLC  View Options “Window Help -5 %
0= e % B gilo 25 % & | <o Fiter > =% |5
E--% 2w CPU 300 57e {click ) | Object name | Svmbolic name | Type
" [ 1BH Link 57++ @System data SDB
E‘ : 57 CRUN i OB1 Qrganization Block.
=@ CP“C31 21 @ 0B100 Orgarization Block
E|" @ou;ter i3 FC5 CounterCantrol Function
@ E'- 3 DBES CounterData 1 Data Block
__ S7CPU 2 3 DE20 D ata from CPU 2 Dat.a Block
-5, EH Link LA %% Counter%alues 1 Counter Walues 1 Variable Table

Press F1to get Help, R

Transfer all blocks, overwrite existing blocks.

Insert Function

|The object 'FCE' already existe. Do pou wank ko avenarite it?

Download (294:36)

Mo | MHane | Cancel |

S7-CPU 1 [CPU 312] transfer system data.
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S7-CPU 2 [CPU 312]

In the program for the S7-CPU 2, the data blocks CounterData 2
[DB5], and Data from CPU 1 [DB20] are available for the data
exchange with the S7 CPU 1. The variables of these blocks are
defined as (OPC tags).

Note:

The S7-CPU 1 [CPU 312] is connected to the IBH Link S7++
[CPU 412-2 PN] via MPI. The loading must take place via the
Ethernet connection.

Direct loading via MPI is only possible after changing the PG/PC interface,
it does not make sense because then there is no access to other devices.

Data block CounterData 2 CPU 2 [DB5]

These variables are defined as OPC tags (read variables).

[ DBS -- "CounterData 2" J- 2x CPU 300 76457 CPU ACPU 3122\, ADES =R =
Rddress |(Name Type Initial wvaluwe [Comment
. STRUCT
+0.0| [MinWalue 2 INT 100 minimum Counter walue CPUT Z
+2.0| [HaxValue_ 2 INT 10000 maximum Counter walus CPUT 2
+4.0| [CounterValus 2 INT ) Counter wvalus CPU Z
=6.0 END STRUCT

Data block Data from CPU 1 [DB10]

These variables are defined as OPC tags.

(13 DB10 - "Data from CPU 1)~ 2x CPUI 300 576457 CPU 24CPU 312-24,,ADE10 ===
Address |Hame Type Initial walue Comment
0. STRUCT
+0.0| |MinValue 1 INT o] winimum counter Values CPU 1
+Z2.0| MaxValue 1 INT o maximum counter Value CPT 1
+4.0| |CounterValue_l1 INT o counter Value CPT 1
=6.0 END_STRUCT

8.3.2 S7-CPU 2 [CPU 312]
Double-click Hardware to open the HW Config

window.

& SIMATIC Manager - [CPU 300 $7¢ -- NG 18 $7ehdx CPU 300 57¢] ==
% File Edit Insert PLC  View Options  ‘Window Help - 5 x
O | 87 o Eg | fp U HE; | < Na Filer > =%
EI--@ 24 CPU 300 57 Object name Symbolic name Type Size | Author

@ 1BH Link 57++
- 57CPUT

F- & 1BH Link L&
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Configurations of the S7-CPU 2 [CPU 312]
B0 HW Canfig - [7 CPU 2 (Canfiguration) - 2x CPLI 300 §7e] =N o
Bl Station Edit Insert PLC  iew Options  Window  Help - 8 %
DSBS | Be ) 8 e
) olx|
=A0UR Eind | it mil
Profie:  [Standard ~|
FROFINET 10 -

o n | 4= w||\3|—t

&= 0 un
g
Slot Module .| Order number Firrware J| MPl address| | 1... | ... | Comment
PS 307 24 EESY 307-1BA00-0440 ~
CRU 32 EES7 312-1AE13-04B0 V2.6 3

BES7 312-14E13-02B0

whork memory 32 KB; 0.2 ms/1000
instructions; MPI connection; single-tier
configuration up to 8 modules; 57 w

Press F1to get Help. [

| [ 4

Only these settings are necessary for the project. Double-click CPU
312-2 to open the dialog box Properties — CPU 312 (R0/S2).

Properties - CPU 312 - (RO/52)

CPU 312

Mfark memary 32 KB 0.2 ms/1 000 instructions; MPI connection; single-
tier configuration up ta 8 modules; S7 communication (loadable
FBs/FCs; firmware V2.6

Short Description:

Time-of-Diay Intemupts | Cychic Interrupts Diagnostice/Clock | Protection | Communication |
l Startup | Cycle/Clock Memary | Retentive Memory | Intermupts

Order No./ firmware: BEST 312-1AE13-04B0 /W26

Mame: [CPuz122

~ Intertace Elant Designation:
Type: MPI |
Address: 3 @ ocation Designation:
Hetwaorked: Yes Properties... | IL d

Commernt:

Cancel Help

Properties - MPI interface CP

312 (RO/52)

Address: g -

MPl-Address

Highest address: 31 CPU 312

Transmission rate; 187.5 Kbps

Subret:

Properties. ..
{Elick ¥ ;l
< > Delete |

Cancel | Help

Click the button
Properties... to open
the dialog box
Properties — MPI
Interface CPU 312
(RO/S2). In this dialog
box, the MPI address
of the S7 CPU 2
(CPU 312) can be
adjusted.

The tab Parameters
show the selected
MPI address (2) of the
CPU 312. The subnet
connections MPI
CPUs - 312 -CPU -
412 is established.
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Mark subnet connections MPI CPUs - 312 - CPU - 412 and click the
button Properties... to open the dialog box Properties — MPI for
more details on the connection.

Properties - MPI X

] MNetwark Settings ]
Marme: Pl CPL s - -
S7 subnet ID: 0og0 - |00
Project path: [CPU 300 57\MPI CPUs 312 - CPU-412
Storage location
of the pcject [4:\5 18 G7eA2x CPU 300 57e
Authar: |PSH
Date created: 2019-05-17 16:43:53
Last modified: 2021-01-2015:26:15
Comment; WPl connection CPU-312 ta the CRU-412

confirm
Cancel Help

Click OK to close all dialog boxes.

Save and compile the S7 CPU2 (CPU 312) configuration

With one click the configuration is saved and compiled.

EEQ Hui¥ Config - [37 CPU 2 (Configuration) -- 2x CPL 200 57e]
“ Station  Edit Insert PLC  View Options Window Help

DS e-B Bl & = s @D 28 ke the PLC program can be
transferred to the PLC.

The hardware configuration and

| (click) Save and Compile

Load program and hardware configuration into the S7 CPU 2

Note:
a The S7-CPU 2 [CPU 312] is connected to the IBH Link S7++

[CPU 412-2 PN] via MPI. The loading must take place via the
Ethernet connection.

Direct loading via MPI is only possible after changing the PG/PC interface,
it does not make sense because then there is no access to other devices.

& SIMATIC Manager - [CPL 300 57e -- AA5.18 S7eix CPLI 300 57e] (o[- ]
%File Edit Insert PLC  Wiew Options Window Help - 8 X
D & | &F % B2 dn| 2 %5 % - | < MoFilter > % |5

E--@ 2w CPU 300 57e Object name | Surnbalic name Tope
' IBH Link 57++  |Download 55 System data SDB

E‘ 57 CPUT Lk 0OB1 Qrganization Block.
=- [l CPu 3124 08100 Onganization Black
i} FCh CounterCantral Function
F DES CounterDiata 1 Data Block
i DB20 Data from CPU 2 Data Block
-8, IBH Link U W2 Counter Walusz 1 Counter Values 1 Varisble Table
Press F1to get Help, R

I ————————
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Transfer all blocks, overwrite existing blocks.

S7-CPU 2 [CPU 312] transfer

l |The object FCE' already existz. Do pou want to ovenarite it?

system data.

Download (294:36)

Mone Cancel

Help

Do pou want ta load the spstem data?

|| A

8.3.3 IBH Link UA as a SIMATIC PC station

A click on IBH Link UA, the renamed SIMATIC PC station, and a
double-click on Configuration opens the window showing the
configuration of the IBH Link UA.

..'—,u SIMATIC Manager - [CPU 300 57e -- &A%5,18 S7ehdx CPU 300 57e]

[= ]2 |mes]

% File Edit Insert PLC View Options Window Help - 8 X
0= af D Bg | 8y - FEE | < Mo Filter » ~|
El--% 24 CPU 300 57e Object name | Syrnbalic name | Tupe | Si2e| Authar

-

IBH Link S7++
57CPUA

E OPC Server

Press F1to get Help.

Configuration
OPC Server

ﬂ]'w' IE General

PL station configuration
PC Application
CF

8.4 Configuration of IBH Link UA (SIMATIC PC station)

@ H Config - [IBH Link UA (Configuration) -- 2x CPU 300 7] = =R =<
E“] Station  Edit  Insert PLC View Options  Window Help - 8 X%
D= & & ain sl || B2 )98 w2
~ olx|
-]
&0 PC Bd | stla
& |E General Profile: |Standard ﬂ
B8, SIMATIC PC Station -
: D Contraller
= v 2 CP Industial Ethernet
- swe2
| R Sw VB2 5P ..
N ? S et
i 5w VE.2 .
-] o o [0 CPEFORTED
- -7 HMI
Index Module ... | Ordernumber .. | Firmware MPI address | addrezs | Comment B2 User Application
1 OPC Server VB2 - :
2 IE General IE_CP Va2 16383
(S S SN (| - swveosrs
S ) (S ) AN S | I [ swwe0sPs ..
g ] SwvelZ..
7 = BT v
g PROFIBUS-DP slaves for SIMATIC 57 and T.<
3 C7 [distributed rack) =
10 v

Slotis occupied, module is too wide, or the functionality of the inserted module is not transferab

TTI
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Note:
The Siemens OPC server SW V8.2... and the CP Industrial Ethernet
interface IE General SW V8.2... are available in the hardware catalogs
of STEP7-SIMATIC Manager and the TIA Portals.

Ethernet interface IE General (RO / S2) set up

With a double-click on the line 1 IE 8,0 FC
General the dialog box Properties —
IE General is opened.

T

Properties - |E General

Options | PROFINET | Diagnostics

Short Description: IE General
Prawy for any Industrial Ethemet moduls, 150, TCPAP, 57 and 57-H
communication [via 150onTCP), PG functions, routing, PROFINET 10
controller, prioritized startup, SIMATIC NET PC software V8.2 .
Order Mo/ firmware: IE_CP /B2
ET=
r Interface Flant Dezsignation:
Type: Ethernet |
Addiess: 10.0.13.83 Location Designation:
Metwarked: es Froperties... | |
Comment:
ol | e |

To set up the ethernet interface click the button Properties... button
to open the dialog box Properties — Ethernet interface IE General
(RO / S2).

Properties - Ethernet interface IE General (R0/52)

[ SetMAC address 7 use 150 protocol

MAC address: |

IP-Address
¥ IP prot IBH Link UA

|P address: 1001389 EEE)

* Do not use router
Subnet mazk: |255.25‘3.25‘5.l]

" Use router

Address:
Subret:

--- ot networked - Mew...

Properties. .
Delste

Ethernet connection

Cancel | Help |

Click the button Properties... to open the dialog box Properties —
Industrial Ethernet for more details on the connection.
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Properties - Industrial Ethernet

General l

REWTS Ethernet connectior]

57 subnet 10: foD3 - |0oos

Project path: |EPL| 300 57e\Ethernet connection
Storage location

of the project: |.t'3.:\5.'l 8 57ehas CPU 300 57
Author: [TTi

Date created: 2020-03-27 19:46:20

Last modified: 2021-01-06 17:20.67

Comment: ‘Ethemet-intelface of the IBH Link U ta the IBH Link 57++

__a.confirm

Click OK to close all dialog boxes.

Configuration of the IBH Link UA Save and Compile

] Hv Config - [1BH Link UA (Canfiguration) -- & CPUI 300 S7e] The configuration is accepted by

Blf station Edit Insert PLC Wiew Options ‘Window Help C“cking the Save and Comp”e icon.
D58 8 S L G =R g

‘ (click) Save and Compile

8.5 Create S7 connection between OPC Server and
CPU 312

E’Q H Config - [IBH Link U& (Configuration) -- 2¢ CPL 300 57e]

Click the Configure Network | g sation Ecit st PLC View Options Window Help
icon to open the NetPro D@88 & oo da DO AW
window. S7 connection from ‘ S Contgur Nebwor
the OPC Server-IBH Link UA [OPC Server V8.2.0] to the devices
are established.

NetPro window

BR MetPro - [2x CPU 300 57e (Metwork) -- A32x CPL_300 57e] =N=n =
B2 Metwork  Edit Insert PLC  Wiew Options  Window  Help - 8 X
i = s ain Bz !

1 MNare: Ethernet connection 2
Ethernet connection Type: Industrial Ethernet
Industrial Ethernet (Marki <7_Subnet ID: 00D - D006
[ . [Emn i i ﬁf
= ! o =
10 |2 3
WP CPUs 2312 - CPU-412 Name: MPI CPUs -312 - CPU-412
AP (markl Type: MP|
{ 57-Subnet 10: 0080 - 0001 v
< >

Station Interface | IP address MAC address Device number ~
IBH Link J& G IEGeneral (10 G0 13§ .i89: (- i iioiaioiiioiiioi0
IBH Link S7++ : PR-10 RUTTEIEN VI bR c IR U U O O O O X v
Ready Realtek PCle GhE Family Controller TCPIP Auto.2
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The S7 CPU 1 (CPU 312) and the S7 CPU 2 (CPU 312) do not have
an Ethernet connection. They are connected via MPI with the IBH

Link S7++ (CPU 412-2 PN).

The S7 connections between the CPUs and the IBH Link UA was
created with the following steps.

%ﬁ MetPro - [2x CPU 300 57e (Network) -- Ahdx CPU_300 57e]

Change Connection Partner

22 Metwork Edit Insert PLC View Options  Window Help

[ =1

Bl S gL BB N

— Connection Partner

Ethernet
Industrial Ethernet

EI{E I the cumment project
=8P 2« CPU 30057

T T El STCPU 2
i IBH Link S7++ [ Perf h dure F
g | [eP TP IBH Link §7++ Perform the procedure for
A e = o7 CPU CPU 3121 and CPU 312-2
| = = . in sequence
Name: OPC Server |m |T|
LR B B Insert New Connectio) Ctrl+N U "
=, femees | nzpecified
Highlight % % Ir unknown project
Download >
Rearrange . E<
_ _ Project: |CPU 300 57e -
Object Properties... Alt+Return
Station: IS? CPUA
If the S7 connection is Modue:  [CPU 3121
established for a CPU by | conmection
CliCking Apply, the Tvpe: IST-" cornection ;I
Pro pel’ti es - S7 [¥ Displap properties before inzerting
connection dialog box el
] I Apply Cancel Help
opens. | | |
Properties - 57 connection
aPC I Statuz Infarmation
 Local Connection End Paint Connection identification
I Configured dynamic connection Local ID:
¥ Configured at one end IS? connection_1
¥ Establish an active connection YFD Mame:
™ Send operating mode messages IDPE Server
— Connection Path
Local Partner
End Faint IIBH Link L/ IS? CPU1/
apcCs CPU 3121 . .
Another dialog box with
Interface: |IE General ~| |erPu3zaRoss2) |
Subret: [Ethemet cornection [Industrial Ethemet]  [MPI CPLUs -312 - CPU-412 [MPI] address details can be
Address: 1001389 2
T opened.
IP-Address MPI-Address Address Details... |
IBH Link UA CPU 312
Address Details
Partrer
End Point: EEEP#;{
Rack/Slat g |2
Connection Resource |1 0 Igg
[kes):
TSAP- |1D.D1 IDS.DE
57 Subnet ID: IDDD3 - 0006 IDDBD - 00

click

Close

Help |

IBH Link UA Training
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57 connection

General Status Information

i~ Connection Establishment

& The connection is established when required [when a variable is accessed)
¢~ The connection remaing permanently established

~ heszag

Default priority for messages: 500 Message text details
™ Receive block and symbolelated messages Messagss.
I” Receive diagnostic messages DimiEe s,

All are default.

r~ Other P.

¥ Optimize wite access
¥ Optimize read access
I Automatically reset 57 password for block access

T Immediate iesponse when inteupted connection is detected

™ Discornect automatically after IU— s
Connection establishment imeout W ms
Job timeout IW 5000 ms
M aximum number of parallel network, jobs: IZ—
FDU size: m Byte
(click}
Cancel | Help

The established S7 connections are displayed in the NetPro window.

B2 MetPro - [2x CPU 300 57e (Metwork) -- &342x CPU_300 §7¢] =N(En =<
B2 Network  Edit Insert PLC  iew Options  Window  Help - 8 X
S8 B eekald S BPal e

1
Ethernet connection
Industrial Ethemet
IEH Link LJA IBH Link S7++ ST CPUA STCPUZ2
] ]
2 3

WPl CPUs 2312 - CPU-412
AP

Local I Partner ID | Partner Type Active connection | Subnet ~
57 connection_1 S7 CPUA JCPU 3124 57 connection Yes MPI CPU=s -312 - CPU-412 [MPI]

57 connection_2 57 CPU2JCPU 312-2 57 connection Yes MPI CPU=s -312 - CPU-412 [MPI] w

| Ready |Realtek PCle GbE Family Controller, TCPIP Auta.2 | 4

Save and Compile MPI connection

%;% MetPro - [2x CPU 300 57e (Metwark) -- Al CPU_300 57e]
Bl Station Edit Insert PLC  iews Options  Window  Help

Save and Compile

JD@E”@&|§||E”%@N|E|%§|*‘? Compile

& Compile and check eventhing
b

" Compile changes only

Zave and Compile

The procedure Compile and check - confirm - y
everything shows a warning. Since :
routing is intentional, the warning does not apply.

£ Outputs for consistency check for A:\Zx CPU_300 57¢\2x CPU 300 57e

File  Edit
hessage type I hessage Type Project name I Project path
Qutputs far connections in IBH Link UA/OPC Server OPC ServerW82  CPU2005Ye  AMNST8 5Te\dw CPU 200 57e
Wfarning Warning: Local ID 'SY connection_1" Establishing connection wia 57 Routing, 57 connection CPU 30057 AMNGE STehdx CPU 300 57e
Warning Warning: Local ID 'S7 connection_2": Establishing connection wia 57 Routing, 57 connection CPU30057e  AMNT8 5Tendx CPU 300 S7e
Result: 0 error(s), 2 warning(s) (2021-01-22 10:38:32)
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8.6 Select OPC tags

%‘% MNetPra - [2x CPU 300 57e (Metwark) -- A22x CPLU_300 57e]
8P Network  Edit Inset PLC  View Options  Window Help

=8 8 S BElda| S g B AN

Ethernet
Industrial Ethernet

|

IBH Link S7++

CPU hPLDIPH-IC
412-2, 1

PN

Name: OPC Server g |1D
Tape: OFC Sarver s Insert Mew Connection Ctrl+M
Highlight >
Dowenload >
Rearrange (Tlick)
Object Properties.. Alt+Return

The command Object Properties... from the context menu (right-
click) opens the Properties - OPC server dialog box.

The S7 tab defines whether symbols should be used and which
ones.

Properties - OPC Server

HMP | PROFINET 10 | S7-U& Redundancy |
| or | DPmasterclass2 | FOL | _s7 | sosce |
Short Description: OPC Server

OFC server for the protocols DF, FOL, 57 [across subnets), 57 meszage
texts, S7-UA redundancy, ISO/TCP, SHMP, DP Master class 2,
FROFINET 10 controller, SIMATIC NET PC software V8.2

Properties - OPC Server
Order Mo/ firrnware: OPC Server /8.2

SNMP | PROFINET IO | 57-Us Redundancy
General DP | DPmasterclass2 | FOL | 1soaee

I ame:

Comment:
’ Cycle time: ms

—&ccess Protection
[~ Activate

Drefaul rights: -
-
I~ Rights specific to OPC items Edit |

r—Use Symbol
 None

[ AII
= Eonfigured Configure... |

I~ Awray elements visible at runtime

Time after which an unforwardable pratocol alam is removed: IBDDDD ms
Mazimurn nurber of pending alarrns: 500

Cancel | Help |

The Configure button opens the Configure o
Symbols dialog box. The operands defined in L

the symbol table, and the data of the data blocks can be selected
here as OPC tags (OPC symbols).
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The tag management of the controller is known through the
previously configured S7 connection.

Wariable symbol | Data ty... | Address | Vizible | Connection
CounterData 1 DES DB 5 b 57 connection_1

| Acce.. [EULe [EU
R/

[
{F CounterDats 1 atafrom CFU 2
{TF Data from CPU 2 0
S7CPU 2

r~ Elements in active branch

Symbol zetting:

Symbals: ) do 14 [ Visible ACCESS PEMISSIonS:
Array elements: - / unmark Boecter:

mark all

Access path— |
ICPU 300 57e. aliab\e 3 mbl
t

57CRU2

i~ Elements in active branch Symbol setting

Symbols: 3 I3 [V, Visible Arcess permissions: _
k - ‘open | select
Array elements: ) / Xmark) Connection: IST connection_1 ;I

¥ Dawrload o Configure Symbols
Access path— —%
2% CPIU 300572
CPL 300 57e. 57 CPLUA )
=@ CcPU 3121 ) mark all
[ ok | :

~{F CounterData 1

Connection Access rights | EL Lo

ariable symbol [ ata b Address isible

‘a5 57 connection_2 AW

S7CPU 2
— Elements in active branch Symbal zetting:
Symbals: 3 ¢ 3 |, Visible Access permissions: lﬁ
k - open | select
Array elements: - 4o YEmiais) Connection: IS? connection_1 j
a bols
(5B 2+ CPU 300572 Variable symbol | Dataly... | Addess | Viside | Connection [ ccess rights | EU Lo ‘

57 CPUA CounterData 2
|

Cancel | Help |

{} CounteData 2
4T Data from CPUI 1

i Elements in active branch Spmbal setting:
Symbals: g A4 [ Wisible ACcess permissions:
\ open | select
Anay elements: ) ! L Connection: IS? connection_1 ;I

¥ Download only visible symbols

Edit EU La / Hi ¥ Inchude lower-level symbals

CPU 300 57e

W ariable syrmbol Cannection Access nights

B E
:

LF Datafrom CPU 1

r~ Elements in active branch Symbol setting

Symbols 3 F] v tisible Arcess permissions: _
k - open | select
Array elements: - ! i) Connection: IST connection_1 ;I

¥ Download only visible symbolz Edit EU Lo/ Hi v Include lowerlevel symbols

ariable symbol isible Corhection Access rights
DE 10

= S7CRUZ : N 10
o[ cru3iz2 i ol ; DE 10
- C a2

ounterD at

~Elements in active branch
Symbiols: 3 43

Spmbal setting:

[V, Visible Access permissions: _
open | select

Connection: I 57 connection_1

¥ Download anly visible symbols Edit EL Lo / Hi ¥ Inchide lower-level sprbols

Access path
’7|CF‘U 300 57e 57 CPU 2.CPU 312-2 Data from CPU 1 ‘

confirm,
Impart file | Export file | Cancel | Help |

Amay elements: - Z
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Configuration of the IBH Link UA Save and Compile

P

Save and Compile

gﬂ% MetPro - [2: CPU 300 57e (Metwork) -- AMZxe CPL_300 57e]
Eﬂ] Station  Edit  Insert PLC Wiew Options Window  Help

D= 56 & & gn s 00 %8 a2

Compile

" Compile changes anly

‘ ) Sawe and Cornpile

0K Cancel | Help |

The configuration is accepted by clicking the Save and Compile
icon.

The option compiles, and check shows warnings.
Routing was intended, the warning does not apply.

& Qutputs for consistency check for A\2x CPU_300 57&\2x CPU 300 57e

File  Edit
Message type | tessage Type Froject name | Project path

Outputs for connections in [BH Link U&/0PC Server: OPC Server8.2  CPU30057e  ANGS 5Ted\2x CPU 300 57
Warning Warning: Local ID 'S7 connection_1" Establishing connection wia 57 Routing. 57 connection CPU30057e  AMNGTE STe\dx CPU 200 57e
Wiarning Warning: Local ID 'S connection_2" Establishing connection wia 57 Routing, 57 connection CPU 30057 AMNG1E STehdx CPU 300 57e

Result: 0 error(s), 2 warning(s) (2021-01-22 10:38:32)

Download the configuration of the IBH Link UA and CPUs 312.
Right-click OPC-Server and click Download / Selected and Partner

Stations.

BB NetPra - [2x CRU 300 S7e (Netwark) - AtZx CPU_300 S7¢] = E=R
%g Metwork  Edit  nsert PLC Miew Options  Window Help - 8 %
FE S s BE N

1 Mame: Ethernet connectian
Ethernet connection Type: Industrial Ethernet
Industrial Ethernet S7-Subnet 1D: 0148 - 0014
WPl CPUs -312 - CPU-412
WP
Name: MPI CPLUs -312 - CPU-412
Type: MPI
57-Subnet [D: 0148 - 0016
IEH Link UA IBH Link S7++ 57 CPUA STCPU2
S| [ e D [ B 57
Name: OPC Server PN |
Type: OPC Server v3.2 | = = =
= 10 2 3
Insert Mew Connection Ctrl+M
Highlight »
Download 3 Selected Stations Ctrl+L
Selected and Partner Stations
Rearrange L.
Xelick
Object Properties... Alt+Return {

Local I© Partner IO | Partner Type Active connection | Subnet L)

57 connection_1 S7 CPU FCPU 31241 57 connection  : Yes MPICPUS -312 - CPU-412 [MP1]

57 connection_2 ST CPUZICPU32-2 57 connection  { Yes MPICPUs -312 - CPLU-44 2 [MP1] 0

Ready Realtek PCle GbE Family Controller TCPIP.Auto. 2 Ofrom 2 selected |Insert |Chg

Several information must be confirmed to complete the download.

8.6.1 Browser window diagnosis / control diagnosis

The configured connection to the PLC control and its status (error-
free / faulty) is displayed.
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&« c @ © & 100.13.897 =/diaglistview - o eao =

%F (] 9] running Logout | Update password single-core
Controller diagnostics Client diagnostics Network diagnostics System Log

@ 1-1 S7 connection_1 10.0.12.93:102 22.1.2021 11:48:59 PLC o Connection established (6E57 312-14E13-08B0 )
@ 1-2 57 connection_2 10.0,13.93:102 22.1.2021 11:42:59 PLC o Caonnection established (8ESY 212-14010-0480 )

Clear diagnose ﬂ

8.6.2 IBH Link UA browser window Siemens slots.
The CPU with the OPC tags is displayed in the Siemens Slots
browser window.

&« C @ O & 10013897 =/opcslots ~@% ImNnEO ® =

S L p .
;ﬁ F (-] oP ng Logout | Update password single-core

| Siemens slots

vSiot 1
.......................... Y57 CRPU 1
¥YCPU 312-1

DeviceManual

SoftwareRevision
¥ Programs
.......................... SupportedTypes
¥ Data from CPU 2

m:}:f;‘l‘i’_zz S7 CPU 2 connect Variables
; Countervalue_2
-------------------------- ¥ CounterData 1
Mintalue_1
mMaxvalue_1
Countervalue_1
P Tasks
DeviceHealth
¥S7CPU 2
YCPU 312-2
DeviceManual

S7 CPU 1 Variables to read

SoftwareRevision
¥ Programs
SupportedTypes
¥Datafrom CPU 1
.......................... Minvialue_1

Maxvalue_1

§7 CPU 1 connect Variables

Countervalus_1
¥ CounterData 2
Minvalue_2
Maxtalue_2
Countervalue_2
> Tasks
DeviceHealth
»Slot2
Delete slot | Delets all ‘ Load OPC Editor F'm]ectl Save OPC Editor F'm]ectl
Insert SofPLC | Insert SINUMERIK | Change SINUMERIK | Delets SINUMERIK |

liBHsoftec | GO,
=DPC UA

§7 CPU 2 Variables to read

wirn ibhsoftec com  Contact  Wiki

8.6.3 Define the OPC UA server for the data exchange

For data exchange between the PLC S7-CPU 1 [CPU 312], and the
S7-CPU 2 [CPU 312] the OPC UA servers, and OPC UA clients are
registered in the IBH Link UA.

All the PLC controls are both OPC UA server and OPC UA client.
The server integrated in the IBH Link UA provides the OPC tags
that are defined in the PLC-CPU.

The IBH Link UA offers the OPC UA server as well as the OPC UA
client function for all PLC CPUs.

I ————————
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The server for the data exchange of all PLC CPUs is specified in the
web browser window OPC Client.

The required endpoint URL can be copied from the IBH Link UA web
browser window network / control level.

& ¢ @ © & 1001389/ =/network

* m (-] 0 g Logout | Update password
Management Level Control Level 802.1X%

Metwork Configuration

,,,,,,,,,,,,,,,,,,,,,,,, |Endpnint URLI opc.tepfibhlinkua_sc:48010
or | ope.tep /A10.0.13.89:48010 I
]

------------------------- DHCP
777777777777777777777777 IP address [192.168.1.14 |
Subnet mask [255.255.255.0 |

The endpoint URL can be copied into the IBH Link UA web browser
window / network / control level.

Add server

- B IBH Link U& - OPC Client b +

&« c @ © & 10013897 =/opc_dient o & @O e O =

7]
= )
Connected Servers
-------------------------- Add Server | | Add variable o read ‘ Connect varishle | x G| | &
Upload client XML configuration | Daownload client XML configuration |

| Add a server to read variables from and to connect to other servers | Delete client configuration |

[OPC Client )

Logout | Update password | singie-core

The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or
opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA
web browser window / OPC client is to be added as a server.

Security Policy None and Security Mode None were selected for
data transmission.

Discovery Servers x
Url of a cormputer with discovery serice running

|Dpt.tcp://10‘0.13‘59:45010 Endpoint URL (from Network / Control Level) |

Fublishing interval [ms]: Synchroneous read: [ Usemname (leave empty for none): I:l Password (leave empty for none) I:l

Server Uri Server Name il Security Policy Security Mode
urr:ibhlink .| IBHLinkUA®@ibhlinkua_sc ] hli... |http:ffopefoundation.org urityPolicy #Mone MNone
urriibhlinkua_.. IBHLinkUA®ibhlinkua_sc | ... http:ffopcfoundation.org/Ua/SecurityPolicy #Basic2565haz 56 Sign select
urn:ibhlinkua_.. IBHLinkUA®@Ibhlinkua_sc opctep:ffibhli.  http:ffopcfoundation.org/Ua/SecurityPolicy #Basic2565haz 56 SignandEncrypt
urnibhlinkua_.. IBHLiInkUA®@Ibhlinkua_sc opckepi/fibhli.  hitp:fopofoundation.org/A8/SecurityPolicy #2425 128_Sha256_.. Sian
urrtibhlinkua_.. IBHLinkUA®@Ibhlinkua_sc opctepffibhli. hitp:/fopcfoundation.org/UA/SecurityPolicy #2422 128_Sha256_.. SignandEncrypt
urn:ibhlinkua_ .. IBHLinkUA@ibhlinkua_sc opctep:/fibhli. http:/fopcfoundation.org/Ua/SecurityPolicy #48s256_Sha256_.. Sign
urr:ibhlinkua_ . IBHLinkUA®@ibhlinkua_sc opctep:ffibhli. http:ffopcfoundation.org/Ua/SecurityPolicy #285256_Sha256_. SignandEncrypt

Rermote samver certificate details:

Commaon Marne IBHLinkUAbhlinkoa_rescued

Organization Qrganization

Organization Unit Unit Information is inserted
Locality: LocationMame

State

Country: DE

Walid from: 2020-08-31

Waild to: 2025-08-30

Application URI: urn:ibhlinkua_sc:[BHsoftec: IBHLinkUA
Encryption strength: RSA-SHAZEE - 2048 Bit

The certificate is valid

confirm m Cancel
______________________________________________________________________________________________________________________|
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The IBH Link UA OPC UA server is connected. The status of the
server is good. None was selected as the security policy for the
server.

Add read variable S7 CPU 1, and S7 CPU

OPC tags defined as read tags have the functions of an OPC UA
server. These OPC tags are available to all OPC UA clients.

&« ¢ @ © & 10013.89/7_=/opc_client [+ noeo =

-EE-: m [ ) Logout | Update password singie-core

v | Status
,,,,,,,,,,,,,,,,,,,, urn:ibhlinkua_sc:

<
Add Server ‘ | Add variable 1o readl Connect variable | » | G| @ | Upload client XML configuration | Download client XML configuration

-------------------------- Delate Cllent, configuration COSKMY 14 2 variable to read from the selected server |

,,,,,,,,,,,,,,,,,,,, Select variable to read =

o i running

| Connected Servers

Hsoftec: IBHLinkUA (opc b

,,,,,,,,,,,,,,,,,,,, Connected Servers
¥ 22 urn:ibhlinkua_se: IBHsoftec: IBHLinkUA (ope top: /fibhlinkua_sc:48010)
2 views
,,,,,,,,,,,,,,,,,,,, ¥ |23 Chjects
» 2 server
"""""""""" > I3 Stations
OPC Client v i3 pLcs
[ PO ¥ 3 CPU 312-1
,,,,,,,,,,,,,,,,,,,, @ DeviceManual

& SoftwarsRevision
¥ [ Programs
(£D SupportedTypes
» [ Data from CPU 2

,,,,,,,,,,,,,,,,,,,, ¥ [ CounterData 1

> & Minvalue_1
"""""""""" r@maxaie 1 51 CPUT Va

bles to read

,,,,,,,,,,,,,,,,,,,, » @l Countervalue_1)  select one after another
> 2 Tasks
"""""""""""""" & DeviceHeslth

¥ () cpuzioz

& DeviceManual

lMBHsoftec S ot I Link UA

¥ [ Programs

wuew ibhsoftec com  Contact Wy © SupportedTypes m u“

> () Data from CPU 1

¥ ) CounterData 2

> @Minvalue_2

@ Maxvalue_2 S7 CPU 2 Variables to read
» & Countervalue_2 select one after anather
> [ Tasks
@ DeviceHealth
> I3 Slots
> 2 Types

Sampling interval [ms] 1000
Queue size change if necessary

Discard oldest:

Datatype of variable © LocalizedText
one after anather

Cancel

Added read variables: S7 CPU 1, S7 CPU 2

These variables can be linked to the variables of the OPC UA clients.

<« (G © £ 1001389/ _=/opc_client - & n o @ =

single-core

(0x00000000) SecurityPolicy#MNone

157 CPU 1.CPU 312-1 CounterData 1.Minvalue_1
» @157 CPU 1.0PU 312-1,CaunterData 1.Maxvalug_1  Markene afteranother
»&157 CPU 1.CPU 312-1.CounterData 1.Countervalue_1
» & 57 CPU 2.CPU 312-2.CounterData 2.Minvalue_2
———————————————————————— »E 57 CPU 2.CPU 312-2 CounterData 2.Maxvalus_2
P& ST CPU 2.CPU 312-2 CounterData 2.Countervalue_2

__________________________ Add Server ‘ Add warizble to read | Cannect variable | X Q g Upload client XML configuration
Download client XML configuration | Delete client configuration

Connect variable from the source server to the destination variable

one after another
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Added read variables: S7 CPU 1, S7 CPU 2

Select variable to read x
Connected Servers

¥ 2 urnibhlinkua_sciIBHsoftec IBHLInkUA (opc.top: fibhlinkua_sci48010)

[¥ & crPuziz-1 ST CPU 1
DeviceManual
& SoftwareRevision
¥ () Programs
I3 SupportedTypes
[¥ & Data from cru 2 _]
& Minvalue_2
@ Maxvalue_ 2 S7 CPU 1 Variables to read
& Countervalue_2
» ) CounterDats 1
> [0 Tasks
@& DeviceHealth
STCPU 2
& DeviceManual
& SoftwareRevision

I SupportedTypes
[* 2 Dataframcrul ]
& Minvalue_1
& Mavalue_1
@& Countervalue_1

» 23 CounterData 2
> [ Tasks
& DeviceHealth

» 12 Slots

» 3 Types

Sarmpling interval [ms]: (1000
Clueue size: change settings
’ if necessary

Discard oldest:

S7 CPU 2 Variables to read

Diatatype of wariable © Double

Cahcel
‘ Cancel ‘

The connections are displayed in the IBH Link UA web browser
window OPC Client.

< (G © & 10013897 =/opc_client A+ In @ @

Logout | Update password
Connected Servers

¥ I urnsibhlinkua_sc:IBHsoftec: IBHLINkUS (opctep: /fibhlinkua_sc:48010)
P& S7 CPU 1.CPU 312-1.CounterData 1.Minvalue_1

""""""""""""" Y& ST CPU 1.CPU 312-1 CounterData 1[Maxvalue_1
= urn:ibhlinkua_sc:IBHsoftec: IRHLinkUA (ape.top: fibhlinkua_sc:48010).57 CPU 2.CPU 312-2 Data from CPU 1Maxvalue_ 1

@ 57 CPU 1.CPU 312-1.CounterData 1 Max\alue_1.TimeStamp
@ 57 CPU 1.CPU 312-1.CounterData 1.Maxvalue_1.5tatus
P& ST CPU 1.CPU 312-1 CounterData 1.Countervalue_1
& CP! ) 3 CounterData 2 Minvalue_2
=+ urn:ibhlinkua_sc:IBHsoftec: IRHLinkUA (ape.tep: fibhlinkua_sc:48010).57 CPU 1.CPU 312-1.Data from CPU 2

single-core

Y

0x00000000) SecurityPaolicy #MNone

@ 57 CPU 2.CPU 312-2.CounterData 2 Minvalue_2.TimeStamp
@ 57 CPU 2.CPU 312-Z CounterDats 2.MinWalus_2.5tatus

B ST CPU 2.CPU 312-2 CounterData 2. Maxvalue_2

B ST CPU 2.CPU 312-2 CounterData 2.Countervalue_2

<
Add Server | Add variable to read | Conmect variable ‘ 7| G| & | Upload client XML configuration ‘

"""""""""""" Download client XML configuration ‘ Delete client configuration
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8.7 UaExpert - program window

The PLC controls used in the example are listed in the & Programs
UaExpert program window under PLC. &% GlobalVars

The variables defined as OPC tags in the data blocks (under
Programs), and in the symbol table (under GlobalVars) can be
dragged and dropped into the Data Access View. The variables are
updated continuously.

" Unified Automation UaExpert - The OPC Unified Architecture Client - Me:

File View Server Document Settings Help

DBPBO =0 X428 B X

Project & X Data Access View o
v [3 Project £ Server Nede Id Display Name Value Datatype Source Timestamp Server Timestamp  Statuscode
v D Servers 1 IBHLinkUA...  NS4|String|S7 CPU 1. CounterValue 1 782 Int16 15:59:50.106 15:59:50.356 Good
Womeesce  ELLC SR WIS o M sen mwn O
inkUA... ring e MinValue_ n :57:37. :57:38. oo
v D Documents 4 IBHLinkUA...  W54|String|57 CPU 1.... CounterValue 2 393 Int16 15:59:49.978 15:59:50.106 Good
D Data Access View 5 IBHLinkUA...  M54|String|S7 CPU 1. MaxValue 2 2000 Int16 15:57:44.315 15:57:45.031 Good
6 IBHLinkUA...  N54|5tring|57 CPU 1.  MinValue_2 200 Int16 15:57:45.787 15:57:46.531 Good
Address Space ax 7 IBHLinkUA...  N54|5tring|S7 CPU 2.... CounterValue .2 1019 Int16 15:5%:30.106 15:59:50.356 Good
8 IBHLinkUA...  N54[String|S7 CPU 2....  MaxValue 2 2000 Int16 15:58:21.903 15:58:22.308 Good
4 | No Highlight =9 IBHLinkUA...  N54|String|57 CPU 2.  MinValue_2 200 Int16 15:58:23.904 153:58:24,309 Good
v 10 IBHLinkUA...  NS4|String|S7 CPU 2.... CounterValue_1 691 Int16 15:59:49.978 15:59:50.106 Good
PLCs 11 IBHLinkUA..  NS4[String|S7 CPU 2... MaxValue_1 1000 Int16 15:58:20.469 15:58:20.210 Good
v % CPU 312-1 il 112 IBHLinkUA...  NS4|5tring|S7 CPU 2....  MinValue_1 100 Int16 15:58:31.732 15:58:32.561 Good
@ DeviceHealth
v &% Programs Drag & Drop
v [2) CounterData 1
@ CounterValue_ r- Data Access View 1\
@ MaxValue 1
@ MinValue_1 -
- 2 Display Name Value Datatype  Source Timestamp
g f;“:[te"‘“a';e-z 1 CounterValue_1 957 Int16 16:08:31.592
axValue._, ET.
9 e 2 MaxValue_l 1000 Int16 15:57:35.973
= SupportedTypes 3 MinValue_1 100 Int16 153:57:37.899
@ RevisionCounter 4 CounterValue 2 636 Int16 16:08:31.379
; ze;'tiN“”r;‘b?’ 5 MaxValue_2 2000 Int16 15:57:44.315
oftwareRevision .
& Tosks 5] MinValue_2 200 Int16 15:57:45.787
v & CPUI22 7 CounterValue 2 1720 Int16 16:08:31.592
@ DeviceHealth a MaxValue_2 2000 Int16 15:58:21.903
v &%Dwms g9 MinValue_2 200 Int16 153:58:23.904
pd Q“Q‘E'D:“V"'I . 10 CounterValue 1 844 Int16 16:08:31.379
ounterValue_:
@ MaxVolue2 11 MaxValue_1 1000 Int16 15:58:29.469
@ MinValue 2 \ 12 MinYalue_1 100 Int16 15:58:31.732 )
v |2 Datafrom CPU 1 -
0 CounterValue_1
A MaxValue_1
& MinValue_1
) SupportedTypes
@ RevisionCounter
@ SerialNumber
Data Access View
# Server Mode Id

IBHLinkUA@ibhlinkua_sc M54 5tring|57 CPU 1.CPU 312-1.CounterData 1.CounterValue 1
IEHLinkUA@ibhlinkua_sc M5|5tring|57 CPU 1.CPU 312-1.CounterData 1.MaxValue_1
IBHLinkUA@ibhlinkua_sc M54 5tring|57 CPU 1.CPU 312-1.CounterData 1.MinValue_1
IEHLinkUA@ibhlinkua_sc M54 String|57 CPU 1.CPU 312-1.Data from CPU 2.CounterValue_2
IBEHLinkUA@ibhlinkua_sc M& String|57 CPU 1.CPU 312-1.Data from CPU 2. MaxValue_2
IBHLinkUA@ibhlinkua_sc M54 5tring|57 CPU 1.CPU 312-1.Data from CPU 2.MinYalue 2
IEHLinkUA@ibhlinkua_sc ME54|String|57 CPU 2.CPU 312-2.CounterData 2.CounterValue_2
IBHLinkUA@ibhlinkua_sc M54 5tring|57 CPU 2.CPU 312-2.CounterData 2.MaxValue_2
IBEHLinkUA@ibhlinkua_sc M54 String|57 CPU 2.CPU 312-2.CounterData 2.MinValue_2

10 IEHLinkUA@ibhlinkua_sc ME String|57 CPU 2.CPU 312-2.Data from CPU 1.CounterValue_1
11 IBHLinkUA@ibhlinkua_sc M54 5tring|57 CPU 2.CPU 312-2.Data from CPU 1.MaxValue_1

\ 12 IEHLinkUA@ibhlinkua_sc M5|String|57 CPU 2.CPU 312-2.Data from CPU 1.MinValue_1

L= e = R S

I ————————
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Data of the data block CounterData 1 [DB5] of the S7 CPU 1

ﬂlk@DBS -- "CounterData 1" ] 2 CPU 300 57e)57 CPU VCPU 312-1%,, ADBS OMLIMNE

[= ] & =)

Rddreszs  |Name Type Initial wvalue |Actual wvalue Comment
0. WMinWalue 1 INT 100 100 minjimum Counter walus CPT 1
Z_0|MaxWalue 1 INT 10000 loao maximum Counter walus CPT 1
4. 0|CounterWalue 1 |INT 0 754 Counter walus CPU 1

Data of the data block CounterData 2 [DB5] of the S7 CPU 2

CI-';@DES -- "CounterData 2" } &x CPU 300 57e\57 CPU CPU 312-2 ADBS OMLIME

(=] & xSl

Hame Initial walue Comment.
0. MMinWalue 2 INT 100 Z00 minimam Counter walue CPU E
Z.0MaxValus 2 INT 10000 A ajuli] waximam Counter walue CPU 2
CounterWalue Z|INT o EEE Counter walus CPIT 2

Data of the data block Data from CPU 2 [DB20] of the S7 CPU 2

it |@DBEU -- "Data from CPU 2" } &% CPU 300 57eM5Y CPU TVCPU 312-1% ADB20 OMLIME

E=RECR ==

hddress |Name Type Initial wvalue (Actual wralue Comment
0. fMinWalue 2 INT u} 200 minimam counter Walues CPO Z
Z.0HaxWValue 2 INT u} 2000 maximum counter Valus CPOT E
4.0 CounterWalue_ Z [THNT u] 10el counter Valuse CPUT E

Data of the data block Data from CPU 1 [DB10] of the S7 CPU 1

Name

Initial wralue

it I@DB‘IU -- "Data from CPU 1" ]- 2% CPU 300 57e\57 CPU 2%CPU 312-24, ADE10 ONLIME

Comment

(=& =]

MinWalue 1

INT

100

minimam counter Walue CPIT 1

z.0

HaxWalus 1

INT

1000

maximan counter Value CPT 1

CounterWalue 1

INT

385

counter Yalue CPU 1

I ————————
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