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1 IBH Link UA – TeamViewer IoT – Establishing 
connections

The activation of the TeamViewer IoT option is described in the 

chapter 1.6 page 10 of the IBH Link UA Setup Manual.

TeamViewer IoT License IBH Link UA 

With the latest, freely available firmware the functionality of the IBH 

Link UA is extended, to allow remote maintenance via TeamViewer 

IOT. This new feature allows to access nearly all PLC systems 

always and everywhere. 

Complex modem solutions or the use of a PC on site are obsolete. 

To use this functionality with IBH Link UA, you need a TeamViewer 

IoT license. 

Use the following link to purchase a TeamViewer IoT license: 

https://wiki.ibhsoftec.com/en/IBH_Link_IoT:TeamViewer_IoT_License_IBH_Link_UA

1.1 Establishing a connection

A connection to the IBH Link UA and thus to the PLC controls and 

other devices that are connected to the ports of the control level can 

be established via the Internet from any PC.

These Steps are described in the IBH Link UA Setup Manual. 

• The TeamViewer software is installed on this PC.

• The IBHNet-IoT software 

is installed. The service is 

displayed in the IBHNet-

IoT Tray in the task bar. 

• The name (e.g. IBH Link UA SC) given in the TeamViewer-

Shortcut dialog box is transferred to the TeamViewer 

account.

• Start the TeamViewer software with a 

double-click.

• Right-click on the IBHNet-IoT Tray icon to open the context 

menu. The devices registered with the TeamViewer account 

are listed in the upper area of the context menu. 

https://wiki.ibhsoftec.com/en/IBH_Link_IoT:TeamViewer_IoT_License_IBH_Link_UA
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The TeamViewer software has been started.

The connection is established with a click on 

the desired device (IBH Link UA SC).

The establishment of the connection is displayed.

Is the connection 

successful, the 

Remote AppControl 

with Port Forwarding 

opens displaying the 

IBH Link UA Login 

window? 
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To access the individual CPUs (devices) (e.g. status) no registration 

(Login) to the IBH Link UA is necessary. The Login is only required 

for using the IBH Link UA functions.

The successful connection established, the IBH Link IoT appears as 

a WireGuard tunnel under the network adapters of the PC.

From now on, all controls and devices that are connected via the 

Control Level of the IBH Link UA can be reached.

Note!
During the TeamViewer start process it may happen that no 

connection is established, and the error messages are displayed. 

These error messages are to close with Cancel. 

The starting process must be started again.

Note! 

Windows use two names for network 

adapters. The Hardware Name or 

the windows FriendlyName is 

displayed. 

• WireGuard Tunnel 

• Wintun Userspace Tunnel 

The different names are therefore 

displayed in the screen shots.
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1.1.1 Error messages starting process

Activate the start process again

After the connection has been successfully established, the IBHNet-

IoT Tray icon in the taskbar changes. It gets an additional green 

mark.

From the PC, whose IBHNet-IoT Tray Icon shows the existing online 

connection, controls (CPUs / devices) connected to the Control level 

ports can be accessed with the appropriate software (programming 

system).
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1.2 Access to controls (CPUs / devices) connected to 
the ports of the control level.

The example demonstrates the possible to display the online status 

of CPUs connected to the Control level of an IBH Link UA.

1.2.1 Remote IBH Link UA with connected CPUs

Several PLC programming systems for online access to the 

individual controls are installed on the external PC.

PLC control IP address Control level
Programming 

system

CPU 416 S7e 10.0.13.11 STEP 7 Simatic 
ManagerCPU 312 S7e IoT S7++1 / 10.0.13.25

PLC 1500 TIA16e 10.0.13.90

TIA Portal V16
PLC 1200 TIA16e 10.0.13.91

CPU 312 TIA16e IoT S7++2 / 10.0.13.26

CPU 416 TIA16e 10.0.13.9

S5 CPU 103Ue IoT S5++1 / 10.0.13.27 S5 for Windows

IBH Link UA
Control Level 10.0.13.89

Management Level DHCP

The Management Level port has direct access to the Internet.

The IBH Link UA TeamViewer IoT function has been activated on 

the remote IBH Link UA as described in chapter 1.1.

1.2.2 Local PC 

Several PLC programming software are installed on the local PC to 

display the online status of the CPUs.
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TeamViewer is installed on the local PC. There is access to a 

TeamViewer account with the corresponding IoT license. The 

IBHsoftec software IBHNet-IoT-Setup.exe is installed. The 

TeamViewer ID of the Remote IBH Link UA and its name has been 

inserted into the TeamViewer Shortcuts dialog box via the Agents… 

command from the IBHNet-IoT Tray context menu.

• Start the TeamViewer software.

• Right click on the IBHNet-IoT 

Tray icon to open the context 

menu.

• With a click on IBH Link UA 

SC, the connection to the 

ibhlink-iot address is 

established via the Internet.

The establishment of the connection is displayed and the Port 

Forwarding of the Remote AppControl are displayed.

• Start the programming software (STEP 7, TIA, S5 for Windows etc.). 

The examples show connections from the CPU to the control level of 

an IBH Link IoT via an IBH Link S7++ or IBH Link S5++. It is possible 

to check the connections and the settings of the IBH links. 

Note: 

To access the individual CPUs (devices) (e.g. status) no registration to 

the IBH Link IoT is necessary.
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1.2.3 Check IBH Link S7++ settings 

CPUs of the S7-300 and S7-400 series not having a free Ethernet 

interface can be connected to the IBH Link IoT via MPI bus via an 

IBH Link S7++ via Ethernet (RFC 1006 protocol). 

The IBH Link S7++ is an Ethernet converter. The protocol used is 

standard TCP / IP. The user can benefit from all the advantages of 

Ethernet without any problems.

If the connection to the IBH Link 

IoT is established via the 

Internet, the IBHNet-IoT tray 

symbol has a green corner at the 

bottom left, and transmission 

data is displayed. 

After starting Manage IBHNet Stations, the 

IBH Network Settings dialog box opens. 

Click the IBH Link S7 button to open the 

Detect multiple network cards dialog box.

Dialog box IBH Network Settings

Mark WireGuard Tunnel and confirm with OK.
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In the IBH Links in the local network dialog box, click the Search 

IP range button.

Searching for several IBH links is impossible over the Internet. In the 

Search IP Range dialog box, enter the IP address of the 

IBH Link S7++ to be searched and the number 1. When you click 

OK, the connection to the IBH Link S7++ is established.

Information of the connected IBH Link S7++ are displayed.

Note! 

Windows use two names for network adapters, the Name given by the 

Hardware or the FriendlyName. 

o WireGuard Tunnel 

o Wintun Userspace Tunnel 

Depending on the software using network adapter and the Windows status 

the Hardware Name or the FriendlyName is displayed.
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Click on the button Settings to display several tabs with information 

on the connected IBH Link S7++.

1.2.4 Two or more IBH Link S7++ in one Subnet 

The TIA Portal programming environment does not have a dialog to 

select different IBH Link S7++. The selection must be performed 

using the IBH Network Settings dialog box.

By clicking the Accept button, the IBHNet driver is given the IP 

address. The TIA Portal, therefore, only has access to the assigned 

CPU via the IBH Link S7++.
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1.2.5 Check IBH Link S5 ++ settings 

CPUs of the S5 series not having a free Ethernet port can be 

connected to the IBH Link IoT via the PG interface via an 

IBH Link S5++ via Ethernet (RFC 1006 protocol). 

The IBH Link S5++ is an Ethernet converter. The protocol used is 

standard TCP / IP. The user can benefit from all the advantages of 

Ethernet.

If the connection to the IBH Link IoT 

is established via the Internet, the 

IBHNet-IoT tray symbol has a green 

corner at the bottom left, and 

transmission data is displayed. 

After starting IBHNet Manage Stations, the 

IBH Network Settings dialog box opens. Click the 

IBH Link S5++ button to open the Detect multiple 

network cards dialog box.

Mark WireGuard Tunnel and confirm with OK.
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In the IBH Link S5++ in the local network dialog box, click the 

Search IP range button.

Searching for several 

IBH links is 

impossible over the 

Internet. In the 

Search IP address 

range dialog box, 

enter the IP address 

of the

IBH Link S5++ to be searched and the number 1. 

When you click OK, the connection to the IBH Link S5++ is 

established. 

Information of the connected IBH Link S5++ are displayed.

Click on the button 

Settings to 

display information 

on the connected 

IBH Link S5++.

Note! 

Windows use two names for network adapters, the Name given by the 

Hardware or the FriendlyName. 

o WireGuard Tunnel 

o Wintun Userspace Tunnel 

Depending on the software using network adapter and the Windows status 

the Hardware Name or the FriendlyName is displayed.



40, SIMA11C Manager - [CPU 416 S7e A:‘_loT-en \CPU 416 S7e] 

20 File Edit Insert PLC View Options Window Help 

Customize,,, 

CPU 416 S7e 
8..3 CPU 416 121_1 CPU 416-3 PNIDP 

tl-C3 Counter 
.13] Source 

Blocks 

Press F1 to get Help. 

Access Protection 

S7-Web2PLC 

et PG/PC Interface... 

1\clock b

Set PG/PC Interface X 

CAccess Path) LLDP / DCP I PNIO Adapter Info 

Access Point of the A lication: 

S7ON LINE (STEP 7) --> Wintun Userspace Tunnel.TCPIP.Auto.1 

Standard for STEP 7) 

Interface Parameter Assignment Used: 

Ctrl+Alt+E 
I

s 

.9

Wintun Userspace Tunnel.TCPIP.Auto.1 

MUSB.S7USB.1 
mg Wintun Userspace Tunnel.IS 0.1 
ag]Wintun Userspace Tunnel.TCPIP.1 

Wintun Userspace Tunnel.TCPIP.Auto.1 

Parameter assigment for the IE-PG access 
o your NDIS CPs with TCP/IP Protocol (RFC-1006)) 

contirrn)

OK Cancel Help 

select 

Properties... 

Diagnostics... 

SIMA11C Manager - [CPU 416 S7e \CPU 416 S7e] IMF o. ..1r.' 774 11

File Edit Insert PLC View Options Window Help 

Dänt?e'ref iXlibli2, .4.1172-9-31°.>ie 
EI. CPU 416 S7e 

fJ rri CPU 416 
12-1 CPU 416-3 PN/DP 

(3..( 1 Counter 
Source 
Blocks 

Press F1 to get Help. 

System data 
FC5 

420131 
0132 

< No Filter > 

013100 
Display counter data 

-s X 

J 40 

wintunwerrn innen-cpip.Autr, 

ygr- [Display counter data -- ©CPU416 S71CPU 4161.CPU 416-3 PN/DP1Counter ONLINE] 1 Cl. 

Table Edit Insert PLC Variable View Options Window Help 

❑Wi®I  IceleHHI 9R1 e (2,j67 6=q1.411
Im Address Symbol Display form Status valu Modify value 

"Counting BOOL true true 
2 M 2.5 "Down" , 800L leise 
3 M 2.6 I "Up" 800L true 
4 M 2.0 I "Max" 800L leise 
5 , M 2.1 I "Min" 800L 
6 MW 12 I "CounterValue" DEC 

false 
5574 
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1.2.6 STEP 7 Simatic Manager – CPU 416 S7e 

The CPU 416 has an Ethernet port (IP address 10.0.13.11) and is 

directly connected to the Control Level of the IBH Link IoT.

Set interface

Status S7 CPU 416
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1.2.7 STEP 7 Simatic Manager –CPU 312 S7e 

The CPU 312 is connected to the control level of the IBH Link IoT via 

an LBH Link S7++ (IoT S7++ IP address 10.0.13.25).

Status S7 CPU 312
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1.2.8 TIA Portal V16 – PLC 1500 TIA16e 

There are several ways to establish an online connection in the TIA 

Portal. The CPU of the opened project must have the same IP 

address as the CPU that is connected to the IBH Link IoT / control 

level.

The CPU 1500 is connected to the control level of the IBH Link IoT 

(IP address 10.0.13.90).

1. Project tree / devices (PLC 1500) / 

online & diagnostics. 

The same command is available in the 

Online menu. A double-click opens the 

Online access window. Settings must be 

made here.

2. Online / Extended go online...  

The command opens the 

Go online dialog box. There 

are other ways to open the 

Go online dialog box. The 

required settings are 

identical.

Online & diagnostics – Online access window

In the Online Access dialog box, select the settings as follows:

The Type of PG/PC interface must be selected 

according to the hardware configuration of the 

CPU.
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Wintum Userspace Tunnel must 

be specified as the PG / PC 

interface if there is a direct 

connection between the CPU and 

IBH Link IoT / control level.

The physical location or the name of the Ethernet 

connection must be specified at Connection to 

interface/subnet.

The online connection to the CPU1500 is established.

Extended go online access – Online access dialog box
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The Go online dialog box opens.

In the Go online dialog box select the following settings: 

The Type of PG/PC interface must be selected 

according to the hardware configuration of the 

CPU.

Wintum Userspace Tunnel must 

be specified as the PG / PC 

interface if there is a direct 

connection between the CPU and 

IBH Link IoT / control level.

The physical location or the name of the Ethernet 

connection must be specified at Connection to 

interface/subnet.

Show device with the same 

address must be selected as the 

target device.

Deactivate IP address is set 

directly on the device.

Note:
If the command Show device with the same address is not 

available, no connection to the CPU can be established. 

In the hardware configuration of the CPU, the option IP address is 

set directly at the device must be deactivated.
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Search – Go online 

Clicking the Start search button attempts to establish an online 

connection to the CPU.

If the CPU to be connected is found, further data exchange is 

enabled with a click on the Go Online button.

The online connection to the CPU1500 is established.

Status CPU 1500 – data block CounterData [DB5]
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1.2.9 PLC 1200 TIA16d – IP-Address 10.0.13.91 

There are several ways to establish an online connection in the TIA 

Portal. The CPU of the opened project must have the same IP 

address as the CPU that is connected to the IBH Link IoT / control 

level.

The CPU 1200 is connected to the control level of the IBH Link IoT 

(IP address 10.0.13.91). 

1. Project tree / devices (PLC 1200) / 

online & diagnostics. 

The same command is available in 

the Online menu. A double-click 

opens the Online access window. 

Settings must be made here. 

2. Online / Extended go online... 

The command opens the Go 

online dialog box. There are 

other ways to open the Go online 

dialog box. The required settings 

are identical.

Online & diagnostics – Online access window

In the Online Access dialog box, select the settings as follows: 

The Type of PG/PC interface must be selected 

according to the hardware configuration of the 

CPU.
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Wintum Userspace Tunnel must 

be specified as the PG / PC 

interface if there is a direct 

connection between the CPU and 

IBH Link IoT / control level.

The physical location or the name of the Ethernet 

connection must be specified at Connection to 

interface/subnet. This selection is only available 

if a network is configurated.

The online connection to the CPU1200 is established.

Extended go online access – Online access dialog box
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The Go online dialog box opens.

In the Go online dialog box select the following settings: 

The Type of PG/PC interface must be selected 

according to the hardware configuration of the 

CPU.

Wintum Userspace Tunnel must 

be specified as the PG / PC 

interface if there is a direct 

connection between the CPU and 

IBH Link IoT / control level.

Show device with the same 

address must be selected as the 

target device. 

The physical location or the name of the 

Ethernet connection must be specified at 

Connection to interface/subnet. This 

selection is only available if a network is 

configurated.

Note:
If the command Show device with the same address is not 

available, no connection to the CPU can be established. 

In the hardware configuration of the CPU, the option IP address is 

set directly at the device must be deactivated.
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Deactivate IP address is set directly on the device.

Search – Go online 

Clicking the Start search button attempts to establish an online 

connection to the CPU.

If the CPU to be connected is found, further data exchange is 

enabled with a click on the Go Online button.

The online connection to the CPU1200 is established.
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Status CPU 1200 – data block CounterData [DB5]

CPU 312 TIA16e– IoT S7++2 – IP address 10.0.13.26 

The CPU 312 is 

connected to the control 

level of the IBH Link IoT 

via an IBH Link S7++ 

(IP address 10.0.13.26). 

The IBH Link S7++ (IoT 

S7++2 – IP address 

10.0.13.26) must be 

selected. The project 

CPU is addressed via its 

MPI address. The 

IBHNet driver of the IBH 

Link S7++ automatically 

assigns the IP address 

to the MPI address. The

IBH Link S7++ is connected to the IBH Link IoT / control level.

There are several ways to establish an online connection in the TIA 

Portal.

1. Project tree / devices (S7-CPU 

300) / online & diagnostics. 

The same command is available in 

the Online menu. A double-click 

opens the Online access window. 

Settings must be made here.

2. Online / Extended go 

online... 

The command opens the Go 

online dialog box. There are 

other ways to open the Go 

online dialog box. The 

required settings are identical.
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Online & diagnostics – Online access window

In the Online Access dialog box, select the settings as follows: 

The Type of PG/PC interface must be 

selected according to the hardware 

configuration of the CPU (MPI interface).

IBHNet must be defined as the PG / PC interface 

if an IBH Link S7 ++ is used as the connection 

between CPU and IBH Link IoT / control level.

The physical location or the name of the Ethernet 

connection is only available if a network is 

configurated.

The online connection to the CPU312 is established.
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Extended go online access – Online access dialog box

The Go online dialog box opens.

In the Online Access dialog box, select the settings as follows: 

The Type of PG/PC interface must be 

selected according to the hardware 

configuration of the CPU (MPI interface).

IBHNet must be defined as the PG / PC interface if an IBH Link S7++ 

is used as the connection between CPU and IBH Link IoT / control 

level.

The physical location or the name of the Ethernet 

connection is only available if a network is 

configurated.

The physical location or the name of the Ethernet 

connection is only available if a network is 

configurated.
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Show device with the same 

address must be selected as the 

target device.

Search – Go online 

Clicking the Start search button attempts to establish an online 

connection to the CPU.

If the CPU to be connected is found, further data exchange is 

enabled with a click on the Go Online button.

The online connection to the CPU300 is established.
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Status CPU 300 – data block Counter Data [DB2]

1.2.10 CPU 416 TIA 16e – (IP-Adresse 10.0.13.9) 

There are several ways to establish an online connection in the TIA 

Portal. The CPU of the opened project must have the same IP 

address as the CPU that is connected to the IBH Link IoT / control 

level.

The CPU 416 is connected to the control level of the IBH Link IoT (IP 

address 10.0.13.9). 

1. Project tree / devices 

(CPU 416) / online & 

diagnostics. 

The same command is 

available in the Online 

menu. A double-click 

opens the Online access 

window. Settings must be 

made here. 

2. Online / Extended go online... 

The command opens the Go online dialog box. There are 

other ways to open the Go online dialog box. The required 

settings are identical.
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Online & diagnostics – Online access window

In the Online Access dialog box, select the settings as follows: 

The Type of PG/PC interface must be selected 

according to the hardware configuration of the CPU.

Wintum Userspace Tunnel must be 

specified as the PG / PC interface if 

there is a direct connection between the 

CPU and IBH Link IoT / control level.

The physical location or the name of the 

Ethernet connection must be specified at 

Connection to interface/subnet. This selection 

is only available if a network is configurated.

The online connection to the CPU 416 is established.
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Extended go online access – Online access dialog box

The Go online dialog box opens.

In the Go online dialog box select the following settings: 

The Type of PG/PC interface must be selected 

according to the hardware configuration of the 

CPU.

Wintum Userspace Tunnel must 

be specified as the PG / PC 

interface if there is a direct 

connection between the CPU and 

IBH Link IoT / control level.

Show device with the same 

address must be selected as the 

target device.

The physical location or the name of the 

Ethernet connection must be specified at 

Connection to interface/subnet. This selection 

is only available if a network is configurated.
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Search – Go online 

Clicking the Start search button attempts to establish an online 

connection to the CPU.

If the CPU to be connected is found, further data exchange is 

enabled with a click on the Go Online button.

The online connection to the CPU416 is established.

Status CPU 416 – data block CounterData [DB2]
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S5 for Windows – CPU103-S5++ IoT – IP address 10.0.13.94

Status S5 CPU 103

1.2.11 Access to a remote PC (Server) – Remote Desktop. 

It should be possible to access a PC via an IBH Link UA, which is 

connected to the same subnet as the control level.

To ensure that the connection and the data traffic are secure, 

TeamViewer uses end-to-end encryption using RSA public / private 

key exchange and 256-bit AES session encryption. In addition, the 

IBH Link UA has a firewall between the management and control 

level.
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Remote desktop refers to the 

remote access to the desktop of 

a computer. Application 

programs are executed on one 

computer (server) and displayed 

and operated on another 

computer (client). In contrast to 

screen sharing, no user must log 

on locally to the server.

A remote desktop session runs independently of any other session 

that may be running.

1.2.12 Preparation of IBH Link UA (Server [PC]) 

The management level port of the IBH Link UA has direct access to 

the Internet. The TeamViewer IoT Status must be Online. 

TeamViewer IoT Status

1.2.13 Local PC (client) 

Remote Desktop is activated on the client PC. As an example, 

Windows 10 - Settings.

The icon to start the remote desktop connection is 

available in the start menu under Windows 

accessories.
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• The TeamViewer software is installed on this PC.

• The IBHNet-IoT software 

is installed. The service is 

displayed in the IBHNet-

IoT Tray in the task bar. 

• The name (e.g. IBH Link UA SC) given in the TeamViewer-

Shortcut dialog box is transferred to the TeamViewer 

account.

• Start the TeamViewer software with a 

double-click.

• Right-click on the IBHNet-IoT Tray icon to open the context 

menu. The devices registered with the TeamViewer account 

are listed in the upper area of the context menu. 

• With a click on IBH Link UA SC, the connection to the 

ibhlinkua_sc address is established via the Internet.

The establishment of the connection is displayed.
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The establishment of the connection is displayed and the Port 

Forwarding of the Remote AppControl are displayed.

To access the individual PCs (devices) no registration to the IBH 

Link UA is necessary. 

Establish remote desktop connection 

Double-click the Remote Desktop Connection icon. 

In the Remote Desktop Connection dialog box, click 

the Show Options button.

Enter the computer (IP address) 

and username in the opened 

dialog box. These settings can be 

saved. Clicking the Connect 

button opens the dialog box for 

entering the password.
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Enter User and Password dialog box

The establishment of the connection is displayed.

Remote computer Certificate verification 

If the certificate of the remote computer is not known, a 

corresponding message is displayed.

The existing 

certificate on the 

remote computer 

can be viewed.

If the remote computer / certificate is trustworthy, the connection can 

be established (click Yes).

The corresponding option must be activated so that there is no 

further inquiry when the connection to the PC is established again.

The remote computer's desktop appears. All programs on the PC can 

be executed.
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