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PLC example projects (PLC programs)

Project chapters 1 and 2
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Project chapter 3
WIinAC RTX TIA 16e STEP® 7 TIA Portal V16; CPU 416-3 PN/DP,
IBH Link UA SoftPLC (Siemens WIinAC RTX compatible.)
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STEP® 7 TIA Portal V16; CPU 312, IBH Link S7++.
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STEP® 7 TIA Portal V16 (File) S5 PLC-Program: COUNT@ST.S5D
S5W PLC-Program: Counter S5W.S5P
Project chapter 6
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Programs)
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Project chapter 10.
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CPU 1211 DC/DC/DC.
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1 Connection of a CPU 416 to the IBH Link UA —
Historical data

The following example shows the connection of a CPU 416 to the
IBH Link UA with an Ethernet connection.

1.1 Project with TIA Portal V16

Creating a project with the TIA Portal, with the TI A
connection of a CPU 416 and the IBH Link UA using V16
an Ethernet bus. TI& Portal W16

1.1.1 Hardware structure — (CPU 416-3 PN/ DP — IBH Link UA)

CPU 416-3 PN/DP
also available as SoftPLC

IBH Link UA

IP address . P add
10.0.13.10 ‘e’ “”10?0.1;?95
>

1.1.2 Software PLC CPU 416-3 PN/DP

The example uses a CPU, which is also available as a software PLC
from IBHsoftec (already installed on the PC).

The PG / PC interface (TCPIP) must be selected
accordingly.

The SoftPLC CPU 416-3 PN/DP from IBHsoftec is installed on the
PC and is already running. Right-clicking on the SoftPLC icon in the
task bar opens the IBHsoftec S7-SoftPLC window for Configuring
and Diagnosing the SoftPLC.

SoftPLC Operating, Diagnostic and Configuration windows

In the status bar right-click the SoftPLC icon to open the window to
configure and operate the SoftPLC. This window displays the status

of the CPU, and diagnostic elements are presented.
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SoftPLC Operating and Status windows

- 11| IBHsoftec S7-SoftPLC
File Edit Wiew Help

Dﬂﬁ‘mo m®\ﬁnw%|fﬁl ?‘

. — PLC-Pragram: Lack / Enable settings:
8
-~ Cyeles: 5[ '#farm Restart (DB100]
H RUHIE Lock Enable |
[ piagnostics [ e Hot Restart (08101]
: m Add/Remove driver... sTOP FLC Stop Change password

Operating ele ments

~ Cucle time [me]
Minimum: M aximurn: Current: PLC-Program and data blocks: —————————
=] F=] [ 5
Load | Save |
! Maxirmurn: Current:
IT D |LE. nze

Sanal rumber: Wersion
P74-016161-0000 ’7| 418

Load memory [Bytes] Free load memory [Bytes]
( [ oo [ D -‘ i
Pete
 PLC typ Organization:
| EESY 416-2Z¢N0S-0AB0 TTi ‘
Teminate PLC |
Done NUM .

SoftPLC Diagnostic window

The diagnosis provides four tabs.

e IQM Status display of individual bits of an operand. The
status of freely selectable inputs (I n._), outputs (Q n._) or
flags (M n._) are displayed and changeable in these ten fields.

e Datablocks The status of existing, freely selectable data
blocks can be displayed and its values can be changed as a
byte, word or double word.

e Diagnostic buffer  The diagnostics events of the CPU are
listed in clear text with explanations in the order of their
occurrence.

e Connections The connections of the CPU with ID, status,
type etc. are displayed.

1] IBHsoftec S7-SoftPLC

/\©\ﬁnwﬁl€!\@ ?l i~ Diagnaostic:

SWHd| 6
E!I]I:'g:wm ReiD Tie — Iam | Data BlOCkS!IJw‘agncsticbuﬁer'CnnnedionsI
rameters
am
IDE\ Blocks | Diagnestic bufer | Connections |  Selection:
(ol ol c c ol “ Bte
ca ca || ca Ca || Ca DB No.: | o Ch I |
(al] cu Cm cm cm y ((:Wm oo ek
l_ l_ ,_ ,_ l— Double word
ro ro ro ro ro
1 1 1 1 [m! Address | Hex | Decimal |
r2 2 rz ra r2
C3 C3 Csa C3 C3
4 4 a4 4 4
s rs s []s C5
re re e e re
rz rz r7 ik} r7
(o} (o] (o]} (o]} (o}
[all"] (o] a fa ca
M M CM CM oM
Co ro Co Co ro
1 1 1 1 C1
r2 r2 Oz 2 2
ra ra rs rs ra
4 4 a4 a4 4
Cs Cs s s Cs5
,': : ,': .ﬁ, ,’: g‘ ,’: g‘ ,': 2 Updating interval (ms] 10003:

Updating interval s 1000

READY
[ [NuM 4

I ————————
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1.1.3 PLC program of the CPU 416

The project CPU 416 TIA 16e with the SIMATIC 400 Station CPU
416 provides a program for up and down counting.

The counter counts until MaxValue is reached and counts down until
the MinValue is reached.

The up and down counting are controlled with the variables Down
and Up. The counter Value variable is an integer (INT). The
variables Max and Min are only used internally. The integer values of
the minimum and maximum counter values are stored in data block
DB2 (CounterData).

The PLC block FC5 (CounterControl) is used to control the up and
down counting.

The PLC tags of the Standard variable table and the variables of
the data block CounterData [DB2] are forwarded to the OPC server
IBH Link UA as OPC tags.

Loading the PLC Program into the CPU

TTI Trans Tech International® 2021

Double-click Device Configuration ~ [m cPu416-3 PN/DP [CPU 416-3 PN/DP]

to open the Device view window. ¥ Device configuration

In the example, the CPU 416-3
PN/DP (6ES7 416-3ER05-0ABO) firmware version V5.1 is used,
which is also available as a software PLC from IBHsoftec.

In the dialog box properties, the required IP address is set under IP
protocol. In the example, the IP address of the PC is — 10.0.13.11.
The Ethernet connection is direct without a router.

CPU 416 TIA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP] -0 X
|; Topology view ”Eﬂ‘n Network view I [lY Device view I
il | CPU416-3PN:‘DP[CPUMGGH oug] ¢ ¢ J (CF 1 =]
& (=]
« 4
% )
o4& |
A .
Lo =
1 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 R
Rack 0 ]
<] u 100% ——y—
Ijg Properties _J”"_i.‘.lnfa y||ﬂ Diagnostics |
[Genelal] ” 10 tags H System constants ” Texts |
~ General [ B
. . Ethemet addresses il
Catalog information =
Identification & Mainte... Interface networked with =
» MPIDP interface [X1]
~ PROFINETinterface [X5] |5ubnr|: PN/IE_1 I
FAdd new subnet
i fd hi
ime-ofday synchroniz...
b A s IP protocol IP address SoftPLC 416
. CPU 416-3 PN/DB
Diagnostics addresses
| IPaddress: [10 .0 .13 .11 |
o ; [P address N
Cycle r Subnetmask: | 255 . 255 . 255 . 0
Clock memory » . D Use router
b Interrupts Funhersemr_lgs are Rp— :
. default settings -
Diagnostics system o
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Hardware and software compilation

Chapter 1

Use the command from the context menu to compile the software

and the hardware.

CPU 416 TIA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

L
Ll (gb Change device
102 4| hy Goto netwark view 14 15 16 17 18
Rack 0 _
Download to device » Hardware {only changes) _
{click)
ﬁ Ga online Crle K Hardware (rebuild all)
m‘? Go offline Ctrl+m Software (only changes)
ﬂ Online & diagnostics Ctrl+ D Software (rebuild all)
- Software (reset memaory reserve,
[ Properties Alt+Enter ¢ ks !

Hardware and software compilation

‘Q Properties IL:.'. Info Jﬂ Diagnostics

‘ General || Cross-references Il_ Compile J]

@ml Show all messages |‘|

Compiling finished (errors: 0; warnings: 0)

1 Path Description Goto 7 Errors | Warnings
@ ~ cPUais3PNIDP ] A 0 )

[i] ~ Program blocks Fa 0 0

o No block was compiled. All blocks are up-to-date.

o ¥ Hardware configuration A o (1]

0 Hardware was not compiled. The configuration is up-to-date. ?

o @mpiling finished (errors: 0; warnings: 0}]

Download the hardware and software into the CPU

With the commands from the context menu, the software and the
hardware configuration can be downloaded into the device.

CPU 416 TIA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

Time

7:33:04 PM
7:33:05 PM
7:33:05 PM
7:33:05 PM
7:33:05 PM
7:33:05 PM

14 15 16 17 18

Hardware and s

Hardware configuration
Software {only changes)
Softeare (all)

h‘é’
£ (gb Change device
1|2 4| gy Go to netwark view
Rack 0 X
Compile »
Do o i
ﬁ' Go onl Cirl+k
&N Go offline Ctrletd
ﬂ Online & diagnostics Ctrl+D
€] Properties Alt+Enter

The load command opens the dialog window to set the interface for
the device. Connection with interface / subnet PN/IE1, and Show
devices with the same addresses must be selected.

IBH Link UA Training

TTI Trans Tech International® 2021



Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-5

Extended download to device %

Configured access nodes of "CPU 416-3 PNIDP®

Device Device type Slot Interface type | Address Subnet
CPU 416-3 PNIDP CPU 416-3 PNIDP 2x1 [ 2
CPU 416-3 PNIDP 2 X5 PMIIE 10.0.13.11 PMIIE_1
open | select’
Type ofthe PGIPC interface: ||| FNIE ) -
FGIPC interface: ﬁ Realtek PCle GhE Family Controller | A | ©
Connection to interfacelsubnet: - @

Select target device: [l Showr devices with the same addresses)| =
Device Device type Interface type Address Target device
= = PMIIE Access address =
Flash LED
Online status information: D Display only error messages
| Load | | Cancel
Extended download to device X
Configured access nodes of "CPU 416-3 PNIDP®
Device Device type Slot Interface type | Address Subnet
CPU 416-3 PNIDP CPU 416-3 PNIDP 2x1 (4] 2
CPU 416-3 PNIDP 2X5 PMIIE 1001311 PRIIE_1
Type of the PGIPC interface: ﬁ_PNl‘IE |v |
PGIPC interface: ﬁ Realtek PCle GBE Family Contraller | e | @
Connection to interfacelsubnet: | PHIIE_1 |v | @
=t | [-]®
Select target device: | Show devices with the same addresses [= |
Device Device type Interface type Address Target device
CPU 416-3 PN/DP CPU 416-2 DP, PNIIE 10.0.13.11 CPU 416-3 PNIDP
— - {marki E Access address —
|| Flash LED
Online status information: D Display only error messages
o Scan completed. 1 compatible devices of 1 accessible devices found.
¥ Retrieving device information...
scan and information retrieval completed. |7|

Y
2 Load Cancel
]

The loading process requires several confirmations of messages.

A preview of the loading is displayed.
gchaekbe'ﬁ)relnading

Status ! Target Message Action
1 & ~ cPu4163FNIDP Readyfor loading Load 'CPU 4163 PHI__
1 * Protection Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, €.9. by use offirewalls and network segmentation. For
maore information about industrial security, please visit
http:ifwww.siemens.comiindustrialsecurity

[} » Different modules  Differences between configured and target modules (online) Acceptall B
(] b Stop modules The modules are stopped for downloading to device. Stopall

[} ¥ Device configurati... Delete and replace system data in target Download to device
[} ¥ Software Download software to device Consistent download

| Finish ‘ Load 1 | Cancel ‘

=

TTI Trans Tech International® 2021 IBH Link UA Training



Page 1-6 Connection of a CPU 416 to the IBH Link UA — Historical data Chapter 1
Finish loading

Load results %

9 Status and actions after downloading to device

Status |1 Target Message Action
*& ® ~ CPU416-3 FNIDP Downloading to device completed without error. Load 'CPU 416-3 PNI...
0 » Start modules Start modules after downloading to device. Start module
Finish !| Load || Cancel
Error-free loading is displayed
& Properties  |%i}Info | 2| Diagnostics

i General I| Cross-references || Compile |

@\I‘lshowall Mescages |"|

I Message Goto |? Date Time

@ Project CPU 416e TIA 16 opened. 10i15/2020 5:15:01FM |4

& ~ startdownloading to device. 10/15/2020 5:15:59 PM

e * (PU 416-3 PNIDP 10115/2020 5:20:47 PM

e CPU 416-3 PNIDP stopped. 10115/2020 5:22:10 PM

Q Hardware configuration was loaded successfully. 10/15/2020 5:22:11 PM =

@ CounterData (DB2) was loaded successfully. 10i15/2020 5:22:11 PM

@ CounterControl (FC5) was loaded successfully. 10/15/2020 5:22:11 PM

[\~] OB1 (OB1) was loaded successiully. 10115/2020 5:22:11 PM

[\~] OB100 (OB100) was loaded successfully. 10115/2020 5:22:11 PM

@ AirConditionerData (DB5) was loaded successfully. 10/15/2020 5:22:11 PM

@ CPU 416-3 PNIDP started. 10/15/2020 5:22:27 PM

Q i Loading completed (errars: O; warnings: 0). I 10/15/2020 5:22:28 PM

SoftPLC diagnhosis window CPU 416-3 PN/ DP

In the diagnosis window IQM of the SoftPLC 416 the Memory MO.1
CounterON were set. The Memory M2.5 Down and M2.6 Up are
displayed. The Value of the counter is represented by MW12 (MB12

and MB13).
‘11| IBHsoftec S7-SoftPLC
File Edit View Help
EEHG EG® donth U P
=-Hl 57-416 on TTI-RED Disgnostics
L[ CPUParameters
p343/44 Data Blncks] Diagnostic buffer Cnnnedions]
| o | 1 1 o |
i Q  Q i Q Q  Q
t+ M + M " M + M M
|0 | 2 | 12 vawe 13
— o "o ¥ 0 " 0 o
kT 1 v 1 1 1
Ianunting'Lr 2 W 2 W 2 2
3 [ 3 v 3 v 3 [ 3
- D‘Dwn 4 [ 4 [ 4 [ 4
[ up N5 5 V5 s
re MWve 6 v 6 6
7 7 7 7 7
IBH Link UA Training TTI Trans Tech International® 2021
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The Data Block DB2 [CounterData] holds variables used by the
counter. The data words DW4 (CounterValue) and, DW9 (Value)
shows the value of the counter. The data words DW6 / DW7 hold the
counting limits MinValue / MaxValue.

- 11| IBHsoftec 57-SoftPLC

File Edit View Help
SH@P 46O dosiamh| Q7
=Bl 57-416 on TTI-RED _ Disgnastic
.-[@ CPU Parameters
'FE: CP343/443 el I Diagnostic bu‘FFerl Connections |
- — Selection:
L ﬁ emove driver... [
@E Mo.: | 2 * Word Change value |
" Double word
Address | Hex | Decimal |
DB2.DEWD 100 256
DB2 DBWZ2 00 0
DB2 DBW4 Oe132d 4909 "
DB2 DBWS G4 CounterValue ’mﬂ "M:Il"::\tr":ue
DB2 DBWS 2710 100004"
DB2.DBW10 100 256
DB2.DBW12 (e132d Value’dm

The up and down counting can be checked online.

= _* o, df E Keep actual values “ng Snapshot |, Copysnapshots to startvalues g - ' H
CounterData
Name Data type Offset Start value Monitor value Comment
1 4@ > Static El [ |
2 4an- Counting ON Bool 0.0 false TRUE On [ Off switch 1
3 4@an- Dummy Int 20 0 o Dummy
4 |40 = Countervalue Int 40 0 7108 continuously Counter value
5 < ® ¥ Structure Struct 6.0 updated complex variable - STRUCT -
6 < L MinValue Int 6.0 100 100 minimum Counter value
7 |41 . MaxValue Int 8.0 10000 10000 maximurmn counter value
8 |4l = Switch_2 Bool 100 TRUE TRUE On | Off switch 2
9 <o L Value Int 120 0 7108 Counter value
—

1.1.4 UaExpert - program window

The CPU 416 is not yet available in the UaExpert program window
because the IBH Link UA has not yet been inserted into the program.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

Eile View Server Document Settings Help

IvPDBE® # =0 X%\ B DO

Praj B X| Dats Access View @ |attributes 8 X

v [ Project #  Sever  Modeld  DisplayMame | 47 o B @ [£]

~ [A Servers Attribute Value

12 1BHLinkUA@ibhlinkua_sc v Nodeld ns=1:s=PLCs
~ [ Documents ) Namespacelndex 1

[3 Data Access View IdentifierType  String

Identifier PLCs
Sk 8 x MNeodeClass Object
“ |No Highlight M BrowseName 1, "PLCs"
I Root DisplayName " "PLCS"
v ) Objects Description BadAttributeldinvalid (0x80350000)
&% Client WriteMask 0
&% DeviceSet UserWriteMask o
& mMaTT RolePermissions BadAttributeldinvalid (

UserRolePermissions BadAttributeldinvalid [
AccessRestrictions  BadAttributeldinvalid {
EventMotifier Mone

" Mo PLC listed ™

I Slots
I3 stations
2 Types
2 Views a 5

TTI Trans Tech International® 2021 IBH Link UA Training
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Display of the OPC tags in UaExpert

Connection of a CPU 416 to the IBH Link UA — Historical data

CPU 416 with

87 connection

(Ethernet) and
TIA project
(Data Block)

H S7 connection

IBH Link UA

(Ethernet)

OPC Server

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Chapter 1

UaExpert

IBH Link UA@ibhlinkua_sc

File View Server Document Settings Help
= —5 ~
D PER =0 X&) B RD
Project & X Data Access View o Attributes B X
v [ Project #  Server  MNodeld  DisplayName | 2 o [ @ [+
v [ servers Attribute Value
23 IBHLinkUA®ibhlinkua_sc v Nodeld hse 1o PLCs
v 3 Documents X MNamespacelndex 1
[0 Data Access View IdentifierType String
Identifier PLCs
fiEEE e = % NodeClass Object
% |No Highlight - BrowseMame 1, "PLCs"
L) Root DisplayMame " "PLCS"
v 53 Objects Description BadAttributeldinvalid ((x80350000
& Client WriteMask 0
& DeviceSet UserWriteMask
RolePermissions
MaTT
% UserRelePermissions
AccessRestrictions
P EventMotifier Mone
1) Slots
£ stations
[} Types
D Views < >

1.1.5

Insert IBH Link UA as an SIMATIC PC station

Double-clicking on Add new device opens the |5 crua16Ti418e

device selection dialog box. If an OPC server
is added to the project, an SIMATIC PC station

is automatically added.

Add new device
Device name:

IBH Link UA.

(enierid

Controllers

L

Hl

.

PC systems

_select?
[ Open device view 0 | Cancel |
IBH Link UA Training TTI Trans Tech International® 2021

- I'j. PC systems
» (@ PCgeneral
» [ 2 Industrial PCs
» [l 5IMATIC 57 Open Controller
» [ SIMATIC 57 Embedded Controller
» E SINUMERIK operator components
4 ﬁ SIMATIC Controller Application
» [ SIMATIC HMI a pplication
~ [[3 Userapplications
3
(D Application

OPC server,

(1)

Device: arC

Server

OPC server
Article no.: OPC Server |
Version: SWVE2 .. o
Descriptien: 9

‘OPC server for the DP, FDL, 57 (between different
subnets), 57 alarms, ISOIMTCP, SNMP, DP master
class 2, PROFINET IO, SIMATIC NET PC software
V82 ..
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Insert communication module into the IBH Link UA

CPU 416 TIA 16e » PC-System 1 [SIMATIC PC station]

— "
is inserted

SIMATIC PC station

L > | | o

5
=
2
o
- 0

|§ Topology view ||gﬂh Network view Il_l]f Device view I Options
fh-é|IBHLinkUA[SII\M‘I‘ICPCStati:iv|gE—,]éﬂ"ujé ; .@.1 = 0
~| | v[Catalog
y. ol | ot r
é\éo EFiIter Profile:
ﬁrq ] [ﬁ PC general

- g Communications modules
~ 1z} FROFINETiEtheret

] r‘—_[. SIMATIC Controller Application
b [ SIMATIC HMI application
» [ user applications

» g CP 1604

v [l CP 1612 (A2)

v [jg CP 1613 (A2)

» [} CF 1616 onboard
v (i CF1616

» @i CF 1623

» jg CP 1625

v jg CP 1628

k_double—click
T’ e general

Define communication module properties
CPU 416 TlA 16e » IBH Link UA [SIMATIC PC station]

» [jg FROFIBUS

i+ HI_BH Link UA [SIMATIC FC Statid R q @
0?
o
Q‘\}Q
&
SIMATIC PC station
@
-

| v | | )

<[ | | [100%

/<]

[~]

T S

| QProperties I"i.',

Info ||ﬂDiagnostics |

J General || 10 tags || System constants || Texts |
b General I Eth + add E
+ PROFIMNETinterface [X1] emetacdresses =
General Interface networked with
Options
{mark) open | select
Ethernet addresses; Eubnet: PMIIE_1 I -
b Advanced options I_-_” new subnet |
OPC configuration
ISO protocol
|| [ use 150 protacal
M MAC address: | 08 -00 -06 -01 -00 -00
»
F IP protocol
IP-Address
‘ Use |F protocol IBH Link UA
 mark) IPaddress: |10 .0 .13 .89 | |
set
Subnet mask: | 255 . 255 . 255 . 0 |
[:] Use router
Further settings are
Router address: | 0 .0 .0 .0 |

default settings
(

TTI

Trans Tech International® 2021
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Connection of a CPU 416 to the IBH Link UA — Historical data

|§,Properties l!_.."lnfo y"ﬂ Diagnostics |
|| 10 tags || System constants || Texts |

4

[w]>]

w PROFIMET interface [X1] Sarzel
General
Options Name: |IEgeneraI_1 |
Ethernet addresses Author: |T|'| |
» Advanced options
Comment: ~

OPC configuration

The IBH Link UA Ethernet interface
must always be in slot 2

— (slot iz alzo referred to Index).
Slot: (2 | |

=

Further settings are

default settings
(8}

Create S7 connection IBH Link UA OPC Server - SoftPLC 416

Via drag & drop, from the OPC server to the PLC 416, the S7
connection established.

CPU 416 TIA 16e » Devices & networks

Chapter 1

Connectioniji 57 connection

HMI connection E
E-mail connection
FDL connection

IS0 connection
|1S0-on-TCP connection

UDP connection

I1BH Link UA
SIMATIC PC Stat...

CPU 416-3 PN/DP
CPU 416-3 PMIDP connect via

QPC
Server
drag and drop #3)

I'empne 1L
PNJIE_1

The created S7 connection is displayed.

CPU 416 TIA 16e » Devices & networks

|E Topology view Iﬁ Network view I [l Device view

—
% Network i Connecticns |5? connectionl
—

|'| ol % i J[Connectlons] |< | 3

1 Highlighted: Connection E 9| Local connection ..

57_Connection_1

57_Connection_1

CPU 416-3 PN/DP
CPU 416-3 PNIDP

IBH Link UA Lo
SIMATIC PC Stat...

OPC

0

click

57_Connection_1

CPU 416 TIA 16e » Devices & networks

|§ Topology view Network view
WVBMB\N_J || Connections || 11O communication || VPN || TeleControl |
¥{ Device Type Address in subnet | Subnet Master | 1O systemn
¥ 57416 S7-400 station
— ¥ CPU 416-3 PNIDP CPU 416-3 PNIDP
— MPIDP-Schnittstelle_1 MPIDP interface 2 Mot connected
1 > PROFINET VM1 PROFINET interface 10.0.13.11 PMNIIE_1
l Port_1 Port
— Port_2 Port
— * |BH Link UA SIMATIC PC Station
IBH Link UA OFC server [~]
~* |E general_1 IE general
~ PROFINET interface PROFINET interface 10.0.13.89 PNIIE_1
Port_1 Port
IBH Link UA Training TTI Trans Tech International® 2021
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6 TlA 16e » Devices & networks

| o Topology view l an Network view [ I} Device view
I Topology Dverview_] || Topology comparison |
¢ Devicel port slot Partner station Partner device | Partner interfac | Partner port
¥ 57416
¥ (CPU 4163 PNIDP 2
¥ PROFINET VM1 2 X5
= Port_1 2X5P1 Any partner
H Port_2 2X5 P2 Any partner
¥ |BH Link UA
2 ¥ |E general_1 2
— * PROFINETinterface 2 X1
Port_1 2X1P1 Any partner

S7 connection - display / set connection properties.

CPU 416 TIA 16e » Devices & networks

= Topology view Iﬁﬂ-h Network view I Y Device view

H_l Network overview ‘[Connel:tmnsjll /0 communication H VPN H TeleControl ‘
¢/ Local connection name | Local end peint Local ID (hex) Partner ID (hex}) » | Partner Cennectien type
= 57_Connection_1 T 1BH Link UA [OPC Server] 57_Connection_1 \i 1 \i[. CPU 416-3 PNIDP [CPU 416-3 PN/DFP] \L/ 57 connection
_:m' " 57_Connection_1 [l CPU 416-3 PNIDP [CPU 416-3 PNIDP] 1 57_Connection_1 g IBH Link UA [OPC Server] 57 connection
= (<] i I[>
|QPererties |||11Info ||ﬂ Diagnostics ‘
Jl Generall || 10 tags || System constants H Texts
TRP—
Local ID enera
Special connection properties Connection
e eelie 2 Name: [57_Connection_1
EFL Connection path
Local Partner
oPC
Senver
4 End point: |IBH Link UA [OPC Server] | | CPU 416-3 PNIDP [CPU 4163 PNIDF] |
n Interface: | IE general_1, PROFINETinterface[X1] [=] | CPU416-3 PNIDP, PROFINET VM1 [¥5] [+
"
il Interface type: |Ethernet | |Ethemet ]
Subnet: [PNIIE_1 | = [pne_t |
Address: [10.0.13.89 | [1ooasn ]
| Find connection |
[ @ Properties | |?i) Info y"ﬂ Diagnostics
[General] ” 10 tags ” System constants ” Texts
General Local ID
ocal
Special connection properties Connection identification
Address details
OFC Local ID: |S7_Connection_1 |

VFD name: [IBH Link UA ]

I_ Properties_] H"j'.lnfo y"ﬂ Diagnostics |

I General ”| 10 tags ” System constants ” Texts

General

Local ID Address details

Special connection properties

Address details Local Partner

OPC

End point: | IBH Link UA [OFC Server] | [€PU 4163 PNIDP [CPU 4163 PNIDP] |
Rackislot: | 1 | [0 |[2 |
Connection res.
(hex: [10 [=][10 [-]
AP (1001 | [10.02 |
SIMATICACT SIMATIC-ACC
SubnetiD: |114A-0001 | [1144-0001 |

@,Pmperties] H‘i'.lnfo y"ﬂDiagnostics |

lGeneraI |‘| 10 tags ” System constants ” Texts

General

- Special connection properties

Local end point

Address details
OPC One-v

~ must be marked
| [¥ Active connection establishment

The active connection establishment cannot be deactivated if the Partner TSAP in the address details has the value 3.

Send operating mode messages

I —————————
TTI Trans Tech International® 2021 IBH Link UA Training



Page 1-12 Connection of a CPU 416 to the IBH Link UA — Historical data Chapter 1

IQPmpertieSJ ”"_i.‘.lnfn y”ﬂ Diagnostics |

|_General | || 10 tags || System constants ” Texts
General [l @
Local ID
Special connection properties Connection establishment
Address details must be marked

|@ Establish connection on demand (access to tag) I

() Maintain connection permanently

Alarms

Default pricrity for alarms: | 500

ceive block and symbol-related alarms

Re
Re alarms
Use own time stamp

Other parameters

[+ optimize write access
must be marked
[w) Optimize read access

[ Automatic reset of 57 password for block access

Immediate response when interrupted connection is detected
[ pisconnect automatically after [o s
Timecut during connection establishment |15000 ms ‘
Job timeout [15000 ms |

Maximum number of parallel network jobs |2 |
PDU size |480 Byte [+

Select OPC symbols (tags) in the OPC configuration
Open the configuration for the OPC server / properties.

CPU 416 TIA 16e » IBH Link UA [SIMATIC PC station]
|; Topology view ||EE-,:, Network view mf Device view l_

n—Hﬁ-rTBH Link UA [SIMATIC PC Statid | ] g & @ =

| wIN]N N

SIMATIC PC station
T
=

(< ] [100% =l 9

IgProperties ||"_i.',lnfo y||ﬂ Diagnostics |

m[<]

J General " 10 tags ” System constants || Texts |
b General [ OPC bol

- symbols

DP master class 2

FDL ") None

(select) O Al
OFC symbolsg
R (2] Configured
alarms %-m
l

OPC program alarms mapping table Configuring... |
57 UAredundancy [ Field elements visible during runtime p Configuring...
1S0ITCP
SNMP
FROFIMET IO )_
The Configure button opens the Symbol | Configuring... |

configuration dialog box, in which the operands defined in the symbol
table (PLC program Tank Level) can be selected as OPC tags.

The read / write, etc. access rights can be assigned to the individual

operands (OPC tags).

. ________________________________|
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Symbol configuration X
Symbol selector
- j CPU416e TA 16 MName Data type | Address |Visible | Connection Access EU Lo |EU Hi
~ [ CPU 416-3 PNIDE Y i %MD.1  True  57_Connection_1 ReadWirite 0O 0
:j PLC tags. Ivlax Bool %M2.0 True S7_Connection_1  ReadWrite 0 1]
:j Program blocks Min Bool %21 True 57_Connection_1 ReadWirite 0 0
IsCounting Bool %22 True 57_Connection_1 ReadWrite (1] 0
Down Bool %M2.5 True S7_Connection_1  ReadWrite 0 1]
up Bool %M2.6 True S7_Connection_1  ReadWrite 0 1]
Value Int %AWIZ  True S7_Connection_1  ReadWrite 0 1]
Read
<] i Virite
:I B
Mone
Elements with active branch [Wlvisible  Access right: [Rea dvirit= [IESNER
 select
Symbols: 7 . -
Connection: S57_Connection_1 ﬂ
Low limit: High limit:
CSV Import / Export
| Import file | | Export file |
Access path
| |CPU416e A 16.57 416.CPU 416-3 PNIDFP | |
oK l | Cancel |

Data blocks CounterData [DB 2] / AirConditionerData [DB5]

The access rights of the data blocks DB2 and

DB5 was set to None

(no access) and defined as not visible. Only the PLC tags are visible,

readable, and writable.

Symbol configuration

X

Symbol selector
- j CPU416e TIA 16 Name Data type | Address Visible | Connection Access |EULo |EUHi
vECPU 416-3 PNIDP Block_DBE %DB2 False 57_Connection_1 MNone o o
: PLC tags AirConditionerData Block_DE %DBS  False 57_Connection_1 None 0 o
Al Frogram blocks; {click ] select)
@ CounterData
i AirConditionerData
[<] i ]
open | select,
Elements with active branch pccessrightt [ none )]
Symbols: o deselect Connection: 57_Connection_1 n
Low limit: High limit:
CSV Import / Export
| Import file | | Export file |
Access path
| |CPU 416€ A 16.57 416.CPU 416-3 PNIDP | |
=

|g:Properties] ”"_i.‘.lnfo y"ﬂ Diagnostics

[(General J| 10 tags | Systemconstants [ Texts |
» General I oFC bol
E symbols
DP master class 2
FOL () None
> 57
OPC sym ONI leave marked in the example!
|@ Configured |
OFCalar
OPC program alarms mapping table | Configuring... ‘
57 Uaredundancy [T Field elements visible during runtime
150ITCP

0K l | Cancel

TTI
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Selection of all OPC tags (symbols) in the OPC configuration

If all global symbolic operands and the data from all data blocks are
to be used as OPC tags, All must be selected in the Properties -
OPC Server dialog box.

Eﬁoperties] ||"iJ,Info y”ﬂ Diagnostics |
J[General] || 10 tags || System constants || Texts |

b General OPC bol
SYMDOoIs
DF ¥
DP master class 2
O MNone
s must be marked
() configured
OPCalarms
OPC program alarms mapping table | Configuring...
57 UA redundancy [ Field elements visible during runtime
ISOITCP .
Further settings are
RN default settings
PROFIMNETIO

Compile the configuration of the OPC server

CPU 416 TIA 16e » IBH Link UA [SIMATIC PC station]

* [IBH Link UA [SIMATIC PC Statid =] &5

[N

~
e},i}/ "\)Y‘
& & N(right click)
«° & .
Change device
SIMATIC PC station x cut curli
5| Copy Ctrl+C
_"3 Paste Crl+v
Unpa ckaddresses
Hardware and software (onlychanges)
H Download to device 4 Hardware (anly changes}
= ﬁ Go online Crl+K Hardware (rebuild all}
oL ﬁ Go offline Ctrl+M software (onlychanges)
= Export module labeling strips Software (rebuild all)
software (reset memory reserve
[, Properties Alt+Enter

If no error is displayed when the hardware is compiled, the next step
is to load the hardware into the IBH Link UA OPC server.Tze

Load configuration of the OPC server into IBH Link UA

CPU 416 TIA 16e *» IBH Link UA [SIMATIC PC station]

|E Topology view ||h-ﬁh Network view ||—|]'|‘ Device view |

d¢ [1BHLink UA[SINATICPC Statid | i 1

» &
& &
& Y (right click}
& &
Change device
SIMATIC PC station x’ cut curkek
[#5| Copy Ctrl+C
:ﬂ Paste Ctrl+v
=
2 Unpack addresses
E
b Compile »
H = Download to device
z & Goonline Crl+k TR
- L D ﬁ Go offline Ctrl+ta ;;I chznges ‘click)
S | |z Export module labeling strips...
g Properties Alt+Enter

IBH Link UA Training TTI Trans Tech International® 2021
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The selection of the interface is displayed.
Extended download to device [X
Configured access nodes of "IBH Link UA®
Device Device type slot Interface type  Address subnet
IE general_1 IE general 2x1 FMNIIE 10.0.13.89 PMIIE_1
Type ofthe PGIPC interface: ﬁ_ FMNIIE open /select
PGIPC interface: ﬁ Realtek PCle GhE Family Controller | a | @
Connection to interfacelsubnet: | PMIIE_1 - @
St -
| \cpen.rselec‘t®
Select target device: | Show devices with the same addresses |[»
Device Device type Interface type Address Target device
= = PMIIE Access address =
.
Flash LED
(e
Online status infermation: D Display only error messages
Load | | Cancel
The interface was found
Extended download tn device IX
Configured access nodes of "IBH Link UA®
Device Device type Slot Interface type | Address Subnet
IE general_1 IE general 2x1 FNIIE 10.0.15.59 FMNIIE_1
Type ofthe PGIPC interface: ﬁ_PNl\E |'|
PGIPC interface: ﬁRealtek PCle GBE Family Controller |'| O.
Connection to interfacelsubnet: |PNJIE 1 |v| O
st | [-] ©
Select target device: | Show devices with the same addresses v|
Device Device type Interface type Address Target device
Accessible device = PNIIE 10.0.13.89 =
k
= = PNIIE @HCCEM address =
[

[~ | Flash LED

Online status infermation:

%9 Retrieving device information_..
Scan and information retrieval complete

o Scan completed. 1 compatible devices of 1 accessible devices found.

Startsearch

D Display only error messages

B

d.

<

Load

||

Cancel |

A check is made before lo

Load preview

9 Check before loading

Status | !

4 &

Target
~ |BH Link UA

H ¥ FProtection

» Device configurati...

ading

Message Action

Ready for loading. Load 'Stationmanager

Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segmentation. For
maore information about industrial security, please visit
http:iiwww siemens_comlindustrialsecurity

Delete and replace system data in target Download to device

(<]

i ]

-!—‘
| Finish | Load ! | Cancel |
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The progress of the loading day is displayed as information.

|§ Properties I"_i.'.lnfo I |ﬂ Diagnostics |

|| Cross-references || Compile |
@\\I\| Show all messages |'|

I Message Goto |7 Date Time

& ~[start downloading to device | 10/17/2020 12:53:00 FM
Q * |BH Link UA 1017i2020 4:32:17 PM

Q ¥ Stationmanager 10/117i2020 4:32:17 PM

Q Stationmanager stopped. 10/17i2020 4:36:15 PM

Q Hardware configuration was loaded successfully. 10M117i2020 4:36:15 PM

Q Stationmanager started. 10/17i2020 4:36:16 PM
6 The RAM contents were copied to the ROM. 1017i2020 4:36:16 PM
Q * Local modules 10M17/2020 4:32:17PM
Q * IEgeneral_1 10/17i2020 4:32:17 PM
Q IE general_1 stopped. 10/17i2020 4:36:16 PM
Q Hardware configuration was loaded successfully. 10/17i2020 4:36:17 PM
Q IE general_1 started. 10M17i2020 4:36:18 PM =
Q The RAM contents were copied to the ROM. 10/17i2020 4:36:18 PM
Q ¥ |BH Link UA 1017i2020 4:32:17 PM
Q IBH Link UA stopped. 10M17i2020 4:36:18 PM
Q Hardware configuration was loaded successfully. 10/117i2020 4:36:20 PM
Q The RAM contents were copied to the ROM. 10117i2020 4:36:21 PM
Q IBH Link UA started. 10M17i2020 4:36:21 PM
o 10172020 4:36:21 PM

UaExpert — program window
The UaExpert program window displays the PLC CPU 416-3 PN/DP.

*  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™
File View Server Document Settings Help
DgBBR #=0 XA B ED
Project B X Data Access View © Attributes 8 X
~ [ Project # Server o\ 7k @ [+]
v [ Servers . — Attribute Value
@ BHLinkUA@ibhinkua_sc ¥ Nodeld ns=4;5=57 416.CPU 416-3 PN/DP
v [ Documents N Index 4
) amespacelndex
[ Data Access View |dentifierType String
Address Space 8 x [identifier 57 416.CPU 416-3 PN/DP_)
£ No Highlight - MNodeClass Object
BrowseMame 4, "CPU 416-3 PN/DP"
2 Root DisplayMame ", "CPU 416-3 PN/DP"
v [ Objects Description BadAttributeldinvalid (0x80350000)
&% Client WriteMask 0
% DeviceSet UserWriteMask 0
& MOTT RelePermissions BadAttributeldinvalid (0
5 UserRolePermissions BadAttributeldinvalid (08
A strictions  BadAttributeldinvalid (0
EventMotifier None
 DeviceHealth
# DeviceManual
# DeviceRevision
[ GlobalVars
# HardwareRevision

If the UaExpert program window was still active in the background of
the PC, the connection to the IBH Link UA must be interrupted and

restarted.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File

D BDBE ¢ =0 x4 °

View Server Document Settings

Project
~ [ Project
v [ Servers

[J Data Access View

Help

-I' K %
Connect Server

I IBHLinkUA@ibhlinkua_sc
~ [ Documents

B RO

g x
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Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-17

UaExpert — program window at the CPU 416-3 PN/DP

The operands defined in the symbol table that were defined as OPC
tags are listed under GlobalVars. Use drag and drop to display the
OPC tags in the Data Access View.

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Sever Document Settings Help
5 . . 2 =
BB =2 X2 BED
Project & X| Data Access View [x]
v [3 Project # Server Node Id Display Nam Datatype Source Timestamp Server Timestamp  Statuscode
v @ Servers 1 IBHLinkUA... MS4{String|57 416.CPU 416-3 PN/DP.GlobalVars.CounterON  CounterON Boclean  17:02:33.071 17:02:53.321 Good
12y IBHLinkUA®ibhlinkuase | 2  IBHLinkUA.. NS4[String]S7 416.CPU 416-3 PN/DP GlobalVars.Down Boolean  17:0412.354 17:04:12.504 Good
- D - 3 IEHLinkU. NS4[String|57 416.CPU 416-3 PN/DP.GlobalVars.IsCeunting  1sCounting Boclean Good
3 Documents 4 IBHLinkU. NS4[String|S7 416.CPU 416-3 PN/DP GlobalVars.Max Max Boolean Good
[1 Data Access View 5 IBHLinkU. NS54|String|S7 416.CPU 416-3 PN/DP.GlobalVars.Min Min Boolean Good
6 IBHLinkU. MS4{String|57 416.CPU 416-3 PN/DP.GlobalVars.Up Boclean 17:04:12.604 Good
Address Space a % 7 IBHLinkUA... NS54|String|S7 416.CPU 416-3 PN/DP.GlobalVars.Value Value Int16 17:04:24.860 Good
7 [No Fighiht continuously
Z Mo Highligt = :
Drag & Drop updated
3 Root ! !
~ I Objects
& Client
& DeviceSet
& maTT
& Modbus
~ I3 PLCs
~ [ CPU416-3 PN/DP Data Access View \
@ DeviceManual # Server Node Id Display Name ~ Value  Datatype
. éiﬁ“‘;*ﬁf"““’” 1 IBHLinkUA@ibhlinkua_sc  NS4|String|S7 416.CPU 416-3 PN/DP.GlobalVars.CounterON  CounterON true Boolean
onaras 2 IBHLinkUA@ibhlinkua_sc  NS4[String|57 416.CPU 416-3 PN/DP.GlobalVars.Down Down true Boclean
CounterON 3 IBHLinkUA@ibhlinkua_sc  NS4|5tring|57 416.CPU 416-3 PN/DP.GlobalVars.lsCounting IsCounting true Boolean
Down 4 IBHLinkUA@ibhlinkua_sc  MS4{String|57 416.CPU 416-3 PN/DP.GlobalVars.Max Max false Boolean
IsCounting 5 IBHLinkUA@ibhlinkua_sc  NS4[String|57 416.CPU 416-3 PN/DP.GlobalVars.Min Min false Boolean
6 IBHLinkUA®@ibhlinkua_sc  WS54|String|57 416.CPU 416-3 PN/DP.GlobalVars.Up Up false Boolean
7 IBHLinkUA@ibhlinkua_sc  WNS54|5tring|57 416.CPU 416-3 PN/DP.GlobalVars.Value Value 9598 Int18
HardwareRevision

The value of a variable can be changed. In the example, the OPC tag
CounterON is set to true. The PLC program CPU 416-3 PN/DP is
processed. Changes are displayed under Data Access View /

Val U e . Data Access View
# Server MNode Id Display MName Value Datatype
1 IBHLinkUA... NS54|String|S7 416.CPU 416-3 ... CounterON true Boolean
2 IBHLinkUA... N54|String|57 416.CPU 416~ falze Boolean
3 IBHLinkUA... NS54|String|57 416.CPU 416-3 ... true Boolean
4 IBHLinkUA... NS4|String|S7 4
5 IBHLinkUA.. NS4[String|S74 D213 Access View
] IBHLinkUA... NS54|5tring|574| 2 I Node Id Display N Val Dat.
7 IBHLinkUA.. NS4StringlS74 erver e e il e atatype
1 IBHLinkUA... NS54{5tring|57 416.CPU 416-3 ... CounterON Booclean
2 IEHLinkUA... MNS4|5tring|S7 416.CPU 416-3 ... Down Boolean
- Trrrorn tmrm T emm et 0 sCo deselect  true Boolean
Data Access Yiew Max false Boolean
Min false Boolean
3 Senver Mode Id Display Name Value Datatype Up e Boolean
1 IBHLinkUA... NS4|String|57 416.CPU 416-3 ... CounterOMN Boolean Value rrabl Int16
2 IBHLinkUA... NS4|String|S7 416.CPU 416-3 ... Dd lected false Boolean
3 IBHLinkUA... NS4|String|S7 416.CPU 416-3 .., |cS53550E true Boolean
4 . NS4|String|S7 416.C7°" "7~ *° o -
5 NS4[String|S7 416.C Data Access View
] NS4|5tring|57 416.C
7 IBHLnkUA. NS4String|S7416.C] Server Datatype
1 IBHLinkUA... Boolean
2 IBHLinkUA... Boolean
3 IBHLinkUA... false Boolean
4 IBHLinkUA... false Boolean
5 IBHLinkUA... false Boolean
] IBHLinkUA... true Boolean
7 IBHLinkUA... T Int16

1.1.6 Data blocks in the IBH Link OPC UA server.
Additional global data block.

= = D?' Keep actual values Snapshot ’ﬁ ﬂ, Copysnapshots to startvalues | r :_".
Mame Data type Offset Start value | Monitor value |Comment

1 < ~ Static

2 |4a|= Counting ON ) Bool 0.0 On [ Off switch 1

3 |1 . Dummy Int 20 0 Dummy

4 |41 = CounterValue Int 4.0 0 Counter value

5 < = Pk Structure Struct 6.0 complexvariable - STRUCT -

I —————————
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Page 1-18 Connection of a CPU 416 to the IBH Link UA — Historical data Chapter 1

The global data block CounterData [DB 2] is available in the CPU
416-3 PN/DP PLC program. The data should be transferred to the

OPC server.

Reselect OPC tags

In the previous steps, the global variables of the Tank Level program
were selected as OPC tags. Now the data at the tank level values
block should be released as OPC tags (visible, readable, and

writable).

Open the configuration for the OPC server / properties.

CPU 416 TlA 16e » 1BH Link UA [SIMATIC PC station]

|5'F Topology view ||5E-h Network view m'f Device view L
o r|—|-BH Link UA [SIMATIC PC Statici:jj Jpug] © B¢ : = [
[]
n
G}/ "OY- |
Qs\% \-)l‘\ ma 1
«° & i
13
SIMATIC PC station ]
s
(<[ m [100% -] —%— =
|£ﬂ, Properties ||1J, Info (d) " ﬂ Diagnostics |
J General || 10 tags || System constants || Texts |
» General I OPC bol
- symbols
DP master class 2
FDL (") Nene
(Selech) Ol
OPC symbaols,
OPCalarms
: " select> .
OPC program alarms mapping table | Configuring... |
57 UAredundancy [ Field elements visible during runtime Configurin
ISOITCP (@ick) P Confauring.-
SNMP
FROFIMNET 12 L

The Configure button opens the Symbol configuration dialog box.

Data block Counter Data [DB 2]

The access rights of the PLC tags (global OPC tags) should not be

changed in this example.

Set the access rights of the data block Counter Data [DB2] to

visible, readable, and writable (RW).

Symbol configuration

Symbol selector

- ] CPU 416e TA 16 Mame Datatype A Connection Access EULo EUHi
- 3 CPU 416-3 PNIDP CounterData Block DB % 2 True 57_Connection_1 ReadWrite o o
:] PLC tags AirConditio... Block_DB %DBSR False 57_Connection_1 Mone (4] ]
3 :] Program blocks
[<] i |
Elements with active branch [ [ visible | Access right: Readwrite 7]
Symbols: 7 fmari) Connection: 57_Connection_1 :
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Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-19

Select the data of the data block Counter Data [DB2] as OPC tags
(OPC symbols). The data of the structure should also be selected as
OPC tags (OPC symbols).

Symbol configuration %
Symbol selector
- 3 CPU 416e TIA 16 Name Data type |Address Visible Connection Access EUlo |-
hd :'i CPU 416-3 PNIDP J “%DB2.DBX0.0 True 57_Connection_1 ReadWrite 0 o
:D PLC tags Dummy Int %DB2.DBW2 True 57_Connection_1 ReadWrite 0 ]
hd :D Program blocks Countervalue Int 2%0B2.DBWY True 57_Connection_1 ReadWrite 0 o
- i CounterDatag Structure Struct %DB2.DBEX6.0 _True 57_Connection_1 ReadWrite 0 o
click / select
< Structure
i AirConditionerData |< ” I |
open | select
Elements with active branch m Access right: ReadWirite v |
Symbols: 7 (mark] Connection: 57_Connection_1 | - |
Symbol configuration %
CSV Import / E)|
i paikifle Symbol selector
- 3 CPU416e TA 16 Address Visible Connection Access EULo |..
SEEEEE i ~ [ CPU 416-3 PNIDP %DB2.DBWE  True S7_Connection_1 ReadWrite O 0
CPU 4168 TA16.5 D@ PLc tags Maxvalue Int %DB2.DBWS  True S7_Connection_1 ReadWrite O 0
v:DProgram blocks Switch_2 Bool %DB2.DBX10.0 True S7_Connection_1 ReadWrite O o
- i CounterData Value Int %DB2.DEW12 _ True 57_Connection_1 ReadWrite 0O o
lick | select
aBomms ek [s2
i AirConditionerData | < " I |
open | select
Elements with active branch m Access right: ReadWrite |7
Symbols: 7 (mark] Connection: 57_Connection_1 ]~

CSV Import | Export
| Import file | | Expaort file |

Access path

| CPU 416e TA 16.57 416.CPU 416-3 PNIDP_CounterData Structure |

0K l | Cancel ‘

The data of the data block AirConditioningData [DB22] were not
accepted as OPC tags.

Compile the configuration of the OPC server

CPU 416 TlA 16e » IBH Link UA [SIMATIC PC station]

‘5"" Topology view uﬁg'h Network view ”—l]'f Device view

#¢ [BHUnkUAGsIMATCPCstad ] ) B (|t ® H
V) Ly
& *
& Q{;“‘ Tight clic!
* $ Change device
SIMATIC PC station ?ﬂiut En:afi
EE Copy trl+

[& Paste Ctrl+v

4

Hardware and software (only changes)

|I-|‘ U OPC server
L)
o
2
o
3
5
a

3 Hardware (only changes}’
Crrleic Hardware (rebuild all)
¥ oo Ctrl+r Software (only changes)
=) Export module labeling strips ... Software (rebuild all}
e}, Properties Alt+Enter i -

If no error is displayed when the hardware is compiled, the next step
is to load the hardware into the IBH Link UA OPC server.
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Page 1-20 Connection of a CPU 416 to the IBH Link UA — Historical data Chapter 1

Load configuration of the OPC server into IBH Link UA

|; Topology view ”ﬁg‘h Network view “ﬁf Device view
i [1BH Link UA [SIMATIC PC Statid 3 =
\'\
»
&
&
7 .
Change device

SIMATIC PC station o cu Ctrlex
[#g) copy ctrl+C
(75| Paste Crrl+w

]

&

S

B

o

£

]
D Ctrl+k
Crrleid

- ¥
dl Properties Alt+Enter

The progress of the loading day is displayed as information.

|§ Properties ["_i,'.lnfo ] ||ﬂ Diagnostics |
|| Cross-references || Compile |

@\\I\ | Show all messages |'|
! Message Goto |7 Date Time
® ~[start downloading to device | 101712020 6:28:07 PM
e ¥ |BH Link UA 10M17/2020 6:28:07 PM
Q ¥ Stationmanager 10117/2020 6:28:07 PM
[ Stationmanager stopped. 10117/2020 6:28:16 PM
-
Q ¥ |BH Link UA 10772020 Brd807 T
Q IBH Link UA stopped. 10117/2020 6:28:18 PM —|:|
e Hardware configuration was loaded successfully. 101712020 6:28:20 PM
Q The RAM contents were copied to the ROM. 10117/2020 6:28:20 PM
e IBH Link UA started. 10117/2020 6:28:20 PM
Q : ILoadl'ng completed (errors: O; warnings: 0). I : 1011712020 6:28:21 PM

UaExpert - program window

The data block Counter Data [DB2] is listed in the UaExpert
program window.

File View Server Document Settings Help
DFPBO +=0 x4 8 XD
Project & X Data Access View [x]
v [ Project 2 Server Noded Display Mame { Value] Datatype Source Timestamp Server Timestamp Statuscode
v [ Servers 1 IBHLinkUA... 416.CPU 416-3 PN/DP Pregrams.CounterData.CounterValue CounterValue Int16 18:43:08.767 18:43:13.314 Good
123 IBHLinkUA@ibhlinkua_sc 2 IBHLinkUA.. NS4[String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Counting ON Counting ON Boolean  18:43:14.868 18:43:15.813 Good
v B Documents 3 [BHLinkUA.. 7 416.CPU 416-3 PN/DP.Programs.CounterData.Dummy Dummy 0 Int16 2:4; . Good
4 IBHLinkUA... q|S7 416.CPU 416-3 PN/DP Programs.CounterData.Structure.MaxValue  MaxValue 10000 | Int16 Good
[3 Data Access View 5 IBHLinkUA... 416.CPU 416-3 PN/DP Programs.CounterData.Structure.MinValue  MinValue Int16 Good
] IBHLinkUA... 416.CPU 416-3 PN/DP Programs.CounterData.Structure.Switch 2 Switch_2 Boolean Good
|Address Space & x |7 IBHLinkUA.. alS7 416.CPU 416-3 PN/DP.Programs.CounterData.StructureValue Value Int16 Good
£ rorition - ST
123 Root Drag & Drop
v [ Objects
&% Client
% DeviceSet
& mart
& Modbus
v D rics
~ @& CPU416-3 PN/DP
@ DeviceHealth
# DeviceManual
@ DeviceRevision
GlobalVars
@ HardwareRevision
@ Manufacturer
@ Model ’
&% ParameterSet
~ U Programs | ~,
~ () CounterDats / (DE‘B Access View
: EMEENE:NE 2 Server Node Id Display Name ~ Value  Datatype
& Doy 1 IBHLinkUA@ibhlinkua sc  NS4|String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.CounterValue CounterValue 8907 Intl6
TS Shocore 2 IBHL!nkUA@!bhhnkua_sc NS4|5tring|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Counting ON Counting OM false Boolean
3 IBHLinkUA@ibhlinkua_sc  NS4|String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Dummy Dummy 0 Int16
O MaxValuef 4 IBHLinkUA®@ibhlinkua_sc  NS4|String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Structure.MaxValue  MaxValue 10000 Int16
@ Minvalue 5 IBHLinkUA®@ibhlinkua_sc  MNS4|String|S7 416.CPU 416-3 PN/DP.Programs,CounterData.Structure.MinValue  MinValue 100 Int16
@ Switch 2 6 IBHLinkUA®@ibhlinkua_sc ~ N54[5tring|57 416.CPU 416-3 PN/DP.Programs.CounterData.Structure. Switch 2 Switch_2 true Boolean
@ Value 7 IBHLinkUA®@ibhlinkua_sc  NS4|String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Structure.Value Value 8907 Int16 J
(2 SupportedTypes
@ RevisionCounter
@ SerialNumber
@
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1.1.7 Complex variable - STRUCT -

A structure (STRUCT) with four values is available in the data block
Counter Data [DB2].

.TlA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP] » Program blocks » CounterData [DB2]

= * o, d, -_E DE‘" Keep actual values Jgg Snapshot ‘% E, Copysnapshots to startvalues g :_".

CounterData

Name Data type Dffset Start value  Monitor value | Comment
<0 T Static
| = Counting ON _Bool | 0.0 false On | Off switch 1
4] = Dummy Int 20 0 Dummy
4. CounterValue  Int 4.0 0 Counter value

7= TS (Y- IR, I T

<] s f > Structure Struct 6.0 complexvariable - STRUCT -
<0 MinValue Int 6.0 100 minimum Counter value
< MaxValue Int 8.0 10000 maximum counter value
<0 Switch_2 Bool 10.0 TRUE On | Off switch 2

< Value Int 12.0 0 Counter value

UaExpert - program window

Display in the UaExpert window before activating the structure variables
In the UaExpert - Program window Address Space, the structure
with the variables MinValue, MaxValue, Switch_2, and Value are
listed under Programs. No further information is displayed under
Structure. The structure values can be displayed.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewPreject™

File View Server Document Seftings Help
FBBE #=°X42 8
Project & X| Data Access View — Q
¥ [ Project # Server Mode Id Display Name | Value | Datatype Source Timestamp Server Timestamp Statuscode
v D Servers 1 IBHLinkUA... NS4|String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Structure.MaxValue MaxValue 10000 Int16 18:43:29.860 18:43:30.570 Good
2y IBHLInkUA@ibhlinkua_sc 2 IBHLinkUA.. NS4[String|S7416.CPU 416-3 PN/DP.Programs.CounterData.Structure.MinValue  MinValue 100 Int16 18:43:31.518 18:43:32.321 Good
- D - 3 IBHLinkUA... NS4[String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Structure.Switch_2  Switch_2 true Boolean 18:43:33.949 18:43:34.823 Good
[ Documents 4 IBHLinkUA... NS4|String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Structure.Value Value 8907 Int16 18:43:36.021 18:43:36.823 Good
3 Data Access View CERITIED,
[Address Space 8 x Drag & Drop UBCEAER
3 No Highlight -
5 Roat r:\'-ktl:rll:mtle Value N
~ ) Objects
& Client ¥ MNodeld ns=45=57 416.CPU 418-3 PN/DP.Programs.CounterData.Structure
D Set
i Mz‘ﬁ Mamespacelndex 4
& Modbus e -
=it Ident!f!erType String
v & CPU416-3 PN/DP Identifier 57 416.CPU 416-3 PN/DP Pregrams.CounterData. Structure
@ DeviceHealth A
@ DeviceManual MNodeClass Object
# DeviceRevision
2 Globalvars BrowseMame 4, "Structure”
@ HardwareRevision H wnow n
. M e DisplayMName . "Structure
¢ Model Description BadAttributeldinvalid (0x30330000)
&% ParameterSet .
v & Programs WriteMask 0
~ [ CounterData -
& e UserWriteMask 0
o ourtng ON RolePermissions BadAttributeldinvalid (0x20330000
P ummy. . - . - '~
v D stuctuee__J UserRolePermissions BadAttributeldinvalid (Ox
@
MaxValue
@ Minvalue AccessRestrictions BadAttributeldinvalic (Tx80350000)
@ Switch 2 -
e EventMNotifier Mone
@ Value k_ _J
(2 SipportedTypes

The identifier and the identifier type result in a unique name who
avoids a name conflict.

1.1.8 Use structure variables

The OPC UA option Build structure variables can be activated in

the IBH Link UA System browser window.

I ————————
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Connection of a CPU 416 to the IBH Link UA — Historical data Chapter 1

The structure variables are described in detail in the IBHsoftec WIKI
under the heading Consistent reading / writing of arrays and
structures.

- K

U & https:/Awikiibhsoftec.com fen/M ain_Paged# BH_Link_LIA

',',’.L! |BHsoftec Wiki English

IBH Link UA

IEH Link UA

» Description
» Startup operations
» Configuration with TlA Portal
= Configuration with STERT
E(:Dnswstent Readingiwriting arrays and struct@
= Loading multible projects into the IBH Link UA
» Configuration with [EH OPC Editor
= Configuration with [BH OPC UA Editor
s Logog Caonfiguration with IBH OPC Editor
» “Wariable Syntax
s Client functions
o MOTT connection
» Integrated 57 SoftPLC
» |BH Link UA with WinCc 7
» Technical data
» Modbus connection

1.1.9 Browser window system — Build structure variables.

8

© & 10013897 _=/hackuprestare e &Y meeoe o =

Logout | Update password

- B |BH Link UA - System

€= C B
. o P

singla-core

Device infarmation

IEH Link U4 %520 Dec 28 2020 16:39:56
10331

2.0.1 imx6 single-core

50:20:F4:19:90: 16

50:20:F4:15:A5:07

Firmueare ‘ersion
Serial number
HY revision
MAC address 1
MAC address 2-4

__________ “ariable count 16
CPU load (%) 142
.......................... Memory usage (%) 271
Temperature (°C) 492
------------------------ VEAT_5Y 5.00%
WIN_24 2377

must be marked
E Build structure variables. It will require maore memary | Setting is

applied when you restart

The source timestamp will not be refreshed on every successful
read. Instead, only a value change on the controller will refresh the
timestamp

OPC UA options
Build structure variables

Update Source Timestamp [
only on change

Show Byte Arrays as ] [f the PLC variable is & ByteArray, the OPC variable is normally
---------------------- EyteString also a ByteArray. This can be changed to a ByteString.
__________________________ Route 37 conneptinns [1 With some 57-Pl Cs the 57 communicatinn onints to the CP
ahways to slot 2 [ELLGIERELTD] 12,
"""""""""""" ST I e H a Changing the system settings requires a reboot. Reboot Now? pesary lo
0000 ms.
.......................... q T L .
Forbid datatype m Cancel| £ OFC variable,
— ilue would fit.

e =

IBH Link UA

lBHsoftec

weerer, ibhsoftec com  Contact  WWiki

embedded OPC UA server / client
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The function is activated by marking the option Build structure
variables and then clicking the Apply button, which must be
confirmed. With the S7-300 / S7-400, 64-byte structures are
consistently possible. Structure tags are created that require more

memory.

UaExpert - program window — Build structure variables

If the option Build structure variables is activated, the OPC server
is restarted. While the OPC server is not running, the variables of the
structure in the UaExpert window, Data Access View are displayed in
red (the connection to the OPC server is interrupted).

UaExpert window connection interrupted.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

DeBBE %=

%y &

B RO

Project B x| Data Access View Q
v [ Project # Server Node Id Display Name ~ Value  Datstype Source Timestamp Server Timestamp Statuscode
v [ Severs {7 IBHLinkUA@ib... - NSA[String|S7 416.CPU 416-3 PN/DP.Programs. CounterData,Structure MaxValue - MaxValue 10000 Intl6 14:41:08.103 14:41:09.68  BadCom...
i IBHLinkUAibhiinkus_sc 27 IBHLinkUA@ib...  NS4[String|57 416.CPU 416-3 PN/DP Programs. CounterData. Structure MinValue  MinValue 100 Int16 14:41:10.555 1441:11.68  BadCom...
v 8D - 3 IBHLinkUA@ib.. NS4[String|S7 416.CPU 416-3 PN/DP.Programs CounterDatz Structure Switch 2 Switch 2 tue  Boolean  14:41:12.380 1441:13.068  BadCom...
[ Documents 1 IBHLinkUA@ib... NS4[Stringl57 416.CPU 416-3 PN/DP.Programs.CounterData Structure Value  Value 6872 Int16 14:43:18.499 1443112749 BadCom..
[ Data Access View

After restarting the OPC server and restarting the connection of the
UaExpert to the IBH Link UA, the system variable Consistent is

displayed.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

DegPBO +

File View Server Document 3Settings Help

X% S

q X IAth’lbutes I

B X Oh

Project B X
v [A Project Gk ® o
¥ [ Severs Attribute Value
@3 1BHLinkUA@iEhlinkua_sc v Modeld ns=45=57 416.CPU 416-3 PN/DP.Programs.CounterData.Structure. Consistent
hd D Documents N Ind 4
X amespacelndex
[ Data Access View IdentifierType String
Address Space 5 x I Identifier 57 416.CPU 416-3 PN.‘DP.Programs.CounterData.Structure‘Cons\stant|
= NodeClass Variable
3 |No Fighight T BrowseMame 4, "Consistent”
D Root DisplayMame " "Consistent"
v [ Objects Description Badattributeldinvalid (0x
&% Client WriteMask 0
% DeviceSet UserWriteMask 0
& MQTT RolePermissions BadAttributeldinvalid
&% Modbus UserRolePermissions BadAttributeldinvalid
~ I3 PLCs AccessRestrictions Badattributeldinvalid
¥ DeviceHealth SourceTimestamp 2020-10-18 14:46:38.035
@ DeviceManual SourcePicoseconds 0
@ DeviceRevision ServerTimestamp 2020-10-18 14:46:41.004
=) GlobalVars ServerPicoseconds 0
# HardwareRevision StatusCode Good (0x00000000)
# Manufacturer Value true
@ Model v DataType Boolean
& ParameterSet MNamespacelndex 0
v & Programs IdentifierType Numeric
Identifier 1 [Boolean]
ValueRank -1 (Scalar)
) CounterValue P
ArrayDimensions BadAttributeldinvalid (0%B80350000)
) Counting ON Accesslevel CurrentRead
UserAccessLevel CurrentRead
AccessLevelEx BadAttributeldinvalid (0x20350000)
MinimumSamplinglnterval 0
@ Maxvalue Historizing false
@ MinValue
@ Switch_2
@ Value
] SupportedTypes
@ RevisionCounter
@ SerialNumber
¥ SoftwareRevision
o Tasks
&% Server

TTI
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Chapter 1

If this variable is true, consistent data can be read from the CPU and
sent to the CPU (write). To do this, click Consistent.

Display or change structure variable
To do this, drag and drop the structure of the Data Access View

field.

" Unified Automation UaExpert - The OPC Un

ified Architecture Client - NewProject™

File VWiew Server Document Settings Help
IPBBO - XXa[eED
Project & X Data Access View Q
~ [ Project # Server MNode Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
~ [ Servers 1 BHLinkUA@ib... N54(String|57 416... MaxValue 14 :57:47. Good
2, BHLinkUA@ibhlinkua_sc | |2 IBHLinkUAib... i ... MinValue 14 4:57:49. Good
© B Documents 3 BnkUAgh 14 Good
inkUA@il 15: Good
{1 Data Access View 5 |BHLinkUA 31
Address Space 8 X
5 NoHghliht - Drag & Drop
1) Root
v
@guaéit:nt Mame Value
% DeviceSet v 57 416.CPU 416-3 PN/DP.Types.Programs.CounterData.Structure
& marr MinValuef 100
v g rpvlocibus MaxValu double t?li.ck \l.ralue 0
v & CPU416-3PN/DP Switch 2 [ true  TOr modification
@ DeviceHealth Value 1907 J
# DeviceManual confirm
# DeviceRevision -
) GlobalVars | write | Cancel
@ HardwareRevision
@ Manufacturer
@ Model
% ParameterSet
~ & Programs
~ |2 CounterData
9 CountetValue  f Node Id Display N Val Dat
@ Counting ON ) play Name alue atatype
J String|57 416.CPU 416-3 PN/DP.Programs.CounterData. Structure.MaxValue Int16
A S NS4|String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Structure, MinValue MinValue o0 Int16
tr NS4|String|S7 416.CPU 416-3 PN/DP.Programs.CounterData.Structure.Switch_2 Switch_2 true Boolean
% Comsictont N54|String|S7 416.CPU 416-3 PN/DP Programs, CounterData. Structure Value Value Int16
NS4|String|ST 416.CPU 416-3 PN/DP.Programs.CounterData.Structure Structure i ExtensionObject
@ MaxValue
@ MinValue
@ Switch_2
@@ Value
(2 SupportedTypes
# RevisionCounter
@ SerialNumber
@ SoftwareRevision
O Tasks
% Server

With a double-click on the text Double {2 e Bk o E VR L=

click to display value, in the line structure, a dialog box is opened in
which the variables of the structure can be displayed and changed.

Display structu

re variable online

The changed variables can then be observed in data block Counter
Data [DB2] of the CPU-416.

Mame
< ¥ Static
-4 = Counting ON
< = Dummy
4] =

v

CounterValue
Structure

= Minvalue
MaxValue
= Switch_2
= Value

[T= = TS (Y- "IN, I S VS R S B

dagas

]
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keep actual values gg Snapshot 9 E|, Copysnapshots to startvalues g - 4 =
Data type Offset Start value Monitar value Comrent
Bool 0.0 false TRUE On | Off switch 1
Int 20 0 0 Dummmy
Int 0 7104 Counter value
Struct complexvariable - STRUCT-
Int 100 100 minimum Counter value
Int 10000 12000 maximum counter value
Bool TRUE TRUE On | Off switch 2
Int 0 7104 Counter value
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1.2 Historical data - IBH Link UA

Trans Tech International® 2021

While OPC Data Access enables access to data in real time, OPC
Historical Data Access, also known as OPC HDA, supports access
to data that has already been saved.

From simple data logging systems to complex SCADA systems,
historical data can be queried in a standardized way.

The historical data is activated via the IBH Link UA history web
interface. The historical data are organized in the IBH Link UA as a
ring buffer in the RAM.

- B 1BH Link LA “Hstory X

&« c @ © & 100.13.897_=/history o @ T n o @

semnver is Logout | Update password single-core
Address space History active Sampling Rate | History Buffer Size

""""""""""""" ¥57 416
¥ CPU 416-3 PN/DP
DeviceManual

.......................... DeviceRevision

HardwareRevision
"""""""""""" Manufacturer
Model

RevisionCounter

.......................... SerialNumber
SoftwareRevision
[T ¥ Programs
SuppartedTypes
¥ CounterData

,,,,,,,,,,,,,,,,,,,,,,,, Counting ON is inserted

Dummy

CounterValue History active 0.5 1000

» Structure

» Tasks
.......................... DeviceHealth

» ParameterSet
"""""""""""""" »Globalvars
< >
Activate/Change history‘L Deactivate history | Load XML ‘ Store XML ‘ Remove all | Remanent history on
""""""""""""

Remanent history off

lBHsoftec

www ibhsoftec com Contact Wiki

g IBH Link UA
“ZOPC UA

In the opened history parameter input field, the required values must
be entered and confirmed.

History parameter

Enter the sampling rate [seconds]:

specify value
0.5 =

Enter the history buffer size [number of values]:

specify value
1000 st

Store on minimum change:

]

IBH Link UA Training
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History variables
In the History / Variables window, all selected variables are displayed
with their parameters.

<« ¢ @ © & 100.13.89/7_=/history 4 n @ ® =
% o 0 server is running Logout | Update password singfe—core
History tree History vars
Address space Sampling Rate | History Buffer Size | Minimum Change
"""""""""""" 7 416.CPU 416-3 PN/DP.Programs. CounterData.CounterValue 1000

7 416.CPU 416-3 PN/DP.Programs.CounterData.Counting ON mm) _

o 7 416.CPU 416-3 PN/DP.Programs. CounterData.Structure. Max\Value 0.5 1000
nsfd,s S7 416.CPU 416-3 PN/DP.Programs.CounterData.Structure.MinValue 0.5 1000 1]

Deactivate history | | ¢ |

[History]

1.2.1 UaExpert - program window

Click in UaExpert Document / Add. In the opened dialog box, select
History Trend View and confirm.

File View Server Document Settings Help

DW[E"“*’

= Remove

0] ~ T
DJ Hide / unhide all dd Add Document

~ [ Project

~ [A Servers Document Type: {open | leled\
Q IBHLinkUA®@ibhlinkua_sc | History Trend View I

~ [1 Documents

Description:
[3 Data Access View £

This document type can be used for obtaining ~
historical data for one or more OPC UA Nodes.
Address Space 8 | The received values are displayed in a graphical
£ | No Highlight trend view.
I Root
v ijects License Type: Runtime License
> % Client
> b DeviceSet There are no functional limitations. v
) & van =
> &% Modbus

The historical data of values

File View Server Document Settings Help

BN~ @ =0 X% L0 RO

Project B X History Trend View Q
~ [ Project e —

v [ Severs Configuration -~

2y IBHLinkUA®ibhlinkua_sc Server DisplayName Node Id Color | O Sindee Update
IBHLinkUA@ibhlinkua_sc CounterValue NS4[String|S7 416.CPU 416-3 PN/... crimson | StartTime: Timespan:
16.10,20 08:00:00.000

Address Space a8 x Diag & Drop End Time: Update Interval:
7 o Hghight - 16.10.20 20:00:00.000
122 Rost e > GetStartTime|  Update (Elick g
~ I Objects

> &% Client

» & DeviceSet tymeric values [l Ns4/5tring|57 415.CPU 415-3 PN/DP.Programs. CounterData. CounterValue

> &% mMaTT

> & Modbus 5.000 T - -

v Bewcs ’ NS4[String|S7 416.CPU 415-3 PN/DP.Programs. CounterData. Counter Value

~ ¢ CPU416-3PN/DP 2020-10-18 18:30:42.033
940

# DeviceHealth ]
@ DeviceManual i L

@ DeviceRevision 10-000 ] (.,/"
(= GlobalVars ]
@ HardwareRevision ]
@ Manufacturer i
"o

@ Model 5.000
> @ ParameterSet

~ & Programs B '('

~ [ CounterData

2|0 CounterValue

0
i : ;ountmg ON ; : : i | i ‘ ‘
ummy
> @ Structure ;’é? P P §’§“ P& S S"@“ }3’“@
§ $7 & S8 S TS &S g
> [ SupportedTypes R sy ) RS ~ & R ) D o
4 R Counts ,79”5!4?‘5 ,15;‘?{'?& @’G'?\ né‘s{’?\ q?qsf’?\ Ggs,;?., @F";' ‘qu{ \;’
evisionCounter £ £ £ 3
@ SerialNumber N i B & K K3 & &
) ;S-;f::;areRewsmn 2 Coteh s —
> i Server v

IBH Link UA Training TTI Trans Tech International® 2021



Chapter 1 Connection of a CPU 416 to the IBH Link UA — Historical data Page 1-27

Note:
If a formatted SD-card is available in the IBH Link UA, history variables

can be stored remanent on the SD-card.

e O W In @ @

c @ © & 10013897 =/history
single-core

%m o OPC server is g Logout | Update password

>

Il

»57 416
<
Activate/Change history | Deactivate history | Load XML | Store XML | Remove all ‘

Remanent history on

Remanent history off | stores History on SD card remanently

EEC N+ In@Do ® =

c @ © & 10.0.13.89/7_=fistory
single-core

........................ OP /er is running Logout | Update password
History tree History vars
Address space History active Sampling Rate | History Buffer Size

>

i
w
-
©
-
-
T.

"""""""""""" »57 416
<
------------------------ Activate/Change history | Deactivate history | Load XML | Store XML | Remove all ‘

,,,,,,,,,,,,,,,,,,,,,,,, Remanent history off

Remanent history on

INBHsof -
wwwibhsoftec.com Conl M = — .0

lBHsoftec

wwwibhsoftec.com Contact Wiki

|

=0PC UA

https://192.168.1.14/7_=/softplc

I —————————
IBH Link UA Training
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2 IBH Link UA - OPC UA client function

The OPC client function reads data from an OPC server and writes
data to an OPC server. This does not have to be the same OPC
server. The IBH Link UA from IBHsoftec is a server / client module.

The OPC client function enables data to be exchanged between
OPC servers.

The OPC Unified Architecture Demo Server
must be available one on the PC (see IBH Link
UA Manual Part 1, chapter 2.4).

13 ERP Serser

This external OPC UA server can be started by double-clicking the
UA server icon.

Device configuration example S7 project CPU 416e TIA 16.

The data of an air-conditioning system should be given to the
CPU-416.

Air-conditioner

Ethernet

Ethernet
(S7-connection)

2.1 Example project with TIA Portal

An air-conditioning system transfers its data to
the data block AirConditionerData [DB 2] from
the CPU 416e TIA project (Chapter 1).

Chapter 1 describes the connection of a CPU 416 [ Es)ae:1 KA 1T
to the IBH Link UA via an Ethernet connection.

The project from Chapter 1 must be loaded into the CPU416.

TTI Trans Tech International® 2021 IBH Link UA Training



Page 2-2 IBH Link UA - OPC UA client function Chapter 2

Data block AirConditionerData [DB 2]

CPU 416e TIA 16 » CPU 416-3 PN/DP [CPU 416-3 PNVDP] » Program blocks » AirConditionerData [DB5] -0 X

=i = B, d’ E= "7 kKeepactualvalues Jg  Snapshot i ;‘3, Copy shapshots to start values g 4 =}
MName Data type Offset Start value Comment

1 | v Static

2 ﬂl| = r-_Temperature | Real 0.0 0.0 I Actual temperature value

3 g . L_lemperatureSetPoint Real 4.0 0.0 Set point ternperature value

4 <= TimeStampTemperature Date_And_Time 8.0 DT#1990-01-01-00:00:00  Actual ternperature Tirme Stamp

5 |4 = TimeStampSetPoint Date_and_Time 16.0 DT#1990-01-01-00:00:00  Set point ternperature TirmeStamp

6 |« = CurrentTime_TimeStarmp Date_And_Time 24.0 DT#1990-01-01-00:00:00  Current Time Time Stamp

7ol e StatusTemperature Diword 32.0 Ta#RD Status Temperature

8 |4j = StatusSetPoint Dword 36.0 16#0 Status Set Point Ternperature

9 g = CurrentTimeStatus Dvard 40.0 16&0 Current Time Status

The actual Temperature and set point Temperature values are to
be read from an air-conditioning system as OPC tags.

Open the configuration for the OPC server / properties.

CPU 416e TIA 16 » IBH Link UA [SIMATIC PC station]

I; Topology view ||ﬁg'h Network view m‘f Device view:] L
ﬁh‘ﬂTBH Link UA [SIMATIC PC Statid =] 2] 1 @ s = [
[]
4
N
SIMATIC PC station I
<[] = —5— &
|§, Properties ||T_i.'.lnfo y"ﬂ Diagnostics I
J General " 10 tags " System constants || Texts |
b General i oPC I
o symbols
DP master class 2
FDL (") Mane
(select) Ol
OPC symbeols;
OFCalarms (egonfigured
B { select )
OPC program alarms mapping table = Configuring... ]
57 UA redundanc Field el isible duri { ;
o ancy D 1eld elements visible aunng I'LJI"IlII'TIE'CIiCk ’ Conﬁgurlng...
SNMP
PROFINET 1O L
The Configure button opens the Symbol | Configuring... |

Configuration dialog box. Here data from the data block
AirConditionerData [DB 5] are selected as OPC tags.

Configurable data from data block AirConditionerData [DB 2]

Select data of the data block AirConditionerData [DB 2] in addition
to data block CounterData [DB5] as OPC tags (OPC symbols). The
read / write access rights can be assigned to the individual operands
(OPC tags).

'/ |
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Symbol configuration %

Symbol selector

- j CPU416e TIA 16 Name Data type Address | Visible] | Connection Access EUlLc
- 3 CPU 416-3 PN/DP CounterData Block DB %DB2 True S7_Connection_1 Readwrite 1]
:D PLC tag AirConditionerData  Block_DB %DBS iTrue 57 _Connection_1 Readiirite a

[<] i |

Elements with active branch | [ wisible  Access right: Readwrite  [+] I
Symbols: 15 Cennection: 57_Connection_1 ﬂ

Symbol configuration X

CSV Import / Export

[| | Srmostsctector

- ) CPU4I6eTIATE Name Data type Address Visible _ Connection Access EULo EUHi
- 3 CPU 416-3 PNIDP Termperature i Real %DES.0EDO True 57_Connection_1  ReadWrite 1] 1]
Access path CHiFLCtags Ternperature SetFoint Resl %DB5.DED4 True 57_Connection_1  ReadWrite i 0
‘ CFU 41 6e Tih 16.57 416.0FU 411 = [ Program blacks TimeStampTernperature Date_And_Time %DBE5.DBXB.0  False  57_Connection_1  None 0 0
i counterbata TimeStampSetFoint Date_And_Time %DES.DEX16.0 False  §7_Connection_1 Hone 0 i
-] CurrentTime_TimeStamp  Date_snd_Time %DB5.DEX24.0 False  $7_Connection_1  Mone 0 i
StatusTemperature Dword %DES.DBD32  False  S7_Connection_1  Naone 0 i
StatusSetPoint DWword %DBS.DBD36  False  57_Connection_1  None 0 i
CurrentTimestatus DWword %DBS.DBD4D  False  57_Connection_1  Naone 0 i
[£] i

Elements with active branch | [ visible Access right: Readilrite [=] I
Simlias 2 Connection: 57_Cannection_1 |~

Low limit: High limit:
|0.00000000000 | [0.00000000000 |
CSV Import / Export
[ imporiie | [ Eeponile |
Access path

|CPU 416e TA 16.57 416.CPU 416-3 PNIDP AirConditionerData ‘

Compile the configuration of the OPC server

CPU 416e TIA 16 » IBHLi A [SIMATIC PC station]

“:.5" Topology view @ Network view ‘m'f Device view

: =

## [IBH Link UA [SIMATIC PC Statid 7|

Change device

M cut CtrieX

SIMATIC PC station A
52 Copy CerleC

g Paste Curl+v
=
2
H
&
g Compile » Hardware and software (only changes)
=2 Download to device > Hardware (only changes )
D i Go online Crrl+k Hardware irebuild all)
¥ Go offline Ctrl+ Software (only changes)

S |

Software (rebuild all}

g Properties Alt+Enter

If no error is displayed when the hardware is compiled, the next step
is to load the hardware into the IBH Link UA OPC server.

CPU 416e TIA 16 » IBH Link UA [SIMATIC PC station]

“:.5" Topology view @ Network view ‘mf Device view

s =

## [1BH Link UA [SIMATIC PC Statid 7 | -

N
.\’I}’
(‘@
2
&7 .
Change device
SIMATIC PC station ¥ cut cirlex
25| Copy ctrlec
[ Paste cirkev

Unp

Compile »

o
2
2
jel
=
(=} -
D &N Go offline Ctrl+h

S | e

g, Properties Alt+Enter
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IBH Link UA - OPC UA client function

Chapter 2

The selection of the interface is displayed.

Extended download to device

Configured access nodes of "IBH Link UA”

slot
2%1

Device Device type

IE general_1 IE general

Type of the PGIPC interface:

PGIPC interface:

Connection to interfacelsubnet:

Select target device:

X
Interface type  Address Subnet
FHIIE 1001389 PMIIE_1
open [ select;
[ priE —
ﬁRealtekPCleGbE Family Controller "l @
[ PranE_1 -||©
1-1 6

| open.fselec‘to

show devices with the same addresses [»

Device Device type Interface type Address Target device
— — FNIIE Access address -
.
Flash LED
e
Online status information: D Display only error messages
Load | | Cancel
Extended download to device I)(
Configured access nodes of "IBH Link UA™
Device Device type Slot Interface type | Address Subnet
IE general_1 IE general 2x1 PNIIE 10.0.13.89 PMNIE_1
Type of the PGIPC interface: ’—LPN”E |'|
PGIPC interface: @Realtek PCle GbE Family Controller |'| O.
Connection to interfacelsubnet: ‘ PMIE_1 |V| O
15t g ¥ ‘ |'| O
Select target device: | Show devices with the same addresses V|
Device Device type Interface type Address Target device
Accessible device = PNIIE 10.0.13.89 =
(mark A"
= = PMIIE Access address =
[
[|Flash LED
Online status information: [ pisplay only error messages
€ scancompleted. 1 compatible devices of 1 accessible devices found. |7|
+%7 Retrieving device information... E
Scan and information retrieval completed. |V|
Load 1 | Cancel |
Load preview X
9 Check before loading
Status |1 Target Wessage Action
+ @~ IBHLink UA Ready for loading. Load 'Stationmanager
1 ¥ Protection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, €.9. by use of firewalls and network segmentation. For
more information about industrial security, please visit
H http:ffwww.siemens.comiindustrialsecurity
(V] » Device configurati... Delete and replace system data in target Download to device
(<] i I[>]
| Finish | Load ! | Cancel |

IBH Link UA Training
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The progress of the loading day is displayed as information.

|§, Properties ["i".lnfo ] || ﬂ Diagnostics |

Jl General | || Cross-references || Compile |

@\\I\| Show all messages |'|

1 Message Goto |(? Date Time

@ ~[sirtdownloading to device | 1017/2020 12:53:00 PM
e ¥ |IBH Link UA 10117i2020 4:32:17 PM

Q > Stationmanager 1017i2020 4:32:17 PM

Q Stationmanager stopped. 10/17i2020 4:36:15 PM

Q Hardware configuration was loaded successfully. 10i17i2020 4:36:15 PM

Q Stationmanager started. 10117i2020 4:36:16 PM

Q The RAM contents were copied to the ROM. 1017i2020 4:36:16 PM

Q ¥ Local modules 1011712020 4:32:17 PM .
e * |Egeneral_1 1017i2020 4:32:17 PM

e IE general_1 stopped. 10/17i2020 4:36:16 PM

Q Hardware configuration was loaded successfully. 10/17i2020 4:36:17 PM

e IE general_1 started. 1017i2020 4:36:18 PM =
e The RAM contents were copied to the ROM. 10/17i2020 4:36:18 PM

Q ¥ |BH Link UA 10117/2020 4:32:17 PM

e IBH Link UA stopped. 10i17i2020 4:36:18 PM

Q Hardware configuration was loaded successfully. 1017i12020 4:36:20PM

Q The RAM contents were copied to the ROM. 1017i2020 4:36:21 PM

e 1BH Link UA started. 10i17/2020 4:36:21 PM

< ' 101172020 4:36:21 FM

2.1.1 Start external OPC UA server

Double-click the UA Server icon to start a
program (from UnitedAutomation) that
simulates several air conditioning and heating
systems (air conditioner, furnaces) and provides
operating data (temperature, time value, etc.) as OPC UA tags.

External OPC UA server (air conditioning and heating systems)

1150 UaCPPServer = O X
EE R R T T T T T g A g g g T T T T T T 1
Server opened endpoints
opc.tcp: /A /TTI-YELLOD

3 o o KK K K K K ok R K K R R K Kk

The external OPC UA server has the endpoint URL:
opc.tcp: // TTI-YELLOW: 48010

If no name server (DNS server) is available, the PC name must be
replaced with the absolute IP address of the PC.

The endpoint URL responsible for the connection could be, for
example: opc.tcp: //10.0.13.10: 48010.

_____________________________________________________________________________________________________________________|]
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Define the OPC UA server for the data exchange
For data exchange between the air-conditioning system and PLC
(AirConditionerData [DB 5]) are in the IBH Link UA to register the
two OPC UA servers who provide the data for exchange.

The server integrated in the IBH Link UA provides the OPC tags that
are defined in the PLC-CPU.

The servers for the data exchange are specified in the IBH Link UA
web browser window OPC Client.

First, the OPC UA server, which provides the OPC tags from the data
block AirConditionerData [DB 5] to the PLC CPU, should be
specified.

The security mode for the data exchange must also be selected
here. Enter none.

The required endpoint URL can be copied from the IBH Link UA
web browser window network / control level.

&« c @ © & 100.13.89/7_=metwork

E Logout | Update password
Management Level Control Level 802.1X

Metwork Caonfiguration

.......................... |Endp0|m URLl opc.top:fibhlinkua_sc:48010

or IUEC top:/10.0.13.89:45010 I
-------------------------- DHCP ]
__________________________ IP address [192.188.1.14 |
Subnet mask |2s5.255.255.0 |

The IBH Link UA - OPC UA Server has the Endpoint URL:
opc.tcp: //ibhlinkua_sc: 48010

If no name server (DNS server) is available, the absolute IP
address of the IBH Link UA / control level must be used as the
endpoint URL. The absolute endpoint URL would then be:

opc.tcp: //10.0.13.89: 48010

The endpoint URL can be copied into the IBH Link UA web browser
window / network / control level.

Add server

- I8 IBH Link UA - OPC Client b +

&« ¢ @ © F 10.013897_=/opc_dient e w meoe o =

m F L] OPC server is running Logout | Update password single-core
Connected Servers

"""""""""""" Add Server | | Add varizble to read | | Connect wariable | |

,,,,,,,,,,,,,,,,,,,,,,,, Upload client XML configuration | Download clisnt XML configuration |

‘ Add a server to read variables from and to connect to other servers | Delete clisnt configuration
[OPC Client )

IBH Link UA Training TTI Trans Tech International® 2021
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The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or
opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA
web browser window / OPC client is to be added as a server.

Security Policy None and Security Mode None were selected for
data transmission.

Discovery Servers .

Url of a computer with discovery service running

||:|pt.t[p:j,-’lD.D.lS.EQ:4BDlD Endpoint URL (from Network | Control Level) ‘
Fublishing interéal [ms] Synchroneous read: [ Usemame (leave ernpty far nore): l:l Pazeword (leave empty for none): l:l

Server Name ecurity Policy Security Mode

. .. |IBHLinkUA®@ibhlinkua_sc 0 .. |kt pofoundatior = Mone
urriiibhlinkua_... IBHLinkUA@Ibhlinkua_sc opctcp bkl http: ffopefoundation.org/UA/SecurityPolicy #Basic2565hazs56 Sign
urribhlinkua_... IBHLinkUa@ibhlinkua_sc opc.tepffibhli.. http:ffopefoundation.orgfUa/SecurityPolicy #Basic2565ha2se SignandEncrypt
urr:ibhlinkua_ . IBHLnkUA@ibhlinkua_sc opc.tepffibhli.. http: ffopefoundation.orgfUa/SecurityPolicy #4es128_5ha2Sa_.. Sign
urriibhlinkua_... IBHLInkUA@Ibhlinkua_sc opc.topffibhli.. hitp:ffopefoundation.orgfUa/SecurityPolicy #42s128_Sha2sS6_.. SignandEncrypt
urriiibhlinkua_... IBHLinkUA@Ibhlinkua_sc opc.top bkl hitp:fopefoundation.org/UA/SecurityPolicy #425256_5ha256_... Sign
urribhlinkua_... IBHLinkUA@ibhlinkua_sc opc.top:ffibhli.. http:ffopofoundation.orgfUaf/SecurityPolicy #42s256_5ha2Sa6_... SignandEncrypt

Remate server certificate details:

Cormman Mame: |BHLinkUAGbhlinkua_rescued

Crganization Organization

Organization Unit: Unit Information is inserted
Locality LocationMame

State:

Country DE

“alid from 2020-08-31

“aild to: 2025-08-30

Application URI urn:ibhlinkua_sc:IBH=oftec: IBHLinkUA
Encryption strength: RSA-SHARSE - 2048 Bit

The certificate is valid.

<onfirm m Cancel

Next, the external OPC UA server (UnitedAutomation - air

conditioner) is defined.

The external OPC UA server has the endpoint URL:
opc.tcp: // TTI-YELLOW: 48010

&« c o © & 100128977 _=/opc_client n @ @ O =

Logout | Update password

Connected Servers Va

sing.re core

rrrrrrrrrr - I urniibhlinkua_se:IBHsoftec: IBHLINKUA (ope.tep:/fibhlinkua_se:48010) @ Good (0x00000000) SecurityPolicy #MNone
acd Sarver | add varable o read | Connecivarable | x| 3| | @] Upload client XL configuration | | Downioad client xiL configuration | Delete client configuration |

ETck Add a server to read variables from and to connect to other servers
Discovery Servers %
"""""""""""" Url of a computer with discovery service running
,,,,,,,,,, . [EPc TR //10,0.19, 10:48010_URL external OPC UA server (UnitedAutomation - aif conditioner) |
------------------------ Publishing interval [ms] Synchroneous read: (1 Usermame (leave empty for none): [ | Password (leave empty for noney [ |

Security Policy Security Mode

Lir U Vi pa - O und atiol y#EMOne Haone
N .. UaServerCpp@TTIVELLOW  opcton . http:ffopcfoundation. org/Us/SecurityPolicy #Basicse (selecty " Sign
. Ui TTIVELLO.. UaServerCop@TTIVELLOW  opcten/fTTI-r. http:ffopcfoundation.org/Us/SecurityPaolicy #Basic256 Signandenerypt
urn:TTIVELLO.. UaServerCpp@TTIYELLOW  ope.tep:/fTTIY... http:ffopcfoundation oro/Ua/SecurityPolicy #Basic2S65ha2se  Sign
""""" - urnTTIVELLO.. UaServerCpp@TTIYELLOW  opc.tep:/fTTIY... hittp:ffopcfoundation org/UA/SecurityPolicy #Basic2565haSs  SignandEnerypt

Remote server certificate details

Cotnrnon Mame; UaSererCpp@TTl-1
Organization Organization
Organization Unit Unit Information is inserted
Locality: LocationMarme
State:
Country! DE

-------------------- “alid from: 2016-04-01

,,,,,,,,,, Vaild ta: 2021-03-31

Application URI: urncTTR1:UnifiedAutomation: UaSererCpp
Encryption strength REA-SHAZSE - 2048 Bit

The certificate is valid
lBHsoftec i

i ibhsoftec.cam  Contact  Wiki

m Cancel| .

If no name server (DNS server) is available, the PC name must be

replaced with the absolute IP address of the PC.

__________________________________________________________________________________________________________________________|
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The endpoint URL responsible for the connection could be, for
example: opc.tcp: //10.0.13.10: 48010

Security Policy None and Security Mode None were selected for
data transmission.

The IBH Link UA and the external OPC UA server are connected.
The status of both servers is good. None was selected as the
security policy for both servers.

- B |BH Link UA - OPC Client bl 573 Google Ubersetzer
<« ¢ @ © & 10.0.13.89/7_=/opc_dlient - O 1 n @ e o =
,.EE; m () OPC server is running M Update: passwird single-core

| Connected Servers Y. Status
rrrrrrrrrrrrrrrrrrrrrrrr I urrcibhlinkua_sc:IBHsoftec: IBHLInkUA (ope.top:/fibhlinkua_sc: 480103

23 urne TTIELLOW: Unifiedautomation: UaServerCpp (opctop: //TTIVELLOW : 43011)
<

_________________________ Add Server | 4dd variable to read \ Cornect variahle | » | €3 | Upload client XML configuration | Download clisnt XML configuration

Delete client configuration

& Good|{0x00000000) SecurityPalicy #Mone
& Good|{0x00000000) SecurityPalicy #Mone

>

Add read variable

The two variables Temperature and TemperatureSetPoint that the
external OPC UA server makes available are declared as read
variables. The OPC UA client in the IBH Link UA reads this data.

c & © & 10013897 _=/opc_dient @ %

Q|

o e o =
%m (] Logout | Update password single-core

# Good (DxDDDDDDDD) Securltypohcy#None

ed Cpp (0| ",‘ 010) Go0 e olicy #MNone
,,,,,,,,,,,,,,,,,,,,, a

_________________________ Addd Server | | Add variable o readl Connect variable | x| B g Upload client XML configuration | Download client XML configuration |

Delete client configuration

Add a variable to read from the selected server |

>

Select variable to read

o
Connected Servers
""""""""""""" ¥ 23 urn: TTIVELLO W, Unifiedautormation:UaServerCpp (opctop:TTIVELLOW: 48010} ~
,,,,,,,,,,,,,,,,,,,,,,,, 2 views
¥ [ Objects

"""""""""""" » 2 Server
[OPC Client ) - 5 Daro

""""""""""""" ¥ 3 BuildingAutomation
_________________________ @ ContrallerConfigurations
&l State
» [ StateCondition
&l State
,,,,,,,,,,,,,,,,,,,,,,,, I I <. : one arter ancthe: IR
i TemperatureSetPoint

& PowerConsumption
» & Hurmnidity

& HumiditySetpoint

......................... » 23 sirconditioner_2
<

|I||IIIIBHsoftel Sampling intensal [ms]: __lDDEI l Link UA
Queve size: change settings 2d OPC UA server  cliant

if necessary

Discard oldest: m UA

Datatype of variable : Double

wenn ibhsoftec. com  Contact Wy

confirm m Cancel

These variables are sent via the OPC server to the data block
AirConditionerData [DB 5], in the CPU-416.

IBH Link UA Training TTI Trans Tech International® 2021
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Connect with variables

The two variables Temperature and TemperatureSetPoint, which
have been declared as read variables, are connected to the IBH Link
UA OPC server, which then sends them to the PLC program (CPU
416 TIA Portal) in the CPU-416.

Variable (OPC tags) from the data block AirConditionerData [DB 5].

c @ © & 10012897 =/opc_dient - W @ e o =

~Hl

b ;m (] Logout | Update passward single-care
"""""""""""" (3 urn:ibhlinkua_sciIBHsaftec IBHLINKUA (opetep: ffibhlinkua_sc:48010) # Good (0x00000000) SecurityPolicy #None

¥ 3 urn: TTIYELLOW: Unifiedautomation: UaServerCpp (opc.tep//TTIVELLOW  48010) @ Good (0x00000000) SecurityPolicy #MNone

select one after another

< >

.......................... [l Connected Servers |

L3 urn:ibhlinkua_sc: IBHsoftec IBHLINkUA {opc.top: ffibhlinkua_sc: 480103
12 views
¥ [ Ohjects
» |2 Server
-------------------------- > 2 Modbus

+ I3 Stations
v i3 PLcs

.......................... | [¥ [0 CPU 416-3 PN/DR

@ DeviceManual

,,,,,,,,,,,,,,,,,,,,,,,, @ DeviceRevision
@ SerialMurmber
@ SoftwareRevision
,,,,,,,,,,,,,,,,,,,,,,,,
[£3 supportedTypes
,,,,,,,,,,,,,,,,,,,,,,,,

select one after another

llBHsoftec 28 cavana o

> [ Tasks -

uw ibhsoflec. com  Contact  Wiki @ DeviceHealth lA

» [ Parameterset

» [ Globalvars

> 2 Slats
> 22 Types

» (33 urm TTIYELLOW: Unifie dautomation: UaServerCpp (ope.top: fTTIYELLOW: 48010} v
< >

Wariable to read
Datatype : Double

Field index range (Format 1 ar 2:3)

change settings

if necessa
Wariable to write L

Datatype : Float

Field index range (Format 1 or 2:3)

Cancel

The connections are displayed in the IBH Link UA web browser
window OPC Client.
- B |BH Link UA - OPC Client x Ubersetzer

<« c o © & 10.0.1389/7_=/opc_dient w @Y mWwoeo =

EE m ® Logout | Update password
Connected Servers

12 urnibhlinkua_sc:IBHsoftec: IBHLINkUA topc.top: Aibhlinkua_sc:48010)

Y

¥ & pirConditioner_1.Temperature
@ pirConditioner_1.Temperature, TimeStamp

@ _Aircanditioner 1 Temperature Statuc
I =4 urn:ibhlinkua_sc:1BHsoftec: IBHLInkUA (opc.tep:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs. AirConditionerData Temperature I

V& airConditioner_1.TemperatureSetPoint
@® AirConditioner_1 TemperatureSetPoint.TimeStamp

________________________ i sirconditioner_1 TemperatureSetPoint Status
I =4 urn:ibhlinkua_sci1BHsoftec: IBHLinkUA (opc tep:/fibhlinkua_sci48010).57 416,.CPU 416-2 PNIDP.PngramsAirCumdit\DnerData‘TemDEraturESEt@

< >

Add Server ‘ Add variable to read | Connect variable ‘ > | x| | Upload client XML configuration ‘ Download client XML configuration ‘

Delete client configuration

TTI Trans Tech International® 2021 IBH Link UA Training
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Chapter 2

2.1.2 Establishing a connection to the external OPC server
Clicking on the plus symbol in the UaExpert window opens the

AddServer dialog box.

+  Unified Automation UaBxpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

Y =2 3 A _ ) =
DB +=0 X428 B RO
Project & YK jgis Access View %]
~ [ Project 2 Add Server Nade Id Display Name Value Datatype  Source Timestamp
~ [ Servers —
12y IBHLinkUA@ibhlinkua_sc e, RN
~ [ Documents
7 Data Access View Configuration Name
Discovery  Advanced
Address Space g X
— Endpoint Filter: |No Filter -
3 | No Highiight =
) Root 2, Local
~ (3 Objects ~ &% Local Network
& Client 4 Microsoft Terminal Services
& DeviceSet £ Microsoft Windows Network
& marT & Web Client Network
a Modbus hd @ Reverse Discovery
&) PLCs 4 < Double click to Add Reverse Discovery... »
& Server v &9 Custom Discovery
2 Slots & < Double click to Add Server... >
[ Stations . opciep:/fibhlinkua_sc:48010 < Double click to Add Server...
~ () Recently Usel
2 Types -) Recently Used
3 Views W IBHLinkUA@ibhlinkua_sc [EESISNTEN
S >
Enter the URL of a computer with discovery service running:
\wum external OPC UA server

Authentication Settings Cancel
@) Anonymous
Connect Automatically o Cancel

Double-click on Add Server to open the Enter URL dialog box.

The Endpoint URL of

% < Double click to Add Server... >

the external OPC server External OPC UA Server (Air-Conditioner)
must be entered here.

»  Add Server

Discovery

Endpaint Filter:

Configuration Name | UaServerCpp@TTI-YELLOW

Advanced

Mo Filter

1 Local
v @ Local Network
g’ Microsoft Terminal Services
g’ Microsoft Windows Network
&2 Web Client Network
hd @ Reverse Discovery
% < Double click to Add Reverse Discovery... =
hd @ Custom Discovery
% < Double click to Add Server... »
. opctepy//TT-YELLOW:42010
v O, epctcpyfibhlinkua_sc:48010
v [ UaServerCpp@TTI-YELLOW (opc.tep)
@ Mone - None (uatcp-uasc-uabinary)
,f Basic256 - Sign (uatcp-uasc-uabinary)
() Basic236 - Sign & Encrypt (uatcp-uasc-uabinary)

Connect Automatically

By opening UaServerCpp@TTI-YELLOW- (opc.tcp), the possible
security levels are listed.

IBH Link UA Training
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Double-clicking the None - None | @ Mone - None (uatcp-uasc-uabinary) |
(uatcp-uasc-uabinary) entry in the AddServer dialog box sets this
security level and closes the AddServer dialog box.

In the opened UaExpert program window, the connected servers
are displayed.

Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject”

File View Server Document Settings Help

Project click

DeBBEE '@%O-X'ég“ B B O

B X | Data Access View

Connect Server |
I —— I

v~ [0 Project # Server

v [0 Servers
% I[EHLinkUA@ibhlinkua_sc

[ UaServerCpp@TTI-YELLOW
v [ Documents
[0 Data Access View

Trans Tech International® 2021

With a click on Connect Server the connection to the C\‘
OPC UA server is established. %

Since there is no certificate acceptance for the desired connection,
the dialog box for accepting the OPC UA server certificate opens.

™ Certificate Validation

Validating the certificate of server "UaServerCpp@TTI-YELLOW returned an error:
Q ‘ BadCertificateUntrusted ‘

Certificate Chain

Mame Trust Status
€ UaServerCpp@TTI-1 Untrusted

Certificate Details

Errar ok [BadCertificateUntrusted]
Common Mame UaServerCpp@TTI-1
Organization Organization
OrganizationUnit Unit

Locality LocationMame

State

Country DE

DomainComponent  TTI-1

Common Mame UaServerCpp@TTI-1
Organization Organization
OrganizationUnit Unit

Locality LocationMame

State

Country DE

DomainComponent  TTI-1

Valid From Fr 1. Apr 14:46:29 2016
Valid Te Mi 31, Mrz 14:46:29 2021

Info
Serial Mumber 5SEFEEDAS
Signature Algorithm  RSA-5HA256

I . nCA fanan sl

confirm W

Trust Server Certificate

[ Accept the server certificate temporarily for this session Continue Cancel

IBH Link UA Training
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The selected certificate is confirmed by
clicking the Trust Server Certificate button.
The verified certificate is displayed.

' Certificate Validation

Chapter 2

[Trust Server Certificate |

The certificate of server

‘UaServerCpp@TTI-YELLOW' was validated successfully.

‘Good

Certificate Chain

Mame

Trust Status

| A UaServerCpp@TTI-1 Trusted

Certificate Details

Subject
Common Name
Organization
OrganizationUnit
Locality
State
Country
DomainComponent

Common Name

Organization

OrganizationUnit

Locality

State

Country

DomainComponent
Validity

Valid From

Valid To

Serial Number
Signature Algorithm
Cipher Strength
Thurnbprint (SHA1)

BasicConstraints

UaServerCpp@TTI-1
Qrganization

Unit
LocationMame

DE
TT-1

UaServerCpp@TTI-1
Organization

Unit
LocationMame

DE
TT-1

Fr 1. Apr 14:46:29 2016
Mi 31, Mrz 14:46:29 2021

SEFEGDAS

RSA-SHAZ256

RSA (2048 bit)

D555633094496E02 FDSEGO05DDEF0249992DD050
urn:TTI-T:UnifiedAutomation:UaServerCpp

TTI-1

CA:FALSE

‘

SubjectKeyldentifier  77:0E:90:45:CEF3:20:6E:76:AA:82:40:30:32:42:80:2C: F5:60:45

AuthoribvKevldentifi keyid:77:0E:00:45: CE:F5:20:6E: 7A: AN 82:40:30:32:42:80:2C: F 5:60:45
uthorttyKeyldentier b 2 me:/ DC=TTI-1/C= DE/L= LocationName/O= Organization/ QU=Unit/CN=U...

Keylsage Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, Cer...

ExtendedKeyUsage  TLS Web Server Authentication, TLS Web Client Authentication v

Trust Server Certificate
confirm

Accept the server certificate temporarily for this session Cancel

The dialog box is closed by clicking the Continue

button. The connection to the selected OPC server is established.

UaExpert — Displays

Air-Conditioner
with
OPC UA Server

IBH Link UA

OPC UA Client OPC UA Server
ST connection

(Ethernet)

UaExpert

IBH Link UA@ibhlinkua_sc

CPU 416 with
S7 connection
(Ethernet) and
TIA project
(Data Block)
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UaExpert - Program Window
In the UaExpert program window, information about the connected
external OPC server (UAServCpp@TTI-Yellow) is displayed under

Address Space.

»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

IBH Link UA - OPC UA client function

Page 2-13

2y IBHLinkUA@ibhlinkua_sc

12, UaServerCpp@TTI-YELLOW
v [ Documents

{7 Data Access View

Address Space

Drag & Drop

lwPBE + KGe B RO
Project B X Data Access View [x]
v [A Project # Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp  Statuscode
™ D Servers 1 UaServerCpp@... MS53[String|AirC... Temperature 71973975 Double 17:11:01.643 17:11:01.643 Good
2 UaServerCpp@... MS3|String|AirC... TemperstureSetPoint I, Double  17:09:48.832 17:09:48.832 Good

double click to
change the value

# Mo Highlight

Data Access View

v |2 BuildingAutomation
~ & AirCenditioner 1
@ Humidity 1

@ HumiditySetpoint 2

#

Server

UaServerCpp@TTI-YELLOW
UaServerCpp@TTI-YELLOW

Node Id

MS3|StringlAirConditioner_1.Temperature
MS3|String|AirCenditioner_1.TemperatureSetPoint

Display Name Val

Temperature

ue
71.984385
Tem peraturESEtPulmﬁ
7

@ PowerConsumption
 Start

v StartWithSetpoint
@ State

&% StsteCondition

9 St

W% AirConditioner_10

double click to
change the value

% AirConditioner_2

The Temperature and TemperatureSetPoint variables can be
dragged from the external OPC UA server into the Data Access
Viewer window using drag & drop. The TemperatureSetPoint can

be changed.

In the UaExpert program window, under Address Space information
about the connected IBH Link UA - OPC server, the actual and set
point temperatures that are given to the data block
AirConditionerData [DB 5] are displayed.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

# DeviceHealth

# DeviceManual

# DeviceRevision

) GlobalVars

# HardwareRevision

¥ Manufacturer

“ Model

&% ParameterSet

v &% Programs

i AirConditionerData

- Temparatu s

A0 TemperstureSetPoint ] ¢

CounterData

DePBEB| # =2 X4\ 8 B XD
Project B X Data Access View [x]
~ [ Project # Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
v [ _Sexe 1 IBHLinkUA@ib... NS4[String|57 4. Temperature 71,9896  Float 17:41:45.847 17:41:45.999 Good
Q IBHLinkUA®@ibhlinkua_sc 2 IBHLinkUA@ib... M54|String|57 4... TemperatureSetPoint 72 Float 17:40:26.121 17:40:26.207 Good
% UaServerCpp@TII-YELLOW
~ [1 Documents Drag & Drop
[0 Data Access View
Address Space F X
% | Mo Highlight
1) Root
~ [ Objects
% Client
% DeviceSet
& mart Data Access View A
£ Modbus + Server Node Id Display Name  Value
1 IBHLinkUA@ibhlinkua_sc  NS[String|S7 416.CPU 416-3 PN/DP Programs. AirConditionerData Temperature Temperature 71.974
PLCs 2 IBHLinkUA@ibhlinkua sc  NS4|String|S7 416.CPU 416-3 PN/DP Programs. AirCond Data. Temperate T p 7
“ e CPU416-3 PN/DP vy

(2 SupportedTypes

TTI
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Status data block AirConditionerData [DB 5] - CPU 416e TIA 16

In the program of the CPU-416, the two values Temperature and
TemperatureSetPoint are displayed in the data block
AirConditionerData [DB 5].

= _# LS A = E Keep actual values gg  Snapshot Ef :3, Copy snapshots to startvalues g 2 s :_".
Name Data type Offset Start value Monitor value Comment

1 <@ ~ Static

2 ﬂll Ir_Temperal:ure | Real oo ik} 64.99407 Actual temperature va\ui
3 < lL__TemperatureSetPomt Real 4.0 0.0 65.0 Set point temperature value
4 @= TimeStampTemperature | Date_And_Time 8.0 DT#1990-01-01-00:00:00  DTA1990-01-01-00:00:00  Actual temperature Tirme Starnp
5 @@= TimeStampSetPoint Date_and_Time 16.0 DT#1990-01-071-00:00:00  DT#1990-01-01-00:00:00  Set point termperature TimeStamp
6 <= CurrentTime_TimeStamp  Date_And_Time 24.0 CT#1990-01-01-00:00:00  DT#1990-01-01-00:00:00  Current Time Time Stamp

s StatusTemperature Diford 32.0 16#0 16#0000_0000 Status Temperature

i @m StatusSetPoint Dword 36.0 16#0 16#0000_0000 Status Set Foint Temperature

9 4w CurrentTimeStatus Dword 40.0 16&#0 16#0000_0000 Current Time Status

2.2 In practice:

Each OPC UA value consists of:
e Value - Status — TimeStamp

e Not only the Value, but also the Status Code and the Time
Stamp should be transferred from the source variable so that
the quality and age of the variable can be evaluated.

Each OPC UA server also provides the actual time (variable
CurrentTime) to carry out time comparisons.

2.2.1 Example: TimeStamp and status code transmitted.

The Time Stamps of variables and the actual time (variable
CurrentTime) as well as the Status Codes of an external OPC UA
server should be displayed or made available for further processing.

The data block AirConditionerData [DB 5] is provided for this

purpose.
CPU 416e TlA 16 » CPU 416-3 PN/DP [CPU 416-3 PN/DP] » Program blocks * AirConditionerData [DB5] -0 EX
= _‘}“5 ., = E= T keepactualwvalues |[Jg Shapshot q E, Copy shapshots to startvalues g & r :_"'.
[AirConditionerData |
Name Data type Offset Start value Comment
1 | ~ Static
2 @| = Termperature | Real 0.0 0.0 Actual temperature value
i &= TemperatureSetPoint Real 4.0 0.0 Set point termperature value
4 ] = TimeStampTemperature  Date_and_Time 8.0 DT#1890-07-01-00:00:00  Actual temperature Time Starmp
5 = TimeStarmpSetPoint Date_and_Tirme  16.0 DT#1390-07-07-00:00:00  Set point ternperature TimeStarmp
6 |4 = CurrentTime_TimeStamp  Date_and_Time  24.0 DT#1990-07-01-00:00:00  Current Tirme Time Stamp
Fo|a. StatusTemperature Do 32.0 T6#0 Status Temperature
& |4 = StatusSetPoint Dward 6.0 T6#D Status Set Foint Temperature
9 = CurrentTimeStatus Duord 40.0 16#0 Current Tirme Status

I —————————
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Chapter 2 IBH Link UA - OPC UA client function

Reselect OPC tags

Page 2-15

The variables that the data block AirConditionerData [DB 5] should
receive from the external OPC UA server are to be selected.

Open the configuration for the OPC server / properties.

CPU 416e TIA 16 * |BH Link UA [SIMATIC PC station]

|5'? Topology view ||EE,J Network view ET Device view L
&¢ [[13n Link UA [siamc Pe stand v || ] 1 £ [OF3 =2
& "S“ |
& ) ~
«° & i
»
SIMATIC PC station 0l
H
(<[ m 100% | — 55— W
|§, Properties ||"_1.'. Info (i) ” [ Diagnostics ‘
J General || 10 tags ” System constants || Texts |
b General [l OPC bol
= symbols
DP master class 2
FDL () None
Oal
OPC syrnbolss ~ f d
COPCalarms .
OFC program alarms mapping table | Configuring... |
57 UA redundancy [ Field elements visible during runtime Configurin
isormce (eticky b Confuns
SHMP
FROFIMNET IO L

The Configure button opens the Symbol |

Configuring... |

Configuration dialog box. Here data from the data block
AirConditionerData [DB 5] are selected as OPC tags.

Configurable data from data block AirConditionerData [DB 5]

Select data of the data block AirConditionerData [DB 5] in addition
to data block CounterData [DB2] as OPC tags (OPC symbols). The
read / write access rights can be assigned to the individual operands

(OPC tags).

Symbol configuration %
Symbol selector
- j CPUA16eTIATE Mame Data type Address || Visible Connection Access EU Lo
- 3 CFU &16-5 FIIDF CounterData Elock_DE WDE2 True 57_Connection_1 Readurite o
D FLCtags AirconditionerData  EBlock_DE %DES True i §7_connection_1 Readuite 1]
3 : Prograrm blocks:
(<] i |
Elements with active branch | [ isible  Access right: Readwrite [ I
symbals: 15 Connection: [57_connection_ | -]
Low limit: High limit:
CSV Import f Export
| Impaort file | | Export file |
Access path
|CF’U 416e TIA16.57 416.CPU 41 6-3 PMIDP |
| oK ‘ ‘ Cancel |

TTI
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Symbol configuration [

Symbol selector

- 3 CPU416e TIA 16 MName Data type Address Connection Access EULo EUHI
- ji CPL 416-3 PNIDP Temperature Real %DEBS.DEDO 57_Connection_1 Readwrite |0 [n]
:D PLC tags TemperatureSetPoint Real 2%DB5.DED4 S7_Connection_1 | Readwtrite | O 1}
- :D Prograrn blocks TimeStampTemperature || DES.DEXE.0 57_Connection_1 | Readirite | 0 ]
i CounterData TimeStampSetPoint _And_ %DES.DEX1 6.0 57_Connection_1 | Readwirite | O 0
i Al i CurrentTime_TimeStamp  Date_and_Time %DBS5.DBX24.0 S57_Connection_1 | Readwrite | O 0
StatusTemperature Dward 9%DES.DED32 57_Connection_1 Readwrite |0 a
StatusSetPaoint Diford %DBS.DED36 S7_Connection_1 | Readwrite | O o
CurrentTimestatus Diford %DES.DEDAD 57_Connection_1 \Readifrite § 0O n]

[<] i ]

Elements with active branch | [ wisible Access right:
Symhols: & Conrection: 57_Connection_1

Lo lirmit: High lirmit:

000000000000 | [oooonooonann |

CSV Import f Export

| Import file |

Export file |

Access path

| CPU 416e TI& 16.57 416.CPU 416-3 PNIDP.ArConditionerData |

confirm

Ok Cancel

Compile the configuration of the OPC server

CPU 416e TIA 16 » IBH Link UA [SIMATIC PC station]

|E Topology view ",J-E-h Network view |mf Device view
=
—a

d# [BH Link UA[SIMATICPCStand =] | ] B 2
D
&7
é\
)
h Change device
SIMATIC PC station x cut Curlx
Eg| Copy Ctrl+C
:; Paste Ctrl+v
Unpacl
Hardware and software (only changes)
Download to device 4 Hardware (only changes)
ﬁ Go anline Ctrl+k Hardware (rebuild all}
E‘?‘ Go offline Crl+N Software (enly changes)
= Expe odule labeling strips... Software (rebuild all}
— - Software (reset memon e
g Properties Alt+Enter -

If no error is displayed when the hardware is compiled, the next step
is to load the hardware into the IBH Link UA OPC server.

Load configuration of the OPC server into IBH Link UA
CPU 416e TIA 16 » IBH Link UA [SIMATIC PC station]

|; Topology view ||gEh Network view |mf Device view

L =

n‘h‘ [IBH Link UA [SIMATIC PC Statid = | [ RN

O
s
o‘é@
&
7 .
Change device
SIMATIC PC station o cue curlex
25| Copy ctr+C
[2| Paste Ctrl+V
Unpa
Comnpile 4

Download to device
;ﬁ' Go online Ctrl+i
&N Go offline Ctrl+M

| = Export

odule labeling strips

gl Properties Alt+Enter
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A check is made before loading.

Load preview %
9 Check before loading
Status ! Target Message Action
4 @~ IBHLink UA Ready for loading. Load 'Stationmanager
1 > Protection Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. byuse of firewalls and network segmentation. For
mare information about industrial security, please visit

H http:ifwww.siemens comliindustrialsecurity
(] » Device configurati... Delete and replace system data in target Download to device
[<] i [[>]

Finish Load Cancel

The progress of the loading day is displayed as information.

= Properties I"_i.'.lnfo I A Diagnostics

|| Cross-references || Compile |

@E| Show all messages |'|

1 Message Goto |7 Date Time

@ ~[start downloading to device | 10(17/2020 12:53:00 PM
Q ¥ |BH Link UA 10117/2020 4:32:17 PM
Q ¥ Stationmanager 10117/2020 4:32:17 PM
Q Stationmanager stopped. 10117/2020 4:36:15 PM
Q Hardware configuration was loaded successfully. 10117/2020 4:36:15 PM
Q Stationmanager started. 10117/2020 4:36:16 PM
Q The RAM contents were copied to the ROM. 10117/2020 4:36:16 PM
Q * Local modules 10117/2020 4:32:17 PM
Q ¥ |Egeneral_1 10117/2020 4:32:17 PM
Q IE general_1 stopped. 10117/2020 4:36:16 PM
Q Hardware configuration was loaded successfully. 10117/2020 4:36:17 PM
Q IE general_1 started. 10117/2020 4:36:18 PM =
Q The RAM contents were copied to the ROM. 10117/2020 4:36:18 PM
Q ¥ IBH Link UA 10117/2020 4:32:17 PM
Q IBH Link UA stopped. 10117/2020 4:36:18 PM
Q Hardware configuration was loaded successfully. 10i17/2020 4:36:20 PM
Q The RAM contents were copied to the ROM. 10117/2020 4:36:21 PM
Q IEH Link UA started. 10117/2020 4:36:21 PM
o 10017/2020 4:36:21 PM

2.2.2 Browser window IBH Link UA - OPC Client

In the example, the read variables Temperature and
TemperatureSetPoint of the external OPC UA server were linked
with the variables of the data block AirConditionerData [DB 5]
(Temperature, TemperatureSetPoint). This connection can remain.

In addition, the read variable CurrentTime of the external server is to
be connected to the variable of the data block AirConditionerData
[DB 5].

The Temperature variable consists of the Value, the TimeStamp,
and the Status.

The TemperatureSetPoint variable also consists of the Value, the

TimeStamp, and the Status.

__________________________________________________________________________________________________________________________|
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The ServerStatus / CurrentTime variable must be selected as the
read variable.

&« c @ © & 10013897 _=/opc_dient [ OB 4 /o e o

¥ Meisthesucht 88 10T1.15 88 Link UA 114 s FRITZIBox 7500 1BH 1BHs oftec GimbH - All..

’
SEN. o

G Google By Google Ubersetzer T Samsung 4 FRITZ Repeater 17508 Pg Canon MFE300C D3

s g Logout | Update password single-core
Connected Servers -

———————————————————————— £2 urn:ibhlinkua_scIBHsoftec: IBHLInkUA (opc.tep:Aibhlinkua_sc:42010) & Good {0x00000000) SecurityPolicy #MNone

[ Good

it

» @ AirConditioner_1.Temperature
» @ sirconditioner_1 TemperatureSetPoint

<

,,,,,,,,,,,,,,,,,,,,,,,, Add Server \ \ Add wariable to read | Connect variable \ ﬂ Q g Upload client XML configuration ‘ Download client XML configuration |

Delete client configuration

Select variable to read X

(lick g} Add 3 variable to read from the selected server |

¥ 2 urn: TTIVELLOW: Unifiedautomation: UaServerCpp (opc.tep /fTTISYELLOW : 42010) -
,,,,,,,,,,,,,,,,,,,,,,,, | 12 views
OPC Client ¥ 2 Cbjects
""""""""""""
@ serverarray
@ Mamespacedray

........................ ¥ @ ServerStatus

@ StartTime
@ State
@ SecondsTillShutdown
@ shutdownReason
» & BLildinfo v

........................ <

"""""""""""" Sampling interval [ms]. | 1000

|I||IIIIBHsofteJ Discard oldest

weww ibhsoftec. corm  Contact Y

Datatype of variable © DateTime

confirm m Cancel

Selected read variable

The selected read tags of the external OPC UA server are
displayed.

& C @ O & 1001389/ =/ope client @ 1Y mnoeo =
= .;m (] 0 ing Logout | Update passward singie-core

hlinkua_sc:

HLinkuA {opc o)

fibhlinkua_sc:48010) # Good (0x00000000) SecurityPolicy#MNone

e

_sciIBHsoftec: IBHLINkUA (opc.tep: ffibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs airConditionerData. Temperature
® AjrConditioner_1.Temperature TimeStamp
------------------------ @ AirCconditioner_1.Temperature Status
[F& airconditioner_1.TemperatureSetPoint |

=€ urn:ibhlinkua_sc:IBHsoftec: IBHLINkUA {opc tep: /fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirConditionerData. TemperatureSetPoint
,,,,,,,,,,,,,,,,,,,,,,, ® AirConditioner_1.TemperatureSetPoint.TimeStamp

@ irConditioner_1.TemperatureSetPoint. Status
rrrrrrrrrrrrrrrrrrrrrrr

® CurrentTime.TimeStamp

g @ CurrentTime Status
OPC Client <

Add Server ‘ Add variable to read ‘ Connect variable | x| x| ¢ | Upload client 3L configuration | Download client XML configuration

"""""""""""" Delete client configuration

The following read variables are to be connected to the OPC tags of
the data block AirConditionerData [DB 5]:

e AirConditioner_1.Temperature.TimeStamp
e AirConditioner_1.Temperature.Status

e AirConditioner_1.TemperatureSetPoint.TimeStamp
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e AirConditioner_1.TemperatureSetPoint.Status
e CurrentTime.TimeStamp
e CurrentTime.Status

The variables AirConditioner_1.Temperature and
AirConditioner_1.TemperatureSetPoint are already linked to the
OPC tags of the data block AirConditionerData [DB 5].

Select variable to write x

Connected Servers

¥ 3 urniibhlinkua_sc:IBHsoftec: IBHLInkLUA (ope.top: ffibhlinkua_sc:48010) a
£ Wiews
¥ ) Objects
» D Server
> 03 Client
» | Stations

¥ [ PLCs
¥ 3 CPU 416-3 PM/DR |

& DeviceManual

@ DeviceRevision |
& Seriallumber
& SoftwareRevision '
| [* & Programs |
! 3 SupportedTypes
» 3 CounterData
AirConditionerData |
& Temperature 1
L@ TemperaturaSetPoint ,palreadrmnnmed

& TimeStampTemperature |
& TimeStampSetPoint '

& CurrentTime_TimesStamp Connect the variable from the
data block with the variables of

Data Block DBS

statu STempe-ratu e the external OPC UA server
& StatusSetPoint
l @ CurrentTimeStatus J |
B () Tasks

| & DeviceHealth
» [3) ParameterSet |
» 3 Globalvars
» D Slots o
s >

Sariable to read

Datatype . DateTime

Field index range (Format 1 or 2:3) ¢

“ariable to write
Datatype : DateTime

Field index range (Format 1 or 2:3)

{Confirm wy, -
S m Cancel

|
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If the variables are linked, they are displayed.

- 18 1BH Link U& - OPC Client P + - o

<« c @ © & 100.1389/7 =/opc client w @ty meomeo =

SEN o 0 o Logout | Update password single-core

% Good (0:00000000) SecurityPalicy #None

¥ & ajrConditioner_1.Temperature
+€urn:ibhlinkua_sc:IBHsoftec: IBHLINKUA (opetep: /fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DR.Programs.AirCanditionerData Temperature
¥ @ pirConditioner_1 Temperature TimeStamp
------------------------- =4 urn:ibhlinkua_sc:IBHsoftec: IBHLINkUA (opc.top:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirConditionerD ata. TimeStampTemperature
¥ & sirConditioner_1.Temperature Status
=4 urniibhlinkua_sc:1BHsoftec: IBHLInkUA (opc.tep:fibhlinkua_sc:48010).57 416.CPU 416-3 PR/DP.Programs AirCanditionerD ata. StatusTemnperature
v @ sirConditioner_1.TemperatureSetPoint
=€urn:ibhlinkua_sc:IBHsoftec: IBHLINkUA (ope.tep:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirConditionerData TemperatureSetPoint

------------------------- ¥ @& airConditioner_1 TemperatureSetPoint TimeStamp
=4 urniibhlinkua_sc:1BHsoftec: IBHLInkUA (ope.tep:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirCanditionerData . TimeStampSetPoint

” ¥ i airconditioner_1.TemperatureSetPoint.Status
=& urn:ibhlinkua_sc:IBHsoftec: IBHLInkUA (opc.tep:/fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirConditionerData.StatusSetPoint

v & CurrentTime
------------------------- ¥ @ CurrentTime TimeStamp
4 urniibhlinkua_sc:1BHsoftec: IBHLInkUA (opc.tep:fibhlinkua_sc:48010).57 416.CPU 416-3 PN/DP.Programs AirCanditionerData.CurrentTime_TimeStarmp
¥ @ CurrentTime Status
=4 urnibhlinkua_sc:1BHsoftec: IBHLINkUA (ope.tep:/fibhlinkua_sc:48010).57 416.CPU 416-3 PR/DP.Programs AirCanditionerData.CurrentTimeStatus
< >
Add Server | add variable toread | Correctvaricble | x| @) | Upload client XML configuration | Download clint XL configuration | Delete client configuration

lBHsoftec IBRLinicUR)
wwrwibhsoftec.com  Contact Wiki % uA

Display the connection to the external OPC server

If the connection to the external OPC server exists, information about
the connected external OPC server is displayed in the UAExpert
program window under Address Space.

If the external OPC server is not displayed in the UAExpert program
window, the connection must be established (see Chapter 2 - 4, Add
Server).

UaExpert - Data Access View

¢+ Unified Automation UaEx pert - The OPC Unified Architecture Client - Ni

File View Server Document Settings Help
Y o : \ ~
DPER =0 XK8 B RO
Project & X| DataAccess View [x]
v [3 Project ¢ Server Node Id Display Name Value Datstype  Source Timestamp Server Timestamp Statuscode
~ [ Senvers 1 IBHLinkUA@ib... NS54|String|S74... CurrentTimeStatus 0 Ulnt32 :29: Good
2 UaServerCpp@TTI-VELLOW 2 IBHLinkUA@ib.. NS4|String|S74.. CurrentTime TimeStamp 2020-10-25T13:3443.747Z  DateTime Good
e o iern IR R s B S = i g
~ [@ Documents 3 IBHLinkUA®ib... 9|57 4... Temperatur 71.9244 Float . 1 44,249 Goed
6 IBHLinkUA®@ib... 4. Temper it 72 Float 14:32:57.393 14:32:58433 Goed
B Data Access View 7 IEHL::kUA@:h.. 74" TimeStampSetPoint 2020-10-25TI001127067  DoteTime 14:33:08.200 14:33:09.187 Goad
Address Space & x |8 IBHLinkUA@ib... q|S74... Ti pTemp 2020-10-25T13:34:44.2457 DateTime 14:34:44.227 14:34:44.249 Good
Iy -
é :u iE Drag & Drop 4
oot -
< B Objects Display Mame Value Datatype
i Srant CurrentTimeStatus D Uint32
e CurrentTime_TimeStamp  2020-10-25T13:44:13.3347 DateTime
& matT =
& Modbus StatusSetPoint 0 Ulnt32
v D StatusTemperature 0 Uint32
v & CPU4IG3PN/DP Temperature 71,9943 Float
@ DeviceHealth .
& DeviceManual TemperatureSetPoint T2 Float
# DeviceRevision TimeStampSetPoint 2020-10-25T10:01:12.7062 DateTime
2 GlobalVars \JimeStampTemperature  2020-10-25T13:44:13.8312 DateTime
¥ HardwareRevision = =
@ Manufacturer Greenwich Mean Time (GTM)
@ Model .
e — zulu time (Z)
v & Progroms Mo
~ i) AirConditienerData Data Access View \
CurrentTimeStatus
CurrentTime_TimeStamp # Server Mode Id
StatusSetPoint 1 IBHLinkUA®@ibhlinkua_sc  N54|String|57 416.CPU 416-3 PN/DP Programs.AirConditionerData.CurrentTimeStatus
StatusTemperature 2 IBHLinkUA@ibhlinkua_sc  M54|String|57 416.CPU 416-3 PN/DP .Programs.AirCenditicnerData.CurrentTime_TimeStamp
Temperature 3 IBHLinkUA®ibhlinkua_sc  N54|String|57 416.CPU 416-3 PN/DP Programs. AirCenditionerData, StatusSetPoint
TemperatureSetPoint 4 IBHLinkUA@ibhlinkua_sc  MN54|String|S7 416.CPU 416-3 PN/DP .Programs.AirConditionerData.Status Temperature
TimeStmpSetPoint 5 IBHLinkUA@ibhlinkua_sc  MN54{5tring|57 416.CPU 416-3 PN/DP Pregrams.AirConditicnerData. Ternperature
TimeStampTemperature 6 IBHLinkUA@ibhlinkua_sc  M54|String|57 416.CPU 416-3 PN/DP .Programs. AirCenditionerData. TemperatureSetPoint
3 Counterbata 7 IBHLinkUA®@ibhlinkua_sc  N54[String|57 416.CPU 416-3 PN/DP Pregrams.AirCenditionerData, TimeStampSetPoint
8 IBHLinkUA@ibhlinkua_sc  MN54|String|57 416.CPU 416-3 PN/DP .Programs. AirCenditionerData. TimeStampTemperature
5 SupportedTypes
@ RevisionCounter
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IBH Link UA - OPC UA client function

The variables CurrentTime, Temperature and
TemperatureSetPoint can be dragged and dropped on the Data
Access Viewer window.

External OPC UA server

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewP

- air conditioner data

Page 2-21

File View Server Document Settings Help
. _ -
PP PDEE® # =2 X2 B KD
Project & X  Dats Access View double click to chenge the value Q
~ 3 Project # Server Node Id Display Mame \ Value Datatype Source Timestamp  Server Timestamp Statuscode
~ [ Servers 1 UsSeverCpp@TTI-YELL.. nditioner_] Temperats.. 72 Double 11:01:12.706 175658846 Good
) UsServerCpp@TTI-YELLOW | |2 UaServerCpp@TTIVELL.. NS3[String|AirConditioner 1 Temperati.. Temperature 71.9791800001 Double 19:471:41.262 19:21:41.262 Good
e 3 UaServerCpp@TTI-YELL... NSO[Numeric|2258 CurrentTime 2020-10-25T18:41:42.013Z DateTime 19:41:42.013 19:41:42.013 Good
&3 IBHLinkUA®@ibhlinkua_sc 4 UaServerCpp@TJI-YELL.. NSO[Numeric|2259 State 0 (Running) Int32 10:32:22.707 17:58:32.528, Good
~ [3 Documents Greenwich Mean Time (GMT)
[3 Data Access View 0 R Zulu time (Z) CET - Central European Time
[address Space a x
% No Highlight -
(3 Root Data Access View
v [ Objects -
~ (3 BuildingAutomation £ Server Mode Id Display Name
hd AirConditioner_1 - - . . .
® = y 1 UaServerCpp@TTI-YELLOW  NS3|StringlAirConditioner_1.TemperatureSetPoint  TemperatureSetPoint
[ & Humiditysetpoint 2 UaServerCpp@TTI-YELLOW  NS3|StringlAirConditioner_1.Temperature Temperature
L @ HumiditySetpoint | :
% StateCondition 3 UaServerCpp@TTI-YELLOW  NSO|Mumeric|2258 CurrentTime
% Stop 4 UaServerCpp@TTI-YELLOW  NSO|Numeric|225% State
@ Temperature
@ TemperatureSetfoint
& AirConditioner_10
& AirConditioner 2
% StariLogging
@ StopLogging
3 Demo F e

v & Server
& AlarmsNoNodes
& AlsrmsWithNodes

& ServerRedundancy
~ @ ServerStatus
@ Buildinfo

@ SecondsTillShutdgwn
@ ShutdownReasoj
@ StartTime
@ State
@ Servicelevel
& Trace
& VendorServerinfo
2D Types
D Views

Display Mame Value Datatype

Double
Double
DateTime
Int32

T2

71.9843850001
2020-10-25T1 8:4%:36.90 7
0 (Running)

Temperature5etPoint
Temperature
CurrentTime

State

With a double-click on the value of the target temperature
(TemperatureSetPoint Value) this can be changed.

Online status — Data block AirConditionerData [DB5] CPU-416

] E Keep actualvalues g Snapshor ® ﬂ, Copy snapshots to startvalues g & 0 =}
AirConditionerData
Mame Data type Offset Start value Monitor value Comment
1 <@ ¥ Static
2 <= Temperature | real 0.0 0o 71.97398 Actual ternperature value
ERE T TernperatureSetPoint | Real 4.0 0o 720 Set point temperature value
4 @= TimeStampTemperatu.. Date_And_Time 5.0 CT#1990-07-071-0 DT#2020-10-25-18:53:05.378 Actual temperature Time Stamp
5 4= TimeStampSetPoint Date_and_Time 16.0 CT#1990-07-07-0 DT#2020-10-25-10:01:12.706 Set point temperature TimeStamp
T ] CurrentTime_TimesSta... Date_And_Time 24.0 DT#1990-01-01-0 DTA#2020-10-25-18:53:06.140 Current Time Time Stamp
i . StatusTemperature Dord 32.0 Te#0 Te#0000_0000 Status Temperature
i 4= StatusSetPoint Dord 36.0 T6#0 16#0000_0000 Status Set Point Temperature
9 g e CurrentTimeStatus Diward 40.0 T6#0 1640000_0000 Current Time Status

I —————————
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3 IBH Link UA - integrated SoftPLC

RFC 1006

9001 04

The IBH Link UA also contains a SoftPLC. The SoftPLC can read
and write variables from the OPC UA server.

The integrated SoftPLC is used for data preprocessing and is
programmed with STEP7® in LAD, FBD, STL, SCL or S7-GRAPH.

Access (status, program transfer) to the integrated SoftPLC can take
place via STEP® 7 (SIMATIC Manager) or the TIA portal.

The IBH Link UA - SoftPLC is compatible with SIMATIC WinAC RTX
software PLC (6ES7 611-4SB00-0YB7 V4.6).

The performance of the SoftPLC can be set as follows:

PLC portion of CPU | Computing time 1000 mixed instructions
50% about 360 ps

33% about 550 ps

25% about 720 ps

20% about 900 ps

12% about 1800 ps

3.1.1 IBH Link UA - SoftPLC as a client

The IBH Link UA - SoftPLC can be inserted as a client in a slot of
the PC station of the OPC UA server. To do this, an S7 connection to
the OPC UA server must be established. The status of the SoftPLC

client connections can be queried in the browser window.

I ————————
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The SoftPLC can read and write the OPC variables cyclically. The

configuration is carried out via SFB 8 (USEND) in the restart (called
by OB100).

IBH Link UA - SoftPLC - PUT / GET functions

The IBH Link UA — SoftPLC can establish a configured connection.
The PUT (SFB 15) and GET (SFB 14) blocks can be used to read

data directly from an S7 controller with the SoftPLC integrated in the
IBH Link UA.

This means that data can be read or written from freely addressable
data areas of the partner controller.

For this purpose, an S7 connection from the IBH SoftPLC to the

desired controller is created in the Simatic Manager or in the TIA
Portal.

3.2 Activating the integrated SoftPLC

The SoftPLC must be activated via the WEB interface page Siemens
Slots of the IBH Link UA.

B 1BH Link UA - Siemens slots X

~ll

C ® © & 10013897 =/opc_slots e fad e e o =
; ‘;F ] [ 5 running Logout| Update password| singie-core
| Siemens slots
"""""""""""" »Slat 1
,,,,,,,,,,,,,,,,,,,,,,,, »Slot 2

Deleto slot | Delete all | Load OFC Editor Project| | Save OPC Editor Project |
Insert SORFLC | | Insert SINUMERIK | | Change SINUMERIK | | Delete SINUMERIK |

Insert SoftPLC (6EST 611-45B00-0YBO V4.6 compatible) ‘

Insert SoftPLC s
__________________________ Insert SoftPLC (BESY B11-45B800-0YE7 w4.6 compatible)

Siemens slots 10 5ot [Sbrs [l

--------------------------
Slot 4 m Cancel

Slot 5
__________________________ e Note:

Slot 18

.......................... The SoftPLC must not be inserted in
.......................... slot 2. Slot 2 is reserved for
communication.

3.3 SoftPLC status and settings

The SoftPLC status is displayed on the WEB interface of the page
Soft PLC of the IBH Link UA.
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x B

B IBH Link UA - SoftPLC

~ll

c @ © & 10.0.13897 = /softplc - O I @ e O =
:‘. = F BN OPGC server is running Logout | Update password | single-core
SoftPLC Connections
""""""""""""" PLC informatians
.......................... PLC type BESY B11-45B00-0YEB7
Slot 3
Tselect
-------------------------- CPU load part PLC
CPU load (%) 2319
__________________________ PLC Status
RUN PLC Stop | Newstart (OB100) |
-------------------------- OB1 Count 24958
""""""""""""" OB1 Time (ms)
__________________________ Minimurn 0
Mazximurn 19
-------------------------- Actual 2
""""""""""""" Jitter (ms)
__________________________ Mazximurn 16
Actual 1
SoftPLC

3.4 Configure SoftPLC in the IBH Link UA with TIA
Portal

In the following example - WinAC RTX TIA16e —
Data from an Air-Conditioner (external server) are
sent to the SoftPLC integrated in the IBH Link UA.
The PLC-Block USEND [SFBS8] is used to transfer
the Temperature, TemperatureSetPoint with the associated
TimeStamp and Status to the data block DataExServer [DB10].

TIA

V16

T2 Portal W16

The temperature values and time stamps are converted.

°Fahrenheit into °Celsius and Date and Time into Time of Day. These
converted values along with the status are saved in the data block
ValueTimeStatus [DB5] and sent to the PLC CPU 416 (IBHsoftec
SoftSPS) data block DataWinAC [DB22]).

Extern
OPC UA
Server

'. =
IP Address iy

192.168.1.82
g\ K

y @ softpLC

Client

TTI Trans Tech International® 2021

IBH Link UA Training



Page 3-4

IBH Link UA - integrated SoftPLC

IBH Link UA

Air-Conditioner

SoftPLC
“A0PC UA i “AOPC UA DB 10 FC1 FahrenheitCelsius |
Server A Client DataExServer FC8 DI_TOD

¥
| DB 5 ValueTimeStatus |

FC 20 USEND call

DB 20 DB_USEND_call
with

SFB8 USEND

DBE& DI_USEND

RFC 1006

| DB 22 - DataWinLC
CPU 416-3 PN/DP

Chapter 3

3.4.1 PLC CPU 416 program (IBHsoftec SoftPLC 416)

An S7 400 station with the CPU 416-3 PN / DP (6ES7 416-3ERO5-

0ABO) firmware version V5.1 and a PS 407 A4 power supply unit was

created as hardware.

WinAC RTX TIA16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

||ﬁg,] Network view [IT Device view

|5'? Topology view

PROFINET interface [X5]

Catalog information

|CPU 416-3 PNIDF [CFU 416-3_F|-i'|§ e : =l
=]
84 9% 10 11 12 13 14 15 16 17 18 E
SoftPLC 416 -
L3
E il [>] [100% [+] —5—
J |§,Properties I""_i.l.lnfo y"ﬂ Diagnostics |
J[General]" 10 tags || System constants || Texts |
¥ General 1

Identification & Mainte...

- General
* MFIDF interface [X1]
General
MFl address Marme: |PLC-Port LENtEL)
Time-of-day synchroniz... ERlrTEmi =~

Diagnhostics addresses

[ BFROFIMET interface [

Startup
Cycle

Clock mernory

Ethernet addresses

Interface networked with

[subnet: [Prie_1 ]
Add new subnet |

-

Interrupts

open | select
*v

Diaghostics systerm

-

Systemn diagnostics

Tirme of day

[]>]

Retentive rmermory

IP protocol

Mermaory
Protection

L N - I b |

IF address:
CPU 416-3 PN/DP
Subnet mask: | 255 . 255 . 255 .0 | 4

-

Web server

Crverview of addresses ¢ o settings are

T e T Router address:

D Use router

1] .0 .o .o

IP-Address

The Ethernet IP address was specified in the dialog box opened by

double-clicking on CPU 416-3 PN/DP.
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3.4.2 PLC CPU 416 program (IBHsoftec SoftSPS)

The data coming from the SoftPLC in the IBH Link UA is stored in the
data block DataWinAC [DB22].

WinACRTX TIA16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP] » Program blocks » DataWinAC [DB22] - EX

= = i, B = "7 kKeepactualvalues [Jg  Snapshot . ¥ copysnapshots to startvalues g 0 ==
Name Data type Offset Start value Comment

1 <0 v Static

2 @| - Temperature | real 0o Actual termnperature value

ERNE T Temperature SetPoint Real 0o Set point temperature value

4 = TimeStarnpTemperature  Tirme_Of_Day TOD#EDD:00:00  Actual ternperature Time Stamp

5 4= TimeStarnpSetPoint Tirme_Of_Day TOD#EDD:00:00  Set point ternperature TimeStamp

6 |41 = CurrentTirne_TireStamp  Tire_Of_Day TOD#00:00:00  Current Time Time Stamp

T StatusTemperature Dord Te#0 Status Temperature

8 |0 m= StatusSetPoint Ditford 16#0 Status Set Point Ternperature

9 4= CurrentTirneStatus Dord T6#0 Current Tirne Status

Organization block OB1

OB1 has no function in the example.

Standard variable table - CPU 416-3 PN / DP -

WinAC RTX TIA16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP] » PLC tags * Standard tag table [2]

I@l Tags I = User constants  |,;@ System constants

TEEIEL =

Standard variable table

MName Data type Address Comment
1 @l Temperature_aAirCond1 | Real #MD3E B Actual temperature value AirConditioner 1
2 <z TemperatureSetPoint_airCondl  Real %MD 2 Set point ternperature value AirConditione.
& <Add news

Data block CurrentTime [DB10]

..inAC RTX TIA16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP] » Program blocks » CurrentTime [DB10] — i WX

= = B, B = "7 Keepactualvalues g Snapshot W, ¥ Copy snapshots to startvalues g (2 5 =}
CurrentTime
Name Data type Offset | Startvalue Cormment
1 @|' Static |
AT CurrentTime_airCond Date_And_Time 0.0 DT#1290-01-01-00 Current Time external Server [Air Conditioner)

Note:
Temperature_AirCondl, TemperatureSetPoint_AirCond1, and
CurrentTime_AirCond are only required for the definition of the OPC
variables. These variables) have no further function.

Compile hardware and software

Double-click on Device configuration Ll CFU416-3 PR/DP [CPU 416-3 PN/DF]

to open the Device view window. ==t

Device configuration

A right click on CPU 416-3 PN/DP opens the context menu. Click
Compile / Hardware and Software.

I ————————
TTI Trans Tech International® 2021 IBH Link UA Training
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WinAC RTX TIA16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

|¢-5’Topolugyview ||Eﬂ-u Network view IifDevil:eview I

Bz =

¢ [[cru4163 PP [cPU 4163 jj R

Change device
4[4k Go to network view 1415 16 17 18
SoftPLC 416

Compile »

Download to device 3 Hardware (only changes)
& Goonline crl+K Hardware {rebuild all}

N Go offline Crrlem Software (only changes)

& ¥ El
ﬂ Online & diaghostics Crrl+D Software (rebuild all}
o IR S TRORARS T
_'I’ Export module labeling strps. Software (reset mermory resenve)
@ Froperties Alt+Enter

Compiling the hardware and software without errors

Hﬂ Diagnostics ‘

‘Q Properties %, Info

| General |[Compile J |

(€3]] 2. @] [show sl mescages -

[Compiling finished (errars: o; warnings: 0) ]

H Cross-references

1 Feth Description Goto |? Errors | Warnin...
& ~ cruale3FNDP A i} i]

[} Hardware configuration A

[} ~ Program blocks A 0 0

[} DataWinlC (DB22) Block was successfully compiled A

Compiling firished (errors: 0; warnings: 0)

Loading the hardware and software into the CPU

The software and hardware configuration can now be loaded into the
device using the commands from the context menu.

WinACRTX TIA16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

n%ﬁ-' CPU 416-3 PNIDP [CPU 416-3 jj o] | R

Changs device
gy G0 to netwark view 1% 15 16 17 18
SoftPLC 416

Compile »

Hardware configuration
Software (anly changes)
Software (all)

& Goonline Crrl+k
&N Gooffline crel+M
4/ Online & diagnostics Curl+D

g Properties

Alt+Enter

The hardware configuration load command opens the dialog box.

Extended download to device X

‘Configured access nodes of "CPU 416-3 PNIDP®

Device Device type slot Interface type | Address Subnet
CPU 416-3 PNIDP CPU 416-3 PN/DP 2x1 MPI 2
CPU 416-3 FN/DP 2X%5 PNIIE 10.00311 PNIIE_1
(open [ select)
Type of the PGIFC interface: [ TE_PHIE ) -]
PGIPC interface: | [ Intel(R) Ethernet Connection 1217- [-|€ =
Connection to interface/subnet: || PNIE_1 ) [~]|®©
stgateway: | [-]®
Select target device: || show devices with the same addresses | [+
Device Device type Interface type Address Target device
— — FNIIE Access address —

Flash LED

Startsearch

Online status information: [:] Display only error messages

oz Cancel

IBH Link UA Training TTI Trans Tech International® 2021
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The successful search is displayed.
Extended download to device [X
Configured access nodes of "CPU 416-3 PNIDP*
Device Device type Slot Interface type | Address Subnet
CPU 416-3 PNIDP CPU 416-3 PNIDP 2x1 P 2
by ) CPU 416-3 PNIDP 2¥5 PHIIE 10.0.15.11 PMIIE_1
Type of the PGIPC interface: |—LPNI'|E |V|
PGIPC interface: r@ Intel(R) Ethernet Connection 1217-V |' | ©
Connection to interface/subnet: | PMIE_1 |V| @
| -] ©
Select target device: | Show devices with the same addresses 'l
Device Device type Interface type Address Target device
CPU 416-3 PN/DP CPU 416-2 DP, PNIIE 10.0.13.11 CPU 416-3 PN/DP
= = tmark | E Access address =
["| Flash LED
Online status information: [ Display only error messages
o Scan completed. 1 compatible devices of 1 accessible devices found.
r'2 Retrieving device information...
Scan and information retrieval completed. |7|
{confirm s
4 Load 1 | Cancel |

The loading process requires several confirmations of messages.

A preview of the loading is displayed.

Load preview

9 Check before loading

Status ! Target
1 & ~ CPU416-3FNDP
1 ¥ Protection

b Different modules

» Stop modules

» Software

» Device configurati...

Message
Ready for loading.

Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segmentation. For
more infarmation about industrial security, please visit
http:ifwww.siemens.comiindustrialsecurity

Differences between configured and target modules (online)

The medules are stopped for downloading to device.

Action
Load 'CPU 416-3 PNI...

=

Acceptall

Stop all

Delete and replace system data in target

Download software to device

Download to device

Consistent download

| Finish | Load 1 | Cancel |
=
Finish loading
Load results X
e Status and actions after downloading to device
Status | ! Target Message Action

i, & ~ cru4is3PniDR

b Start modules

Downleading to device completed without error.

start modules after downloading to device.

Load 'CPU 416-3 PNI...

Start module

Fimish ||

Cancel |

TTI
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Error-free loading is displayed

<] Properties %) Info A Diagnostics
i General || Cross-references || Compile |
@I\I\l Show all messages |'|
! Message Go to ? Date Time
Q Project CPU 416e TIA 16 opened. 10/15/2020 5:15:01 PM E
Q * Start downloading to device. 10M5i2020 5:15:59PM | |
Q ~ CPU 416-3 PNIDP 10/15i2020 5:20:47 PM
Q CPU 416-3 PNIDP stopped. 10/15i2020 5:22:10 PM
Q Hardware configuration was loaded successfully. 10/15i2020 5:22:11 PM =
Q CounterData (DB2) was loaded successfully. 10/15/2020 5:22:11 PM
Q CounterControl (FC5) was loaded successfully. 10M15/2020 5:22:11 PM
Q OB1 (0B1) was loaded successfully. 10M15/2020 5:22:11 PM
Q OB100 (OB100) was loaded successfully. 101512020 5:22:11 PM
Q AirConditionerData (DB5) was loaded successfully. 10/15/12020 5:22:11 PM
Q CPU 416-3 PNIDP started. 10/15/2020 5:22:27 PM
Q [_Loading completed (errors: 0; warnings: 0)__] : 10/15i2020 5:22:28 PM

3.4.3 Insert IBH Link UA as an SIMATIC PC station
1 WinaC BT TIA 6e

Double-clicking on Add new device opens the P e
device selection dialog box.

If an OPC server is added to the project, an SIMATIC PC station is
automatically added.

Add new device g
Device name:
¥ T

IEH Link UA: |

B M rj. Ty ST Device: oPC
» [0 PC general Server
» Tﬂ Industrial PCs

Controllers » [l sIMATIC 57 Open Contraller

» [ SIMATIC 57 Embedded Controller
» I"-_E. SINUMERIK operator components

fa o OPCserver
» LIl SIMATIC Controller Application
» [ SIMATIC HMI application
s L Article no.: OPC Server |
w [ User applications
Al €l orcserver m@ Version: SWVB2 ... I
() Application

Description: 0

OPC server for the DP, FDL, 57 (between different
subnets), 57 alarms, ISO/TCP, SNMP, DF master
class 2, PROFINETIO, SIMATIC NET PC software

V8.2 ..
PC systems o

.

ﬁ A
[ Open device view [o]'4 1 | Cancel

Note:
The Siemens OPC Server SW V8.2...and the CP Industrial Ethernet
interface IE General SW V8.2... are available in the hardware
catalogs of STEP7-SIMATIC Manager, TIA V13, V14, V15 and V16.

IBH Link UA Training TTI Trans Tech International® 2021
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3.4.4

Insert communication module into the IBH Link UA

is inserted

SIMATIC PC station

|,;'i“ Topology view Hﬁgh Network view  |[If Device view Options
i [1BH Link UASIMATIC PC Statid 7] - : : = =
[2] v[Catalog |
4 E | 0
& Filter Profile: [<All> |
&Cg}\ EDDE PC general -

» [ SIMATIC Controller Application
» [ SIMATIC HMI application
» [ User applications

~ ljgg Communications modules
~ [jg) PROFINETIEthernet
» g CP 1604

» g CP 1612 (A2)

» [ CP 1613 (A2)

» [} CP 1616 onboard
» (g CP 1616

» [ CP 1623

» [ CP 1625

» [ cP 1628

‘double-click
M iE general o BOUDIE—CliCK}

» g PROFIBUS

Define communication module properties

ACRTX TIA16e » IBH Link UA [SIMATIC

station]

li'? Topology view ”EE], Network view I IIf Device view I

SIMATIC PC station

<[ w |

B |E ® e =\
&
o m
& ;
i
100% | 5 &

| ", Properties I"j',lnfo "ﬂ Diagnostics ‘

IP protocol

Further settings are

J General “ 10 tags ” System constants ” Texts |
b General [ Eth tadd B
. e |
~ PROFIMETinterface [X1] emeta s5es =
General Interface networked with
Options ATk ‘open I select
Eubne[: [PrnE_1 |
» Advanced options TR
OPC configuration
IS0 protocol
L| ] use 150 protocol
N MAC address: | 08 -00 -06 -01 -00 -00
N

. UUse IP protocol
(mark) IP address:

IP-Address

IBH Link UA

10 o .15 .88 1
set

Subnetmask: | 255 . 255 . 255 0 | J

D Use router

default settings Router address: [ 0 0 .0 0
Check slot IE General_1
| |l Properties [%} info y"ﬁ Diagnostics |
” Texts |

I Generall || 10 tags u System constants

(B General

General

= PROFINETinterface [X1]
General
Options
Ethernetaddresses
» Advanced options
OPC configuration

Further settings are
default settings
o

Trans Tech International® 2021

MName: |IE general_1 \

Author: |TTI ‘

Comment:

The IBH Link UA Ethernet interface
must always be in slot 2

— (slot is also referred to Index).
Slot: |2 | |
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Create S7 connection IBH Link UA OPC Server — SoftPLC 416
Via drag & drop, from the OPC server to the PLC 416, the S7

connection established.

WinACRTX TIA16e » Devices & networks

% Network | 17 Connections
HMI connection
E-mail connection
FDL connection

150 connection

CPU 416-3 PN/DP
CPU 416-3 PNIDP

connect via
drag and drop

I1BH Link UA
SIMATIC PC Stat._.

PNJIE_1

The created S7 connection is displayed.

WinAC RTX TIA16e » Devices & networks

oPC
O

& Topology view IE Network view I [IY Device view

CPU 416-3 PN/DP
CPU 416-3 PNIDP

8 ework [[1] connection: [7 comnecton]  [+] 1 % W 4

R Highlighted: Connection E

IBH Link UA P
SIMATIC PC Stat... IE

0OPC
Server

S7_Connection_1

click

S7 connection - display connection properties

WinACRTX TlIA16e » Devices & networks

[Connections ] [« »

w Local connection ...

57_Connection_1

57_Connection_1

= Topology view Iﬁg‘h Network view |[|'f Device view

_LNetmrk overview_J || Connections || /O communication || VPN || TeleControl |

2| Device
¥ 57416
¥ CPU416-3 PNIDP

Type Address in subnet | Subnet
57-400 station

CPU 416-3 PNIDP

Master [ 1O system

IBH Link UA Training

MPIIDP-Schnittstelle_1  MPIDP interface 2 Mot connected

 PROFIMET Vi1 PROFINET interface 10.0.13.11 PNIIE_1

Port_1 Port

Port_2 Port

¥ |BH Link UA SIMATIC PC Station
IBH Link UA OFC server [~]
> |Egeneral_1 IE general

¥ PROFINETinterface PROFINET interface 10.0.13.89 PNIIE_1

Port_1 Port

MinAC RTX TlA16e » Devices & networks

[L; Topology view _] "ﬁﬂ—h Network view

"—I]'f Device view |

[ I Topology Dverview_] || Topology comparison |

¢ Device i port

slot Partner station Partner device Partner interfac | Partner port
¥ 57416
¥ CPU416-3 PNIDP 2
~ PROFINET VM1 2 X5
Fort_1 2X5P1 Any partner
Fort_2 2 X5 P2 Any partner
¥ |BH Link UA
¥ IEgeneral_1 2
~ PROFINET interface 2 X1
Fort_1 2X1 P Any partner

TTI
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S7 connection - display / set connection properties.

Network view | |[If Device view

& Topology view

[ ven | TelecControl |

Local ID (hex)

Partner ID (hex) w

Partner Connection type

[ [EH Link UAOFC Server] $7_Connection_1_[&] 1

CPU 4163 PNIDF [CPU 416-3 PNIDF] | =] 57 connection

= 57_Connection_1
-
[<]

Il cPuU 4163 PNIDP [CPU 4163 PNIDP] 1

57_Connection_1

IBH Link UA [OPC Server] S7 connection

| [(General] [ 10tags | system constants | Texts

I[>
[l Properties | [*info |l Diagnostics |

Generall

General

Local ID
Special connection properties
Address details

Connection

Name: |S7_Connection_1
©=E Connection path
Local
orc
sener

°

Partner

{ End point: [1BH Link UA [OPC Server] | [cru4163 PriDP [CPU 416-5 PIDF] ]
E Interface: | IE genersl_1, PROFINET interface [X1] [*]  [cPu416-3 PNIDP, PROFINET VI [X5] [~
il Interface type: |Ethernet | [Ethemet |
Subnet: |PNIE_1 | = [pune_1 |
Address: [10013.89 | [ ]
[ Find con path |

S7 connection - display connection properties

MPerertie_sJ ||‘_i.'.|nfD yHﬂ Diagnostics

[General] " 10 tags H System constants ‘l Texts |

General
Local ID

Local ID;
Special connection properties
Address details

‘Connection identification

OFC Local ID: |57_Connection_1

VFD name: |IBH Link UA

|2 Properties | ||:illnfo y”ﬂDiagnostics |

JMJ " 10 tags H System constants ‘l Texts
General i ]
Local ID Special properties
Special connection properties Local end point
Address details
OPC on

must be marked
[¥ Active connection establishment

The active connection estak

send operating mode messages

shment cannot be deactivated if the Partner TSAP in the address details has the value 3

LE“Pmperties_] ||"jl|nfo yHﬁ Diagnostics

I General ||| 10 tags H System constants ‘l Texts

General

Local ID Address details

Special connection properties

Address details:

OFC

Local

Partner

End point: |IBH Link UA [OFC Server]

| [cPu 416-3 PIDP [CPU 416-3 PNIDP] ]

Rackislot: | [

[[o

|[2 |

Connection res.

thex): |10

[+][10

TsAP: [10.11

| [10.02 ]

SIMATICACC

SIMATIC-ACC

SubnetiD: |114A-0001

| [1144-0001 |

|L§Pmpertiesj ||‘_i.'.|nfo yHﬂDiagnostics ‘

|_General | " 10 tags H System constants ‘l Texts

General
Local ID

o)

Special connection properties
Address details
OPC]

Connection establishment

|@ Establish connection on demand (access to tag) I

() Maintain connection permanently

Alarms

Receive block and symbol-related alarms

Receive diagnostics alarms

Use own time stamp

Other parameters

[« optimize write access
must be marked
[« Optimize read access

("] Automatic reset of 57 password for block access

["] pisconnect automatically after

Trans Tech International® 2021

must be marked

Default priority for alams:

Immediate response when interrupted connection is detected

Timeout during connection establishment
Job timeout
Maximum number of parallel network jobs |2 |

FDU size

500

[0 5
[15000

=l

[15000 ms |

|480 Byte | v |

IBH Link UA Training



Page 3-12

IBH Link UA - integrated SoftPLC

Select OPC symbols (tags) in the OPC configuration

Since the OPC UA identifiers of the variables,

Chapter 3

Temperature_AirCondl and TemperatureSetPoint_AirCondl are
required as start values, these variables are defined as OPC symbols

and transferred to the OPC server.

Open the configuration for the OPC server / properties.

WinAC RTX TIAT6e » IBH Link UA [SIMATIC PC station]

|E Topology view "ﬁ-gh Network view mf Device view

,;Eg-ﬂTBH Link UA [SIMATIC PC Statid:n [m] ¢ EL (O3 =

SIMATIC PC station

E
(<] w] [100% [f] —9%—

|§. Properties ||"_i.'.lnfo y"ﬂ Diagnostics |

J General ” 10 tags " System constants " Texts |
¥ General [
F OPC symbols
DP master class 2
FDL (C) None

=
OPC symbaols,

. E
OPCalarms = onmﬁgured ||

OPC program alarms mapping table Configuring...

57 UA redundancy D Field elements visible during runtime } Configuring...
IS0ITCP
SNMP
FROFINET IO L|

The Configure button opens the Symbol | Configuring...

configuration dialog box for OPC tag selection.

The read / write, etc. access rights can be assigned to the individual

operands (OPC tags).

Configurable global symbolic operands

Symbol configuration X

Symbol selector
- j WinAC RTX TIAT 6e EULo

2 0

0
[<] I ]
Elements with active branch [W Visible  Access right: [Readwrite — [~]
Symbols: 2 Connection: 57_Connection_1
Symbol configuration Symbol configuration X

CSV Import/ Export

Symbol selector

| Import file ‘

[ oponne e teoe Symoat sector

Aceess path

| WinACRTX TIA1 62 37-400-5tatien_1 .CPU 416-3 PNIDF

THPLCtags

~ ) WinAC RIXTIAT 62 Name Data type Address visible |
= T CPU 416-3 PNIDP CurrentTime_AirCond Date_And_Time %DB10.0BX00 | True | S

7_Connection_1

= i Program blocks
8 Datawinac
ure i
StatusSetPoint r » T 8H Link UA
CurrentTimestatus [i
Elements with active branch | () Visible  Access right: [-]
Elements with active branch Symbols: 1 ‘Connection: 57_Connection_1 =]
Symbels: 8 Low limit: High limit:
CSV Import / Export
CSV Import/ Export import file | Eponiie
‘ importile ‘ | Exportile
Aecess path
A il WinACATX TIA1 6e.57-400-Station_1.CPU 416-3 PNIDP CurrentTime

[ WinacRTX TIA1 6 57400-Station_1.CPU 416-3 PHIDP.Datai

oK | cencel |

IBH Link UA Training TTl Trans Tech International® 2021
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The PLC-block USEND is called in the PLC program of the CPU
WinAC RTX (SoftPLC in IBH Link-UA). The PLC-block USEND
requires pointers to OPC variables. These are stored in the data
block DB_USEND [DB20].

The pointers to OPC variables are generated by copying the identifier
from the in the Attributes window of the UAExpert program. These
are assigned to the STAT variables in the data block DB_USEND
[DB20] as initial values.

Note:

ﬁ ~ The Attributes can only be copied from the UAExpert program

window after the OPC tags have been attached to the IBH Link
" UA (OPC UA Server) were transferred.

Compile the configuration of the OPC server

WinAC RTX TIA16e » IBH Link UA [SIMATIC PC station]

|E Topology view ||EE,] Network view | [If Device view
¢ [IBH Link UA [SIVATIC PC Statid v | ] 1 @ s =
N
& %
& Q\g‘\ (right click)
« ¢ Change device
SIMATIC PC station X cut Ctrlex
Eg| Copy Ctrl+C
[T3] Paste ctrl+v
T
2 Unpack addresses
T
b
b Hardware and software (only changes)
E = Download to device » Hardware {only changes)
= D & Gooniine Cirlek | Hardware (rebuild all)
alls !ﬁq Go offline Ctrl+M Software (onlychanges)
o = Export module labeling strips... Software (rebuild all)
oftware (reset memory reserve
['d Properties Alt+Enter -

If no error is displayed when the hardware is compiled, the next step
is to load the hardware into the IBH Link UA OPC server.

Load configuration of the OPC server into IBH Link UA

WinACRTX TIA16e » IBH Link UA [SIMATIC PC station]

|E Topology view ||5§h Network view |[|f Device view |

¢ 18R Link UA [sivemc pCstand ~| el 1 (] 2t ] @ # =
& &
&
& ~ {right ciick}
<5 &
A Change device
SIMATIC PC station ¥ cut Ctrkex
25| Copy Ctrl+C
_"3 Paste ctrl+v
Unpack addresses
Compile »
£ Download to device
z & Goenline Ctrl+k
L &N Go offline Ctrl+M - ::l changes
[=¢ Export module labeling strips.. -
g Properties Alt+Enter

|
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The selection of the interface is displayed.

Extended download to device

Configured access nodes of "IBH Link UA"

Slot
2X1

Address
10.0.15.589

Device Device type Interface type

IE general_1 IE general PNIIE

Type of the PGIPC interface: ﬁ_ PIIIE

‘open [ select

Chapter 3

Subnet
PMIE_1

PGIPC interface: @ Intel(R} Ethernet Connection 1217-V

82| GIEY

Connection to interfacelsubnet: ‘ PMIE_1

il )

-
{open | select

Select target device:

[ show devices with the same addresses | v

IBH Link UA Training

Device Device type Interface type Address Target device
= = PMIIE Access address =
Flash LED
e
Online status information: [] Display only error messages
| | | Cancel
Extended download to device IX
Configured access nodes of "IBH Link UA"
Device Device type Slot Interface type  Address Subnet
IE general_1 IE general 2x1 PHIIE 10.0.13.89 PMNIIE_1
Type of the PGIPC interface: ’—LPN”E [~]
FGIPC interface: W Intel(R) Ethernet Connection 1217-V |'| O .
Connection to interfacelsubnet: ‘ PMNIIE_1 |'| O
Istgatenay | -] ®©
Select target device: [show devices with the same addresses ||
Device Device type Interface type Address Target device
Accessible device - FNIIE 10.0.13.89 —
{(mark  ®
= = FNIIE Access address =
[| Flash LED
Online status information: D Display only error messages
o Scan completed. 1 compatible devices of 1 accessible devices found. |7|
%7 Retrieving device information... E
vz ; - - e
B4 scan and information retrieval completed. [
Load 1 | Cancel |
Load preview %
9 Check before loading
Status ! Target Message Action
+ a ~ |BH Link UA Ready for loading. Load 'Stationmanager
1 ¥ Protection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, €.9. by use of firewalls and network segmentation. For
more information about industrial security, please visit
| http:ifwww.siemens.comiindustrialsecurity
0 » Device configurati... Delete and replace system data in target Download to device
(<] i [EX
| Finish | Load ! | Cancel |

TTI
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The progress of the loading day is displayed as information.

gProperties I"'_i.'.lnfo I |E Diagnostics |
J[General] " Cross-references || Compile |

@\E' Show all messages |‘|

! Message Go to ? Date Time

® ~[start downloading to device | 10/17i2020 12:53:00 PM
e ¥ IBH Link UA 10117i2020 4:32:17 PM
Q ¥ Stationmanager 10M17i2020 4:32:17 PM
Q Stationmanager stopped. 10/17i2020 4:36:15 PM
e Hardware configuration was loaded successfully. 10/117/2020 4:36:15 PM
Q Stationmanager started. 10M17i2020 4:36:16 PM
Q The RAM contents were copied to the ROM. 10/17i2020 4:36:16 PM
e ¥ Local modules 100117i2020 4:32:17 PM
Q * |E general_1 10/17i2020 4:32:17 PM
Q IE general_1 stopped. 10/17i2020 4:36:16 PM
e Hardware configuration was loaded successfully. 10/117/2020 4:36:17 PM
Q IE general_1 started. 10/17i2020 4:36:18 PM =
Q The RAM contents were copied to the ROM. 10/17i2020 4:36:18 PM
e ¥ |BH Link UA 100117i2020 4:32:17 PM
Q IBH Link UA stopped. 10017/2020 4:36:18 FM
Q Hardware configuration was loaded successfully. 10/17i2020 4:36:20 PM
e The RAM contents were copied to the ROM. 10/117i2020 4:36:21 PM
Q IBH Link UA started. 1001712020 4:36:21 FM
< 10017/2020 4:36:21 PM

3.4.5 Insert SoftPLC as SIMATIC WinAC RTX

With a double-click on WinAC RTX Software PLC / 6ES7 611-
4SB00-0YB7, under SIMATIC Controller Application in the right
window Catalog, the software PLC is inserted.

WinAC RTX TIA16e » IBH Link UA [SIMATIC PC station]

& Topology view ||h—ﬂh Network view |mi Device view] | Options
i I IBH LinkUA[SIMATICPCStatia} [jun) ;g8 . ]
Vl Catalog I

|<Search> ||E|
[ Filter Frofile:

» [Q PC general
~ [ SIMATIC Controller Application
~ (1l SIMATIC WinAC BT
[ WinAC RTX Software PLC

m

SIMATIC PC-Station

» [ winac rF B
4 rj. Unspecified PC
» [d SIMATIC HMI application
4 E:} User applications
4 n’_m Comrmunications modules

The WIinAC RTX software PLC / 6ES7 611-4SB00-0YB7 must have
firmware version V4.6. The Software PLC_1 have been renamed in
Soft PLC -IBH-Link-UA.

Check the WIinAC RTX (Soft-PLC-Link-UA) slot

The soft PLC WInAC RTX was created in Siemens slot 3 in the IBH
Link UA. In the device view, the soft PLC WinAC RTX (Soft PLC -

IBH-Link-UA) must therefore be in slot 3.

__________________________________________________________________________________________________________________________|
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WinAC RTX TIA16e » IBH Link UA [SIMATIC PC station]

||5Eh Network view

i [IBH Link U [SIMATIC PC Statid = | [zms) it

Clock mermaony

-

Interrupts

Diagnostics systerm

-

Systern diaghostics
Tirne of day

-

Web server
Mermaory

Retentive mermary

4
SIMATIC PC-Station -
L3
g |E
z o
I ry
(<[ 2| [100% [ —%-— =
||"_i.'.lnfo y"ﬂ Diagnostics |
J[Generai] || 10 tags || System constants || Texts |
[ B General; I -~
General =
Startup =
Cycle

Marme: | SoftPLCIBH-Link-UA |

Author: |'I'I'I |

Comment:

|Slot.' 3 I

S7 connection - IBH Link UA OPC server - Soft-PLC-Link-UA
The S7 connection is created via drag and drop from the Soft-PLC-

Link-UA to the OPC server.

WinAC RTX TIA16e » Devices & networks

|§ Topology vie I[ﬁg‘h Metwork view:l "i]'f Device view
[ @ =
HMI connection
E-rnail connection
FDL connection
150 connection
150-0n-TCP connection
PtF connection
annection
TCF connection
UDF connection
CPU 416-3 PN/DP IBH Link UA L OPC | WinAC
CPU 416-3 PN/DF SIMATIC PC Stat... IE Server RTX
*w bDrag & Drop
|
r
TEMIE 1 | |
PNJIE_1

The S7 connections between the OPC server and Soft-PLC-Link-UA
are displayed as S7_Connection_2.

The S7_Connection_1 is the connection between CPU 416-3
PN/DP and the IBH Link UA (OPC server).

WinAC RTX TIA16e » Devices & networks

& Topology view l% Network viewl Y Device view

‘ Network overview " LCunneCtiuns _]u YO communication

| ven

” TeleControl |

¥/ Local connection name
57_Connection_1
57 _Connection_1

Local end point

IBH Link-Us [OPC Server]
[l <FU 4763 PRIDP [CPU 416-3 FMIDF] 1
B 5ofPLCABH-Link-A [WinAc RTx] 1

Local 1D (hex}
S7_Conhectian_1 1

Partner ID (hex} Partner Connection type
[l cru 416-3 PMIDF [CPU 416-3 FNIDF] 57 connection
57_Connection_1 W IEH Link-UA [OFC Server]

57_Connection w IBH Link-UA [OPC Server] 57 connection

57 connection

57_Connection_2
= =
T PE7_Connection_2 IEH Link-UA [OFC Server]

S57_Connection. . 1

& SoftPLCABH-Link-UA [WinACR.. [+ 87 connection

IBH Link UA Training
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[gl’mgertiesl H"_i.'.lnfu y"ﬂ Diagnostics ‘

J[General] || 10 tags ” System constants ” Texts

General

e LTI General
Local ID
Special connection properties Connection
Address details Name: [57_Connection_2
OPC
Connection path
Local Partner
OFC WinAC
Server A%

° °

| SaftPLEABH-Link-UA [WinAc RTx]

End point: |IBH Link-LA [OPC Server]

Interface: | Ag-internal |- | Ag-intemal v
Subnet: |[45 internal] | 145 internal]

Address:

| |
| |
Interface type: | [ ]
| |
| |

further settings are |

Find connection path |
default settings
i

3.5 PLC program for the SoftPLC of the IBH Link UA

The data from the Air conditioner is send to the WinAC RTX SoftPLC
of the IBH Link UA by using the System Block USEND [SFB 8]. The
data from the WIinAC RTX SoftPLC are send to the CPU 416.

Data block DB10 - DataExServer

The variables of the external OPC server (OPC variable of the Air-
Conditioner 1) are saved here.

.. XTIA16e » IBH Link UA [SIMATIC PC station] » SoftPLC-IBH-Link-UA [WinAC RTX] » Program blocks » DataExServer [DB10] — |2 H X

= _"u" o, = E= "7 Keepactualvalues [Jg  Snapshot ;@r ;‘a, Copy snapshots to startwvalues g (2. Load startvalues as actual values W), 4 :_’1.
Name Data type Offset Start value Comment

1 40 ¥ Static

2 ﬂ| = Termnperature | Real | 0o 0.0 Termperature (value) - from external OFC server

3 = TermperatureSetPoint Real 4.0 0.0 TemperatureSetPoint (value) - from external OPC server

4 @@= TimeStarnpTemperature Date_and_Time 8.0 CT#1990-01-01-00:00:00  Temperature (Time Stamp) - from external OPC server

5 |1 = TimeStampSetPoint Date_sand_Time 16.0 DTA1290-01-01-00:00:00 Termperature Set Point (Time Stamp) - from external OFC server

6 = TimeStampCurrentTime Date_and_Time 24.0 CT#1990-01-01-00:00:00 Current Time (Time Stamp) - from external OPC server

i anm StatusTemperature Divord 320 16#0 Temperature (Status) - from external OFC server

8 | = StatusSetPaint Diwvard 36.0 1680 Termperature et Point (Status) - from external OPC server

9 | = StatusCurrentTime Ciwvord 40.0 16#0 Current Time (Status) - from external OPC server

Data block DB 5 - ValueTimeStatus

The converted variables of the data block DB 10 are saved in this
block. These variables can then be read as OPC variables by the
CPU 416-3 PN/ DP.

...H Link UA [SIMATIC PC station] » SoftPLC-IBH-Link-U A [WinAC RTX] » Program blocks » ValueTimeStatus [DB5] LY B

= =5, A E= "% Keepactualvalues [y  Snapshot ™ ¥ Copysnapshots to startvalues g (2 b =)
Name Data type Offset Start value Comment

1 <@ v Static

2 @| u TernperatureTirmeStamp |Time_0f_Day Z| 00 TOD#00:00:00  Ternperature Time Stamp (to CPU 416)

3 = TernperatureSetPointTimeStamp  Time_Of_Day 4.0 TOD#00:00:00  Terperature Set Point Tirme Stamp (to CPU 416)

4 g = CurrentTirme_TimeStarmp Tirme_0Of Day g.0 TOD#00:00:00  Current Tirme Tirme Starmp (to CPU 416)

5 <= Ternperature Real 12.0 0.0 Temperature (to CPLU 416}

6 |4q1m TernperatureSetPaoint Real 16.0 0.0 Terperature Set Point (to CPU 416}

i 4. TemperatureStatus Cvord 200 16#0 Status Ternperature (to CPU 416)

i = SetPointStatus Dword 24.0 Te#0 Status Ternperature Set Point (to CPU 416)

9 4] = CurrentTimeStatus Dwvord 28.0 TE#D Status Current Time (to CPLU 416)

_______________________________________________________________________________________________________________________|]
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Functions FC 8 - DT_TOD and FC 1 - FahrenheitCelsius
The FC 8 (DT_ TOD) function converts the variables of the

DATE_AND_TIME type into the Time of Day type. The FC 1
function converts °Fahrenheit into °Celsius.

System Block USEND [SFB 8]

The PLC Program of the WinAC RTX uses a standard System Block
to access the variables of the Air Conditioner. The SFB 8 (USEND)
block in the Siemens libraries is suitable for transferring an OPC
variable, which consists of the Actual Value, the associated Time
Stamp, and the Status. With this data, the PLC program can
evaluate not only the value of a variable, but also its quality and age.

The SFB 8 (USEND) block has the necessary parameters for the
simple registration of OPC variables.

With the special function code 65400 (Hex FF78) the SFB 8
(USEND) used to register variables.

With the 4 ANY pointers and the R_ID parameter of the block, all
information for registering the variables can be transferred in one
call.

The SoftPLC can read and write the OPC variables cyclically.

Parameters of the SFB 8 (USEND) block - ID = 65400 (hex FF78)

REQ = TRUE // Not evaluated
ID = W#16#FF78 /I Fixed value: 65400
R_ID :=DW#16#1F40002 // Modus:

/I Low Word; 2: Read(PLC Variable)
/[ High Word: Sampling in milliseconds
/I 500 milliseconds

DONE = /l'is not set

ERROR = /l No ERROR=0; ERROR=1

STATUS = // 0x0000 on success, 0x8090 on error

SD 1 = I/l Pointer to the OPC Variable.

SD 2 = // Pointer to the OPC Variable for the
/l Value of the OPC Variable.

SD 3 = I/l Pointer to the PLC Variable for the
/] Status of the Variable.

SD 4 = /I Pointer to the PLC Variable for the

/l Time Stamp.

Client function of the SFB 8 (USEND) block

Cyclic reading and writing. The SoftPLC can read and write the OPC
variables cyclically.

___________________________________________________________________________________________________________________________|
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The configuration is carried out via SFB 8 (USEND) in the restart

(called by OB100).

Para-
meter

Declare-
ation

Data
type

Memory area

Description

REQ

INPUT

BOOL

I,Q, M, D, L

is not evaluated.

INPUT

WORD

M, D, Const.

Fixed value: 65400 (hex: FF78)

R_ID

INPUT

DWORD

I,Q, M, D, L,
Const.

0: Read (variable as XML string)
: Write (variable as XML string)
: Read (PLC variable)

: Write (PLC variable)

: Read (special variable)

: Write (special variable)

: Read (server variable)

: Write (server variable)

Bit 14 (low byte + 16348 [hex
4000]): The any pointer when
writing points to DATE_AND_TIME
Bit 15 (low byte + 32768 [hex
8000]): The any pointer when
writing points to a STRING

High Word:

Sampling rate in milliseconds

NOoO o~ WNER

DONE

OUTPUT

BOOL

is not set

ERROR

OUTPUT

BOOL

ERROR=0: The parameters were
transferred correctly.

ERROR = 1: The parameters were
not transferred correctly.

STATUS

OUTPUT

WORD

Il Ql Ml D1L

0x0000 If successful,
0x8090 on error.

SD_1

IN_OUT

ANY

Pointer to the OPC variable.

SD_2

IN_OUT

ANY

,Q, M, D

Pointer to the PLC variable for the
value of the OPC variable.

Only the data types of BOOL,
BYTE, CHAR, WORD, INT,
DWORD, DINT, REAL, DATE,
DATE_AND_TIME.

Note:

When the ANY pointer accesses a
DB, the DB must always be
specified

(e.g.: P # DB10.DBX5.0 Byte 0).

SD_3

IN_OUT

ANY

LQ,M,D

Painter to the PLC variable for the
variable status. The data type
DWORD is permitted.

Note:

If the ANY pointer accesses a DB,
the DB must always be specified
(e.g.: P # DB10.DBX5.0 Byte 10).

SD_4

IN_OUT

ANY

Pointer to the PLC variable for the
recording time (time stamp). The
data type DATE_AND_TIME is
permitted.

Note:

If the ANY pointer accesses a DB,
the DB must always be specified
(e.g.: P # DB10. DBX5.0 Byte 10).
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OPC Variable Definitions

To uniquely identify the OPC variables, they are assigned a number
(namespace), next to the actual name.

The OPC Variables are defined as follows:
Mode 0 and 1: ‘'ns=<Namespace>;s=<Identifier>"
or: ns=<Namespace>;i=<Numeric ldentifier>"

All OPC Variables can be read using this mode.
The IBH Link UA knows the following Namespaces:

Namespace Area
0 General OPC Server Variables
1,2,3,5 No evaluable variables
4 All PLC specific OPC variables
6 IBH Link UA Special Variables

Mode 2 and 3: “<ldentifier>’

The identifier is formed as follows:
<Station name>.<PLC Name>.<GlobalVars>.<Variable name
from Variables table>
or:
<Station name>.<PLC Name>.<Programs>.<Variable name>.
<Data Block name>

Mode 4 and 5: <Numeric Identifier>
Number of the Special Variable from Namespace 6.

Modus 6 and 7: <Numeric Identifier>
Number of the Server Variable from Namespace 0.

Function FC 20 — calls_USEND

The variables from DB20 — DB_USEND _call are transferred to the
OPC_Variable as pointers when calling USEND as parameter SD_1.
The parameters REQ and ID are according to the table on page 18 -
19 have been specified.

The R_ID parameter is made up as follows:
e Low Word: Value 2 (hex0002) — Read (PLC variable).

e High Word: 500 ms — hex 01F4 -
Parameter R_ID — doubleword: = 16 #1F40002

___________________________________________________________________________________________________________________________|
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The parameters DONE, ERROR and STATUS are not evaluated in
the example.

e SD_1: = pointer to the OPC variable.

e SD_2 =: Pointer to the PLC variable for the value of the

OPC variables.

e SD_3: = pointer to PLC variable for the value of the
OPC variable status.

e SD_4: = pointer to PLC variable for the value of the

OPC variable time stamp.

The FC 20 block is called once when the PLC is started in OB 100.
Only those parameters are to be transferred to the PLC that has
integrated the block (SFB 8 — USEND).

Function FC 20 - calling USEND

..o PC station] » SoftPLCIBH-Link-UA [WinAC RTX] » Program blocks » USEND_call [FC20] - 0 EX

x
=
T
X
I
1y
4]
Iij1

s 0, EEEC B G ER CLE@D 6=l 6 o

T ol

CALL

* Block title: | Calling USEND

Comment
hd Network 1: Temperature transfer

Comment

1| CALL USEND , "DI_USENWD" :tDBA

2 Any

& REQ :=IRUE TRUE

4 1D s=W#16#FF75 W§le$FF78

5 R ID :=DW#le#lF40002 DWH#1641F40002

6 DONE =

7 ERRCR =

a STATUS :=

9 5D 1 :="DE_USEND call".0PC _Variable Name Temperature P#DB20.DBX0.0
10 5D 2 :="DataExServer”.Temperature %DB10.DEDOD
11 5D 3 :="DataExServer".5tatusTemperature $DB10.DBD32
12 50_4 :="DataExServer".TimeStanpTemperature P#DB10.DBX8.0

hd Network 2: SetFoint terperature transfer

Comment

1 CALL USEND , "DI_USEND" $DB&

2 Any

3 REQ :=TRUE TRUE

4 ID =W§le#FF7E Wi#le#FE78

5 R ID s=DW§l6#1F40002 DW§le#1F40002

& DONE =

7 ERROR :=

g STATUS :=

g 50 1 :="DBE_USEND call".OPC Variable Name SetFoint P#DB20.DBX256.0
10 5D 2 :="DataExServer".TemperatureSetFoint %DE10.DBD4
11 5D 3 :="DataExServer”.5tatusCurrentTime *DB10.DBD40
12 50 4 :="DataExServer".TimeStampSetPoint P4DB10.DEX16.0

Instance data block DB8 - USEND_DB

The same instance data block (DB 8 — DI_USEND) is used for both
calls of SFB 8 -USEND. This instance data block is only necessary to
satisfy the syntax.
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Note:

Only the SoftPLC in IBH Link UA knows USEND in this form!

Data block DB20 - (DB_USEND)

To complete the data block DB20, the identifiers of the variables
must be copied from the in the Attributes window of the UAExpert
program and assigned to the STAT variables as initial values.

Identifier from the Attributes window of the UAExpert program

+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* = =] X
File View Server Document Settings Help
3 3 ~
D PBE =0 XK8 KD
Project & X Attributes & X
v [ Project Gl bk ® [+
v 0 Servers . —— Attribute Value
" ? Rt KUAGIbhEIsC v Nodeld ns=4;5=57-400-Station_1.CPU 416-3 PN/DP.GlobalVars. TemperatureSetPoint_AirCond1
8 Documents ) Namespacelndex 4
[ Data Access View i Tune String
I Identifier S$7-400-Station_1.CPU 416-3 PN/DP.GlobalVars.TemperatureSetPoint_AirCond1 I
Address Space & x NodeClass Vanable
BrowseName 4, "TemperatureSetPoint AirCond1"
P " Expand All
b/ fo t 2 DisplayName ", "TemperatureSetPoint_AirCond1" :
1) Root Description w— Collapse A”M@
v ) Objects WriteMask Copy Value
> & Client UserWriteMask
> &% DeviceSet RolePermission
> % MQTT UserRolePermissions
> * Modbus \ccessRestriction
v ) PLCs Vv Value
v & CPU416-3 PN/DP SourceTimestamp 27.10.2020 17:43:13.564
@ DeviceHealth SourcePicoseconds 0
@ DeviceManual ServerTimestamp 27.10.2020 17:43:13.565
@ DeviceRevision ServerPicoseconds 0
v ) GlobalVars StatusCode Good (0x00000000)
s @ i Value 0
> @ Temperature_AirCond1 it Da!ah'll'ype i Float
@ HardwareRevision am'es.pac:n o 0 2
& Miriitcting IdentifierType Numeric
@ Model Identifier 10 [Float]
ValueRank -1 (Scalar)
> % ParameterSet
L & P ArrayDimensions BadAttributeldInvalid (0x80350000)
¢ R ro_g_ranzs " AccessLevel CurrentRead, CurrentWrite
Ps S:::l::m‘:‘e': =/ UserAccessLevel CurrentRead, CurrentWrite
=, cessLevelEx BadAttributeldinvalid (0x80350
X % S:ftwareRevnsnon MinimumSamplinglnterval 50
a ?ﬂPal.s:slBl Historizing false
oot Attributes & x
> e Server
> 2 Slots Sl @ [+)
» I Stations -
> 2D Types Attribute Value
> 2 Views v Nodeld ns=4;5=57-400-Station_1.CPU 416-3 PN/DP.GlobalVars.Temperature_AirCond1
Namespacelndex 4
IdentifierType String
| Identifier S7-400-Station_1.CPU 416-3 PN/DP.GlobalVars.Temperature_AirCond1 l
NodeClass Vanable G:m
BrowseName 4, "Temperature_AirCond1" Expand All
DisplayName [, "Temperature_AirCond1™]
Description Collapse All@
WriteMask 0 Copy Value
UserWriteMask 0

@ Tem peratureSetPoint_AirCond]

Mamespacelndex 4
IdentifierType String
Identifier 57-400-5tation_1.CPU 416-3 PN/DP.GlobalVars. TemperatureSetPoint_AirCond

# Tem peraturer AirCond

4

Mamespacelndex
IdentifierType String
Identifier 57-400-5tation_1.CPU 416-3 PMN/DP.GlobalVars. Temperature_AirCond1

I ————————
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...hk U4 [SIMATIC PC station] » SoftPLCIBH-Link-UA [WinACRTX] » Program blocks » DB_USEND_call [DB20] -0 EX

= =, B &= "7 keepactualvalues gy Snapshot W B Copysnapshots to startvalues g (2 i’ 2
Name Data type Offset Startvalue

1 @|' Static | =

2 <@gm QPC_Variable_Name_Temperature  String 0.0 '57-400-5tation_1.CPU 41 6-3 PN/DP.Globalvars. Temperature_AirCond?’

b= T OPC_Variable_Name_SetPoint String 256.0 'S7-400-Station_1.CPU 416-3 PN/DP.Globalvars TemperatureSetPoint_AirCond1’

The start value of the pointer is a copy of the Identifier from the
Attributes window of the UAExpert program.

3.5.1 Configuring S7 OPC symbols

WinAC RTX TIA16e » IBH Link UA [SIMATIC PC station]

|E Topology view ||ﬁ%h Network view Ii T Device viewl

g | EH Link UA [SIMATIC PC Static b ] B° ::E:: [CIF =2
El
‘
]
SIMATIC PC-Station ]
w
<] 100% | =
|§.Properties| ”"_i.llnfu ”ﬂ Diagnostics |
| General | ” 10 tags || System constants || Texts |
b General [
P QPC syrmbols

DF master class 2

O MNone
Ol
- (=) Confi d
OPC elarms £ S
OPC program alarms mapping table [ “*Configuring...
57 UA redundancy D Field elements visible during runtime

130ITCP

Configuring OPC tags - CPU 416-3 PN/ DP

The Configure button opens a dialog box in which the defined
operands can be selected as OPC tags. The tag management of the
CPUs is known through the previously configured S7 connections.

Only the OPC tags that are used for the transfer should be selected.

These OPC tags have already been selected for copying the
identifiers from the Attributes window of the UAExpert program.

Symbol configuration S

Data type Address |Visible | Connection Access
Real HMD3IE | True 57_Connection_1 | Readirite
Real %mpa2 {True } 57_connection_1 | Readwrite

Symbol selector

~ ) WinAC RTX TIA 6

» [ Program blocks

[£] n J
Elements with active branch | [ ¥isible  Acoess right: [Readwite  [=] I
Siyiale 2 Cannection: 57_connection_1 |~ |
Lo limit: High limit:
| 0.00000000000 | [0.00000000000 |
CSV Import/ Export
‘ Importfile ‘ ‘ Exportfile ‘

Access path
| WinACRTX TIAT6 2. 57-400-Station_1.CPL 416-3 PHIDP |

TTI Trans Tech International® 2021 IBH Link UA Training



Page 3-24 IBH Link UA - integrated SoftPLC Chapter 3

Symbol configuration %

Symbol selector
+ 7] WinAC RTX TIA1 62 Name Data type Address Connection Access

':'iCPLI 416-3 PNIDP %DB22 DEDO

57_Connection_1 | ReadWrite

:] PLCtags TemperatureSetPoint i Resl %DB22 DEDG 57_Connection_1 | ReadWrite

~ [ Program blocjg TimeStampTempersture Time_Of_Day %DB22 DED& 57_Connection_1 | ReadWrite
" D! \C TimestampSetFoint Time_Of_Day  %DB22.DED12 37_Connection_1 | ReadWrite

W currentTime CurrentTime_TimeStamp Time_Of Day  %DB22.DED16 57_Connection_1 | ReadWrite

» [ 1BH Link Ua StatusTemperature Dword %DB22.0BD20 57_Connection_1 | ReadWrite
StatusSetPoint Dword %DB22.DBD24 57_Connection_1 | ReadWrite

CurrentTimestatus Dword %DB22 DBD26 57_Connection_1 | ReadWrite

Elements with active branch | [o) visible Access right: Readirit= |+ I
Symbols: 8 Connection: 57_Connection_1 | - |

Symbol configuration

CSV Import/ Export

| \mpart file | ‘ Expartfile ‘ Symbal selector

v ] WInAC RTX TIA] 6 Name Data type Address Connection Access
(EE30 EE ~ T CPU416-3 PIDP CurrentTime_AirCond  Date_And_Time %DE10.08x0.0 $7_Connection_1 | Readiric
|WmAC RTXTIAT 6e 57-400-5tation_1.CPU 416-3 PN/DP DataWinlC D PLC tags

« J] Program blocks
i DatawinAC

» T 18H Link UA

Elements with active branch | [ Visible  Access right: e adwrite
Symbols: 1 Connection: |57 _Connection_1 [ =]
Lo limit: High lirit:
[ I 0.0 o |
CSV Import/ Export
Import file Exportfile |
Access path

WinAC RTX TIA1 6 S7-400-5tation_1 .CPU 416-3 PN/DP.CurrentTime

OK Cancel

Configure OPC tags - Soft-PLC - IBH Link UA

Symbol selector

w T WinAC RTXTIA 6e Name Date type Address Connection frccess

~ [ CPU 416-3 FMIDP emperature eal %DE10.0BDO §7_Cannection_2 | ReadWrite
[HrLctags TemperatureSetFoint Real %DE10.0BDS §7_Connection_2 | ReadWrite

« [} Frogram blocks TimeStampTemperature  Date_and_Time %D610.0BX8.0 §7_Connection_2 | ReadWrite

& Datawinac TimeStampSetPaint Date_And_Time %DB10.DEX16.0 §7_Connection_2 | ReadWrite

w [T IBH Link LA TimeStampcutrentTime  Date_and_Time %D610.DBX24.0 §7_Cannection_2 | Readirite
w [ SoftPLCIBH-Link-UA, StatusTemperature Diword %DE10.DBD32 §7_Cannection_2 | Readirite
[HFLctags StatusSetPaint Dword %DE10.DBD36 §7_Cannection_2 | Readiirite

w [ Frogram blacks StatusCurrentTime Diword %DE10.DBD40 §7_Cannection_2 \Readirite

@ valueTimestatus
|8 DB_USEND_call
48 DI_USEND

Elements with active branch | [¥ visible  Aceessright: Readiltite - I
Smbol: 5 Connecton: [57_comeeion 2] |

mbol configuration

CSV Import f Export

‘ Import file ‘ | Export file ‘
Symbaol selector

Access path - j WinAC RTXTIAl e Name Data type Address Connection Access
‘W\MAC RTX TIAT 62 IBH Link UA. SoftPLCIBH-Link-UA.DataEx - 3 CPU 416-3 PNIDF emperatureTimeStamp : Time_OF Day %DBS.DBDO 57_Connection_2 | Readwrite
THFLCtags TemperatureSetPointTim.. Time_Of Day  %DB5.DBD4 57_Connection_2 | Readirite
- : Program blocks CurrentTime_TimeStamp  Time_Of_Day %DES.DEDE 5§7_Connection_2 | Readwrite
i DataWwinAC Temperature Real %DBS.DBDT2 57_Connection_2 | Readirite
hd :] IBH Link A TernperatureSetPoint Real %DEBS.DED1 & §7_Connection_2 | Readwrite
ESD&FLC-\EH-Lmk-UA TermperatureStatus Dwrord %DBS.DBD20 57_Connection_2 | Readirite
:F’Lctags SetPointStatus Dwrord %DES.DED24 S7_Connection_2 | Readirite
- : Prograrm blocks CurrentTimeStatus Diwrord %DBS.DED2E S57_Connection_2 \Readwrite

[ DataExserver

W pE_USEND_call
48 DI_USEND

Elements with active branch l [ visible Access right: ReadWrite - l
symbols: ] Connection: $7_Connection_2

Low limit: High limit:

[0.00000000000 | [0.00000000000 |

CSV Importf Export

| Importfile ‘ | Exportfile ‘

Access path

|Win.“\C RTX TIAT6e.lBH Link UA.SoftFLC-IBH-Link-UAWalueTimeStatus ‘
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Symbol configuration I
Symbol selector
v ) WinAC ATXTIAT 6 Daatype  Address Visible | Connection (Access
« D CPU 416-3 PIDF Swing(254] %DB20.DEX0.0  |True | S7_Connection_2 | Readirite
[jFLCtags OPC_Variable_Mame_SetPoint  Sting[254] %DB20.0BX256.0 |True J 57_connection_2 |Readitirite
~ [jProgram blacks
[ Datainac
w D IBH Link LA
~ [ SoftPLCABH-Link-UA
ChFLctags
~ [ Program blacks
il DataExserer
M valueTimestatus
["JoB_USEND_call,
4 DI_USEND |
Elements with active branch | [ Visible Access right: ReadWrite - I
Symbols: 2z Connection: 57_Connection_2 |+ |
[t Symbol configuration I
0.000000]
CSV Import/ Export
\ Importfile | | Exportiile \ Symbol selector
w ] WinAC RTX TIAT 6 Name Datatype  Address Connection EULo EUHi
Access path = Tl CPU416:3 PHIDP %DBE.DEXD.0 57_Connection_2 o 0
| WinACRTX TIAT62.1BH Link UA. SoftPLCBH-Link LADE_USEND_call [Hrictags %DBS DEW2 §7_Connection_2 o 0
« [ Frogram blocks RID Duiord %DBS.DED4 §7_Connection_2 o 0
l Datawinac DONE Baal %DBE.DEXS.0 57_Connection_2 o0
~ DI 1B Link UA ERROR. Bool %DBE.DEXS.1 §7_Connection_2 o 0
~ [ SoftPLGIBH-Link-UA STATUS ward %DB.DEW0 §7_Connection_2 o 0
T FLctags INDEX Ward %DBS.DEWS2 §7_Connection_2 o 0
« [ Program blocks
[l DataExserver
@l valueTimestatus
[l DB_USEND_call
¥ 01 UsEnD
Elements with active branch | [ visible Access right: Mone - I
St ® Connection: 57_Connection_2 [+
Low lirnic: High limit:
[0-00000000000 | [0:00000000000
CSV Import / Export
| Importhile ‘ | Exportfile ‘

hecess path

| WinAC RDXTIAT 62 18H Link U SoftPLGIBH-Link-Ui DI_USEND

Selection of the OPC tags (symbols) in the OPC configuration

Since not all global symbolic operands or data from data blocks
should be used as OPC tags, the configured items in the Properties -

OPC server dial

O Mone
Al

leave marke
I@ Corfigured |

0g box must remain selected.

d in the example !

: Configuring... ]

D Field elements «isible during runtime

Compile hardware and software for the IBH Link UA
Compile hardware and software with the command from the context

menu.

WinAC RTXTIA16e » IBH Link UA [

SIMATIC PC station]

i | IBH Link UA [SIMATIC PC Sratid || [l [

P
“,
p

< Tight click
i

hange device

SIMATIC PC-Station

Unpack addresses

E Download to device »
2 | curlak
E ﬁ' Go online rle
=0 4 Go offline Crtl+b
D [ Export module |sbeling strips...
g Froperties Alt+Enter

Hardware {only changes)
Hardware (rebuild all)

Software {only changes)
Software {rebuild ally
Software (reset memory reserse)
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Load hardware and software into the IBH Link UA

If no error was detected during compilation, the configuration can be

loaded into the IBH Link UA.

WinAC RTX TIA16e » IBH Link UA [SIMATIC PC station]

The suc

=

SIMATIC PC-Station

Change device

Unpack addresses

Cornpile ]
E
% & Goonline Crrle b Hardware configuration
=0 | ¥ Go offline Crl+hd Software {only changes)
_+ Export module labeling strips... Seftware (alf)
g, Properties Alt+Enter
The hardware and software download command opens the
Extended download to device dialog box.
Extended download to device [X
Configured access nodes of “IBH Link UA"
Device Device type slot Interface type | Address subnet
IE general_1 IE general 2x1 PMIIE 1001282 PMNIE_1
Type of the PGIPC interface: ﬁ_PNl‘IE pon ' sslect sl
PGIPC interface: ﬁ Intel (R} Ethernet Connection 1217V |'| @
‘Connection to interfacelsubnet: | PHIE_1 - @
15 | =
{open | select

Selecttarget device:

Device Device type

Flash LED

Online status information:

Interface type
PIIIE

[ show devices with the same addresses | =

Address Target device

Access address =

M Sarsearch |

D Display only error messages

| Show devices with the same addresses

Device Device type Interface type Address Target device
Accessible device = PNIIE 10.0.13.89 =
mark "

PIIIE

Access address =

‘ | Cancel
cessful search is displayed.
Extended download tu device IX
Configured access nodes of "IBH Link UA"
Device Device type slot Interface type  Address Subnet
IE general_1 IE general 2x1 PHIIE 10.0.13.689 PNIIE_1
Type of the PGIPC interface: ﬁ_F‘N\IE |'|
PGIPC interface: ﬁ Intel(R} Ethernet Connection 1217-V |' | @ .
Connection to interfacelsubnet: | PMIE_1 |' | @
Istgateway: | |'|®
Selecttarget device:
.

[|Flash LED

Online status information:

o scan completed. 1 compatible devices of 1 accessible devices found.
2 Retrieving device information...

Scan and information retrieval completed.

Start search

D Display anly error messages
[~

=

q "
Load 1 | Cancel |

IBH Link UA Training
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A preview of the loading is displayed.

Load preview =
e Check before loading
Status ! Target Message Action
+ @~ IBHLink UA Ready for loading. Load 'Stationmanager
H ¥ Protection Frotection from unauthorized access

Devices connected to an enterprise network or directly to the
internet rmust be appropristely protected against unauthorized
access, e.q. by use of firewalls and netwark segmentation. For
more information about industrial security, please visit

I http dhsaver. siemens. comlindustrial security
(] » Stop modules The modules are stopped for downloading to device. Stop all
(] ¥ Device configurati... Delete and replace system data in target Download to device
0 » Software Download software to device Consistent download
(<] ] |EY
| Finish | Load ] ‘ Cancel |
=l
Load results X

9 Status and actions after downloading to device

Status 1 Target Message Action
l& @ ~ IEHLinkua Downloading to device completed without error. Load 'Stationmanager
] b Startmodules Start modules after downloading to device Start module
[<] il 2]

-r*
Finish ; | Load | ‘ Cancel |

3.5.2 Start external OPC UA server

If the external OPC UA server is no longer active,
it must be started. Double-click the UA Server !E‘
icon to start the program (from UaGRPServer
UnitedAutomation) that simulates several air

conditioning and heating systems and provides operating data
(temperature, time stamp, etc.) as OPC UA tags (see IBH Link UA
Manual Part 1 V5.18, chapter 2.4).

External OPC UA server (air conditioning and heating systems)

1454 UaCPPServer

The OPC UA server for the data exchange must be specified (see
chapter 2.1.1 - page 5).

I ————————
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3.5.3 Establishing a connection with the OPC server variables via
the OPC UA client function
A connection with the OPC server variables is established via the
OPC UA client function.

The OPC tags provided by the air conditioner (OPC server variable)
are selected in the OPC client browser window.

AirConditioner_ 1 = Add read variable
The two variables Temperature, TemperatureSetPoint, and
CurrentTime that the external OPC UA server makes available are
declared as read variables.
The OPC UA client in the IBH Link UA reads this data.

(_

c @ © & 10.0.1389/7_-/opc_client N+ INn@o e o =

% a ® OPC server is running Logout | Update password single-core
———————————————————————— 5 urn:ibhlinkua_ % Good (0x00000000) SecurityPolicy #MNone

urn:TTIYE {opc.tep:y) i 10) [ Good (0x00000000) SecurityPolicy #Mone

_________________________ Add Server | | add variable to read | Conrect varisble | @ g Upload client XML configuration | | Download client XML configuration |
Delets,clienteonfiauratiog Add a variable to read from the selected server |
Select variable to read x

Connected Servers
¥ (23 urn:TTIVELLOW: Unifiedautomation: UaServerCpp (ope.tep:fTTIVELLOW: 48010) ~
12 wiews
¥ [0 Objects
------------------------- ¥ ) server
OPC Client & Serverarray
""""""""""""""""" ‘& Mamespacedrray
Y& ServerStatus

&l StartTime

""""""""""""""""" Gk CurrentTime
| @ state
&l SecondsTillShutdown
_________________________ —\.—@T\—H—\—ﬁ‘—h——__——__
¥ I3 Buildingtutomation
@ ControllerConfigurations
&l State
......................... » [ StateCondition
&l State

select one after another

& TemperatureSetPoint

lBHsoftec ‘ 1 Link UA
& PowerConsumption 2d OPC UA server f elient
wnw ibhsofiec com  Contact Wy > & Humidity m uA
v

» & Humidity Setpoint

» 3 AirConditioner_2
< >

Sampling interval [ms]: | 1000

Clueue size: change settings
: if necessary

Discard aldest:

Datatype of variable | Double

confirm, m Cancel

Connect with variables

The variables Temperature, TemperatureSetPoint, and
CurrentTime which have been declared as read variables, are
connected to the IBH Link UA OPC server, which then sends them to
the PLC program of the CPU 416-3 PN/DP.

______________________________________________________________________________________________________________________|
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Variable (OPC Tags) GlobalVars and Data block CurrentTime.

<« c @ © & 10013897 =/opc_client v @ n@o e o =

C ning Logout | Update password single-core
———————————————————————— 53 urn:ibhlinkua_sc1BHsoftec: IBHLInkUA (ope top:fibhlinkua_sc:42010) & Good (Dx00000000) SecurityPalicy #Mane
¥ 3 urn: TTIVELLOW: Unifiedautomation: UaServerCpp (ope.top: fTTIVELLOW: 48010) % Good (0x00000000) SecurityPolicy #Maone

tioner_1.Temperature

select one after another

Connect variable fram the source server to the destination variable ‘

Select variable to write

onnected Servers

L3 urn:ibhlinkua_sciIBHsoftec: IBHLINkUA {opc.tep: ffibhlinkua_sc:428010)
& views |
v 3 Objects
» 2 server
» 2 Modbus
........................ » [ Stations
Y@ rcs
> 53 SoftPLC-IBH-Link-Ua

@DeviceManual
........................ @ DeviceRevision

@ seriallumber
@& softwareRevision
¥ [0 Programs
D supportedTypes
> [0 DataWinac

| ¥ [ CurrentTime IA
lNBHsoftec ind

> Tasks -
wivewy ibhsoftec.corn Contact  Wwiki @ m
@ DeviceHaalth
| » ) ParameterSet
¥ (2 clobalvars

select one after another

» & Slots
» ) Types
» 3 urn TTIVELLOW: Unifiedautom ation: UaServerCpp (opctop://TTIVELLOW 48010} v
< >

“Wariable to read
Datatype : Double
Field index range (Format 1 or 2:3)

change settings
“Wariable to write if necessary
Datatype : Float

| Field index range (Format 1 or2:3)

Cancel ‘

The connections are displayed in the IBH Link UA web browser
window OPC Client.

&« c @ © & 10013897 =/opc dient @ neoeo =
S=MN o Logout | Update password

single-core

[=] urn: TT1-vE ied f
Y@@ airconditioner_1.Temperature
@m:\bhlmkua_sc:IBHSD&ED:IBHLmkUA {ope.tep: ffibhlinkua_sc:48010).57-400-Station_1.CPU 416-3 PN/‘DP.G\DbaIVars.TEmperature_A\rCnnED
® fjrConditoner_1.Temperature TimeStamp
@ AirConditioner_1 Temperature Status
v & airConditioner_1.TemperatureSetPoint
=& urniibhlinkua_sc:IBHsoftec: IBHLINKUA (ope.tep: ffibhlinkua_sc:48010).57-400-5tation_1.CPU 416-3 PN/‘DP.G\DbaIVars.TEmperatureSEtant_AirC@
@ pjrConditioner_1.TemperatureSetPoint. TimeStamp
@ AirConditioner_1 TemperatureSetPoint.Status
------------------------ Y& CurrentTime
@m:\bhlinkuaisc:IBHsDFtec:IBHLinkUA (ope.tep: ffibhlinkua_sc:48010).57-400-Station_1.CPU 416-3 PN/‘DP.Prngrams‘Current‘ﬁme.CurrentT\meiA\rEnE
» & CurrentTime TimeStamp
¥ @ CurrentTime Status

OFC Client

#cid Server | | add variable oread | cornectvariabie || x| @] @] Upload client XL configuration | Download client XML configuration | Delete client configuration |

UaExpert — Program Window —

In the UaExpert program window, the values of the OPC tags of the
SoftPLC-IBH-Link-UA [WinAC RTX] are displayed under Data
Access View.
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The OPC Unified
File View Sever Document Settings Help
Yy 2 : - )
DePPE + =2 X% 2 B O
Project & X Data Access View Q
~ [3 Project & Server Node Id Display Name Value Datstype | Source Timestamp | Server Tmestamp, Sttuscode
v [3 Servers 1 IBHLInkUA@... NS4[String|l.. StstusCurrentTime 0 Uint32 Good
2 IBHLinkUA@ibhiinkua_sc 2 IBHLnkUAG.. NSditnngll. StatussetPont 0 Uint32 Geod
inkUA®... N34[String]l... StatusTemperatur n oo
~ [3 Documents 4 IBHLikDAG.. NSStingll.. Temperature 509860 Float Good
[3 Dats Access View 5 IBHLinkUA@-. NS4 TemperatureSetPoint 80 Float Good
§  IBHLinkUA@... NS4 TimeStampCurrentTime  2020-10-28T16: DateTime Good
nddress Space 8 x |7 IBHLInkUA@... NS4[String|l... TimeStampSetPoint 2020-10-28T1 DateTime Goed
8 [BHLinkUA®.. N34iStrinall.. TimeStamolemperature  2020-10-28T1 DateTime Good
# Mo Highlight -
1) Root
v (2 Objects “9 IBHLInkUAG.. . CurrentTimeStatus 0 Ulnt2 173126477 Good
&JCI Drag & Drop (10 IBHLinkUA@. CurrentTime_TimeStamp 59581555, Ulnt32 17:33:01.814 Good
> jent 11 BHLnkUAG SetPointStatus 0 Uint32 Good
Yo /2 Brimkae Temperature 155483 Float Good
> &% Modbus 13 IBHLinkUA@ TemperatureSetPoint 155556 Float Good
v 3 pucs 14 IBHLinkUA@ " TemperatureSetPointTim... 50581385 Ulnt32 Good
. 15 IBHLinkUA@ : TemperatureStatus 0 Ulnt32 Good
> g CPULIG3PN/DP 16 IBHLinkUA@... NS4fStringll... TemperatureTimeStamp 59581385 Uint32 Good
~ (& SoftPLC-IBH-Link-UA ri
@ DeviceHealth
@ DeviceManual Drag & Drop
@ Manufacturer
@ Model 4 Display Name Value Datatype N
StatusCurrentTime 0 Ulnt32
) DILUSEND StatusSetPoint 0 Ulnt32
v |2 DataExServer StatusTemperature 0 Ulnt32
T @ StatwusCumentlime Temperature 59.9921 Float
> @ statusSetPoint TemperatureSetPoint i Float
i : i“t”ﬂi’t"“’““’e TimeStampCurrentTime 2020-10-28T16:49:06.357Z  DateTime
L= T::z::t::m%mt TimeStampSetPoint 2020-10-28T16:4%:06.7827  DateTime
s @ TimeStampCurrentTime TimeStampTemperature 2020-10-28T16:49:06.782Z  DateTirme
5 @ TimeStampSetPoint
> @@ TimeStampTemperaturs
4 = SupportedTypes CurrentTime5Status 0 Ulnt32
v ;f'“;“’"ezf‘“‘m CurrentTime_TimeStarp 60547515 Ulnt32
UrrentTimeStatus g
SetPointStatus 0 Ulnt32
> @ CurrentTime_TimeStamp
> @8 SetPointStatus Temperature 153511 Float
5 @ Temperature TemperaturebetPoint 13,5556 Float
5 @ TemperstureSetPoint TemperatureSetPointTimeStamp 60546782 Ulnt32
» @@ TemperatureSetPointTimeStamp TemperatureStatus 0 Uint32
7 @ TemperatureStatus TernperatureTimeStamp 60546782 Ulnt32
> @@ TemperatureTimeStamp \_ _J
# RevisionCounter
@ SerialNumber Server Node Id Display Name ™
¥ SoftwareRevision | 4 |gHLinkUA@ibhlinkua sc NS4 IBH Link UA.50ftPLC-IBH-Link-UA.Proqrams.DataExServer StatusCurrentTime StatusCurrentTime
> Tasks 2 IBHLinkUA@ibhlinkua sc  NS4] IBH Link UA.5oftPLC-IBH-Link-UA.Proqrams.DataExServer. StatusSetPoint StatusSetPoint
3 IBHLinkUA@ibhlinkua sc  NS4| IBH Link UA.SoftPLC-IBH-Link-UA.Programs. DataExServer Status Temperature StatusTemperature
4 IBHLinkUAQibhlinkua sc  NS4] IBH Link UA.SoftPLC-IBH-Link-UA.Programs. DataExServer. Temperature Temperature
5 IBHLinkUA@ibhlinkua sc NS4 f Link UASoftPLC-BH-Link-UA.Programs.DataExServer TemperatureSetPoint TemperatureSetPaint
6  IBHLinkUA@ibhlinkua sc N { Link UA SoftPLC-IBH-Link-UA.Programs.DataExServer. TimeStampCurrentTime TimeStampCurrentTime
7 IBHLinkUA®ibhlinkua_sc N f Link UASoftPLC-BH-Link-UA.ProgramsDataExServer TimeStampSetPoint TimeStampSetPoint
2 IBHLinkUA®ibhlinkua_sc N { Link UA SoftPLC-IBH-Link-UA.Programs.DataExServer. TimeStampTemperature TimeStampTemperature
9 IBHLinkUA@ibhlinkua_sc  NS4| IBH Link UA.5oftPLC-IBH-Link-UA.Programs.ValueTimeStatus. CurrentTimeStatus CurrentTimeStatus
10 IBHLinkUA@ibhlinkua sc NS4 IBH Link UA.5oftPLC-IBH-Link-UA.Proqrams ValueTimeStatus. CurrentTime_TimeStamp. CurrentTime_TimeStamp
11 IBHLinkUA@ibhlinkua sc NS4 IBH Link UA.SoftPLC-IBH-Link-UA.Programs. ValueTimeStatus. SetPointStatus SetPointStatus
12 IBHLinkUA@ibhlinkua sc NS4 { Link UASoftPLC-IBH-Link-UA.Programs ValueTimeStatus. Temperature Temperature
13 IBHLinkUA@ibhlinkua sc NS4 { Link UASoftPLC-IBH-Link-UA.Programs.ValueTimeStatus. TemperatureSetPaint TemperatureSetPaint
14 IBHLinkUA@ibhlinkua sc N f Link UASoftPLC-BH-Link-UA.Programs ValueTimeStatus. TemperatureSetPointTimeStamp  TemperatureSetPointTimeStamp
15 IBHLinkUA@ibhlinkua_sc N f Link UASoftPLC-IBH-Link-UA.Programs ValueTimeStatus. TemperatureStatus TemperatureStatus
\_16 IBHLinkUA®ibhlinkua_sc N { Link UA SoftPLC-IBH-Link-UA.Programs ValueTimeStatus. TemperatureTimeStamp TemperatureTimeStamp y,

IBH Link UA diagnhosis and SoftPLC displays

The established connections are displayed in the diagnosis browser
window. In the example without errors.

IBH Link UA - Diagnostics

< C @ © & 10013897 = /diaglistview mWeoeao =
ﬁ“ L Logout | Update password single-core

Client Network diagnostics

System Log
127.0.0.1:102

28.10.2020 16 o7 PLC )
10.0.13.11:102 28.10.2020 16;27:57 PLC )

Error Text

@ 1-2 S7_Connection_2
@ 1-1 S7_Connection_1

Clear diagnose ﬂ

Connection established (EES? 611-45B00-0YB7)
Cannection established (BES7 416-3ER0S-0AB0)

|D agnostics |

In the browser window SoftPLC / SoftPLC connections the
established connections are displayed with additional information.

<« c @ © & 10.0.1389/7_-foftple - InD e o =
Logout | Updata passward single-care

SoftPLC Connections

SoftPLC Status

PLC variable Sampling Intervall

@ Good Read ns=4; 7-400-8tation_1.CPU 416-3 PN/DP.Globalvars Temperature_airCond1 P#DB10.DBXO.0 REAL 1 500
@ Good Read ns=4;5=57-400-5tation_1.CPU 416-3 PH,/DP.GlobalVars TemperatureSetPoint_AirCond1 P#DB10.DBX4.0 REAL 1 S00
& Good Read ns=4;5=87-400-5tation_1.CPU 416-3 PN/OP.Programs.CurrentTime.CurrentTime_&irCond  P#DB10.DBX24.0 BYTE 8 500

[SoftPLC]

_______________________________________________________________________________________________________________________|]
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Online display SoftPLC-Link-UA [WIinAC RTX] - Watch table_1

The transferred or converted values are displayed.

The values of DB10 (DataExServer) were transferred with the help
of USEND. The values of DB5 (ValueTimeStatus) are converted
values and will be made available to the CPU 416-3 PN / DP with the
next steps.

)
= XK
Address Display format Monitor value
1 "WalueTimeStatus" TemperatureTimeStamp # %DES.DBDO TIME_OF_DAY lE‘ TOD#17:20:27.107
2 "WalueTimeStatus" TemperatureSetPaintTimeStarmp  %DEBS.DBD4 TIME_OF_DAY TOD#17:20:27.107
El "walueTimeStatus".CurrentTime_TimeStarmp %DB5.DBDE TIME_OF_DAY TOD#17:20:27 696
4 "walueTimeStatus" Temperature %DB5.DBD1 2 Floating-point nurnber 1555693
S "walueTimeStatus" TemperatureSetPaint %DB5.DBD16 Floating-point nurnber 1555556
& "walueTimeStatus" TermperatureStatus %DB5.DBD20 Hex 16#0000_0000
7 "valueTimestats". SetFointStatus %DES.DED24 Hex 16#0000_0000
& "valueTimestatus". CurrentTimeStatus %DES.DED2E Hex 16&0000_0000
9 "DataExServer".Temperature %DB10.0BD0 Floating-point number 60.00248
10 "DataExServer".TemperatureSetFoint %DB10.D6DS Floating-point number 60.0
11 "DataExServer".TimeStampTemperature F#DE10.DEXE.0 DATE_AND_TIME DT#2020-10-28-17:20:27.107
12 "DataExServer” TimeStampSetPoint P#DB10.DEX16.0  DATE_AND_TIME DT#2020-10-28-17:20:27.107
13 "DataExServer". TimeStampCurrentTime PH#DE10.DEX24.0  DATE_AND_TIME DT#2020-10-28-17:20:27.341
14 "DataExServer”. StatusTemperature %DEB10.DBD32 Hex 16#0000_0000
15 "DataExServer”. StatusTemperature %DEB10.DBD32 Hex 16#0000_0000
16 "DataExServer”. StatusCurrentTime %DE10.0DED40 Hex 16#0000_0000

3.5.4 Add read variable

The variables provided in the SoftPLC (OPC server variable) of the
data block ValueTimeStatus [DB 5] are selected as read variables.

SoftPLC-IBH-Link-UA [WIinAC RTX]] -> Add read variable

< Cc o © & 10.0.1389/7_=/fopc_client o Inoeo =
SERNS o ning Logout | Updlate password single-core

Connected Servers

BHL link )
» 2 urn TTIXELLOW  Unifie dautomation:UaServerCpp (spetep://TTIVELLOW:48010) @ Good (Dx00000000) SecurityPolicy#hone
add Server | | add variable tread | conrectvarible |y | (] ¢| | Upload client xmL configuration | | Downinad client L configuration

Delete client configuration GIE3
Add a veriable to read from the selected server
Select variable to read x

Connected Servers
urniibhlinkua_se: [BHsoftec:IBHLinkUA (ope.top /Jibhlinkua_sc:48010)
2 views
v & Objects
story >3 server
@ er
Seemceameees > (3 Modbus
> 2 stations
¥ 3 PLCs
evicemanual
& DeviceRevision
@
@ SoftwareRevision
v [ Programs
1D supportadTypes
|2 DI_USEND
> 5 DB_USEND_call
+ 3 DataExServer
¥ I ValueTimeStatus

v

s Temperatur tamp
‘@ TemperatureSetPointTimestamp

BH Link UA

bedded OPC UA server fclient

‘@ CurrentTime_TimeStamp -
@remperature RS < . ] ).

‘@ TemperatureSetPoint
‘@ TemperatureStatus
@ SetPointStatus
& CurrentTimeStatus
» (D Tacks
@ DeviceHealth
» [ CPU 416-3 PN/DP

> Slats

» (2 DeviceSet

> 3D Client
> & Types

Sampling interval [ms]: [1000

if necessary
Discard oldest

INBHsoftec

waibhsoftec.com Contact Wiki

Datatype of variable : Ulnt32

{0k | Cancel

I ————————
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Inserted read variables / Connect to variables to be written to

The variables provided by the SoftPLC (OPC server variable) from
the data block ValueTimeStatus [DB 5] are connected to the data of
the data block DataWinAC [DB22] of the CPU 416-3 PN/DP.

ﬁIBH Link U&, - OPC Client

<« c o © & 10.0.13.89/7_=/opc_dlient - U W mw@oe o =

single-core

% Good

LagoutJ Update password |

TemperatureTime
» @ IBH Link A, SoftPLC-IBH-Link-Ua. Programs valueTimeStatus TemperatureSetPointTime Stamp
» @ IBH Link Ua,SoftPLC-IBH-Link-Ua. Programs WalueTimeStatus. CurrentTime_TimeStamp
» & IBH Link Ua.SoftPLC-IBH-Link-Ua Programs ValueTimeStatus Temperature select one after another
-------------------------- » @ IBH Link Ua SoftPLC-IBH-Link-Us, Programs WValueTimestatus TemperatureSetPoint

& 1BH Link UASoftPLC-IBH-Link-Ua.Programs ValueTimeStatus TemperatureStatus

» & IBH Link Ua.SoftPLC-IBH-Link-Ua Programs WalueTimeStatus . SetPointStatus

» @@ IBH Link Ua,5oftPLC-IBH-Link-Ua. Programs WalueTimeStatus . CurrentTimeStatus
» £ wrne TTINELLOW: Unifiedautomation: UaServerCpp (opetop: TTISYELLOW: 48011) # Good
.......................... <

Add ServerJ Add varisble to read |

>
Conpect variable | ﬂ ﬂ _Ql Upload client XML configuration |

Download client XML configuration | Delete client configuration |

Connect variable from the source server to the destination variablﬂ

-------------------------- Select variable to write

¥ 23 urncibhlinkua_scIBHsoftec: IBHLInkUA {opc.top: fibhlinkua_sc: 42010}
£ views
¥ () Objects
> ) Server
"""""""""""""" » [ Stations
¥ 2 PLCs
i » 3 SoftPLC-IBH-Link-Ua
.......................... [¥ & cPu 416-2 PHDP_]
& DeviceManual
& DeviceRevision

|I||IIIIBH & SerialMurnber _A

sol @ SoftwareRevision lient

wewrw ibhsoftec. com  Con u
I3 SupportedTypes

¥ 2 Datawinac

& Temperature
@& TemperatureSetPoint

G TimeStampTemperature

& TimeStampSetPoint
@ CurrentTime_TimeStamp
& StatusTemperature
& StatusSetPoint
& CurrentTimestatus
> ) CurrentTime
> [ Tasks
| @ DaviceHaalth
» ) Parameterset
> [ Globalars
» [ Slots
> [ DeviceSet
> 3 Client
> 3 Types
[ » 123 urm TTIXELLOW  Unifiedautomation: UaServerCpp (opctop: fTTIXVELLOW : 430100

select one after another

“ariable to read
Datatype : Ulnt32
Field index range (Format 1 or 2:3) ¢

change settings
“ariable to write if necessary
Datatype : Ulnt32

Field index range (Format 1 or 2:3) :

sonflzm m Cancel

|
IBH Link UA Training TTI Trans Tech International® 2021




Chapter 3 IBH Link UA - integrated SoftPLC Page 3-33

Inserted connection with variables

IBH Link LA - OPC Client

© & 10013897 =/opc_client BRI N 4 Inoeo =

Logout | Update password

single-core

bhli
V& 1BH Link Ut SoftPLE-BH-Link-Us.Programs MalueTimestatus[femperat ureTimestamp)
@® IBH Link UA.SoftPLC-IBH-Link-UA Programs ValueTimeStatus TemperatureTimeStamp. TimeStamp
@ IBH Link UASOftPLC-IBH-Link-Ua Programs ValueTimeStatus TemperatureTimestamp, Status
4 urniibhlinkua_sc:1BHsaftec:IBHLINKUA (ops. top: fiblinkua_sc:48010).57 400-Station_1.CPU 416-2 PN/ Programs Datawinl ClimestampTemperature]
V@ 18H Link U SoftPLC-BH-Link-Ua Programs valueTime status [Emperaturesetpointrimestamp )
@ IBH Link UA.S0ftPLC-1BH-Link-Ua Programs ValueTimeStatus TemperatureSetPointTimestamp. TimeStamp
@ IBH Link UASoftPLC-IBH-Link-Ua Programs valueTimeStatus TemperatureSetPointTimeStamp . Status
=@ urniibhlinkua_sc:IBHsoftes:1BHLINkUA (ope.tep:fibhlinkua_sc:480110).57-400-Station_1 CPU 416-3 PN/DRPrograms DatawinL C{fimestampsetpoint )
V& 1BH Link U SoftPLC-IBH-Link-Us. Programs MalueTimestatus [CurrentTime_Timestama)
@® IBH Link U&.SoftPLC-1BH-Link-Ua.Programs ValueTimeStatus. CurrentTime_TimeStamp. TimeStamp
@ IBH Link UASOftPLC-IBH-Link-Ua Programs ValueTimeStatus. CurrentTime_TimeStamp Status
o =4 urnibhlinkua_sc: IBHsoftec: IBHLIRKUA (ope.tep: fibhlinkua_se:48010).57 -400-Station_1.CPU 416-3 PH/DP.Prograrms. DatayinLC|
OPC Client | V& IBH Link U, SoftPLE-IBH-Link-UA.Programs MalueTimestatus[femperature)
@® IBH Link UA.SoftPLC-IBH-Link-UA Programs ValueTimeStatus Temperature. TimeStamp
@ IBH Link UA.SOftPLC-IBH-Link-Ua Programs ValueTimeStatus Temperature. Status
4 urnibhlinkuz_sc: [BHsoftec: I8HLINkU (ope top: fibhlinkua_sei48010).57-400-Station_1,CPU 416-2 PH/DP Programs.Datawinl Cffemperature]
Y@ IBH Link Ua. SnFtPLC—[BH—Link—UA.Prngrams.valueTimeStatus
@ IBH Link UA.S0ftPLC-1BH-Link-UA Programs ValueTimeStatus TemperatureSetPoint. TimeStamp
@ IBH Link UA.SoftPLC-IBH-Link-UA Programs valueTimeStatus TemperatureSetPoint Status
=4 urn:ibhlinkua_sc: IBHsoftec: IBHLINkUA (ope.tep: f/ibhlinkua_sc:48010).57 -400-Station_1 .CPU 416-3 PN/DP.Programs DatawinLCf
Y@ IBH Link UA SoftPLC-TBH-Link-UAProgram valusTime Status (2 mpe raturestatu)
@® IBH Link U&.SoftPLC-1BH-Link-Ua Programs ValueTimeStatus TemperatureStatus TimeStamp
@ IBH Link UASOftPLC-IBH-Link-Ua Programs ValueTimeStatus. TemperatureStatus Status
=44 urntibhlinkua_sc:IBHEoftec: IBHLINKUA (opetep: fibhlinkua_sc:48010).57 -400-Station_1.CPU 416-3 PN/DR.Programs DataywinLC]
V& 1BH Link U, S0ftPLE-IBH-Link-Us.Programs valueTimestatus(EetPointatatus |
@ IBH Link UA.SoftPLC-IBH-Link-UA Programs ValueTimeStatus SetPointStatus. TimeStamp
@ IBH Link UA.SOftPLC-IBH-Link-Ua Programs ValueTimeStatus SetPointStatus . Status
4 urniiahlinkua_st: I8 Hsoftee:IBHLINKUA (ope.ton:/fibhlinkua_se:48010).57-400-Station_1.CPU 416-3 PH/DP.Programs. DatawinL ClEratussetbaint ]
V@ IBH Link Ui SoftPLC-IBH-Link-U Programs valueTime status{Cormentrime stats )
@ IBH Link UA.S0ftPLC-1BH-Link-UA Programs ValueTimeStatus CurrentTimestatus. TimeStamp
@ IBH Link UA.SoftPLC-IBH-Link-UA Programs valueTimeStatus CurrentTimeStatus, Status
=4 urn:ibhlinkua_sc: IBHsoftec: IBHLINkUA (ope.tep:/fibhlinkua_sc:48010).57 -400-Station_1.CPU 416-3 PH/DP.Programs.DataiwinLC|
» £ urn TTIVELLOW: UnifiedAutamation: UaServerCon (opc.tep: {TTIYELLOW 48010) # Good (0x00000000) SecurityPalicy #None
<
Add Server | add variable toread | Covectvariable | x| | @] Upload client XML configuration | Downlosd dlient XML configuration | Delete client configuration |

liNBHsoftec LaAl L
wwwibhsofiec com Contact Wiki % UA

v

UaExpert — Program Window —

In the UaExpert program window, the values of the OPC tags
(Daten_von_WInAC RTX [DB10] - the CPU 416-3 PN / DP) are
displayed under Data Access View.

Unified Automation UaBxpe

File View Sever Document Settings Help
DB =0 x4 B ED
Project & x| Data Access View (x]
v [ Project # Server Hode Id Display Mame Value Datatype  Source Timestamp  Server Timestamp Statuscode
v [ Servers 1 IBHLinkUA@ibh. tring|57-400-... Current 0 Uint32 2 Good
12y IBHLinkUA@ibhlinkua_sc 2 IBHLinkUAibh.. S7-400-... CurrentTime TimeStamp 68003615 Ulnt32 Good
v B - 3 [BHLinkUA®ib S7-400-... StatusSetPoint 0 Uint32 5211286 Good
3 Documents 4 IBHLinkUA@ibl String|57-400-... StatusTemperature 0 Ulnt32 18:52:13.193 Good
[ Data Access View 5 IBHLinkUA@ib tring|57-400-... Temperature 15.5369 Float 19:53:26,642 Good
6 IBHLinkUA@ibh.. String|S7-400-... TemperatureSetPoint 15.5556 Float 12:52:19,038 Good
Address Space & x| |7 [BHLinkUA®ib StrinalS7-400-... TimeStampSetPoint 68004785 Uint32 19 Good
2 IBHLinkUA®ibl String|S7-400-... peratur 68004785 Uint32 Good
% MNo Highlight -
2 Root Drag & Drop
~ 1) Objects
&% Client -
& DeviceSet Display Mame Value Datatype  Socurce Timestamp
& mart
& Modbus CurrentTimeStatus 0 Ulnt32 18:52:07.234
v PLCs urrentlime_limestam n LI X LG,
(= C tTirme_TimeS5t 63123624 Ulnt32 19:55:24.823
~ ¥ CPU416:3PN/DP StatusSetPoint 0 Ulnt32 19:52:11.286
M B:::;::ﬂ;‘ StatusTemperature 0 Ulnt32 19:52:13.193
@ DeviceRevision Temperature 15,5568 Float 19:55:24.823
(5 GlobalVars TemperatureSetPoint 15.5556 Float 19:52:19.038
: :‘Aﬂ”"’f:““‘s'“ TimeStampSetPoint 63122828 Ulnt32 19:55:24.823
5 TimeStampTemperature 68122828 Ulnt32 19:55:24.823
/
CunrentTime
~ I DataWinLC
4@ CurentTimeStatus
@ CurrentTime_TimeStamp
4@ StatusSetPoint
@ StatusTemperature # Server Node Id
D Temperature 1 IBHLinkUA@ibhlinkua_sc MN54|String|57-400-Station_1.CPU 416-3 PM/DP.Programs.DataWinLC.CurrentTimeStatus
@ TemperatureSetPoint 2 IBHLinkUA@ibhlinkua_sc N54|String|S7-400-5tation_1.CPU 416-3 PN/DP.Programs.DataWinLC.CurrentTime_TimeStamp
@ TimeStampSetPoint 3 IBHLinkUA@ibhlinkua_sc 54| String|S7-400-Station_1.CPU 416-3 PN/DP.Programs.DataWinLC.5tatusSetPoint
@ TimeStampTemperature 4 IBHLinkUA@ibhlinkua_sc MNS4|String|S7-400-Station_1.CPU 416-3 PN/DP.Programs.DataWinLC.5tatusTemperature
) Supportediypes 3  IBHLinkUA®@ibhlinkua_sc NS4(String|57-400-Station_1.CPU 416-3 PM/DP.Programs.DataWinLC.Temperature
@ RevisionCounter &  IBHLinkUA®@ibhlinkua_sc N54|String|57-400-5tation_1.CPU 416-3 PN/DP.Programs.DataWinLC.TemperatureSetPoint
SerialNumb 7 IBHLinkUA®@ibhlinkua_sc N54|String|57-400-5tation_1.CPU 416-3 PN/DP.Programs.DataWinLC.TimeStampSetPoint
v senzllumber 8 IBHLinkUA@ibhlinkua_sc NS4|String|S7-400-Station_1.CPU 416-3 PN/DP.Programs.DataWinLC.TimeStampTemnperature
@ SoftwareRevision
& Tasks
&% SoftPLC-IBH-Link-UA
& Server
2 Slets
12 stations
12 Types
D Views

________________________________________________________________________________________________________________________|
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Page 3-34 IBH Link UA - integrated SoftPLC Chapter 3

Online display CPU 416-3 PN/ DP

The variables provided by the data block ValueTimeStatus [DB 5] of
the SoftPLC-Link-UA [WIinAC RTX] (OPC server variable) are
displayed in the CPU 416-3 PN / DP.

CPU 416-3 PN / DP - data block DataWinAC [DB22]

DEEIRRIEEZZ)

= =5, = = Keep actualvalues g Snapshot ™y ¥ Capysnapshots to startvalues g (2 i’ 2

PR

Mame Data type Offset start value Manitor value Comment
1 <l * Static
2 @| - Termperature | real 0o 0.0 15.55404 Actual temperature value
3 aamw TernperatureSetPoint Real 4.0 0.0 15.55556 Set point ternperature value
4 <= TimeStarnpTernperature  Time_Cf_Day g.0 TOD#DD:00:00 TOD#18:57:06.873 | Actual temperature Time Stamp
T TimeStarmpSetPoint Tirne_Cf_Day 120 TOD#OD:00:00 TOD#18:57:06.873 | Set point ternperature TimeStarmp
6 |41 = CurrentTime_TimeStamp  Tirme_Of_Day 16.0 TOD#D0:00:00 TOD#18:57:07.657 || Current Time Tirme Stamp
7 e StatusTemperature Dword 20.0 1640 16#0000_0000 Status Temperature
g |qi = StatusSetPaint Dord 240 1640 16#0000_0000 Status Set Point Temperature
o | = CurrentTirneStatus Dword 28.0 TE&D TEX0000_0000 Current Time Status
—

CPU 416-3 PN / DP — Watch table_1

L)

@@ 2k 7 A2 TS

i Mame Address Display format Fﬁnnitnr\ralue )
1 "DataminLC". CurrentTime_TirmeStamp E| #whE22.0BD16 | TIME_OF_DaY E TOD#T 2:03:21.726
2 "DataWinLC" TimeStampSetPaint whE22.DEDT 2 TIME_CF_DAY TOD#T 2:05:21.255
3 "DataWwinLC" TimeStampTemperature %DB22.DEDE TIME_OF_Day TOD#19:03:21.235
4 "DataWinLC" Temperature %DB22.DEDO Floating-point number | 15.54247
5 "DatawinLC" TernperatureSetPoint wDE22.0ED4 Floating-point nurmber | 15.55556
& "DatawinLC" StatusSetPoint whE22.DED24 Hex T6#0000_000o
7 "DataMinLC" Termperature %DB22.DEDO Floating-point nurmber | 15.54247
a "DatawinLC" CurrentTimeStatus %DE22.DBD28 Hex 16#0000_0000
=1

_______________________________________________________________________________________________________________________|]
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Chapter 4 IBH Link UA — Connection of a CPU 312 Page 4-1

4 |IBH Link UA = Connection of a CPU 312

The following example shows the creation of a project with the TIA
Portal connecting a CPU 312 (6ES7 312-1AE13-0ABO0) with the IBH
Link UA using as an Ethernet connection the IBH Link S7++.

IBH Link S7++

The IBH Link S7++ is an Ethernet converter. The
protocol used is the usual standard TCP/IP. All the
advantages of Ethernet are thus without any
problems to the user.

The use of SimaticNet as well as the use of
CP communication processors are neither
necessary on the PC nor on the PLC side.

Ethernet-Bus

4.1 Counter level — Configuration with the TIA Portal

Example: Counter level

The prepared example project CPU 300 TIA16e is TIA
identical to the program Counter, as described in V16
chapter 1. The counter counts until MaxValue is T Portal W16
reached and counts down until the MinValue is reached.

The SIEMENS PLC programming systems TIA Portal V16 is used to
create the network configuration.

IBH Link UA - configuration with the TIA Portal

S7-300 and S7-400 controllers that do not have an Ethernet
connection can be connected to the IBH Link UA via the
IBH Link S7 ++ or the IBH Link S7 ++ HS.

____________________________________________________________________________________________________________________|]
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Page 4-2 IBH Link UA — Connection of a CPU 312 Chapter 4

The routing mode must be activated in the IBH Link S7 ++. This
mode is available from firmware version 2.142. In this mode,
unconfigured connections via RFC1006 are no longer possible!
Connections via the IBHNet driver continue to work.

IBH Link S7++

CPU 312 | $7-412-2PN |

MPI-Address 2 o) MPI-Address 10
g0 IP-Address:
192.168.1.12

IBHLink UA
IP-Address:
192.168.1.14

MPI-BUS

Note:
The CPU S7-412-2 PN provides the Routing Service and is available in
the hardware catalog of the TIA Portal and Step 7 (Simatic Manager).

The firmware of the IBH Link S7 ++ emulates the Routing capabilities of
the CPU S7-412-2 PN (6ES7 412-2EK06-0ABO V6.0).

The following properties are available (compatible with
CPU S7-412-2 PN):

Interfaces / Bus type Protocols
1x MPI/PROFIBUS DP MPI/PROFIBUS
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

4.1.1 Configuration of the IBH Link S7 ++ (Routing mode)

In the STEP 7 example, the S7 CPU 312 is to be routed via the IBH
Link S7 ++ and connected to the IBH Link UA.

The IBH Link S7 ++ must be configured for this.

After starting Manage IBHNet Stations, the IBH
Network Settings dialog box opens. Click the
IBH Link S7 button to open the IBH Links in the

local network dialog box.

|
IBH Link UA Training TTI Trans Tech International® 2021




Chapter 4 IBH Link UA — Connection of a CPU 312 Page 4-3

Configuration of the IBH Link S7++
To set the properties of the IBHNet station follow the screen shots.

Activate Configuration with NetPro in the dialog box Properties
IBHLink/Network/Routing Options.

% |BH Metwork settings =

File Stations |1BHLinks Options  Help
 Station:
Station Mame | Address

CPU 312 - IBH Link 57++ 10.0.13.92

% IBHLinks in the local network

Found IBHLinks:

MALC Address | Type | Serial Murnber | IP Addrezs | Station name | Firmware
50-2D-F4-15-48-07  IBHLMEUA 10331 1000.13.89
MLE0MP g

IBHLink settings - 00025208 MAC: 00-02-A2-21-36-CB

[ Configuration via Fouter |N9t"'\'°'k ” MPIProfibus I Time synchranization | Firmware | Diagnasti 4 I L4
ik —Address settings:
oK I Settings | i
— Network name: I IBH Lirk 57++
.y . m . 013 . 82 :
Search and configure IBH Link 57, Plus, 57++ and 57+ + Lz I ¥ Stalic
HS devices, Subret mask: [25 .25 26 . 0 € DHCP
IEH Link 57 IEH Link 55 IBH Link 55++ Language Giateway: I 192 168 . 1 . 1 ' BootP

[~ IBHMet port [Port 1095 is always active]; ID
Close | Wergion: 1.65 Help

— Authentification

Username: Iadmin

@B The IBHLink behaves like a PLC, that accepts projected Paszword: |
connections.
Unprojected connections via RFC1006 are not possible with
this option checked.

L
Change password

==
2

Configuration

with NetProdTIA

'ﬂj &For PLC to PLC commmunications, a MetPro configuration
can be downloaded into the [BH Link, Details can be -
found in the documentation,

@™% The configuration has been downloaded to the [BHLink. { Chick ) fieletting .“”'” I?e sa\.-'e_d initheliB Lln.ks jteral
W) select Yes to restart the adaptor. flash memaory and are Kept atter a poweér cycle,
If ‘Mo’ is selected, the |[BHLink needs to be disconnected Save permanently I Feboaot | Cancel |
and re-connected to save the settings permanently !
confirm,

| |IBHLink settings 25208

MPPraofibus I Time synchronisation I Firmware ISlatiDn A I L4

— Netwark. status / Diagnostic:

IBH Link S7++ MPI addresses E| [T

Testing will attempt to establish a network connection to
the |BH Link and read the current settings,

Station address

Bus parameters:
Baudrate: 187.5 kBit/s A
Telot_lnit: 100

The setting made must be Mas oo 50
permanently adopted in the Toni v

; ~Bus Nodes— CRUSME B Lk ST
IBH LInkS7++. D12’3455?891 112131415 16 17 18 13
Nl i nl it nd uf ol nicial ol s il nf nf af
2 0000000000000 C0000000
" Nulslalalulslslsl=lalsls)slsl=]a]slal=]s
8 000N 000CO000CO000000
: Walslslsialslslslinislslslsislslslsialsls
iialslalslalslslslslslalslslslslalslzlsln

12005 5[5 15 =) 51 i Ke:
[~ Gtation passive

[¥ Gtation active
¥ Station active ready
click
QA lifelist of all connected nodes on the bus will be read.‘
Save permanently I Reboot | Cancel |
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IBH Link UA — Connection of a CPU 312

Chapter 4

4.1.2 Selecting the IBH Link S7++

The TIA Portal programming environment does not have a dialog to
select different IBH Link S7++. If two or more IBH Link S7++ are in

the subnet, the selection must be performed using the IBH Network
Settings dialog box.

% |BH Network settings

Set PG/PC interface |

Diagrostics |

::I'DL-l—I:Sd?:I+B+-\fM1 the IBHMet station can be chosen in this dialog,

File  Stations 1BH Links @ Options  Help
Station: Language
Station Mame Diagnostics
loT 55+ 1 2
loT 57++1 Test and Settings
laT 57++ 2
FLC 41641 . -
PLE 416412 Test and Setup
Test functions
Selected stations for STEP®Y
Settings
Mews station

IoT PLE 416 ||f the IBHMet station can't be chosen over Set PG/PC
Interface, like it is in the TIA, or due to lacking user rights,

|BH Link 57
PLC 41642

\L Profibus

Lconfirm

=
Cancel

By clicking the Accept button, the IBHNet driver is given the IP
address. The TIA Portal, therefore, only has access to the assigned

CPU via the IBH Link S7++.

4.2 TIA example: IBH Link UA - S7-312 routed via IBH

Link S7 ++

PLC tags / Default tag table

.- 1A16e » 57-300 [CPU 312] » PLCtags » Default tag table [7]

- 0 mX

"FIELILL

Default tag table

MName Data type

1 *ﬂl| CounterOM | Boal

2 < v Bool

g S| Min Bool

4 < IsCounting Bool

5 S| Dovvn Bool

] < Up Bool

7 < Walue Int

a

| < Tags I = User constants  |,Z System constants
=
Address Comment
| %m0 lz' start counting

2.0 Maximurm reached
%MZ.1 Minirnurn reached
W22 Counting control ON
W25 dowwh counting
W26 up coumting
b1 2 Counter value

IBH Link UA Training
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4.2.1 Load program blocks and device configuration into the CPU

(device)

300 TIAT6e » S7-300 [CPU 312]

[E

|5'F Topology view

*

CPU312

Change dewvice
Migrate to $7-1500

EE'!J Goto network view

Metwork view I]]_[l'f Device \rimﬂ \_
;|

s

Download to device »

ﬁ' Go online Ctrl+ K
&Q' Go offline Crl+h

| = Export madule labeling strips...

Hardware and software {only chan

Hardweare {only changes)
Hardware (rebuild all)

Softeeare (only changes)
Sofoware (rebuild all)

Software (reset mermory reserse)

g Properties Alt+Enter

CPU312

Tight click

Extended Download Dialog Box

Extended download to device

Flash LED

Online status information:

Change dewvice 10 11
Migrate to 57-1500
iy Go to network view
Campile »
C Hardware and software (o
& Goonline Ctrl+k Hardweare configuration
m@' Go offline Crrl+M Softweare {only changes)
| = Export madule labeling strips... Sofevrare (all)
g Froperties Alt+Enter
|
X
Configured access nodes of "57-300"
Device Device type Slot Interface type  Address Subnet
§7-300 CRUS12 2X1 R 2 MFI_1T
{open | select
Type of the PGIFCinterface: ||\ MPI ‘M
FGIFCinterface: | [l BHNet © <
Connection to interface/subnet: WF1_1 @
15t gateway: |' | @

Select target dewvice:

Device Device type Interface type

= = IFI

[_I_Show accessible device;]

A Show devices with the same addresses
Shaow all compatible devices

(lick }

D Display only error messages

| Load | | Cancel |

Trans Tech International® 2021
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Note TIA 13

IBH Link UA — Connection of a CPU 312

Chapter 4

In the TIA 13 portal, in the Advanced Loading dialog box, the Show
all compatible devices option must be deactivated. Otherwise the
TIA Portal would search for devices via PROFINET DCP but could

not find any PROFINET devices.

Extended download to device X
Configured access nodes of "57-300"
Device Device type slot Interface type | Address Subnet
S7-300 CPU 312 2X1 MFI 2 MPI_1T
Type of the P&IFC interface |L|-|_‘ P |'
PGIFCinterface: Rl IBHNe [ ®[<]
nnection to interface/subnet: |DirEE.tat slot 'z 21" |'| @
Jst gateway: | M @
= must be deactivated
Compatible devices in target subnet: ow all compatible devices
Device Device type Type Address Target device
J_ = = MPI Access address =
Extended download to device [X
Configured access nodes of "s7-300"
Device Device type Slot Interface type | Address Subnet
57-300 CPU 512 2x1 MFl 2 MPI_1
Type of the PGIPC interface: |Lr|_‘ KFI |'|
PGIFCinterface:  [F@ IBHNet [-] ©[=]
Connection to intefacelsubnet: | MPI_1 |V| @
5t gateway: | |V| @
Select target device: |Show accessible devices "‘
Device Device type Interface type Address Target device
57-300 CPU 312 MFl 2 =
= = MFI Access address =
[ | Flash LED
Online status information: [ Display only error messages
0 Scan completed. 1 devices found.
r*2 Retrieving device information
Scan and information retrieval completed m
(click )
Load 1 ‘ Cancel |
Load preview %
9 Check before loading
Status |1 Target Iieszage Action
H @ ~ connect 57-300 Ready for loading -
1 ~ Protection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, €.9. by use of firewalls and network segmentation. For
mare information about industrial security, please visit
H hetpdfwww siemens comiindustrials ecurity
0 » Stop modules The modules are stopped for downloading to device. Stop all
[v] » Device configurati_. Delete and replace system data in target Download to device
a b Software Download software to device Consistent download
(<] i [>]
{confirm
Finish | E Load ! | Cancel ‘
=

IBH Link UA Training
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Load results [%
9 Statuz and actions after downloading to device
Status ! Target Message Action
*& @ ¥ Connect 57-300 Downloading to device completed without error. (mark)
1 ¥ Start modules Start modules after downloading to device. i Start all
(<] ll (confirm ) ]
E Finish ; | Load | | Cancel |

=

The counting can be checked online.

CounterData [DB2]

= = i, B = Keep actual values g . Snapshot M ™ Copy snapshats to startvalues g =}

CounterData

Name Data type Offset Start value Monitor value Comment
1 <0 * Static
2 <= Counting ON i Bool E| 0.0 false TRUE On § Off switch 1
3 e Countervalue Int 2.0 0 3616 Counter value
4 |qi = Minvalue Int 4.0 1an 1an minimurm Counter value
5 4= Maxvalue Int 6.0 10000 10000 maximurm Counter value

4.3

Insert IBHLink S7++ as CPU 412-2 PN into the

project

Trans Tech International® 2021

The IBHLink S7++ is created in the TIA Portal as an S7-400 station
and connected to the corresponding bus system (MPI or
PROFIBUS).

The following module must be used as a representative for the
IBHLink S7 ++:

e MLFB: 6ES7 412-2EK06-0AB0 V6.0 in rack O, slot 2

Double-click Add new device to select i Add new devicew
the CPU 412.

'Add new device X

Device name:

| 15H Link 57+ﬁ=ﬂ/ |

~ [ controllers Device:
» T. SIMATIC 57-1200
» '\_[. SIMATIC 57-1500

» [l SIMATIC Drive Cantroller
» [l simManIc 57-300
~ [ simaTIc 57400
- [ cPU
» [ cPU41Z

E —

» (i CPU412-2 DF Atticle no.: | 6ES74122EK060AB0 | |
T |

= [mcruai2o e pgselect version:  ||ve. | T

Contrallers

CPU 4122 PN

HMI
 pe—— Ml 6ES7 412-2EKD7-0AB0 Description:
» (W cPU414-2 DP Work rernory 512KB code and 512KE data;
ra 0.075ms/1000 instructions; 4kE DO, 48
b W cPU41a-3 0P connections; 1 x DFIMF, 1 % PN; capable of

=
b LW CPU414-3 PNDP sending and receiving in direct data exchange;
FCsystems » [l CPU416-20P constant bus cycle time and processing in
= . isochronous mode; routing; data record routing;
b W CPUATEIDR capable of multicomputing: FROFINET 10
b L CFU416-3 FR/DF controller; supports RT/IRT; FROFINET interface
» [ cPU4174 and 2 ports; PROFINET CBA; PROFINET CBA provy;
» [0 CPU414F-3 PIDP firmste V6.0
» (@ cPU416F-2 DP
» [0 cPU416F-3 PIDP
» [ Unspecified cPU 400
» [ SIMATIC ET200 CPU
» (5] Device proxy
() Open devise view

IBH Link UA Training
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Insert power supply in IBHLink S7++

Chapter 4

Options

|- | | =

0

A | Catalog

[t it

v v v v w wv v

[ Filter

» [ Rack
~[mrs
vrj. Standard

rj. Master interface
[ 1nt

(g o

[ Do

(g A

(g ~0

Frofile:

» [l F5 405 104
» (i F5 405 204
» [l F5 405 44

» (g PS5 407 104
» (i F5 407 204

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7 ++)

CPU 300 TIA16e » IBH Link $7-++ [CPU 412-2 PN]

UR1_0

<] ]

9 1w 11 12 13

14

15

16 17 18

. 100%

/<]

[~ N

lgPruEerties I ||"_i.'.lnfu

J[General] || 10 tags || System constants || Texts |

||ﬂ Diagnostics |

w General

Catalog infarmation

General
MFl address

-

FROFIMET interface (x5}
Startup
Cycle

Clock mermory

-

Interrupts

Diagnostics system

-

Systerm diagnostics
Time of day
Retentive memory
Memory

Protection

Wweb sercer

-

Overview of addresses

Identification & Mainten...

Tirme-of-day synchronization

Diagnostics addresses

IBH Link §
have the

MPYDP interface [X1]

General
Marme: |MPIIDPinterface_‘I
Camiment: ~
A
Pl address
i Interface networked with
C [subnee: [we_1]
i Add new subnet |
Parameters
[__Interfac:e type: | Pl _] A
7++ and CPU 412 must .
same MPI address keSS Il@) |v|
Highest address: | 31 [~]
Transmission speed: | 157.5 kbps |v|

IBH Link UA Training
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Define the Ethernet interface of the CPU 412
Ethernet connection IBH Link S7++ to IBH Link UA.

CPU 300 TIA16e » IBH Link S7++ [CPU 412-2 PN]

Page 4-9

|E'F Topology view

"ﬁﬂh Network view

g [[1BH Link 574+ [cRUA1z-2 P[] Gl I8

HAHE

[ a

7 8 9 10 1"

12 13 14 15 16 17 18

UR1_0O
(<] w 100% - —— &
l gPrnEerties l”"_i.'.lnfn ”ﬁ Diagnostics |
|[ General] " 10 tags " System constants || Texts |

« General
Catalog information
Identification & Mainten..
 MFIIDF interface [X1]
General
MFl address

Time-otday synchronization

Diagnostics addresses

Startup
Cycle

Clock memory

-

Interrupts
Diagnostics system

-

Systern disgnostics
Tirme of day
Retentive mermaty
Memary

Frotection

-

ieh server
Owerview of addresses

PROFINET interface (X5)
General

Ethemet addresses

Interface networked with

IP protocol

| Mame: |Ethernet Interface IBH Link 57++ \fM} |
Comment: ~
v
Subnet:  FRE_1 | -
Add new subnet
(click)
{mark;
¥s) SetIP address in the praject é’:{t?&rg?f,

IFaddress: J| 10 . 0 13

Subnet mask:

D Use router

Router address: |0 . 0 1]
() IP address is set directly at the device

Delete blocks (IBH Link S7 ++/ CPU 412)

No blocks can be loaded into the
IBH Link S7++. In the offline mode all PLC blocks of the IBH Link
S7++ / CPU 412 must be deleted.

A Siemens - A:LPLC programs V5.14 TIAWCPU 300 TIA16€\CPU 300 TIAT 62

Froject Edit  Wiew Insert

j 3 H Save project

IDevices I

anline

Options  Tools

Wwindow  Help

S XEEx 0o IBHER

Project tree

e
B
> ] CFU 300 TIAY 62

B Add new device

o Devices & netwarks

¥ i |IEH Link S7++ [CPU 4172-2 PM] I

1 Device configuration

W/ Online & disgnostics
v Frogram blocks

B ~dd new block

3

» External source files

v g FLCtags

r Eﬂ FLC data types

v |52l Watch and farce tables
v [ Gnline backups

> i Device proxy data

_W'i Frogram info

g PLC supervisions & alar
E] PLC alarm text lists

r:u Local rodules

v (@ s7-300 [CPU 312]

-

e M [OF T g
[ Technalogy objects right clic

Cpen

c\,{ Cut
5] copy
g| Paste

ﬁv Frint previewy. .

g Froperties...

Alt+Enter

.92

o

.0
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Compile hardware and software (IBH Li

CPU 312 Chapter 4

nk S7 ++/ CPU 412)

Before loading the hardware configuration and software into the
device, these must be compiled.

CPU 300 TIATGe » IBH Link 57++ [CPU 412-2 PN]

|E Topology view ",J-E-,, Network view “i'f Device view I

B |s

B

Change device
Migrate to $7-1500

& G0 to topolagy view
ﬁg'h Goto network view

UR1_D

Download to dewvice >

& Goonline Crrl+K,
&¥ Gooffline Cerl+
W) online & diagnostics Crrl+D
_-I-b Export module labeling strips

g Froperties Alt+Enter

12 13 14 15 16 17 18

Hardware {only changes)
Hardware (rebuild all}
Software {only changes)
Sofoware {rebuild all)
Software (reset memory reserve)

|5'? Topology view ||ﬁg,] Network view E‘f Device view:l |_

H |s

B

Change device
Migrate to 57-1500

& Goto topology view
gy GO to network view

Compile »
o
ﬁ Go online Ctrl+k Hardware configuration
m@‘ Go offline Cirl b Software (only changes) click
g Online & diagnostics Ctrl+D Software (all)
_-|-D Export module labeling strips...
[, Properties Alt+Enter

The loading process requires the following screen shots.

Extended download to device

Configured access nodes of "IBH Link 57++"

Device Device type Slot
IBH Link 57++ CPU 412-2 PN 1X5
CPU 41 2-2 PN 231

Type of the PGIFC interface:

FGIFC interface:

Interface type | Address Subnet
FRIIE 10.0.13.92 PMIE_1
Pl 10 hdFI_1
open | select
[®_prie B

ﬁ Realtek PCle GhE Family Controller

O
®©

Connection ta intefacelsubnet: |F‘NJ’IE_‘I
15t gateway: | |V| @
Select target dewvice: Show devices with the same addresses
Device Device type Interface type Address Target device
— — FMIIE Access address —

Flash LED

Online status information:

etick Start search

[ Display only error messages

Cancel |

| Load

IBH Link UA Training
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Chapter 4 IBH Link UA — Connection of a CPU 312 Page 4-11
Extended download to device [
Configured access nodes of "IBH Link 57++"
Device Device type Slot Interface type | Address Subnet
IEH Link 57++ CPU412-2 FN 2x5 FRJIE 10.0.13.92 FIAE_1
— CPUI412-2 FN 231 WPl 10 P11
Type of the PG/FC interface: B PHiE =
PGIPC interface: | Resltek PCle GbE Family Contraller ~| ©
Connection to interface/subnet: | FRIE_1 ‘V| @
15t gateway: | ‘ dl | @
Select target device: Show devices with the same addresses | =
Device Device type Interface type Address Target device
Accessible device CPU412-2 PN FMIIE 10.0.13.92 =
= = FHIIE Access address =
[ | Flash LED

Online status information:

€ scan completed. 1 compatible devices of 1 accessible devices found.
Y Retrieving device information. .
Scan and information retrieval completed.

D Display only error messages

Load

[v]

Several dialog boxes will open to indicate the following steps of

loading.

Load preview %
e Check before loading
Status || Target Message Action
M @ v~ IBHLinkS7++ Ready for loading. Load 'IBH Link 57++'
1 * Protection Frotection from unauthorized access
Devices connected to an enterprise netwark or directly to the
intemet must be appropriately protected against unauthorized
access, e.9. by use of firewealls and network segmentation. For
mare information about industrial security, please visit
! http sienani. siernens.comiindustrislsecurity
(v} ¥ Stop maodules The modules are stopped for downloading to device Stop all
(v} » Device configurati.. Delete and replace system data in target Download to device
0 » Software Download sofeare to dewvice Consistent download
[<] ] 2]
| Finish ‘ Load ; | Cancel |

The loading of the hardware configuration is completed.

=

Load results X
9 Status and actions after downloading to device
status |1 Target Wessage Action
*ﬂ; 0 ¥ IBH Link 57++ Downloading to device completed without errar. Load 'IBH Link 57 ++'
(] b Start modules Start modules after downloading to device. Start module
[<] i 2]
{confirm x
Finizh ; | Load | ‘ Cancel |
1

The stopped device (IBH Link S7++) is restarted after loading the

hardware configuration.

The successful loading of the hardware configuration into the

IBH Link S7++ (CPU 412-2 PN) is displayed.

TTI Trans Tech International® 2021
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Page 4-12 IBH Link UA — Connection of a CPU 312 Chapter 4

4.4 Create MPI connection between PC_1 (CPU 312)
and IBH Link S7++ (CPU 412-2 PN)

The MPI connection is created automatically and displayed.

CPU 300 TIA16e » Devices & networks

& Topology view |EEE, Network view I ¥ Device view
g% Network 3§ Connections |S.T" connection |V| vy !I; W 5 [H @li =
57-300 IBH Link S7++
CPU 312 CPU 412-2 PN
MPI_1
I N .
J Metwork overview || Connections || YO communication || VPN || TeleControl |
¥ Device Type Address in subnet | Subnet
w S73I0N0ET200M station_1 S7300/ET200M station |LI
* 57-300 CPL 312
MFl interface_1 MPl intarface 2 WPI_1
w* 57400 station_1 57-400 station
* |BH Link 57++ CPU4172-2 FM
MFIDF interface_1 MPIDP interface 10 MFI_1
¥ Ethernet Interface IBH Link 57++ FPROFINET interface 10.0.13.92 PMIAE_1
Fart_1 Fart
Fart_2 Fart

4.5 Insert IBH Link UA as an SIMATIC PC station

systems, User application, OPC server.

Add new device %

Cevice name:

[oPC UA Server (ENtED) |
—— ~ [ PG systems Device: oPc
m » [Q FC general Server
» [Q Industrial FCs
Controllers » [l SIMATIC 57 Open Controller u

» (il SIMATIC 57 Embedded Controller

QPC
4 'Ij SINUMERIK operator components SEreer
e o
D [J .-’E' SIMATIC Controller Application Article no.: |OPC S |
P [y SIMATIC HiI application
hiM| « [ User applications Wersian: | S VE.Z

= Description:
() Application

QFC server for the DF, FDL, 57 (between different
subnets), 57 alarms, ISO/TCF, SNMF, DF master

je

PC systerns class 2, PROFINET |0, SIMATIC NET PC software
WE.2 .
[w] Open device view s 1 | cancel |

IBH Link UA Training TTI Trans Tech International® 2021
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Insert communication module in the IBH Link UA

CPU 300 TIAT6e » IBH Link UA [SIMATIC PC station] [ [:j
=" Topology view ”gﬂ-h Netwnrk view [I]'f Device view I Options
i | IBH Link A [SIMATIC PC Stan:Iv | ,=,J e

-

+ [[Catalog |
| ]
@ e

» [ FC general

» [ SIMATIC Contraller Application
¥ (3 SIMATIC HMI application

» [[3 User applications

is inserted

SIMATIC PC staticn

~ [jg Communications rodules
~ 13 PROFINETIEthernet
» [ CP 1604

v (b CP 1625

|E Topology view ||ﬁﬂ-n Network view J]]l]'f Device view _]L

3 =
[]
& =
"zé
N b
() 4
& -
N
SIMATIC PC station W
E
(<] . 100% ] —¢— &
%info | Diagnostics |
JGeneraI || 10 tags || System constants || Texts I
b General I Eth dd z
~ PROFIMETinterface [X1] S ERREsEE =
General Interface networked with N
Options

Ethernet addreszes;

open/ select
Eubnet: FNIE_T | -

Add new subnet |

b Advanced options

OFC configuration

ISO protocol

[ use 150 protocol

M MAC address: |08 -00 -06 -01 -00 -00
*

nl IP protocol

IP-Address

| Use IF protocol IBH Link UA

R g oo o] 0 0 15 o]

set
Subnet mask: 55 . 255 . J

D Use router
Further settings are

default settings
I

Routeraddress: |0 .0 .0 .0

Note:
The communication module must be inserted in Slot 2 / Index 2.

The IBH Link UA expects the communication interface in Slot 2 /
Index 2.

TTI Trans Tech International® 2021 IBH Link UA Training
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Compiling the hardware of the communication module

300 TIA16e » IBH Link UA [SIk

## [ 1BH Link UA [3IMATIC FC Statid = ||

Change device

M cut Ctrl+x

SIMATIC PC stati :
statien Eg| Copy Crl+C

Unpack addresses

le Hardware and software {only changes)
Download to device » Hardware (only changes)

ﬁ Go online Crl+K
¥ Gooffline Crtl+ b Software (only changes) gl

Software (rebuild all)

=P Export rodule labeling strips..

Software (reset memory reserve)

g Properties Alt+Enter
W
Device overview
w Module Index | Type Article no. Software or .. Comment

QFC Ui Server 1 QFC server QFC Server ¥8.2.0

= interface Link UA 2 ] IEgeneral IE_CF v8.2.0
> FROFINET interface 2x1 FROFINET interface

Port_1 2X1P1 Port

gPruperties |"_i.1|nfu y| 2] Diagnostics

| General y” Cross-references || Compile |

@mlshowa\lmessa e "l

Carnpiling finished (errors: 0; warnings: 1)

I |Path Description Gow |7 Errors  Warnings | Time
T |BH Link UA P 0 1 T7:59:717 And
¥ Hardware configuration P 0 1 11:59:11 AM
* BH Link UA A 0 1 T1:59:12 AM
¥ SIMATIC PC station ’ [u] 1 11:59:12 AM
¥ OPCUA Server ’ [u] 1 11:59:12 An
~ 57_Connectio ’ a 1 11:59:12 Ahl
[E_itabhsh connection using STroutmgj la ? 11:59:12 AM
Compiling finished (errors: 0; warmings: 1) 11:59:12 &M

Establish an S7 connection from the OPC server to the CPU 312

The S7 connection is established via drag and drop from the OPC
server to the CPU 312.

PU 300 TIA16e » Devices & networks

= Topology view Igﬂh Network viewl IIY Device view
HMI cannection ) )
E-mail connection
FDL connection

IS0 connection
150-0n-TCF conhection

T Network Connections

TCP connection
UDF connection

§7-300 d®& B IBH Link 57++ IBH Link UA
rag & drop L
CPU 312 o CPU 412-2 PN SIMATIC PC Stat... drag & drop

== Connect 10 subnet
Add 57 routed connection

MPI_1 $7_Connection_1-.
PN/IE_1 | -
T
J[Netwurk ovewimﬂ || Connections || IO communication ” VPN ” TeleControl |
{ Device Type Address in subnet | Subnet Master / 10 system Device number
 S7300/ET200M station_1 S7300/ET200M station Iﬂ
¥ 57-300 CPU 312
MFl interface_1 MFl interface 2 MFI_1
* 57400 station_1 57-400 station
> |BH Link 57 ++ CPLI 412-2 FH
MFIDF intedace_1 MFI/DF intedace 10 MFI_1
» Ethernet Interface IBH Link 57 ++ FROFINET interface 10.0.13.92 FHJIE_1
¥ |BH Link UA SIMATIC PC Station
QPC UA Senver QPC zerver
¥ Interface Link UA IE general
¥ PROFINET interface PROFINET interface 10.0.13.89 PNAE_1
Port_1 Part

_______________________________________________________________________________________________________________________|
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The created S7 connection is listed in the Network view
window.

CPU 300 TIAT6e » Devices & networks

‘E Topology view [Egl Network view_] ‘mf Device view

1
‘ Network overview ”[Cunma[:tiuns_] ” O communication ” VPN ” TeleControl |
| Local connection name  Lacal end paint Local ID (hex) Fartner ID (h_. = PFartner Connection type
§7_Connection_1 [ oPCUA Server [OFC Server] _ &7_Cannection_1 | = [=/[IW 57-s00 [cPU312]  [+] 57 connection
W mark)
C I l g PmEErtiesl “"_i.'.lnfu y"ﬂ Diagnostics
J General ” 10 tags || System constants ” Texts |

General

i General
Special connection propetties Connection
Address detsils Name: |57,Cwmection,1
OFC .
Connection path
Local Fartner
OPC
Server
D
End point: | OFC LA Server [OPC Server] | [s7-300(cPusz] |
N Inteace; | Interface Link U, FROFINET interfacels1 [w| | 57-300, WPl irterface_1 [MFI1] [+]
b Interface type: | Ethemet ] LT |
.
d Subnet: |FNAE_1 | B [P |
Address: [10.0.13.89 | [z J

| Find connection path |

Select OPC symbols (tags) in the OPC configuration

Open the configuration on the OPC server / properties.

CPU 300 TIA16e » IBH Link UA [SIMATIC PC station]

|; Topology view "58-& Network view lih‘ Device view I

e [[18H Link us [smanc pe statid v || ) HH &= H

SIMATIC PC station

2 rver

[Q,Pruperties:l ||"_i.'.lnfo y"ﬁ Diagnostics
[General]" 10 tags || System constants || Texts |

b General
P OPC symbols
DF master class 2
FOL () Nane
T L Oan
" kI ‘ () Configured
OFC alarms L m
OFC program alarms mapping table { mark) | Configuring... ]
37 UaA redundancy [:] Field elements visible during runtime
150UTCR

The TIA Portal issues a message because the information from the
entire symbol table is adopted.

Open symbol configuration (0271:005000) %

Opening the symbol configuration may take some time. This
d ds on the ber of symbols configured in the PLC
connected via S§7 connection to the OPC server.

[ Do not show this message again.

ok Cancel

IBH Link UA Training
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The Configure button opens the Symbol configuration dialog box, in
which the operands defined in the symbol table (PLC program CPU
312) can be selected as OPC tags.

The read / write, etc. access rights can be assigned to the individual
operan

Symbol configuration

Symbol selector

~ ") CPU 300 TIATEe

~ [l 57-300
BT FLC tags]
« [ Program blocks Min
i counterData IsCounting
Down
up
value

Elements with active branch

ds (OPC tags).

Address Connection Access EULo EUHI
%M1 57_Connection_1 | Readwrite | 0 i
%M2.0 57_Connection_1 | Readwrite | 0 (i
Bool %M2.1 57_Connection_1 | Readwrite | 0 i
gool %M2.2 57_Connection_1 | Readwrite | 0 (i
gool %M2.5 57_Connection_1 | Readwrite | 0 (i
Bool %M2.6 57_Connection_1 | Readwrite | 0 (i
Int W1 2 57_Connection_1 \Readwritz § 0 i
Read
Write
R

Nane R
Feadwite <28
57_Connection_1 |+ |

High limit:

q visible  Access right:
t mark)

Lo lirnit:

[0-00000000000

Connection:

| [0:00000000000

symbols: 7
CSV Import 7 Export
‘ Import file ‘ ‘ Expo]

Access path

‘CPU 300 TIA162.57300/ET200M station_1.E|

Symbol configuration

Symbol selector

~ 7] CPU 00 TIAN 6 Datatype  Address Connection A EUlo |EUHI
- 57300 Block DB %DB2 57_Connection_1 | R el o 0
CHPLCtags

@ counterData

Elements with active branch

| [ visible Access right:

Connection:

eaawine =] ]
$7_Connection_1 | = |

Lo lirmit: High limit:
[o-00000000000 | [o.00000000000 |

CSV Importf Expod -
Symbol configuration X

Symbol selector

symbols:

Access path

= ] CPU 300 TiA1 62 Datatype | Address Connection Access EU Hi
CPU 300 TIA162.5730 -
- [l s7-s00 %DB2.DEX0.0 $7_Connection_1 | Readwirite 0
D FLctags %DB2.DEW2 $7_Connection_1 | Readwirite 0
Minvalue Int %DB2.DEWA 37_Connection_1 | Readwirite 0
Maxvalue It %DB2 DEWS 57_Connection_1 { Readwrite i

Elements with active branch Access right:

[ visicle ReadWiite -]

Symbuls: 4 Coarnection: [57_conneetion 1 =]
Low limit: High lirni:
[0.00000000000 ] [2-00000000000 |

CSV Import / Export

‘ Imporfile ‘ | Exportfile ‘

Access path

‘CF‘U 300 TIA168.57 300/ET200M station_1.57-300.CounterData

{confirm

Compile the configuration of the OPC server

PU 300 TIAT6e » IBH Link UA

sIMATIC PC station]

|E Topology view "hﬂ'h Network view Il]'f Device view I

gt || IBH Link UA [SIMATIC PC Statid » || 2]

e
i

H

SIMATIC PC st

Change device

M ocue

Pack addresses

atien ol

Unpack addresses

Hardware and software {only changes)
Download to device ’
& Goonline Crrl+k Hardware (rebuild all) K
&N Go offline Crrle it Joftware (only changes)
=¥ Export module labeling strips... Software (rebuild al
— Sofoware (reset memary reserve)
§ Properties Alt+Enter

IBH Link UA Training
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Load configuration of the OPC server into IBH Link UA

PU 300 TIAT6e * IBH Link UA [SIMATIC PC station]

|; Topology view uﬁg'h

Network view Il]]‘ Device view I

IBH Link U [SIMATIC PC Statid » || il B
[ N

Change device
SIMATIC PC station

=

Hardware and sofware (only changes)

Ha nfiguration
Software (anly changes) Y YElick)
Sofware (all)

M ocue Crrlex
Fack addresses
Unpack addresses
Cornpile 3
ﬂ' Go online Ctrl+k
& Go offline Cttl+M
= Export module labeling strips..
g Froperties Alt+Enter

The settings are to be made according the screen shots in the

Extended download to device dialog box.

Extended download to device

Configured access nodes of "IBH Link UA"

Device Device type Slot Interface type | Address Subnet
Interface Link LA IE general 2X1 FHIE 13.89 FHAE_1
Type of the PGIPC interface: |—LPNI'|E
PGIPCintarace: ﬁ Realtek PCle GBE Family Controller 'ﬂ ©
Connection to interfacelsubnet: | FMIIE_1 @
15t gatevray: | ‘ - | @
Selecttarget device: Show devices with the same addresses
Device Device type Interface type Address Target device
— — FMIIE Access address —
|
Flash LED
il
Online status information: [ bisplay only error messages
| Load | | Cancel
The interface search was successful.
Extended download to device X
Configured access nodes of "IEH Link A"
Device Device type Slot Interface type  Address Subnet
Interface Link Ua IE general 21 FMIE 10.0.13.92 FMIE_1
Type of the PGIFC interface: ﬁ_PNl‘IE [+]
PGIPC interface: ﬁ Realtek FCle GbE Family Controller | - | @
Connection to interfacelsubnet: | PMAE_1 |'| @
T3t gatevay: | |'| ©
Selecttarget device: Show devices with the same addresses [
Device Device type Interface type Address Target device
Accessible device — FMAIE 10.013.92 —
= = FMIAIE Aooess address =
|
|| Flash LED

Online status information:

o Scan completed. 1 compatible devices of 1 accessible devices found.
rf7 Retrieving device information..

Scan and information retrieval cormpleted

[ isplay only error messages

{confirm,

Start search

Load 1|

LCancel |

TTI
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A check is carried out prior loading.

Load preview X
9 Check before loading
Status 1 Target Meszage Action
4 @ ¥ |EH Link L& Ready for loading. Load 'Stationmanager
! ~ Protection Pratection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unautharized
access, e.g. by use of firewalls and network segmentation. For
more information about industrial security, please visit

http e siemens.comfindustrialsecurity

0 » Device configurati.. Delete and replace system data in target Download to device

(<] i I[>]

-!_
| Finish | Load ! | Cancel |

The steps of the successful loading process are displayed as info.

=

|§ Properties l"_i',lnfn I | A Diagnostics
l General | || Cross-references || Compile |
@E’| Show all messages |'|
1 Message Goto | ? Date Time
Q * Start downloading to device. 118/2020 7:08:27 FM
Q ' 11/1i2020 7:08:28 PM
Q ¥ Stationmanager 111142020 7:08:28 PM
Q Stationrnanager stopped. 1172020 7:09:38 FM
Q Hardware configuration was loaded successfully. 11/1iz2020 7:09:38 PM
Q Stationranager started. 111142020 7:09:39 PM
Q The PAM contents were copied to the ROM. 11112020 7:09:39 FM
Q * Laocal modules 110142020 7:08:28 PM
Q ¥ Interface Link UA 111142020 7:08:28 PM
Q Interface Link UA stopped. 11112020 7:09:39 FM
G Hardware configuration was loaded successfully. 11872020 7:09:40 FM
Q Interface Link UA started. 111142020 7:09:41 PM
Q The RAt contents were copied to the ROM. 11112020 7:09:41 FM
Q ¥ OFCUA Senver 11872020 7:08:28 P
Q OPC UA Server stopped. 11/1i2020 7:09:41 PM
Q Hardware configuration was loaded successfully. 111i2020 7:09:45 PM
Q The RAM contents were copied to the ROM. 11872020 7:09:45 FM
Q OPC UA Server started. 112020 7:09:43 FM
61 Eding completed (errors: 0; warnings: D)j 111142020 7:09:43 PM

Successful loading is indicated in the IBH Link UA.

4.5.1 Browser window diagnosis / control diagnosis

The configured connection to the PLC control and its status (error-
free / faulty) is displayed.

- 8 I1BH Link UA, - Diagnostics Pl + = O

& c @ © & 100.1389/ = /diaglistview o @ 1Y neoeo =
S L] .
%‘- ® 0 Logout | Update password singie-core
Client di. i Network diagnostics System Log
"""""""""" @ 1-1 S7_Connection_1 10.0.12.92:102 1.11.2020 12:9:52 PLC [l Connection established (8ES7 312-14E13-04B0 )

>

<
"""""""""" Clear diagnose J
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45.2 IBH Link UA browser window Siemens slots.

The CPU with the OPC tags is displayed in the Siemens Slots
browser window.

- B IBH Link UA - Siemens slats X e

&« c o © & 10013897 =/opc_slots - ¥ W mnoao =
<. o

OPC server is running Logout | Update password | single-core

Siemens slots

vslot 1
[[¥57300/ET200M station_1]
¥ 57-300
-------------------------- DeviceManual

DeviceRevision
""""""""""""" HardwareRevision
Manufacturer

Model

P S RevisionCounter
Elemens slotﬂ SerialNumber

SoftwareRevision

¥ Programs

SupportedTypes
--------------------------
»Tasks

DeviceHealth

__________________________ F ParameterSet

» Globalvars

-------------------------- > Slot 2
Delete slot | Delete all | Load OPC Editor Project | | Save OPC Editor Project |
Insert SOfPLC | Insert SINUMERIK | Change SINUMERIK | | Delete SINUMERIK |

4.6 UaExpert - program window

IBH Link S7++ IBH Link UA
$7 connection .
Eth t S§7 connection OPC Server
CPU 312 (Ethernet) (Ethernet)
MPI-Port === MPI-Port

UaExpert
IBH Link UA@ibhlinkua_sc

B "

The S7-CPU 312 is displayed in the UaExpert program window.

The variables of the data block CounterData [DB2] and the
operands defined in the symbol table that were defined as OPC tags
are listed under Programs and GlobalVars. These : '
can be dragged and dropped into the Data Access &% GlobalVars
View. If the PLC counting program is processed, the changes are
displayed. With a double-click on the value of a variable its value can

be changed.
_________________________________________________________________________________________________________________________|
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»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help
D PP =0 XK B RO
Project F X Data Access View o
v [3 Project # Server Nede Id Display Mame Value Datatype Source Timestamp Server Timestamp Statuscode
hd D Servers 1 IBHLinkUA®@ib... N54|5tring|57300/... CounterON true Boolean 19:44:44.098 2 Good
Q |BHLinkUA®ibhlinkua_sc 2 IBHLinkUA@ib...  NS54|String|S7300/... Down Boolean .3 Good
- 3 IBHLinkUA®@ib... N54|5tring[S7300/... |sCounting Boolean Good
~ [0 Documents 1 IBHLinkUA®ib... NS4|String|S7300/... Max Boolean Good
[1 Data Access View 5 IBHLinkUA®ib... NS54|String|57300/... Min Boolean 18:44:52.295 Good
6 IBHLinkUA®@ib... N54|String|57300/... Up Boolean 19:46:30.358 19:46:30.608 Good
Address Space 8 x| |7 IBHLinkUA®ib... NS4|String|S7300/... Value Int16 19:46:33.108 19:46:33.358 Good
- ] IBHLinkUA®@ib... N54|5tring|57300/... CounterValue Int16 19:46:33.108 19:46:33.358 Good
| No Highlight ~ |9 IBHLinkUA@ib... NS4|String|S7300/... Counting ON Boolean  19:44:57.992 19:44:58.553 Good
I Root 10 IBHLinkUA®@ib... NS54|String|S7300/... MaxValue 10000 Int16 16:44:59.501 16:45:00.054 Good
. " IBHLinkUA®ib.., N54|5tring|57300/.. MinValue Int16 19:45:00.833 19:45:01.555 Good
> ngi‘:s fu continuously
ient : : updated
& Deviceset Drag & Drop
& maTT .
& Modbus 4 Display Mame Value Datatype Snurce'ﬁr‘nestar'npﬁ
v PLC:
?;& oo CounterQMN true Boolean 11:33:53.558
"% DeviceHealth / Down true Boolean 11:51:51.170
@ DeviceManual lsCounting true Boolean 11:38:56.998
@ DeviceRevision
v 2 GlobalVars Max false Boolean 11:32:58.305
CounterON Min false Boolean 11:39:00.317
Down Up false Boolean 11:51:51.170
:;ii”"t‘”g Yalue G964 Int16 11:51:58.674
Min Counteralue 967 Int16 11:51:58.674
Up Counting OM true Boolean 11:49:04.018
Jelue___ MaxValue 10000 Int16 11:49:05.858
¥ HardwareRevision .
¥ Manufacturer ’ k_M|n1Ura|L|E 'HI:' |r|t1 E‘ 1 1 :49:‘]?.58? J
¥ Model
P eterSet
v i p?:g:m? ¢ Server Node Id N
~ [ CounterData 1 IBHLinkUA@ibhlinkua_sc MS4|5tring|57300/ET200M station_1.57-300.GlobalVars.CounterOM
@ CounterValue 2 IBHLinkUA@ibhlinkua_sc MS4|5tring|57300/ET200M station_1.57-300.GlobalVars.Down
@) Counting ON 3 IBHLinkUA@ibhlinkua_sc MS4]5tring|S7300/ET200M station_1.57-300.GlobalVars.lsCounting
& MaxValue 4 |BHLinkUA@ibhlinkua_sc M54|String|57300/ET200M station_1.57-300.GlobalVars.Max
& Minval 5 IBHLinkUA@ibhlinkua_sc 54| 5tring|S7300/ET200M station_1.57-300.GlobalVars.Min
o nraue & |BHLinkUA@ibhlinkua_sc MNS4|String|57300/ET200M station_1.57-300.GlobalVars.Up
) SupportedTypes 7 IBHLinkUA@ibhlinkua_sc M54|String|57300/ET200M station_1.57-300.GlobalVars.Value
- RE‘T“'D"CDU"E’ 8  IBHLinkUA@ibhlinkua_sc MNS4|String|57300/ET200M station_1.57-300.Programs.CounterData.CounterValue
@ SerialMumber 4 IBHLinkUA@ibhlinkua_sc MS4|String|57300/ET200M station_1.57-300.Programs.CounterData.Counting ON
10 IBHLinkUA@ibhlinkua_sc 54| 5tring|57300/ET200M station_1.57-300.Programs.CounterData.MaxValue
\_11 IBHLinkUA@ibhlinkua_sc M54|String|57300/ET200M station_1.57-300.Programs.CounterData.MinValue
5 Dizplay Mame Value Datatype  Source Timestamp  Server Timestamp Status.cclde“'q
1 CounterOM true Boolean 11:38:33.558 11:38:54.105 Good
2 Down false Boolean 12:05:19.263 12:05:19.513 Good
3 [sCounting true Boolean 11:38:56.998 11:38:57.605 Good
4 Max false Boolean 11:38:58.205 11:38:59.606 Good
5 Min falze Boolean 12:03:38.472 12:03:38.722 Good
B Up true Boolean 12:05:19.263 12:05:19.513 Good
7 Value 9472 Int16 12:05:19.513 12:05:19.764 Good
8  CounterValue 9471 Int1& 12:05:19.513 12:05:19.764 Good
9  Counting OMN true Boolean 11:49:04.018 11:49:04.596 Good
10 MaxValue 10000 Int16 11:49:05.858 11:4%:06.597 Good
\._11 MinValue 100 Int16 11:49:07.687 11:49:08.350 Good )
The GlobalVars and Data block variables / (OPC tags) can also be
displayed online in the Watch table_1.
= g AL E=S
= - - . f . \
1 Name Address Display format { Monitor value |7 Tag comment
1 "CounterQn” E| %M1 Bool E [H TRUE start counting
2 "Down” WM 25 Bool [&] TRUE down counting
g "|sCounting” WM 2.2 Bool [&] TRUE Counting contral OM
4 "ha” ehd 2.0 Eool & FALSE Maximum reached
5 "Min" WM 2.1 Bool [ FALSE Minimum reached
5 "up" WM 26 Bool [ FALSE up caunting
7 "walue" M ] 2 DEC+)- 9200 Counter walue
g "CounterData".Countervalue 2%DEB2.DBW2 DEC+- 2139 Counter walue
a "CounterData"."Counting ON"  %DE2.DEX0.0 Bool [&] TRUE On § Off switch 1
10 "CounterData".Maxvalue %DE2.DBWE DEC+- 10000 maximurm Counter value
11 "CounterData".Minvalue 2%0EB2.DEBWS DEC+- 100 minimurm Counter walue

________________________________________________________________________________________________________________________|
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4.7 Diagnostics

If no values are displayed in the UaExpert — Data Access View
window or error messages are displayed, the IBH Link UA diagnosis
window provides information as to whether the connection to the PLC

& c @ © & 10.0.13.89/7_= fdiaglistviews RN 4 mneoeaao i =
':::-E;m L] w Update password singia-core
Client diagnostics MNetwork diagnostics System Log

""""""""""""" @ 1-1 S7_Connection_1 10.0.1.13.92:102 2.11.2020 11:18:28 Metwork 115 Trying to establish connection
>

<
"""""""""""" Clear diagnose: g

- 18 1BH Link U - Diagnostics b+
<

c & © & 10.0.13.89/7_=diaglistviews - @ T ino @ O = =

:ﬂz‘; M ® Logout | Update password | single-core
Controller diagnostics Client diagnostics Network diagnostics System Log

Logged Events

1.9.2020 §: 6:18 : Status 0x0 : Network : Gateway 192.168.1.1 removed

.8.2020 2: 6:30 @ Status 0x0 : Network : Hostname changed from ibhlinkua_rescued to ibhlinkua_sc
. 9.2020 B: 5:34 : Status 0x0 : Network : Metwork configuration saved

. 9.2020 2: 6:34 : Status 0x0 : System : IBH Link UA stopped

. 9.2020 8: 6:36 : Status Ox0 : System : IBH Link UA done

. 9.2020 8: 7: 6 Status Ox0 : System : Starting device up

. 93,2020 8: 7116 @ Status Ox0 @ System @ IBH Link UA started

. 9.2020 8: 7:33 : Status 0Ox0 : Webinterface : User admin logged in

.9.2020 8: 7:55 @ Status 0x0 : Teamviewer @ Starting assign

. 9.2020 8: 8:39 : Status Ox0 : Webinterface : User admin logged in

. 8.2020 2: 9:52 @ Status 0x0 : Teamviewer : Assign failed - Retry with previous token
. 9.2020 B: 9:52 : Status Ox0 : Teamviewer : Starting assign

. 8.2020 2:12:15 ¢ Status Ox0 : Teamviewer : Assign retry failed - Giving up

L 9,2020 8:18:24 ¢ Status Ox0 : TeamWiewer : Starting assign

s =

4.7.1 IBH Link S7 ++ web server

The IBH Link S7 ++ web server offers further diagnostic options. The
web server side is created with the IBH Link S7 ++

IP address [example: http://192.168.1.12] opened with the web

browser.
<« C @ © & 192.168.1.12/index_en.html - mn e @ =

""""BI‘ISOﬂec IBHLink S7++

Home | Configuration | Diagnostics | Change Password

(click’y

IBHLink S7++ configuration

IBHsoftec GmbH | Turmstr. 77 | 64760 Oberzent/Beerfelden | Tel - +49 6068 3001 | Fax: +48 6068 3074 | info@ibhsoftec_.com
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Home | Configuration | Diagnostics | Change Password

Authentication Required - Mozilla Firefox

®

User Name: |admm ’ = ‘
|

&
Password: |admiﬂ ‘

confirm
5] cane

http://192.168.1.12 is requesting your username and password. The site says: “IBHLink 57++"

192.168.1.12/config_en.html

IBH Link S7 ++ web server Configuration page

W
e

BHLink 57+ +

C ®

In @ & O

B -+ @ 1%

© & 192.168.1.1 2fconfig_en.hitm|

llNBHsoftec mhink st
{click )
SEE Diagnostics | Change Password

Firrmware version MLSOMPI 02,165 10.06.20 %1.55_release-30-gc132e8b
Serial number / MAC Address DD:DE:ig:zQDF:SE:CEI
Metwark name |IE.H Link S7++ |
IBHMet port (port 1099 is abways active) |D |
Configuration with NetPro
DHCP
IP address 192.168.1.12
Subnet mask 255.255.255.0
Default gateway 0.0.0.0
IPvE (link-local) [FEBD::202: A2FF:FE21:56CB]
IPvE [SLAAC) [2A02:B958:F181:81F C:202: A2FF:FE21:56CE]
IPvE (static) []
Baudrate 187,5 kBitfs
Own station address 10
Highest station address 31
Set default bus parameters MPL FPROFIBLIS
Tslot_Init 415
hax. Tsdr 400
Min. Tsdr 20
Tset 1z
Toui 0
Gap factor 5
Retry limit 2
Ttr 0984
Activate Time-of-Day Synchronization
MTP update interval (10 - 86400 seconds) 50
MTP Serear 1 (IP address) 0.0.0.0
MNTP Server 2 (IP address) 0.0.0.0
MNTP Server 3 (IP address) 0.0.0.0
MTP Server 4 (IP address) 0.0.0.0
MPI/DP update interval

|[BHsoftec GmbH | Turmstr. 77 | 64760 Oberzent/Beerfelden | Tel.: +49 6063 3001 | Fax: +49 6068 3074 | info@ibhsoftec. com

Save configuration

IBH Link UA Training
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IBH Link S7 ++ web server diagnosis page

- IBH |EHLink 57++
e

G ® | © & 192.168.1.12/diag_erhtm =@ % InND @ O F

llIBHsoftec iswwinx st
{click)
Home | Configuration ange Paszgword

Connected PROFIEUS Devices:
Address Status Type hanufacturer
v 32 M BEST 312-1AE13-0AB0 Original Siemens Equipment

S7-300E8 f S7-400® Diagnostics:

Serial numhber

Station name S7300/ETZ00M station_1
Module name 57-300

Plant designation

Location designation

Operating mode RUN

Module time 922015, 00:57:39

Diagnostic huffer .

@ Event 1/10 @ Mode transition from STARTUP to RUN

5.2.2015, 22:41:41

Startup infarmation:

- Tirne for time stamp at the last non backed up power on
- Single processar operation

Current/last startup type:

- Automatic warm restart after backed up power on
Permissibility of certain startup types:

- Manual warm restart permitted

- Automatic warm restart permitted

Last valid operation or setting of automatic startup type at power on:
- Automatic warm restart after backed up power on
Previous operating mode: Mo voltage

Requested operating mode: No voltage

(PK: 68)

Event entering state

|[BH=oftec GmbH | Turmstr. 77 | 64760 Oberzent/Beerfelden | Tel.: +49 6055 3001 | Fax: +49 6065 3074 | infof@ibhsoftec. com

IBH Link S7 ++ web server change Password page

- IEH |BHLink 57+ +
e

¢ o © £ 192.168.1.12/passwd_enhitml e & 9 N o g O W

INBHsoftec 1BHink s7++

Haome | Configuration | Diagnostics | Change Password‘-

Usemame |admin |
Paszgword [TTTTY
enter
Repeat password [TITTY |

Save

|[BHsoftec GmbH | Turmstr. 77 | 64760 Oberzent/Beerfelden | Tel.: +49 6068 3001 | Fax: +49 BOGS 3074 | info@ibhsoftec.com

192,168,112/ passwed_en.htrnl

I —————————
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5 IBH Link UA — Connection of an S5 CPU 103U

The following example shows the programming of a project with the
TIA Portal with a connection of an S5 CPU 103U and the IBH Link
UA as an Ethernet connection the IBH Link S5++.

IBH Link S5 ++

The IBH Link S5++ is an Ethernet converter. The protocol used is the
usual standard TCP/IP. The user can benefit from all the advantages
of Ethernet-bus.

- 10.0.13.%/cgi-bin/network.cgi X

& (& Q O 2 10.0.13.94 /cgi-bin/network.cgi woe Y:? @

IllIBIISattec

CONFIGURATION

IP address:
Here the IP address of IBH Link S5++canbe specified. [0 [0 [[3 |[o4 |

Netmask:

Additionaly DHCP can be selected to obtain the IP 25 |[zss [fzss |0 |
address automatically.
Gateway:
Configuration:
NOTE: The IBH Link S5++ needs to be restarted to | Manualy] |
apply the changes.
Back Apply

The use of SimaticNet and the use of a communication processor
(CP) is not necessary on either the PC or the PLC side.

The sample program run in the S5 CPU 103 is identical to the
program Counter, as described in chapter 1. The counter counts
until MaxValue is reached and counts down until the MinValue is
reached. The S5 program Counter.S5P (or COUNT_ST.S5D) was
transferred to the CPU S5 103U using the STEP 5 programming
system S5 for Windows by IBHsoftec.

5.1 Counter level — Configuration with the TIA Portal

Example: Project CPU S5 TIA 16e TIA

The SIEMENS PLC programming systems TIA Portal V16

. , . TIA Portal V16

V16 is used to create the network configuration.
-~ - - - - - - - - -]
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Connection IBH Link UA - S5 PLC with CPU 103U

Ethernet-Bus

5.1.1 IBH Link UA - configuration with the STEP7 TIA Portal

S5 controllers do not have an Ethernet connection as standard.

If no communication processor with an Ethernet Port available, the
IBH Link UA can be connected via the IBH Link S5++.

Note:
The interface module IM 151-8 PN/DP CPU V3.2 provides a
PROFINET interface with an integrated switch.
PG communication and S7 communication are possible via the
PROFINET interface.
The interface module IM 151-8 PN/DP CPU V3.2 is available in the
hardware catalog of the TIA Portal and the STEP 7 (Simatic Manager).
The firmware of the IBH Link S5++ emulates the PROFINET interfaces
of the IM 151-8 PN/DP CPU V3.2 (6ES7 151-8AB01-0ABO0 V3.2) as far
as these are used for communication, S5 CPU PG interface - IBH Link
UA Ethernet Port, are necessary.
The following properties are available (compatible with
IM 151-8 PN/DP CPU V3.2):

Interfaces / Bus Type Protocols
1x PROFINET (1 Port) PG-Communication
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

IM 151-8 PN/DP as a representative on the project

S5 CPU103U IBH Link S5++

IBH Link UA

IM 151-8 PN/DP CPU V3.2
6ES7151-8AB01-0ABO

as a representative in the project

IBH Link UA Training TTI Trans Tech International® 2021
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The symbol table for defining the OPC tags is available in the

CPU S5 TIA16e project. The hardware components required for the
communication between S5 CPU and IBH Link UA are specified in
the project.

5.1.2 S5 PLC Program

The PLC Program Counter S5W.S5P (COUNT@ST.S5D — SIMATIC
S5 programing system) with the SIMATIC S5 CPU 103U provides a
program for up and down counting.

S5 symbol table

The following operands are used in the S5 program, are defined in
the symbol table of the S5 program and should be available as OPC

tags.
4 Symbolic table x
Test  Sawe Test and save Filter: |All symbols -
Operand Symbol Comment
(F 0.1 CounterON Eable 55 CPU to count
F2.0 Max Maximum reached S5 CPU
F2.1 Min  #5OPCT0S  pinimum reached S5 CPU
F22 IsCounting Counting control ON S5 CPU
F2.5 Down down counting 35 CPU
F26 Up up counting $3 CPU
\ W12 Value Counter value 585 CPU
(DB 2 CounterData Data Block DBZ [CounterData] EPC tags via
DW D CounterValue Counter Value 85 CPU DB2 (CounterData)
DWW 1 MinValue minimum Counter value $5 CPU
kD\.l'\.!'Z MaxValue maximum Counter value 85 CPU

Picture Block S5-CPU 103U: Global variable / data from DB2

4 BB 1 Status | x

BB 1 B = | STL CSF LaD
= Title: Up / down counter status
Operand Contents | Modify...
F0.1 KM 1 Eable 55 CPU to count
F2.0 KMD Maximum reached $5 CPU
F2.1 KM O Minimum reached 55 CPU
F22 KM 1 Counting control ON S5 CPU
F25 KMD down counting S5 CPU
F2.6 KM 1 up counting 55 CPU
FWW 12 KF +5214 Counter value S5 CPU
DB 2 Data Block DB2 [CounterData]
DWW 0 KF +5215 Counter Value 55 CPU
DWW 1 KF +100 minimum Counter value S5 CPU
D 2 KF +10000 maximum Counter value S5 CPU

5.2 Create the CPU S5 TIA16e project in the TIA Portal
Create the new project CPU S5 TIA16e in the TIA V16 portal.

Insert device IM115-8 PN/ DB CPU V3.2 into the project.

Double-click on Add new device to open B A%NEs S8 EENg G ooy

the dialog box for selecting the modules.
_________________________________________________________________________________________________________________________|
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Add new device

Device name:

IBH Link UA — Connection of an S5 CPU 103U

; A TEName;
[1BH Link 55++

vrj] Controllers
» [l SIMATIC 571200
» [l SIMATIC 57-1500
» [l SIMATIC Drive Controller
v [l 5IMATIC 57-300
v [l SIMATIC 57400
~ [ SIMATIC ET200 CPU
» [ ET 2005F CPU
= [ ET 2005 CFU
» [l 1M 151-7 CRU
» [l 1M 1517 CFUFO
- [ IM 151-8 PNIDP CRU
[l 5E57 151-8AB00-0AB0

Contrallers,

—
-

A TRE
» B 1M 1515 PNIDF F-CFU
» [l Unspecified ET 2005 cPU
» [l ET 200pro0 CPU
b ik Device prowy

FC systems

[V Open device view

Device:

Itf 151-8 PNIDF CPLU
Article no.: | 6ES7 151-8AB01-0AB0 \
Wersion! ‘VSQ |V‘
Description:

work mermory 192KB; 0.06ms/1000 instructions;
PROFINET interface; $7 communication {loadable
FEs/FCs); PROFINET IC controller supports RTIRT;
3 ports; MRF; FROFIMET CBA; PROFINET CEA prosy;
TCPAP transport protocal, UDP and 15O on TCF;
data record routing; firrmware ¥3.2; expansion
with maximurm 63 modules of the ET200%
SPECTiUmm

Ok

Cancel

Define IBH Link S5 ++ (IM115-8 PN/DP CPU) properties
The IM115-8 is displayed in the device view.

CPU S5 TIA 16e b IBH Link S5++ [It 151-8 PNDP CPU]

IBH Link UA Training

d¢ [[1BH Link 55++ IM151-8 PiDf > [ 1) B [Hx:
v v v
4 5 ] 7 8 g 10
Rack 0 E
i PropertiesJ H"_i.llnfu y"ﬁ Diagnostics
I General | || 10 tags ” System constants " Texts |
b General [l :
PROFIMET interface (X1)
Startup General
Cycle
ek mawey Marme: |IBH Link 55++
Retentive memaory
P Interrpts GRS
Diaghostics systerm
» Systern diaghostics
Time of day Ethernet addresses
Frotection
b Parameter Interface networked with S—
(is inserted)
b Web server Subnet: | PNAE_1 e
Connection resources add new subnet
Owerview of addresses *
. IP protocol
H {mark IP-Address
L Set IP address in the project IBH Link 554+
3
o IF address:
Subnet mask: || 255 . 255 . 255 . 0
Use router
Router address:l 10 .0 .13 . 89 I
: IP-Address
OIPaddrEss is set directly at the dewvice e T
PROFINET
0 FROFIMET device nare is set directly at the
device
Generate PROFINET device name autormatically
FROFIMET device narne: |\bh|ink 554+ |
Converted narme: |\hhxa|inkxassxnxnd41 =] |
further settings are Device number: | i} |v|
default settings

TTI
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Define OPC tags (symbols) as default tags
A double-click opens the defaulttag  [J FLCtags

table. In this table, operands of the %5 Show all tags

symbol table of the S5 program B ~dd new tag table
(Counter.SEQ) are entered, which 24 Default tag table [6]

are to be sent to the OPC server as -

OPC tags (OPC symbols).

A direct import of the S5 program symbol table (Counter.SEQ) is
impossible in the TIA Portal.

... IBH Link 55+ [It4 151-8 P/DP CPU] » PLC tags » Default tag table [7] — 0 EX

[@1 Tags] || & User constants ||>g System constants

¥ % B & T E
[Default tag table ]
Mame = Data type Address Comment
1 <@ Ccounterod | Bool 0.1 [+] Eable 55 CPU to count
2 < Dawn Bool WM 2.5 dowh counting 55 CPU
3 < IzCounting Bool WM 2.2 Counting control OM 55 CPU
4 <0 P & Bool WM2.0 Maxirmurm reached 55 CPU
5 L | tin Bool WM 2.1 Minimum reached 55 CFU
& < Up Bool WM 2.6 up counting S5 CPU
7 < Yalue Int ol 2 Counter value 55 CPU

Delete block OB1

Only data can be transferred with the IBH Link S5++. Therefore, all
program blocks, except for data blocks, must be deleted in the
IM 151-8 CPU.

Project tree

i Devices |

=
(=3

Confirm deletion (0604:000239)

* 7 CPUSSTIA16e
Ef Add new device

% Devices & networks Delete the selected objects?
d r:u IBH Link 55++ [IM 157-8 PH{DP CPLD
Device configuration m
% Online & diagnostics Vfes ! | Mo
= | Frogram blocks
ﬁb' Add new block

4B Wain (O j4Eriaht clic
» [ Technalagy objects Open
» External source files x cut Ol
~ & PLCtags 2 Copy Crrle
%5 Show all tags g Paste Cerl+

B Add new tag table
24 Defaulttag table [6]
» [ PLC data types
4 :QL wiatch and force tables

Cormpile »

b [ Grline backups &\ Print preview...

» i Device proxy data g Froperties... Alt+Enter
Create Da'ta' blOCk hil p_[. IBH Link 35++ [I 157-3 PR/DP CPU]
Double-click on Add new block to | Bl T Gl
. . % Online & diagnostics
open the dialog box for creating the SR ro g riblaek: ’(dm
required block CounterData [DB 2]. M Add new block

TTI Trans Tech International® 2021 IBH Link UA Training
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The data block must have a symbolic name so that the data can be
sent to the OPC server as OPC tags (OPC symbols).

Add new block

%

Marme:
I-r_*[rename}
CounterData

=

Function

E& £

Data block

moare. ..

> |Additiuna| information

open | select
| i@ Global DB -

-]

chlick I select

() Manual

() Automatic

Type:
% Language: |DB
Qrganization
block Murmber: |2
-
FB
Function block
Desctiption:

Data blocks (DEs) save program data.

[ Add nhew and open

confirm
Ok

1 | Cancel

Data block CounterData [DB 2]

IBH Link S5++ [It4 151-8 PN/DP CPU] » Program blocks » CounterData [DB2]

2l A B . OH
ne =ne B
3 .._-. & = [=

CounterData

Marme Data
1 <0 = Static
2 @l = Countervalue _|Int
3 |0 = Mintalue Int
4 |« = Maxvalue Int

Keep actual values

g Snapshor 9 B ’ =
type Offset Start value Comment
0.0 ] Counter walue 55 CFU
2.0 ] minirmum Counter value 55 CPU
4.0 ] mazimum Counter value 55 CPU

Compile hardware and software (IBH Link S5 ++)

The hardware configuration and software should be compiled so that
errors can be recognized.

CPU 55 TIA 16e » IBH Link S5+ [IM 151-8 PN/DP CPU]

|§ Topology view "5&:, Network view I[|'|‘ Device viewl

i | IBH Link 55+ [IM 151-8 P/DE = || g - B2 :

@

=

Rack 0 EELZE

Change device
Migrate to 57-1500

x Cut

v v v v w

Crrl+3

gy Go to netwark view

Compile

Download to device

ﬁ' Go online

¥ Gooffline

Hardware and software (only changes)

» Hardware {only changes)
Hardware {rebuild all)
Software (only changes)

_-Ib Export module labeling strips..

g Froperties

Software (rebuild all)
Software (reset memaory reserse)

Alt+Enter

IBH Link UA Training
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Note:

Only data can be transferred with the IBH Link S5++. Therefore,
all program blocks in the Profinet I/O CPU must be deleted.
Data blocks can be used.
The hardware configuration and the PLC blocks must not be
loaded into the IBH Link S5++.

The use of the download command is not permitted !

Insert IBH Link UA as an SIMATIC PC station

Double-click on Add new device to open _ﬁ_‘*__é_'?ﬂ_n_%_‘f‘f_.'_ﬂ_%}_’!_'?ﬁ
the dialog box for selecting the modules.

Add new device [X
Device hame:
deTEname’
| OFC server Ua |
~ [ FC systems Device: 0orC
» [Q PC general Server
» (2 Industrial PCs
controllers » [ SIMATIC 57 Open Cantroller
» [ SIMATIC 57 Embedded Controller
» ESINUMERIK operatar components OFC server
» [ SIMATIC Controller Application
D » [ SIMATIC HMI application ;
= IMS|Us=(app ications Article no.: |OPC Serve |
Hl O Er Yersion: | swve.z .. -
(2 application = ‘open | select

Description:

OFC server for DF, FOL, 57 (between different
subnets), optimized DBs for 57-1200 %4 and
higher and 57-1500, ISOITCF, DF master class 2,
SIMATIC MET PC software W16 ..

FC systems

[+ Open device view Ok 1 | Cancel

L;]

Insert communication module in the SIMATIC PC station
(IBH Link UA)

Double-click on the device in the hardware catalog to insert the

communication module IE general into the IBH Link UA (SIMATIC
PC station).

atio H J
Options
=
A4 [Catalug]
(I

g Filter Frofile:
] [\ﬁ FC general
] I"-_u SIMATIC Contraller Application
¥ [[4 SIMATIC HMI application
3 E) User applications
gl Communications modules
| w 1@ FROFINETIEthemet I

b g CP 1604

SIMATIC PC station]

» [ cP 1628
» [ cP 1628

» i FROFIBUS

TTI Trans Tech International® 2021 IBH Link UA Training



Page 5-8 IBH Link UA — Connection of an S5 CPU 103U Chapter 5

Define communication module properties
Clicking Ethernet Port in the SIMATIC PC Station [IBH Link UA]
opens the properties of the Ethernet Port [IE General] dialog box.
The Ethernet address of the IBH Link UA must be entered. The
Networking is also defined.

CPU S5 TIA 16e » IBH Link UA [SIMATIC PC station]

= Topology view ||ﬁ'E'h Metwork view m'f Device \riew_] |
IBH Link U4 [SIMATIC PC Statid || 2] 5 +
it b & He H

\-J?‘
2
~
&
)
#
)
SIMATIC PC station
]
2
a
in
o
o
o
[T e
J Device overview |
'ﬁ’ Module Index | Type Article no. software or firmware version | Cornment
QFPC Server UA 1 QPC server QFC Server WE.2.0

[ Ethemerran 2 IE general IE_CP va.2.0 |
¥ PROFINETinterface 2 X1 PROFIMET interface
Por_1 2X1F1 Port

| ] |§. Properties I |"_iJ.Infu i) || [ Diagnostics

J[General ]" 10 tags || System constants || Texts |

< GameEr PROFINET interface [X1]
Catalog information
7 . General
Identification & Maintenance
Ag PROFINET interface [ Mame: |PROFINETinterface
General PR
Options :
Ethernet addresses
v Advanced options ;
[ Options
Interface options
 Port [¥1 P1] Connection establishment monitoring
General Timeout: | 10 |V|
Fort interconnection Bihernes addicesns
OPC configuration
Interface networked with

|Subnet.' [PrfE_1 | -

| Add new subnet |

ISO protocol

[Juse 150 protocal
MAC address: [08 -00 -08 -01 -00 -00]

IP protocol

. Use IF protocal insert IP-Address
{mark) IF address: IBH Link UA
 [os5 a5 255 0 ||
D Use router

Routeraddress: |0 .0 .0 .0

Subnet mask.

Creating an S7 connection from the OPC server to the
IBH Link S5 ++ (IM 115-8 PN/DP CPU)

The S7 connection is established via drag and drop from the OPC
server to the IBH Link S5++ (IM115-8 PN/DP CPU).
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CPU S5 TIA 16e » Devices & networks

‘openTselecty . |@ Topology view |EE1] Network view l [If Device view
Connections ;S? cohhection vE v % N | IE Q * =

HMI connection
E-rnail connection
FDL connection
130 connection

150-0n-TCP connection

FtF connection
57 connection
TCF connection
UDF connection

IBH Link 554+ Biaa 801 IBH Link UA Tl | orc
I 151-8 PNIDP... lizfs) L= (2Aef) SIMATIC PC Stat... W |server

oMnE 2 L
PN/IE_1

The S7 connection from the OPC server to the IBH Link S5++
(IM115-8 PN/DP CPU) is displayed.

CPU S5 TIA 16e » Devices & networks

e "
|E Topology view | &, Network view | |||]'f Device view

B3 ENIEY F

x MNetwork

Connections |S? cannection I |v
e

IBH Link 55++
IM 151-8 PMIDP...

IBH Link UA OPC
SIMATIC PC 5tat... Senver

5 7_Connection_1

A click switches between the connection representations. The
created S7 connection is listed in the Network view window.

CPU S5 TlA 16e » Devices & networks

& Topology view hﬂh Network view I IIY Device view

I
HNetwork overview Connections " YO communication " VPN " TeleControl ‘
't{ Local connection name | Local end point Local 1D (hex} Fartner ID (hex)  Partner Connection type
7_Connection_1 W OFC Server UA [OFC Serser] 57_connection_1 |/ 1 =) IEH Link 55++ [IM 151-8 FRIDF CFU] lLl 57 connhection
marky " 57_Connection_1 [. IEH Link $5++ [IM 151-5 FMIDP CFU] 1 57 _Connectio... W QPC Server Us [OPC Server] 57 connection
I I l gProEerties I ||1'.Infu y"ﬂ Diagnostics |
J General " 10 tags " System constants " Texts ‘
General
Local 1T q :
Special connection properties BEREEED
address details Mame: |S?_Connect|on_1
OFC Connection path
Local Fartner
OPC
Server
End point: | OPC Server LA [OFC Server] | [IEH Link 554+ [IM 151-8 FNIDP CPU] |
[ Interface: | Ethermet Port, PROFINET interface[X1] [=] [IBH Link $5++, IBH Link $5++[x1] [+]
i Interface ype: |Ethemet ‘ |E|:hemet |
9
H Subnet: [PMIE_1 | ® [PrE_1 |
. IP-Address IP-Address :l
address: [10.013.89 LIS | [10oi394 paaress
| Find connection path |

Trans Tech International® 2021
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Select OPC symbols (tags) in the OPC configuration

Open the configuration on the OPC server / properties.

CPU S5TIA 16e » IBH Link UA [SIMATIC PC station]

@ Network view Ii Y Device view I

= Topology view
i |[18H Link UA [SIMATIC PC Stati o] __I H®s =H

SIMATIC PC station

T
=
2
o
-4
=3

E j l_Lngperties

|:i.‘.lnfu yHﬂ Diagnostics

J[General ] H 10 tags " System constants H Texts ‘
» General OPC symbols
DF
DF master class 2 () None
(@]

OFC alarms

(@ Configured (e
: (mark)

["] Field elements visible during runtime

OFC pragram alatms ma

The Configure button opens the Symbol configuration dialog box, in
which the operands defined in the default tag table (PLC program
IM115-8 PN/DP CPU) can be selected as OPC tags.

The read / write, etc. access rights can be assigned to the individual

operands (OPC tags).

Select global variables as OPC tags

In addition to the global variables, the data from data blocks can be

| _ defined asOPCta=s. |

Symbol selector

- ] CRU ST T6e Narne Datatype | Address  Visible  Conmection Access EUls | EUHi
'E\BH Link 55++ Bool ek 2.0 True 57_Connection_1 Readwite o o
g Bool a2 True 57_Connection_1 Readwite o o
~ [ Frogram blocks IsCounting  Eoal %22 True 37_Connection_1 Readwrite 0 0
 counterdata Down Basl EM2E True  37_Connection ] Readwritz O 0
up Basl = True  37_Connection ] Readwritz O 0
value e MM gz Tre $7_Connection_1 Readwrite 0 0
CounterON  Boal EMO.1 True  37_Connection ] Readwritz O 0

(mar 2 visible

Elements with active branch Access right:

Syrmbols: & Connection:

57_Connection_1 |~ |

Symbol configuration

CSV Import/ Export Symbol selector

Access path

CPU S5 TIA 166.1BH Link 5544

Visible
True

Connection
$7_Cannection_1

Name

Data type | Address
Elock_DE %DB2

~ ) CPUSSTIA 168
= [ IBH Link 35++

[HFLCtags
~

W counterDats

Elements with active branch Access right:

Vls\hls

~ [ Program b

CPU S5 Ti4 16e.1BH Link $5++ to CF|

Elements with active branch

Symbals: 4

CSV Import / Export

‘ import file ‘ | Exportile ‘

Arccess path

V\slh\e

Access

Readwirite 0

symbols: g comnection: [57_cormection 1]
Symbol configuration
CSV Import/ Export Symbol selector
Impart file ~ ] CPUSSTIAT6e Name Data type | Address Visible
+ D IBH Link 35++ Counterval.. Int True
J— CHFLCtags Mimvalue  Int True
Maxvalue  Int True

Connection:

Low limit:

EULo

Aceess right:

EUHI
o

Connection Access EULo |EUHi

$7_Connection_1  ReadWrite 0 0

57_Connection_]  ReadWrite 0 0

57_Connection_1  ReadWrite 0 o
Readwrite

$7_Cannection_1 | = |

High limit:

0.00000000000

| [o.00000000000 |

‘CF’U S5 TIA 16e.|BH Link $5++ to CFU 103.1BH Link S5++

IBH Link UA Training

TTI

Trans Tech International® 2021



TTI

Chapter 5 IBH Link UA

— Connection of an S5 CPU 103U Page 5-11

Compile the configuration of the OPC server

CPU S5TIA 16e » IBH Link UA [SIMATIC PC station]

|E Topology view @ Network view Il]'f Device view I

it |[1BH Link UA [SIMATIC PC Statid > |ﬁ| i

SIMATIC PC station

Load configuration of the

CPU S5TIA 16e » IBH Link UA [SIMATIC PC stati

=

Change device
M ocu Curlex
55 copy CrrleC

Unpack addresses

Cormpile »

Download to device » Hardwiare (only change
& Gaonline Crrle K Hardware (rebuild all)
¥ so offline Crrlem sofoware (only changes)
T Export module lsbeling stips Software (rebuild all)
= Software {reset memory resenve)
[d Properties Alt+Enter

OPC server into IBH Link UA

on]

|; Topology view Hﬁﬁa Network view Il]'f Device view I

nﬂﬁ'l IBH Link LA [SIMATIC PC Statiq = I

SIMATIC PC station

The settings must be
shot.

nded download to device

Configured access nodes of "IBH Link UA"
Device Slot

2x1

Device type

Ethernet Fort IE general

Type of the PGIPCinterface:
PGIPC interface:
Connection to interface/subnet:

15t gateway:

Selecttarget device:

Device Interf

=

Change device

M ocur Cerlx
5 copy CrrleC

Unpack addresses

Cormpile »

Hardware and software (anly changes)

& coonline crrle i a on
N cooffline Crrlemt Software [only changes) YNchck)
[ Export module [2beling stips Software (all
[ Properties Alt+Enter

made in the dialog box according to the screen

[%

Interface type | Address Subnet
PRIIE 1001389 FHIIE_1
{open | select
[®_Prane |
[ Realtek FCle GbE Family Controller | @ (=)
[ PranE_ | @
[ [-]®

[ 5how devices with the same addresses = |

ace type Address Target device

Device type

FHIIE

The interface

Access address =

Flash LED

Online status information:

|
[ Flash LED:

Online status information:

search was

successful.

Start search

Extended download to device

Configured access nodes of "IBH Link UA"

Device

Device type slot Interface type | Address Subnet
Ethernet Fort IE general 2x1 FHAE 10.0.13.89 FM/IE_1
Type of the PGIFC interface: ﬁ_PNI'IE "‘
PGIFC interface: Rl Realtek PCle GbE Family Contraller =] ®
Connection to intedfacelsubner: | FRIAE_1 "‘ ©
15T gateway! | "‘ @

Selecttarget device: Show devices with the same addresses [+

Device Device type Interface type Address Target device
Accessible device = FRIIE 10.015.89 =
= = FRIIE Access address =

Start search

[ Display anly error messages

Trans Tech International® 2021

€ scan completed. 1 compatible devices of 1 accessible devices found
9 Retrieving device information...

Scan and infarmation retrieval complered
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A check is made prior loading.

Load preview

9 Check before loading

Status 1 Target
41 @ ~ EHLnkua
1 ¥ Frotection
1
o ¥ Device configuration

Ilessage Action

Ready for loading Load ‘Stationimanager
Protection frorm unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.0. by use of firewalls and netwaork segrnentation. For
more information about industrial security, please visit

hittp dhene siermens. cormfindustrials e curity

Delete and replace systern data in target Download to device

Delete and replace existing device configuration for
"Stationrnanager” in the target systerm?

(click }
Finish Load Cancel

5.2.1 IBH Link UA browser window Siemens slots
The CPU with the OPC tags is displayed in the Siemens Slots

browser window.

- B IBH Link UA - Siermens slots b +

© # 192.168.1.14/7_=fopc_slots

&« ¢ @

Siemens slots

lBHsoftec

wrrws ibhsoftec.com  Contact  Wiki

. @

in @ ® O

Logaut | Update passward | single-cora

vslot 1

¥ IBH Link 55++ to CPU 103
YIBH Link $5++

DeviceManual

SoftwareRevision

¥Programs
SupportedTypes
¥ CounterData

Countingon
DB2 (CounterData)
Countervalue
Mintialue
M axivalue
¥ Tasks
DeviceHealth
* ParameterSet
¥ Globalvars
value
Up
Down
IsCounting
Mir
Max

out of the
Default tag table

> Slot 2
Delete slot | Delete all | Load OPC Editor Project | | Save OPC Editor Project |
Insert SoRPLC | | Insert SIMUMERIK | | Change SIMUMERIK | Delete SINUMERIK |

IBH Link UA

embedded OPC UA server | client

“#PC UA

5.2.2 Browser window diagnhostics

The configured connection to the PLC control and its status (error-
free / faulty) is displayed.

IBH Link UA Training
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Controller diagnostics

<« ¢ @ © & 1921681147 = fdiaglistview N meoeo =
%H L] Logout | Update password singla-core

r diagn ient diagnostics Network diagnostics System Log
1D Connection name Source | Error number | Error Text

@ 1-1 S7_Connection_1 10.0.13.94:102 4.11.2020 12:7:22 PLC al Connection established (IBHsoftec 57 to 53)

........................ Clear diagnose g

5.3 OPC tags in the UaExpert window

IBH Link S5++ BHLInkUA
- $7 connection. OPC Server
S5 CPU 103U (i (Ethernet) 6 K i
PG-Communication 4€mm PG Communication
UaExpert
1BH Link UA@ibhlinkua_sc
e

In the UaExpert - program window the global variables of the PLC
program CPU S5 TIA16e are displayed and under Programs, the
variables of the data block CounterData [DB 2].

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

TePBO #=0 XK 2 B RO

Project @ X  Dats Access View o
v [0 Project # Server Node Id Display Nam Value Datatype  Source Timestamp Server Timestamp Statuscode
A D Servers 1 IBHLinklUA...  NS54|String|IBH .. Down false Boolean 13:56:12.042 13:56:12.542 Good
Q} IBHLinkUA@ibhlinkua_sc 2 IBHLinkUA...  NS4[String|lBH ... IsCounting true Boolean 13:50:01.925 13:50:02.560 Good
o D - 3 IBEHLinkUA...  MS4|String|lBH ... Max false Boolean 13:50:03.367 13:50:04.060 Good
0 Documents 4 IBHLinkUA... MNS4|String|IBH ... Min false Boolean 13:50:05.015 13:50:05.562 Good
{3 Data Access View 5 IBHLinkUA... NS4|String|lBH .. Up true Boolean 13:56:12.042 135612542 Good
6 IBHLinkUA...  NS4|String|IBH ... Value 2326 Int16 13:56:20.547 13:56:21.047 Good
Address Space B x |7 IBHLinkUA...  MNS4{String|lBH ... CounterValue 2183 Int16 13:368:20.547 13:5368:21.047 Good
8 IBHLinkUA...  NS4|String|lBH ... CountingON 512 Ulnt16 13:50:12.046 13:50:12.821 Good
4 |No Highlight 19 IBHLinkUA... MNS4|String|IBH ... MaxValue 10000 Int1& 13:5(0:15.343 13:50:16.073 Good
= Root 10 IBHLinkUA... N54|String|IBH ... MinValue 100 Int16 13:50:17.174 13:50:17.824 Good
oo . ‘ continuously
¥ [ Objects updated
> & Client Drag & Drop
> % DeviceSet
> e MQTT r— -\
> % Modbus # Display Mame Value Datatype
v [ PLcs 4
-

Diovwn false Boolean

@ DeviceHealth
@ DeviceManual

1
2 IsCounting true Boolean
3 Max falze Boolean
Down 4  Min false Boolean
-ounting % 5 Up true Boolean

)

-

8

9

@ DeviceRevision
~ ) GlobalVars

Yalue 2681 Int16
Counteryalue 2539 Int1&
Uint1a

Min
Up
Value

CountingOM

>
>
>
>
>
>
@ HardwareRevision
@
@

Menufactrer MaxValue Int1&
> % ParameterSet -I{:I MIHHE“..IE Int1 5

~ & Programs
v ) CounterData
> @ CounterValue
> @ CountingON
> @ MaxValue k_
> @ MinValue
> |2 SupportedTypes
# RevisionCounter
@ SerialNumber
@ SoftwareRevision
> % Tasks
> i Server

double-click to
change value
“ J
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- Data Access View N

# Server Mode Id

1 IBHLinkUA®@ibhlinkua_sc  M54|5tring|lBH Link 53++ to CPU 103.IBH Link 553+ +.GlobalVars.Down

2 IBHLinkUA®@ibhlinkua_sc  N54|Stnng|IBH Link 55+ + to CPU 103.I1BH Link 55+ +.GlobalVars.IsCounting

3 IBHLinkUA®@ibhlinkua_sc  MN54|5tring]lBH Link 53++ to CPU 103.1BH Link 53++.GlobalVars.Max

4 IBHLinkUA®@ibhlinkua_sc  NS54|String|IBH Link 55++ to CPU 103.IBH Link 55+ +.GlobalVars.Min

5 IBHLinkUA@ibhlinkua_sc  M54|5tring[IBH Link 55+ + to CPU 103.IBH Link 53+ +.GlobalVars.Up

6  IBHLinkUA@ibhlinkua_sc  MW54|5tring|IBH Link 55++ to CPU 103.1BH Link 55+ +.GlobalVars Value

T IBHLinkUA®@ibhlinkua_sc  MNS4|String]IBH Link 53++ to CPU 103.I1BH Link 55+ +.Programs.CounterData.Counteralue

8  IBHLinkUA®ibhlinkua_sc  MN54|5tring[IBH Link 55++ to CPU 103.IBH Link 53+ +.Programs.CounterData. Counting QM

9 IBHLinkUA®@ibhlinkua_sc  N54|Stnng|IBH Link 55++ to CPU 103.I1BH Link 55+ +.Programs.CounterData.MaxValue

10 IBHLinkUA®@ibhlinkua_sc  M54|5tring]IBH Link 53++ to CPU 103.IBH Link 553+ +.Programs.CounterData.MinValue J
f Data Access View N

# Display Mame Value Datatype Source Timestamp  Server Timestarnp  Statuscode

1 Down true Boolean 14:2%:19.021 14:2%:19.522 Good

2 IsCounting true Boolean 13:50:01.925 13:50:02.560 Good

3 Max falze Boolean 13:50:03.367 13:50:04.060 Good

4 Min falze Boolean 13:50:05.015 13:50:05.562 Good

5 Up false Boolean 14:29:19.021 14:29:19.522 Good

& Value 2258 Int16 14:29:21.523 14:29:22.023 Good

7 CounterValue 2401 Int16 14:29:21.523 14:26:22.023 Good

8 CountingQOMN 512 Uint16 13:50:12.046 13:50:12.821 Good

9 MaxValue 10000 Int16 1350:15.343 13:50:16.073 Good

10 MinValue 100 Int16 13:50:17.174 13:50:17.824 Good J

I ——————————
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6 IBH Link UA — Alarms and Conditions

OPC UA has defined the interface between OPC Clients and OPC
Servers in the specification Alarms and Conditions.

Servers can report asynchronous alarms to clients registered with the
server.

The alarms are triggered via the message blocks of the PLC
controllers of the 300 and 400 series. These are the following blocks.

Event Description

ALARM_8 SFB34 8 channels, acknowledgeable, S7-400
no associated values

ALARM_8P SFB35 8 channels, acknowledgeable, S7-400
up to 10 associated values

NOTIFY SFB36 1 channel, non-acknowledgeable, S7-400
up to 10 associated values

ALARM SFB33 1 channel, acknowledgeable, S7-400

up to 10 associated values
ALARM_S SFC18 1 channel, non-acknowledgeable, S7-400 and

1 associated value S7-300
ALARM_SQ SFC17 1 channel, acknowledgeable, S7-400 und
1 associated value S7-300

NOTIFY_8P SFB31 8 channels, non-acknowledgeable, S7-400
up to 10 associated values

ALARM_DQ SFC107 1 channel, acknowledgeable, S7-400 and
1 associated value S7-300

ALARM_D  SFC108 1 channel, non-acknowledgeable, S7-400 and
1 associated value S7-300

(Source: Programming a Message System for OPC UA Alarms & Conditions with
.NET C# for the SIMATIC NET OPC UA Server, Entry ID: 26548467, December 2011)

The programming and parameterization of the Alarms and Conditions
is carried out with the Simatic Manager or the TIA portal. The two
programming systems manage the message texts and transmit them
to the IBH Link UA.

The SoftPLC integrated in the IBH Link UA also has the alarm-
triggering blocks as it is compatible with the S7-400.

Control systems without Alarm system (SFB / SFC blocks) can also
indirectly trigger Alarms and Conditions via the integrated SoftPLC.

_______________________________________________________________________________________________________________________|]
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The SoftPLC reads cyclically the values to be monitored from the
connected PLC and triggers Alarms and Conditions depending on
the programming of the SoftPLC.

Even an existing plant with e.g. an old S5 control system can be
upgraded for Alarms and Conditions.

6.1 Activating the integrated SoftPLC

The SoftPLC must be activated via the WEB interface page Siemens
Slots of the IBH Link UA.

- B IBH Link U& - Siemens slats X

<« ¢ @ © & 1001389/ _=/opc_slots

&% Google Ubersetzer

@ d% IND e O

OPC serer is "
| siemens slots

Lognut| Update passward ‘ singia-cora

»Siot 1

> Slot 2

Delste slot | Delete all | | Load OPC Editor Project| | Save OFC Editor Project |

Insert SoftPLC | Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK |
(click)

Insert SoftPLC (6E57 611-45B00-0YB0 V4.6 compatible) ‘

Insert SoftPLC
Insert SoftPLC (BESY B11-45B00-0YE7 w46 compatible)

to Slat: [Slot 3 Spenlse
m Cancel

6.1.1 SoftPLC status

and settings

The SoftPLC status is displayed on the WEB interface of the page
Soft PLC of the IBH Link UA.

- B4 IBH Link UA - SoftPLC

&«

¢ @

U & 10.0.13.89/7_=/opc_slots

. @B

OP« er is running
SoftPLC Status

SoftPLC Connections
PLC informations
PLC type BESY 611-45B00-0YE7
Slot 3

CPU load part PLC
CPU load (%)

Logout | Update password |

:

23.19

PLC Status
RUN PLC Stop | Mewstart (0B100) |
OB1 Count 24953

OB1 Time (ms)

Minimurn 0

Mazximurn 19
Actual 2

Jitter (ms)

Mazximurn 16
Actual 1

o e o =

single-core
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6.2 Example — OPC UA Alarms TIA Project

The prepared example project CPU 416 Alarm TIA16e
is identical to the PLC program, as described in V16
chapter 1. The counter counts until MaxValue is T4 Portal W16
reached (up counting, indicated by the tag Up) and counts down until
the MinValue is reached (down counting, indicated by the tag
Down). The tag Value holds the counter reading of the counter. The
SIEMENS PLC programming systems TIA Portal V16 is used to
create the network configuration.

TIA

The SFC 108 "ALARM D" is used to send the information about the
up and down counting to the OPC server for further processing (e.g.,
visualization).

6.2.1 CPU Hardware Configuration

~ [7j CPU 416-3 PN/DP [CPU 416-3 PN/DP]
[If Device configuration

double-click

Double-click Device Configuration to
open the Device view window. In the
example, the CPU 416-3 PN/DP
(6ES7 416-3ER05-0ABO) firmware version V5.1 is used, which is
also available as a software PLC from IBHsoftec.

CPU 416 Alarm TIA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

|; Topology view ||Eﬂ-h Network view | IIY Device view I

d¢ [[cPuaiszrupricPuaiesA| Gl B J (O =
4
N q}qé\q E
Q‘)u" (mark) f

<[ i |

100% -
IJQ Properties
[General] ” 10 tags ” System constants " Texts |

|"_i.'.|nfo y"ﬂ Diagnostics |

~ General
Ethemet addresses

Catalog information

Identification & Mainte._..
b MPIDP interface [X1]
« PROFIMET interface [X5]
General

Time-ofday synchroniz...
» Advanced options
Diagnostics addresses
Startup
Cycle
Clock memory

¥ Interrupts

Diagnestics system

»
Further settings are
default settings
[8l}

[ 2]

Interface networked with

[subnet: [P 1]

Add new subnet
-[:

IP address SoftPLC 416
CPU 416-3 PN/DB
| IPaddress: | 10 . 0 13 .11 | ]

255 . 255 . 255 .0
D Use router

T+

IP protocol

Subnet mask:

Router address:

The required IP address is set under IP protocol. In the example, the
IP address of the CPU is 10.0.13.11. The Ethernet connection is
direct without a router.

TTI Trans Tech International® 2021
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Hardware and software compilation

Use the command from the context menu to compile the software
and the hardware.

CPU 416 Alarm TIA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

|5'? Topology view ||EE11 Network view Hﬂf Device view I
[CPU 4163 PNIDF [CPU 4163 ) | e HE @ s =
; [ Loy ; =

Change device

ﬁE’h Goto network view 14 15 16 17 18
Rack 0 _ - -
Hardware and software {only changes)
Download to device » Hardware (only changes =
_ tonly changes)
ﬁ Go online Crl+ K Hardware (rebuild all)
&Y Go offline Crl+ b Software (only changes)
ﬂ Online & diagnostics Ctrl+D Sofeware (rebuild all)
- Software (reset memory reserse
[ Properties Alt+Enter { v !

Hardware and software compilation

‘gProperﬁes I]_"_i.‘.lnfo Jﬂ Diagnostics

| General " Cross-references II_ Compile ﬂ

@ml show all messages ‘ 'l

Cornpiling finished (errors: 0; warnings: 0}

1 Fath Description Goto ? Errors Warnings  Time

€) i~ cru4ie3PNiDP ; A o (] 7:33:04 PM
0 ¥ Program blocks F. o ] 7:33:05 PM
0 Mo block was compiled. All blocks are up-to-date. 7:33:05 PM
o ¥ Hardware configuration A o o 7:33:05 PM
ﬂ Hardware was not compiled. The configuration is up-to-date. ? 7:33:05 PM
Q @mpi\ing finished (errors: 0; warnings: 0}3 7:33:05 PM

Download the hardware and software into the CPU

With the commands from the context menu, the software and the
hardware configuration can be downloaded into the device.

CPU 416 Alarm TlA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

Change device

g G0 to netwark view 14 15 16 17 18
Rack 0 .

Campile »

Do dto ice Hardware and so s
& Goonline Ctrl+ K Hardware configuration

-

&Y Go offline Ctrl+h Software (only changes)
ﬂ Online & diagnostics Ctrl+ D Software (all)
g Properties Alt+Enter

The load command opens the dialog window to set the interface for
the device. Connection with interface / subnet PN/IE1, and Show
devices with the same addresses must be selected.
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Extended download to device

Flash LED

Online status information:

Configured access nodes of "CPU 416-3 PNIDP®

Page 6-5

Device Device type Slot Interface type  Address Subnet
CPU 416-3 PNIDP CPU 416-3 PNIDP 2 X1 (4] 2
CPU416-3 PNIDP 2 X5 PMIIE 10,0131 PMIIE_1
open | select’
Type ofthe PGIPC interface: ||| FuiE )

PGIPC interface: ﬁ Realtek PCle GhE Family Contraller

2] CIEY

Connection to interface/subnet:

-je

Select target device:

[l Showe devices with the same addresses)| =

Address
Access address

Device Device type Interface type

= = PMNIIE

Startsearch

[ Display only error messages

Target device

The successful search is displayed.

Extended download to device

[~ Flash LED

Online status information:

I
X
Configured access nodes of "CPU 416-3 PNIDP®
Device Device type slot Interface type | Address Subnet
CPU 416-3 PNIDP CPU 416-3 PNIDP 2x1 () 2
CPU 416-3 PNIDP 2x5 FN/IE 100.13.11 PMNIE_1
Type of the FGIFC interface: ﬁ_PNl‘IE |v |
PGIPC interface: ﬁ Realtek FCle GbE Family Controller | e | @
Connection to interfacelsubnet: | PHIIE_1 |' | @

[-]©

| Show devices with the same addresses

2

Select target device:

Device Device type Interface type Address Target device
CPU 416-3 PNIDP CPU 416-2 DP, PNIIE 10.0.13.71 CPU 416-3 PNIDP
= = Y'mark)/E Access address =

[ Display onlyerror messages
o Scan completed. 1 compatible devices of 1 accessible devices found.
2 Retrieving device information...

Scan and infermation retrieval completed.

"

vl

Load

Cancel

The loading process requires several confirmations of messages.

A preview of the loading is displayed.

Load preview

9 Check before loading

Status !

q @

Target

¥ CPU 416-3 PNIDP

Action
Load "CPU 416-3 PNI...

Message
Ready for loading.

1 * Protection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e g. byuse of firewalls and network segmentation. For
more information about industrial security, please visit
H http:ifwww.siemens.comiindustrialsecurity
(] b Different modules  Differences between configured and target modules (enline) Acceptall E
[} ¥ Stop modules The modules are stopped for downloading to device. Stop all
[} ¥ Device configurati... Delete and replace system data in target Download to device
(] b Software Download software to device Consistent download

-r_‘
Load 1 | Cancel ‘

Jl

TTI

Trans Tech International® 2021

IBH Link UA Training



Page 6-6 IBH Link UA — Alarms and Conditions Chapter 6

Finish loading
Load results %

9 Status and actions after downloading to device

Status (! Target Iessage Action
*& 0 ¥ CPU 416-3 PNIDP Downloading to device completed without error. Load "CPU 416-3 PNI___
Q » Start modules Start modules after downloading to device. Start module

Finish |

L
g
5
g
o

CPU 416-3 PN/DP online

The up and down counting can be checked online.

= =5 i, = Keep actual values g | Snapshot ™y ™, = Copysnapshots tostartvalues g (2 ' H
CounterData
MName Data type Offset Start value Monitor value Comment

1 €@ ~ Static [ |

2 | = Counting ON Bool false TRUE On | Off switch 1

3 = Dummy Int 0 o Durmmy

4 @@= CounterValue Int 0 7108 continuously Counter value

5 4@ = T Structure Struct updated complexvariable - STRUCT -
6 |1 - MinValue Int 100 100 minimum Counter value

7 |3 - Maxvalue Int 80 10000 10000 maximum counter value
T = Switch_2 Bool 10.0 TRUE TRUE On | Off switch 2

S @ L Value Int 120 0 7108 Counter value
Double-clicking on Add new device opens ] CPUATE Alarm TIA 16e

the device selection dialog box. If an OPC || B Addpew device
server is added to the project, an SIMATIC {double-click)

PC station is automatically added.

Add new device IS¢
Device name:
- glEer 4

IBH Link UA |

[e— ~ [l PC systems Frofazs oeC
» [Q PC general Server
» [ﬁ Industrial PCs

Controllers » r:[. SIMATIC 57 Open Controller

» [l SIMATIC 57 Embedded Controller
» p_E' SINUMERIK operator components

fu L OPCserver
» LIl SIMATIC Controller Application
» [ SIMATIC HMI application
rs L Article no.: OPC Server |
= L User applications
HiI [€loPCserver @E@ Version: SWVE2 . -
() Application

Description: e

OPC server for the DP, FDL, 57 (between different
subnets), 57 alarms, ISOITCP, SNMP, DP master
class 2, PROFINET IO, SIMATIC NET PC software
V8.2 ..

"

PC systems

ﬁ )
[+ Open device view oK 1 | Cancel |
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Insert communication module into the IBH Link UA

Page 6-7

CPU 416 Alarm TIA 16e » CPU 416-3 PN/DP [CPU 416-3 PNVDP] — i B X

= Topology view | g, Network view  [[JIY Device view Options

1BH Link UA [SIMATIC PC 5tatid v | ] 5l 2% B @ = |
¢ I ol B .

—a

=

[w ]

» [Q PC general
SIMATIC PC station

» [ SIMATIC HM application
] E} User applications

» [1g CP 1604

[#] ~[Catalog |
f | |[iat]
T [ Filter Profile:

» [l 5IMATIC Controller Application

~ g Communications modules
~ (13 PROFINETIEthernet

» g CP 1628

» [ PROFIBUS

f_dollhle—click
il IE general

Insert SoftPLC as SIMATIC WIinAC RTX

With a double-click on WinAC RTX Software PLC / 6ES7 611-

4SB00-0YB7, the software PLC is inserted.

CPU 416 Alarm TIA 16e » Devices & networks

|; Topology view ”ﬁg‘h Network view "ﬂi Device view] ‘ Options

8¢ [0 Link U [51wamic P stard §] ] B £ OF-1 =

~
& &
i & ;
QQ ‘2‘\' isinserted [
(9 & » LD PC general

SIMATIC PC-Station w ([l SIMATIC WinAC RTX

» [ Unspecified PC
» [ SIMATIC HMI application
» E_}) User applications
» i Communications modules

£
v
£
E
J_

O
V[Catalug]
B

[ Filter Frofile:
~ [ SIMATIC Controller Application

[l WinAC RTX Saftware PLC

The firmware must have version V4.6. The Software PLC_1 have

been renamed in Soft PLC WinAC.

Check the WInAC RTX (Soft PLCWInAC) slot

The soft PLC WIinAC RTX was created in Siemens slot
Link UA. The soft Soft PLC WinAC must be in slot 3.

WinLC RTX TIAT6e » IBH Link UA [SIMATIC PC station]

‘; Topology view Hgﬁ-h Network view  ||[If Device view

d [l ik oA swaTcreswnde] i 12 (] o6 ] @ # 3 [

—-

Y N [=]
& &
&« &

SIMATIC PC-Station

L]WinACR‘I‘K
! |~ am)

=) 1 OFC server

G, Properties ||:i.l|nfu y"ﬂ Diagnostics |
Jl General | ” 10 tags ” System constants || Texts |
» i eal G General
" Narne: | SoftPLEABH-Link-Lia |
Cycle
Clack memary Author: [T |
b Interrupts tl

Comment:
Diagnastics systerm

b Systern diagnostics i | S (s | ]
Tirne of day
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Page 6-8 IBH Link UA — Alarms and Conditions Chapter 6

Define communication module properties

CPU 416 Alarm TIA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

SIMATIC PC station

nver
RTX

| ' Properties I"_i.'.lnfo "ﬁ Diagnostics

_| General || 10 tags || System constants || Texts |

b General
w PROFINET interface [¥1]
General Interface networked with

Options {open I select), )
Ethernet addresses; k) EUb”Et: |7=PN“E—1 -
» Advanced options Add new subnet |

OPC configuration

Ethemet addresses

[ ]3]

1SO protocol
["] use 150 protocol

MAC address: | 08 -0

=]
=]

IP protocol
IP-Add
Use IF protocol IBH Linrl;es:
\mark) IPaddress: |10 .o .13 .89 | |

set
Subnetmask: | 255 . 255 . 255 .0 | J

[ use router

Further settings are
default settings
Il

Router address: 0 .0 .0 .0

Check slot IE General_1

iQProperties E'Info y"ﬂ Diagnostics |

|| 10 tags || System constants n Texts |
’ | General

~ PROFINETinterface [X1]
General
Options Name: |lE general_1 |

[w]>]

Ethernet addr.esses Author: |'I'I'I |
» Advanced options

OPC configuration Comment: -

The IBH Link UA Ethernet interface

“ must always be in slot 2 .

L (slot is also referred to Index).
Further settings are Slot: |2 | |

default settings
(N}

6.3.2 IBH Link UA SoftPLC WIinAC — PLC Program
Double-click to open the PLC block CounterValuation [FB 10].

In this block, the block ALARM D (SFC 108) is called twice for
transferring messages.

The signals High and Low are used to trigger the transfer of the
messages.

ALARM D (SFC 108) Parameters
The following table shows the parameters of the instruction

"ALARM_D":
-

IBH Link UA Training TTI Trans Tech International® 2021



Chapter 6 IBH Link UA — Alarms and Conditions Page 6-9

Parameter |Declaration |Data type Mzrrr;c;ry Description

SIG INPUT BOOL I, Q, M, D, L[The alarm triggering signal

ID INPUT WORD QM D, L Data channel for alarms: W#16#EEEE

or constant

EV_ID INPUT DWORD |, Q, M, D, L|Alarm number (not allowed: 0)
component identifier (not permitted: 0)
ID for the subsystem to which the
corresponding alarm is assigned
Recommended values:

CMP_ID INPUT pworp | @M DL e Low word: 1 to 65535

- or constant :
e High word: 0
You will not have any problems with the
SIEMENS program package if you
comply with these recommendations.
Associated value
Maximum length: 12 bytes
I, Q, M, D, Only the BOOL data types are

Sb INPUT ANY e permitted (not permitted: bit array),
BYTE, CHAR, WORD, INT, DWORD,
DINT, REAL, DATE, TOD, TIME,
S5TIME, DATE AND TIME

RET VAL OUTPUT INT I, Q, M, D, L Error Information

PLC block CounterEvaluation [FB 10]

-.SoftPLC WinAC [WinAC RTX] » Program blocks » CounterEvaluation [FB10]

- EX

Mame Data type Offset Defaultvalue Visible in HMI e.. ...
1 b Input
2 4@ » ourpur
3 [ Inour !
4 |@= High Bool 0.0 false =]
5 @m= Low Bool 0.1 false =]
6 lam = Courtervaluz Int 2.0 0 =]
7l v Static
8 4@e= HighLewvel C_Alarm_s a0 =]
9 |a = LowLevel C_Alarm_s 8.0 =]
10 40 . Status Int 12.0 1] =]
11 4= Counrerlevel Ine 14.0 0 ™
12 4@ » Temp
13 €0 » Constant

¥ Block title: Counter evaluation
The SFC 108 "ALARM D" is used to send the information to the OPC server for further processing,

¥  Network1: Move counter value

Comment

MOYE
EMD
oum

EN

#Countervalue — |y #CounterLevel

Network 2: High Level

ALARM_D

EM
#High— g5
4711 —p
#HighLevel — Ev_ D
4712 = CMP_ID
#CounterLevel — sp

END

RET_WAL — M3tatus

Network 3: LowLevel

Carnrment

ALARM_D

EN
HLow — 516G
4711 —p
#lowlevel — Ev D
4712 CMP_ID
#CounterLevel — sp

ENO

RET_WAL — #Status

I —————————
TTI Trans Tech International® 2021 IBH Link UA Training



Page 6-10 IBH Link UA — Alarms and Conditions Chapter 6

Organization Block Main [OB1]

The function module CounterEvaluation [FB 10] should be called
now because the instance data block CounterEvaluationDB must
exist to define the values for the PLC messages of the

Data type C_Alarms_s.

...C station] » SoftPLC WinAC [WinAC RTX] » Program blocks » tdain [OB1] - 0 X
* Block title: "Main Frogram Sweep (Cycle}"
Comment
*  Network 1: Calling Tank evaluation
Comment
%DB10
"CounterEvaluatio
nDE"
WFE10
"CounterEvaluation”
= ————————— 1 ENO
Tk 1.3
"Down" — High
%14
"Up" — Lawr
A2
"value" — countervalue

6.3.3 Configuring PLC messages

Values can be assigned to the messages being defined with the
parameters SD. These values may have a maximum length of 12
bytes. The accompanying value is a block beginning and ending with
the character @.

Opening the Program alarms window

Double-click to open the Program =~ [ SoftPLCWinaC [Winac 7]
i i : Y oevice configuration
alarms window to set the associated > Tl bevios o o

Values B8 Program info

__p PLC supervisions &alarms
E] PLC alarm text lists

...t UA [SIMATIC PC station] » SoftPLC WinAC [WinAC RTX] » PLC supervisions & alarms —HEX

I:g Program aIarng ||_\| User diagnostics alarms ||_g,: System alarms |
B=25H =H
Mame Range Type D Location
1 [ HighLewvel 1 Alarm_s CounterEvaluation Counter reading @11%3u@ Low
b [F Lowlevel 1 Alarrn_s CounterEvaluation  Counter reading @11%3u@ High
|Alarm instancesl
Mame Range  Type [} Location
1 4 HighLewel 1 Alarm_s 1610612737 CounterEwvaluationDB  Counter reading @11%3u@ Low
[Alarm instances
Mame Range Type D Location
1 A Lowlewvel 1 Alarm_s 1610612738 CounterEwvalustionDB  Counter reading @11%3u@ High

Marking a line in the Alarm types field, lists the ID of the associated
name in the Alarm instances field.

The Alarm text belonging to the individual names can be edited in

the Alarm types list.

_______________________________________________________________________________________________________________________|]
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Chapter 6 IBH Link UA — Alarms and Conditions Page 6-11

Structure of associated values in alarms
Format specification

The format is starts with the character "%". The alarm texts have the
following fixed formats:

Format Description

%l[i]X Hexadecimal number with i digits

%liJu Decimal number without sign with i digits

%li]d Decimal number with sign with i digits

%li]b Binary number with i digits

%l[i][y]f Floating-point number with sign with y digits after
the decimal point and total number of digits i

%li]s String (ANSI string) with i digits
Characters are printed up to the first O Byte
(OOHex).

%t#<Name of | Access to text list

the text list>

e If the number of digits [i] is too small, the value is still output in
full length.

e If the number of digits [i] is too large, an appropriate number of
fill characters is output before the value.

Element type

This uniquely configures the data type of the associated value:

Elements type | Datatype
Y BYTE
w WORD
X DWORD
I Integer
D DINT
B BOOL
C CHAR
R REAL
Example:
Alarm text: Output on the display:
Counter reading @11%3u@ Law Counter reading 385 Low

Counter reading @11%3u@ High Counter reading 9346 High

________________________________________________________________________________________________________________________|
TTI Trans Tech International® 2021 IBH Link UA Training



Page 6-12 IBH Link UA — Alarms and Con

ditions Chapter 6

6.3.4 S7 connection — OPC server with CPU 416 / OPC server

with WinAC RTX

S7 connection — IBH Link UA-OPC server — CPU 416-3 PN/DP

Via drag & drop, from the OPC server to the PLC 416-3 PN/DP,
the S7 connection established.

CPU 416 Alarm TIA 16e » Devices & networks

IEE.U Network viE\'\_r] "—l]f Device view

‘; Topology view

(open [ select),
8 Network [[18 connections |{ 7 onnecran Yo} B S8 W 2H [ @ 2
HMI connection
E-mail connection
FDL connection

150 connection
150-0n-TCF connection

n
UDP connection

I1BH Link UA
SIMATIC PC Stat...

CPU 416-3 PN/DP
CPU 416-3 PN/DP
Drag & Drop

=

m CFU 416-3 PMIDF [CPU 416-3 PI/DF]
B 1BH Link UA [OFC Server]

1
5§7_Connection_1

57_Conkection_1

57 _Connection_1 1

TPNJIE 1 -
PNJIE_1
| Network overview ” [Connections | ” IO communication || VPN ” TeleControl |
'ﬂ’ Local connection name | Local end point Local ID {hex) Partner 1D (hex) Partner Connection type

|i2l] 57_connection_1

|2/l 1EH Link UA [OPC Server] | =] 87 connection

Tl cPUA16-3 FIDF [CPU 416-3 FNIDF] 57 connection

S7 connection — IBH Link UA-OPC server — WinAC RTX
Via drag & drop, from the OPC server to the WinAC RTX, the S7

connection established.

CPU 416 Alarm TIA 16e » Devices & networks

= Topology view Iﬁgh Network view I IIY Device view

{open [ select),

¢ Nerwork [ comnections ] 57 comecxon Y| | %3 W £l [ @ ¢

HMI connection

E-mail connection

FDL connection

150 eonnection

150-0n-TCF connectian

FtF connection

TCF connection
UDP connection

H

W CFU 416-3 FMIDF [CFU 416-3 PHIDF]
I 1BH Link UA [OFC Server]

1
§7_Connection_1 1

5$7_Connection_1
§7_Connection_1

CPU 416-3 PN/DP IBH Link UA (o) OPC || WinAC
CPU 416-3 PN/DP SIMATIC PC Stat... (3 |senver || RTX | Drag & Drop
A K
I X
L
[PNNE 1+ |
PN/IE_1
| MNetwork overview ” [Connections | || YO communication ” VPN " TeleControl ‘

w Local connection name | Local end point Local ID (hex) Fartner ID (hex} Fartner Connection type

37_Connecton_1

W IEH Link Ui [QFC Server] 57 connection

J CPU 416-3 PN/DP [CPU 416-3 FRIDF] 57 connection

57_Cannection_2 B8 1BH Link UA [OFC Server] 57_Cannection_2 |21

B 5oftPLC WinAC [WinAC ATX] [=] 57 cornection

57_Connection_2 ﬁ SoftPLC Winac [WinAC RTX] 1

§7_Connection_2

|EH Link UA [OFC Server] 57 connection

I]gpmperties_J ”"_i.‘.lnfn yuﬂ Diagnostics |

JlGeneraI] ” 10 tags || System constants ” Texts |
General General
Local ID
Connection

Special connection properties

Name: ‘ 57_Connection_2

Address details

Connection path

QPC

Alarms e

Diaghostics alarms s
Server

o

Fartner

°

End point: | IBH Link LA [OPC Server] | [5oftPLc WinAC [WinAc RTX] |
L] Interface: ‘ Ag-internal |' | |A3-mtemal | - |
I Interface type: ‘ | | |
; Subnet: ‘[.‘\S internal] | |[AS internal] |
Il Address: |- ] - ]
IBH Link UA Training TTI Trans Tech International® 2021



Chapter 6 IBH Link UA — Alarms and Conditions Page 6-13

The connections are displayed.

CPU 416 Alarm TIA 16e » Devices & networks

|; Topology view Eﬂ-h Network \riew:l ”[h’ Device view |
[ | & | e
Jﬁletwnrk wewiew:l || Connections || YO communication || VPH || TeleControl |
¥ | Device Type Address in subnet | Subnet
> 5746 57-400 station |~]
* CPU16-3 PMIDP CFI 416-3 FRIDP
MFIDF interace_1 MPIDFP interface 2 Mot connected
* PROFINET interface_1 FROFIMET interface 10.0.13.11 FRVIE_1
Part_1 Part
Port_2 Port
* |BH Link UA SIMATIC PC Station
IEH Link A OFC server
* |E general_1 IE general
* PROFINET interface PROFIMET intetface 10.0.13.89 PRIE_1
Port_1 Port
SoftPLC WinAC Softeare FLC

S7 connection - display / set OPC properties

CPU 416 Alarm TIA 16e » Devices & networks

= Topology view I£ Network viewl MY Device view

o

Network overview |Cnnne|:tinns I || YO communication || VPN || TeleControl |

w Local connection name | Local end point Local 1D (hex) PFartner ID (hex) Partner Connection type
S7_Connection_1 ] CFU 47 6-3 PMIDF [CFU 41 6-3 PMIDF] 1 57_Connection_1 W IBH Link UA [OFC Server] 37 connection
57_Connection_1 IEH Link Ui [OPC Senver] 57_Connection_1 1 CPU 416-3 PMIDP [CPU416-3 FRIDP] 57 connection
S?_Cnnnemnn_zﬂﬂ IBH Link UA [OFPC Server] 57_Cohnection_2 1 i SoftFLC WinAC [WinAC RTx] E 57 cohnection

clic
S7_Connection_ m SoftFLC WinaC [Winac RTx] 1 57_Connection_2 W IBH Link UA [OFC Server] 37 connection
5 1 - 7 5
I_Q,Propertlesj ” %ilinfo @Bl Diagnostics
J[General] ” 10 tags ” System constants ” Texts
General 'l opc
Local ID

. . . Connection establishment
Special connection properties

Address details
O Establish connection on demand {access to tag)

@

Al Maintain connection permanently

Diaghostics alarms Alarms

L Default priority for alarms: | so0
(mark
Receive block and symbol-related alarms

[ receive diagnostics alarms

D Use own time stamp

Ll Other parameters

[] Autamatic reset of 57 passward for block access

mark;
Optimize wiite access
mark;
il Optimize read access
.

["] Immediate response when interrupted connection is detected

Disconnect automatically afrer |U s‘
Timeout duting connection establishment ‘15000 s |
Job timeout ‘1SUUU msl

Mazirmurn number of parallel network jobs |2 |

FDU size [960 Byte [ |

With a click on the S7_Connection (IBH Link UA OPC Server [OPC
Server] with SoftPLC [WIinAC RTX]) the window S7_Connection_2
[S7 connection] / Properties is opened.
The specified settings must be made under OPC:

¢ Maintain connection permanently.

e Receive block and symbol-related alarms.

e Optimized write access

e Optimized read access

____________________________________________________________________________________________________________________|
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Page 6-14 IBH Link UA — Alarms and Conditions Chapter 6

Select OPC symbols (tags) in the OPC configuration
Open the configuration for the OPC server / properties.

The Configure button opens the Symbol | Configuring... |
configuration dialog box, in which the operands defined in the symbol
table (PLC program Tank Level) can be selected as OPC tags.

The read / write, etc. access rights can be assigned to the individual
operands (OPC tags).

CPU 416 Alarm TIA 16e » CPU 416-3 PN/DP [CPU 416-3 PN/DP]

|d-5 Topology view ”b%h Network view m'f Device view L
8¢ [[1BH Link UA s vanC e stand v || ) 1 _j ® & =
4
i
SIMATIC PC station ]
v
IQ Propertiesl ||"j.'.|nfo y”ﬂ Diagnostics
J [General ] ” 10 tags " System constants ” Texts |
» General OPC symbols
DP
DP master class 2 () Mone
FDL Ol
opc g,mh.jls- —
OPCalarms pselocty r Configuring... 1
OPC program alarms mapping table [ Field elements visible during runtime ) Configuring...
57 UA redundancy
Symbol configuration %
Symbol selector
- j CPU 416 Alarm TiA 162 Mame Data type Address Connection EULe  EUHI
- 3 CFU &16-5 FN/DE CounterOM  Bool b 0.1 57_Connection_1 [1} 1]
:D FLC tags; Max Bool WM2.0 S7_Connection_1 0 a
: Frogram blocks i Eool bl 2.1 57_Connection_1 [1] 1]
- : |EH Link LA IsCounting Bool W22 5$7_Connection_1 0 1]
- 3 SoftFLC WinAC Dowen Eool 2.5 57_Connection_1 Readiitice [1] 1]
::] PLCtags Up Bool WM 2.6 57 _Connection_1 Readurite 0 1]
:] Frogram blocks Int M 2 True 57_cConnection_1 Readitice [1] 1]
Read
%] ] Virite
Mone
Elements with active branch @&isible Acoess tight: I
Symbols: 3 mark / unmark . .
Symbol configuration [%
Symbol selector
CSV Import f Export
[ I: - j CPU 416 Alarm TiA 16e Name Data type Address Connection EULc EUHI
- 3 CPL 416-3 PNIDP Boal %DE2.DEX0.0 57_Connection_1 o o
:]PLCtags Dummy Int mmark all %DE2.DEW2 57_Connection_1 o o
Aeess path - :] Program blocks Countervalue Int %DE2.DEWS 57_Connection_1 i] i]
|CPU 416 Alarrn Tla 16 57-400 st (W fcounterDate Tructure STruct %DE2.DEX6.0 57_Conhection_1 ] ]
» DI 1BH Link LA
Elements with active branch visible  Access right: [Mone =]
unmark
Fymbols: 0 Connection: 57_Connection_1 ﬂ
Low limit: High limit:
[o-00000000000 | [0-0a000000000 |
CSV Importf Export
| Importfile | ‘ Export file |
Access path
| CPU 416 Alarm TIA 16e.57-416.CFU 416-3 PN/DP.CounterData |
| OK | ‘ Cancel |
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Chapter 6 IBH Link UA — Alarms and Conditions Page 6-15

Symbol configuration [%

Symbol selector
- j CPU 416 Alarm TlA 16e MName Data type Address Connection Access EU Lo |EU Hi

» 3 CPU 416-3 FM/DF Fy faT EAN Ul 57_Conhnectioh_2 Readrite a 1]

mark a
- :] IEH Link UA Down Bool Whdl.3 57_Connection_2 Readrite a o
up Bool %M1 4 57_Connection_2 Readrite [1} o
[ Program blocks
Elements with active branch [@lvisible  Access right: [Readwrite |
(mark)
symbol: 0 Comection: [57_connection_1 |-
Symbol configuration %

CSV Import f E Symbol selector

Import file - j CPU 416 Alarm TIA 162 Name Datatype | Address  Visible | Connection Access |EULo

» Dl CPU 416-3 PN/DF ounterEvaluationDB | Black DB %DB10  False  57_Connection_2 MNone O
(mark)

Access path A : IBH Link UA
i i

B counterEvaluationDB

Elements with active branch Visible  Access right: [Nore T+

Symbals: i] T

Cannection: 37_Connection_1 |~ |

Symbol configuration %

CSV Import/ E: Symbol selector

iRaslila + ) cPU416 Alarm TIA 162

» (il CPU 416-3 PN/DP

Data type | Address Visible |Connection Access |EU Lo
Bool %DE10.DEX0.0  False 57_Connection_2  None a

mark all
Aocess path - :] IEH Link LA Loww Bool %DE10.DEX0.1 False 57_Connection_2 MNone a
CPU 416 Alarm Tl - 3 SoftPLCWinAC Countervalue  Int %DB10.DBW2  False S57_Connection_2  MNone [1}
:]PLCtags Status Int %DE10.DEW12  False 57_Connection_2  None a
1}

v:]Program blacks CounterLewvel Int %DE10.DEW14  False 57_Connection_2 MNone

e

Elements with active branch visible  Access right: Mone |
k

Symbals: 0 AT o setion: 57_Connhection_1 n
Low limit: High limit:
[0.o000D00000D | [o:ooooooooo00 |

CSV Import / Export

| Irnport file | ‘ Exportfile |

Access path

| CPU 416 Alarm TIA 16e.16H Link UA SoftPLC WinAC.CounterEvaluationD B ‘

Ok Cancel

6.3.5 Compiling the SIMATIC PC station (IBH Link UA)
Hardware and Software

416 Alarm TlA 16e » IBH Link

|,:,5’ Topology view ||EE‘h Metwork view I]!]T Device view I
i ﬁH Link Ua [SIMATIC PC Statﬁl ] B : =
L
N v
&F “ ‘}5 b-?"
& o Q¥
S i &
& ® o
£y p atio
right click
Change device 3 E
Start dewvice tool... E g
c
= =
M ocut ctrlax o =
25| Copy ctrle D D
Unpack addresses
Hart e ar e
Download to device » Hardware (only changes)
ﬂ Go online Ctrl+ K Hardware (rebuild all}
¥ Go offline Crrl+i Software (only changes)
_-|-> Export module labeling strips... Software (rebuild all
Software (reset mermaory reserse)
g, Properties Alt+Enter
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If no error occurs during the hardware and software compilation, they

can be loaded into the IBH Link UA [SIMATIC PC Station].

Load the Hardware and Software into the IBH Link UA

Flash LED

Online status information;

With the commands from the context menu the software and the
hardware configuration are download into the device.

CPU 416 Alarm TlA 16e » IBH Link UA [SIMATIC PC station]

= Topology view | g8, Metwork view I[|'|‘ Device view I
dt [Br Link a [smanc e staic§| ) 1 [ @ =
<
N * a
a7 S
& o -
& ‘z\\} 2
& & o
SIMATIC PC station
Uright click)
Change dewvice g E
Start device tool.. - g
= =
M cut Crrl+x =} =
E5| Copy Ctrl+C D D
Unpack addresses
Cornpile 4
Do 1ad to d
& Goonline Hardware configuration
¥ Go offline Software {only changes)
[ Export module labeling strips... Software (all)
g Froperties Alt+Enter

The Download command opens the dialog box to set the interface
for the device.

Extended download to device X
Configured access nodes of "IBH Link UA"
Device Device type Slot Interface type | Addresc Subnet
IE general_1 IE general 2x1 PHIIE 10.0.13.89 PHIIE_1
3 open i select
Type of the PGIPC interface: W FIE £ -
PGIPC interface: ﬁ Realtek PCle GBE Family Controller ‘ il | @
Connection to interface/subnet: ‘ FNIE_1 - @
15t gateway: ‘ 1]
. - {open | select
Select target device: ‘ Show devices with the same addresses |~
Device Device type Interface type Address Target device
= = PMIIE Access address =
Extended download to device X
Configured access nodes of IBH Link UA"
Device Device type Slot Interface type  Address Subnet
IE general_1 IE general 2x1 PNIIE 10.0.13.89 PMIIE_1
Type of the PGIPC interface: ﬁ_PNl’IE | 'l
PGIPC interface: ﬁ Realtek PCle GBE Family Controller | i | @
Connection to interfacelsubnet: | PMIIE_1 | Vl @
15t gateway: | |'| @
Select target device: | Show devices with the same addresses | vl
Device Device type Interface type Address Target device
A ible devi PHIIE 10.0.13.89 =
ccessible device @),
= PHIIE Access address =
[ |Flash LED
Online status information: [ Display onlyerror messages
o Scan completed. 1 compatible devices of 1 accessible devices found. ’7‘
¥ Retrieving device information..
v . . . -
4 scan and information retrieval completed. \ |
Load Cancel
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A preview of the loading is displayed

Load preview

I
X
9 Check before loading
Status |1 Target Message Action
M & ~ BHLnkua Ready for loading Load 'Stationmanager
1 ~ Protection Frotection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
sccess, e g by use of firewslls and network segmentation. For
maore infarmation about industrial security, please visit
1 http:fhwww siemens comfindustrialsecurity
(V] } Stop modules The modules are stopped for downloading to device Stop all
(V] ¥ Device configurati... Delete and replace system data in target Download to device
(V] b Softeare Download software to device Consistent download
(<] i [2]
Finish Load Cancel

Finish loading

Load results

Status ! Target
1 @ ~ BHLinkUa

b Start modules

g Status and actions after downloading to device

]

Message Action

Downloading to device completed withaut error. Load 'Stationmanager

Start modules after downloading to device Start module

(<]

n 2]

Finish

Load Cancel
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6.3.6

IBH Link UA browser window Siemens slots.

The CPU with the OPC tags is displayed in the Siemens Slots

browser window.

- B BH Link UA - Semensslots *

« C ® © & 1001389

emens slots

f2_=/opc_slots e w In @D & 0 =
Logout | Update password single-cora

DeviceManual

¥ IBH Link Ua
¥ SoftPLC Winac

Softw areRevision
» Programs
> Tasks
DeviceHealth
> ParameterSet

CeviceManual

¥vslot 2
¥Slot 3

Delete slot

lBHsoftec

weren ibhsoftec com  Contact  Wiki

IE General

SoftPLC

Insert SofPLC | Insert SINUMERIE | Change SINUMERIE | Delets SIMUMERIK |

SoftwareReyision

» Programs
> Tasks
DeviceHealth
> parameterSet
¥ Globalvars
Value

Down
Un
»alarms

Delete all | | Load OPC Editor Froject | | Save OFC Editor Froject |

IBH Link UA

embedded OPC UA server ! cliant

“H0PC UA

Trans Tech International® 2021
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6.3.7 Browser window diagnosis / control diagnosis

The configured connection to the PLC control and its status (error-
free / faulty) is displayed.

e

c @ © & 10013897 =/diaglistview [N nN@o ® 0 =

% E ° OPC i running Lagout | Update password single-core
Controller di. il Client di ics Network diagnostics System Log

@ 1-1 57_Connection_1 10.0.13.11:102 6.11.2020 12:22:3 PLC o Connection established (8ES? 416-3ER0S-0ARBD)
@ 1-2 57_Connection_2 127.00.1:102 6.11.2020 12:22:3 PLC a Connection estabilished (BES7 611-45B00-0YET)

Clear diagnose g

6.4 Create OPC clients in IBH Link UA

In the IBH Link UA web browser window / OPC client, enter the IBH
Link UA as OPC client with the security mode None.

Add server

The IBH Link UA is set as the server. Enter the copied Endpoint URL
opc.tcp: //10.0.13.89: 48010 in the open field in the IBH Link UA
web browser window / OPC client for the OPC UA server.

e

c @ O & 10013897 =jopc client TR 44 o ® 0 =

[ L] = .
éE E ® g Logout | Update password single-core

| Add Server ‘ Add variable to read ‘ Caonnect variable ‘ A g m Upload client XML configuration ‘ Download client XML configuration | Delete client configuration ‘
,

Add 5 server to read variables from and to connect to other servers |

.......................... Discovery Servers =

Ul of a computer with discovery semice running

""""""""""""" opc.tcp //10.0.13.80:48010 Endpoint URL (from Network | Control Level) ‘

Publishing interval [ms)] Synchroneous read: O Usemame (leave empty for none) I:l Pagssword (leave ernpty for none): |:|

Security Mode

Server Uri Server Name

urn:ibhlinkua_... |IBHLink ahlinkua_sc i i one
__________________________ urriibhlinkua_.. IBHLinkUA®ibhlinkua_sc apc.top /bl Sign
OPC Client urriibhlinkua_.. IBHLinkUA®ibhlinkua_sc opctopfibhli..  http:/fopefoundation.org/UA/SecurityPolicy#Basic2565ha2se SignandEncrypt
-------------------------- urniibhlinkua_ . IBHLinkUA®@ibhlinkua_sc opc.topffibhli..  http:/fopcfoundation.org/Ua/SecurityPolicy #485128_Sha256_... Sign
urniibhlinkua_ . IBHLinkUA®@ibhlinkua_sc ope.top bkl http:/fopcfoundation.org/Ua/SecurityPolicy#485128_Sha2S6_... SignandEncrypt
urriibhlinkua_.. IBHLinkUA®ibhlinkua_sc opctop/ibhli.. http:/fopefoundation.org/Ua/SecurityPolicy #425256_Sha2s6_... Sign
urriibhlinkua_.. IBHLinkUA®ibhlinkua_sc opctopibhli..  http:/fopefoundation org/Ua/SecurityPolicy#425256_Sha256_... SignandEncrypt

Remote server certificate details

Cornman MName IBHLinkUAZ ibhlinkua_rescued
""""""""""""" Organization Organization
__________________________ Orgznization Unit Unit Information is inserted
Laocality LocationName
.......................... State.
Country DE
“alid from: 2020-08-31
“aild to 2025-08-30
Application URIE urn:ibhlinkua_sc:|BHsoftec: IBHLinkLA
""I“IBH f Encryption strengih REA-SHADSE - 2048 Bit
so te The cerificate is valid
vorne ibhsoftec.com  Corndact | Confirm m —

Security Policy None and Security Mode None were selected for

data transmission.

_______________________________________________________________________________________________________________________|
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The IBH Link UA OPC UA server is connected. The status of the
servers is good.

Add Variable to Read

Select the GlobelVars (tags) Down, Up, and Value from the CPU
416-3 PN/DP to be read variables.

- B IBH Link U - OPC Client b +
e

C @ © & 10.0.13.89/7_=/opc_dient e w N @ ® © =

Loqout| Update password ‘ sing

Connected Servers

v [ status
.......................... &= Lirn:ibhlir 1 5 (opc.tcp

[ Good 1 0xC

ffibhlinkua_s

>

"""""""""""""" Add Server | Add variable 10 read | Connect variable \ ¥ | @ @ | Upload client XML configuration

__________________________ Download cIlenﬁML configuration | Dielete client configuration
= ¥ a

click

Add avariable to read from the selected server |

Select variable to read

nnected Servers

¥ 3 urn:ibhlinkua_sc:IBHsoftec: IBHLInkUA {opc.tep:ffibhlinkua_sc: 480100 |
__________________________ 2 views
¥ ) Ohjects
"""""""""""""""" > server
OPC Client | = maTT
77777777777777777 » 3 Modbus
__________________________ » ) Stations

v PLCS
-------------------------- v ) CPU 416-3 PN/OP

@ DeviceManual

@ SoftwareRevision =
.......................... » 3 Programs
» ) Tasks
@ DeviceHealth
» ) ParameterSet

¥ 2 Globalvars

- select one after another
|
||||IIIIBH ‘ » [ SoftPLC Winac
so > [ slots t
wearwibhsoftec.com  Cont » 3 DeviceSet ‘
» 2 Client
» 3 Types

Sampling interval [ms): |400

change setting:
Clueue size: |1 if necessary

Discard oldest:

Datatype of variable

Cancel

Connect Variables

& C @ © & 10013897 =/opc dient - O m e @ o0 =

]

g single-core
Connected Servers

Logout | Update password
Ya | Status

-------------------------- ¥ 3 urrcibhlinkua_se:IBHs oftec IBHLInkUA (ope.top:ibhlinkua_se:48010) & Good (0x00000000) SecurityPalicy #Mone
16.CPU 416-3 PN/DP.

select one after another

.......................... 16.CPL 4 PM/DP. ue
4dd varizble to read | Connect variable ‘ x| G| | Upload client XML configuration ‘

(Ehiek? Download client XML configuration | Delete client configuration

Add Server

Connect variable from the source server to the destination variable ‘
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The three variables from the CPU 416-3 PN/DP 416-3 PN/DP) to be

passed via the OPC Server to the integrated SoftPLC WIinAC in the
IBH Link UA.

Select variable t i X |

Connected Servers

¥ I3 urnibhlinkua_scIBHsoftec: IBHLINkUA (opetop: fibRlinkua_sc 48010)
= views
v [ Ohjects
> 3 Server

¥ 3 PLCs
» 3 CPU 416-3 PN/DP
[v © softPLC winac )
& DeviceManual
& SoftwareRevision
» 3 Programs
> ) Tasks
& DeviceHealth
» ) ParameterSet

|‘l' 0 Globalksars I

civalue
e Dowh select one after another
ol Up
> 3 Alarms
» 2 Slats

“ariable to read

Datatype : Boalean
Field index range (Format 1 or 2:3)

change settings
“ariable to write if necessary

Datatype :

Field index range (Format 1 or 2:3) I:I

Cancel

In the IBH Link UA web browser window OPC Client the established
connections are displayed.

CPU 416-3 PN/DP > SoftPLC WIinAC
(e)

c @ © & 10.0.1389/_-fopc_dlient TN OB ] neo® o0 =

Logout | Update password

single-core

Connected Servers Status

. .Glohalvars.
@ 57-416.CPU 416-3 PN/DP.Globalvars . Down. TimeStamp
__________________________ @ 57-416.CPU 416-2 PN/DP.Globalvars Down . Status
m:ibhhnkua_sc:IBHsnf‘tec:IBHLinkUA {opc.tep: ffibhlinkua_sc:48010).1BH Link UA.SoftPLC WinaC.Globalvars.Down |
-------------------------- Y& S57-416.CPU 416-3 PM/DP.Globalvars Up
@ 57-416.CPU 416-3 PN/DP.Globalvars. Up TimeStamp
¥ 57-416.CPU 416-3 PN/DP.Globalvars. Up.Status
,,,,,,,,,,,,,,,,,,,,,,,, [3€urniibhlinkua_sc:1BHsoftec:1BHLINkUA (ope.tep: /fibhlinkua_sci48010).1BH Link UA SoftPLC Winac Globalvars.Up )
Y& S7-416.CPL 416-3 PH/DP.Global/ars Walue
@ 57-416.CPU 416-3 PN/DP.Glohalvars Walue TimeStamp
@ S7-416,CPU 416-3 PH/DPGlobalvars Value Status
E{um:|bh\\nkua_sc:IBHsUftec:IBHLlnkUA {opc top: ffibhlinkua_sc:48010).IBH Link UA SoftPLC WlnAC.GIUbaIVars.Vie:l

<

>
Add Server | 4dd varizble to read | Connect variable ‘ x| 3| | Upload client XML configuration | Download client XML configuration |

"""""""""""" Delets client configuration
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Note:
The messages from the Alarm block calls are sent immediately by the

alarm-triggering PLC to the OPC UA server.

6.5 UaExpert - program window - connection to Set up
IBH Link UA OPC server

Clicking on the Plus icon opens the AddServer dialog box in e

UaExpert.

With a double-click on the v % Custom Discovery

Endpoint URL the name of the % < Double click to Add Server... »
. - tepe/a10.0,13.8%:

OPC server (host name) is « ope.tep:/Al0.0.13.89:42010

displayed with its Endpoint URL. -

A double-click on the Endpoint URL ' |BHLinkUA®@ibhlinkua_sc (opc.tep)
lists the security levels from the IBH Link UA browser window
Security / Server Security.

Double-clicking on the entry None - | g Mone - None (uatcp-uasc-uabinary)
None (uatcp-uasc-uabinary) in the AddServer dialog box sets this
security level and closes the dialog box.

In the opened UaExpert program window, the connected server is
displayed with the specified security level.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

NP #=2 X450 B R <«
s N comectsone ]

click )
v [ Project
v [ Servers
Q} IBHLinkUA®ibhlinkua_sc

With a click on Connect Server the connection to the OPC UA server
is established.

To display the messages from the alarm block calls, the Event View
window must be opened.

+ Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject*

Eile  View Server Document Settings Help

D @ B o=

B Remove
Project

v [ Project

~ [ Servers

23 IBHLinkUA@ibhlink| Document Type: Erver/Object

~ [1 Documents |Event\ﬂew vl
[1 Data Access View | |DataAccess View

History Trend View
3 Event View Event View

Performance View

Image Viewer \mark;
Server Diagnostics View

Data Logger View

GDS View (Push Model)

TTI Trans Tech International® 2021 IBH Link UA Training
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Chapter 6

6.5.1

UaExpert - program window

Drag & Drop the entire PLC (SoftPLC WinAC) into the EventView
window. All alarms coming from the PLC are displayed. It is not
possible to select individual alarms.

Messages transmitted to the OPC UA server by the alarm block calls
are listed with its TimeStamp.

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help
DpPDEB =2 X< B O
Project B X  DatsAccessView  EventView Q
v P
E’ ng::tme,s a
12y IBHLinkUA@ibhlinkua_sc | | server/Object
v [3 Documents IBHLinkUA®ibhlinkua_sc / SoftPLC WinAC
[ Data Access View 7
B BentView  Drag & Drop! Aoply
Address Space a x C
£ | No Highlight - Events  Alarms  EventHistory
I3 Reot ® O =
v I Objects A C Severity  Server/Object SourceName Message EventType Active
& Client v 1| IBHLinkUA@ibhlinkua_sc .. 1BH Link UA\SOftPLC WinAC\... Counterreading 9519 High  S7OffNormalAlarmType  Active
% DeviceSet %4 1| IBHLinkUA@ibhlinkua_sc .. 1BH Link UA\SOftPLC WinAC\... Counter reading205Low  STOffNormalAlarmType  Active
& marT 4 1| IBHLinkUA@ibhlinkuz_sc ... 1BH Link UA\SoftPLC WinAC\... Counter reading 9519 High  STOffNormalAlarmType  Inactive
& Modbus v 1 | IBHLinkUA@ibhlinkua_sc ... 1BH Link UA\SoftPLC WinAC\... Counter reading205Low  S7OffNormalAlarmType  Inactive
v DPcs v T | 1BHLinkUA@ibhlinkua_sc ... 1BH Link UA\SofPLC WinAC\... Counter reading 9763 High  S7OffNormalAlarmType  Active
v 1 IBHLinkUA®ibhlinkua_sc ... 1BH Link UA\SoftPLC WinAC\... Counter reading 462 Low STOffNormalAlarmType Active
v IBHLinkUA®ibhlinkua_sc .. 1BH Link UA\SOFPLC WinACh... Counter reading 9763 High ~ S7OffNormalAlarmType  Active
v IBHLinkUA®ibhlinkua_sc ... IBH Link UA\SOFPLC WinAC\.. Counterreading462low  S7OffNormalAlarmType  Active
# DeviceHeakth 14 |BHLinkUA®ibhlinkua_sc ... 1BH Link UA\SoftPLC WinAC\.. Counter reading 9763 High  S7OffNormalAlarmType  Inactive
: BE‘!‘E:‘E’_‘“_E' W |BHLinkUA@ibhlinkua_sc ... 1BH Link UA\SoftPLC WinACh... Counter reading462 Low  STOffNormalAlarmType  Inactive
griceRevision v |BHLInkUA@ibhlinkua_sc .. 1BH Link UA\SOFtPLC WinAC\... Counter reading 9515 High  STOFfNormalAlsrmType  Inactive
123 GlobalVars 2 ’
@ HardwareRevision v 3513, 1 IBHLinkUA®@ibhlinkua_sc .. 1BH Link UA\SoftPLC WinAC\... Counter reading 210 Low S7OffNormalflarmType Inactive
& Manofactarer v 17:35:32.652 |BHLinkUA®ibhlinkua_sc .. |BH Link UA\SOftPLC WinAC\... Counter reading 9750 High  S7OffNormalAlarmType  Active
© Moddl v 17:35:52.683 |BHLinkUA®ibhlinkug_sc .. 1BH Link UA\SoftPLC WinAC\... Counter reading 460Low  S7OffNormalAlarmType  Active
& Porameterse: v 17:35:32.652 JBHLinkUA®ibhlinkua_sc ... IBH Link UA\SOHPLC WinACh.. Counter reading 9759 High  S7OffNormalAlarmType  Inactive
& Progrems v 17:35:52.683 [BHLinkUA@ibhlinkua_sc .. 1BH Link UA\SoftPLC WinAC\.. Counter reading460Low  S70ffNormalAlarmType  Inactive
@ RevisionCounter v 17:36:12.714 IBHLinkUA®ibhlinkua_sc ... IBH Link UA\SOFtPLC WinAC\.. Counter reading 9511 High  STOffNormalAlormType  Active
¢ ot oty |
@ SoftwareRevision =
& Tasks Name Value
P Server ~ Conditionid Nodeld
D Slets = e
pu amespacelndex
atiens IdentifierType  String
D Types identifier IBH Link UA.SoftPLC WinAC.Alarms.CounterEvaluationDB.LowLevel
5 Views Ackedstate/ld True
ActiveState "en”, “Active"
ActiveState/ld True
v Branchld MNodeld
Namesoacelndex 0
A C Time Severity  Server/Object SourceMame
"4 17:48:03.873 IBHLinkUA®ibhlinkua_sc / SoftPLC WinAC |BH Link UA\SoftPLC WinAC\CounterEvaluationDB
W 17:48:23.934 IBHLinkUA@ibhlinkua_sc / SoftPLC WinAC IBH Link U&\SoftPLC WinAC\CounterEvaluationDB

Message EventType Active
Counter reading 9660 High  570ffNormalAlarmType Active
Counter reading 577 Low STOffMermalAlarmType Active
6.5.2 CPU 416 Watchtable — Status
b 7R B[S
Address Display format  Monitorvalue | Modify value | # Comment

1 T 2 DEC+- [+] 124 Counter value
2 Yt 2.6 Bool [3 FALSE up counting
%M2.5 Eool (=] TRUE down counting

]
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7 IBH Link UA - connection of a CPU 1500

In the following example, a project is made of the connection of a
CPU1511-1 PN (6ES7 511-1AK00-0ABO) using the Ethernet bus.

Instead of the CPU1511-1 PN, any other S7 CPU 1500 with an
unused Ethernet port could be used.

7.1 Assign an IP address to the CPU 1500 online
The MAC address (MAC ADDL1) is printed on the housing above the
LAN port (example: 00-1B-1B-13-23-CB)

Connect the Ethernet Port with the network of the PC. The network
must have a server (router) that is set to DHCP.

No project needs to be available in the open TIA Portal.

Click on online access

Click on on-line access to display the list of possible on-line
interfaces.

JA Siemens

Project  Edit  Wiew Insert  Online  Options  Tools
Cf B saveproject | @ ¥ 2 T3 X ()2 (He
Project tree o 4

I Devices I
g TTick)
1 Displayhide intedaces
v [0 coM [R5232/PFI multi-master cable]

» [ Realtek FCle GbE Family Controller
¥ [0 Hypery virtual Ethermet Adapter

] 2 Semers————————

v [0 PLCSIM (PR

v iz Online access

gag

Froject Edit V¥iew Inset Online Options Tools

-
e et e s W e - x 9: @ Select the Ethernet controller
» DR ensonc R =8 via which the CPU 1500 is
» [ Telesericg | | Devices
b [ Card Readerl] | & '=|= | connected to the DHCP
network.

= i Online access
{ Displayhide interfaces

» [ cOM [R5232/PPI multimaster cable] m| If the shown PLC 1500 has not
= |1l Resltek PCle GbE Family Controller H
D the correct IP-Address, a new

f Display more inf _ .
» lmplerzononizs  CeeEem | address must be assigned.
v [ 57++1 [10.0.13.92]
v [l 57++2[10.0.13.93]
v [ ibhlinkua_sc[10.0.13.89)
v [ tri-red [10.0.15.4]
» __ﬂ Hyper Virtual Ethernet Adapter L.

_________________________________________________________________________________________________________________________|
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7.2 Project with TIA Portal V16

Creation of a project with the TIA Portal, with the TIA
connection of a CPU 1500 and the IBH Link UA via an V16
Ethernet connection, is shown. T4 Portal 16

7.3 Hardware structure (CPU1511-1 PN - IBH Link UA)

IP Address
10.0.13.90 -

Example: Counter level

The prepared example project CPU 1500 TIA16e is TIA
identical to the program Counter, as described in V16
chapter 1. The counter counts until MaxValue is TI& Partal W16
reached and counts down until the MinValue is reached. This
process is repeated continuously. The up count is controlled by the
variable Up and the counting down by the variable Down. The
variables Value (Default tag table) and CounterValue (data block
CounterData [DB2]) hold the counter reading.

The SIEMENS PLC programming systems TIA Portal V16 is used to
create the PLC program.

Variables of the Default tag table and of the data block
CounterData [DB2] are to be used by the OPC server IBH Link UA
as OPC tags.

Note:
The data blocks CounterData [DB2] must not have Optimized

ﬁ block access.

The IBH Link UA — OPC UA Server cannot access data blocks
[DB] variables in an optimized data block of an S7-1500 CPU.

IBH Link UA Training TTI Trans Tech International® 2021



Chapter 7 IBH Link UA - connection of a CPU 1500 Page 7-3

Data block CounterData [DB2]

CPU 1500 TIA 16e » PLC 1500 [CPU 1511-1 PN] » Program blocks » | CounterData [DB2]

SF 2 Wy e =077 Keepactualvalues (g Snapshot ™ % copy snapshots to startvalues g L =

CounterData

MName Data type  Offset Start value Comment
1 <l > Static
2 | = Cournting OMN Boal 0.0 talse On i Off switch 1
=T Countervalue Int 2.0 1] Counter value
4 q] = Minvalue Int 4.0 100 minimum Counter value
5 | w= Maxtialue Int 6.0 10000 maximurn Counter value

Default tag table

PLC 1500 [CPU 1511-1 PN] » PLC tags *» Default tag table [53] -l X

|@ Tags || E User constants ||>E System constants

T iEX LT =

[Default tag table |
Narne Data type Address Comrnent

1 €|II| CounterCh _|Eh:u:| Ym0 B start counting
2 <0 Max Bool Foh2.0 Maximum reached
3 | Min Bool Yehl2.1 Minimurn reached
4 < [sCoumnting Bool Foh2.2 Counting control O
5 | Dowh Bool %h2.5 down counting
& | Up Bool Yehl 2.6 Up counting
7 < Walue Int Sohlf] 2 Counter value

7.4 Configuration of the CPU 1500

Double-clicking on Device configuration ~ ~ [m pLc 1500 [cPU 15711-1 ]

opens the Device view window. [Y Device ganfiguration
P
Activate S7 communication GET and PUT (allow access via PUT /

GET by remote partner).

CPU 1500 TIA 16e » PLC 1500 [CPU 1511-1 PN]

|E Topology view ||5En Network view Il]'f Device view I

g¢ |[Fcisoo [cPunsn e o] b B _j_lj @ s H
&
&
v ~ Mote:
0 2 3 ! 5 6 7 . q
Railo The GET / PUT function is not

A automatically activated in the
program of a CPU1500.

ll_gPruperties_J ||"_i.‘.|nfu y"ﬂ Diagnostics
System constants ” Texts |

J[General ] ” 10 tags
» General
» PROFIMET interface [x1]
Startup
? E Permit access with PUT/GET communication from
Time of day remote parther
v Frotection & Security

Access level

Connection mechanisms

Connection mechanisms:

Security event ¥y mark)

P Systern power supply

TTI
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The required IP address has been specified in the opened
Properties / PLC 1500 [CPU 1511-1 PN] / Ethernet addresses
field. In the example, the IP address of the CPU is 192.168.1.18
(other CPUs can have a different address). The Ethernet connection
is direct without a router.

|§.Propert|es| | Info _J”J Diagnostics

J[General] || 10 tags || System constants || Texts |

- General ~
= Ethernet addr

Project information
Catalog information Interface networked with

Identification & Maintenance
|= FrOFINET interface [x1] 7] | Subnet: PNIIE
General Add new subnet
;
Operating mode

. (mark} _ _ IP add
Advanced options Set IP address in the project aerees

CPU1511-1 PN
web server access
IPaddress: J| 10 .0 .13 .90

Ethernet addresses:

Tirne-of-d hranizati
ime-of-day synchronization IP protocol

-

Startup
Cycle

Cornrmunication load

{set)
Subnetrnask: || 255 . 255 . 255 . 0

D Use router

Systerm and clock memory

» Systemn diagnaostics further settings are i ; :
b Web server default settings () IF address is set directly at the device

v Rizelau [l

Router sddress: | 0o .0 .o .0 |

7.4.1 Compile the PLC program PLC 1500 and load it into the CPU

The software and hardware are compiled with the commands from
the context menu.

CPU 1500 TIA 16e » PLC 1500 [CPU 1511-1 PN]

|E Topology view ||5Eh MNetwork view L“ Device view I
ﬂ%ﬁ-l PLC'ISDD[CPU'ISH'IPN]I o] e . HE @

[
oy
A
(o = right click) v v w

Change device

F%* Parameters
Rail_0
M ocut cerl+x

o Goto topology view
Eg'h G0 to network view

Cormpile Hardware and software {only changes)
Dowenload to device ] Hardware (only changes)

& Goonline Ctrl+k Hardware (rebuild all)

&Y Go offline Ctrl+ software {only changes)

Software (rebuild all)

Expart module labeling strips...
—-I’ P g=mp Sofeware (Feset memory reserse)

[d Properties Alt+Enter

Compiling the hardware and software with a warning

The user of the CPU 1511 has access to all functions (full access -
no protection - read access / write access). A password has not been
set. Since this is a sample PLC program, no hardware is required for
the inputs and outputs.

The warnings can be ignored.

________________________________________________________________________________________________________________________|
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CPU 1500 TlA 16e » PLC 1500 [CPU 1511-1 PN]

|; Topology view g Network view 'f Device view
‘g Properties |:i.‘.|nfu I ﬂ Diagnostics

| General || Cross-references L Cumpile_] |

@‘m@ | Show sll messages "l

[Compiling finished (errors: 6; wamings: 2) ]

1 Fath Description Goto ? Errors Warnings | Time
I = PLC1500 Fal a 2 1:45:15 PM
1 ~ Hardware configuration Fa [1} 2 1:45:15 P
1 ¥ S571500ET200MP statio.. Fal a 2 1:45:15 PM
1 ~ Rail_0 A ] 2 1:45:15 Fid
1 ¥ PLC1500 A [t} 2 1:45:15 FM
1 ¥ FLC1500 Fal a 1 1:45:15 Ph
! PLC 1500 does not contain a configured protection level A 1:45:15 P
! ¥ CPU display_1 Fal [1} 1 1:45:15 P
1 The 57-1500 CPU display does not contain any password protection M 1:45:15 P

[ ] * Program blocks A 0 i} 1:45:16 PM

o Mo black was compiled. All blaocks are up-to-date 1:45116 Phi

-_ @mpllmghmshed (errors: 0; warnings: 2)3 1:45:16 PM

Load hardware and software into the CPU

With the command Load in device / Hardware and software (only
changes) from the context menu, the software and the hardware
configuration can now be loaded into the device.

CPU 1500 TIA 16e

» PLC 1500 [CPU 1511-1 PN]

|E Topology view "h'g'h Network view I[|'|‘ Device view I

Rail_0

FLC 1500 [CPU 15111 Pu]| =] el B 3
at [l [ I I e

Change device
3 Pararneters

M ocur Crlex
I._-5“ Go to topology wiew
iy Go to netwark view
Compile J
D ad to
& Goonlin Ctrl+ K
;-,‘Q‘ Go offline Cerletd
_-I-b Export module labeling strips...
[d Properties Alt+Enter

H

Hardware configuration
Software (only changes)
Softevare (all)

The load command opens the dialog window to set the interface for
the device. Connection with interface / subnet PN/IE_1 must be

selected.

Extended download to device

Extended download to device

Flazh LED

Online status information:

%
Configured access nodes of "PLC 1500"
Device Device type slot Interface type  Address Subnet
PLC1500 CPUASTIIPN 1% PHIIE 10.013.50 PHAE_1
(open I select
Type ofthe PGIPC interface:  [f_pilE |
FGIFCinterface: ﬁ Realtek PCle GbE Family Controller | ©
Connection to interfacelsubnet: | PMIE_1 | @
15t gateway: | ‘v| @

Select target device:

Device Device type

Interface type

[ Show devices with the same addresses ||

Address Target device

PNIIE

Access address =

{confirm s
Startsearch

[ Display only errar messsges

TTI
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Extended download to device X
Configured access nodes of "PLC 1500"
Device Device type slot Interface type | Address Subnet
FLC 1500 CPU1511-1 FM 13X FHIE 10.0.13.90 PHAE_1
Type of the FGIPC interface: ’—LPN“E | e |
PGIFC interface: T Realtek PCle GRE Family Controller : @
Connection to interfacelsubnet: ‘ PRIE_1 |V| O
st gateway: ‘ |v| ©
Select target device: Show devices with the same addresses | =
Device Device type Interface type Address Target device
PLC_1500 CPU 15111 PR FN/IE 10.0.13.90 PLC_1500
= = FMIE Access address =
[ | Flash LED
Online status information: D Display anly error messages
0 Scan completed. 1 compatible devices of 1 accessible devices foun
9 Retrieving device information...
Scan and information retrieval completed.
‘gonfirm
Load 1 | Cancel |

The download process requires several confirmations of messages.

A preview of the download is displayed.

Load preview

I
X
9 Check before loading
Status |1 Target Meszage Action
M & - FLcisoo Ready for loading. Load 'FLC 1500° =
1 ¥ FProtection Frotection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized 5
acocess, e.g. by use of firewalls and network segmentation. For 5
mare information about industrial security, please wisit
H httpffvesne siermens.cornfindustrialse curity
o b Device configurati... Delete and replace system data in target Download to device =
o b Software Download software to device Consistent download
o » Additional inform...  There are differences between the settings for the project and the. M Overwrite all
o Text libraries Download all alarm texts and text list texts to device Consistent download
(<] m |
Finish Load ; | Cancel |

Finish loading

Load results

9 Status and actions after downloading to device

Status | ! Target Meszage Action
*5 & = FLci1s00 Downloading to device cormpleted without error. Load 'PLC 1500
H b Start modules Start modules after downloading to device. Mo action

Finish i | Load

Cancel |

IBH Link UA Training
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The up and down counting can be checked online data block
CounterData [DB2].

)

T »

= =¥ By Hf = keep actual values gg | Snapshot % E, Copy snapshots to startvalues g :_"’.

CounterData

Name Data type  Offset Startvalue  Monitor value | Comment
1 <0 v Static
2 @l u Counting Of | Boal 0.0 false TRUE On § Off switch 1
3o me Countervalue Int 2.0 a 033 Counter value
4 |40 = Minvalue Int 4.0 100 100 minimum Counter walue
5 4= Maxvalue Int 6.0 10000 10000 maximum Counter walue

7.5 Add IBH Link UA as an SIMATIC PC station

Double-clicking on Add new device opens the ~ 1 cPU15007TIA16e
device selection dialog box. W Addypew device

double-click

If an OPC server is added to the project, an SIMATIC PC station is
automatically added. The inserted OPC server must be version 8.2.
The device name was changed to IBH Link UA.

Add new device %

Device name:

Iﬂm
OPC Server UA | Device: OPC

hd p_[. PC systems SEnEr
» (D) FC general
» [Q Industrial PCs
Controllers » [ sIMATIC 57 Open Controller

» [ 5IMATIC 57 Embedded Controller
] p_D SINUMERIK operator components

o o
» r_E. SIMATIC Controlle.rhp.pllcatlon VErTm | SWVE2 >
b [ SIMATIC HMI application open | select

OPC server

Article no.: |OPC Server |

w [[3 User applications Description:
|-‘ OPC server for the DP, FDL, 57 (between different
(@ Application (select) subnets), 57 alarms, ISOITCP, SNMP, DP master
class 2, PROFINET IO, SIMATIC NET PC software
PC systerns 4% VB2

L.ID%I]
B

ﬁ )
[ Open device view oK 1 | Cancel

Insert communication module into the IBH Link UA

CPU 1500 TlA 16e » IBH Link UA [SIMATIC PC station]

o Topology view | gy Network view W Options
dt [tk 0n e re smree]] 2 1 (| 2 s 4 =
fome]
[ IE
[ Filter  Profile:

» [Q PC general
» [ SIMATIC Controller Application
b [ SIMATIC HMI application
» [[3 User applications
w 1 Communications modules
~ [1g} PROFINETIEthernet

» i CP 1604

SIMATIC PC station

» [ CP 1628

» [} PROFIBUS

TTI Trans Tech International® 2021 IBH Link UA Training
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Define communication module properties

Clicking Ethernet Port in the SIMATIC PC Station [IBH Link UA]
opens the properties of the EE general_1 [IE General] dialog box.
The Ethernet address of the IBH Link UA must be entered. The
Networking is also defined.

CPU 1500 TIA 16e » IBH Link UA [SIMATIC PC station]

|E Topology view "EE] Netwaork view |[|'|‘ Device view I

d¢ [[1BH Link ua [sIMATIC PC Statid = || 2] 12°

e =

w Advanced optiohs
Interface optiohs
- Port[¥1 F1]
General
Port interconnection

OFC configuration

\)?"
-«
\@2‘
SIMATIC PC staticn
=
2
L=t
in
(0]
o
o
Device overview
2| Module Index | Type Article no. Software or firmware version | Comment
QOFC Server UA il QPC server QOFC Server WE.2.0
|v Ethernet Part 2 IE general IE_CF va.2.0 |
¥ PROFIMET interface 21 PROFIMET interface
Fart_1 2¥1 F1 Fort
I.C j |§,Properties| |"_i.'.lnfo y"ﬂ Diagnostics
J[General ] || 10 tags || System constants || Texts |
< e PROFINET interface [X1]
Catalog information General
Identification & Maintenance
P PR OFINET interfa Mare: |FROFINET interface
General Camment: ~
Options o]
Ethernet addresses -
Options

Connection establishment monitoring

Tireout: |‘ID

Ethernet addresses

Interface networked with

|Subnet_- FrfE_T | -
Add new subnet |

ISO protocol
[] use 150 protocol
MAC address: [08 -00 -06 -01 -00 - 00

IP protocol
Iv] Use IP protacal (iNSeMim_ |p_address
{ mark) IPaddress: |10 .0 .15 . 3% IBH Link UA
Subnet rmask: | 255 . 255 . 255 . 0

D Use router

Router address: |0 .0 .0 .0

Communication module slot check
The IBH Link UA Ethernet Port (Control Level) must be in slot 2.

| I

l_l_gpropertiegj ||"_i.|.lnfo "ﬂDiagnostics |

J[Generai] || 10 tags || System constants

|| Texts |

b General
Catalog information
Identification & Maintenance
w PROFINET interface [x1]

General H
Options
Ethernet addresses 3

General

Marme: |EthernetPor‘t rename, |

Author: | TTi |

Comment: |
| Slot: |2 !

IBH Link UA Training
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Create S7 connection IBH Link UA OPC Server - CPU 1500
S7 connection OPC server - CPU 1500 created using drag & drop.

CPU 1500 TIA 16e » Devices & networks

57 connection

HMI connection
E-mail connection
FOL connection

150 connection
150-0n-TCP connection
PtF connection

TCF connection
UDP connection

PLC 1500

CPU1511-1 PN
Drag & Drop

=4

=

IBH Link UA P (o]
SIMATIC PC Stat... Server Lo
LT

ToNnE 71
PNJIE_1

The S7 connection from the OPC server to the PLC 1500 [CPU
1511-1 PN] is displayed.

CPU 1500 TIA 16e » Devices & networks

|E Tupulugy view uﬁgh Network view I Y Device view

% Network

PLC 1500 IBH Link UA cp OFC
CPU 1511-1 PN SIMATIC PC Stat... [ [Server
.

57_Connection_1

A click switches between the connection representations. The
created S7 connection is listed in the Network view window.

CPU 1500 TlA 16e » Devices & networks

= Topology view IﬁEﬁ Network view I Y Device view

C

J

T
‘ Network overview "[Connections] " IO communication

| ven

" TeleControl |

¥{ Local connection name | Lecal end peint Local ID (hex}

Fartner ID (hex} | Partner Connection type

@57_Connect!on_1 W IEH Link A [OFC Server]

S7_Connection 1|i| 100

=]l PLC 1500 [CPUT511-1 Pi] [+ | $7 cannection

57_Connection_1 [ FLc 500 cFU1S17-1 FN] 100

57_Connection_1 W IEH Link UA [OFC Server] 57 Cconnection

|§,Pruperties| | Info "ﬂDiagnustics |

JGeneraI " 10 tags ” System constants " Texts |
General
Local ID
Connection

Special connection properties

Address details

Mame: | 57_Connectian_1

Connection path
Local

QOFC

oPC
Server

°

Farther

End point: |IBH Link UA [OFC Server] | [PLC1500[CPU1511-1 FN] |
I Interface: | Echermet Port, FROFINET interdfacelx] [w] [ FLC 1500, FROFINET interface_1[x1]| |
L Interface type: | Ethernet ‘ |Ethernet |
i Subhet: |PMIE_] |® [FrrE_T =
address: (1001889 o | 1000390 PoAddress
IBH Link UA CPU 1514-1 PN

| Find connection path

TTI
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Select OPC symbols (tags) in the OPC configuration

Open the configuration on the OPC server / properties.

U 1500 TIA 16e *» IBH Link UA [SIMATIC PC station]

‘; Topology view "EE'h Network view I Device

& [[16H Link Ua [smATIC PC Stanid 4] ) 12 [ ®s

wi®

&
&
&
&
SIMATIC PC station o
@
P
2
=)
5
k=]
E :l H_Q,Properties |"_i.'.|nfo y” ﬁ Diagnostics
J |General | " 10 tags " System constants ” Texts |
¥ General OFC symhols
DF
DF master class 2 () None
FDL Al
* 57 =
. Configured
OPC alarms ! T [ Configuring?. ]
OFPC prograrm alarms ma.. D Field elements visible duting runtime

The Configure button opens the Symbol configuration dialog box, in
which the operands defined in the default tag table (PLC 1500
[CPU1511-1 PN) can be selected as OPC tags.

The read / write, etc. access rights can be assigned to the individual
operands (OPC tags).

Select global variables as OPC tags
In addition to the global variables, the data from data blocks can be
defined as OPC tags.

Symbol configuration B3
Symbol selector
+ ) CPU1500TIA6e Name Datatype  Address Connection EULlo |EUHi
~@rLc1soo %M1 $7_Connection_1| Readwrite | 0 0
955 Mex Eool %M2.0 $7_Connection_1| Readwrite | 0 0
~ [T Program blocks Min Eool %M2.1 57_Connection_1| Readwrite | 0 0
W courterData IsCounting  Bool %M2.2 57_Connection_1| keadwrite | 0 i
Down Eool %M25 57_Connection_1| keadwrits | 0 i
up Eool %M26 57_Connection_1| keadwrite | 0 i
walue Int i1 2 §7_Connection_1 \Rkeadwritsf 0 i
Elements with active branch -‘.Vis\bla Access right:
Symbols: Symbol configuration
Symbol selector
~ ) CPU1S00TIA16e Hame Datatype  Address Visible | Connection Access EULo EUHi
CSV Impory ~EPLc1500 lock DB %DB2 True 57_Connection_1 ReadWrite 0 i
Impart f CHPLcrags
Aecess path
cPU1sonTA|  Elements with active branch visible  Access right: \Readwrit=. |7

Symbols: [} Connection: 37_Connection_1 |+

Symbol configuration

CSV Import/ Export Symbol selector

~ 7] CPU 1500 TIA 16 Hame Data type | Address Visible | Connection Access EULo | EUHi

~ @ FLc1s00 Bool %DBE2DEXO0  True 37_Connection_1 ReadWirite 0 o
Access path D PLctags Countervalue  Int %DE2ZDBW2  True 37_Connection_1 Readirite 0 i}
[cPU 1500 TIA 1 62,571 S0DET200MF | ~ [ Frogram blacks Minvalue Int %DE2DBWA  True 37_Connection_1 Readirite 0 i}
i CounterData] Maxvalue Int %DE2 DEWE True 57_Connhection_1 Readiitite a a
Elements with active branch Visihle Access right: Resdirice  [+]
Symbals: 5 Connection: |57_Connection_1 [+
Lowy limit: High limit:
CSV Import/ Export
[0.00000000000 | [o.00000000000 |

‘ Import file | | Exportfile |

Access path
‘ CPU1500 TIA 162,571 SO00ET200MF station_1.FLC 1500.CounterData

oK Cancel
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Compile the configuration of the OPC server

CPU 1500 TIA 16e » IBH Link UA [SIMATIC PC station]

Page 7-11

|E Topology view @ Network view Il]'f Device view I

it |[1BH Link UA [SIMATIC PC Statid > |ﬁ| i

=

ol
&
&
&
change device
SIMATIC PC station H cur Curlex

52| Capy CrrleC
Unpack addresses
Compile »
Dawnload to device »

& Gaonline Crrle K

[ Export rnodule labeling strips

[d Properties Alt+Enter

Hardware {anly change
Hardwate (rebuild all)
Software (anly changes)
Software (rebuild all)

Software (reset memary resenve)

Load configuration of the OPC server into IBH Link UA

CPU 1500 TIA 16e » IBH Link UA [SIMATIC PC station]

‘; Topology view "EED Network view Il]f Device view I

i | [1H Link Ua [siATIC PC statid = I,:J i __j [ ®s

&
\qo
&
&
N
@
Change device
SIMATIC PC station x, cut Crrlex
2= Copy Crrlec
Unpack eddresses
Compile »

H

Hardware and software {only changes)

Software (anly changes)

ion

& 6o online crrlefe H:

& Gooffline =]

[T Export modulz labeling strips Software (al)
[ Properties Alt+Enter

The settings must be made in the dialog box according to the screen

Configured access nodes of "IBH Link UA"
Device Device type Slot Interface type  Address Subnet
Etheret Fort IE general 2x1 FR/IE 1001589 PRIIE_1
{open select
Type ofthe PaPCintertace:  [RLFNIE |
PaIPCinterface: [l Realtek FCle GBE Family Controller | ©
Connection to interface/subnet: | PMIE_1 | @
1=t gateway: | |V| @

Selecttarger device: | Show devices with the same addrassa;rvl

Device Address Target device

Device type Interface type
= Access address =

= FNIIE

Flazh LED

Start search

Online status information: D Display only error messages

Extended download to de

Configured access nodes of "IBH Link UA"

Device

The interface
search was
successful.

Online status information:

€ 5can completed. 1 compatible devices of 1 accessible devices found
=¥ Retrieving device information...

Scan and information retrieval completed

Device type Slot Interface type | Address Subnet
Ethernet Fort IE general 2x1 FNIE 1001389 FRAE_1
Type of the PGIFC interface:  [{L_FIE [~
PGIPC interface: Rl Realtek PCle GBE Family Controller -] ®
Connection to inteffacefsubnet: | FHIE_1 [+] ©
st gateway: | ‘V‘ @
Selecttarget device: [ 5how devices with the same addresses [+]
Device Device type Interface type Address Target device
Accessible device = FRIfIE 10.0.13.69 =
= = FRfIE Access address =
D Flash LED

Start search

D Display only error messages
[~]
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Load preview %
9 Check before loading
Status 1 Target Ilessage Action
+ & > EHLnkua Ready for loading Load ‘Stationimanager
1 ¥ Frotection Frotection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.0. by use of firewalls and netwaork segrnentation. For
more information about industrial security, please visit
! http ey siemens.cormiindustrials e curity
o ¥ Device configuration  Delete and replace systern data in target Download to device
Delete and replace existing device configuration for
o "Stationrnanager” in the target systerm?

(click }
Finish Load Cancel

7.5.1 IBH Link UA browser window Siemens slots

The CPU with the OPC tags is displayed in the Siemens Slots
browser window.

- B IBH Link LA - Siemens slats X [

< C @ |© & 10013897 =/fopcslots

R

n @ ® O =

Logout| Update password ‘ single-cora

Siemens slots

¥slokb 1

¥571500/ET200MP station_1
YPLC 1500

DeviceManual

SoftwareRevision
¥ Programs
SupportedTypes

¥ CounterData

Siemens slots

Counting OMN

Countervalue
Mirtalue

Maxiialue
»Tasks
DeviceHealth

¥ ParameterSet
¥ Globalvars
CounterQN
Max
""""""""""""" Min

I=Courting

Dovwn
,,,,,,,,,,,,,,,,,,,,,,,, Up

Walue

»slot 2
Delete slot | Delets all | Load OPC Editor Project| | Save OPC Editor Praject |
Insert SofPLC | | Insert SINUMERIK | | Change SINUMERIK | | Delete SINUMERIK |

llBHsoftec IBH Link UA

embedded OPC UA server f client
wnny ibhsoftec. com  Contact  Wiki

=#0PC UA

7.5.2 Browser window diagnhostics

The configured connection to the PLC control and its status (error-
free / faulty) is displayed.
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Controller diagnostics

<« C @ © & 10013897 = diaglistview - O @D ® o =

Logout | Update password single-core

Controller diagnostics Client diagnostics Network diagnostics System Log

@ 1-1 S7_Connection_1 10.0.13.90:102 8.11.2020 13:31:32 PLC 0 Connection established (6ES7 911-14K00-D4B0 )
------------------------ Clear diagnose |

) L
BN e

7.6 UaExpert - program window

In the UaExpert program window, the OPC tags of the PLC 1500 are
displayed. The handling of the UaExpert program is described in part
1 of the manual.

7.6.1 Display of the OPC tags in the UaExpert

PLC 1500 IBH Link UA
$7 connection
(Ethernet) $7 connection OPC Server
TIA project (Ethernet)
(OPC Tags)
UaExpert

IBH Link UA@ibhlinkua_sc

..

UaExpert - program window at PLC 1500

" Unified Autemation UaEx pert - The OPC Unified Architecture Client - NewProject™

File View Sever Document Settings Help

D DB #=0 X2 0 X

Project B X| Data Access View [x]
~ [3 Project # Server MNode Id Display Name [ Value | Datatype Source Timestamp Server Timestamp Statuscode
EMVErs inl ibh... . Counter oolean 3 00
vBs 1 [BHLinkUA®ibh. 71500/... CounterON Bool 165318176 Good
s : u
@ lerLinkUAgibhinkuese || BHHAGER 71500/ caunting Boslean lenaiem  Gesd
¥ [0 Documents 1 |BHLinkUA@ibh.. ql571500/.. Max Boolean 22553 16:53:23.189 Good
[3 Data Access View 5 IBHLinkUA®@ibh... q|S71500/... Min Boolean 16:53:24.787 16:53:25.689 Good
inkUAGibh.. 3 " Us colean 5157, 5157, =
6 IBHLinkUA®ibh. 71500/... U, Bocl 16:54:57.239 16:54:57.430 Good
Address Space a8 x |7 IBHLinkUA®ibh... q|S71500/... Value Int16 16:55:01.491 16:55:01.741 Good
8 IBHLinkUA®@ibh... String|S71500/... CounterValus Int16 16:55:01.481 16:55:01.741 Good
3 |No Highlight: |9 IBHLinkUA®ibh.. String|S71500/... Counting ON Boolean 16:53:56.273 16:53:56.955 Good
© Root 10 IBHLinkUA®@ibh... String|S71500/... MaxValue Int16 16:53:57.427 16:53:58.206 Good
1 IBHLinkUA@ibh... NS4|String|571300/... MinValue Int16 16:53:38.882 16:33:59.707 Good
~ ) Objects continuously
& Client updated
& DeviceSet Drag & Drop
& mMaTT
& Modbus r— -.ﬁ
v 3 PLCs H
T — Display Name Value Datatype
@ DeviceHealth
& DevieeManuzl CounterON true Boolean
@ DeviceRevision
- Down falze Boolean
IsCounting true Boolean
@ IsCounting Max falze Boolean
@ :
bl Min false Boolean
@ up Up true Boolean

Yalue 4764 Int16
CounterValue 8765 Int16
Counting QN true Boolean
MaxValue 10000 Int16
MinValue 2| Int1b

double-click to
change value
= J

7 HardwareRevision
@ Manufacturer

@ Model

% ParameterSet
v & Programs

@ CounterValue

@ Counting ON

@ MaxValue

@ MinValue

) SupportedTypes
% RevisionCounter k_
@ SerialNumber
@ SoftwareRevision
& Tasks

& server
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The operands defined in the Default tag table that were defined as
OPC tags are listed under GlobalVvars. The data of the CounterData
[DB2] are listed under Programs.

r—DaE Access View A
- Server Mode Id
1 IEHLinkUA@ibhlinkua_sc P& String|571500/ET200MP station_1.PLC 1500.CounterOM
2 |BHLinkUA@ibhlinkua_sc M54 String|571500/ET200MP station_1.PLC 1500.Down
3 IBHLinkUA@ibhlinkua_sc M54 String|571500/ET200MP station_1.PLC 1500.1sCounting
4 |BHLinkUA@ibhlinkua_sc M54 String|S71500/ET200MP station_1.PLC 1500.Max
5  IBHLinkUA®@ibhlinkua_sc M54 String|571300/ET200MP station_1.PLC 1500.Min
&  IBHLinkUA@ibhlinkua_sc ME4|5tring| 571 300/ET200MP station_1.PLC 1500.Up
7 IBHLinkUA@ibhlinkua_sc MEA|5tring|571300/ET200MP station_1.PLC 15300.Value
&  IBHLinkUA@ibhlinkua_sc IS4 String|571500/ET200MP station_1.PLC 1500.CounterData. CounterValue
9  IBHLinkU&A@ibhlinkua_sc IS String|571300/ET200MP station_1.PLC 1500.CounterData. Counting OM
10 IBHLinkUA@ibhlinkua_sc M54 String|571300/ET200MP station_1.PLC 1500.CounterData.MaxValue
\_ 11 IBHLinkUA@ibhlinkua_sc M| String|571300/ET200MP station_1.PLC 1300.CounterData.MinValue Yy
Display Mame Value Datatype Source Timestamp  Server Timestarnp Statusr:u:uc:h;'q
CounterQOM true Boolean 16:53:17.620 165318176 Good
Down false Boolean 17:15%20.973 1715:21.224 Good
l=Counting true Boolean 16:53:20.954 16:53:21.688 Good
Ml falze Boolean 16:59:22.402 16:5%:22.650 Good
Min falze Boolean 16:53:24.787 12:53:25.089 Good
Up true Boolean 171520973 17:15:21.224 Good
Yalue 4493 Int16 17:15:26.480 17:15:26.730 Good
CounterValue 4499 Int16 17:15:26.430 17:15%26.730 Good
Counting QN true Boolean 16:53:56.273 16:53:56.955 Good
MaxValue 10000 Int1G 16:53:57.427 16:53:58.200 Good
k_Min‘u‘aIue 100 Int16 16:53:58.882 16:53:59.707 Good )

__________________________________________________________________________________________________________________________|
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8 IBH Link UA —Connection of a CPU 1200

In the following example, a project is made of the connection of a
CPU1211C DC/DC/DC (6ES7 211-1AE40-0XBO0) using the Ethernet

bus.

Instead of the CPU1211C, any other S7 CPU 1200 with an unused
Ethernet port could be used.

8.1 Assign an IP address to the CPU 1200 online

The MAC address (MAC ADDL1) is printed on the housing above the
LAN port (example: AC:64:17:1D:49:ED)

Connect the Ethernet Port with the network of the PC. The network
must have a server (router) that is set to DHCP.

No project needs to be available in the open TIA Portal.

Click on online access

Click on on-line access to display the list of possible on-line

Project Edit  Wiew Insert  ©Online  Options  Tools
2f Y sevepojec: & X 3 D9 X D (M
_.I Devices |

o c i ClICK )
> g Online access

---------- 1 Displayhide interfaces

] Eﬂ PCinternal [Local]

» [ PLCSIM [FRAE]

» [ usk [57UsE]

» [0 IBHMet [P

» [ IBHSoftPLS [MPI]

] :ﬂ TeleService [Automatic protoco
] r:w Card ReaderfUSB memory

TTI Trans Tech International® 2021

» [ com [Rs232/FFl multi-master cable] 3
] :ﬂ Realtek PCle GBE Family Controller =]

] :ﬂ Hypers virtual EthernetAdapte . .
e car vew men onne oons e VIt @ double-click on

7% [ B save project

l Devices I

Select the Ethernet controller via which
the CPU 1200 is connected to the DHCP
network.

= X2 x 9:¢

Update accessible devices,

"
£

e

= [1g Online access

1 Displayhide interfaces

==| the TIA Portal software
searches the selected

» Cpoompezazrr mumescercsblel | N@TWOIrK for participants_

= ]| Realtek PCle GbE Family Controller s e =]

f7 Update sceessible devices

elicky

ALty e, If the PLC 1200 has not the
%/ orline & disgnastics
IS P o correct IP-address or only
» L% Technalogy objects
R the MAC address is shown
» [l 57++1[10.0.13.92]
8 ::?Ii[mmlaeal ] a new IP-address must be
» @ ibhlinkus_sc[10.0.13.89
) Chremarlio m| assigned.
» (1) PLCSIM [PHAE] .
» [f use [57UsE] 5]

IBH Link UA Training
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Assigning a new IP-address must

Double-click Online & diagnostics to « [ ple_1200 [10.0.13.91]
open the on-line access window. Mark % online,& diagnostics
i '_}Iﬂuhbnli{:k
Assign IP address.
...Family Controller » plc1200 [10.0.13.91] » PLC 1200 [10.0.13.91] [10.0.13.91] - X
Options
- Di ti [l
|a§en:;:s Assign P address -
v ‘ CPU operator panel
Diagnostic status MACaddress:  AC -64 -17 -1D -49 -ED
Diagnostics buffer FLC_1200[192.168.1.16] [CFU 1211CDODCDC]
Qyole time IPaddress:f 10 .0 .13 .91 T_iio correct RUN | STOF RLIN
Memory Subnet mask: | 255 . 255 . 255 . 0 TR S g CIicK)
» PROFIMET interface [x1]
[ use router
* Functions MAINT
S T Router address: 0 0 0 a
.._‘_-ln IF address Confirm T
Cciim: be on $TOP
} Firrnware update

8.2 Project with TIA Portal V16

Creation of a project with the TIA Portal, with the TIA
connection of a CPU 1200 and the IBH Link UA via an
Ethernet connection, is shown.

V16

T2 Portal Wi

8.3 Hardware structure (CPU1211C - IBH Link UA)

IBH Link UA

IP Address
10.0.13.91

Ethernet-Bus

IP Address
10.0.13.89

4

Example: Counter level

The prepared example project CPU 1200 TIA16e is TIA
identical to the program Counter, as described in V16
chapter 1. The counter counts until MaxValue is T4 Portal 416
reached and counts down until the MinValue is reached. This
process is repeated continuously.

IBH Link UA Training TTI Trans Tech International® 2021



Chapter 8

IBH Link UA — Connection of a CPU 1200 Page 8-3

The up count is controlled by the variable Up and the counting down
by the variable Down. The variables Value (Default tag table) and
CounterValue (data block CounterData [DB2]) hold the counter

reading.

The SIEMENS PLC programming systems TIA Portal V16 is used to

create the PLC program.

Variables of the Default tag table and of the data block
CounterData [DB2] are to be used by the OPC server IBH Link UA

as OPC tags.

Note:

Data block CounterData [DB2]

The data block DB2 must not have been created as an optimized
Data Block [DB].

The OPC server cannot access DB variables in an optimized DB of
an S7-1200 CPU.

CPU 1200 TIA 16e » PLC 1200 [CPU 1211C DG/DGDC] » Program blocks » | CounterData [DB2] — W & X

Default tag table

=F 2F W, W EE T keepactuslvalues g
Narne Data type | Offset

1 |40 = Static

2 4= Counting QM Biool 0.0

3 |« = Countervalue Int 2.0

4 |4 = Mint'alue Int 4.0

5 | = Maxvalue Int 6.0

Snapshot ﬂr :‘a,

Start value

falze
u]

100
10000

Copy snapshots to startwvalues g 4 _:"'.

Comment

On J Off switch 1
Countervalue
minirmurm Counter value

maximum Counter walue

... 1200 [CPU 1211C DZADGDC] » PLC tags » Default tag table [37] — X

|<m Tags | || = User constants ”aE‘ System constants

"TIEXIET

|Default tag table |

Marme Data type

1 ﬂ| Counterdh _|Ei|:u:||
2 < (EYS Bool
3 < hir Bool
4 < IsCounting Boal
5 <] Down Bool
& < Up Bool
7 < Yalue Int
a < RetBit Bool

Address
M0, 1
b2 0
Wobd2.1
Yol 2
YWk 5
bl 6
Wbl 2
S 1

=

Comment

E start counting
Maximum reached
Minirmurm reached
Counting contral OM
dovwn counting
up counting
Counterwvalue
Return Bit

TTI Trans Tech International® 2021
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8.4 Configuration of the CPU 1200

Double-clicking on Device ~ [ PLC 1200 [CPU 12711C DODGDC]
configuration opens the Device _Y Deviceconfiguration

view window.

Activate S7 communication GET and PUT (allow access via PUT /
GET by remote partner).

CPU 1200 TlA 16e » PLC 1200 [CPU 1211C DZDGDC]

|5'? Topology view ||5Eh Network view |[|'|‘ Device viewl

g llrecizoncrunanig | [+] B H I @ H

D
o
wV

&P W Gouble-ciick

Note:
Reck0 o The GET / PUT function is not
automatically activated in the
program of ja CPU1200.

|§,Properties| ||"_i.'.lnfo y"ﬂDiagnostics |

J[General] || 10 tags || System constants || Texts |

» General
¥ PROFINET interface [x1]
b DIGDG S

Connection mechanisms

— Permit access with PUTIGET comrunication from
¢ remote partner
(mark}

g mark;)

Time of day

Protection & Securi

Access level

Connection rechanisms

Certificate manager

The required IP address has been specified in the opened
Properties / PLC 1200 [CPU 1211C DC/DC/DC] / Ethernet
addresses field. In the example, the IP address of the CPU is
10.0.13.91 (other CPUs can have a different address). The Ethernet
connection is direct without a router.

| Q.Propertiesl |"_i.'.lnfo i)

J[General] " 10 tags || System constants " Texts |

ﬂ Diagnostics

w General ~
= Ethernet addresses

Project information

Catalog information Interface networked with
Identification & Maintenance
|[= PROFINET interface [x1] "] | Subnet: |PNAE_T |
GenerE i ;Add niews subnet |
(click ¥

Ethernet addresses

Titne synchronization
y. IP protocol
Operating mode

» Advanced options S P e fin i ialfas IP-Address
Web server access CPU 1211C
b DIGIDG 4 -l IPaddress: || 10 0 13 I
P A2 ‘ Subnet mask: || 255 . 255 . 255 . 0
} High speed counters (HSC) b D Use router
» Fulse generators (FTO/PWM) : houter address: | 5 . 5 5 |
Startup further settings are ) - ; —
oyole default settings O IP address is set directly at the device

IBH Link UA Training TTI Trans Tech International® 2021
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8.5 Add IBH Link UA as an SIMATIC PC station

Double-clicking on Add new device opens ¥ ] CPU1200TIA 16e
the device selection dialog box. e I Adpew device

double-click

If an OPC server is added to the project, an SIMATIC PC station is
automatically added. The inserted OPC server must be version 8.2.
The device name was changed to IBH Link UA.

Add new device X

Device name:

. reEname,
IBH Link U <€ ] L TR

~ [l PC systerns el
v (D PC general
» (2 Industrial FCs
Controllers ¢ [ SIMATIC 57 Open Controller OFC server

» (il 5IMATIC 57 Embedded Controller
b (53 SINUMERIK operator components Article no.: | |OPCServer |

r- L
b Ll SIMATIC Controller Application Version: | SWVEZ =
b [ SIMATIC HMI application T

~ [ User applications Description:
n_] OPC server for the DP. FDL, 57 (between different
(D Application X select ) subnets), 57 alarms, ISOITCP, SMMP, DP master
- class 2, PROFINET IO, SIMATIC NET PC software
PC systems 4% V832 .

i

ﬁ )
[« Open device view oK 1 | Cancel J

Insert communication module into the IBH Link UA

CPU 1200 TlA 16e » IBH Link UA [SIMATIC PC station]

n‘ﬂ'n Network view  [[[If Device view Options

IBH Link UA [SIMATIC PC Statidw || 12 - 12 : CR = =
+[Catalog |
| o
E Filter Profile:

r r\__ﬂ PC general
v (il SIMATIC Controller Application
b (3 SIMATIC HMI & pplication
v (3 User applications
i * g Communications modules
l ~ (1 PROFINETIEthernet J

v g CP 1604

o
2
Lk}
wi
L)
o
o
=} E general

» iz FROFIBUS

SIMATIC PC staticn

Define communication module properties
Clicking Ethernet Port in the SIMATIC PC Station [IBH Link UA]
opens the properties of the Ethernet Port [IE General] dialog box.
The Ethernet address of the IBH Link UA must be entered. The

Networking is also defined.

TTI Trans Tech International® 2021 IBH Link UA Training



Page 8-6 IBH Link UA — Connection of a CPU 1200 Chapter 8

CPU 1200 TIA 16e » IBH Link UA [SIMATIC PC station]

|; Topology view ||5Eh Network view ||]'|‘ Device view I

f - HAHE z =
i* |T|=BH LlnkUA[SIMATICPCStatldﬁI 0 1[H |2 =
\}?‘-
*
o
N
&
SIMATIC PC station
T
2
a
i
o
o
[=)
JD)evice overview | |
i | Module Index | Type Article no. software or firmware version | Comment
CFC Server LA 1 CFC server CFC Serser V.20
[ Ethernetror 2 IE general IE_CP va.2.0 |
¥ PROFIMET interface 21 FROFIMET interface
Port_1 2¥1P1 Port
|C :] |gPruperties I |"_i'.|nfu y"ﬂ Diagnostics
J[General ] " 10 tags || System constants || Texts |
7 EEEE PROFINET interface [X1]
Catalog information General

Identification & Maintenance
FIMET interf

MName: | PROFINET interface

General

Comment: ~
Options =
Ethernet addresses .
* Advanced optiohs Upsifiains
Interface options Connection establishment monitoring
¥ Fort [X1F1] Timeout: |10 [+]
:::?r::_rconnection Ethemet addresses
OFC configuration Interface networked with

|Subnet_' [Prine_1 | -

| Add new subnet |

1SO protocol
[] Use 150 pratacal
MAC address: [D8 -00 -06 -01 -00 -non]

IP protocol

¥ Use IF protocol (inserfim_ o pddress
{mark) IF address: | mo.a .18 .89 | IBH Link UA

Subnetmask: | 255 . 255 . 255 .0 |

T T amm

D Use router

Router address: | [ O I I |

Communication module slot check
The IBH Link UA Ethernet Port (Control Level) must be in slot 2.

: I_d,PrupertiesI |"_i.'.lnfu ||ﬂ Diagnostics |
10 tags System constants Texts

General
Catallo.g m.formatm.n Mame: |Ethernet Forg \ENAME, |
Identification & Maintenance
» PROFINET interface [X1] Authar: | TT |
General Camment! ‘ ‘
Options

Ethernet addresses

T = T a7

| Slot: |2 I |
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Create S7 connection IBH Link UA OPC Server - CPU 1200
S7 connection OPC server - CPU 1200 created using drag & drop.

CPU 1200 TIA 16e » Devices & networks

[IY Device view

: =

57 cohnection

HMI connection
E-mail connection
FOL connection

IS0 connection
150-0n-TCP connection
PtF connection

TCF connection
UDP connection

PLC 1200 IBH Link UA cp OPC
CPU1211C Drag & Drop SIMATIC PC Stat... IE SENHﬁ
[

T

TPMAE 1|
PN/IE_1

The S7 connection from the OPC server to the PLC 1200 [CPU
1211C DC/DC/DC] is displayed.

CPU 1200 TIA 16e » Devices & networks

|E Topology view ILEET' Network view I Y Device view
W WmEEE Qr

i

b—f MNetwark Connections |S? connection

PLC 1200 IBH Link UA ap OPC
CPU1211C SIMATIC PC Stat... IE Server

57_Connection_1

—

A click switches between the connection representations. The
created S7 connection is listed in the Network view window.

CPU 1200 TIA 16e » Devices & networks

= Topology view Ig&h Network view I IIY Device view

| Network overview | Connections | || /O communication || VPN ” TeleControl |
w Local connection name | Local end point Local ID (hex) Fartner ID (hex) Partner Connection type
mark), 57_Connection_1 [. FLC1200 [CRU1211CDODGDC] 100 57_Connection_1 W |EH Link UA [OFC Server] 57 connection
57_connection_1 IBH Link UA [OFC Server] 57_Connection_1 /& 100 PLC 1200 [CFU 1211¢DADEDC] [+ 57 connection

I & Properties I | Info ”ﬂ Diagnostics ‘

[ General ] ” 10 tags || System constants ” Texts
v M ~
=T General E
Special connection properties Connection -
Address details
QFC Marme: ES?_Cﬂnnemnnj I

Connection path

Local Fartner

OPC
Sener

|PLC 1200 [cPU 1211 ¢ DODADC] |

End point: | IBH Link UA [OFC Server]

Irterface: | Ethernet Fors FROFINET interface[x1]  [=] | FLC 1200, FROFINET interface_1[x1 ¢ Pu( =]
Interface type: | Ethernet | | Ethernet |
Subnet: |PNAE_1 | ® [FrnE_1 |
Address: [10.0.13.89 T [ [omasar o aress
IBH Link UA CPU 1211C

| Find connection path |

==l

TTI

Trans Tech International® 2021 IBH Link UA Training



Page 8-8 IBH Link UA — Connection of a CPU 1200 Chapter 8

Select OPC symbols (tags) in the OPC configuration

Open the configuration on the OPC server / properties.

CPU 1200 TlA 16e » IBH Link UA [SIMATIC PC station]

& Topology view gy Network view I!if Device view I
d# [T1B Link UA [SIMATIC FC Stauid §] i) 18 (@

bl

SIMATIC PC station

OPC server

|"i.'.|nfu y||ﬂ Diagnostics

C V[ Lrroperties |

J[Generall || 10 tags || System constants || Texts |

P Genersl 0OPC symhals
DF
DF master class 2 () Mone

A

q Configured
matk) | Configuring?. ]

D Field elerments visible during runtirme

OFC program alarms ma...

. s |

The Configure button opens the Symbol configuration dialog box, in
which the operands defined in the default tag table (PLC 1200
[CPU1211C) can be selected as OPC tags.

The read / write, etc. access rights can be assigned to the individual
operands (OPC tags).

Select global variables as OPC tags
In addition to the global variables, the data from data blocks can be
defined as OPC tags.

Symbol configuration %
Symbol selector
- 3 CRU 1200 TIA 168 Data type |Address Connection ‘Access EU Lo |EU Hi
- :i FLC 1200 i Bool M0, S7_Connection_1 | Readwrite | 0 1]
F‘L tag (NEYS mark all Eool 2.0 57_Connection_1 | Readrite | O o
v:jFrogram blocks Min Bool M2, S7_Connection_1 | Readwrite | 0 1]
i CounterData IsCounting Eool Hhi2 2 57_Connection_1 | ReadWrite | 0 1]
Down Eool 2.5 57_Connection_1 | Readwrite | 0O o
up Boal Wehl2. 6 57_Connection_1 | Readwrite | 0 1]
Walue Int Fahdind] 2 57_Connection_1 | ReadWrite | O o
RetBit Boal Whi2. 3 57_Connection_1 i] 1]
Read
irite
Elements with active branch Visible  Access right: eadivrite
Symbols: 8 Connection: 57_Connection_1 n
Lo limit: High limit:
0.00000000000 | [0.00000000000 |
CSV Import f Export
| Import file | | Expart file |
Access path
|CPU 1200 TI4 16e.57-1200 station_1.PLC 1200 |
| OK | | Cancel |

I ————————
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Symbol configuration %
Symbol selector
- j CPU1200TIA 162 MName Data type | Address Connection EU Lo |EU Hi
- 3 PLC 1200 Black_DE  %DB2 57_Connection_1 e| O 1}
:D FLCtags
- :D Prograrn blocks
i CounterData
Elements with active branch isible Access right:
Symbals: g Connection: 57_Connection_1 ﬂ
Symbol configuration [X
CSV Import/ Export Symbol selector
| .
hd j CFUTZ00TIA 1 Ee Mame Data type | Address Connection Access EU Lo |EU Hi
- 3 PLC 1200 Bool %DE2.DEX0.0 S$7_Connection_1 | Readwrite | 0 o
Access path
. :D PLC tags Countervalue  Int T a”%DBQ DEW2 57_Connection_1 | Readwrite | 0 1]
|CPU 1200714 16e.57-1200 stati - :D Prograrn blocks Minv'alue %D B2 DEWS 57_Connection_1 | Readwwrite | 0 1]
[*Fcounterparal Iz alue Int %DB2.DEWE 57_Connection_1 YReadwrite J 0 1]
Elements with active branch visible ~ Access right: Readwrite
Symbols: 4 Connection: |57_cannection_1 | = |
Lowe limit: High lirit:
0.00000000000 | [o:vooooooooog |

CSV Import f Export
| Irmpaort file ‘ |

Export file |

Access path

|CF’U 1200 TIA 16e.57-1200 station_1.FLC 1200.CounterData

(confirm),

Compile the configuration of the OPC server

i @H Link U [SIMATIC PC Statid 'B

&
&
&
&
Change device
SIMATIC BC station ¥ cur
25| Copy

Ctrl+3
Ctrl+C

Unpack addresses

Download to device

=

Hardware (only changes)

Hardware {rebuild all}

Software {only changes)
Software (rebuild all)

Sofoware (reset mernory resenve)

& Goonline Crl+k
- L‘q — Dﬁline Ctr|+M

=¥ Export module labeling strips

g Froperties Alt+Enter

Load configuration of the OPC server into IBH Link UA

CPU 1200 TIA 16e » IBH Link UA [SIMATIC PC station]

|5':J Topology view \|EE,J Network view Il]'f Device view I

P g EH Link, U [SIMATIC PC Statid vD

<
&
&
&
Change device
SIMATIC PC station ¥ our Ctrle
5| Copy Crrl+C
Unpack addresses
Carnpile »
o a
& Goornline Ctrl+K.
- L‘q = Oﬂline Ctr|+M
=P Export module labeling strips
g Froperties Alt+Enter

H

Hardware and sofware (only changes)

Software fonly changes)
Software (all)

TTI

Trans Tech International® 2021

IBH Link UA Training



Page 8-10 IBH Link UA — Connection of a CPU 1200 Chapter 8

The settings must be made in the dialog box according to the screen

Extended download to device X

Configured access nodes of "IBH Link UA"

Device Device type Slot Interface type | Address Subnet
Ethernet Port IE general 2x1 FMAE 10.0.13.89 FMAE_1
]
open [ select
Type of the PGIPC inteface: ﬁ_PNl'IE
FGIFC interface: ﬁ Realtek PCle GBE Family Controller ©
Connection to intefacelsubnet: | FRAE_T @
15T gateway: | |'| ©
Select target device: Show devices with the same addresses [ |
Device Device type Interface type Address Target device
— — FMIIE Aocess address —

Flash LED
(click )
Online status infermation: D Dizplay only error messages

Load | | Lancel
Extended download to device X
Configured access nodes of "IEH Link LA"
Device Device ype slot Interface type | Address Subnet
Ethernet Port IE general 231 FRIIE 10.0.13.89 PMAE_1
Type of the PGIPC interface: |—LPN”E ‘ '|
FGIFC interface: ﬁﬁealtek FCle GbE Family Controller "l @
Connection to interface/subnet: | FHIE_1 ‘ Vl @
15t gateway: | ‘ v| @
Select target device: Show devices with the sarme addresses | - |
Device Device type Interface type Address Target device
Ancessible device = FMIE 10.0.13.89 =
= = FMAE Access address =
|
[ | Flash LED
Online status informaticn: [ pisplay anly errar messages
€ Scan completed. 1 compatible devices of 1 accessible devices found.
r*2 Retrieving device information...
Scan and information retrieval cormpleted |7|
Load Cancel
Load preview %
9 Check before loading
Status |1 Target Meszage Action
H & = IBHLink LA Ready for loading. Load 'Stationmanager
1 > Protection Protection from unautharized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthaorized
access, e.g. by use of firewalls and network segmentation. For
maore information about industrial security, please visit
H httpfisssaw siermens comlindustrialsecurity
] ¥ Device configuration  Delete and replace system data in target Download to device
Delete and replace existing device configuration for
0 "Stationrmanager” in the target systerm?
| Finish | *Load 1 | Canoel |

IBH Link UA Training TTI Trans Tech International® 2021



TTI

Chapter 8 IBH Link UA — Connection of a CPU 1200 Page 8-11

8.5.1 IBH Link UA browser window Siemens slots

The CPU with the OPC tags is displayed in the Siemens Slots
browser window.

- B IBH Link UA - Siemnens slots X [
e

C @ U & 1921681147 =/opc_slots P IND ® O =
%H o 0 ar is running LDgDutl Update password| single-core
""""""""""""" ¥siot 1

__________________________ ¥57-1200 station_1
VPLC 1200

.......................... DeviceManual

SoftwareRevision
¥ Programs
SupportedTypes
¥ CounterData
Counting oM
@iemens Slﬂtg Countervalue

Minalue

Maxnialue
P Tasks
-------------------------- DeviceHealth

 ParameterSet
"""""""""""""" £VGlobalvars )
Counteron
Max
""""""""""""" Min
IsCounting
Down
.......................... Up
Walue

! RetBit ]
»Slot 2

Delete slot | Delete all | | Load OPC Editor Project | | Save OPC Editor Project |
Insert SOfPLC | Insert SINUMERIK | Change SINUMERIK | | Delete SINUMERIK |

IIBHsoftec 18 Link UA
wrwgibhsoftec.com  Contact Wyiki % UA

8.5.2 Browser window diagnostics
The configured connection to the PLC control and its status (error-
free / faulty) is displayed.

Controller diagnostics

<« ¢ @ O & 19216811477 = /dizglistiew - U n o eo =
%m (] running Logout | Update password single-core

Controller diagnostics Client diagnostics Network diagnostics System Log

@ 1-1 S7_Connection_1 10.0.13.91:102 10.11.2020 11:43:9 PLC a Connection established (6ES7 211-1AE40-0XB0 )

........................ Clear diagnose g

________________________ |
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8.6 UaExpert - program window

In the UaExpert program window, the OPC tags of the PLC 1200 are
displayed. The handling of the UaExpert program is described in part
1 of the manual.

8.6.1 Display of the OPC tags in the UaExpert
PLC 1200

S§7 connection

IBH Link UA

(Ethernet) H’S? connection OPC Server
TIA project (Ethernet)
(OPC Tags)
UaExpert

IBH Link UA@ibhlinkua_sc

K "N

UaExpert - program window at PLC 1200

" Unified Automation UaExpert - The OPC Unified Architecture C

- NewProject®

File View Server Document Settings Help
D BB #=0 X8 BED
Project 8 ¥ Data Access View [x]
~ [ Project # Server Node Id Display Name Value Datatype  Source Timestamp  Server Timestamp  Statuscode
v [ Servers 1 IBHLinkUA@ibh... MN54[String|57-1200... CounterON true Boolean 12:50:30.347 12:50:30.892 Good
(b IBHLinkUA®@ibhlinkua_sc 2 IBHLinkUA@ibh... N54{String|57-1200... Down false Boolean 12:52:17.222 12:52:17.471 Good
v - 3 IBHLinkUA®@ibh... MNS54[String|57-1200... IsCounting false Boolean 12:50:34.011 12:50:34.645 Good
[0 Documents 4 IBHLinkUA@ibh... MNS54|String|57-1200... Max false Boolean 12:50:35.647 12:50:36.397 Good
ﬂ Data Access View 5 IBHLinkUA®@ibh... NS54[String|57-1200... Min false Boolean 12:50:37.247 12:50:37.898 Good
6 IBHLinkUA®@ibh... NS54[String|57-1200... RetBit false Boolean 12:50:39.150 12:50:39.648 Good
Address Space 8 x |7 IBHLinkUA@ibh... N54|String|57-1200... Up true Boolean 12:52:17.222 12:52:17.471 Good
P o 8 IBHLinkUA®@ibh... MNS54[String|57-1200... Value 6390 Int16 12:52:18.221 12:52:18.471 Good
"+ N Highlight ME] IBHLinkUA@ibh... M54[String|57-1200... CounterValue 6385 Int16 12:52:18.221 12:32:18.471 Good
=) Reot 10 IBHLinkUA@ibh... N54[String|57-1200... Counting ON true Boolean 12:51:09.827 12:51:10.667 Good
. 1 IBHLinkUA®@ibh... MS4|String|S7-1200... MaxValue 10000 Int16 12:51:12.196 12:51:12.918 Good
~ [2) Objects 12 IBHLinkUA@ibh... N54[String|57-1200... MinValue 100 Int16 12:51:13.602 12:51:14.170 Good
&% Client == continuously
&% DeviceSet Drag & Drop updated
& MOTT
&% Modbus
v 3 PLCs
~ % PLC 1200 o 4 : N
& B Display Mame Value Datatype
¥ DeviceManuel CounterQOM true Boolean
@ DeviceRevision
~ I3 GlobalVars Down true Boolean
CounterON |=Counting false Boolean
pon Max false Boolean
sCounting .
Max fin falze Boolean
Min RetBit false Boolean
Eﬁa‘t Up falze Boolean
P
Volue Value 4543 Int16
# HardwareRevision CounterValue 45445 Int16
M m::t_fm“’ Counting QN true Boolean
& Parameterset MaxValue 10000 Int16
v &% Programs MinValue 'm : Int16
v [ CounterData =
@ CounterValue double-click to
@ Counting ON change value
@ MaxValue k_ _J
@ MinValue
[ SupportedTypes
@ RevisionCounter
¥ SerialNumber
¥ SoftwareRevision
i Tasks
& Server
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9 Data exchange between several S7 /S5 CPUs

On a system with three (3) S7 CPUs and two (2) S5 CPUs, data
should be exchanged with one another. An S7 CPU with an Ethernet
connection act as a master and is connected to the IBH Link UA via a
switch. The other CPUs have no Ethernet interfaces and are
connected to the IBH Link UA via IBH Link S7++ or IBH Link S5++,
via a switch. The master makes data available for all CPUs; these
give information back to the master.

CPU 416
ater

S5++1

Switch

Ethernet-Bus ™

Ethernet-Bus

9.1 CPU 312 connection via IBH Link S7++

IBH Link S7++ The IBH Link S7++ is an Ethernet
CPU 312 $7-412-2 PN converter. The y \~
A e protocol used is :

the usual
standard
TCP/IP. All the
advantages of
Ethernet are
thus without any problems to the
user.

The use of SimaticNet as well as
the use of CP communication
processors are neither necessary
on the PC nor on the PLC side.

MPI-BUS

Representative
in the project
Ethernet-Bus

I —————————
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Note:
The CPU S7-412-2 PN provides the Routing Service and is available in
the hardware catalog of the TIA Portal and Step 7 (Simatic Manager).

The firmware of the IBH Link S7 ++ emulates the Routing capabilities of
the CPU S7-412-2 PN (6ES7 412-2EK06-0ABO V6.0).

The following properties are available (compatible with
CPU S7-412-2 PN):

Interfaces / Bus type Protocols
1x MPI/PROFIBUS DP MPI/PROFIBUS
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

9.1.1 Configuration of the IBH Link S7 ++ (Routing mode)

In the STEP 7 example, the S7 CPU 312 is to be routed via the IBH
Link S7 ++ and connected to the IBH Link UA.

The IBH Link S7 ++ must be configured for this.

After starting Manage IBHNet Stations, the IBH
Network Settings dialog box opens. Click the g
IBH Link S7 button to open the IBH Links in the \r-;fléﬁ_agé‘[e"Hr-.ié"t:._
local network dialog box. Suddieu

Configuration of the IBH Link S7++

% IBH Network settings — X
File Stations [BHLinks Options Help
Station:
Station Mame |, Address I
CPL 416 Master 10.0.13.9 To set the properties of the
SE++1 10.013.94102 .
554+ 2 10.013.95:102 IBHNet station follow the
S7++1 10.013.92
§7++ 2 10.0.13.93 screen shots.
Settingz:
N Search and configure IBH Link 57, Plus, 57++ and 57++ J
(TeK ) | HS devices.
o Link 5. L% § Multiple Network Cards detected
_ _ Please chooze the Metwark Card for the IEH Link search
o
Description |IP address AL address Address

Realtek PCle GEE Farmily Controller 10.0.13.10 00-13-3B-0F-C4-7B Static

tultiple Netwark Cards were detected in your PC.
Please choosze the Metwork. card for the IBH Links search.

[click]
QK Cancel | Help

IBH Link UA Training TTI Trans Tech International® 2021
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IBH Link S7++ IP addresses

§ |BHLinks in the local network

Found IBHLinks:

MALC Address Type Seral Mumber | [P Address Station name Firmnware

50-2DF4-15-48-07  IBHLMEUA, 10331

0 } NLEOMPI ]
NLGOMP

select one after another

IBHLink settings - 00025208 MAC: 00-02-A2-21-36-CB

I Pl /Profibus ] Time synchronisation ] FEirmware } Diagnosti 4| ¥
I Corfiguration via Bouter

jclick)
. . Metwark name: S57++1
0K | Settings | Search again |

Activate Configuration with e
; . I~ IBHNet port (Port 1099 is alwaps activel:  |J
NetPro in the dialog box

. Avthentification
Properties
Usemame: ,admm—

IBHLink Password: ’”‘—

@=% The configuration has been downloaded to the IBHLink.
W select Yes to restart the adaptor.

=" |f'No’' is selected, the IBHLink needs to be disconnected Options
and re-connected to save the settings permanently !
gFor PLC to PLC communications, a NetPro configuration
can be downloaded into the IBH Link. Details can be
Yes Mo | found in the docurnentation,
The settings will be saved in the IBH Links internal
ash memmofy and are Kept atter a pouver cycle,
N N {ENEE™ 151 Py ahi (e [ OEF Cy
I B H LI n k/N etWO rk/RO Ut| n g | Save permanently | Feboot Cancel |

@ The IBriLink behaves like 3 PLC, that accepts projected The setting made must be permanenﬂy

! connections,
T U jected cti ia RFC1006 t ibl ith H H
this option checked, e netposslew adopted in the IBH Link S7 ++.

9.2 S5 CPU connection via IBH Link S5++

S5 controllers do not have an Ethernet connection as standard.

- 10.0.13.%/cgi-bin/network.cgi X [iad

< C o © #& 10.0.13.94/cgi-bin/network.cgi n o a o

If no communication processor
with an Ethernet interface is

._ 9 | ) PN ilable, the IBH Link UA can
i bk Ao avai :

"""l.j EE%”HJ‘* be connected via the IBH Link
S5++ (via switch).

CONFIGURATION

IP address:
Here the IP address of 1BH Link S5++canbe specified. [0 |0 |[1z  |[e4

Netmask:

Additionaly DHCP can be selected to obtain the IP [ss |[fzss |fess |o

address automatically.
Gateway:

10.0.13.1

Configuration:
NOTE: The IBH Link S5++needs to ber dto [Manualy] ~
apply the changes.

Back

Apply
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Note:
The interface module IM 151-8 PN/DP CPU V3.2 provides a
PROFINET interface with an integrated switch.
PG communication and S7 communication are possible via the
PROFINET interface.

The interface module IM 151-8 PN/DP CPU V3.2 is available in the
hardware catalog of the TIA Portal and the STEP 7 (Simatic Manager).
The firmware of the IBH Link S5++ emulates the PROFINET interfaces
of the IM 151-8 PN/DP CPU V3.2 (6ES7 151-8AB01-0AB0 V3.2) as far
as these are used for communication, S5 CPU PG interface - IBH Link
UA Ethernet Port, are necessary.

The following properties are available (compatible with

IM 151-8 PN/DP CPU V3.2):

Interfaces / Bus type Protocols
1x PROFINET (1 Port) PG-Communication
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

IM 151-8 PN/DP as a representative on the project

Ethernet-Bus

IM 151-8 PN/DP CPU V3.2
6ES7151-8AB01-0AB0
as a representative in the project

Configuration of the IBH Link S5++

The IBH Link S5++ is an Ethernet converter. The protocol used is
the usual standard TCP / IP. The user can benefit from all the
advantages of Ethernet without any problems. The IBH Link S5++
used must have different IP addresses.

The use of SimaticNet and the use of a CP communication

processor is not necessary on either the PC or the PLC side.
I —————————
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¥ [BH Metwork settings —

File  Stations [BHLinks Options Help
Station:

Data exchange between several S7 /S5 CPUs

X

Station Name | Address

CPL 416 Master 10.0.13.9

10.0.13.94102

[85++‘I separate |1BH Link 55+ must be
10.0.13.9%:102

SH++ 2 available for both 55 CPUs

)

10.0.13.92
10.0.13.93

S7++1
S7++ 2

5 ettings:

Mew station | Change station | Delete station

{UIBH TRk 57

IBH Link 55 | IBH Link 55++

Language |

Cloge Version: 1.65

Help

Page 9-5

9.3 Example with STEP 7 - TIA Portal

In the following example, the creation of a project with
the STEP 7 - TIA Portal connecting S5 CPUs 103U, S7

CPUs 312, and S7 CPU 416 are shown.

TIA

V16

T4 Portal V16

The S7 CPU 416 is used as a master. The CPUs and the IBH Link

UA is using Ethernet connections.

In the S5/ S7 CPUs, there are programs that count the value up to
MaxValue. Then the value is counted down until MinValue is
reached. This is repeated continuously. The counting is only possible
if the master PLC has given ControlON. The numerical values for
MaxValue and MinValue are specified for each CPU by the master
PLC. Each CPU reports the current count Value to the master PLC.

IP / MPI addresses of the devices

Device IP address | MPI address
IBH Link UA [SIMATIC PC Station] 10.0.13.89 | not applicable
S7-CPU 416 10.0.13.9
IBH Link $7++ for S7 CPU 1 [CPU 412-2 PN] 10.0.13.92 10
(for IBH Link S7++ and CPU) routed
S7-CPU 1 [CPU 312] not applicable 2
IBH Link S7++ for S7 CPU 2 [CPU 412-2 PN] 10.0.13.93
(for IBH Link S7++ and CPU) routed 10
S7-CPU 2 [CPU 312] not applicable 2

IBH Link S5++ for S5 CPU 1
[IM 151-8 PN / DP CPU] (for IBH Link S5++ and IM)

10.0.13.94

not applicable

IBH Link S5++ for S5 CPU 2
[IM 151-8 PN / DP CPU] (for IBH Link S5++ and IM)

10.0.13.95

not applicable

I
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9.3.1 CPU 416 Master [CPU 416 - 3 PN/ DP]

The PLC program for the CPU 416-3 PN / DP (6ES7 416-3ERO5-
0ABO / V5.1) has two data blocks to exchange data with the S5/ S7
CPUs. The variables of these blocks are defined as (OPC tags).

The organization blocks OB100 and OB1 are required for the
controlled start of the OPC data transmission to the individual CPUSs.

Variable to CPUs [DB2]

The variables (OPC tags) that are to be sent to the S5 CPUs and S7
CPUs are specified in this data block.

S5 CPUs - S7 CPUs TIA 16e » CPU 416 taster [CPU 416-3 PN/DP] » Program blocks » Yariable to CPUs [DB2] -l X

= =F W, = E= "7 keepactualvalues g Snapshot % L Copysnapshots to startvalues g g L =]
Name Data type Offset Start value Comment

1 <@ ~ Static

2 @| = Contral_OM | Bool 0.0 falze all CPUs start counting

3 4ainm Maxvalue_1 Int 2.0 5500 maximum counter walue 57 CPU 1

4 qq = Maxvalue_2 Int 4.0 5000 maximum counter walue 57 CFU 2

5 41w Maxvalue_3 Int 6.0 4500 maximum counter walue 55 CFU 1

6 <= Maxvalue_d Int 3.0 4000 maximum counter value 55 CFUZ2

7 odalnm Minvalue_1 Int 10.0 900 minimum counter value 57 CFU 1

5 e Minvalue_2 Int 12.0 g0a minimum counter value 57 CPU 2

9 | = Minvalue_3 Int 14.0 700 minimurm counter value 55 CPU 1

10 <@ = Minvalue_4 Int 16.0 600 minimurm counter value 55 CPU 2

Variable from CPUs [DB5]

The variables (OPC tags) to be sent from the S5 CPUs and S7 CPUs
to the CPU 416 master are specified in this block.

. CPU 416 Master [CPU 416-3 PN/DP] » Program blocks » Wariable from CPUs [DBS] - X

=F =F B, @ BE= "7 keepactuslwalues g Snapshor . ¥ copysnapshotsto startwalues =g
[variable from CPUs |
Mame Data type Offset start value Comment
1 < * Static
2 @l L] Contralling_is_On_1 | Bool E 0.0 false 57 CPU 1 is counting
3 <D = Contralling_is_om_2 Bool 0.1 false 57 CFU 2 is counting
4 | = Controlling_is_On_3 Bool 0.2 false 55 CPU 1 is counting
5 4= Contralling_is_om_4 Boal 0.3 false 55 CPU 2 is counting
o < = Yalue_1 Int 2.0 a Counter reading 57 CPU
7 e Value_2 Int 4.0 1} Counter reading 57 CPU 2
g < = Value_3 Iht 6.0 a Counter reading 55 CPU
9 4g] = Walue_d4 Int 8.0 1] Counter reading 55 CPU 2

9.3.2 CPU 416 Master [CPU 416 - 3 PN / DP] Configuration

Double-click Device Configuration ~ [l CPU 416-3 PN/DP [CPU 416-3 PN/DP]

to open the Device view window. PSSR sl

In the dialog box properties, the required IP address is set under IP
protocol. In the example, the IP address of the PC is — 10.0.13.9.

The Ethernet connection is direct without a router.

________________________________________________________________________________________________________________________|
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|; Topology view "Eg'h Network view

CPL 416 Master [CPU 416-3 Pl | z,] E3 =
=]
L
9 10 11 12 13 14 15 16 17 18 :
Rack O ]
<[ 100% o 5 4
QProperties |"_i.'.|nfo iJ"ﬂDiagnostics |
[General]" 10 tags " System constants " Texts |

~ General
Ethemet addresses

Catalog information

[Lw =]

Identification & Mainte...
¥ MPIDP interface [X1]
~ PROFINET interface [X5]

Interface networked with

subnet: |PNIE_T |

click
Cenctl r Add new subnet 4£ T
Ethernet addresses:
Time-ofdaysynchroniz...

tea IP Address

CPU 416 M
| IPaddress: |10 .0 .13 .9 ]

Subnetmask: | 255 . 255 . 255 . O

b Advanced options

Diagnostics addresses
Startup
Cycle
Clock memory

D Use router
Further settings are

default settings
(N}

b Interrupts Routeraddress: |0 .0 .0 .0

Diagnostics systemn

Hardware and software compilation

Use the command from the context menu to compile the software
and the hardware.

55 CPUs -S7 CPUs TIA 16e » CPU 416 Master [CPU 416-3 PN/DP]

HAHE +

gt [crusissPuopicPu4ieafy] &l i p

Change device

14 15 186 17 18

Eg'h Go to network view

Rack 0
-
Download to device ] Hardware {only changes) ik
ﬁ Go online Ctrl+K Hardware (rebuild all) cle
&Y Go offline Ctrl+hd Software (only changes)
ﬂ Online & diagnostics Crrl+D Sofoware (rebuild all)
g Properties Eaer Software (reset memaory reserve)
Hardware and software compilation
‘Q Properties IL:i.'.InfD JE Diagnostics

| General

|| Cross-references I]_ Compile ll

@E‘l Show all messages

[~]

! Path

Compiling finished (errors: 0; warnings: 0}

© ~ cruiiespPuiDP

> Program blocks

~ Hardware configuration

o
1]
o
o
]

Description Goto |? Errors Warnings  Time
i .l 0 ] 7:33:04 PM
P 0 0 7:33:05 PM
No block was compiled. All blocks are up-to-date. 7:33:05 PM
Fa o o 7:33:05 PM
Hardware was not compiled. The configuration is up-to-date. ? 7:33:05 PM
@mp\ling finished (errors: 0; warnings: O}j 7:33:05 PM

The configuration reports no errors. The download can be done.

_____________________________________________________________________________________________________________________|]
TTI Trans Tech International® 2021 IBH Link UA Training



Page 9-8

Data exchange between several S7 /S5 CPUs

Chapter 9

Download the hardware and software into the CPU

With the commands from the context menu, the software and the
hardware configuration can be downloaded into the device.

S5 CPUs - §7 CPUs TIA 16e » CPU 416 Master [CPU 416-3 PN/DP]

|E Topology view Haﬂh Network view IIH Device view I

2 [[cPuats Master [CPUM 63 P+ ] 1 __] (O3

Change device

Eg'h G0 to network view
Rack 0

Caompile

14 15 18 17 18

ﬂ Go onling Crl+k Hardware configuration
:
&Y Gooffline Cerl+ M Software (only changes)
8| Online & diagnaostics Ctrl+ D Softeeare (all)
el Properties Alt+Enter

The load command opens the dialog window to set the interface for
the device. Connection with interface / subnet PN/IE1, and Show
devices with the same addresses must be selected.

Extended download to device Es
Configured access nodes of "CPU 416 Master"
Device Device type Slot Interface type | Address Subnet
CPU 416 Master CPL 416-3 PNIDF 2X5 FRIE 10.0.15.9 FRIAIE_1
CPU 416-3 FN/DP 2x1 MF1 2
Type of the PGIPC interface:  |{L_PriE
PGIPC interface: ﬁ Realtek PCle GbE Family Controller | e | @
Connection to interfacelsubnet: | PNIE_1 |v| @
gateway [~ | ()
- - | {open | selectg
Select target device: | Show devices with the same addres;eﬂ'v |
Device Device type Interface type Address Target device
= = PN/IE Access address =
Flash LED
=
Online status information: D Display only error messages
Loa || cancel
Extended download to device 5
Configured access nodes of "CPU 416-3 PNIDP*
Device Device type Slot Interface type  Address Subnet
CPU 416-3 PNIDP CPU 416-3 PNIDP 2xX1 F1 2
CPU 416-3 PNIDP 2X5 PMNIIE 10.0.13.9 PMHIE_1
Type of the PGIPC interface: EPN“E "l
PGIPC interface: ﬁ Realtek PCle GbE Family Controller ‘ s | @
Connection to interface/subnet: ‘ FNIE_1 ‘V| @
st gateway: ‘ ‘V|®
Select target device: ‘ Show devices with the same addresses "|
Device Device type Interface ype Address Target device
CPU 416-3 PNIDP CPU 416-2 DP, PIIIE 10.0.13.9 CPU 416-3 PNIDP
= = Ymark) E Access address =
["|Flash LED
Online status information: [] pisplay only error messages
@ scan completed. 1 compatible devices of 1 accessible devices found.
=2 Retrieving device information...
Scan and information retrieval completed. |T|
{confirm
4 Load Cancel

The loading process requires several confirmations of messages.

IBH Link UA Training
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A preview of the loading is displayed

Load preview I
e Check before loading
Status | ! Target Message Action
M @& - CPUAIE Master Ready for loading Load 'CFU 416 Master'
H * Protection Protection from unauthorized acoess

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthaorized
access, e.g. by use of firewalls and netwark segmentation. For
more information about industrial security, please visit

N http:lhnsrse.siemens comlindustrialsecurity
] » Device configurati . Delete and replace system data in target Download to device
(] ¥ Software Download software to device Consistent download
Finish Load Cancel
Load results X
e Status and actions after downloading to device
Status | ! Target Message Action
. &~ cPUA1E Master Downloading to device campleted without error Load 'CFLI 416 Master'
1 * Start modules Start modules after downloading to device Mo action
1 The module "CPU 416 Master” can be started
Finish | Load | ‘ Cancel

9.3.3 S5++to S5 CPU 1 [IM 158-8 PN/DP CPU] — (IBH Link S5++)

S5 symbol table

The following operands are used in the S5 program, are defined in
the symbol table of the S5 program and should be available as OPC
tags.

4 Symbolic table | x
Test  Save Testand save Filter: |All symbols -

Symbol Operand Comment
| CounterON_3 F 0.1 Eable 55 CPU 1 to count as OPC tag
Max_3 Fz20 Maximum reached 55 CPU 1
Min_3 F 2.1 Minimum reached $5 CPU 1
| IsCounting_3 F22 Counting control ON 5 CPU 1]
Down_3 F25 down counting S5 CPU 1 0 OPC g
Up_3 F26 up counting S5 CPU1
Value_3 Fw 12 Counter value 85 CPU 1
CounterData_3 DB 2 Data Block DB2 [CounterData] acce‘mas OPC tags via
CounterValue_3 DWW 0 Counter Value 85 CPU1 DB2 (CounterData)
MinValue_3 DWW 1 minimum Counter value 55 CPU 1
MaxValue_3 Dw 2 maximum Counter value 85 CPU 1

Picture Block S5-CPU 103U: Global variable / data from DB2

o )
BB 1 B <= | sTL csF LD

= Title:z Counter control values
Operand Contents Modify value
F0.1 KM 1 Eable 85 CPU 1 to count
F20 KM O Maximum reached 55 CPU 1
F21 KM O Minimum reached 55 CPU 1
F2.2 KM 1 Counting control ON §5 CPU 1
F25 KM O down counting 85 CPU1
F 2.6 KM 1 up counting 85 CPU 1
FW 12 KF +4216 Counter value 85 CPU 1
DB 2 Data Block DBZ [CounterData]
Dwao KF +4217 Counter Value 55 CPU1
DW 1 KF +700 minimum Counter value 55 CPU 1
DWW 2 KF +4500 maximum Counter value 85 CPU 1

____________________________________________________________________________________________________________________|
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Define IBH Link S5 ++ [IM115-8 PN/DP CPU] properties
The IM115-8 is displayed in the device view.

S5 CPUs - S7 CPUs TIA 16e » S5++ to S5 CPU 1 [It4 151-8 PN/DP CPU]

|5'? Topology view ||5§h Network view Ili'f Device viewl

1 @

d¢ [[55++to55cPu M1s1-a P~ ]| Gl 1

)
]

?i Info y"ﬂDiagnostics |

AI Generall || 10 tags || System constants || Texts |

b General

Y

PROFINET interface (X1)

General

Startup

el
Clock memaory

Mame: |55++to 55 CFU 1

Retentive memory

b Interrupts Comment: =

Diagnostics systerm ~

-

System diagnostics

Time of day Ethernet addresses
Frotection
Parameter Interface networked with

web server Subnet: |PN.I’IE_‘I -
Connection resources |

-

-

Add new subnet |

Owverview of addresses

.| IP protocol

H (mark} : : IP-Address
L SetIP address in the project IBH Link 555+
*

IPaddress:}| 10 .0 .13 . 94
Subnet mask: || 255 . 255 . 255 . 0
g —

| Use router

Routeraddress:l 1 .0 .13 .89 I

() IF address is set directly at the device :;Al_di:?j:
Define OPC tags (symbols) as default tags
A double-click opens the default tag v [ & PLCtags
table. In this table, operands of the @ Show all tags
symbol table of the S5 program E Add new tag table
. i Default tag table [2]
(Counter.SEQ) are entered, which are

to be sent to the OPC server as OPC
tags (OPC symbols).

A direct import of the S5 program symbol table (Counter.SEQ) is
impossible in the TIA Portal.

...+ to S5 CPU 1 [IM 151-8 PN/DP CPU] » PLC tags » Default tag table [2] -l X

|@ Tags || = User constants ||>E| System constants
TIEEIEE =
[ Default tag table |
Mame Data type Address Comment
1 @  CounterON_3 | Bol 0.1 [=] Enable 55 ¢PU T to court
2 < IsCounting_3 Bool Yl 2.2 Feedback 55 CPU 1 is counting

_________________________________________________________________________________________________________________________|
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Data block CounterValues3 [DB2]

... 85 CPU 1 [IM 151-8 PN/DP CPU] » Program blocks » CounterValues3 [DB2] - i X

= _‘;‘5 u, = E DE" Keep actual values JEE Snapshor = B ' )
CounterValues3
MNarne Data type Offset Start value | Comment
1 <@ ¥ Static
2 = alue_3 [int 0.0 0 Counter value 55 CPU 1
3 |<I = Minvalue_3 Int 2.0 0 minimum Counter value 35 CPU 1
4 |4 m maxalue_3 Int 4.0 0 maximum Counter walue 55 CFU 1
Delete block OB1
- i ke, - .
Ul S8 10 85 CPU 1 [IM 1576 PHIDP €U Only data can be transferred with the
[l'f Device configuration
18] oniine & diagnostics IBH Link S5++. Therefore, all program
~ g Program blocks
ﬁ"’»\dd new block __ _
B i o A blocks, except for data blocks, must
> L Technalogyabjects | 0pen be deleted in the IM 151-8 CPU
3 External source files X Cut Ctrl 4 ’
~ [ 4 FLCtags EZ| copy s Confirm deletion (0604:000239)
35 Show alltags 73 Paste Crl+
ﬁ"’»\dd new tag table .
5 Defaulttsgrable [2] ey = Delete the selected objects?
» fﬂ FLC data types .
b [ watch and force tables Cornpile ' confirm
» [ online backups & Frint preview Wes ! | Ma
v [, Device prosy data [, Froperties... Alt+Enter

Compile hardware and software (IBH Link S5 ++)

The hardware configuration and software should be compiled so that
errors can be recognized.

S5 CPUs - S7 CPUs TIA 16e » S5++ to S5 CPU 1 [It4 151-8 PN/DP CPU]

|; Topology view "5&, Network view I[|'|‘ Device viewl

H|: =

[S5+vtos5cPunmist-apfw]] i 1 |
it [ [ i=]] & &

Change device v v v v v
Migrate to 57-1500

Rack 0 B W cur Ctrl4+x

#y Go to networkview

Cornpile Hardware and software {only changes)

Download to dewvice b Hardware (only changes)

ﬂ Go online Ctrl+ K Hardweare {rebuild all}

&N Go offine Ctrl+ Softweare {only changes)
Software {rebuild all}

Software (Feset memaory reserve)

[ Export module labeling strips...

[d Properties Alt+Enter

Note:
Only data can be transferred with the IBH Link S5++. Therefore,

all program blocks in the Profinet I/O CPU must be deleted.
Data blocks can be used.

The hardware configuration and the PLC blocks must not be
loaded into the IBH Link S5++.

The use of the download command is not permitted !

I ————————
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9.3.4 S5++to S5 CPU 2 [IM 158-8 PN/DP CPU] — (IBH Link S5++)

S5 symbol table

The following operands are used in the S5 program, are defined in the
symbol table of the S5 program and should be available as OPC tags.

4 Symbolic table | x

Test Save Testand save Filter: |&ll symbols -
Symbol Operand Comment
[ CounterON_4 F0.1 Eable 55 CPU 2 to count as OPC tag
Max_4 F2.0 Maximum reached S5 CPU 2
Min_4 F2.1 Minimum reached S5 CPU 2
| IsCounting_4 F2.2 Counting control ON S5 CPU 2]
Down_4 F25 down counting S5 CPUI 2 o= OPC g
Up 4 F2.6 up counting $5 CPU 2
Value_d4 FW 12 Counter value 55 CPU 2
CounterData_4 DB 2 Data Block DB2 [CounterData] ac:e‘plas OPC tags via
CounterValue_4 DW O Counter Value 55 CPU 2 DB2 (CounterData)
MinValue_4 DV 1 minimum Counter value 85 CPU 2
MaxValue_4 DWW 2 maximum Counter value §5 CPU 2

Picture Block S5-CPU 103U: Global variable / data from DB2

9 ety
BB 1 R =+ | STL CSF 1D

= Title: Counter control values

Operand Contents Modify value

Fo.1 KM 1 Eable S5 CPU 2 to count

F2.0 KM O Maximum reached 55 CPU 2

F241 KMO Minimum reached 85 CPU 2

F22 KM 1 Counting control ON 85 CPU 2
F2.5 KM D down counting 35 CPU 2

F2.6 KM 1 up counting 35 CPU 2

FW 12 KF +2480 Counter value 55 CPU 2

DB 2 Data Block DB2 [CounterData]
DW O KF +2481 Counter Value 85 CPU 2

DW 1 KF +600 minimum Counter value 55 CPU 2
DW 2 KF +4000 masimum Counter value 85 CPU 2

Define IBH Link S5 ++ [IM115-8 PN/DP CPU] properties
The IM115-8 is displayed in the device view.

§5 CPUs - S7 CPUs TIA 16e » S5++to S5 CPU 2 [IM 151-8 PN/DP CPU]

‘; Topology view @ Network view ll T Device viewl
it (5 osscru2imisiem ] W B IEHCOR H

gPrupertiesJ ||11Infn yHﬂ Diagnostics ‘

Jl Generall H 10 tags || System constants || Texts

» General

PROFINET interface (X1)

General

Startup

ik W )
Clack memory #
Narme: |55++ to 55 CPU 2

Retentive memory

» Interrupts Carmment: ‘

[<IT>] ||

Diagnostics system

¥ Systern diagnostics

Time of day Ethernet addresses
Protection

D FEamE Interface networked with
¥ iiieh server Subnet: | FMIE_1 hd

Connection resources
Add new subnet

Overview of sddresses
(mark) ; ; IP-Address
SENP address in the project IBH Link S5++

IF address: 10 0 13 a5
Subnet mask: 255 . 255 . 255 .0
Wb oaE

RDutErEddress:l 10 1) 13 89 I

h : 1P-Address
() IF address is set directly at the device iaren

IP protocol
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Define OPC tags (symbols) as default tags

A double-click opens the default tag ~ [ FLCtags
table. In this table, operands of the % Show all tags
symbol table of the S5 program g’ﬁ‘dd new tag table
. 8 Defaulttag table [2]
(Counter.SEQ) are entered, which are i

to be sent to the OPC server as OPC
tags (OPC symbols).

Data block CounterValues4 [DB2]

A direct import of the S5 program symbol table (Counter.SEQ) is
impossible in the TIA Portal.

..—+to 55 CPU 2 [IM 151-8 PN/DP CPU] » PLC tags » Default tag table [2] — X

|@ Tags || = User constants ||>E System constants
¥ @ B % T =
[ Default tag table |
MName Data type Address Comment
1 @ Counteron_4 | Bool %M0.1 [+] Enable 55 cPU 2 to count
2 <2 IsCounting_4 Bool HoM2.2 Feedback 55 CPU 2 is counting

Delete block OB1

Only data can be transferred with the IBH Link S5++. Therefore, all
program blocks, except for data blocks, must be deleted in the
IM 151-8 CPU.

= p_m S5+4+ to 35 CPU 2 [IM 151-8 PRDP CPU]
[lT Device configuration
ﬂ Online & diagnostics
- r;u: Program blocks
E Add new block

45 Main (OB |4right clic
v [ Technology objects Open
] External source files }{ cut el
- [ 4 PLCtags Eg| copy ol
% Show all tags & Faste Crrl+y

ﬁ‘i Add new tag table
2% Defaulttag table [2]
» TM PLC data types
v |52l watch and force tables
[ rj;, Orline backups
[J i Dewvice proxy data &, Properties... Alt+Enter

Compile ]

& Print preview...

Confirm deletion (0604:000239)

I Delete the selected objects?

tmnﬁrm)rl
Yes i | Mo |

Compile hardware and software (IBH Link S5 ++)

The hardware configuration and software should be compiled so that
errors can be recognized.
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§5 CPUs - $7 CPUs TIA 16e » S5++ to §5 CPU 2 [IM 151-8 PN/DP CPU]

|; Topology view ||ﬁﬂ-ﬁ Network view Il]f Device viewl
S5++ 0 55 CFU 2 [IM 1518 P+ || i HN q [E : =
[ 2N =1

Tight click

Change device v v v w v
Migrate to 57-1500

M cut

G0 to netwark view

Rack 0

Hardware (anly changes)

Download to device »
& Goonline Crrl+k. Hardware {rebuild all}y
& Go offline Crrl+ M Suftware {only changes)
Sofoware (rebuild ally

Software (reset memory rese rve)

| Expart module labeling strips..

[ Properties Alt+Enter

Note:

Only data can be transferred with the IBH Link S5++. Therefore,
all program blocks in the Profinet I/O CPU must be deleted.
Data blocks can be used. The hardware configuration and the
PLC blocks must not be loaded into the IBH Link S5++.

The use of the download command is not permitted !

9.3.5 S7++to CPU 1[CPU 412-2 PN] = (IBH Link S7++)

The IBHLink S7++ is created in the TIA Portal as an S7-400 station
and connected to the corresponding MPI/DP bus system.

The following module must be used as a representative for the
IBHLink S7++: 6ES7 412-2EK06-0ABO0 V6.0; Rack 0, Slot 2

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7++)

The MPI port (address 10) is connected via the MPI_1 subnet with
the S7 CPU 1 [CPU 312] MPI port (address 2).

S5 CPUs -S7 CPUs TIA 16e » S7+to S7 CPU 1 [CPU 412-2 PN]

|E Topology view @ Netwaork view ll '{ Device view I
d {[57++ros7 Ut (cPU 122 [ B (edEas
CS
5]
n ‘\(3
7
hac,“ o (mark)
& &
1 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
UR1_0 E
(<[ w 100% ——v— 4
IgPrnEerties I H‘_i.llnfu Hﬂ Diagnostics ‘
|[ General] " 10 tags " System constants H Texts |
» General I
. MPIDP interface [X1] E
Catalog information a |
Identification & Mainten enera
~
DE inreriace O] Narne: |MPIDF interace_1 |
General
MPI address EoHIRE
Time-of-day synchronization
Diagnostics addresses
b PROFINET interface (X5) MFl address
Startup [l Interface networked with
Cyele i Subnet: | MFI_1 | _ hyaal
Clack memory " A Click.
il Add new subnet
b Interrupts
Diagnostics system
Par (open Tselecty
b System diagnostics E( = ‘MPI J 1 ‘
2 -
Time of day IBH Link S7++and CPU 412 must e
ink §7++an; mus R —
Retentive memary have the same MPl address Address: |10 (GmiEn) [-]
Memory Highest address: | 31 [+)
etectoy Transmission speed: | 187.5 kbps ]
b ieh server
Overview of addresses
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Data exchange between several S7 /S5 CPUs

Define the Ethernet interface of the CPU 412
Ethernet connection S7++ to S7 CPU 1 [CPU 412-2 PN].

Page 9-15

S5 CPUs - 87 CPUs TIA 16e » S7++to S7 CPU 1 [CPU 412-2 PN]

Delete blocks S7++ to S7 CPU 1 [CPU 412-2 PN]

No blocks can be loaded into the IBH Link S7++. In the offline mode
all PLC blocks of the S7++ to S7 CPU 1 [CPU 412-2 PN] must be
deleted.

1 Device configuration
[E.| Online & diagnostics

~ = Frogram blocks
B ~dd new block

v [ 57++ to 57 CPU 1 [CPU 412-2 FN]

External source files
r:i FLC tags

[ FLC data types

[52 wistch and force tables
[& online backups

g Program info

v v v v v v v

Device proxy data

Lf PLC supervisions & alar
E| PLC alarm text lists
[T Local modules

-

Confirm deletion (0604:000239)

4 nain [OB1] _ _
[ Technology Dbje‘ct.s(%

Qpen

‘}é Cut

E5| copy

75 Faste

el
Ctrl+C
il

ﬁa PHRE presiew..

g Froperties...

Alt+Enter

Delete the selected objects?

|;Tupnlngyview "5&& Network view IIf Device view
g [ 57+etos7cru [cPUdTz2[w) B __j =]
i
7 8 9 0 11 12 13 14 15 16 17 18 :
URT_D u
(<] 100% - —5— &
B + - 7
Properties | Tig Info ) Diagnostics
|[ General] " 10 tags || System constants || Texts |
~ General [
PROFINET interface {(X5) IE‘
Catalog information
Identification & Mainten... General
MFUDF interf: 1 A it
h ieiETa (P Eme: Ethernet Interface IBH Link 57++ ]—’en el |
Genersl
WPl address CRIRE -
Time-okday synchronization [
Diagnostics addresses
OFIMET int o) Ethernet addresses
ST '\ Interface networked with
Geita il [ubnec: [Fuie_1] -
Clock mermaory 4
L Add new subnet
b Interrupts
Diagnostics system
YA IP protocol s
- ress
Time of day t#) Set|F address in the project IBH Link §7++
Retentive memory IFaddress: | 10 .0 13 . 92
Merno
v Subnet mask: || 255 . 255 . 355 . 0
Frotection
» Web server D Use router
Owerview of addresses Router address: | 0 0 i} i}
() IF address is set directly at the device
—
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Compile hardware and software (IBH Link S7 ++/ CPU 412)

Use the command from the context menu to compile the software
and the hardware.

S5 CPUs - 57 CPUs TIA 16e » S7++to 57 CPU 1 [CPU 412-2 PN]

‘E'?Topologyview ||,,—Eh Network view Ii'fDevil:eview I

H|]s

g&ﬂ'm7++ ta 57 CPU 1 [CPU 412-2 |_vI|

B Bl

Change device
Migrate to 57-1500 12 13 14 15 16 17 18

E G0 to topology view
oy G0 to network view

UR1_0

Hardware {onky changes)

Download to device

ﬁ Go online Ctrl+K Hardware {rebuild all)
¥ Go offline Crtl+hd Software {only changes)
4| orline & diagnostics Ctrl+D Software (rebuild ally

Software (reset memory reserve)

_-|D Export rnodule labeling strips...

[, Froperties AlteEnter

The configuration reports no errors. The download can be done.

Load hardware into the device S7++to S7 CPU 1

S5 CPUs - S7 CPUs TIA 16e » S7++to $7 CPU 1 [CPU 412-2 PN]

‘;Topologyview ”ﬁg-h Network view lii'fDeviceview I

FIEY

574+ to 57 CPU T [CPUAT2-2 =] G ¢
NE [ EIE

I

Change device
Migrate to 37-1500 11 12 13 14 15 16 17 18

; Go to topology view
Eg'h G0t hetwork view

URT_D

Compile 4
Har ds
& Goonline Ctrl+k Hardware configuration
&Y o offline Crrl+ Software {only changes)
ﬂ Online & diagnostics Ctrl+D Software (all)

_-I-D Export rodule [sbeling strips

g Froperties Alt+Enter

The loading process requires the following screen shots.

Extended download to device [X
Configured access nodes of "57++ 1o 57 CPU1"
Device Device type Slot Interface type | Address Subnet
S§7++1to 57 CPU1 CPU412-2 FN 2X5 FRAE 10.0.13.92 FRIMIE_1
CPU412-2 FN 2x1 MF1 10 MFI_1
. ‘open | select,
Type of the PGIPC interface:  §LPriIE ﬁ
»
PGIPC interface: ﬁ Realtek PCle GbE Family Controller | @
»
Connection to interface/subnet: | FMIE_1 -rvl @
15t gateway: | "| @
{open [ select),
Selecttarget device: | | show devices with the same addresses ||
Device Device type Interface type Address Target device
= = PMIAE Access address =

Flash LED

R sror seorch |

Online status information: [ Display only error messages

‘ Load ‘ | Cancel ‘
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Extended download to device [X
Configured access nodes of "S7++ to 57 CPU 1"
Device Device type slot Interface type  Address Subnet
S57++to 57 CPU CPU412-2 PN 2X5 FNAE 1001392 PRAE_1
—_— CPIU 4122 P 2%1 MFI 10 MFI_1
Type of the PGIPC inteface: B PHIE a
PEFCintedface: |l Realtek FCle GBE Family Controller - ©
Connection to intetfacefsubner: | FRIE_] [~] ©
15t gateway: ‘ |'| @
Selecttarget dewvice: Show devices with the sarme addresses |=
Device Device type Interface type Address Target device
Accessible device CPL 412-2 PN FMIIE 10.0.13.92 =
= = PN/IE Access address =
|| Flash LED
Online status information: D Display anly error rnessages
) scan completed. 1 compatible devices of 1 acoessible deviees found
=%2 Retrieving device information...
Scan and information retrieval corpleted. |7|
(click )
Load Cancel

Several dialog boxes will open to indicate the following steps of

Load preview %
9 Check before loading
Status |! Target Message Action
M @ v 57++toSTCRUN Ready for loading Load '57++ to 57 CP..
1 ¥ Protection Protection from unauthaorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segmentation. For
more information about industrial security, please visit
1 http hsseew siernens. cormlindustrialse curity
@ } Stop rmodules The modules are stopped for downloading to device. Stop all
0 b Device configurati.. Delete and replace system data in target Download to dewvice
(] b Soltware Download software to device Consistent download
(<] i 2]

Finish Load ; | Cancel |

The loading of the hardware configuration is completed.

=

9 Status and actions after downloading to device
Status ! Target Meszage Action
JE. @ ~ 57+t 57 CRUN Downloading to device completed without error. Load '§7++ to 57 CP..
0 » Start modules Start modules after downloading to device. Start module
[<] i [>]
{confirm
Finizh ; | Load | | Caneel ‘

|

The stopped device S7++to S7 CPU 1 [S7++to S7 CPU 1 [CPU
412-2 PN] is restarted after loading the hardware configuration.

The S7 CPU 1 [CPU 312] can be downloaded via the CPU 412-2 PN.
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9.3.6 S7 CPU 1[CPU 312]

In the example S7 CPU 1 a counter is counting until MaxValue is
reached and counts down until the MinValue is reached.

The program contains the data block CounterValues_1 [DB2] and a
global variable for the data exchange with the CPU 416 master [CPU

416-3 PN / DP].

Tag name Direction Location
MinValue_1 from CPU 416 CounterValues_1 [DB2]
MaxValue 1 from CPU 416 CounterValues_1 [DB2]

CounterON_1

from CPU 416

Default tag table

Value_1

from CPU 312

CounterValues_1 [DB2]

IsCounting_1

from CPU 312

CounterValues_1 [DB2]

Data block CounterValues_1 [DB2]

..PUs TIA 16e » S7 CPU 1 [CPU 312] * Program blocks » CounterValues_1 [DB2]

- X

ol b E— o
=5 = B, W = 07 Keepactualvalues g

[Countervalues_1 ]

Snapshot "31- ;‘5‘, 4

|

Mame Data type Offset Start value Comment
1 4 ~ Static
2 @| L] Minvalue_1 | Int 0.0 0 minimum Counterwalue 57 CPU1
3 4] m haxvalue_1 Int 2.0 ] maximum Counter value 57 CRI
4 [ = walue_1 Int 4.0 ] Counterwalue 57 CRIN
5 4 = IsCounting_1 Boal 6.0 false Couter is counting 57 CPU1

Default tag table

- 0 X

..PUs -S7 CPUs TIA 16e » S7 CPU 1 [CPU 312] » PLC tags *| Default tag table [6]

|@ Tags || = User constants ||>E| System constants
"FIEYIEL =
Default tag table
Mame Data type Address Comment
1 @l Counteroh_1 Bool MO 1 Enable 57 CPU 1 tao count as OPC tag
2 <0 a1 Bool %M2.0 Maximum reached 57 CFU 1
3 <1 tin_1 Bool W21 Minirmum reached 57 CPU 1
4 <0 Davn_1 Bool Tl 2.5 dovwn counting 57 CPU 1
5 <0 Up_1 Bool 2.6 up counting 57 CPU 1
& | value_l |int M1 2 [=] countervalue 57 cPU 1

S7 CPU 1 [CPU 312] hardware configuration

The MPI port (address 2) is connected via the MPI_1 subnet with the
CPU 412-2 PN (IBH Link S7++ substitute)
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$5 CPUs-S7 CPUs TIA 16e » S7-CPU 1 [CPU 312]

= Topology view "5&,] Network view ¥ Device view
g+ [57cruncruaz]] fa HE ®s =
3 7 8 9 10 1
via IBH Link §7++
5 ] |§Pruperties I ||"_i.'.|nfu y"ﬂ Diagnostics
J [General | ” 10 tags || System constants " Texts |
- General '] MPI address
Catalog information
Interface networked with
Identification & Maintenance
subnee: | meL_1 |
General | [ Add new subnet! I
Pl address: " click)
Startup [| Parameters
Cycle l Address: | 2 |
Clock memary .
Highest address: ’E |V|
b Interrupts
Diagnostics system Transmission speed: | 187.5 kbps |V|
b Systern diagnostics P

Compile hardware and software S7 CPU 1 [CPU 312]

Use the command from the context menu to compile the software
and the hardware.

‘; Topology view "EE-,, Network view IIiT Device viewl

s E

Change device

via IBH Link $7++ WMigrate to §7-1500

i G0 o netwark view

Hardware and sofvw
Download to device 3 Hardware {only changes)
& Goonline Crl+k Hardware {rebuild all)
l‘? Ga offline Cerlem Software (only changes)

Software (rebuild ally

_-I-b Export module labeling strips...
Software (reset memory reserve)

& Properties Alt+Enter

The configuration reports no errors. The download can be done.

Load hardware into the device S7 CPU 1

§5 CPUs - $7 CPUs TIA 16e » S7 CPU 1 [CPU 312]

‘5'? Topology view "EE,, Network view IIY Device view

Change device
Migrate to 57-1500

wia IBH Link $7++

i G0 To netwark view

Comnpile 3
o 8
& Go online Carlek Hardware configuration
&Y Go offline Ctrlend Software (only changes)
| Export module labeling strips Software (all}
|, Properties Alt+Enter
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Extended Download Dialog Box
The S7 CPU 1 Hardware and Software download is routed via an

IBH Link S7++.

Chapter 9

Extended download to device s
Configured access nodes of "$7-CPU 1"
Device Device type Slot Interface type | Address Subnet
SF-CPU 1 CFL 312 21 MPI 2 MPI_T
(@BenTselect),
Type of the PGIFC interface: ﬁ_FNHE lT"
0,
PaiFCinterface: Rl Realtek PCle GhE Family Contraller T~ ®©
Connection to intetacefsubner: [ FNAIE_] [~] ©
15t gateway: | S7++10 87 CFU 1 |v‘ @
Selectrarger device! [5how devices with the same addresses [~ |
Device Device type Interface type Address Target device
= = P Access address =

Flash LED

Online status information:

Startsearch

[ Display only ervar messages

| Load ‘ | Cancel |
Extended download to device
Configured access nodes of "$7-CPU 1"
Device Device type Slot Interface type | Address Subnet
57-CFU1 CPU 312 2x1 MF1 2 MFI_1
Type of the PGIPC interface: ﬁ_FNHE |"

FGIFC interface:

@ Realtek FCle GhE Family Controller

BICIE)

Connection to interfacefsubnet: | PHAE_1

[ ©

15t gateway:

[7++ta 87 cPUT

[-]®

Selecrrarger dewvice!
Device Device type Interface type

- - MPI

["| Flash LED

Online status information:

) scan completed 1 compatible devices of 1 accessible devices found
=f2 Retrieving device information

Scan and informartion retrieval completed

Show dewices with the sarme addresses |' |

Address
Access address =

Target device

Start search

["] Display only error messages

Load Cancel
ad preview B3
9 Check before loading
Status ! Target Message Action
4 & ~ secrun Ready for loading. Load 'S7-CFU 1"
1 * Frotection Protection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.q. by use of firewalls and network segmentation. For
more information about industrial security, please visit
H hepdbw. siemens. corrlfindustrialsecurity
[} Stop modules The modules are stopped for downloading to device Stop all
[} Device configurati... Delete and replace system data in target Download ta device
(] Sofoware Download software to device Consistent download
[<] i [[>]
Finish Load Cancel

=
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Load results

9 Status and actions after downloading to device

Status | ! Target hiessage Action
*& a > S7-CFUT Downloading to device completed without error. Load '57-CPU 1"
(V] b Startmodules Start modules after downloading to device. Start module

X

ﬁ R
Finish ! | Load | | Cancel

9.3.7 S7++to CPU 2 [CPU 412-2 PN] = (IBH Link S7++)

The IBHLink S7++ is created in the TIA Portal as an S7-400 station
and connected to the corresponding MPI/DP bus system.

The following module must be used as a representative for the
IBHLink S7++: 6ES7 412-2EK06-0ABO0 V6.0; Rack 0, Slot 2

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7++)

The MPI port (address 10) is connected via the MPI_2 subnet with
the S7 CPU 2 [CPU 312] MPI port (address 2).

S5 CPUs - 87 CPUs TIA 16e » 57++ to S7 CPU 2 [CPU 412-2 PN]

& Topology view |8 Nebtwork view Ilij‘ Device view I

nﬂg—ﬂ!s:fﬁm 57 CPuz[c:Pumz-zTﬂ pug] ¢ ::: [C =)

7 8 9 10 11 12 13 14 15 16 17 18
UR1_D
<] . 100% [+] —5— ]

R

||"_i_'.lnfu ||ﬂDiagnnsti|:s |

J[General] || 10 tags || System constants || Texts |

w General

MPIYDP interface [X1]
General

Catalog information

Identification & Mainten...
g MPIIDP interface [X1]

Mame: |MPIDFP interface_2

General
WPl address

Comment: ~

Tire-of-day synchronization bl

Diagrnostics addresses
PROFINET interface (X5) MFI address

Startup Interface networked with

Cycle [ subner: | mPi_2)
Clock memory

-

L I |

| Add new subnet |

-

Interrupts
Diaghostics system
Parameters
; Intetface type: | MFI -
Time of day IBH Link 57 d CPU 412 t E = | J
mn ++an mus
A Address: (10 ¢ ) -

Retentive mermaory have the same MPI address I [~]
Mermony Highest address: |31 |"|
Frotection

-

Systerm diaghostics

Transmission speed: |'IB?.5 kbps |v|

-

Web server

Overview of addresses
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Define the Ethernet interface of the CPU 412

Ethernet connection S7++ to S7 CPU 2 [CPU 412-2 PN].

Chapter 9

§5 CPUs - 87 CPUs TlA 16e » S7++to S7 CPU 2 [CPU 412-2 PN]

‘,n,!" Topology view "EE‘h Network view 1T Device view
g¢ [57++tos7cruzfcPuaio2]=] i B _j @ =
i
7 8 9 m 11 12 13 14 15 16 17 18 :
UR1_0 u
(<] w 100% | —y— @]
| gPrnEerties l H‘i‘.lnfn "ﬂ Diagnostics ‘
|[ General | ” 10 tags " System constants || Texts |
« General Il
= PROFINET interface (X5} .
Catalog information
Identification & Mainten.. General
MPIDP inter: X1 - it
e Mriiiaes P | MName: |Ethernet Interface 1BH Link S7++\fw
General
MFI address CRHHEIE -~
Time-ot-day synchronization -
Diagnostics addresses
% PROFINET irte e Ethemet addresses
Startup Ll Interface networked with
Ereld i Euhnet: PRAE_T | -
Clack mermory 4
L Add newe subnet
F Interrupts
Diagnhostics system
b Gsirzsn dlegaastine IP pratocol o
-4 ress
Time of day te) SetIP address in the project IBH Link §7++
Retentive memory IF address: || 10 . 0 13 .93
Merao
& Subnet mask: || 255 . 255 2855 . 0
Frotectian
¥ ieb server D Use rauter
Owetview of addresses Router address: | 0 . 0 0 .o
() IF address is set directly st the device

Delete blocks S7++to S7 CPU 2 [CPU 412-2 PN]

No blocks can be loaded into the IBH Link S7++. In the offline mode
all PLC blocks of the S7++ to S7 CPU 2 [CPU 412-2 PN] must be

deleted.

~ [iJl 57++ to 57 CPU 2 [CPU 472-2 PN]
It evice configuration
'E.| Online & diagnostics
[ Program blocksj
E Add new block

E

48 Main [0B1] _ _
[ Technology objk%

¢
» Externial source files Cpen
» L PLotags M cur Ctrlx
» (i) PLC data types 25| Copy Crrlec
» [5l atch and force tables |7 poste Ol
» L&) Online backups
v [ Device proxy data

Boe Frograrm info . :

f PLC supervisions & alar & Print preview.

E] PLC alarm text lists g Properties... Alt+Enter

-

[ Local modules

Confirm deletion (0604:000239)

Delete the selected objects?

confirm
Yes ! | Ma
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Compile hardware and software (IBH Link S7++/ CPU 412)
Use the command from the context menu to compile the software

and the hardware.

|5'?Topology\.riew ||ﬁg,] Network view “i'f Device view I

@

e

Change device

Migrate to 57-1500 12 13 14 15 16 17 18
UR1_0 = Go to topology view
Eg'h G0 to network view
Cormpile Ha e and s¢ (o
Download to device » Hardware {only changes)
ﬂ Go online Crl+ K Hardware (rebuild all} click
;8‘ Go offline Crrl+ Software (only changes)
g Online & diagnostics Ctrl+D Software (rebuild all)
Software (reset memary reserve)

[ Export module labeling strips...

[, Froperties Alt+Enter

All devices must be configurated and compiled prior to the download.

Load hardware into the device S7++ to S7 CPU 2

S5 CPUs - S7 CPUs TIA 16e » S7++to §7 CPU 2 [CPU 412-2 PN]

|5"" Topology view ||ﬁEh Network view “if Device view I

+*

gﬂg-U_s:m ta 57 CPU 2 [CPU 4122 [~ ]

O

Change device
Migrate to 57-1500 11 12 13 14 15 18 17 18

; Goto topology view
Eg'h Go to hetwork view

UR1_0

Compile »

;ﬁ Go online Crl+ K Hardware configuration
;‘_Q‘ Go offline Ctrl+M Software {only changes)
g Online & disgnostics Crl+D Software (all)

_-I’ Export tmodule labeling strips...

g Properties Alt+Enter

The loading process requires the following screen shots.

Extended download to device X
Configured access nodes of "57++ 1o 57 CFU 2"
Device Device type Slot Interface type  Address Subnet
57++10 57 CPU 2 CFLI412-2 PN 25 FIIIE 1001393 FRJIE_1
CFLI412-2 PN 231 MF| 10 MFI_2
open | select
Type of the PGIFCinterace:  |W_PHiIE ﬁ
I
PGIFCintertace: Wl Realtek PCle GBE Family Controller | ©
.
Connection to interfacefsubnet: | FMIIE_1 ‘ @
15t gatevay: | |" [,
(open | select),
Select target dewvice: [l Show devices with the same addrassesy |]
Device Device type Interface type Address Target device
= = FRIIE Access address =

Flash LED

click
=3 -Start search

Online status information: [ Display only error messages

‘ Load ‘ ‘ Cancel |

______________________________________________________________________________________________________________________|]
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Extended download to device X
Configured access nodes of "S7++ to 57 CPU 2"
Device Device type slot Interface type  Address Subnet
S7++ to 37 CFU 2 CFU 4172-2 FK 2% FH/IE 10.0.13.95 FHAE_1
— CPLI 412-2 PN 2X1 P 10 MFI_2
Type of the PGIPC interface:  |fLFNIE -
FEFCinterface: Tl Realtek FCIe GhE Farnily Controller - @
Connection to interfacelsubnet: | PRAIE_1 |'| @
15t gateway: | | v| @
Select target device: Show devices with the sarme addresses | =
Device Device type Interface type Address Target device
Accessible device CFL 412-2 PN FIIIE 10.013.93 =
= = FNIIE Access address =
|| Flash LED
Online status information: [ isplay anly ervor messages
o Scan completed. 1 compatible dewvices of 1 accessible devices found.
2 Retrieving device information...
Scan and infarmation retrieval cornpleted. |T|
(click )
Load 1 | Cancel |

Several dialog boxes will open to indicate the following steps of

Load preview X
9 Check before loading
Status ! Target hessage Action
W1 @ v STestoSTCRUZ Ready for loading. Load '§7++ to 57 CF..
1 > Protection Frotection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.q. by use of firewalls and nerwark segmentation. For
maore information sbout industrial security, please visit
H httpifeaes siemens. cornfindustrialse curity
0 b Stop modules The modules are stopped for downloading to device Stop all
(] » Device configurati... Delete and replace system data in target Download to device
0 » Software Download software to device Consistent download
[<] [ [>]

Finish Load ] | Cancel |

J]
The loading of the hardware configuration is completed.
Load results X
9 Statuz and actions after downloading to device
Status ! Target Meszage Action
*5 @ ~ ST+t ETCRU2 Downloading to device completed without error. Load 'S7++ to 57 CP..
0 b Startmodules Start modules after downloading to device. Start module
[<] i [>]
{gonfirm x
Finish ; | Load | | Cancel |
]

The stopped device S7++ to S7 CPU 2 [S7++ to S7 CPU 2 [CPU
412-2 PN] is restarted after loading the hardware configuration.

The S7 CPU 2 [CPU 312] can be downloaded via the CPU 412-2 PN.
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9.3.8 S7CPU 2 [CPU 312]

In the example S7 CPU 2 a counter is counting until MaxValue is
reached and counts down until the MinValue is reached. The
program contains the data block CounterValues_2 [DB2] and a
global variable for the data exchange with the CPU 416 master [CPU

416-3 PN / DP].

Tag name Direction Location
MinValue_2 from CPU 416 CounterValues_2 [DB2]
MaxValue_2 from CPU 416 CounterValues_2 [DB2]

CounterON_2

from CPU 416

Default tag table

Value_2

from CPU 312

CounterValues_2 [DB2]

IsCounting_2

from CPU 312

CounterValues_2 [DB2]

Default tag table

... S7CPU 2 [CPU 312] » PLC tags » Default tag table [6] - i X
|@ Tags || El User constants ”@ System constants
@ D& T e
| Default tag table |
Mame Data type Address Comment
1 | CounterQMN_2 Bool S0, 1 Enable 57 CPU 2 to count @5 OPC tag
2 <0 a2 Baoaol WM2.0 Maximum reached 57 CPU 2
El e | hin_2 Eool 2.1 Minimum reached 57 CPU 2
4 | Davwen_2 Bool 2.5 down counting 57 CPU 2
5 4 up.z2 | Boal %M2.6 || up counting 57 CPU 2
& | Walue_2 Int Fahdin] 2 Counterwalue 37 CPU 2
7 =Add nesws

Data block CounterValues 2 [DB2]

...be » 857 CPU 2 [CPU 312] » Program blocks » Countervalues_2 [DB2]

- X

P -—
S =he jm—
= = .'I & j—

[Countervalues_2 |

ST keep actualvalues g Snapshot B 8 G

|

Narne Data type Dffset Start value | Comment
1 <@ * S5tatic
2 @| s Mintalue_2 _|Int =[] 0.0 ] minimurn Counter walue 57 CPU 2
3 4w Maxvalue_2 Int 20 ] maximum Counterwalue 57 CFU 2
4 ] = Yalue_2 Int 4.0 ] Counter value 57 CPU 2
5 <= IsCounting_2 Bool 6.0 false Feedback 57 CPU 2 is counting

S7 CPU 2 [CPU 312] hardware configuration

The MPI port (address 2) is connected via the MPI_2 subnet with the
CPU 412-2 PN (IBH Link S7++ substitute)

TTI Trans Tech International® 2021 IBH Link UA Training



Page 9-26 Data exchange between several S7 /S5 CPUs Chapter 9

2 [CcrPU 312]
|E Topology view ||ﬁg'h Netwaork view 1 Device view
g¢ [57 cruzicrusial] P @ =
7 8 9 10 1
via I1BH Link 57++
E :I |§,Properties I ||"_i.'.lnfo i) "ﬂ Diagnostics
J [General | " 10 tags " System constants " Texts |
- General '] MPI address
Catalog inforrmation
Interface networked with
Identification & Maintenance
= Wrrintedace ool subnet:| [ mr_2 |
General I | Add new subnetwg I
MPl address " S
Startup | Parameters
Cycle il Address: | 2 |
Clock mermaory .
Highest address: ’E |V|
b Interrupts
Diagnaostics systern Transmission speed: | 187.5 kbps |V|
¥ Systern diagnostics P

Compile hardware and software S7 CPU 2 [CPU 312]

Use the command from the context menu to compile the software
and the hardware.

§5 CPUs - S7 CPUs TIA 16e » S7 CPU 2 [CPU 312]

|E Topology view ”ﬂh Network view Ili'f Device viewl
HE e =

Change device
Migrate to 57-1500

via IBH Link 57++

Eg'h Go to hetwork view

Cotnpile Har & and software |

Download to device b Hardware (only changes)
ﬁ' Go online Ctrl+ K Hardware (rebuild ally
m‘i Go offline Crl+ Software (only changes)

Software (rebuild all)

[ Export module labeling strips..
Software (reset mernary reserve)

['d Properties Alt+Enter

|; Topology view ”Eﬂ'ﬂ Metwork view 1} Device view

# [Ercruzicrusia] ] E &

bl

L
il
x [5; {right click)

Change device

via IBH Link 57++ Migrate to 57-1500

iy Go to network view

Cormpile 3
D dt
& Go onl.\ne Hardware configuration
&Y Go offline Software {only changes)
_-I'D Export module labeling strips. Software (all)
g Froperties Alt+Enter
IBH Link UA Training TTI Trans Tech International® 2021



Chapter 9

Extended Download Dialog Box

Data exchange between several S7 /S5 CPUs

Page 9-27

The S7 CPU 2 Hardware and Software download is routed via an

IBH Link S7++.

ded download to device

Configured access nodes of "57 CPU 2"

Device Device type Slot Interface type | Address Subnet
57 CPU 2 CFU 312 23:1 MFI 2 MF1_2
(open T selecty
Type of the PGPC interface:  [R_FNIE | 2

e
-] ®
~®

P(PC interface: |l Resltek FCle GbE Family Controller

Connection to interfaceisubnet:  [FMIE_1

1stgatewsy: [ 57.+toS7 CPU 2

Selecttarget dewice: Show devices with the same addresses [ 7 |

Device Device type Interface type Address

MPl

Target device

Access address =

Flash LED:

online status information: Extended download to device

configured access nodes of "57 CPU 2"
Slot
231

Device
S7CFU2

Device type
CRU 312

Type of the PGIPC interface:
PGIPC interface:
Connection to interface/subnet:

15t gatesway:

Select target device:

Device Device type

MPI

D Flash LED

Online status information:

© Scan completed 1 compatible devices of 1 accessible devices faund
7 Retrieving device information..

Sean and information retrieval completed

Interface type

Interface type  Address Subnet

WFI 2 MPI_2
[%_Fre [~]
[ R Realtek FCle GhE Family Controller [~ @[=]
[Frne_n [-]®
[G7srmsrcruz [-] ®

Showr devices with the same addresses [~ |

Address
Access address -

Target device

Start search

D Display only error messages

Load

Cancel

A preview of the loading is displayed.

9 Check befare loading

Status !

4 &

Target
¥ S7CPU2

Message
Ready for loading

1 ¥ Protection Protection from unautharized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.q. by use offirewalls and netwaork segmentation. For
more infarmation aboutindustrial security, please visit

! hrepffarane siemens cormfindustrialse curity

Stop modules The modules are stopped for downloading to device.

Device configurati... Delete and replace system data in target

Software Download software to device

Action
Load '37 CPU 2"

Stop all

Dovenload to device

Consistent download

[<] i

[=]

Finish Load Cancel

Load results

9 Status and actions after downloading to device

Status ! Target

U @ - s7cruz
]

Message

Downloading to device completed without errar.

» Starcrnodules Start modules afrer downloading to dewvice

X

Action
Load 'S7 CPU 2°

Start module

-g_m
Finizh |

Load | | Cancel |

TTI
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9.4 Insert IBH Link UA as an SIMATIC PC station

Double-click Add new device to select PC & Add N e e PRy
systems, User application, OPC server.

Add new devi [%
Device name:
_AeTename)
|IEH Link U | o OPC
= rj. PC systems =
u » [0 PCgeneral
» [Q Industrial FCs
Controllers » [ 5IMATIC 57 Open Controller OFC server
—— » [l SIMATIC 57 Embedded Controller
D » [ SINUMERIK operator components Article no: | [OPC server |
e .
o 3 r_!! SIMATIC Conthe.r Application P | SWVEZ . )'l
» [ SIMATIC HIMI application -
- E}) User applications Description:
OFC server, D) OPC server for the DF, FDL. 57 (between different
[ ] Application subnets), S7 alarms, ISOITCP, SHMP, DP master
= class 2, PROFINETIO, SIMATIC NET PC software
PC systems: V82
;. = W I—
T EpE ke v —

Insert communication module in the IBH Link UA

Options

w| Catalog |

is inserted e‘é& [ Filter Profile:
» [ PC general

SIMATIC PC station » [ SIMATIC Controller Application

» [ SIMATIC HMI application

] User applications

» [ CP 1604

5
2
g
2
o
£
S
|
D » [l cP1628
[ | FIE general

» [1 FROFIBUS

Define communication module properties

i Module Index | Type Article no. Software or firmware version | Comment
QPC Serder L 1 QPC server OFC Senver H8.2.0
|' Ethernet Part 2 IE general IE_CF WE.2.0 I
¥ PROFINET interface X1 PROFIMET interface
Fart_1 2X1F1 Por

[e properties | %} Info 1] %/ Diagnostics
J@IET&' ”l 10 tags H—Systemcnnstants ” Texts |

< G PROFINET interface [X1]
Catalog information General
Identification & Maintenance
- Name: |PROFINET interface ]
General COMmment:
Options ‘7
Ethernet addresses -
~ Advanced options Ofgiilzms
Interface options Connection establishment monitoring
~ Port[x1F1] Timeout: |10 [+]

Gi |
il Ethernet addrasses

Fartinterconnection
OPC configuration Interface networked with

|Suhnat: [Prae_1 | |
Add new subnet

1SO protocol
["Juse 150 protacal

MAC address: | 08 -00 -06 -071 -00 -00

IP protocol

[ Use IF protocal {insert) IP-Address
Y mark) IFaddress: | 10 0 13 89 IBH Link UA

Subnetrask: | 255 . 285 . 255 . 0

[ use router

Routeraddress: |0 .0 .0 .0

-
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Note:

The communication module must be inserted in Slot 2 / Index 2.
The IBH Link UA expects the communication interface in Slot 2 /
Index 2.

Communication module slot check
The IBH Link UA Ethernet Port (Control Level) must be in slot 2.

= 11 ug‘.Properting H"j.‘.lnfo "ﬂDiagnostics |

JlGeneraI ] ” 10 tags ” System constants ” Texts ‘
é {mark)

hd General General
Catslog information

Marme: |Ethern5t Port [E0AME ‘

Identification & Maintenance
v FROFINET interface [1] Author: [TTi ]
General H Cornment: ‘
Options

Ethernet addresses sloe: [2 | |

The selection of the OPC symbols (tags) will be done after the
S7-Connection IBH Link UA OPC Server to the S5 CPUs and
S7 CPUs is accomplished.

Compile the configuration of the OPC server

S5 CPUs - S7 CPUs TIA 16e » IBH Link UA [SIMATIC PC station]

|E Topology view Hﬁ%a Network view I[|'|‘ Device view I

HH Qs =

o
Fight click;

Change device

X ocur Cirlx
) copy atrlaC

SIMATIC PC station

Unpack addresses
Compile

Download to device 3
& Goonline crrlek
&N Go offline Ctrl+M

[ Export madule [abeling stips -

[id Properties Alt+Enter

If the compiling of the configuration does not report any errors, the
S7 connection can be established.

9.4.1 Establish an S7 connection from the OPC server to the
CPUs

The S7 connection is established via drag and drop from the OPC
Server-IBH Link UA to the CPUs S7-CPU 1 [CPU 312], S7-CPU 2
[CPU 312], S5 CPU 1 [IM 151-8 PN/DP CPU], S5 CPU 2 [IM 151-8
PN/DP CPU], and CPU 416 Master [CPU 416-3 PN/DP].

The S7 connections to the S7-CPU 1 [CPU 312] and S7-CPU 2 [CPU
312] are routed connections.

A note is displayed at the drag & drop target. Connect to subnet
Add 57 routed connection

S7-routed connection added must be clicked ‘
to establish the connection. =,
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S7 Connections

o Topology view | % Network view | Y Device view
! comnections [37 somneion S| B % WL H Qe E
HMI connection
mark) E-mail connection
FDL connection
150 connection
150-0n-TCP connection
PtP connection
3 nnection
TCF connhection
UDF connection

S7-CPU1 S7++ for 57 CP. I1BH Link UA
CPU 312 CPU412-2 PN SIMATIC PC Stat...

0PC CPU 416 Master
Senver CPU 416-3 PNIDP

PNJIE_1

MPI_1

Connect via
Drag & Drop

$7-CPU 2 S7++ for 57 CP__ S55++ CPU1 S55++ CPU 2
CPU 312 CPU 412-2 PN IM 151-8 PNIDP... IM 151-8 PNIDP...
Connect to subnet
Add 57 routed connection
(glick)
MPI_2
the established
87-Connection is displayed
| Network overview u[Cunnectiuns] || IO communication || VPN || TeleControl |
w Local connection name a |Local end point Local 1D (hex) Partner ID (hex) Partner Connection type
57_Connection_| [ 55++to 55 CPUZ (M 151G PP CPU] 2 |2 57_connection_1 | = [ 1BH Link UA [OPC Server] [ =] 57 connection
57_Connection_1 IBH Link UA [OPC Server] 57_Connection_1 2 [. 55++ to 55 CPU 2 [IM 151-8 PRIDP CPU] 57 connection
57_Connection_2 [. 554+ to 55 CFU 1 [IM157-8 FRIDF CFU] 2 57_Connection_2 W 1BH Link UA [OFC Senver] 57 connection
57_Connection_2 W IBH Link U4 [OFC Server] 57_Connection_2 2 [. 55++ 10 55 CPU 1 [IM 151-5 FMIDF CFU] 57 connection
S7_Connection_3 [l S7++to 57 CPU 2 [CPU 412-2 PM] 1 §7_Conhnection_3 W IBH Link U& [OPC Server] 57 connection
57_Connection_3 W IBH Link UA [OPC Server] §7_Connection_3 1 [. S7++to 57 CPU 2 [CPU 412-2 PN] 57 connection
S7_Connection_d IBH Link Ui [OPC Server] 57_Connection_d Il 57 cPU2[cPU 312 57 connection
57_Connection_5 @ 1BH Link UA [OPC Server] 57_Connection_5 Il 57 cPU [cPU 312 57 connection
57_Connection_6 W IBH Link LA [OFC Server] 57_Connection_& 1 [. CFU 416 Master [CFU 416-3 FR/DF] 57 connection
S7_Connection_g& [. CPU 416 Master [CPU 416-3 PN/DP] 1 §7_Cohnection_& W IBH Link U& [OPC Server] 57 connection

The created S7 connection is listed in the Network view window. A
click switches between the connection representations.

§5 CPUs - §7 TIA 16e » Devices & networks

= Topology view Iﬁg‘h Netwaork view I 1Y Device view
T
| Network overview ”[Cunnet:tiuns] ” O communication ” VP || TeleControl |
ﬁ' Local connection name | Local end point Local ID {hex} Fartner ID (hex} Fartner Connection type
5§7_Connection_1 — [. 55++to 55 CPU 2 [IM 151-8 FM/DF CFU] 2 5§7_Connection_1 W IBH Link UA [OFPC Server] 57 connection
clicl
577Connectionj‘c>ﬁ |BH Link UA [OPC Server] S7_Connection 2 55++ to 55 CPU 2 [IM 151-8 PNIDP ... B 57 connection
57 _Connection_2 [. 55++ to 55 CFU 1 [IM 151-8 PNIDFP CPU] 2 57 _Connection_2 W |BH Link UA [QFC Server] 57 connection
57_Connection_2 W IBH Link UA [OPC Server] 5§7_Connection_2 2 [. 55++to 55 CPU 1 [IM 151-8 FN/DF CFU] 57 connection
|§, Properties H"_i.‘.lnfu y"ﬂ Diagnostics |
J General ” 10 tags ” System constants || Texts |
C General
Local ID .
Connection
Special connection properties
Address details Mame: |57_Cnnnec{iﬂn_‘\
OPC Connection path
Local Fartner
oPC
Sener
End point: |IBH Link UA [OPC Server] | [35++ 1o 55 CPU 2 [IM 151-8 PH/DF CPU] ]
Interface: | Ethernet Port, FROFINET interface[x1] [»| [ 55++to55CPU 2, 554+ to 55 CFU 2[x1] =]
b Interface type: |Ethernet | [Ethernet ]
t
H Subnet: |[PNIE_1 | ® [Pune_r LB
g address: [10.0.13.89  IP-Address | [1om139s  IP-Address
I IBH Link UA IBH Link 55++
[ Find connection path |
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Select OPC symbols (tags) in the OPC configuration
Open the configuration on the OPC server / properties.

85 CPUs - 57 CPUs TIA 16e » IBH Link UA [SIMATIC PC station]

S ‘double-click

%,
¢
5

SIMATIC PC station

& Topology view |y Network view Ef Device view |
¢ | [IBH Link LA [SIMATIC PC Stati [ B J H &= =
& g
& &

i
]
|opC server _ [ Properties J [%4info_4)] @ Diagnostics
| 10tags | System constants | Texts |
» General OPC symbols
DP
DP raster class 2 (O Mone
FOL Oal

v 57

(@) Configured (R
‘ Configuring?.

["] Field elements visible during runtime

OFC alarmns

OFC pragram alarms ma.

The Configure button opens the Symbol configuration dialog box to

select the OPC tags.

The read / write, etc. access rights can be assigned to the individual

operands (OPC tags).

Select variables as OPC tags

In addition to the global variables, the data from data blocks can be

defined as OPC tags.
S5++to S5 CPU 2

Symbol configuration

Symbol selector

v:]Program blocks
Jd countervalues 4
b D55+ o 55 CRU
» [l 57+ to ST CPU2
» Glis7cruz
[ L=
» [l CPU 416 Master

-
Wisible

Elements with active branch Access right:

Symbals: 2 Connection:
Low limit:
Symbol configuration
CSV Importf Export
| Importfile | | B Symbol selector
Access path hd j S5 CPUs - 57 CPUs TIA T6e Mame
vl s5++toS5CPUZ walue_d

|55 CPUs - 57 CPUs TIA 16e.ET 2005-Stat)
[ FLctags

v:Program blocks
i Counter Yalues ¢
b [l S5++to 55 CPUY
» JlS7erto57CRUZ
[ B
» Dl 57 cPU
» Dl CPU 416 Master

Elements with active branch

- j 55 CPUs - 57 CPUs TIA 16e Data type |Address Visible || Connection Access EULo EUHI
- 3 S5++ to 55 CPU 2 Bool el 0.1 True 57_Connection_1 | Readwrite | O 0
:] FLC tags: Bool Whi2.2 True 57_cConnection_1 | Readrite | O 0
mark all

57_Connection_1 ﬂ

High limit:

EU Lo |EUHi
Readiirite | O 1}
Readiirite | O 1}
Readibrite | 0 a

Connection

57_Connection_1
57_Connection_1
57_Connection_1

Dats type | Address
Int %DE2.DEWD
Minvalue_d Int

%DE2.DEW2

%0B2.DEW
mark all

Vis\b\e

Access right:

Connection:

57_Connection_1 ﬂ

High limit:

Low limit:

0,00000000000 | [0.00000000000 |

Symbols: El
CSV Import f Export
| Impaort file ‘ ‘ Exportfile

Access path

| 55 CPUs - 57 CPUs TIA 16e.ET 2005-Station_2.55++ to 55 CPU 2.Counter Yalues 4 |
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S5++to S5CPU 1

Symbol configuration %

Symbol selector

Connection
§7_Connection_2 | Readirite
§7_Connection_2 | Readirite

EU Lo EUHI
0 o
0 o

~ 7] 55 CPUs - 57 CPUs TIA 16 Name Data type  Address
» :iSE++ to 55 CPU 2 CounterON_3  Bool HM0.1
= [l 55++ 10 55 CPU ilsCounting_3 i Bool %M2.2
:] mark all
I Program blocks
» W57+ 057 CPU2

» DEs7cru2

» Cm57 CPU

» T CFU 416 Master

5 (open | select)
Elements with active branch @R visible  Access right: AdEpenTeetech
Symbols: s Connection: |57_connection_1 [~
Low limit: High limit:
Symbol configuration kS
CSV Import/ Export
| Import file | | Exportfile Symbaol selector
I n ~ 7] 55 CPUs-57 CPUs TIA 168 Name Address Connection Access
roess pat » 3 55++ 10 55 CPU 2 wWalug_3 %DE2.DEWD 57_Connection_2 | Readwrite

|55 CFUs - 57 CPUs TIA 16&.ET 2005-5tation_1.55++ T '355++[D 55 CPU1 Minvalue 3 Iinic %DE2.DEW2

[ rLctags Mastvalue 5 Int %DE2 DEWS

57_Connection_2 | Readwrite
57_Connection_2 | Readirite

» W 57++ 1057 CRU2
» ST eRU2

» 57 crut

» [ CPU 416 Master

Elements with active branch Lk ‘. isible #coess right:

Symbols: 3 Connection: 57_cannection_1 |~ |
Lo lirnit: High limit:
0.00000000000 | [0.00000000000 |

CSV Import f Export

| Impaort file |

Exportfile ‘

Access path

|55 CPUs - 57 CPUs TIA 16e.ET 2005-5tation_1.55++ ta 55 CPU 1 .Countervalugs3 |

oK | | Cancel
ymbol configuration I
Symbol selector
- j 55 CPUs-S57 CPUs TIA 16e Name Data type  Address Visible Connection Access EULo EUHI
13 3 55++ to 35 CFU 2 CounterOM_2  Bool MO True S7_Connection_4 PReadWrite 0 1]
» Gl s5++to 35 CPUT %20 57_Connection_d [i] [i]
» Gl 574+ to 57 CPU 2 %M 2.1 57_Connection_4 o o
~ls7cru2 %M2.5 57_Connection_4 o o
%26 57_Connection_4 ] ]
- : Prograrm blocks Value_2 Int Fohfur 2 57_Connection_4 a a
1§ countervalues_2
» Gl 57 crU
» [ CPU 416 Master
Elements with active branch wisible Access right:
pone] IS
Symbols: 1 unmark Connection: 57_tonnection_4 | - |
Low limit: High limit:
Symbol configuration !
CSV Import / Export
‘ Importfile ‘ ‘ Expuortfile Symbol selector
- 3 55 CPUs - 57 CPUs TiA 162 Name Data type  Address Connection Access EULo EUHi
#ceess path » :i SE++ 10 55 CPU 2 iMinvalue 2 flnt %DE2 DEWO 57_Connection_4 | Readwrite | 0 [1}
‘55 CPUs - 37 CPUs TIA 160 37300/ET200M-Statio » :i S5++to 55 CPU 1 Maxvalue_2 Int %DE2 DBW2 S7_Connection_4 | Readwrite | O [1}
» 3 S7++t0 57 CFU 2 Walue_2 Int %DE2 DBW S57_Connection_d4 | Readirite | 0 a0
- :i 57 CPU 2 IsCounting_2  Boal %DB2 DEX6 0% True S7_Connection_4 {Readwrite J O 1]
::] PLCtags mark all
~ i Program blacks
"} countei
» Dl ST cPUT

» [ CPU 416 Master

Elements with active branch -*. Wisible Access right:

Symbols: 4 Connection: 57_Connection_1 |~ |
Lowe limit: High limit:
0.00000000000 | [0.00000000000 |

CSV Import/ Export

‘ Import file |

Exportfile |

Access path

‘55 CPUs - 57 CPUs TIA 162.57 300/ET200M-5tation_2.57 CPU 2. Countervalugs_2 ‘

‘ QK | ‘ Cancel |
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S7CPU1

Symbol configuration S
Symbol selector
- 3 55 CPUS-57 CRUS TIA 18e MName Data type  Address Visible | Connection Access EULo EUHI
3 3 55++ o 55 CPU 2 CounterOk_1  Bool Hh0.1 57_Connection_5 Readiirite 0 o
3 3 55++ to 55 CPU 1 Bool %M 2.0 S7_Connection_5 o o
3 3 S57++to 57 CPU 2 Min_1 Bool Fh 2.1 S7_Connection_5 o o
3 3 57 CPU 2 Down_1 Bool %M2.5 S7_Connection_5 o o
- 3 57 CPU1 Up_1 Bool FM2.6 S7_Connection_5 o o
. walue_1 Int bl 2 57_Connection_5 o o
T Program blocks
» T CPU 216 Master
Elements with active branch “isible Access right:
Symbals: 1 unmark Cannection: 57_Connection_4 | = |
Symbol configuration %
CSVImport/ Export Symbol selector
| Lnapeisfile ‘ ‘ Emauile v T S5 CPUs - 57 CPUS TIA 162 Name Data type | Address Connection faccess  JEULo EUHI
» 3 S5++ to 55 CPU 2 Minvalue_1 Int %0E2.DEWD S7_Connection_5 |Readrite | O o
Acesss path » D 55++ to 55 CPUT Maxvaluz_1  Int %DB2 DEWZ S7_Connection_5 | Readwrite |0 0
|55 CPUSs - 57 CPUs TIA 16e.57 300/ET200M-Station) » Gl s7++tos7 CRU2 walue_1 Int %0B2 DEWS 57_Connection_5 |Readwrite | 0 il
» 3 57 CFU 2 Bool W%DE2. DEXE. 0 True $7_connection_5 LReadwrite J 0 o
~ @57 crut
DO PLctags
~ [ Frogram blacks
» i CPU 416 Master
n n
Elements with active branch Wisible Access right:
Symbals: 4 Connection:
Lowy limit: High limit:
0.00000000000 | [o-p0000co0000 |
CSV Import / Export
‘ Import file | | Export file |
Access path
‘ §5 CPUs - 37 CPUs TlA 16e.57300/ET200M-Station_1.57 CPU 1 ‘
QK | ‘ Cancel

CPU 416 Master [CPU 416-3 PN/DP]

ymbol configuration

Symbol selector

~ ] S5 CPUSs - 37 CPUS TIA 168 Name Data type | Address visible | Connection cess  ||EULo EUHI

» [l 55++to S5 CPU 2 MO, True | S7_Connection_6 |Readwrite| 0 o

Tl 55++ 1055 CPU

Tl 57441057 CPU2

T s7cruz

Tl 57 cPun

Tl CPU 216 Master,

BE FLCt=gs

~ [ Program blacks
il variable to CPUs
Ml variable from cPUs

Elements with active branch wisible Access right:

Symbals: 1 Cohnection:

{ v -~

Symbol configuration
CSY Import / Export Symbol selector
‘ Irmpartfile ‘ ‘ Export file ‘ - ] S5 CPUs - 57 CRUs TIA 16e Name Data type | Address Cennection Access EULo EUHI
» DE 5585 CRU 2 %DB2.DBX0.0) 57_Cannection_6 | Readrite |0 0
Access path » [l 554+ 1055 CPU Madvalue_1 Int %DB2 DEW2 57_Connection_6 | Readwrite |0 0
‘55 CPLUs - 57 CPUs TIA 16e.57-100-Station 3.CPU 416 | » :r] S7++to ST CRU2 Maxvalue_2 Int k H%DB2 DEW4 §7_Connection_g | Readwrite |0 a
- mark al
» DEs7crU2 Maxvalue_3 Int %DB2.DBWE 57_Connection_6 | Readwrice |0 0
» D57 cPUn Maxvalue_4 Int %DB2.DEWE 57_Cannection_6 | Readwrite |0 0
- :r] CPU 416 Master Minvalue_1 Int %DB2.DBW1 0| 57_Connection_6 | Readwrite |0 a
ChPLctags Minvalue_2 Int %DB2.DEW1 2| 57_Connection_6 | Readwrite |0 0
~ [ Program blocks Minvalue_3 Int %DB2.DEW14| 57_Connection_6 | Readwrite |0 0
| Minvalue_4 Int %DB2.DEWT 6! 57_Connection_6 YReadwWrite Jf O 1]
@ variable from crUs
Elements with active branch visible Access right:
Syrnbols: 9 Connection: 57_Cannection_1 |~ |
Low limit: High limit:
000000000000 | [0.oononaannnn |
CSV Importf Export
[ imponfie | [ Eponfie |
Access path
|55 CPUs - 57 CPUs TIA 16e.57-400-Station_3.CFU 416 Master.Variable to CPUs ‘
‘ QK | ‘ Cancel |
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CPU 416 Master / Variables from CPUs

Symbol configuration %

Symbol selector

- 3 55 CPUs - 57 CPUs TIA T6e Data type |Address Connection ccess EU Lo
» :'i 55++ 10 S5 CPU 2 H %DE5.DEX0.0 57_Connection_6 | Readwrite | O
» 3 55++ 10 55 CFU 1 Contralling_is_OM_2 Bool %DES.DEX0.1 57_Connection_& | Readwrite | 0
3 3 57++ 10 57 CPU 2 Contralling_is_OM_3 EBool %DEBS.DBX0.2 57_Connection_6 | Readrite | O
» 3 57 CPU2 Contralling_is_OM_4  Eool 2%DBS.DEX0.3 57_Connection_6 | Readirite | O
4 ji 57 CPU Walue_1 Int %DES.DEW2 57_Connection_6 | Readwrite | 0
kall " "
~ D CPU 416 Master value_z  TEEEL g %DB5.0B WA 57_Connection_6 | Readwrite | 0
:D FLCtags Walue_3 Int HDES.DEWG 57_Connection_6 | Readwrite | 0
- :D Frograrm blocks Walue_4 Int HDES.DEWS 57_Connection_t YReadwritef 0
i Wariable to CPUs
[“Frariable fram CPUs
Elements with active branch Wisible Access right:
Fymbols: 8 Connection: 57_connaction_1 | = |
Lo limnit: High limit:
0.00000000000 | [0.00000000000 |

C5V Import f Export
| Impott file | ‘ Expaort file |

Access path

| 55 CPUs - 57 CPUs TIA 16e.57-400-Station_3.CPU 416 Master.\Wariable from CPUs |

[s]4 l | Cancel

Compile the configuration of the OPC server

S5 CPUs - S7 CPUs TIA 16e ¢ IBH Link UA [SIMATIC PC station]

H

i EH Link, LA [SIMATIC PC Statid 'B’:'J

Q"{L
&
&
o
<&
Change device

SIMATIC PC station }(, cut Ctrlax
Z5| Copy crrl+

Unpack addresses

Download to device 3 Hardware (only changes)
ﬁ Go online crrl+K Hardware {rebuild all)
¥ Gooffline Ctrl+ Software {only changes)

Software (rebuild all

= Export rodule labeling strips...
_— Software (reset mernory resense)

g Froperties Alt+Enter

The compiling of the IBH Link UA shows two [2] warnings. The
warnings have been established due to the S7 routing to the S7
CPUs 312. The warnings can be ignored because the routing has
been selected.

$5 CPUs - S7 CPUs TIA 16e » IBH Link UA [SIMATIC PC station]

=

2 EH Link UA [SIMATIC PC Statid vD,:,] ey

q"‘:t
&
&
N
&
Change device

SIMATIC PC station }(, Cut vl
5| Copy crl+C

Unpack addresses

Compile »

Hardware and software (only changes)
Fi -

software (only changes)
Software (all}

ﬁ Go online Crrl+K
J‘,Q‘ Go offlineg Cttl+

IBH Link UA Training TTI Trans Tech International® 2021
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The settings must be made in the dialog box according to the screen

Extended download to device

Configured access nodes of "IBH Link UA"

Slot
231

Device Device type

Ethernet Fort IE general

Type of the PGIPC interface:
FGIFC intetface:
Connectioh to interfacefsubnet:

15t gateway:

Select target device:

Device Device type

Interface type

X
Interface type | Address Subnet
FNAIE 10.0.13.89 FMAE_1
open | select
[®_Frne
ﬁ Realtek PCle GhE Family Contraller ©
[Frane_1 )l
| [-]©

Show devices with the same addresses

Address

Target device

FIIIE

Access address

Flash LED

Online status information:

{click}

D Display only error messages

Load | | Cancel
The interface search was successful.
Extended download to device X
Configured access nodes of "IBH Link UA"
Device Device type slot Interface type | Address Subnet
Ethernet Fort IE general 21 FIIE 10.0.13.69 FMJIE_1
—1
Type of the PGIFC interface: ﬁ_PNl‘IE | 'l
PGIPC interface: ﬁ Realtek PCle GbE Family Controller | '| @
Connection to intefface/subnet: | PRIAIE_1 |'| @
15t gateway: | | '| @

Select target dewvice:

Show devices with th

e same addresses |v|

L
[ | Flash LED

Online status information:

o Scan completed. 1 compatible devices of 1 accessible devices found.
7 Rerrieving device inforrmation...

Scan and infarmation retrieval cornpleted

Device Device type Interface type Address Target device
Accessible device - FRIIE 10.0.13.89 -
= = FHIE Access address =

D Dizplay only error ressages

Start search

Load

1 | Cancel |

A check is made prior loading.

Load preview

9 Check before loading

Status |1 Target
I & v iEHLinkua
H > Protection

» Device configuration

Action
Lo

Message
Ready for loading.

Frotection from unauthorized access

Dewvices connected to an enterprise netwaork or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segmentation. For
more information about industrial security, please visit
http:farsewe. siemens.comfindustrials e curity

Delete and replace system data in target

Download to device

[

ad 'Stationrnanager

Load

1 | Cancel |
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9.4.2 IBH Link UA browser window Siemens slots

The CPU with the OPC tags is displayed in the Siemens Slots
browser window.

- B IBH Link UA - Siermens slots X g

&« c o © & 10013897 _=/opc_slots &% IND @ O i

Sl L] " 5
% m L] unning Logout | Update password | single-core

vSlot 1
¥ 57300/ET200M-Station_2

»5S7CPU2

-------------------------- ¥ 57300/ET200M-Station_1

»57CPU L

¥ET 2005-5tation_2

__________________________ =554+ to 55 CPU 2

YET 2005-5tation_1

.......................... » 5544+ t0 55 CPU 1

@iemens slotsj v 57-400-5tation_3
""""""""""""""
DeviceManual
SoftwareRevision
"""""""""""""" ¥ Programs
SupportedTypes
»ariable to CPUs
¥ariable from CPUs
Controlling_is_0OM_1
"""""""""""""" Controlling_is_0OM_2
Controlling_is_OM_3
Controlling_is_0OM_4
Walue_1
Walue_2
"""""""""""""" Walue_3
walue_4
»Tasks
DeviceHealth
» ParameterSet
» Globalvars

> Slot 2
Delete slot | | Delete all | | Load OPC Editor Project | Save OPC Editor Project |
Insert SoffPLC | Insert SINUMERIK | Change SINUMERIK | | Delete SINUMERIK |

lilIBHsoftec IBHLink WA
wonewt ibhsoftec. corm  Contact  Wyiki % UA

9.4.3 Browser window diagnostics
The configured connection to the PLC control and its status (error-
free / faulty) is displayed.

Controller diagnostics

&« c & © & 10.0.13.89/7_=/diaglistien -2 mo®eo &=
*H L) 0 is running Logout | Update password single-core

Controller diagnostics Client diagnostics Network diagnostics System Log

m Connection name Address Time Source | Error number | Error Text

————————————————————— @ 1-6 57_Cornection_6 10.0.13.93:102 20.12.2020 15:54:17  PLC o Cannection established (BEST 312-1AF13-04B0 )

@ 1-5 S7_Connection_S 10.0.13.82:102 20.12.2020 15:54:17 PLC o Connection established (6ES7 312-1AE13-04R0 )
@ 1-1 S7_Connection_1 10.0.13.95:102 20.12.2020 15:54:18 PLC o Connection established {IBHsoftec 57 to 55)
@ 1-2 57_Connection_2 10.0.13.94:102 20.12.2020 15:54:18 PLC o Connection established (IBHsoftec 57 to S5)
@ 1-4 57_Connection_4 10.0.13.9:102 20.12.2020 15:54:17 PLC 0 Connection established (6EST 416-24N0S-04B0 )

Clear diagnose ‘ g

|§ iagnosticg_]

_______________________________________________________________________________________________________________________|
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Define the OPC UA server for the data exchange

For data exchange the OPC UA servers, and OPC UA clients must
be registered in the IBH Link (CPU 416 master [CPU 416 - 3 PN/
DP], S7 CPU 1 [CPU 312], S7 CPU 2 [CPU 312], S5 CPU 1 [IM 151-
8 PN/ DP CPU], S5 CPU 2 [IM 151-8 PN / DP CPU].

All the above-mentioned PLC controls are both OPC UA servers and
OPC UA clients. The server integrated in the IBH Link UA provides
the OPC tags that are defined in the PLC CPU.

The IBH Link UA offers the OPC UA server as well as the OPC UA
client function for all PLC CPUs.

The server for the data exchange between all PLC CPUs is specified
in the OPC Client web browser window.

The required endpoint URL can be copied from the IBH Link UA
web browser window network / control level.

&« c @ © H& 10013897 =/metwork

% F o OPC server is running Logaout | Undate passward |
Management Level 802.1X%

Metwork Configuration
......................... Endpoint URL opc.tepfibhlinkua_sc:48010

[or opc.tep:f10.0.13.89:45010 ]

------------------------- DHCP [}

IP address 10,0.13.89
------------------------- Subnet mask 255.255.255.0

The IBH Link UA - OPC UA Server has the Endpoint URL:
opc.tcp: //ibhlinkua_sc: 48010

If no name server (DNS server) is available, the absolute IP
address of the IBH Link UA / control level must be used as the
endpoint URL. The absolute endpoint URL would then be:

opc.tcp: //10.0.13.89: 48010

The endpoint URL can be copied into the IBH Link UA web browser
window / network / control level.

Add server
- B IBH Link U& - OPC Client X +
&« C ® |©U & 10013897 =/opc_dlient w In@D e o =
%F o OPC server is rinning Logout| Updatz password| single-core

Connected Servers

"""""""""""""" Add Server | | add varizble to read | | Connect varizhle > G| |
Upload client XML configuration ‘ Download client XML configuration |

| Add a server to read variables from and to connect to other servers | Deleta client configuration
[OPC Client )

TTI Trans Tech International® 2021 IBH Link UA Training
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The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or
opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA
web browser window / OPC client is to be added as a server.

Security Policy None and Security Mode None were selected for
data transmission.

Discovery Servers x

Ut of & computer with discovery service running:

|Dpc.b:p:jle.D.lE.ElQ:‘tEDlD Endpoint URL (from Network / Control Level) |
Fublizhing interval [me]: Synchroneous read: [ Usermarme (leave ernpty for none): l:l FPassword (leave empty for none): l:l

Server Name Endpoint Url 4 Security Mode
| ... | IBHLinkUA@ibhlinkua_sc opc.topffibhli.. |http:fopofoundatior ityPolicy #None None
urriibhlinkua_... [BHLinkUA®Ibhlinkua_sc opc.topffibhli..  hitp:fopefoundation.org/Us/SecurityPolicy #Basic2565ha258 Sign
urnibhlinkua_... IBHLinkUA@Ibhlinkua_sc opc.top:ffibhli..  http:ffopefoundation.org/Ua/SecurityPolicy #B asic2565haz2s6 SignandEncrypt
urriibhlinkua_... [BHLinkUA@ibhlinkua_sc opc.tepffibhli..  http:ffopefoundation.org/Ua/SecurityPolicy #4e5128_5ha256_.. Sign
urriibhlinkua_... [BHLinkUA®Ibhlinkua_sc opc.topiffibhli..  http:ffopefoundation.org/Us/SecurityPolicy #425128_5ha256_.. SignandEncrypt
urnibhlinkua_... IBHLinkUA@Ibhlinkua_sc opc.top:ffibhli..  http:fopofoundation.org/Ua/SecurityPolicy #4es256_5ha256_ .. Sign
urriibhlinkua_... [BHLinkUA@ibhlinkua_sc opc.tepffibhli..  http:ffopefoundation.org/Ua/SecurityPolicy #425256_Sha2s6_.. SignandEncrypt

Remote server certificate details:

Cornrmon Marne: IBHLinkAZIbhlinkua_rescued

Crganization: Crganization

Organization Unit: Unit Information is inserted
Locality Locationklame

State:

Country DE

“alid from 2020-11-26

“aild to: 2025-11-25

Application URL: urnzibhlinkua_sc:IBHsoftec: IBHLinkLA
Encryption strength: RSA-SHAZE6 - 2045 Bit

The certificate is valid.

confirm m Cancel

The IBH Link UA OPC UA server is connected. The status of the
server is good.

e

c o © & 10013897 =/opc clent o @ T meo®e®o =

%m L] OPC Logout | Updats password single-core

Add Server | Add warisble wread | Connect variable | # | G| @ Upload client ¥ML configuration

Download client XML cUnﬁgurat\DnR Delete client configuration
Tick

Add a variable to read from the selected server |

=

¥ 2 urn:ibhlinkua_sc:1BHsoftec: IBHLINkUA (opc tep:/fibhlinkua_sc:48010)
D views
¥ 3 Ohjects
> 3 Server
0 MoTT
» 3 DeviceSet
» [ Stations
! v 3 PLCS
------------------------ | sos7CPU2
| s s7CPUL
>0 S5++tos5CPU2
>0 SS++toSSCPUL
> PLC 1200
------------------------ » [ Slats
> 2 Types

Sarmpling intereal [ms]: {1000

| | Discard oldest

Datatype of variahle :

HBHsofte. o g ek uA
“EOPC UA

whnibhsoftec.com  Contact Wik
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9.4.4 Add read variable
The following tags from the CPUs are declared as read variables.

CPU Programs (Data block) GlobalVars
S7 CPU 2 CounterValues_2
e Value 2
e IsCounting_2
S7CPU 1 CounterValues_1
e Value 1
e IsCounting_1
S5++ S5 CPU 2 | CounterValues_4 CounterON_4
e Value 4
S5++ S5 CPU 1 | CounterValues_3 CounterON_3
e Value_ 3
CPU 416 Master | Variable to CPUs
e Control_ON
e MaxValue_1
e MaxValue_2
e MaxValue_3
e MaxValue_4
e MinValue_1
e MinValue_2
e MinValue_3
e MinValue 4

Read variable: S7 CPU 2 Data block
[Soloct variablotorad —————__x]

[l Connected Servers

¥ 22 urn:ibhlinkua_sc:IBHsoftec: IBRHLinkUA, {opc.top: fibhlinkua_sc:48010)
2 Wiews
¥ ) Ohjects
> 5 Server
» [ Stations
v [ PLCs
& DeviceManual
@ SoftwareRevision
) SupportedTypes
[ & countervalues_z )
& Minvalue_2
& Maxvalue_2
value_2 select one after another
@& IsCounting_2
» ) Tasks
@ DeviceHealth
» [ ParameterSet
¥ 3 Globalvars
& Counteroh_2
.

& DeviceManual

—_
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Read variable: S7 CPU 1, S5++ CPU 2, S5++ CPU 1, CPU 416 Master

@ SoftwareRevision

I3 SupportedTypes
|"’ L) Countervalues 1 |
& Minvalue_1
| & Maxvalue_1
&value_1

& IsCounting_1
> () Tasks

@ DeviceHealth
| > [[5) Parameterset

¥ 3 GlobalJars

|
l & CounterOM_1 :elem
[v & s5++tosscrUz )

& DeviceManual
| @ SoftwareRevision
¥ 23 Programs
£ SupportedTypes
["’ 3 Counter Walues 4]
&value_4
& Minvalue_4
& Maxvalue_4
> () Tasks
@ DeviceHealth
» [ ParameterSet
¥ [ Globalvars

l G(20ur1ter0|‘\.|_4,"ele{:1

& [sCounting_4

[v2ss++tosscrUl]
& DeviceManual
@ SoftwareRevision
I3 SupportedTypes
[ ] CDunteNaIuesS]
&vialue_3
& Minvalue_3
& Maxvalue_3
> 2 Tasks
@ DeviceHealth
> [[3) Parameterset
¥ [0 Globalvars
& CounterOM_3
& [sCounting_3
[¥ & cPu 416 Master )
& DeviceManual
@ SoftwareRevision
¥ 23 Programs
I3 SupportedTypes
I ¥ () Wariable to CF‘Usl
{ & Contral_OM Y
& Maxvalue_1
@ Maxvalue_2
& Maxvalue_3
& Maxvalue_4

select one after another

elect one after another

i

elect one after another

!

select

select one after another

& Minvalue_1
& Minvalue_2
& Minvalue_3
W Minvalue_4 J
» () Wariable fram CPUs
> () Tasks
@ DeviceHealth
> [ Slots
> ) Types

Sampling interval [ms]:

change seftings

Clueue size: |1 :
if necessary

! Discard oldest:

Datatype of variable :

confirm
one after another m Cancel
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Connect with variables

The tags, which have been declared as read variables, are

Page 9-41

connected to the IBH Link UA OPC server, selected to be connected.

OPC tags from the data blocks FromPLC1500 [DB5] and
FromPLC1200 [DB5].

- B |EH Link UA& - OPC Client

&« Cc o © & 10.0.13.897_=/opc_dient

@

Logout | Update password

» &8 57300/ET200M-Station_2.57 CPU 2 Programs.Countervalues_2, IsCaunting_2
» &8 57300/ET200M-Station_1.57 CPU 1 Programs.Countervalues_1Value_1

» &8 57300/ET200M-Station_1.57 CPU 1 Programs.Countervalues_1.IsCaounting_1
P EEET 2005-Station_2.55++ to 55 CPU 2.Programs.Counter Yalues 4 value_4

P EHET 2005-5tation_2.55++ to 55 CPU 2.Globalvars. IsCounting_4
P EHET 2005-5tation_1.55++ to 55 CPU 1.Programs.Countervalues3 value_3
P @ ET 2005-5tation_1.55++ to 55 CPU 1.Globalvars.IsCounting_3

@8 57-400-Station_3.CPU 416 Master.Programs Variable to CPUs.Contral_OMN
» @ 57-400-5tation_3.CPU 416 Master.Programs Variable to CPUs.Max/alue_1
@ 57-400-Station_3.CPU 416 Master.Programs. Variable to CPUs.MaxWalua_2
B @ 57-400-5tation_3.CPU 416 Master.Programs Variable to CPUs.Max/alue_3
» &8 57-400-Station_3.CPU 416 Master.Programs Mariable to CPUs. Max\alue_4
» &8 57-400-Station_3.CPU 416 Master.Programs Variable to CPUs Minvalue_1
» & 57-400-5tation_3.CPU 416 Master.Programs Variable to CPUs.Minvalue_2
» &8 57-400-5tation_3.CPU 416 Master.Programs Variable to CPUs Minvalue_3
» &8 57-400-5tation_3.CPU 416 MasterPrograms Variable to CPUs.Minvalue_4

'OPC Client

Add Server ‘ £dd wariahle to read
Dowvnload client XML configuration |ﬁe\ete client configuration

&
one after another === onnect varisble from the source server to the destination variable |
Select variable to e

Brvers

“onnected
¥ 23 urn:ibhlinkua_sc:1BHsoftec: IBHLINkUA (ope.tep: /fibhlinkua_sc:48010)
12 views
v 53 Objects
> 53 Server
» I3 Stations
¥ I3 PLCS
@ DeviceManual
@ SoftwareRevision

[0 SupportedTypes

¥ [ Countervaluss_2

| EMinvElue_2 select one after another

& Maxialus_2

@l value_2
IGISCDuhtmg_Q ;e'ed
» [ Tasks
@ DeviceHealth
» (3 Parameterset
¥ 3 Globalvars
| & CounterOhl_2

¥ 57 CPUL

@ DeviceManual
@ SoftwareRevision

() SupportedTypes

v [ Countervalues_1

A Minvalue_1

& Maxvalue_1
@lvalue_1
& [sCounting_1
» 3 Tasks
@ DeviceHealth
> 3 ParameterSet

¥ I3 55++ o 55 CPU 2

@ DeviceManual
@ SoftwareRevision

(£ SupportedTypes
@value_4
& Minvalue_4
& Maxvalue_4
> 3 Tasks
@ DeviceHealth
» ) ParameterSet

¥ 3 Globalvars
select
l.caunterON_4 ]

& IsCounting_4

wwveibhsoftec.com

1 Link UA

ded OPC UA server | client

~  SPCUA

select one after another

select one after another

Good (0:

3

InoD® 0 & =

single-core

mark one after another

>
_Connect variable ‘ # | G | Upload client XML configuration

TTI
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Connect with variables

| [ ¥ s5++t0s5cPU ]

@& DeviceManual

& SoftwareRevision

L3 SupportedTypes

¥ ) Countarvalues3

@value_3

& Minvalue_3
& Maxvalue_3
» [ Tasks
@ DeviceHealth
» ) ParametsrSet

& IsCounting_3
@& DeviceManual
& SoftwareRevision
I3 SupportedTypes
» I3 wariable to CPUs
@ Controlling_is_0OnN_1
& Controlling_is_ON_2

select one after another

& Controlling_is_0ON_3

& Controlling_is_0ON_4
&value_1
@value_2 | select one after another
&value_3
& value_4
» D Tasks
@ DeviceHealth
» () Parameterset
» 2 Globalars
» [ slots
» 3 DeviceSet
» 2 Modbus
> 2 Client
@ maQTT
> 3 Types

Sarmpling interéal [ms]: | 1000
Queue size change settings
if necessary

| Discard oldest:

Datatype of variable

‘confirm
one after anothe r Cancel

The connections are displayed in the IBH Link UA web browser
window OPC Client.

1B 1BH Link UA - OPC Client X

<« Cc @ © & 100138957 =/opc_cdient RN 7R« d n o e® o

Logout | Update password single-core

S=M. e

» &1 57300/ET200M-5tation_2.57 CRU 2.Programs.Countervaluss_2 Value_2

S7300/ET200M-5tation_2.57 CPU 2.Programs.Countarvaluss_2 IsCounting_2
¥ & 57300/ET200M-Station_1.57 CPU 1.Programs.Countervalues_1.Value_1 I
® S7300/ET200M-Station_1.57 CPU 1.Programs.Countervalues_1value_1.TimeStamp
# 57300/ET200M-Station_1.57 GPU 1 Programs.Countervalues 1 value_1.5tatus
& urn:ibhlinkua_sc:1BHsoftec: IBHLinkUA (ope.tep /fibhlinkua_sc: 48010).57-400-Station_3.CPU 416 Master.Programs.Variable from CPUs value, ll
» @ 57300/ET200M-Station_1,57 CPU 1.Programs.Countervalues_1lsCounting_1
» @ ET 200S-5tation_2.55++ to 55 CPU 2 Frograms Counter Values 4value_4
» @ ET 2005-Station_2.55++ to 55 CPU 2 Globalvars IsCounting_4
» @ ET 2005-5tation_1.55++ to 55 CPU L.Programs.Countervalues3.value_3
» @ ET 2005-Station_1.55++ to 55 CPU 1.Globalvars.[sCounting_3
I ¥ & 57-400-Station_3.CPU 416 Master.Programs variable to CPUs Control_ON I
® 57-400-5tation_3.CPU 416 MasterPrograms Variable to CPUs.Control_ON.TimeStamp
@ 57-400-Station_3.CPU 416 MasterPrograms Wariable to CPUs.Control_ON Status
=€ urn:ibhlinkua_sc:IBHsoftec: IBHLInkUA (ope.tep:/fibhlinkua_sc:48010) 87300/ET200M-5tation_2.87 CPU 2 Globalvars. CounterOh_2
=4 urn:ibhlinkua_sc: IBHsoftec: IBHLInkUA (ope.tep: ffibhlinkua_sc: 48010).57300/ET200M-5tation_1.57 CPU 1.GlobalVars. Counteroh_1
=€ urn:ibhlinkua_sc:IBHsoftec: IBHLinkUA (ope.tep:/fibhlinkua_sc:48010) ET 200S-5tation_2.55++ to 55 CPU 2.Globalvars.CounterON_4
-4 urn:ibhlinkua_sc: IBHsoftec: IBHLInkUA (ope.tep /jibhlinkua_sc: 48010) ET 2005-Station_1.55++ to S5 CPU 1.Globalvars CounterON_3
» @ 57-400-Station_3.CPU 416 MasterPrograms variable to CPUs MaxValue_1
57-400-Station_3.CPU 416 Master.Programs Mariable to CPUs Mawvalue_2
» @ 57-400-5tation_3,.CPU 416 Master.Programs variable to CPUs Maxvalue_3
57-400-Station_3.CPU 416 Master.Programs variable to CPUs Maxvalue_4
» @1 57-400-Station_3.CPU 416 MasterPrograms variable to CPUs Minvalue_1
$7-400-Station_3.CPU 416 Master.Programs Mariable to CPUs Minvalue_2
» @1 57-400-Station_3.CPU 416 Master.Programs Mariable to CPUs Minvalue_2 -
» @ 57-400-Station_3.CPU 416 MasterPrograms variable to CPUs Minvalue_4

<
Add Server | Add varisble o read | Connectvarcble | | 3] | upload client XML configuration | Dawnluad client XL canfiguration |

Delete client configuration

liBHsoftec (L
wwwibhsoflec com Contact Wiki % UA

I
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9.5 UaExpert - program window

In the UaExpert program window, the OPC tags of the CPUs are
displayed. The handling of the UaExpert program is described in part
1 of the manual.

9.5.1 Display of the OPC tags in the UaExpert

Unified Automation Ual ified Architecture Cli
File View Server Document 3Settings Help
DPPBEO =0 Xx%8 BRD
Project & X Data Access View Q
¥ [3 Project Al Server Mode Id Display Name Value Datatype  Source Timestamp Server Timestamp  Statuscode
v [3 Servers 1 IBHLinkUA...  N54|String|57-400-5tation_3.CPU 416 M... Controlling_is_ON_1 true Boolean : Good
) BHLinkUA@ibhlinkua_sc 2 IBHLinkUA.. NS4[String|S7-400-Station_3.CPU 416 Controlling_is ON_2 true Boolean Good
Lo = . ||3  IBHLinkUA.. NS4[String|S7-400-Station_3.CPU 416 Controlling_is ON_3  true Boolean Good
Documents 4 IBHLinkUA... NS4[String|S7-400-Station_3.CPU 416 Controlling_is ON_4  true Boolean Good
Ao Space & x |5  IBHLinkUA.. NS4|String|S7-400-Station_3.CPU 416 Value_1 3128 Int16 Good
3 IBHLinkUA...  NS4|String|57-400-5tation_3.CPU 416 Value_2 3531 Int16 Good
4 |No Highlight > |7 IBHLinkUA...  NS4|String|57-400-Station_3.CPU 416 Value_3 3031 Int16 Good
O R 8 IBHLinkUA...  NS4|String|57-400-Station_3.CPU 416 Value 4 1553 Int16 Good
oot 9 |BHLinkUA...  NS54|String|57-400-5tation_3.CPU 416 Control_ON true Boolean Good
~ [ Objects 10 IBHLinkUA... NS4[String|57-400-Station_3.CPU 416 MaxValue_l 5500 Int16 Good
& Client 1" |BHLinkUA...  NS4|String|57-400-5tation_3.CPU 416 MaxValue_2 5000 Int16 Good
12 IBHLinkUA...  NS4|String|S7-400-5tation_3.CPU 416 MaxValue_3 4500 Int16 Good
&% DeviceSet 13 IBHLinkUA... NS4[String|57-400-Station_3.CPU 416 MaxValue_4 4000 Int1§ Good
& MatT 14 IBHLinkUA... NS4[String|57-400-Station_3.CPU 416 MinValue_l 900 Int16 Good
& Modbus 15 IBHLinkUA... NS4[String|57-400-Station_3.CPU 416 MinValue_2 800 Int1§ Good
16 IBHLinkUA... NS4[String|57-400-Station_3.CPU 416 MinValue_3 700 Int1§ Good
v 3 pLCs 17 IBHLinkUA... NS4[String|57-400-Station_3.CPU 416 MinValue_4 600 Int16 Good
& CPU 416 Master 18 IBHLinkUA... NS4|String|ET 2005-Station_1.55++ to 55.. CounterON_3 true Boolean Good
19 IBHLinkUA... NS4|String|ET 2005-Station_1.55++ to 55.. IsCounting_3 true Boolean Good
% S3++t0SICPUT 20 IBHLinkUA.. NS4|String|ET 2005-Station_1.55++ to 5. MaxValue 3 4500 Int16 Good
& 53++t0S5CPU2 21 IBHLinkUA... NS4|String|ET 2005-Station_1.55++ to 55.. MinValue_3 700 Int1§ Good
& sTCPu 22 IBHLinkUA... NS4|String|ET 2005-Station_1.55++ to §5.. Value 3 3662 Int16 Good
23 IBHLinkUA... NS4|String|ET 2008-Station_2.55++ to 55.. CounterON_4 true Boolean Good
&% STCPU2 24 IBHLInkUA.. NS4[String|ET 2005-Station 2.55++ to 55.. IsCounting 4 true Boolean Good
& Server 25 IBHLinkUA.. NS4[String|ET 2005-Station_2.55++ to 55.. MaxValue 4 4000 Int16 Good
o 26 IBHLinkUA... NS4|String|ET 2005-5tation_2.55++ to §5.. MinValue_4 600 Int16 Good
Slots 27 IBHLinkUA... N54[String|ET 2005-5tation_2.55++ to 55.. Value 4 1871 Int16 Good
I Stations 28 IBHLinkUA... NS4|String|S7300/ET200M-Station_1.57... CounterON_1 true Boolean Good
(] Types 29 IBHLinkUA... NS54[5tring|S7300/ET200M-5tation_1.57... IsCounting_1 true Boolean Good
30 IBHLinkUA... NS4|String|S7300/ET200M-Station_1.57... MaxValue_1 5500 Int16 Good
3 Views 31 . String|S7300/ET200M-Station_157... MinValue_1 0o Int16 Good
32 String|S7300/ET200M-5tation_1.57 ... Value_1 5087 Int16 Good
33 String|57300/ET200M-Station_2.57...  CounterON_2 true Boolean Good
34 IBHLinkUA... NS4|String|S7300/ET200M-Station_2.57...  IsCounting_2 true Boolean Good
35 IBHLinkUA... NS4|String|S7300/ET200M-Station_2.57... MaxValue 2 5000 Int16 Good
36 IBHLinkUA... NS4|String|57300/ET200M-5tation_2.57 ... MinValue_2 800 Int16 12:56:57.151 : Good
37 IBHLinkUA... N34[String|57300/ET200M-5tation_2.57 ...  Value_ 2 866 Int16 13:10:33.082 : . Good

UaExpert - program window CPU 416 Master

Unified Automation UaExpert - The OPC Unified

Eile View Server Document 3Settings Help

IePDPO =0 X428 8RGO

Project 8 X DataAccess View [x]
v [3 Project Mode Id Display Mame Value Datatype
N D Servers M54|String|57-400-5tation_3.CPU 416 Master.Programs.Variable from CPUs.Controlling_is_ON_1 Controlling_is_ZOM_1  true Boolean
Q IBHLinkUA®@ibhlinkua_sc MNS54|String|57-400-5tation_3.CPU 416 Master.Programs.Variable from CPUs.Controlling_is_ON_2 Controlling_is_ON_2 true Boolean
- - M54|String|57-400-Station_3.CPU 416 Master.Programs.Variable from CPUs.Controlling_is_ON_3 Controlling_is_ON_3 true Boolean
[ Documents MNS4|String|57-400-5tation_3.CPU 416 Master.Programs. Variable from CPUs.Controlling_is_ ON_4 Controlling_is OM_4  true Boolean
D Data Access View M54|5tring|57-400-5tation_3.CPU 416 Master.Programs.Variable from CPUs.Value_1 Value_1 A907 Int18
MS4|String|57-400-Station_3.CPU 416 Master.Programs.Variable from CPUs.Value_2 Value_2 1922 Int16
Address Space & x | M54|5tring|57-400-5tation_3.CPU 416 Master.Programs.Variable from CPUs.Value_3 Value_3 4246 Int16
MS4|String|S7-400-5tation_3.CPU 416 Master.Programs.Variable from CPUs.Value 4 Value 4 1092 Int16
+3 |No Highlight w | M54|5tring|57-400-5tation_3.CPU 416 Master.Programs.Variable to CPUs.Control_ON Control_ON true Boolean
v Do M54|String|S7-400-5tation_3.CPU 416 Master.Programs.Variable to CPUs.MaxValue_1 MaxValue_1 5500 Int16
PLCs NS4|String|S7-400-Station_3.CPU 416 Master.Programs.Variable to CPUs.MaxValue_2 MaxValue_2 5000 Int16
v y& CPU 416 Master MS4|String|S7-400-Station_3.CPU 416 Master.Programs.Variable to CPUs.MaxValue_3 MaxValue_3 4500 Int16
@ DeviceHealth M54 Str!nq 57-400-5tation_3.CPU 416 Ma;ter.qurams‘Var!abletD CPUs.MaxValue_ 4 M_ax\:’alue_«% A000 Int18
MS4|String|57-400-5tation_3.CPU 416 Master.Programs.Variable to CPUs.MinValue_1 MinValue_1 900 Int16
&% ParameterSet NS4|String|57-400-5tation_3.CPU 416 Master.Programs Variable to CPUs.MinValue_2 MinValue_2 200 Int16
v & Programs MS4|String|S7-400-5tation_3.CPU 416 Master.Programs.Variable to CPUs.MinValue_3 MinValue_3 700 Int16
M54|5tring|57-400-5tation_3.CPU 416 Master.Programs.Variable to CPUs.MinValue_4 MinValue 4 B00 Int18

12 SupportedTypes

Bg”;?:;g:}:;ji;w 4 Display Mame Value Datatype  Source 'I'lmestam-p\
@ Controlling_is_ON_2 Controlling_is_OMN_1  true Boolean 13:13:28.002
@ Centrolling_is ON_3 Controlling_is_OMN_2 true Boolean 13:13:29.5492
@ Controlling_is_ON_4 Controlling_is_OM_3 true Boolean 13:13:31.037
@ Value_l Controlling_is_OMN_4 true Boolean 13:13:32.754
@ Value 2 Value_1 5126 Int16 13:23:00.194
@ Value 3 Value_ 2 2816 Int16 13:23:00.194
@ Value 4 Value_3 1307 Int16 13:23:00.194
¥ [ Variable to CPUs Value_4 1818 Int16 13:23:00.194
@ Control ON Control_ON true Boolean 13:13:43.006
@ MaxValue_1 MaxValue_1 5500 Int16 13:13:44.240
@ MaxValue 2 MaxValue_2 5000 Int16 13:13:46.007
@ MaxValue_3 MaxValue_3 4500 Int16 13:13:47.006
@ MaxValue 4 MaxValue_4 4000 Int16 13:13:49.006
@ MinValue 1 MinValue_1 900 Int16 13:13:51.007
@ MinValue 2 MinValue_2 800 Int16 13:13:52.006
@ MinValue_3 MinValue_3 T00 Int16 13:13:54.007
@ MinValue 4 \WMinValue 4 600 Int16 13:13:56.008 J
¥ RevisionCounter

________________________________________________________________________________________________________________________|]
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Data exchange between several S7 / S5 CPUs

Chapter 9

9.6 Status — Watch tables CPUs

CPU 416 Master

"l_l §5/57 for Windows® - 53 CPU 1 -- A\5.17e\S5 CPU 1e\55 CPU 1.55P

DEJ|
=

i Name Address Display format  Monitor value Vi Tag comment
1 "variable from CPUs".Controlling_is_ON_1 %DE5.0EX0.0 Bool [m] TRUE 57 CPU 1 is counting
2 "variable from CPUs".Controlling_is_OM_2 %DES.DEX0.1 Eool [ TRUE 57 CPU 2 is counting
3 "variable from CPUs".Controlling_is_ON_3 %DE5.DEX0.2 Bool [m] TRUE 55 CPU 1 is counting
4 "variable from CPUs".Controlling_is_OM_4 %DES.DEX0.3 Eool [ TRUE 55 CPU 2 is counting
5 "variable from CPUs" value_1 %DBS.DEW2 DEC+- 3405 Counter reading 57 CFU 1
[ "variable fram CPUs" Walue_2 %DES. DB DEC+H- 3963 Counter reading 57 CFU 2
7 "variable from CPUs" value_3 %DES.DEWE DEC+- 4269 Counter reading 55 CPU 1
i} "variable fram CPUs" Walue_4 %DES. DEWS DEC+H- 2564 Counter reading 55 CFU 2
9 "wariable to CPUs".Control_OMN %DE2.DEX0.0 Eool [m] TRUE all CFUs start counting
10 "Wariable to CPUs" Mand/alue_1 %DE2 DEW2 DEC+- 5500 maximum counterwvalue 57 CPU 1
11 "wariable to CPUs".Maxvalue_2 %DE2.DEWS DEC+- 5000 maximum counterwvalue 57 CPU 2
12 "wariable to CPUs".Maxd/alue_3 %DE2.DEWE DEC+i- 4500 maximum counterwvalue 55 CPU 1
13 "wariable to CPUs".Maxvalue_4 %DE2.0BWS DEC+- 4000 maximum counterwalue 55 CPU2
14 "wariable to CPUs" Minvalue_1 %DE2.DEWT0 DEC+i- B Q00 minimum counter value 57 CPU 1
15 "Yariable to CPUs".Minvalue_2 %DE2.DEW12 DEC+- 800 minimurm counter value 57 CPU 2
16 "Yariable to CPUs".Minvalue_3 %DE2.DEW14 DEC+H- 700 minimum counter value 55 CPU 1
17 "Yariable to CPUs".Minvalue_4 %DE2.DBW16 DEC+- 600 minimurm counter value 55 CPU 2

S7 CPU 1 [CPU 312]
S7CPUTICRU 3121
L) 9}1 jp f\}/J Uc:

i Name Address Display format  Monitor value 7 Tag comment
i "Courteron_1" E@ Boal [=| @ TruE Enable 57 CPU 1 to count
2 "Countervalues_1".IsCounting_1 %DE2.DEX6.0 Bool [m] TRUE Couter is counting 57 CPUT
3 "Countervalues_1" Maxvalue_1 %DE2 DEW2 DEC+- 5500 maximum Counterwalue 57 CPU1
4 "Countervalues_1" Minvalue_1 %DE2. DEWD DEC+- 00 minimum Counter walue 57 CFU1
5 "walue_1" Fhii 2 DEC+- 1831 Countervalue 57 CPU 1

S7 CPU 2 [CPU 312]
[STICPUIZICPUISI2D

s 2Bl 7 %S5

i Name Address Display format | Monitor value 7 Tag cormnment
1 "CounteroN_2" | @ EBool E [@] TRUE Enable $7 CPU 2 ta count
2 "Countervalues_2"IsCounting_2  %DE2.DEX6.0 Bool [m] TRUE Feedback 57 CPU 2 is counting
3 "Countervalues_2" Maxvalue_2  %DE2.DBW2 DEC+- 5000 maximum Counterwalue 57 CPU 2
4 "Countervalues_2" Minvalue_2  %DE2.DBWO DEC+- 00 minirmum Counter value 37 CFU 2
5 "Countervalues_2" value_2 %06 2.DBwd DEC+- 4527 Counterwalue 57 CPU 2

Elle PLC Block Edit

SRR 2 B E

InsertCtri<V  Presentation  Find

EE mm = e
4 BB1Status x

View Window Help

S5CPU1

2}

= | STL CSF LAD

Modify value

B ar 4 BB 1
2144 Network - - 2
[N LT l:l !
H (=8 BPLC 907954100 U (CPU 103) = Title: Status 85 CPU 1
: Fuvs:edn::zi;l'zs Operand Contents
Program structure FO.1 KM 1
H= Trace back F22 KM 1
7 5442
DB 2
%I ;PMJSMB“” DWO KF +7220
r DW 1 KF +100
@ 57442 Dw2 KF +10000
STEP7®

m $5/57 for Windows® - 55 CPU 2 -- A:\5.17€\55 CPU 2€\55 CPU 2.55P

File PLC Block Edit InsertCtri-V  Presentation

i oh &2 B =

Find View Window Help

o EEE m A e
4,/ BB1Status x|

Eable S5 CPU 1 to count
Counting control ON 55 CPU 1

Data Block DB2 [CounterData]
Counter Value 85 CPU 1

minimum Counter value S5 CPU 1
mazimum Counter value 55 CPU 1

S5 CPU 2
S R W %g < | SIL CSF LaD

Modify value

B ar ] BE 1
(=94 Netwaork * - P
[ s5e+1 l:l Bl
- 85++2 = Title: Status $5 CPU 2
R T 15U crusan) Operand | Contents
B Used operands
Fres operands FO1 KM 1
12 Program structure Fz2 KM 1
= Trace back
DB 2
Bl cPu 418 Master WD KE +2161
@ 57041 DWW 1 KF +600
[ s7ee2 DWW 2 KF +4000

IBH Link UA Training

Eable $5 CPU 2 to count
Counting control ON S5 CPU 2

Data Block DB2 [CounterData]
Counter Value 85 CPU 2

minimum Counter value 85 CPU 2
maximum Counter value 85 CPU 2
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10 IBH Link UA = connection of two S7 CPU 300 via an
IBH Link S7++

CPUs of the S7-300 series not having an unused Ethernet port can
be connected to the IBH Link UA via an IBH Link S7++. The IBH
Link S7++ converts the MPI bus to Ethernet (RFC 1006 protocol).

The following example shows a project with the connection of two (2)
CPU 312 to one (1) IBH Link UA via IBH Link S7++. Instead of the
CPU 312, any other S7 CPU 300/400 not having an unused Ethernet
port could be used.

IBH Link S7++

The IBH Link S7++ is an Ethernet converter. The
protocol used is the usual standard TCP / IP. The user
can benefit from all the advantages of Ethernet without
any problems.

The use of SimaticNet and the use of a CP communication
processor is not necessary on either the PC or the PLC side.

Connection IBH Link UA - 2x S7 PLC with CPU 312

~ '/
L?Zf{’g,f’ tﬁt‘-L-'f.Jﬁ

PN

MPI Address 3

Ethernet-Bus

MPI-Bus

10.1 Project with TIA Portal V16

The CPU 312 2x TIA16e project is identical to the -\rfl!lqﬁ
Counter program, as described under 1.1.3.

T& Portalvilo

The counter counts until MaxValue is reached and counts down until
the MinValue is reached. The SIEMENS PLC programming system
TIA Portal V16 is used to create the project.

TTI Trans Tech International® 2021 IBH Link UA Training
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IBH Link UA = connection of two S7 CPU 300 via an IBH Link S7++

IBH Link UA - configuration with the TIA Portal

S7-300 and S7-400 controllers that do not have an unused Ethernet
port can use the IBH Link S7++ or the IBH Link S7++ HS can be

connected to the IBH Link UA.

The routing mode must be activated in the IBH Link S7++. This
mode is available from firmware version 2.142. In this mode, non-
configured connections via RFC1006 are no longer possible!

Connections via the IBHNet driver continue to work.

IBH Link S7++
§$7-412-2 PN

CPU 312 CPU 312
MPI Address 3 MPI Address 2

as a representative
in the project

MPI Bus

MPI Bus

MPI Address 10

IP Adresse:
10.0.13.25

IBHLink UA

IP Address:
10.0.13.89

Note:

CPU S7-412-2 PN):

The following properties are available (compatible with

The CPU S7-412-2 PN provides the Routing mode and is available in
the hardware catalog of the TIA Portal and STEP 7 (Simatic Manager).

The firmware of the IBH Link S7++ emulates the routing capabilities of
the CPU S7-412-2 PN (6ES7 412-2EK06-0ABO V6.0).

Interfaces / Bus type

Protocols

1x MPI / PROFIBUS DP

MPI / PROFIBUS

1x PROFINET (1 Port)

ISO-on-TCP (RFC1006)

IP / MPI addresses of the devices used

Device IP address | MPIl address
IBH Link UA [Control Level] 10.0.13.89 | not applicable
IBH Link S7 ++ for S7 CPU 1 10.0.13.25 10
[CPU 412-2 PN] (for IBH Link S7++ and CPU) routed
S7-CPU 1 [CPU 312] not applicable 2
S7-CPU 2 [CPU 312] not applicable 3

IBH Link UA Training
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10.1.1 IBH Link S7++ settings

After starting Manage IBHNet Stations, the
IBH Network Settings dialog box opens.
Click the IBH Link S7 button to open the

Detect multiple network cards dialog box. Managell BRIl et
stations

Dialog box IBH Network Settings

% IBH Metwork settings

File  Stations 1BHLinks Options  Help

— Station;
Station Mame | Address |
loT 56++1 1001327102
loT 57++ 2 1001326
PLC 416141 10013711 pmark) - - -
FLC 416412 10,0129 Lists the access narmes available on this PC. Doubleclick

opens the properties,

Search and caonfigure [BH Link 57, Plus, 57+ + and 57+ +
HS dewices,
Hew station ﬁqu Change station | Delete stabion |

— Settings;

EH Link 57 BHLink 55 | IBHLink S5+ |  Language |

| Cloze I ['\-’eminn: 1.5?] ﬂl

Mark the network card the IBH Link S7++ is connected and confirm
with OK.

% Multiple Netwerk Cards detected

— Please choose the Metwork Card for the IBH Link search

Dezcrption | IF address | MAC address | Address | ~

Intel(R] Ethernet Connection (2] 12134 192.168.1.10 A0-54-34-57-2E1C  DHCP

Realtek. PCle GBE Family Controller #2 10.0.13.10 1-0F-C4-7B

W
fultiple Metwark Cards were detected in vour PC.
Fleaze chooze the Metwork, card for the 1BH Links search.
confirm
Ok Cancel | Help |

Mark the connected IBH Link S7++ and click on Settings to open
the IBHLink Settings dialog box.

% IBHLinks in the local network

Found IBHLinks:

MAC Address | Tupe | Serial Murnber | IP Address | Station name | Firrweare
IBHLMKLA 10331
MLE0MPI EE3E1 10.0 loT 57++ 1 f2 168
Cl MLEOMPI 25208 10,013 loT 57++ 2 .
00-0C-23-D6-15-88  IBHSPRLC a 10.013.11 PLC 4164M1 W0.000
00-0C-23-54-82-68 IBHS7PLC a 10.013.9 PLC 41642 W0.000
[~ Configuration via Fouter I 0000

click

] I Settings I Search again I Search P range | Help |

____________________________________________________________________________________________________________________________|
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In the IBHLink Settings / Network dialog box, activate the Routing
option Configuration with NetPro / TIA.

IBHLink settings - 00025208 MAC: 00-02-A2-21-56-CB

MPI/Profibus I Time synchronization I Firmware I Qiagnostiﬂj
— Address settings:

Metwork. name: I EXaad IP-Address

IBH Link S7++ MPI-Addresses

IBHLink settings - 00066361 MAC: 00-02-A2-49-64-C6

P-Address: 0. 0 . 13 IBH(IEinE:(t;?;H MPI/Prafibuz I Time synchranisation Firmware wlsmtlon A
{CHCK Testing will atternpt to establish a network connectlon to
Subnet mask: 285 256 0286 0 0 " DHCP

~Metwork statug#Diagnostthe IBH Link and read the current settings.

‘o !
Gateway: oo .0 0 Boot® Test | ILifeIistDK

I~ IBHMet port [Port 1099 iz always active): ID Station addiess: |1 i ¥ Fived bus parameter settings

 Automatic detection

Bus parameters:
[ Authentfication Baudrate: 187.5 KBit/s ~
Tslot_Init: 415
Usemame: Iadmin Maw. Tedr 400
Min. Tedr: 20
S Taet 12
Password: Tk N MPI-Address MPlL-Address v
PLC287-CPU2 __ IBH Link 57¢+
Change password | —BusNodes——f Nodc .
4 5 B 7 8 91011121314 15 16 17 18 19
Bl Ul_l_ I_I_I_I_I_I_ HEEEEEE
r,‘;"c | el [l o el o o el e o el
onfiguration with NetPro, g
=2 nrr- pTCP'1AS(';'@§31 EEEEEEEDEEE
Dlsal.Jle\p\f'debserver S miml k. N EEEEEEEEE R

&0 I_l_l_l_l_l_l_l_l_l_l_l_l_l_l_l_l_l_l_l_
o) o Y o o o o o o o Y o o v o o i o o ) o |
1200 [ [0 [ [ [ ) "Kcy

I~ Station passive
[V Station active
¥ Station active ready

telick | & lifelist of all connected nodes an the bus will be read,

The setting made must be [Pt | [Coel ]
permanently adopted in the IBH Link S7++.

Save permanently Reboot | Cancel |

The TIA Portal programming environment does not have a dialog to
select different IBH Link S7++. If two or more IBH Link S7++ are in
the subnet, the selection must be performed using the IBH Network
Settings dialog box.

% IBH Network settings

File Stations |EHLinks = Options  Help
~ Station, ————————

Language
tatlon Hame Diagnostics
10T S?++1 Test and Settings
laT 57++ 2
PLC 4161 .
PLC 416:4M2 Test and Setup
r~ Test function:
Set PG/PC interface |
Diagnostics |
i Selected stations for STEP®7
MPI
— Settings: =
m 10T PLC 416 _||f the IBHMet station can't be chosen over Set PG/PC
- o] B7as 2 Interface, like itis in the TI&, or due to lacking user rights,
IBH Link 57 | o F?LEI 41+8+-VM1 the IBHMet station can be chosen in this dialog.
PLC 416M2 |

IL Prafibus
| Kl

confirm

By clicking the Accept button, the IBHNet driver is given the IP
address. The TIA Portal, therefore, only has access to the assigned
CPU via the IBH Link S7++.
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10.1.2 S7-CPU 1 [CPU 312]
In the program for the S7-CPU 1, the data blocks CounterData
[DB2], and Data_from_CPU 2 [DB5] are available for the data
exchange with the S7-CPU 2. The variables of these blocks are
defined as (OPC tags).

Data block CounterData CPU 1 [DB2]
These variables are defined as OPC tags (read variables).

2xCPU 300 TIA 16e » S7-CPU 1 [CPU 312] » Program blocks » CounterData [DB2]

-

X

=4 _ﬁf" o, w- E= % Keepactualvalues [Jg  Snapshot ‘% ;‘a, 4 ;’1.
Name Data type | Offset Start velue | Comment

1 €@ > Static

2 4. Count Eool 0.0 1} Counter is counting

i <dan- Counteryalue Int 2.0 1} Counter Value

4 4= MinMo Int 4.0 100 minirmurm counter reading (number)

5 4w MaxMo It 6.0 10000 maximum counter reading (humber)

Data block Data_from_CPU 2 [DB5]
These variables are defined as OPC tags.

2xCPU 300 TIA 16e » S7-CPU 1 [CPU 312] » Program blocks » Data_from CPU_2 [DB5]

Data_from_CPU_2

= g i, B E= "7 Keepactualvalues g Snspshot i, o

Name
1 < = Static
2 = Count_CPUZ
3 @m= Counteryalue_CPLU2
4 agm Minhao_CPUZ
5 4= MaxMo_CFL2

Copy snapshots to start values g &

Data type Offset Startvalue Comment

Bool 0 Counter is counting from CRUZ2

Int a Counter Yalue from CPU2

Int 100 minimum counter reading (humber) from CPUZ2
Int 10000 maximurn counter reading (humber) from CFU2

Configurations of the S7-CPU 1 [CPU 312]

Only these settings are necessary for the project.

2xCPU 300 TIA 16e » S7-CPU 1 [CPU 312]

|; Topology view @ Network view Il]'f Device viewl
it [[s7-crun (cpu n2]] =] | Jﬁ ® % =
~
&
5 6 7 8 9 10 1
57 an IBH Link 57++
| <. Properties | ||‘_i.‘.|nfn ||E Diagnostics
J[General ]" 10 tags H System constants H Texts ‘
¥ Genersl MPl interface [X1]
Catalog information
General
Identification & Mainte...
R g Fl interface [X1];
Genersl Narme: | MPi-Schnittstelle_1 |
MF1 address P
Startup
~
Cycle [~]
Clock mermory
b Interrupts WPl address
Oagmesiies sysiem Interface networked with
» System diagnostics
Subnet: | MFI 1
Time of day (zutnes: | ] 1]
Operating mode
Retentive memory
Protection Parameters
Connection resources [[address: [2 hadl
Owerview of addresses Highest address: ‘5.‘ |,|
Transmission speed: | 187.5 kbps [+]

TTI
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Compile program blocks and device configuration S7-CPU 1

[CPU 312] (device)

|5'? Topology view ||ﬁg,] Network view I[|'f Device viewl

H

Change device
Migrate to 57-1500

Eg'h Goto network view

S7 an IBH Link 57++

& Goonline Crl+K
&N Gooffline CErl+h
_—I-b Export module labeling strips..

[ Properties Alt+Enter

ware and software ()
Hardware {only changes)
Hardware {rebuild all}
Sofeware (only changes)
Software (rebuild all}

Softweare (reset mernory reserve)

Load program blocks and device configuration into the

S7-CPU 1 [CPU 312] (device)

CPU 300 TlA 16e » S57-CPU 1 [CPU 312]

|5'? Topology view ||ﬁg,] Network view I[|'f Device viewl

é‘,/
5

Fi

H

Change device
Migrate to 57-1500

S7 an IBH Link 57++

Eg'h G0 to hetwork view

Compile

vhload to dewvic

ﬁ Go online

Crrl+k
&N Gooffline Crl+ b
[=# Export madule labeling strips...
[5d) Properties Alt+Enter

58
{click)
rd

Hardware configuration

Softweare (only changes)
Software (all)

Extended download to device dialog box — Start search

Extended download to device [X
Configured access nodes of "S7-CPU 1"
Device Device type Slot Interface type | Address Subnet
S7-CPU T CPU 312 2x1 MFl 2 MFI_1
{open | select
Type of the PGIFC interface:  [[W_ Pl m
PGIFCinterface: | [Rl IBHNet © <
Connection to interface/subnet: MFI_1 @
15t gateway: |V| @

Select target device:

[J_Show accessible device;]

Device Device type Interface type

hFl

Flash LED

Online status information:

Show devices with the same addresses
atible devices

Show all comp

(click )

[ Display anly error messages

| Load

Cancel |

IBH Link UA Training
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Extended download to device dialog box — Load
Extended download to device [X
Configured access nodes of "S7-CPU 1"
Device Device type Slot Interface type | Address Subnet
57-CPU CFU 512 2% AP 2 bAFI_1
Type of the PGIFC interface: [Pl [=]
PGIFCinterface: [l IBHNet -] ©[=)
Connection to interdacelsubnet: | MPI_1 |V| @
15t gatewsay: | |V| @
Select target device: Show accessible devices -
Device Device type Interface type Address Target device
S7-CPU CPU 312 bl 2 S7-CPU
Accessible device Substitute Object.. MPI 3 —
MFI Access address

[ | Flash LED

Online status information:

1 Found accessible device Accessible device
© scan completed. 2 devices found.
% Retrieving device information...

Scan and information retrieval completed.

[ pisplay anly error messages

Start search

<))

Load

1

Cancel

A preview of the loading is displayed.

Load preview

9 Check before loading

Status |1

a4 @

Target
¥ S7-CPU

Message
Ready for loading.
1 * Protection Fraotection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use offirewalls and network segmentation. For
maore information about industrial security, please visit

H httpffeeesee siemens. comlfindustrialsecurity

¥ Stop modules The modules are stopped for downloading to device.

The device configuration cannot be downloaded when the CPU is
in RUN.

¥ Device configurati... Delete and replace systern data in target

Delete and replace existing device configuration for "S7-CPU 1" in
the target systemn?

* Software
Mo blocks

Download softaare to device

00 0 Q@ 00

Mo block needs to be loaded to make the program consistent

Action
Load '57-CPU1°

Stop all

Download to device

Consistent download

. @ ~ s7orn

]
V]

Downloading to device completed without error.

* Start modules Start modules after downloading to device

The module "S7-CPU 1 [MPI=2]" can be started.

| Finish | Load I| | Cancel |
i
Load results X
9 Status and actions after downloading to device
Status | ! Target Message Action

Load 'S7-CPU1*

Start module

ﬁ &
Finish 1 | Load | | Cancel |

Trans Tech International® 2021

IBH Link UA Training



Page 10-8 IBH Link UA — connection of two S7 CPU 300 via an IBH Link S7++ Chapter 10

10.1.3 S7-CPU 2 [CPU 312]

In the program for the S7-CPU 2, the data blocks CounterData
[DB2] CPU 1, and Data_from_CPU 1 [DB5] are available for the
data exchange with the S7-CPU 2. The variables of these blocks are
defined as (OPC tags).

Data block CounterData [DB2] CPU 2
These variables are defined as OPC tags (read variables).

2xCPU 300 TIA 16e » S7-CPU 2 [CPU 312] » Program blocks » CounterData [DB2] -0 EX

2 _"lf" -, ﬁ- E= 7 Keepactualvalues g Snapshot "% ;‘a, 4 ;’.
Name Data type  Offset Start value | Comment

1 <0 > Static

2 4. Count Eool 0.0 a Countet is counting

i an- Countervalue Int 2.0 1} Counter Value

4 |4 = Minko Int 4.0 100 minirurm counter reading (humber)

5 4= MaxMo It 6.0 10000 maximum counter reading (hurber)

Data block Data_from_CPU 1 [DB5]
These variables are defined as OPC tags.

2xCPU 300 TIA 16e ¥ S7-CPU 2 [CPU 312] » Program blocks » Data_from_CPU_1 [DBS]

= _‘fh o, w E= T Keepactualvalues g Snapshot ‘ar ;‘a, Copy snapshots to startvalues g & =

Data_from_CPU_1

Mame Data type Offset Start value Comment
1 <0 « Static
2 = Count_CPU1 Bool 1) Counter is counting frorm CPUY
3 | m= Countervalue_CPU1 Int 0 Counter Value from CFUY
4 | m MinMa_CPL1 Int 100 minimum counter reading (humber) from CPU1
5 4= Mazho_CPU1 Iht 10000 maxirmurm counter reading (humber) from CFUY

Configurations of the S7-CPU 2 [CPU 312]

Only these settings are necessary for the project.

2xCPU 300 TIA 16e » S7-CPU 2 [CPU 312]

|E Topology view @ Network view Il]i Device viewl
57-CPU 2 [CPU 312, =ETH £ T s =
I ] = e

~

(mark)
>
& &V
&y
S\ >

57 an IBH Link 57++

|3, Properties | ||‘_i.'.|nfn ||ﬂ Diagnostics

J[General]" 10 tags H System constants H Texts ‘

 General MPl interface [X1]
Catalog infarmation
g General
Identification & Mainte...
Rg \F interface DX ]
General Mame: |MPISchnittstelle_1 |
WPl address P
Startup
~
Cyele []
Clack memary
b Intermupts MPI address
Oiegmesiies syEiem Interface networked with (@penTseiEEy,
» System disgnostics
Subnet: | WPl 1
Time of day & K ‘ ] 1]
Operating mode N add new subnet
Retentive memory |
.
Fratection H Parameters
Connection resources [Address: Ell | hadl
Owerview of addresses Highest address: ‘ 31 "l
Transmission speed: | 187.5 kbps [+]

_________________________________________________________________________________________________________________________|
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Compile program blocks and device configuration S7-CPU 2
[CPU 312] (device)

H

Change device

$7 an IBH Link S7++ Migrate to $7-1500

Eg'h Go to network view

Cornpile ; vare (only changes)
Download to device » Hardware (only changes) (click)

ﬁ Go online Ctrl+K Hardware {rebuild all}

&Y Go offline Cerl+h Software (only changes)

Software (rebuild all}
Softweare (reset mermory resere)

[ Export module labeling strips...

[ Properties Alt+Enter

Load program blocks and device configuration into the
S7-CPU 2 [CPU 312] (device)

2xCPU 300 TlA 16e » S57-CPU 2 [CPU 312]

|5'? Topology view ||ﬁg,] Network view I[|'f Device viewl

EEER Y =
»!QV

)

Fi

LN
T
V Q\-;lv
[
&

58
{click)
,4 Change device 10 11
= Migrate to 57-1500
iy GO to network view
Compile 4
: adtod ardware and software (o
& Goonline Crl+K Hardware configuration (Chick)
" .
&Y Go offline Crl+ b Software {only changes)
[ Export module labeling strips... Software (all
[, Properties Alt+Enter

Extended download to device dialog box — Start search

Extended download to device X

S7 an IBH Link 57++

Configured access nodes of "57-CPU 2"

Device Device type Slot Interface type | Address Subnet
57-CPU 2 CPU 312 2x1 Ml 3 MFI_1
{open | select
Type of the PGIPC interface: |lt‘ P m
PGIFCinterface: | [Rl IBHNet © <
Connection to interface/subnet: MFI_1 @
15t gateway: |V| @
Select target dewvice: [_I_Show accessible deviceg]
- - Show devices with the same addresses
D [} Interf; Ad . X
evice evice type nterface type < I tible dewices
= - MPI Ac EE
Flash LED
(click)
Online status information: [ Display only error messages

| Load | | Cancel |

TTI Trans Tech International® 2021 IBH Link UA Training
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d download to device dialog box — Load

Extended download to device X

Device Device type slot Interface type | Address Subnet
57-CPU 2 CPU 312 21 WPl 3 MPI_T
—
Type of the PGIPC interface: L MPl [+]
PGIPCintedface:  |Rl IBHNet [=] @.
Connection to interdace/subnet: | MPI_1 |V| @
15t gateway: | |V| @
Select target device: Show accessible devices -
Device Device type Interface type o Address Target device
S7-CPU CPU 312 MFl 2 S7-CPU
Accessible dewvice  Substitute Object S7300CPU Pl 8 =
Pl Access address
[ | Flash LED
Online status information: [ pisplay anly errar messages

I Found accessible device Accessible device
© scan completed. 2 devices found.
% Retrieving device infarmatian...

Scan and information retrieval completed.

Configured access nodes of "S7-CPU 2"

<]

-T’
Load 1 | Cancel |

A preview of the loading is displayed.

Load preview X

9 Check before loading

Status |1 Target Message Action
W & v s7cruz Ready far loading. Load '57-CPU 2'
1 ¥ Protection Frotection from unauthorized access

Dewvices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, .. by use of firewalls and network segmentation. For
maore information about industrial security, please wisit
httpffwwew siemens.comlindustrial security

¥ Stop modules The modules are stopped for downloading to dewvice. Stop all
The device configuration cannot be downloaded when the CPU s
in RN,
Device configurati... Delete and replace system data in target Download to device

Delete and replace existing dewvice configuration for "§7-CFU 1" in
the target system?

00 00 00
4

2

Status

<

¥ Software Download software to device Consistent download
Mo blocks Mo block needs to be loaded to make the program consistent
| Finish | Load I| | Cancel |
Load results X

Status and actions after downloading to device

! Target Message Action

@ ~ s7cruz Downloading to device completed without error. Load '57-CPU 2°
0 * Start modules Start modules after downloading to device.
0 The module "6ES7 312-1AD10-0AB0 [MPI=3]" can be started.

ﬁ &
Finizh 1 ‘ Load | ‘ Cancel |

IBH Link UA Traini
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10.2
project

The IBHLink S7++ is created in the TIA Portal as an S7-400 station

Insert IBHLIink S7++ as CPU 412-2 PN into the

and connected to the corresponding bus system (MPI or

PROFIBUS).

The following module must be used as a representative for the
IBHLink S7 ++:

e MLFB: 6ES7 412-2EK06-0AB0 V6.0 in rack O, slot 2

Double-click Add new device to select [ Add new device i
"""

Page 10-11

the CPU 412.
Add new device X
Device narme:
it
[[16H Link 57+ p
~ [l Contrallers Device:
» r:u SIMATIC 57-1200
» r:u SIMATIC 57-1500
e .
controllers 4 r_E. SIMATIC Drive Controller
!- b LIl SIMATIC 57-300
s
- _EIEIM.»‘\.TIC 57400 CPL 4122 PN
~ [ crPu
D » [ cPU 41241 ;
» [ CPU412-2 DF Article no.: || 6E57 41 2-2EK06-DAB0 |
alill 'EICPU A412-2 PN . Wersion: |V6.D |V|
1 6ES7 4 Sl |
[l 6ES7 412-2EKD7-0ABD DESETaHEm:
g » [l CPU414-2 DP Work remory 512KE code and 512KB data;
0.075msi1000 instructions; 4KE DINO; 48
» [ cPU 414-3 DF ¥ ; ;
I_‘E. connections; 1 % DPMMPIL 1 x PN; capable of
» L CPU 414-3 PN/DP sending and receiving in direct data exchange;
PC systemns » r‘_m CPU416-2 DF constant bus cycle time and processing in
I g isochronous rmode; routing; data record routing;
D I_‘E. GRS P capable of multicomputing; PROFINET 10
» L CPU 418-3 FNIDF controller; supparts RTART, PROFIMET intetface
» [ cPU 4174 and 2 ports; FROFINET CBA; PROFINET CBA proxy;
firrweare W6.0
[¥] Open device view OK ] | Cancel
Insert power supply in IBHLink S7++
2xCPU 300 TIA 16e » IBH Link $7++ [CPU 412-2 PN] — & = X
& Topology view oy Network view lli'f Device viewl Options
gt [1BH Link 574+ [cPuat22 Pl ) B Hr H -
v | Catalog
Bl | ]
E Filter Profile: ﬂ
v [ Rack
5 6 7 8 r_E.
~ Ll FsS

Trans Tech International® 2021

vrj. Standard
» [l PS5 205 104
» [ PS5 405 204
» [ PS5 405 44
» [l PS 407 104
» [l PS5 207 204

L v | | =

v [ ke
’I'"
[ cPuU
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Define the MPI interface of the CPU 412 (MPI interface IBH Link S7 ++)

U 300 TIA 16e » IBH Link 57+ [CI

412-2 PN]

|,._5’ Topology view ||ﬁg‘h Network view Ili\’ Device view I

+ =
=]
b
7 8 9 10 11 12 13 14 15 16 17 18 :
UR1_0 -
[<| m . 100% ~| —5— ]
lgProEerties I ||"L'.Info "ﬂDiagnustics ‘
J[General] " 10 tags " System constants " Texts |

- General
Catalog inforrmation

Identification & Mainten...

General
MPl address
Tirme-otday synchronization
Diagnostics addresses
PROFIMET interface (xX5)
Startup
Cycle

Clock memary

-

-

Interrupts
Diagnostics systern

-

System diagnostics
Time of day

Overview of addresses

5 IBH Link 5
Retentive memory have the
Mernary
Frotection

b ieb server

£

General

MPFDP interface [X1]

MPl address

Marme: |MPIJ’DF‘mter‘face_‘l ‘

Comment:

Parameters

Interface networked with

[[subner: [wr1]
Add new subnet |

Enterface type: |MPI J

T++ and CPU 412 must

ame MPI address

Highest address: | Ell

Transimission speed: | 187.5 kbps

Address:

|10 centery

Define the Ethernet interface of the CPU 412
Ethernet connection IBH Link S7++ to IBH Link UA.

U 300 TIA 16e » IBH Link S7-++ [CPU 412-2 PN]

|; Topology view ||ﬁg‘h Metwork view  |[IY Device view

UR1_0

<[ ]

=H

=]

*

% 10 11 12 13 14 15 16 17 18

]

100% i B Y

|ngEerties I""_i.'.lnfn "ﬁDiagnnstics |

|[ General | " 10 tags " System constants " Texts |

* General
Catalog infarmation
Identification & Mainten...
MPUDF interface [%1]
General
WPl address

1

Time-ofday synchronization

Diagnostics addresses

Startup

Cycle

Clock retnary

-

Interrupts
Diagnostics system

-

Systermn diagnostics
Time of day
Retentive rermory
Mermany

Protection

-

web server
Overview of addresses

PROFINET interface (X5)

General

Ethernet addresses

Interface networked with

IP protocol

| Marne: | Ethernet Interface IBH Link 57 ++ J:enter

Comrment:

Q0]

Subret: | FAE_T | v
r Add new subnety 1

(mark}
- 5 2 IP-Address
*a) Set P address in the project IBH Link S7=+

10 0 13 25
255 255 . 255 .0
.o .a a

IF address:
Subnet rask:
D Use router

O IP address is set directly at the dewvice

IBH Link UA Training
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Delete blocks (IBH Link S7 ++ / CPU 412)

iy Siemens - A:LTIA 16el2xCPU 300 TIA 16e2xCPU 300 TIA 16e

[ H sove project

IDevices I

Froject Edit  “iew Insert ©Online Options Tools  Window Help
N EHEX 90 ARG ER

No blocks can be loaded into the
IBH Link S7++. In the offline mode alll

mat
B
> ] 2xCPU 300 TIA 16e

B Add new device
i Devices & networks

¥ | il IBH Link 57 ++ [CPU 412-2 PN]
Iﬁ Device configuration
% Online & diagnostics

B Add new block

Page 10-13

PLC blocks of the IBH Link S7++ / CPU
412 must be deleted.

- ight cli

Rename¥¥click)

Crrlex
Crrl+C
Ctrley

Fz

3 External source files Qpen

» L3 FLCtags W cur

» [l PLC data ypes 5] copy

3 ';1 watch and force tables |7 poste

» rj:, Online backups »

v [} Device proxy deta
B8 Program info -
L. PLC supervisions & alan 3’ Frint previes:
E] PLC alarm text lists [}, Properties

Alt+Enter

» 5 Local modules
» (@ 57300 [CPU 312]

Compile hardware and software (IBH Link S7 ++/ CPU 412)

Before loading the hardware configuration and software into the
device, these must be compiled.

2xCPU 300 TlA 16e » IBH Link 57+ [CPU 412-2 PN]

‘E Topology view "h'g'h Network view Ilif Device view I

IBH Link 574+ [CPU 4122 PN][ = || 2] 12
|| [ JIE3| EERR

UR1_0

Change device
Migrate to 57-1500

ﬂ-E Go to topology view
ﬁgh Goto hetwork view

Compile

Download to device
ﬁ Go online Ctrl+K
ﬁ Go offline Crrl+h
g Online & diagnostics Ctrl+Dr
_-|-| Expaort module [abeling strips...
§ Froperties Alt+Enter

= D

Hardware ({rebuild ally
Software (only changes)
Software (rebuild all)
Softeare (reset memaory reserve)

Trans Tech International® 2021

Change device
Migrate to 57-1500

& Go to topalogy view
gy Go to netwark view

Download to device »
& Go online Ctrl+K
ﬁ Go offline Corl+ b
%] online & diagnostics Ctrl+D
_-I-D Export module [sbeling strips...

[ Properties Alt+Enter

12 13 14 15 16 17 18

H e and s s
Hardware {only changes)
Hardware (rebuild ally

Software (only changes)
Software {rebuild all)
Software (reset mermary reserse)
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The loading process requires the following screen shots.
Extended download to device X
Configured access nodes of "IBH Link 57++"
Device Device type Slot Interface type | Address Subnet
IBH Link 57 ++ CPUA12-2 PN 2x5 PM/IE 10.0.13.25 PHIE_1
e CPLI 412-2 PN 2%1 MFI 10 MFI_1
‘open [ select
Type of the PGIPC interface: ﬁ_PNw‘IE m
FGIFCinterace:  |FM Realtek PCle GbE Family Controller | ©
Connection to interface/subnet: | FRIE_1 | @
15t gateway: | ‘ - | @
{open | select),
Selecttarget device: [l Show devices with the same addrasses} |]
Device Device type Interface type Address Target device
= FMIIE Access address =
Flash LED
e
Online status information: [ Display only error messages
‘ Load ‘ | Cancel |
Extended download to device X
Configured access nodes of "IBH Link 57++"
Device Device type Slot Interface type | Address Subnet
IBH Link 57++ CPL &412-2 FN 2X5 FRIIE 10.015.25 FMIIE_1
— CPU 412-2 FN 231 MPI 10 MPI_1
Type of the PGIFC interface: |—LPN|'\E |'|
PGIPC interface: @ Realtek PCle GbE Family Controller | gl | @
Connection to interdace/subnet: | PHIIE_1 |V| @
st gateway: | | - | @
Selecttarget device: Show devices with the same addresses | - |
Device Device type Interface type Address Target device
Accessible device CPU 412-2 PRl FM/IE 10.0.13.25 =
= FM/IE Access address =
[ | Flash LED
Online status information: [ Display anly error messages
@ Scan completed. 1 compatible devices of 1 accessible devices found
sty Retieving device information..
Scan and information retrieval completed. M
(click
Load Cancel

Several dialog boxes will open to indicate the following steps of
loading.

Load preview %
g Check before loading
Status ! Target Message Action
4 @ * |BH Link 57++ Ready for loading. Load 'IBH Link 57 ++'
1 * Protection Frotection from unauthorized access
Devices connected to an enterprise netwark or directly to the
internet must be appropriately protected against unauthorized
access, e.q. by use offirewalls and network segmentation. For
rnore information about industrial security, please visit
H http fenense siemens comiindustrialsecurity
Q b Stop modules The modules are stopped for downloading to device. Stop all
0 » Device configurati.. Delete and replace syster data in target Download to device
0 » Software Download softaare to device Consistent download
[<] i [[>]
| Finish | Load ; | Cancel| |

IBH Link UA Training
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The loading of the hardware configuration is completed.

Load results X

9 Status and actions after downloading to device

status |1 Target hiessage Action

*ﬂ. 0 ¥ IBH Link 57++ Downloading to device completed without errar. Load 'IBH Link 57 ++'
] b Start modules Start modules after downloading to device. Start module
[<] i 2]
{confirm x
Finizh ! | Load | ‘ Cancel |

|

The stopped device (IBH Link S7++) is restarted after loading the
hardware configuration.

The successful loading of the hardware configuration into the
IBH Link S7++ (CPU 412-2 PN) is displayed.

10.3 Insert IBH Link UA as an SIMATIC PC station

Double-click Add new device to select PC _gﬁ_ﬁ_c_l_q_n_e___w__qsy_i_c_s
systems, User application, OPC server.

Add new device X

Device name:

[oPC LA Server (E0tED) |

~ [l FC systems Device: 0oPC
» ?ﬂ FC general Server
» '“_g Industrial PCs
Controllers » [ SIMATIC 57 Open Contraller
[E— » [l SIMATIC 57 Embedded Coneraller
QOFC
] hSINUMERIKoparatorcomponents SEEr
e .
D 3 r_iISIMATIC Controller Application P |OPC Server ‘
¥ 54 SIMATIC HMI application
) = [ User applications Wersion: |SWVB.2..
(€] oFC server

= o Description:

() Application

OFC server for the DR, FDL, 57 (between different
subnets), 57 alarms, 1S0/TCP, SMMP, DP master
class 2, FROFINET 10, SIMATIC NET PC software

8.2

[ Open device view QK Cancel

PC systems

e

Insert communication module in the IBH Link UA
2xCPU 300 TIA 16e » PC-System_1 [SIMATIC PC station] — W X | |

= Topology view i Metwork view T Device view Options
gt [[fo Link ua [simanic rseendv]) il 2 [ il [ @ s E g8
v [Catalog)
]
& it

» [Q P general

» [ SIMATIC Contraller Application
b [k SIMATIC HWI application

» (3 User applications

SIMATIC PC station

= (1@ Comrmunications modules
« [jg FROFINET/Ethermet
» [ CF 1604

» g cP 1625

5
2
E
i
w
&
o
D » I':m CF 1625 ag-double-click
[ FE general

SE—— » [ PROFIBUS

Trans Tech International® 2021 IBH Link UA Training
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Define communication module properties

= Topology view | g Network view |[|'f Device view I

| =

SIMATIC PC station;

OPC server

| aProper‘ties I l"_i.'.lnfu "ﬁ Diagnostics

J [General | " 10 tags || System constants || Texts |
v Genersl Ethernet addressas

Catalog infarmation .

|dentification & Maintenance Interface networked with
~ PROFINET interface [x1] Eubnet: [Prne_1 |

Gemeral Add news subnet

Qptions eiick)

Ethernet add
« Advanced options

ISO protocol
[ use 150 protocol

Intetface options u
~ Fort [x1 F1] i MAC address: |08 -00 -06 -01 -00 -00]
General l
Part intercannection IP protocol
X . IP-Address
OPC configuration E&e IF protocol B L
IFPaddress: |10 .0 .13 .&9

Subnetrmask: | 255 . 255 , 255 . 0
D Use router

Routeraddress: |0 .0 .0 .0

Compiling the hardware of the communication module

2xCPU 300 TIA 16e » PC-System_1 [SIMATIC PC station]

g [ BH Link UA [SIMATIC FC Statid = ||

Change device

M ocur crlex

SIMA i -
TIC PC station 5| Copy Crrl+C

Unpack addresses

Hardware and software (only changes)
Download to device » Hardware {only changes)

ﬁ' Go online Ctrl+ K ar rebuild ally

&Y Go offline Crl+ b Software (only changes)

Software (rebuild all)

[ Export rmodule labeling strips...

Software (reset memaory resere)

[, Properties Alt+Enter
Ia )

Device overview
¥4 Module Index | Type Article no. Software or .. | Comment

QOPC UA Server 1 QFC server QOPFC Serser WE.2.0

[= interface Link Ua 2 ] IEgeneral IE_CP v8.2.0
¥ PROFINET interface 22X PROFIMET interface
Fort_1 2%1P1 Fort

Note:
The communication module must be inserted in Slot 2 / Index 2.

The IBH Link UA expects the communication interface in Slot 2 /
Index 2.

1
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10.3.1 Establish an S7 connection from the OPC server to the

S7-300 CPUs

The S7 connection is established via the drag and drop from the
OPC server to each of the CPUs 312.

2xCPU 300 TlA 16e » Devices & networks

& Topology view Iﬁg'h Network view I Y Device view

HIAT connection
E-rnail connection
FDL connection

IS0 connection
1S0-on-TCF connection
PLP connection

57 connection
TCP connection
UDF connection

open | select
44 Comections| (57 conrecron e |12 55 W A ] @

=H

S7 connection S7-CPU 1

2xCPU 300 TIA 16e » Devices & networks

$7-CPU1 IBH Link §7++ PC-System_1 oPC
CPU 312 CPU 412-2 PN SIMATIC PC Stat... Server
TBMNE 1 -
MPI_1 PNJIE_1
57-CPU 2
CPU 312

= Topology view Iﬁg‘h Network view I IIY Device view

S7 connection S7-CPU 2

2%CPU 300 TIA 16e » Devices & networks

w 01 comectons [s7comneeion |+ B W H 5 G¢ =
3 Highlighted: Connection
$7-CPU1 Drag & Drop IBH Link 57++ PC-System_1 P 65C | Drag & Drop
CPU 312 CFU 412-2 PN SIMATIC PC Stat_. IE Server
L Connect ta subnet
Add ST routed connection
o \GIE)
L MPI_1
S7-CPU 2
CPU 312

= Topology view Iﬁg‘h Netwaork view I IIY Device view

S7-CPU 1 IBH Link S57++

CPU 312 CPU 412-2 PN
MPI_1

§7-CPU 2

CPU 312

Add 57, routed connection

{click)

TE connecion [s7mmmeeion=1] ' % W ] &% E

1 Highlighted: Connection

PC-System_1
SIMATIC PC Stat...

57_Connection 2 =18

|§,'

TTI
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Network view — S7-CPU 1
00 TIA 16e Devices & netwo
IE Topology view ||ﬁi'b Network view ||T]f Device view
C
| Network overview "[Cunnections] " VO communication || VPN || TeleControl |

Y Local connection n... | Local end paint
57_Connection_2 OFC Ui Server [OFC Server]

Local 1D (hex}
57_Connection_2

Fartner ID (h_.. « | Fartner
[l s7-crPuz2jcru 2]

Connection type
57 connection

Special connection properties
Address details

OFC Connection path

Network overview

Mame:

| 57_Connection_1

Local

opC
Server

°

—B

Fartner

ES?_Connemon_W‘ W OPC Ua Server [OFC Server]  57_Connection_1 57-CPL 1 [CPU 312] B 57 connection
:J |§.Pmperties l H"i.'.lnfo y“ﬁ Diagnostics
J [General] ” 10 tags || System constants || Texts
, eral | General
ocal ID
Connection

2xCPU 300 TlA 16e » Devices & networks

End point: | OFC UA Server [OPC Server] | [s7ePunfcrusiz) |

Interface: | Interface Link UA, PROFIMET interface[x1 ] VJ I 57-CPU 1, MPI-Schnittstelle_1[MPI1] |'|

Interface type: |Ethemet | MFI A

Subnet: |PMAE_] | = [mr ]

Address: |1U.U.13.89 \ |2 ‘
’7 Find connection path |

|5'il Topology view

[ 2, Network view | ||[|'|‘ Device view

_Metwork view

Port_1

Fort

| & | [
J@etwurk uvewiewj || Connections ” 'O communication " VPN " TeleControl
¥ Device Type Address in subnety subnet
¥ S7300/ET200M-Station_1 S7I00ET200M station |_'_’
* S57-CRU1 CP 312
MFl-Schhittstella_1 MFl intetface 2 MPI_1
> S7300/ET200M-Station_2 S7300/ET200M station
» S7-CPU 2 CRd 572
MFl-Schnittstelle_1 MPI interface 3 MFI_1
¥ 57-00 station_1 57-400 station
* |BH Link 57 ++ CF1412-2 PR
MFIDF interface_1 MFUDF interface 10 MFI_1
* PROFIMET interface_1 FROFIMET interface 10.0.15.25 FRIE_1
Port_1 Fart
Port_2 FPart
¥ PC-Systern_1 SIMATIC PC Station
OFC UA Server OFC semver
* Interface Link UA IE general
* FROFIMET interface FROFIMET intetface 10.0.13.89 FRIE_1

Select OPC symbols (tags) in the OPC configuration

The Configure button opens the Symbol configuration dialog box.
Here the program block data can be defined as OPC tags:
S7-CPU 1, CounterData [DB2], Data_from_CPU 2 [DB5]

S7-CPU 2, CounterData [DB2], Data_from_CPU 1 [DB5].

|
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Open the configuration on the OPC server / properties.

2xCPU 300 TIA 16e » PC-System_1 [SIMATIC PC station]
|5'? Topology view ||5§h Network view
gt [[1BH Link UA [sIMATIC PC Starid = || 2] 12 H(H @ s =

SIMATIC PC station

2 rver

[gPrupertiesJ ||"_i.'.lnfo y"ﬂ Diagnostics

[General ]| 10tags | System constants | Texts |

b General opc -
symhbals
oP 4
DP master class 2
FOL O mone
< & L O
“bols N
L * Confi d
OPC alarms L &y -ontigure
OFC program alarms mapping table P { mark) |I Configuring... '|
37 UaA redundancy [ Field elernents visible during runtirme
1S0ITCP

The TIA Portal issues a message because the information from the
entire symbol table may be adopted.

Open symbol configuration (0271:005000) X

Opening the symbol configuration may take some time. This
d ds on the ber of symbols configured in the PLC
connected via §7 connection to the OPC server.

[ D nat shaw this message again.

oK Canhcel

The read / write, etc. access rights can be assigned to the individual
operands (OPC tags).

Deselected tags — S7-CPU 1, Standard tag table

Trans Tech International® 2021

Symbol configuration %
Symbol selector
- j 2xCPU 300 TIA 16e Name Data type |Address Connection EU Lo |EUHi
'ES?-CF‘U 1 CounterEnable  Boal Yahd2. 2 S7_Connection_1 o 1}
F'Ll:::t:ag-s- (k) Down Eool Yehd2. 5 57_Connection_1 1] 1]
:Program blacks One Boal b0, 57_Connection_1 o 1}
mark all
V:ES?-CPU 2 Bool WM2.6 57_Connection_1 1] o
: FLCtags i Bool 2.0 57_Connection_1 i} 1]
:Program blocks Eool b2 1 S57_Connection_1 o 1}
Read
Write
Readiite
Elements with active branch [:{iswble Access right: [None L]
(open I selecty
Symbals: 1} d openiiisslech
eselected . -
Connection: 57 _Connection_1 ﬂ
CSV Import / Export Lo limit: High lifmit:
| Import file | | Export file | 0.00000000000 | [0.0o00000000D |
Acocess path
| 2xCPU 300 TIA 1 6e.57300/ET200M-5tation_1.57-CFU 1 |
| Ok | | Cancel |

IBH Link UA Training
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ogram blocks

Symbol configuration

Symbaol selector
- j 2¢CPU 300 TIA 162 Name Datatype Address  Visible | Connection Access EULo |EUHI
- :i 57-CPU1 i CounterData J Block_DE %DB2 True 57_Connection_1 ReadWrite 0 o
D FLCtag Data_from_CFU_2 Block_DB  9%DB5S True S7_Connection_1 ReadWrite 0 o
v mark all
~ @ s7-cruz
[l FLctags
: Frogram blocks
Elements with active branch Wisible Acoess right:
Symbaols: g activated 5
connection: [57_Connection_1 ||
CSY Import f Export Laoww limit: High lirmit:
| import file | | Exportile | 000000000000 | [o-00000000000 |
Access path
| 2%CFU 300 TIA 162 57 3000ET200M-5tation_1.57-CFL 1 ‘
| oK | | Cancel

Deselected tags — S7-CPU 2,

Standard tag table

Symbol configuration f

Symbol selector
- j 2xCPU 300 TIA 162 Data type | Address Connection EULo |EUHi
~ @ s7-crun %M2.2 §7_Connection_2 il i
: FLCTags Down Bool Fh2 5 5§7_Connection_2 0 1]
] : Frogram blocks Up e Bool Foh2 6 5§7_Connection_2 0 1]
mark a
- :i S7-CPU 2 Max Bool F%M2.0 S7_Connection_2 0 o
: Fi a Min Bool Y21 S7_Connection_2 0 o
: Program blocks Cne Bool FeM0.1 S7_Connection_2 0 o
Read
wirite
Readvrite
Elements with active branch Visible ~ Access right: [
.
Symbols: a deselected .
Connection: 57_Connection_1 ﬂ
Lo limnit: High lirmit:
(G5 G protidy (Bpets 0.00000000000 | [2:o0aooooooon |
| Import file | | Exportfile |
Access path
| 2«CPU 300 TIA 16e.57300/ET200M-Station_2.57-CPU 2 ‘
| QK | | Cancel

Selected tags — S7-CPU 2, Program blocks

Symbol selector

- j 2xCPU 300 TIA 1 6e Mame Data type | Address  Visible | Connection Access EULlo |EUHi
- :i 57-CFU 1 Block_DE  %DE2 True 57_Connection_2  Readwrite 0 [1]
D FLC tags Data_from_CFU_1 EBlock_DE  %DES True 57_Connection_2  Readwrite 0 [1]
3 DPrUgram blocks i
~ g s7-cruz
T FLCtags Read
3 :D Frogram bic Write
Elements with active branch Wisible Access right:
Symbaols: g activated .
Comecton: [s7_connection 2]+
CSV Import/ Export Lo lirmit: High lirmit:
| Import file | | Exportfile | 0.00000000000 | [o.o0000000000 |

Acoess path

|2XCPU 300 T4 16e.57 300/ET200M-5tation_2.57-CPU 2

IBH Link UA Training
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Compile the configuration of the OPC server

U 300 TIA 16e » IBH Link UA [SIMATIC PC station]

[ Topology view [ Network view ||]f Device viewl
4+ [en LinkUA[S\MAT\CFCSIa(ij' | BEERR Aj H ®s =

Change device
SIMATIC PC station x Cut CerleX
Pack addresses
Unpack addresses

| Hardware and software (only changes)
Download 1o device [ =

& Goonline a4k Hardware {rebuild

¥ Go offline Ctrl M Software (only changes)

= Export module Iabeiing stips Soltware (rebuild =l

- Software freset memory reserve)

el Properties Alt+Enter

Load configuration of the OPC server into IBH Link UA

U 300 TIA 16e » IBH Link UA [SIMATIC PC station]

[ Topology view [ Network view |[|f Device vlewl
& |18 LiMkUA[S\MAT\CPCSIa[ijV | JEER _'_1 H ®s =

Change device
SIMATIC PC station x Cut CerleX

Fack addresses

Unpack addresses

ile | Herdware and software (only changes)
Download 1o device »| B
& coonline k. Hardware e
¥ Go offline Ctrl M Software (only changes)
= Export module lsbeling stips Software (rebuild all)
= Software freset memory reserve)
e Properties Alt+Enter

The settings are to be made according the screen shots in the
Extended download to device dialog box.

Extended download to device

Configured access nodes of "IBH Link UA"

Device Device type Slot Interface type Subnet
Interface Link UA IE general 2x1 FRAE FMAE_1
(open I select

Type ol the PaIPGinterface:  [_PHIE |
PaIPCinterface: (I Resltek FCle GbE Farily Controller | @[]

Connection to interfacefsubnet: | PHAE_] | ©
Tstgateway: | [-]®
Selectrrarget device: Show devices with the same addresses
Device Device type Interface type Address Target device
- - FRUIE Access address -
|
Flash LED

Start search

©nline status information: [ pisplay only error messages

The interface search was successful.

Extended download to device

Configured access nodes of "IBH Link UA"

Device Device type Slot Interface type | Address Subnet
Interface Link UA IE genera\ 2x1 PNIE 1001389 FM/IE_1
Type of the PEIFC interface: [ PNIE [+]
PGIPC interace:  |RE Realtek PCle GbE Family Controller [~ ®[=)
Connection to interfacefsubnet: | PMIE_1 ~®
Istgateway: | [-]®@
b
Select target device: Show devices with the same addresses [ |
Device Device type Interface type Address Target device
Accessible device — FMIE 10.0.13.589 —
- - FMIE Access address -

|
[~ Flash LED

Start search

Online status information: [ pisplay anly errar messages

€ scan completed. 1 compstible devices of 1 sccessible devices found
+f7 Retrieving device information...
Scan and information retrieval completed
{confirm
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A check is carried out prior loading.

Load preview X
9 Check before loading
Status 1 Target Meszage Action
4 @ ¥ |EH Link L& Ready for loading. Load 'Stationmanager
! ~ Protection Pratection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unautharized
access, e.g. by use of firewalls and network segmentation. For
more information about industrial security, please visit

http e siemens.comfindustrialsecurity

0 » Device configurati.. Delete and replace system data in target Download to device

(<] i I[>]

-!_
| Finish | Load ! | Cancel |

The steps of the successful loading process are displayed as info.

=

|§. Properties l"i.'.lnfu I | ﬂ Diagnostics
General || Cross-references || Compile |

@m| Show all messages |"|

1 Message Goto | ? Date Time

Q ¥ Start downloading to device. 12/13/2020  7:08:27 FM
Q 12132020 7:08:25 PM
Q ¥ Stationmanager 12/13/2020  7:08:28 PM
Q Stationrnanager stopped. 12/13/2020  7:09:38 PM
Q Hardware configuration was loaded successully. 12/13/2020  7:09:38 FM
Q Stationrmanager started. 12M13/2020  7:09:39 PM
Q The RAM contents were copied to the ROM. 12/13/2020  7:09:39 PM
Q * Local modules 12138f2020  7:08:28 PM
Q ¥ Interface Link UA 1213/2020  7:08:28 PM
Q Interface Link UA stopped. 12/13/2020  7:09:39 PM
Q Hardware configuration was loaded sucoessfully. 12/13/2020  7:09:40 PM
Q Interface Link UA started. 12182020 7:09:47 FM
Q The RAM contents were copied to the ROM. 12M13/2020  7:09:41 PM
Q * OPCUA Server 121132020 7:08:28 PM
Q OPC UA Server stopped. 12/13/2020  7:09:47 PM
Q Hardware configuration was loaded successully. 12/13/2020  7:09:43 FM
Q The PAM contents were copied to the ROM. 12M13/2020  7:09:43 PM
Q OPC UA Server started. 12/13/2020  7:09:43 PM
Q\ Eding completed (errars: O; warnings: D)j 12/13/2020  7:09:43 PM

Successful loading is indicated in the IBH Link UA.

10.3.2 Browser window diagnosis / control diagnosis

The configured connection to the PLC control and its status (error-
free / faulty) is displayed.

- I8 1BH Link UA - Diagnostics X o = ]
& © & 10013897 =/diaglistview o naoego =
Y

0 Logout | Undate password single-core
Controller diagnostics Client diagnostics Network diagnostics System Log

"""""""""" @ 1-1 S7_Connection_1 10013250102 13.12.2020 16:34:18 PLC 1) Connection established (6ES7 312-14E13-0680 )
@ 1-2 S7_Connection_2 10.0.13.25:102 13.12.2020 16:34:18 PLC o Connection established (6ES7 312-1AD10-04B0 )

"""""""""" Clear diagnose A

Diagnostics

_____________________________________________________________________________________________________________________|
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If no values are displayed in the UaExpert — Data Access View
window or error messages are displayed, the IBH Link UA diagnosis
window provides information as to whether the connection to the PLC
exists.

<« c o © & 100.1389/7_=/diaglsbiew - @ n oo =
%m (-] Logaut | Update passward single-core
Controller diagnostics Client diagnostics MNetwork diagnostics

Logged Events

26.11.2020 17:16: 7 : Status Ox0 @ System : Starting device up

26.11.2020 17:16:11 : Status 0x0 : System : IBH Link LA started

26,11.2020 17:10:24 : Status Ox0 : Webinterface : User admin logged in

26,11.2020 17:22:26 : Status Ox0 : Webinterface : User admin logged in

26.11.2020 17:24:37 : Status Ox0 : Network @ Mew gateway address 192.168.1.1

26.11.2020 17:24:37 : Status Ox0 : Metwork : Mameserver 1 setto 192.168.1.1

26,11.2020 17:24:37 : Status Ox0 : Metwork : Mameserver 2 setto 10.0.13.1

26,11.2020 17:24:37 : Status Ox0 : Metwark : Management netwark set to static address

26,11.2020 17:24:37 : Status Ox0 : Wetwork © Management network address changed from to 192.168.10.15
26.11.2020 17:24:37 : Status 0=0 : Network @ Management netwaork subnet mask changed from to 255.255.255.0
26.11.2020 17:24:35 : Status 0x0 : KNetwork : Hostname changed fram ibhlinkua_rescued to ibhlinkua_sc
26.11.2020 17:24:44 : Status Ox0 : Netwark : Network configuration saved

26,11.2020 17:24:44 : Status Ox0 : System : IBH Link UA stopped

26,11,2020 17:24:45 : Status Ox0 : System : IBH Link Wa done

C OOV OV OO OLLOLOOLOO

10.3.3

Trans Tech International® 2021

IBH Link UA browser window Siemens slots.

The CPU with the OPC tags is displayed in the Siemens Slots
browser window.

- B IBH Link UA - Siemens slots X [l

&« G @ © £ 10013897 _=/opc_slots O ORE + W&o ® o =

Sl L]
SN o

Logaut | Update passward | single-core

¥Slot 1

¥ S7300/ET200M-Station_1
vo7-CPUL
------------------------- DevicalManual

DeviceRevision
""""""""""""" HardwareRevision

Manufacturer

Madel
------------------------- RevisionCounter

ESiemens Slﬂtg SerialMumber

SoftwareRevision

......................... ¥ Programs

SupportedTypes

......................... ¥ CounterData
» Data_from_CPU_2

"""""""""""" »Tasks
DeviceHealth
[v S7BDDIETEDDM—Stat\Dn72]

YS57-CPU 2
Devicekanual

DeviceRevision
HardwareRevision
Manufacturer
""""""""""""" Madel
RevisionCounter

Serialhurmber
SoftwareRevision

¥ Programs

SupportedTypes
¥ CounterData
> Tasks
DeviceHealth
> slot 2
Delete slot | Delete all | Load OFC Editor Project | Save OPC Editor Project |
Insert SofPLC | Insert SINUMERIK | Change SINUMERIK | Delete SINUVERIK |
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10.4 Define the OPC UA server for the data exchange

For data exchange between the PLC’s (S7-CPU 1 and S7-CPU 2)
the IBH Link UA provides the OPC UA server for the data
exchange. The OPC server lists the OPC tags that are defined in the
PLC’s (S7-CPU 1 and S7-CPU 2).

The server for the data exchange is specified in the IBH Link UA web
browser window OPC Client.

The required endpoint URL can be copied from the IBH Link UA
web browser window network / control level.

€« c @ © £ 10.0.13897_=/network
% F ® OPC server is running Logout | Update password |
Management Level 802.1X
P Metwork Corfiguration
......................... Endpaoint URL opc.top:dibhlinkua_sc:48010
[or opc.tep:/10.0.13.69:48010 ]
---------------------- DHCP O
IF address 10.0.13.89
------------------------- Subnet mask 255,255, 255,0

The IBH Link UA - OPC UA Server has the Endpoint URL:
opc.tcp: // ibhlinkua_sc: 48010

If no name server (DNS server) is available, the absolute IP
address of the IBH Link UA / control level must be used as the
endpoint URL. The absolute endpoint URL would then be:

opc.tcp: //10.0.13.89: 48010

The endpoint URL can be copied into the IBH Link UA web browser
window / network / control level.

- B IBH Link U& - OPC Client x g
&« c @ © & 10013897 =/opc_dient e o @O e O =
S L] - : : f
% F By OPC server is running Logout | Update password | singie-core
Connected Servers
-------------------------- Add Server | Add warishle toread | Connectvarishle | x| £ ﬂ
__________________________ Upload client XML configuration | Download client XML configuration |
| Add a server to read variables from and to connect to other servers | Delete client configuration |
[OPC Client )

The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or
opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA
web browser window / OPC client is to be added as a server.
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Security Policy None and Security Mode None were selected for
data transmission.

Url of & computer with discovery service running
|0pc.b:p 1/#10,0,13.89:45010 Endpoint URL (from Network / Control Level)

| e
Fublishing interval [me]: Synchronsous read: [ Usemarne (leave empty for nong) l:l FPasgword (leave empty for none): l:l

Endpoint Url Securi ic S

Server Uri

Server Name urity Mode

.. | IBHLink

hlinkua_sc

f o

http:ffopcfoundation.orgf/Ua/SecurityPolicy #Basic2565ha256

Nane

urr:ibhlinkua_ ... IBHLinkUa@ibhlinkua_sc ope.top:ffibhli.. Sign
urr:ibhlinkua_  IBHLinkUa@ibhlinkua_sc opc.tep:ffibhli.. http:ffopefoundation.orgfUa/SecurityPolicy #Basic2565ha2sa SignandEncrypt
urriibhlinkua_.. IBHLinkUA@ibhlinkua_sc opc.topffibhli..  http:fopefoundation.org/Ua/SecurityPolicy #2es128_5ha256_.. Sign
urr:ibhlinkua_ ... IBHLinkUa@ibhlinkua_sc opc.topffibhli..  http:ffopefoundation.orgfUA/SecurityPolicy #285128_Sha256_ .. SignandEncrypt
urr:ibhlinkua_  IBHLinkUa@ibhlinkua_sc opc.tep:ffibhli.. http:ffopcfoundation.org/Ua/SecurityPolicy #2es256_5ha256_ . Sign

urriibhlinkua_.

IBHLinkUA®@ibhlinkwa_sc

opc.top:ffibhli..

http: ffopofoundation.orgfUs/SecurityPolicy #0e5256_5Shaz56_..

SignandEncrypt

Remote server certificate details

IBHLinkUAGibhlinkua_rescued
Crganization

Cornman Marne:
Crganization:

Organization Unit Unit Information is inserted
Locality LocationMame

State:

Country DE

“alid from: 2020-11-26

Waild to 2025-11-25

Application LRI
Encryption strength:

urnzibhlinkua_sc:IBHsoftec: IBHLinkUA
RSA-SHAZEE - 2043 Bit
The certificate is valid

confirm

m Canceal

The IBH Link UA OPC UA server is connected. The status of the
server is good.

- 8% |BH Link U&. - OPC Client

<« c @

g

@ & 10013897 =/opc client - In @ ® © =

singie-core

Va ‘ Status

. )
Add Server ‘ Add variable toread | Connect variable ‘ ﬂ g Upload client XML configuration

Download client XML cunﬁguratmnk Delete client configuration
Yok

Add a variable to read from the selected server |
Select variable to read x

Connected Servers I

¥ 3 urnibhlinkus_sc:IBHsoftec IBHLIRKUA (opctep: ffibhlinkua_sc:48010)
12 views
¥ I3 Objects
> 3 server
> (5 DeviceSet

> 3 Client
» ) stations

Sampling interval [ms]: | 1000

| Discard oldest

Datatype of variable

IBHsoftes

wnw ibhsoftec com  Contact  VWiki

IBH Link UA

embadded OPC UA server f client

=0PC UA

mmh

10.4.1 Add read variable

The tags from the S7-CPU 1, CounterData [DB2] and tags from the
S7-CPU 2, CounterData [DB2] that the OPC UA server makes
available are declared as read variables. The OPC UA client in the
IBH Link UA reads this data.

____________________________________________________________________________________________________________________________|]
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S7-CPU 1/ S7-CPU 2, CounterData [DB2] tags
CSelectvariobletoread — x

Connected Servers

¥ 23 urn:ibhlinkua_sc:IBHsoftec: IBHLIinkUA (opc.top:ffibhlinkua_sci 480100
I views
¥ [ Ohjects

> D) Server

» [ Stations

v [ PLCS
& DeviceManual
& SoftwareRevision

I ¥ I3 Programs l

LD SupportedTypes
l' D) CounterData I
| & Count
& Countervalue
& Minko select one after another

& MaxMNo
» 3 Data_from_cCPu_2
> 3 Tasks
& DeviceHealth

v s7-cruz)

& DeviceManual
& SoftwareRevision

| ¥ [ Programs l

L3 SupportedTypes

[ ¥ & counterData ]

& Count

@ Countervalue
& MinMo select one after another

& Maxko
k[ Data_from_CPU_1
¥ ) Tasks
& DeviceHealth
» 3 Slots
» 3 Types

Sarmpling interval [ms]: {1000
Clueue size: change settings

| if necessary
! Discard oldest:

Datatype of varniable

confirm
one after anothe r Cancel

These tags are sent via the OPC server to the data blocks
Data_from_CPU 1 [DB5] and Data_from_CPU 2 [DBY], in the
CPU’s S7-CPU 2 and S7-CPU 1.

Connect with variables

The tags, which have been declared as read variables, are
connected to the IBH Link UA OPC server, selected to be connected.

IBH Link UA Training TTI Trans Tech International® 2021



Chapter 10 IBH Link UA — connection of two S7 CPU 300 via an IBH Link S7++ Page 10-27

OPC tags from the data blocks Data from_CPU 1 [DB5] and
Data from_CPU 2 [DB5].

<« c @ © & 10013897 =/opc dient - O n@o® o0 =

Logout | Update passward single-core

I

Good (0x000000

ountervalue

@ S7300/ET200M-Station_1.57-CPU 1. Programs. CounterData.Minko

» &1 57300/ET200M-5tation_1.57-CPU 1 Programs.CounterData.MazNo
——————————————————————— » €8 57300/ET200M-Station_2 §7-CPU 2 Programs.CounterData.Count Mark one after another
@ 57300/ET200M-Station_2.57-CPU 2 Programs CounterData.Countervalue
» & 57300/ET200M-5tation_2.57-CPU 2 Programs.CounterData.MinNo
@ 57300/ET200M-Station_2 57-CPU 2 Programs CounterData.MaxMNo

Add Server | Add varisble to read ‘ Connect variable | | & ¢ Upload client XML configuration

Tlick_ one after another  Delete client configuration |

Download client XML configuration ‘

......................... Connect variable from the source server to the destination variable |

| Select variable to write
|
,,,,,,,,,,,,,,,,,,,,,,, |

onn:

ers
¥ 2 urn:ibhlinkua_sc: IBHsoftec: IBHLInkUA (opc.tep:/fibhlinkua_se:48010)
"""""""""""""" 2 views
¥ 2 objects
> 12 Server
» I3 stations
vi2PLcs
""""""""""""
& DeviceManual
& SoftwareRevision
,,,,,,,,,,,,,,,,,,,,,,, |
|2 supportedTypes
» [ CounterData

NBHsofte ik UA

&l Count_CPUZ \server / client

warw ibhsoftec. com  Contact & Countervalue_CPU2 : m
& MinND CPU2 select one after another

& MaxNo_CPU2
> I Tasks

@ DeviceHealth
& DeviceManual
| & SoftwareRevision
2 supportedTypes
> [ CounterData
'
| & Count_CPUL
@ Countervalue_CPUL
@ MinNo_CPUL | select one after another
& MaxNo_CPUL
> |3 Tasks
@ DeviceHealth
> 12 Slots
> 3 Types

“ariable to read

Datatype : Boolean

Field index range (Format 1 or 2:3) changs settings
. if necessary
“ariable to write

Datatype : String

Field index range (Farmat 1 or 2:3)

Confirm
one after anolher Cancel

The connections are displayed in the IBH Link UA web browser
window OPC Client.

4 IBH Link Us - OPC Client X

<« c o © & 100.13.89/7_=/opc_dient w noe®Oo =
Logout | Update password

singie-core

S7300/ET200M-Station_1.57-CAU 1.Programs.CounterData.Count_]
® S7300/ET200M-Station_1.57-CPU 1.Programs.CounterData, Count. Timestamp
@ 57300/ET200M-Station_1.57-CPU 1 Programs CounterData Count Status
[=€urnibhlinkua_sc: IBHsoftec: BHLINkUA (apc.tep: fibhiinkua_se: 48010).57 300/ET200M-Station_2.57-CPU 2 Programs.Data_from_CPU_1 Count_CPUL]
rrrrrrrrrrr - ¥ & 57300/ET200M-5tation_1.57-CPU LPrograms CounterData Countervalug
@® 57300/ET200M-Station_1,57-CPU 1,Programs,CounterData.Countervalue TimeStamp
@ 57300/ET200M-5tation_1.57-CPU 1 Programs CounterData Countervalue.Status
=& urn:ibhlinkua_sciIBHsoftecIBHLInkWUA (apc.tep: fibhlinkua_sc:48010),.57 300/ET200M-Station_2,$7-CPU 2 Programs.Data_from_CPU_1.Counteryalue_CPU1
> @ 57300/ET200M-Station_1.57-CPU 1.Programs CounterData Minko
------------------------- » @ 57300/ET200M-Station_1.57-CPU 1.Programs CounterData Maxho
[F&i57300/ET200M_5tation_2.57-CPU 2.Programs CounterData.count |
@ 57300/ET200M-Station_2 57-CRU 2.Programs.CounterData.Count. TimeStamp
% 57300/ET200M-Station_2 57-CPU 2 Programs CounterData Count Status
(=€ urn:ibhlinkua_sc: IBHsoftec: [BHLiNkUA (opc.tep: fibhlinkua_sc: 48010).57 300/ET200M-5tation_1.57-CPU 1 Programs Data_from_CPU_2 Count_CPUZ ]

——————————— - ¥ &1 57300/ET200M-5tation_2.57-CPU 2.Programs.CounterData Countervalue
@ 57300/ET200M-Station_2.57-CPU 2 Programs.CounterData Countervalue TimeStamp
@ 57300/ET200M-5tation_2 57-CPU 2.Programs CounterData Counteryslue.Status
=4 urn: :

hlinkua_: Hsoftec: 1BHLINkLA (ope.tep: ffibhlinkua_sc:48010).57 300/ET200M-5tation_1.57-CPU 1. Programs.Data_from_cPU_2 Countervalue_CPU2

2 erData MinNo
————— : > & 57300/ET200M-5tation_2.57-CPU 2,Programs, CounterData Maxho

_____________________________________________________________________________________________________________________|]
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10.5 UaExpert - program window

IBH Link S7++ IBH Link UA
S7 connection .
Ethernet) §7 connection OPC Server
S7-CPU1 ( (Ethernet)
MPI-Port : MPI-Port
S7-CPU 2
MPI-Port UaExpert

IBH Link UA@ibhlinkua_sc

- "

The S7-CPU 1 and S7-CPU 2 are displayed in the UaExpert program
window. The variables of the data blocks CounterData [DB2] and

File View Server Document Settings Help
D PDBR =02 X8 8 X
Project & X| Data Access View Q
v [ Project # Server Node Id Display Name Value Datatype  Source Timestamp Server Timestamp Statuscode
e D Servers 1 |IBHLinkUA®@ib... MNS54|5tring|5730... Count true Boolean 12:33:39.574 12:33:39.673 Good
Q IBHLinkUA®@ibhlinkua_sc 2 IBHLinkUA®@ib... MN54{5tring|5730... CounterValue 4817 Int16 16:36:40.006 16:36:40.255 Good
- b - 3 IBHLinkUA@ib... M54|String|5730... MaxNo 8000 Int16 16:33:43.575 16:33:43.927 Good
8 Documents 4 IBHLinkUA@ib.., MS4|String|S730... MinMNe 50 Int16 16:3457.975 16:34:58.200 Good
[3 Data Access View 5 IBHLinkUA@ib... M54|5tring|5730... Count_CPU2 true Boolean 16:33:48.016 16:33:50.930 Good
6 IBHLinkUA@ib... MS54|String|5730... CounterValue CPUZ 763 Int16 16:36:39.734 16:36:39.756 Good
T 8 x| 7 IBHLinkUA®ib.. MS4[String|5730.. MaxNo_CPUZ 9000 Int16 16:34:39,031 16:34:39.201 Good
3 IBHLinkUA@ib... MN54|5tring|5730... MinNe_CPU2 100 Int16 16:33:59.830 16:34:00.435 Good
% | Mo Highlight - ||9 |BHLinkUA®@ib... MN54|String|5730... Count true Boolean 18:34:12.415 16:34:12.441 Good
[ 10 |IBHLinkUA®@ib... MS54[String|5730... CounterValue 1871 Int16 16:36:40.006 10:36:40.255 Good
Root " IBHLinkUA@ib... M54|5tring|5730... MaxNo 9000 Int16 16:34:38.430 16:34:38.451 Good
v 3 Objects 12 IBHLinkUA@ib... N54|String|5730... MinNo 100 Int16 16:34:17.874 16:34:17.942 Good
& Client 13 IBHLinkUA@ib... M54|String|5730... Count CPU1 true Boolean 16:34:23.663 16:34:24.194 Good
14 IBHLinkUA@ib... MS54{5tring|5730... CounterValue CPUT 3731 Int16 16:36:39.734 16:36:39.756 Good
&% Modbus 15 IBHLinkUA@ib... M54|5tring|5730... MaxNe_CPU1 8000 Int16 16:34:26.168 16:34:26.696 Good
v [ PLCs 16 IBHLinkUA@ib... M54|String|5730... MinNe_CPU1 50 Int16 16:34:59.062 16:34:59.209 Good
~ L ST-CPUT i
¢ DeviceHealth Drag & Drop
@ Model ’/
v &% Programs .
v ) CounterData f Display Mame Value Datatype S-:uurce'l'lmestam;-:-l\'
@ Count
P, / Count true Boolean 16:33:39.574
@ MaxNo CounterValue 1201 Int16 16:55:30.810
S oo T MaxNo 8000 Intl6 16:33:43.575
ata_from_CPL_. =
T Court (P2 , MinMo 50 Int16 16:34:57.975
@ CounterValue CPU2 Count_CPU2 true Boolean 16:33:48.016
g ma"r:"ﬂccsbf CounterValue CPUZ 1930 Int16 16:553:30.120
inMo_
-2 Moy MaxNo_CPUZ 9000 Int16 16:34:39.031
¢ RevisionCounter MinMo_CPL2 100 Int16 16:33:59.830
. &?CT:‘L‘I‘;_ Count true Boolean 16:3412.415
¢ DeviceHealth CounterValue 955 Int16 16:55:30.810
@ Model MaxMo 5000 Int16 16:34:38.430
v & e MinNo 100 Int16 16:34:17.874
ounterData
S Court Count_CPL1 true Boolean 16:34:23.663
@ Countervalue CounterValue_CPU1 1574 Int16 13:55:30.120
@ v MaxNo_CPUT 8000 Int16 16:34:26.168
v (5 Dats_from_CPU_T \ MinNo_CPU1 50 Int16 16:34:59.062 y
@ Count_CPU1
@ CounterValue_CPU1
@ MaxNo_CPU1
@ MinMNo_CPU1
I SupportedTypes
@ RevisionCounter

If the PLC counting program is processed, the changes are
displayed. With a double-click on the value of a variable its value can
be modified.
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Data Access View
% Server Mode |d Display Name

1 IBHLinkUA@ibhlinkua_sc  MS4|String|57300/ET200M-5tation_1.57-CPU 1.Programs.CounterData. Count Count

2 IBHLinkUA@ibhlinkua_sc  NS4|String|S7300/ET200M-5tation_1.57-CPU 1.Programs.CounterData. CounterValue CounterValue

3 IBHLinkUA@ibhlinkua_sc  MNS54|String|57300/ET200M-5tation_1.57-CPU 1.Programs. CounterData. MaxMNo MaxMNo

4 IEHLinkUA@ibhlinkua_sc  MN54|5tring|57300/ET200M-5tation_1.57-CPU 1.Programs. CounterData.MinMo MinMo

5 IBHLinkUA@ibhlinkua_sc  MN54|String|57300/ET200M-5tation_1.57-CPU 1.Programs.Data_from_CPU_2.Count_CPU2 Count_CPU2

& IBHLinkUA®@ibhlinkua_sc  MN54|String|57300/ET200M-5tation_1.57-CPU 1.Pregrams.Data_from_CPU_2.CounterValue_CPU2 CounterValue CPU2

T IBHLinkUA@ibhlinkua_sc  NS54|String|S7300/ET200M-5tation_1.57-CPU 1.Programs.Data_from_CPU_2.MaxMNo_CPU2 MaxMo_CPU2

8 IBEHLinkUA@ibhlinkua_sc  MS4|String|57T300/ET200M-5tation_1.57-CPU 1.Programs.Data_from_CPU_2.MinMNo_CPL2 MinMo_CPU2

9 IBHLinkUA@ibhlinkua_sc  MNS4|String|57300/ET200M-5tation_2.57-CPU 2.Programs. CounterData. Count Count

10 IBHLinkUA@ibhlinkua_sc  MNS4|String|S7300/ET200M-5tation_2.57-CPU 2.Programs. CounterData. CounterValue CounterValue

1 IBHLinkUA@ibhlinkua_sc  NS4|String|S7T300/ET200M-5tation_2.57-CPU 2.Programs. CounterData. MaxMNo MaxMNo

12 IBEHLinkUA@ibhlinkua_sc  MS4|String|57300/ET200M-5tation_2.57-CPU 2.Programs.CounterData.MinMo MinMo

13 IBHLinkUA@ibhlinkua_sc M54 |5tring|57300/ET200M-5Station_2.57-CPU 2.Programs.Data_from_CPU_1.Count_CPLU1 Count_CPL1

14 IBEHLinkUA@ibhlinkua_sc  MNS4|String|S7300/ET200M-5tation_2.57-CPU 2.Programs.Data_from_CPU_1.CounterValue_CPU1  CounterValue CPU1

13 IBHLinkUA®@ibhlinkua_sc  M54|5tring|57300/ET200M-5tation_2.57-CPU 2.Pregrams.Data_from_CPU_1.MaxMo_CPU1 MaxMo_CPU1

16 IBHLinkUA@ibhlinkua_sc  NS4|String|S7T300/ET200M-5tation_2.57-CPU 2.Programs.Data_from_CPU_1.MinMNo_CPU1 MinMNo_CPU1

Data Access View

# Display Mame Yalue Datatype  Source Timestamp Server Timestamp  Statuscode
1 Count true Boolean 18:33:35.574 18:33:359.673 Good
2 CounterValue 2584 Int16 17:43:52.650 17:43:52.899 Good
3 MaxMo 2000 Int16 16:33:43.573 16:33:43.927 Good
4 MinMo 50 Int16 16:34:57.975 16:34:58.209 Good
5 Count_CPU2 true Boolean 16:33:48.016 18:33:530.930 Good
B CounterValue_CPUZ2 2026 Int16 17:43:52.456 17:43:52.650 Good
7 MaxMo_CPU2 G000 Int16 16:34:359.031 16:34:35.201 Good
a MinMo_CPU2 100 Int16 16:33:59.830 16:34:00.435 Good
g Count true Boolean 163412415 163412441 Good
10 CounterValue 3129 Int16 17:43:52.650 17:43:52.899 Good
11 MaxMo 5000 _Int16 16:34:38.430 16:34:38.451 Good
12 MinMo Hial 16:34:17.874 16:34:17.942 Good
13 Count_CPU1 true Boolean 16:34:23.663 16:34:24.194 Good
14 Countertalue_CPL1 4135 Int16 17:43:52.456 17:43:52.650 Good
15 MaxMo_CPUT 2000 Int16 16:34:26.168 16:34: 26,696 Good
16 MinMo_CPLA 50 Int16 16:34:59.062 16:34:59.209 Good

10.5.1 Status data blocks S7-CPU 1 and S7-CPU 2

In the program of the CPUs, the OPC-tags are displayed in the data
blocks.

S7-CPU 1 data block CounterData [DB2]

)
=4 _* L P A E= "7 Keepactualvalues g Snapshot q :‘a, Copy snapshots to startwalues g (2 r :_f'.
Name Data type Offset Start value Monitor value Comment
1 4@l * Static
2 4. Count 0.0 0 TRUE Counter is counting
= e T Countervalue 2.0 ] 4956 Counter Yalue
4 |<qq = Minko 4.0 100 S0 minimurn counter reading (number)
5 4= MaxMa 6.0 10000 3000 raxirmum counter reading (humber)
S7-CPU 1 data block Data_from_CPU_2 [DB5]
SR
=t _"\!" - = = Keep actual walues | 5g @ Snapshot ﬂr :‘a, Copy shapshots to startwalues g 2 r :_f'.

Data_from_CPU_2

TTI

Trans Tech International® 2021

Name Data type Offset Start value Maonitor value § | Comment
1 <40 * Static
2 @l s Count_GCPU2 | Bool 0.0 ] TRUE Counter is counting from CPU2
3 a1 = Countervalue_CFU2 Int 2.0 a 3068 Countervalue from CPUZ2
4 g m= MinmMo_CPUZ2 Int 4.0 100 100 minirmurn counter reading (humber) from CPU2
5 = MaxMo_CPU2 Int 5.0 10000 9000 maximum counter reading (humber) from CPU2

IBH Link UA Training
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S7-CPU 2 data block CounterData [DB2]

L I
E_E"E E_u‘"’ o, df = Keep actual values  gg Snapshot IEE', E, Copy snapshots to start values g i ’ :_".
MName Data type Offset Start value Monitor value Comment
1 <@ ~ Static
2 @l ] Count | Bool 0.0 u] TRUE Counter is counting
i |aam. Countervalue Int 2.0 0 735 Counter ¥alue
4 4 = inkio Int 4.0 100 100 minimurn counter reading (nurnber)
5 g = Mo Int 6.0 10000 9000 raxirum counter reading (humber)
S7-CPU 2 data block Data_from_CPU_1 [DB5]
E Keep actual values g = Shapshot B M Copysnapshots to startvalues g (2 4 =)
Mame Data type Offset Start value Monitor value Comment
1 <@l = Static
b @| - Count_CPLT | Bool | oo 0 TRUE Counter is counting from CPLU1
=T Countervalue_CPLUT Int 2.0 1] 189 Counter Yalue fram CPU1
4 gl = Minko_CPLU1 Int 4.0 100 50 rrinimurm counter reading (hurmber) from CPUT
5 <qgw MaxMo_CFLU1 Int 6.0 10000 goon raximurm counter reading (nurmber) frorm CPUT

10.5.2 IBH Link S7 ++ web server
The IBH Link S7 ++ web server offers further diagnostic options.

The IP address (http://10.0.13.25) opens the web browser window.

F IBH IBHLink S7++ Py + = O X
<« ¢ @ © & 10.013.25/ndex_enhtm| - In @ ® =

N8B softec 1sHink s7++

Home | Configuration | Diagnostics | Change Password

L] |

IBHLink S7++ caonfiguration

Authentication Required - Mozilla Firefox

nt/Beerfelden | Tel.: +49 6068 3001 | Fax: +49 6068 3074 | info@ibhsoftec.com

® http:/f10.0.13.25 is requesting your username and password.

The site says: “IBHLink 57++" . . . .
s Name [simin @ | The Configuration page is opened with
Password: [sdmin® ] | | User Name and Password.

Cancel

IBH Link S7 ++ change Password

« C @ O & 1001325/passwe_enhiml @& IhND a0 iF

For more safety in the
Network change the

llBHsoftec e s
Password.
Home | Ct 1D =) i
Usemame pm—
Password ---.... -
Repeat passwod | esses T )

oo AT

|BHsoftec GmbH | Turmstr, 77 | 64760 Oberzent/Beerfelden | Tel.: +49 6068 3001 | Fax: +49 6068 3074 | info@ibhsofiec. com

I —————————
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11 IBH Link UA — Data exchange between a CPU 1500
and a CPU 1200

The following example shows the creation of a project with the
connection of a CPU 1500 to a CPU 1200 via IBH Link UA.

IBH Link UA

IP Address
10.0.13.14

IP Address ,_,_f
| 10.0.13.91 ]i';"%“

Ethernet Bus

IP Address —E’i-@p
10.0.13.90 [

11.1 Example with STEP 7 - TIA Portal

The following example shows the creation of a project with the STEP
7 — TIA Portal with the connection of the CPU 1500, the CPU 1200
and the IBH Link UA using an Ethernet connection.

The CPU 1500 and the CPU 1200 contain programs that count to a
value until MaxValue is reached. Then the value is counted down
until MinValue is reached. This is repeated continuously. The
numerical values for MaxValue, MinValue, the current Value and
whether counting (CounterON) is exchanged by the two CPUs.

IP addresses of the devices used

Device IP address
IBH Link UA [Control Level] 10.0.13.89
CPU 1511-1 PN 10.0.13.90
CPU 1211C DC/DC/DC 10.0.13.91

Based on the MAC address printed on the housing, the IP addresses
were assigned to the CPU 1511-1 PN and the CPU 1211C
DC/DC/DC.

11.1.1 PLC_1500 [CPU 1511-1 PN]

The program for the PLC_1500 contains the data block
CounterValues1500 [DB5]. This data is sent to the PLC_1200.

TTI Trans Tech International® 2021 IBH Link UA Training
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The data block (FromPLC1200 [DB10]) holds the data coming from
the PLC_1200. The variables of these data blocks are defined as
OPC tags.

Note:

Data block properties dialog box

CoUnterDatal500 [DBZ] %

| General I Texts

General

Attributes
Infarmation

Time stamps

Cormpilation [ only store in load memary
Protection

" ["] Data block write-protected in the device

Attributes. H
AT m Optimized block access
Download withaut reinitialization |, C::“”W"‘

Data block accessible from OFC L

Data block accessible via Web server

] 1 |EY

]
(click )
Ok Cancel

|l

The data blocks CounterValues1500 [DB5], and FromPLC1200
A [DB10] must not have Optimized block access.

The IBH Link UA — OPC UA Server cannot access data blocks

[DB] variables in an optimized data block of an S7-1500 CPU.

11.1.2 CPU 1500 Configuration

Double-clicking on Device configuration

opens the Device view window.

[ PLC 1500 [CPU 1511-1 PM]

[l‘f Cevice configuratian

double-click

Activate S7 communication - GET and PUT (Permit access via
PUT / GET communication from remote partner).

CPU1500 - CPU1200 TlA 16e » PLC 1500 [CPU 1511-1 PN] - X
‘E Topology view @ Network view Il]'f Device viewl
d¢ [Fcisoofcruasia e o] G R Jjj [OF3 =

v v w

Rail_0

I_LQPmpBrtiesJ H:i.‘.lnfu y"ﬂ Diagnostics

iGeneraIi H 10 tags || System constants H Texts ‘

» General
» PROFINET interface [x1]
Startup

Cyele — Permit access with PUT/GET communication from
Communication load ' remote partner
(mark;

system and clack memary

Connection mechanisms

b Systern diaghostics
b Weh .
Dty Note:
User interface languages a a
B i The GET / PUT communicatio

Connectioh rmechanisms

Security event

P Systemn power supply

IBH Link UA Training

n function is not
! automatically activated in the program of a CPU1500 V4.0.
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The required IP address has been specified in the opened field
Properties / PLC 1500 [CPU 1511-1 PN] / Ethernet addresses.

In the example, the IP address of the CPU is 10.0.13.90 (other CPUs
can have a different address). The Ethernet connection is direct
without a router.

i j | EPrupertiesi |"_i.',|nfu y"ﬁ Diagnostics
| Generall || 10 tags || System constants || Texts |

w General ~
= Ethernet addresses

Project information

Catalog information Interface networked with
Identification & Maintenance

* PROFIMET interface [X1] Subnet: SRS ﬂ
General

'Add new subnet |
(click ¥

Ethernet addresses
Tirne-of-day synchronization

) IP protocol
Operating mode
» Advanced options (s} Set IF address in the project IP-Address
Web serser access CPU 15111 PN
S— | IPaddress: (10 .0 13 .90 |
cycle =l Subnetmask: | 255 . 255 . 255 . 0 |
Communication load m D Use router
»
Biygiatm Se) CITEk FEmeg il Router address: | ] a a i} |
» Systern diagnostics ; ) . : ..-
further settings are O IP address is set directly at the device
b Web server default settings

11.1.3 Compile the PLC program and load it into the CPU

The software and hardware are compiled with the command from the
context menu.

CPU1500 - CPU1200 TIA 16e » PLC 1500 [CPU 1511-1 PN]

|§ Topology view "ﬂ%ﬂ Network view Ili'f Device view I

gﬂﬂ'[TPLC'ISDD[CPU15‘]1-1 PN]I «| [ B :::E:: [ ® = =

(xS
o
A

(%) “X(right click)

Change dewvice

o G0 to topology view

Rail_0 EE'El G0 to network view

Compile Hardware and software {only changes)
Download to dewvice 4 Hardware {only changes)

ﬂ Go online Crrl+ k. Hardware (rebuild all)

ﬁ,q 5o offline Ctrl+M Software {only changes)

%/ Online & diagnostics Ctrl+D Software {rebuild all)

" Assign device name Software (reset memory reserve)

_-|-> Export module labeling strips...

g Properties Alt+Enter

Warnings can be ignored.

Load hardware and software into the CPU

With the command Download to device / Hardware and software
(only changes) from the context menu, the software and the

hardware configuration are loaded into the device.

- __________________________________________________________________________________|
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200 TIA 16e » PLC 1500 [C

IBH Link UA — Data exchange between a CPU 1500 and a CPU 1200

1511-1 PN]

& Topology view  |[gy Network view lli'f Device view I

Chapter 11

gﬂg-i PLC1500 [CPU1511-1 Fu] | [=] (g M

Y

Change device

Go to topology view
palagy

Rail_0 gy G0 ta network view

Carmpile

bl

& Goaonline Ctrl+ K Hardware configuration
&Y Gooffline Ctrl+ bt Software (only changes)
Q) Online & diagnostics Ctrl+D Software {all)

1" Assign device name

[ Export module labeling strips...

[ Properties Alt+Enter

The load command opens the dialog window to set the interface for
the device. Connection to interface/subnet PN/IE1 must be

Extended download to device [%
Configured access nodes of "FLC 1500
Device Device type slot Interface type  Address Subnet
FLC 1500 CRUTSTIA RN 11 FHIIE 10.0.13.90 FHAE_1
open | select’
Type of the FGIFC interface: ﬁ_PNI‘IE |
PaiFCinterface: (Kl Realtek POz GbE Family Contraller | ©
Connection to interfacefsubnet: | FAIE_1 | @
15t gateway: | |V| @
Select target device: ‘ Show devices with the same addresses
Device Device type Interface type Address Target device
= = PNIIE Access address =
Flash LED
Online status information: [ Display only error messages
‘ | | Cancel
Extended download to device [X
Configured access nodes of "PLC 1500"
Device Device type Slot Interface type  Address Subnet
FLC 1500 CPU1511-1 FM 1X1 FMAE 10.0.13.90 FAAE_1
Type of the FGIFC interface: ﬁ_PNI‘IE |'|

FGIPC interface:
Connection to interfacelsubnet:

15t gateway:

Select target device:

ﬁ Resltek FCle GBE Family Controller

FeH

[ PrtE_1

[-]©

[-[]®©

Show devices with the same addresses ‘vl

["|Flash LED

Online status information:

@ scan completed. 1 compatible devices of 1 aceessible devices foun
2 Retrieving device information..

Scan and information retriewval completed

Device Device type Interface type Address Target device
FLC_1500 CPU1511-1 FM FrAE 10.0.13.50 FLC_1500
= = FRIME Access address =

[ Display only error messages

Start search

IBH Link UA Training
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A preview of the download is displayed.

IBH Link UA — Data exchange between a CPU 1500 and a CPU 1200

Page 11-5

The download process requires several confirmations of messages.

Load preview

9 Check befare loading

Status | ! Target

4 & ~ rcisoo

Message
Ready far loading

Action
Load 'PLC 1500°

Download to device

Consistent download

1 ~ Protection Protection fram unauthotized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segmentation. For
more information about industrial security, please visit
= http:lhnsrse.siemens comlindustrialsecurity
[} ¥ Device configurati.. Delete and replace system data in target
(] b Software Download software to device
] » Additional inform. Thete are differences between the settings for the project and the. [ Owerwrite all
[} Teux libraries Download all alarm texts and text list texts to device

<] 1

Consistent downloa
I

Finish Load Cancel

[%

Finish loading

Load results

e Status and actions after downloading to device

ststus |1 Target
. & ~ FLcis0o

Message

Downloading to device completed without error.

1 » Startmodules Start modules after downloading to device

Finish

Action
Load 'PLC 1500

Mo action

=

Load || cancal

11.2 Configuration of the CPU 1200

Double-clicking on Device configuration
opens the Device view window.

CPU1500 - CPU1200 TIA 16e » PLC 1200 [CPU 1211C DZDTDC]

|§ Topology view ;l& Network view |[|T Device viewl
d¢ [[rLc1200(crur2iic) l [ = & 15\; Qs =

="

= F‘_m PLC 1200 [CPU 1217C DD D E]

[l'f Device,configuration
Activate S7 communication - GET and PUT (Permit access via
PUT / GET communication from remote partner).

Note:

Rack_0

1
lghoperﬁesl I"j.lnfo y]&,» Diagnostics

{[General] H 10 tags U System constants } Texts I

» General
» PROFINET interface [X1]
» DI6DQ4

Connection mechanisms

Permit access with PUT/GET communication from
remote partner
Time of day
i

Access level

Connection mechanismsgg
Certificate manager

The GET / PUT function is not
automatically activated in the
program of a CPU1200.

TTI
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The required IP address has been specified in the opened
Properties / PLC 1200 [CPU 1211C DC/DC/DC] / Ethernet
addresses field. In the example, the IP address of the CPU is
10.0.13.91 (other CPUs can have a different address). The Ethernet
connection is direct without a router.

[_lg,PrnpertiesJ ”‘_i.llnfn yuﬂ Diagnostics
J[General] ” 10 tags ” System constants H Texts |

~ General ~

Ethemet addresses

Projectinformation
Catalog information

Interface networked with

Identification & Maintenance
~ FROFINET interface [x1] | Subret: | PMAIE_T | Bnd

General

Time syinchrumzatmn IP protocol
Operating mode

¥ Advanced options

Web server access

» DIGDG 4
A2
¥ High speed counters (H5C)
¥ Fulse generators (FTOMFW)

Startup

Cycle

further settings are
default settings
TR

et IF address in the project
e —

Add new subnet
clicl

IP-Address
CPU 1211C

.13 1

(set)
255 . 255 . 255 . O

IF address: || 10 o

Subnet mask:
D Use router
Router address: | 0 1] 0 a
() IP address is set directly at the device

11.2.1 Compile the PLC program and load it into the CPU

The software and hardware are compiled with the command from the

context menu.

CPU1500 - CPU1200 TIA 16e » PLC 1200 [CPU 1211C DUDCDC]

‘,E’ Topology view @ Network view ll 1 Device view I

g [rcrzoolcrurzine | [+ 'JE_J H ®s

o
o
"V

A e,

=

change device

103 102 m

& G0 o topolagy view

Rack_0 sy 50 to network view

Compile ;
Download to device 3 Hardware (only changes)

& Goonline Crrl+ k. Hardware (rebuild all}

&Y 5o offline Ctrl+M Software (only changes)

%) online & diagnostics crrl+D Software (rebuild all)

1" assign device name Software (reset mermaory resere)

[ Export module labeling strips...

I Properties Alt+Enter

Warnings can be ignored.

Load hardware and software into the CPU

With the command Download to device / Hardware and software
(only changes) from the context menu, the software and the
hardware configuration are loaded into the device.

CPU1500 - CPUT200 TIA 16e » PLC 1200 [CPU 1211C DUDCDC]

‘E‘F Topology view @ Metwork view II 1 Device view I

g [Ferzooicruizng | [+ 'JE_J H ®s

ﬁﬂm ciicl

=

Change device

103 102 10 1

& Go to topolagy view

Rack_0 gy G0 to network view

¥ Gooffline Ctrl+M Software (only changes)
%] Online & diagnostics Crrl+D Software (all)
8 Assign device name
[=» Export module labeling strips...
g Froperties Alt+Enter
IBH Link UA Training TTI Trans Tech International® 2021
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The download command opens the dialog window to set the interface
for the device. Connection to interface/subnet PN/IE1 must be
selected.

Extended download to device

Flash LED

|_\

Device
PLC 1200

Select target device:

Device

X

Configured access nodes of "PLC 1200"
Device type Slot Interface type  Address Subnet
CPU1211C DOD 1x1 PHAE 10.0.13.9 FHAE_1
(upen::elemN

B FHIE

R Realek PCle GE Family Controller

Type of the PGIPC interface:

|
| ©[=]

FGIFC interface:

Connection to intedacefsubret: | PRAE_1 | ©
1stgateway: | [-]®©
Show devices with the same addresses | |
Device type Interface type Address Target device

FNIIE Access address —

Online status information:

{confirm
Startsearch

D Display only error messages

ol

The successful search is displayed

Extended download to device

[~ Flash LED:

_\

Device
FLC 1200

Select target device:

X
Configured access nodes of "PLC1200"
Device type slot Interface type  Address Subnet
CFU 1211C DD X1 PNAE 10.0.15.91 FMAE_1
Type of the PGIPCinterace: [ PHIE [=]
PGIFC interface: [l Realtek PCle GBE Farnily Controller [ERG
Connection to interacefsubner: | PRAE_1 -] ®©
st gateway: | -] ®

| Show devices with the same addresses |+ |

Device Device type Interface type Address Target device
PLC_1200 CFL1211C DO FRAE 10.01391 FLC_1200
- - FRAE Access address -

Online status information:

=42 Retrieving device information,

Start search

["] Display only error messages

€ 5can completed. 1 compatible devices of 1 accessible devices foun

Scan and information retrieval comnpleted

{confirm

A preview of the download is displayed.

The download process requires several confirmations of messages.

Load preview

X

9 Check befare loading
Status ! Target Message Action
4 & ~ Pci200 Ready for laading. Load 'FLC 1200°
1 ~ Frotection Frotection from unauthorized access
Devices connected to sn enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use offirewalls and netwark segmentation. For
more information about industrial security, please visit
! hietp il siemens.comlindustrislse curity
(] » Device configurati.. Delete and replace system data in target Downlosd to device
a b Software Download software to device Consistent download
] » Additionalinform...  There are differences between the settings for the project and the. M Overwrite all
[} Text librarie s Download sll alarm texts and text list texts to device Consistent download
& ]
Finish Load Cancel

TTI

Trans Tech International® 2021

IBH Link UA Training



Page 11-8

Finish loading

Load results

Status | ! Target

. & - Poizoo

1 b Start modules

IBH Link UA — Data exchange between a CPU 1500 and a CPU 1200

9 Statuz and actions after downloading to device

Message

Downloading to device completed without errar.

Start rodules sfter downloading to device.

ﬁ R
Finish ! | Load | | Cancel

Chapter 11

Action
Load 'PLC 1200

Mo action

11.3

Insert IBH Link UA as an SIMATIC PC station

systems, User application, OPC server.

Add new device X
Cevice narme:
[OPC UA Senver (ENIED)
~ [ FC systems Device: 0opc
» (D) PC general Server
¥ (D Industrial FCs
Controllers » [l SIMATIC 57 Open Contraller
¥ [ SIMATIC 57 Embedded Controller
¥ 'Ij SINUMERIE aperatar compaonents OFC senver
e _—
D b Ll S5IMATIC Controller Application R R |OPC Server |
b [ SIMATIC HMI application
HMI - E:} User applications WErsion: | SWVE.Z
- — Description:
() Application P
QOFC server far the DPF, FDL, 57 (between different
(Click) subnets), 57 alarms, ISQITCE, SHMP, DF master
PC systems j - class 2, FROFIMET 10, SIMATIC NET PC software
W82 ..
—
[W] Open device view oK 1 | cancel
Insert communication module in the IBH Link UA
o Topology view ||5Em Metwork view Ili'f Device view | Options
g# [[1eH Link s [sMATIC PO Statijv | T . o [E = =

SIMATIC PC station

is inserted

bt ||Cata|ug |
| ] it
D iter

» [Q PC general
» (i SIMATIC Controller Application
» [ SIMATIC HMI application

» [ User applications

~ [jg Communications modules
~ [jg PROFINET/Ethernet
b [ CP 1604

» @ CF 1625
» @ CF 1628
SiEIE gr:rn‘:r:él

» [j@ FROFIELS

IBH Link UA Training
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Define communication module properties

1200 TIA 16e » IBH Link UA [SIMATIC PC station]

|5'? Topology view ||ﬁgh Network view I[|'f Device view I

ee =

SIMATIC PC station!

OPC server

|§Pruperties | *il Info ||ﬂ Diagnostics

J[General] || 10 tags || System constants || Texts |

v General Ethemet addresses

Catalog information

Identification & Maintenance Interface networked with
~ FROFINET interface [x1] Eubnetr [PunE_1 |

General [ Add new subnet* =

Options Yelick)

Ethermet ad ISO protocol
w Advanced options
[ Use 150 pratacal

Intetrface options 1
~ Port [31 P1] i MAC address: [08 -00 -06 -01 -00 - 00]
General L
Part interconnection IP protocol
X . IP-Address
OPC configuration Eﬁe IF protacal BH Link OA
IFaddress: | 10 .0 .13 .89

Subnet mask: | 255 . 255 . 255 . 0
D Use rauter

Routeraddress: |0 .0 .0 .0

Compiling the hardware of the communication module

CPUMS00 - CPUT200 TIA 16e » IBH Link UA [SIMATIC PC station]

&¢ [[16 Link Ua [svaTiC FC Statid v ||

Change device

M ocur Crrlex

SIMATIC PC stati .
station 25| Copy Ctrl+C

Unpack addresses

Hardware and softeare (only changes)
Download to device 4 Hardware (only changes)

& Go online Crrl+K E {rebuild all)

m@‘ Go offline Ctrl+t Software {only changes) wclick)

Software (rebuild all)

Software (reset memory reserse)

[ Export rodule labeling strips.

[ Properties Alt+Enter

Device overview

w Module Index | Type Article no. Software or .. | Comment
QPC UA Server 1 OPC server OFC Server W8.2.0
[> interface Link UA 2 ] IEgenersl IE_CP Wa2.0
¥ PROFINET interface 2x1 FROFIMET interface
Fort_1 2x1F1 Fort

Note:
The communication module must be inserted in Slot 2 / Index 2.

The IBH Link UA expects the communication interface in Slot 2 /
Index 2.

I ————————
TTI Trans Tech International® 2021 IBH Link UA Training



Page 11-10 IBH Link UA — Data exchange between a CPU 1500 and a CPU 1200 Chapter 11

11.3.1 Establish an S7 connection from the OPC server to the
PLC 1200 and PLC 1500

The S7 connection is established via the drag and drop from the
OPC server to the PLC 1200 and PLC 1500.

- X
g,
|5'? Topology view Iﬁgh Network vie\-\iJ IIY Device view
[T =

HMI connection
E-tmail connection
FDL connection

150 connection
150-0n-TCP connection
PtF connection

= 1
TCP connection
UDP conhection

PLC 1500 IBH Link UA CcP OPC PLC 1200
CPU1511-1 PN SIMATIC PC Stat... IE Server CPU1211C

Drag & Drop "‘L‘

. Drag & Drop
“brag & brop .

57_Connection_1

57_Connection_2

PLC 1500 — S7_Connection_1is displayed

CPU1500 - CPU1200 TIA 16e » Devices & networks

= Topology view Network view Y Devi
| Network overview H[Cnnne\:tiuns] H VO c ication H VPN H TeleControl ‘
‘| Local connection name  Local end point Local ID (hex) Partner D (hex) | Partner Connection type ~
~_57_Connection_1 Ul OFCUA Server [OPC Server]  57_Connection_1 [&]] 100 =/ FLC 1500 [CPUTTST1-1 PR [~ [ 57 connection
57_C0nne:t|on_1 Il FLC1S00([CPUTSTTA PN] 100 57_cannection_1 @l OPCUA Server [OPC Server] 57 connection
$7_Cannection_2 OPC Uk Server [OPC Server]  57_Connection_2 100 Il PLC 1200 [CPU1211CDEDC... 57 connection
$7_Connection_2 Il FLc1zo0[cPUI217CDCD.. 100 57_connection_2 @l OPCUA Server [OPC Server] 57 connection
|§.Pruperties I ||‘_i.llnfu ”ﬂ Diagnostics
J General " 10 tags ‘l System constants ‘l Texts |
ra\ Il ¢
(TarK) eneral
Local ID
Special connection properties Ci i
Address details Eame: [57_connection_1 |
OFC Connection path
Al Local Partner
L] oPC
q Sener

o

End point: | OPC LA Server [OFC Server] | PLC 1500 [¢PU1511-1 PN]

J J
Interface: | Interface Link UA, PROFINET interacelx1]=| | PLC 1500, FROFINET interface_1[x1]  [=]
Interface type: | Ethernet | [Etherner |
Subnet: | PNIE_1 | B[Pt LE
Address: [ 10.013.89 | I [EEEREET] ]
IP-Address IP-Address

p.
CPU 1511-1 PN

1BH Link UA
Find connection path

j I|Q Properties J H",i.'.lnfn ||ﬂ Diagnostics
J[General] H 10 tags H System constants " Texts |
General opc
Local ID
Special connection praperties Connection establishment

Address details

(@) Establish connection on demand (access to tag)

() Maintain connection permanently
Alarms

Default priovity for alarms: | 500
Receive block and symbol-related slarms
Receive diagnostics alarms
Use owh time starmp
All settings
Other parameters are preset

[¥) Optimize write secess
[V optimize read access
[ Automstic reset of 87 password for block sccess

Irrmediste response when interrupted connection is derecred

) seornecs utcmericaly fer
Timeout during connection establishment | 15000 ms

Job timeout | 15000 ms
Masiraum number of parallel network jobs
FDU size 240 Byte [+

IBH Link UA Training TTI Trans Tech International® 2021
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PLC 1200 — S7_Connection_2 is displayed

PU1Z00 TIA 16e » De

& networks

‘; Topology view 'lﬁh Network view | @‘f Device view

57_Connection_1

(mark) o7_connection_1

{8 OPCUA Server [OPC Server]
Il FLc1500[cPU 151141 PN]

57_Connection_1

100

100
57_Connectiol

C ]
‘ Network overview H [Cnnnectiuns] H YO communication H VPN H TeleControl ‘
‘¢! Local connection name | Local end point Lacal ID (hex) Partner ID (hex) | Partner Connection type w

M FLc 1500 [cPU 151141 PN
@ ©PC UA Server [OPC Server]

57 connection
57 connection

457_connection_2 SH OFCUA Server [OFC Server]

$7_Connection_2

100

[=[ W FLc 1200 [cPU1211€DC. [+ 57 connectian

S7_Cannection_2 Il FLc 1200 [cPU1211CDCID.

100

37_connection_2 Q@ OFC UA Server [OFC Server]

57 connection

]

|§‘Prnpert sI ||:i.‘.|nfn "ﬂ Diagnostics |

J General " 10 tags H System constants H Texts
. General

Local ID

Special connection properties Connection

Address details

Eﬁme.‘ | 57_Connection_2 |

OPC Connection path

Local

oFC
Server

o

Partner

End point: | OFC UA Server [OFC Server] |

|PLE 1200 [CPU 1211 C DODEDE] |

Interface: | Interface Link UA, FROFINET interface[x1]~ |

| PLC 1200, PROFIMET interface_1[x1 : PM{LAR)] [+ |

Interface type: |Ethemet | |Ethemet |
Subnet: |[FNAE_] | [FnE_1 |
Address: [[10.0.13.89 | | |_|1001391| |

IP-Address IP-Address
I1BH Link UA CPU 1211C
Find connection path

Page 11-11

iGeneraIi 10 tags ‘System constants H Texts ‘

E“Pm erties :i.‘.lnfu
f[ =t prop

‘lﬂ Diagnostics

General

Lacal 1D

Special connection properties
Address details

OPC

Connection establishment

(@) Establish connection on demand {access to tag)

() Maintain connection permanenthy

Alarms

Default priority for alarms: | 500
Receive block and symbolrelated alarms
Receive diaghastics alarms
Use own time starmp
All settings
Other parameters are preset

[# optimize write access
[¥ optimize read access

[ Automatic reset of 57 password for block access

Immediate response when interrupted connection is detected

[ Discannect sutamatically afrer
Timeout during connection establishment

Job timeout

Maxiraum number of parallel netwark jobs
PDU size 240 Byte [+

15000 ms
15000 ms

11.4 Select OPC tags in the OPC configuration

ﬂ'sﬂ' n_IBH Link LA [SIMATIC PC

Statid

SIMATIC PC station

|ETupqugy view ||ﬁg'h Metwork view I! Device view I

il

OFC alarms

Trans Tech International® 2021

OFC program alarms ma.

3
=
a
&
g
S
[__ J Properties |"_i.‘.|nfu y”ﬂ Diagnostics
J[Generall || 10 tags " System constants ” Texts ‘
b General OPC gymbols
DF
DP master class 2 () Mane
FDL O Al
* 37

{Click)

{a) Configured
[

Configuring” 1

D Field elements visible during runtime

IBH Link UA Training



Page 11-12

The Configure button opens the Symbol confi

IBH Link UA — Data exchange between a CPU 1500 and a CPU 1200

Chapter 11

guration dialog box, in

which the data defined in the data blocks can be selected as OPC

tags.

The read / write, etc. access rights can be assigned to the individual

OPC tags.

OPC-Tags PLC 1500

Deselected tags — PLC 1500, Standard tag table (Global variables).
These tags are not used as OPC tags in the example.

Symbol configuration %
Symbol selector
- ] CPUN500- CPUT200 TIA 162 Data type Address | Visible |Connection Access EU Lo
VEPLC‘IEDD ______ ‘ Fn0 1 False 57_Connection_1 Mone 1]
F‘LI:I tags Max_1500 Bool Fm2.0 False 57_Connection_1 Mone 1]
mark all
v:jFrogram blocks Min_1500 Boal Fehl2.1 False 57_Connection_1 Mone n]
i CounterDatal 500 IsCounting_1500  Bool FWM2.2 False S7_Connection_1 Mone 1]
i FromFLC1 200 Down_1500 Bool Fm2.5 False 57_connection_1 Mone o
] EPLC‘IQDD Up_1500 Bool W26 False 57_cConnection_1 Mone o
Walue_1500 Int oA 2 False 57_Connection_1 Mone o
Read
Wirite
Readirite
Mone
Elements with active branch wisible Acoess right: Mone -
Symbols: o deselected
Connection: (57 _Connestion 1+
CSV Import # Export Loy lirmit: High limit:
| T | | Export file | 0.00000000000 | [0.00000000000 |
Access path
| CPU1500 - CPU1 200 TIA 162.571500fET200MF station_1.FLC 1500 |
oK | | Cancel
Selected tags — PLC 1500, Program blocks
The data of the program blocks CounterValues1500 [DB5], and
FromPLC1200 [DB10] is defined as OPC tags.
Symbol configuration %

Symbol selector

- j CPU1500- CPUT 200 TIA 166 Name Data type Address  Visible
- G FLcison _ Block_DB %DB2 True
: FLC tags FromPLC1 200 Elock_DE %DB10 True
AR Frogram blocks: mark all

i CounterDatal 500
@ FromPLCT 200
» DR FLC1200

Connection Access EU Lo
57_Connection_1 Readirite 1]
57_Connection_1 Readwrite o

S7_Connection_1 n

High limit:

Elements with active branch Visible Access right!
SIALCLE ® selected

Connection:
CSW Import f Export Law limit:
| Importfile | | e | 0.00000000000

| [0.00000000000 |

Access path

| CPUTS500 - CPUT 200 TIA 16657 1500/ET200MP station_1.PLC 1500

oK ] | Cancel |

IBH Link UA Training
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Deselected tags — PLC 1200, Standard tag table (Global variables).
These tags are not used as OPC tags in the example.

Symbol configuration X
Symbol selector
~ T CPUTS00 - CPUT 200 TlA 1 6e Datatype Address  Visible  Connection Access EU Lo
» DR FLC 1500 %MO.1 True 37_Connection_2  Readrite 0
~ @ FLC 1200 2 %MZO  True 37_Connection_2  Readrite 0
i Min_1200 Bool %M2.1 True S7_Connection_2  ReadWrite 0
~ [ Program blocks IsCounting_1200  Bool %M2Z2  True S7_Connection_2  ReadWrite 0
@ counterdatai2o0 Daown_1200 Bool %MZS  True S7_Connection_2  ReadWrite 0
@ FromPLC1500 Up_1200 Bool %MZE  True S7_Connection_2  ReadWrite 0
value_1200 Int KMWIZ  True S7_Connection_2  ReadWrite 0
RetBit_1200 Bool %MZ3  True S7_Connection_2  ReadWrite O
Read
irite
rite
Elements with active branch Visible Access right! L~ |
Symbols: 0 e
Connection: §7_Connection_2 ||
CSV Import 7 Export Low limit: High limit:
| importhile ‘ | Exportile ‘ 000000000000 | [o-00000000000 |
Access path
| cPU1500 - CPUT 200 TIA 162.57-1200 station_1 FLC 1200 ]
T oc || conce

Selected tags — PLC 1200, Program blocks

The data of the program blocks CounterValues1200 [DB5], and
FromPLC1500 [DB10] is defined as OPC tags.

Symbol configuration

Symbol selector

Access path

- j CPUTS00 - CPUT 200 TIA 16 Name Datatype Address |Visible  Connection Access EU Lo
» :iPLC‘ISUD lock_DE  %DB2 True §7_Connection_2 Readirite 1]
vj‘_fiPLC1200 FromFLC1500 Block_DE %DE10 True §7_Connection_2 Readirite 1]

:]F'LCtﬁgs mark all
R Frogram b

i counterData12o0

i FromPLC1500
Elements with active branch Visible Acoess right:
Symbols: 8 selected

Cormection: s7_connection 2]

CSV Import / Export Low limit: High lirnit:
| importile ‘ | Exportiile ‘ 000000000000 | [o.00000000000 |

|CF’LH 500 - CFU1200 TIA 16e.57-1200 station_1.FLC 1200

Cancel

Compile the configuration of the OPC server

CPU1500 - CPU1200 TIA 16e » IBH Link UA [SIMATIC PC station]

‘; Topology view

Hﬂ‘%ﬂ Network view I[h‘ Device view I

e | IEH LinkUA[SIMAT\CPCStatij' | [oog] ;g

H

Hardware and software (only changes)

Software (only changes)
Software (rebuild ally
Software (reset memary resenve)

NS A
ma &
= g,e“‘
&
< &y
& £
& ©
Change device
SIMATIC PC station ¥ cut Ctrl+x
Pack addresses
Unpack addresses
Download to device 4
& Goonline Crl+K
&Y Go offline Crrl+ht
[ Export module labefing smips
@ Properties Alt+Enter

TTI
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Load configuration of the OPC server into IBH Link UA

it |[18H Link UA [SIMATIC PC Statid =] | & : =
\)?‘
o
&
&
«
change device
SIMATIC PC station ¥ cu Ctrlex
#= copy crl+c
= Unpack addresses
=
3 Compile 3
4 Hardware and software {only changes)
S || & co online Colik
- ¥ 6o offline Cerlem Suftware (only changes)
[= Export module lsbeling stips, Software (all
= L= |
(@] Properties AltwEnter

The settings are to be made according to the screen shots in the
Extended download to device dialog box.

Extended download to device

Configured access nodes of "IBH Link UA"

Device Device type slot Interface type subnet
Interface Link UA IE general 21 FHIIE FNJIE_1
GpenTselecty,
Type of the PGIFC inteface:  [{_PNIE )
PGIFCinteriace: Kl Realick PCle GBE Family Contreller | &
Connection to interfaceisubrer: | PHAE_1 | @
15t gateway: | [~] ®©
Select target device: Show devices with the same addresses
Device Device type Interface type Address Target device
- - FNIIE Access address -
|
Flash LED
‘confirm
S5
Online status information: [ Display only errar messages

The interface search was successful.

Extended download tn device ‘X
Configured access nodes of "IBH Link UA"
Device Device type Slot Interface type | Address Subnet
Interface Link U4 IE general 2x1 PH/IE 10.0.13.89 FUIE_1
Type of the PGIFCinterface:  [R_PIVIE [=]
PaiFCinterface: [l Realick FCle GbE Family Controller -] ®
Connection to interfaceisubrer: | PNAE_1 [~ ®
1stgateway: | [~] ©
b Y
Select target device: Show devices with the same addresses [ |
Device Device type Interface type Address Target device
Accessible device - FRIIE 10.0.13.69 -
- - FHIE Access address -
|
|| Flash LED
Online status information: [ Display only error messages

© Scan completed. 1 compstible devices of 1 accessible devices found
=% Retrieving device information.

Sean and infarmation retrieval carpleted

{confirm

A check is carried out prior loading.

9 Check before loading

Status ! Target Message Action
4 @ - BHLnkua Readyfor loading Load 'Stationmanager
H ~ Frotection Frotection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unautharized
acoess, e.g. by use of firewalls and netwark segmentatian. For
maore information about industrial security, please visit

! hittp:fiwe. siemens.comfindustrialse curity

(] » Device configurati... Delete and replace system data in target Download to device

[<] ] 2]

Finish Load Cancel

I ————————
IBH Link UA Training TTI Trans Tech International® 2021




Chapter 11

IBH Link UA — Data exchange between a CPU 1500 and a CPU 1200

Page 11-15

The steps of the successful loading process are displayed as info.

|§.Pruperties I"_i.'.lnfo I ||ﬂ Diagnostics |
l Generall " Cross-references " Compile |
Show all meszages >
(=N (] g 2

0000003

Message Goto | ? Date Time
* Start downloading to device. 1201362020  7:08:27 PM
' 120132020  7:08:25 PM
¥ Stationmanager 12013i2020  7:08:26 PM
Stationmanager stopped. 12013i2020  7:09:38 PM
Hardware configuration was loaded successfully. 12013i2020  7:09:38 PM
Stationmanager started. 120132020 7:09:39 PM
The RAM contents were copied to the ROM 12132020 7:09:39 PM
> Local modules 12132020  7:08:28 PM
¥ Interface Link Ua 12132020 7:08:28 PM
Interface Link Uk stopped. 12013/2020 7:09:39 PM
Hardware configuration was loaded successtully. 120132020  7:09:40 PM
Interface Link UA started. 12013/2020  7:09:41 PM
The RAM contents were copied to the ROM. 12013/2020  7:09:41 PM
¥ OPCUA Server 1201302020  7:08:28 PM
OPC UA Server stopped 120132020 7:09:41 PM
Hardware configuration was loaded successfully 120132020  7:09:435 PM
The RAM contents were copied to the ROM 121362020  7:09:43 PM
OFC LA Server started. 12132020 7:09:43 PM
Eding completed (errors: 0; warmings: D)j 1201362020  7:09:43 PM

Successful loading is indicated in the IBH Link UA.

1141

IBH Link UA browser window Siemens slots.

The CPU with the OPC tags is displayed in the Siemens Slots

browser window.

- .IE!! 1B Link LA - Siemens slots x

« c @

© & 10.0.13.897_=/opc_slots

¥ 571500/ET200MP station_1
VPLC 1500

@9 IN@D @ 0
Logout | Update password single-core

»slot 2

CeviceManual

DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialMumber
SoftwareRevision

Y FPrograms

SupportedTypes

*FromPLC1200
» Tasks
DeviceHealth

S7-1200 station_1
LC 1200

DeviceManual
DeviceRevision
Hardw areRevision
Manufacturer
Maodel
RevisionCounter
SerialMumber
SoftwareRevision

Y Programs

SupportedTypes
» FromPLC 1500
»Tasks
DeviceHealth

¥ ParameterSet
» Globalvars

Delet slot | Delete all | Load OPC Editor Project| | Save OPC Editor Project |
Insert SoAPLC | Insert SINUMERIK | Change SINUMERIK | | Delete SINUMERIK |

TTI
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11.5 Define the OPC UA server for the data exchange

For data exchange between the PLCs (PLC 1500 and PLC 1200)
the IBH Link UA provides the OPC UA server for the data
exchange. The OPC server lists the OPC tags that are defined in the
PLC’s (PLC 1500 and PLC 1200).

The server for the data exchange is specified in the IBH Link UA web
browser window OPC Client.

The required endpoint URL can be copied from the IBH Link UA
web browser window network / control level.

€« c @ © £ 10.0.13897_=/network
% F o OPC senver is running Logout | Update password |
Management Level 802.1X
P Metwork Corfiguration
......................... Endpaoint URL opc.top:dibhlinkua_sc:48010
[or opc.tep:/10.0.13.69:48010 ]
------------------------- DHCP O
IF address 10.0.13.89
------------------------- Subnet mask 255,255, 255,0

The IBH Link UA - OPC UA Server has the Endpoint URL:
opc.tcp: // ibhlinkua_sc: 48010

If no name server (DNS server) is available, the absolute IP
address of the IBH Link UA / control level must be used as the
endpoint URL. The absolute endpoint URL would then be:

opc.tcp: //10.0.13.89: 48010

The endpoint URL can be copied into the IBH Link UA web browser
window / network / control level.

Add server

- B 1BH Link UA - OPC Client bl +

&« c © & 10012897 =/opc_dient eee o N @O e O

* F [\ tis running Logout | Updata password | single-core

Connected Servers
o | [

-------------------------- Add Server | | Add variable to read | | Connect variable | |

Upload client XML configuration | Download client XML configuration |

| Add a server to read variables from and to connect to other servers | Delete client configuration |

[OPC Client )

The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or
opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA
web browser window / OPC client is to be added as a server.

________________________________________________________________________________________________________________________|
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Security Policy None and Security Mode None were selected for
data transmission.

vary Servers ..

Url of & computer with discovery service running
[ope.tep //10.0.13.89:48010 Endpoint URL (from Network | Control Level) |
Fublishing interval [ms]: Synchroneous read: [ Usermame {leave empty for nong) l:l FPassword (leave ermpty for none): l:l

Server Name
.. | IBHLink

Server Uri

sibhlinkua_sc

urriibhlinkua_.. IBHLinkUa@ibhlinkua_sc
urriibhlinkua_. IBHLinkUA@Ibhlinkua_sc
urnibhlinkua_ .. IBHLinkUa@ibhlinkua_sc
urriibhlinkua_.. IBHLinkUa@ibhlinkua_sc
urriibhlinkua_. IBHLinkUA@Ibhlinkua_sc
urnibhlinkua_ .. IBHLinkUa@ibhlinkua_sc

Endpoint Url

opc.topeffibhli..
opc.topffibhli.
opc.topsffibhli..
opc.topeffibhli..
opc.topffibhli.
opc.topsffibhli..

I =}
http: ffopofoundation.orgfUs/SecurityPolicy #B asic2565ha256
http: ffopofoundation.orgfUa/SecurityPolicy #Basic2565ha256

http:ffopcfoundation.orgfUa/SecurityPolicy é#8es128_Shaz56_..
http: ffopofoundation. orgfUs/SecurityPolicy #0e5128_Shazs6_..
http: ffopofoundation.orgfUa/SecurityPolicy #425256_ShaZ56_..
http:ffopcfoundation.orgfUa/SecurityPolicy é#8es256_Shaz56_..

Security Mode
Mone

Sign
SignfsndEncrypt
Sign
SignandEncrypt
Sign
SignandEncrypt

Remate server certificate details:
IBHLinkUAZibhlinkua_rescued
Organization
Unit

Cormmaon Mame:
Organization:

Organization Unit Information is inserted

Locality LocationMame
State

Country DE

alid frorm: 2020-1-26
Waild to: 2025-11-25

Application LRI
Encryption strength

urnzibhlinkua_scIBHsoftec: IBHLinkUA
RSA-SHAZSE - 20458 Bit
The certificate is valid

confirm,

m Cancel

The IBH Link UA OPC UA server is connected. The status of the
server is good.

3 -

18 1BH Link UA - OPC Client

-l

c @ © £ 10013897 =/ope client - @ W neo®eo =
= -:m ® Logout | Update passwaord single-core

Y | Status
A Good (0

ribhlinkua_sc:IBHsoftec IBHLINkUA (opc tep: ffibhlinkua_sc:428010) I
D views
¥ ) Objects
» I3 Server
£ MQTT
» I3 DeviceSet
» 3 Stations
| ¥ PLCs
» 3 PLC 1500

» (33 PLC 1200
> I3 slots
» 3 Types

Sampling interval [ms] |1000
Queue size:

| Discard dldest

Datatype of variable

INBHsoftes

wansibhsoftec.com Contact  WWiki

IBH Link UA

embedded OPC UA server | client

=#0PC UA

wa

11.5.1 Add read variable

The tags from the PLC 1500, CounterDatal500 [DB2] and tags
from the PLC 1200, CounterDatal200 [DB2] that the OPC UA

TTI Trans Tech International® 2021 IBH Link UA Training
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server makes available are declared as read variables. The OPC UA
client in the IBH Link UA reads this data.

CounterDatal500 [DB2] and CounterDatal200 [DB2] tags
[selectvariablotoread

Connected Servers

¥ 2 urn:ibhlinkua_sc:IBHsoftec: IBHLINkUA (ope.tep: ffibhlinkua_sc:48010)
2 views
¥ [ Ohjects

» 3 Server

» [ Stations

¥ 2 PLCs
& DeviceManual
& SoftwareRevision

) SupportedTypes

| ¥ &3 counterData1soo )

| & Counting DK 1500

@& Countervalus 1500

#EMinvaluel500 select one after another
@ Maxvaluelson
> (3 FromPLC 1200
> I Tasks
& DeviceHealth

¥ 3 PLC 1200

& DeviceManual

& SoftwareRevision

2 SupportedTypes

|¥ & counterData1z00)

& CountingOr 1200

& Countervalue 1200

& Minvaluel1200 select one after another
& Maxvaluel200

» 3 FromPLC1500
> 3 Tasks
& DeviceHealth
» 3 Slats
> 3 Types

Sampling interval [ms]: | 1000
Clueue gize: change settings

| if necessary
! Discard oldest:

Datatype of variable :

confirm
one after another Cancel

Connect with variables

The tags, which have been declared as read variables, are
connected to the IBH Link UA OPC server, selected to be connected.
OPC tags from the data blocks FromPLC1500 [DB5] and
FromPLC1200 [DB5].
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- B IBH Link U& - OPC Client B +

< c @ © & 10.0.13897_=/opc_client AR * 4 o ® o0 =
s .;m L) Logout | Update password single-core

"""""""""""""" v 2 um

hlinkua_s: Hsoftec: IBHLInkUA (opc.top: fibhlinkua_sc:48010) @ Good (0x000000
1PLC 1

S71S00/ET2Z00MP station_1.PLC 150u.rrogranis.counwrDatalson. Countervaluel1500

@ 571500/ET200MP station_1 PLC 1500.Programs.CounterDatals00 Minalue1500

B8 571500/ET200MP station_1 PLC 1500.Programs.CounterDatals00 Maxvalue1500

------------------------- » &1 57-1200 station_1.PLC 1200.Programs.CounterData1200.CountingOM1200

» & 57-1200 station_1.PLC 1200.Programs.CounterData1200.Counteryalue 1200

» & 57-1200 station_1.PLC 1200.Programs.CounterData 1200 Minvalue 1200

» &1 57-1200 station_1.PLC 1200.Programs.CounterData1200 Maxvalue 1200

Add Server | Add variable to read ‘ Connectyariable | 2 | g Upload client XML configuration

Tlick ,one after another | Delete client configuration ‘

Download client XML configuration ‘

......................... Connect variable from the source server to the destination variable |

,,,,,,,,,,,,,,,,,,,,,,, ‘ Select variable to write

|
‘ Connected Servers

¥ 2 urrcibhlinkua_se: IBHsoftec: IBHLinkUA (ope tep:f/ibhlinkua_sc:48010)
------------------------- 2 views
¥ 2 Objects
> 2 server
,,,,,,,,,,,,,,,,,,,,,,, > ) Stations
v (2 PLCs
-------------------------
@ DeviceManual
@ SoftwareRevision
,,,,,,,,,,,,,,,,,,,,,,,
153 SupportedTypes
> I CounterDatal500

lBHsofte ik UA

@ Minvalus1200 \server / client
vy ibhsoftec. com  Contact @ Maxvalue1200 : uA
@value1200 select one after another
@ oN1200
> [ Tasks

@ DeviceHealth

¥ 3 PLC 1200

@ DeviceManual

@ SoftwareRevision
I SupportedTypes
> I CounterDatal2o0
‘
| EMinvalue 1500
@ Marvaluels00
@alue1500 select one after another

& 0N1500
> [ Tasks
@ DeviceHealth
» 2 slats
> D2 Types

“ariable to read

Datatype : Boolean

Field index range (Format 1 or 2:3) : changs ssttings
if necessary
“ariable to wiite

Datatype © String

Field index range (Format 1 or 2:3) :

‘confirm’
e artar another K| Cancel

The connections are displayed in the IBH Link UA web browser
window OPC Client.

*Hl

................ @ S71500/ET200MP station_1.PLC 1500.CounterDatalS00.Counteryalue 1500.TimeStamp

,,,,,,,,,,,,,,, =& urn:ibhlinkua_sc:IBHsoftec IBHLInkUA (opc.top: fibhlinkua_sc:48010).57-1200 station_1.PLC 1200.FromPLC1500.0M1500

,,,,,,,,,,,,,,, @ S71500/ET200MP station_1.PLC 1500.CounterData1500.CountingOM1500.5tatus

» & 57-1200 station_1.PLC 1200.CounterData.Maxvalue1200
Y& 57-1200 station_1.PLC 1200.CounterData.Counteralus1200 ]

................ ® 57-1200 station_1.PLC 1200.CounterData.Counteralue 1200 Timestamp

c @ © & 10013897 =/opc dient - @ty mweo®eo &F =

single-cora

&8 57 1500/ET200MP station_1.PLC 1500 .CounterDatals00.Mimsalue1500
» & 571500/ET200MP station_1.PLC 1500.CounterDatals00.Maxvalue 1500

¥&1571500/ET200MP station_1.PLC 1500.CounterDatal500.Countervalue 1500
=& urn:ibhlinkua_sc:IBHsoftec: IBHLinkUA (opc.tep:ffibhlinkua_sc:48010).57-1200 station_1.FLC 1200.FromPLC1500 Yalue1500

@ S71500/ET200MP station_1.PLC 1500 CounterDatal500.Counteralue1500.5tatus
V& 57 1500/ET200MP station_1.PLC 1500.CounterDatals00.CountingOM1500 ]

@ 571500/ET200MP station_1.PLC 1500.CounterDatalS00.CountingOM1500.TimeStamp

» & 57-1200 station_1.PLC 1200.CounterData.Minvalue1200

=& urn:ibhlinkua_sc:IBHsoftec IBHLInkUA (opc.top: ffibhlinkua_sc:48010).57 1S00/ET200MP station_1.PLC 1500.FromPLC 1200 Valuel1200

@ 57-1200 station_1.PLC 1200.CounterData. Countervalue1200.5tatus

Y& 57-1200 station_1.PLC 1200.CounterData.CountingON1200
=& urn:ibhlinkua_sc:IBHsoftec: IBHLinkUA (opc.tep: ffibhlinkua_se:48010).57 1500/ET200MP station_1.PLC ISDD.meDLCIZDD‘ONIZDD]
@® 57-1200 station_1.PLC 1200.CounterData.CountingOM1200.TimeStamp

rrrrrrrrr @ 57-1200 station_1,PLC 1200 CounterData CountingON1200 Status
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11.5.2 Browser window diagnostics / control diagnosis

The configured connection to the PLC control and its status (error-
free / faulty) is displayed.

&« c @ © & 10013897 =/diaglistview -0 noeo =

ag m ® OPC i g Logout | Update passward singie-care
Controller di i Client di. i Network diagnostics System Log

"""""""""" @ 1-1 S7_Connection_1 10.0.12.90:102 16,12.2020 11:34:5 PLC a Connection established (8ES7 S11-14K00-04B0 )
@ 12 S7_Connection_2 10013910102 16,12.2020 11:34:5 PLC 1) Connection established (8ES7 211-1AE40-0XB0 )

"""""""""" Clear diagnose g

|__I:_)iagnostics__|_

Control diagnostics — Error is displayed

&« ¢ @ © & 10013897 =/diaglistview - noeao =

% m ® 0 Logout | Update passwird single-care
Controller di i Client di i Netweork diagnostics System Log

"""""""""" @ 1-1 S7_Connection_1 10.0.12.90:102 16.12.2020 11:34:5 PLC 1} Connection established (58E57 S11-1AKD0-0480 )
@ 1-2 57_Connection_2 1001381102 16,12.2020 18:30:34  PLC 0=8104 This service is not implemented on the module

"""""""""" Clear diagnose g

[Diagnostics —
The OPC UA Server connected via the S7_Connection_2 with the

PLC 1200 is not responding.

Explanation:

The GET / PUT communication function is not activated in the
hardware configuration of the CPU1200.

ﬂl‘mpeﬂies l"j.llnfo _i)l&jDiagnustics I

[ Genera | 10 tags System constants Texts

b General
b PROFINET interface [X1]
» DIGIDO4

Time of day

Frotection & Securt

Access level

Connection mechanisms

— Permit access with PUTIGET communication frorm
j— remote partner
(mark)

If no values are displayed in the UaExpert — Data Access View
window or error messages are displayed, the IBH Link UA
diagnostics window provides information as to whether the
connection to the PLC exists.

Connection mechanismsg

B IBH Link U - Diagnostics x
& ¢ @ © £ 10013897 - fdiaglistien R noDa@o & =

SR o Logout | Updats passward single-core
Controller di i Client di i Netwiork di i

Logged Events

<

£.12,2020 12:32:21 ; Status 0x0 : Teamiiswer ; systemct] stop wg-guick@wgl.service ok
6.12.2020 12:32:25 : Status 0x0 : Teamviewer : systemctl start wo-quick@wo0.service ok
£.12.2020 12:33:17 : Status Ox0 : Teamyiewer : systemctl stop wg-quick@wgl.service ok
©5,12.2020 12:33:20 : Status 0x0 : Teamviewer : systemctl start wo-guick@wag0.service ok
£.12.2020 12:34: 1 : Status Ox0 : Vwehinterface : User admin logged in

7.12.2020 9:22: 0 : Status 0x0; System : Starting device up

7.12.2020 9:22: B : Status Ox0: System : IBH Link UA started

8.12.2020 10:24:42 : Status Ox0 @ System @ Starting device up

8.12.2020 10:24:51 ; Status 0x0 : System : IBH Link UA started

9,12.2020 10:33: 0 Status 0x0 : System : Starting device up

9.12.2020 10:33: 9 : Status Ox0 : System : [BH Link U4 started

9.12.2020 16:24:28 : Status 0x0 © System : Starting device up

@ 9.12.2020 16:24:38 : Status 0x0 : System : 18H Link U& started

@ 10.12.2020 10:12:40 : Status 0x0 : System : Starting device up

<

<

R R

© <

I ————————
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11.6 UaExpert - program window

PLC 1500 IBH Link UA
S7 connection S7 connection OPC Server
(Ethernet) (Ethernet)
PLC 1200
S§7 connection
(Ethernet)
UaExpert

IBH Link UA@ibhlinkua_sc

The PLC 1500 and PLC 1200 are displayed in the UaExpert program
window. The variables of the data blocks CounterDatal500 [DB2],
CounterDatal1200 [DB2], FromPLC1200 [DB5] and FromPLC1500
[DB5] were defined as OPC tags are listed under : :
Programs.

+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Eile View Server Document Settings Help

IZPBEB =0 X% 88 X

Praject & X| Data Access View [x]
~ [ Project Al # Server Node Id Display Name Value Datatype  Source Timestamp  Server Timestamp  Statuscode
v [3 Servers 1 IBHLinkUA®ib... NS4|String|57-1200... CounterValuel200 6586 Int16 13:52:34.465 13:52:34.715 Good
Q IBHLinkUA@ibhlinkua_sc 2 IBHLinkUA@ib... N54|5tring|S7-1200 ... CountingON1200  true Int16 13:39:20.806 13:39:21.196 Good
- D - 3 IBHLinkUA@ib... NS4|String|57-1200 ... MaxValue1200 10000 Boolean 13:39:22.806 13:39:23.197 Good
[ Dacuments (4 IBHLinkUA@ib... NS4|String|S7-1200... MinValue1200 100 Int16 13:39:24.807 13:39:24.948 Good
5 IBHLinkUA@ib... NS4|String|57-1200 ... MaxValuel500 10000 Int16 13:39:32.960 13:39:33.707 Good
Address Space 5 X g IBHLinkUA@ib... NS4|String|57-1200... MinValue1300 100 Int16 13:39:35.400 13:39:36.207 Good
€ |No Highlight =17 IBHLinkUA@ib... NS4|String|57-1200... ON1500 true Boelean 13:39:37.184 13:39:37.959 Good
] IBHLinkUA@ib... NS4|String|57-1200 ... Value1500 4794 Int16 13:52:34.486 13:52:34.715 Good
[ Root 9 IBHLinkUA@ib... NS4|String|571500/... CounterValuel500 5273 Int16 13:52:34.465 1352:34.715 Good
v 5 Objects 10 IBHLinkUA@ib.. NS4|String|571500/... CountingON1500  true Int16 13:40:06.945 13:40:07.482 Good
I n IBHLinkUA@ib... NS4|String|S71500/... MaxValuel500 10000 Boolean 13:40:08.138 13:40:08.732 Good
&% Client 12 IBHLinkUA@ib... NS4|String|571500/... MinValuel300 100 Int16 13:40:09.814 13:40:10.234 Good
Y e ., 13 IBHLinkUA@ib... NS4|String|S71500/... MaxValue1200 10000 Int16 13:40:14.821 13:40:15.488 Good
&% Modbus 14 IBHLinkUA@ib... NS4|String|571500/... MinValue1200 100 Int16 13:40:16.064 13:40:16.939 Good
v |5 PLCs 15 IBHLinkUA@ib.. NS4|String|571500/... ON1200 true Boolean 13:40:17.906 13:40:18.741 Good
16 IBHLinkUA@ib.. NS4|String|571500/... Value1200 4915 Int16 13:52:34.486 13:52:34.715 Good
¥ DeviceHealth
¥ Model Drag & Drop

v @& Programs

~ [ CounterData
“@ CounterValuel200
@ CountingON1200
@ MaxValue1200
) MinValue1200
v |3 FromPLC1500

The variables are updated continuously.

4 ™

T MaxValue1500 Data Access View
@ MinValue1500
@ ONI500 # Display Mame Yalue Datatype  Source Timestamp
S 1 CounterValuel200 7283 Int16 13:56:45.080
@ RevisionCounter 2 CountingOM1200 true Int16 13:39:20.806
o Setalumber 3 MaxValuel200 10000 Boolean 13:39:22.806
% Tosic / 4 MinYaluel 200 100 Int16 13:39:24.807
5 MaxValuel300 10000 Int16 13:39:32.960
# DeviceHeslth / & MinYaluel 300 100 Int16 13:3%:35.400
v & oo 7 OM1500 true Boolean 13:39:37.134
v B3 CounterDatal500 8 Valuel500 8085 Int16 13:56:44,448
@ CounterValuel500 9 Counteryaluel1300 7598 Int16 13:56:45.080
@ CountingON1500 10 CountingQOMN1300 true Int16 13:40:06.945
o nue 1 MaxValue1300 10000 Boolean 13:40:08.138
v B FromPLCT200 i 12 MinYaluel 500 100 Int16 13:40:09.814
@ MaxValuel200 13 MaxValuel200 10000 Int16 13:40:14.821
@ MinValuel200 14 MinValue1200 100 Int16 13:40:16.064
g S“I”"-?gw 15 OM1200 true Boolean 13:40:17.506
= SHFPZ:;TWE; 16 Valuel200 5559 Int16 13:56:44.448 )

# RevisionCounter
# SerialNumber
# SoftwareRevision
% Tasks

&% Server

15 Slots

These can be dragged and dropped into the Data Access View.
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OPC-Tags PLC 1200

_ ™
Data Access View
# Mode Id Display Mame Value
1 M54|String|S7-1200 station_1.PLC 1200.CounterData. CounterValue1200 CounterValue1200 5570
2 M54|String|S7-1200 station_1.PLC 1200.CounterData. CountingOMN1200 CountingQMN1200 true
3 M54[String|S7-1200 station_1.PLC 1200.CounterData.MaxValuel200 MaxValue1200 10000
4 M54|String|S7-1200 station_1.PLC 1200.CounterData.MinValue1200 MinValue1200 100
5 M54|String|S7-1200 station_1.PLC 1200.FromPLC1300.MaxValue1300 MaxValuel1300 10000
& M54|String|S7-1200 station_1.PLC 1200.FromPLC1300.MinValue13500 MinValue1300 100
7 M54|5tring]57-1200 station_1.PLC 1200.FromPLC1500.0M1500 OM1500 true
kB M54|5tring|57-1200 station_1.PLC 1200.FremPLC1500.Value1500 Walue1500 1533 y
OPC-Tags PLC 1500
Y

Data Access View

£ MNode Id Display Mame Value

9 M54 String|S715300/ET200MP station_1.PLC 1500.CounterDatal300.CounterValuel300  CounterValuel200 1567
10 M54 String|S71300/ET200MP station_1.PLC 1500.CounterDatal300.CountingOMN1500 CountingOMN1200 true

11 M54 String|S715300/ET200MP station_1.PLC 1500.CounterDatal500.MaxValuel500 CounterValue1300 042
12 M54|5tring|571500/ET200MP station_1.PLC 1500.CounterDatal500.MinValue1300 CountingOMN1500 true
13 NS4|String|571500/ET200MP station_1.PLC 1300.FromPLC1200.MaxValuel1200 MaxValuel500 10000
14 MS4|String|S71500/ET200MP station_1.PLC 1500.FromPLC1200.MinValuel200 MinValuel300 100
15 NS4|String|S71300/ET200MP station_1.PLC 1300.FromPLC1200.0M1200 MaxValuel200 10000
k16 MNS4|String|571300/ET200MP station_1.PLC 1500.FromPLC1200.Value1200 MinValuel200 100 y

Status — PLC 1200 [CPU 1211C DC/DC/DC]

CounterData [DBZ2]
L 1)

T ~
FE LEE

CounterData

Mame Data type Offset  Startvalue Monitor value Comment
1 40 > Static

. Keep actual values g Snapshot .ﬁ E, Copy snapshots to startvalues g 4 :_’1.

2 e Minvaluel 200 Int 0.0 100 100 minimum Counter value 1200
i @anw Maxvaluel200 Int 20 10000 10000 rnaxirnum Counter value 1200
4 4= Countervalue1200 Int 4.0 a TB3 Countervalue 1200

5 @n= CountingON1200 Eool 6.0 false TRUE Counter is counting 1200

FromPLC1500 [DB5]
pC I

= = i, e = Keep actualvalues g = Snapshor ™ ™ copysnapshots to stantvalues g 4 =
Mame Dats type | Offset startvalue | Monitor value | Comment

1 <@ > Static

2 . hinalue1500 Int | 00 a 100 minimurm Counter value of PLC 1500

3 @an Maxvalue1500 1 Int 20 i} 10000 rraxirnurn Counter value of PLC 1500

4 4= Walue1500 Int 4.0 a 8793 Countervalue of FLC 1500

5 @@= ON1500 Bool 6.0 false TRUE FLC 1500 is counting

Status — PLC 1500 [CPU 1511-1 PN]

CounterDatal500 [DB2]
L Bl

= = i, e = Keep actualvalues g = Snapshor ™ ™ copysnapshots to stantvalues g 4 =
Mame Data type Offset  Startvalue  Monitorvalue § Comment

1 <@ > Static

2 . hinalue1500 Int 0.0 100 100 minimum Counter value PLC 1500

3 «gm haxvaluel 500 -Int 20 10000 10000 maximum Countervalue PLC 1500

4 anm Countervalue1500 Int 4.0 i} 2883 Counter value PLC 1500

5 @@= CountingOM1500 Eool 6.0 falze TRUE Counter is counting PLC 1500

FromPLC1200 [DB5]
C 1]

= = i, e = Keep actual values [ | Snapshot ™ ™ copysnapshots o stanvalues g 4 =
Mame Dats type Offset startvalue
1 <@ > Static

2 = Minvalue1200 | int on i

Comment

Minirnurm Yalue of PLC 1200

3 @anw haxvaluel 200 Int 20 a Maxirmum Yalue of PLC 1200
4 anm walue1200 Int 4.0 i} Counter Value of PLC 1200
5 @@= OM1200 Bool 6.0 talse FLC 1200 is counting
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