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PLC example projects (PLC programs)

CPU 416 TIA 16e
Project chapters 1 and 2 
STEP® 7 TIA Portal V16; CPU 416-3 PN/DP.

WinAC RTX TIA 16e
Project chapter 3 
STEP® 7 TIA Portal V16; CPU 416-3 PN/DP, 
IBH Link UA SoftPLC (Siemens WinAC RTX compatible.)

CPU300 TIA 16e
Project chapter 4 
STEP® 7 TIA Portal V16; CPU 312, IBH Link S7++.

S5 CPU 103Ue 

STEP 5 and PLC Programs 

STEP® 7 TIA Portal V16 (File)

Project chapter 5 
S5 CPU 103U. STEP® 7 TIA Portal V16 
S5 PLC-Program: COUNT@ST.S5D 
S5W PLC-Program: Counter S5W.S5P

CPU 416 Alarms TIA 16e
Project chapter 6 
STEP® 7 TIA Portal V16; CPU 416-3 PN/DP.

CPU 1500 TIA 16e
Project chapter 7 
STEP® 7 TIA Portal V16; CPU 1511-1 PN.

CPU 1200 TIA 16e
Project chapter 8 
STEP® 7 TIA Portal V16; CPU 1211 DC/DC/DC.

S5 CPUs and S7 CPUs TIA16e 

S5 multi CPUs Programs (File 

with STEP 5 / S5W PLC-

Programs)

Project chapter 9 

Data exchange between several S7 / S5 CPUs 

STEP® 7 TIA Portal V16 project with several CPUs.

2x CPU 300 TIA16e
Project chapter 10. 
STEP® 7 TIA Portal V16; 2x CPU 312, IBH Link S7++.

CPU 1500-CPU 1200 TIA16e
Project chapter 11 
STEP® 7 TIA Portal V16; CPU 1511-1 PN connected to 
CPU 1211 DC/DC/DC.
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1 Connection of a CPU 416 to the IBH Link UA – 
Historical data

The following example shows the connection of a CPU 416 to the 

IBH Link UA with an Ethernet connection.

1.1 Project with TIA Portal V16

Creating a project with the TIA Portal, with the 

connection of a CPU 416 and the IBH Link UA using 

an Ethernet bus.

1.1.1 Hardware structure – (CPU 416-3 PN / DP – IBH Link UA)

1.1.2 Software PLC CPU 416-3 PN/DP 

The example uses a CPU, which is also available as a software PLC 

from IBHsoftec (already installed on the PC). 

The PG / PC interface (TCPIP) must be selected 

accordingly.

The SoftPLC CPU 416-3 PN/DP from IBHsoftec is installed on the 

PC and is already running. Right-clicking on the SoftPLC icon in the 

task bar opens the IBHsoftec S7-SoftPLC window for Configuring 

and Diagnosing the SoftPLC.

SoftPLC Operating, Diagnostic and Configuration windows 

In the status bar right-click the SoftPLC icon to open the window to 

configure and operate the SoftPLC. This window displays the status 

of the CPU, and diagnostic elements are presented.
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SoftPLC Operating and Status windows

SoftPLC Diagnostic window 

The diagnosis provides four tabs. 

• IQM Status display of individual bits of an operand. The 

status of freely selectable inputs (I n._), outputs (Q n._) or 

flags (M n._) are displayed and changeable in these ten fields. 

• Data blocks The status of existing, freely selectable data 

blocks can be displayed and its values can be changed as a 

byte, word or double word. 

• Diagnostic buffer The diagnostics events of the CPU are 

listed in clear text with explanations in the order of their 

occurrence.

• Connections The connections of the CPU with ID, status, 

type etc. are displayed.
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1.1.3 PLC program of the CPU 416 

The project CPU 416 TIA 16e with the SIMATIC 400 Station CPU 

416 provides a program for up and down counting.

The counter counts until MaxValue is reached and counts down until 

the MinValue is reached.

The up and down counting are controlled with the variables Down 

and Up. The counter Value variable is an integer (INT). The 

variables Max and Min are only used internally. The integer values of 

the minimum and maximum counter values are stored in data block 

DB2 (CounterData). 

The PLC block FC5 (CounterControl) is used to control the up and 

down counting. 

The PLC tags of the Standard variable table and the variables of 

the data block CounterData [DB2] are forwarded to the OPC server 

IBH Link UA as OPC tags.

Loading the PLC Program into the CPU 

Double-click Device Configuration  

to open the Device view window. 

In the example, the CPU 416-3 

PN/DP (6ES7 416-3ER05-0AB0) firmware version V5.1 is used, 

which is also available as a software PLC from IBHsoftec.

In the dialog box properties, the required IP address is set under IP 

protocol. In the example, the IP address of the PC is – 10.0.13.11. 

The Ethernet connection is direct without a router.
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Hardware and software compilation 

Use the command from the context menu to compile the software 

and the hardware.

Hardware and software compilation

Download the hardware and software into the CPU 

With the commands from the context menu, the software and the 

hardware configuration can be downloaded into the device.

The load command opens the dialog window to set the interface for 

the device. Connection with interface / subnet PN/IE1, and Show 

devices with the same addresses must be selected.
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The successful search is displayed.

The loading process requires several confirmations of messages. 

A preview of the loading is displayed.
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Finish loading

Error-free loading is displayed

SoftPLC diagnosis window CPU 416-3 PN / DP 

In the diagnosis window IQM of the SoftPLC 416 the Memory M0.1 

CounterON were set. The Memory M2.5 Down and M2.6 Up are 

displayed. The Value of the counter is represented by MW12 (MB12 

and MB13).



IBHsoftec S7-SoftPLC 

File Echt View Help 

rä-qa o1e 01 ® I ea 
DIR S7-416 an TTI-RED 

E CPU Parameters 
CP343 ,443 
DiagnostiCs

AddiRemove 

—Diamostios 

IQN1 Data Blocks gnostic Buffer Connections 1 

Selection: 

2 ( .4" Vtiond 

r Double wad 

Address 1 Hex 
DB2.DBWO 
DB2.DBW2 
DB2.DBW4 
DB2.DBW6 
DB2.DBW8 
DB2.DBW10 
DB2.DBW12 

Change value 

Decimal 
Ox1C10 256 
.0xDO 0 
Ctt132d 
,64 CounterValue „mr41009°94eMinValue 

iDoceakrmaxvaiue 
.12710 
ex100 256 
ex132d 

Value .W4 9

CPU 416 TIA 16e ► CPU 416-3 PNIDP [CPU 416-3 PUMP] 1 Program blocks 1 CounterData [DB2] B X 

Wie 1 

CounterData

Keep actual values Snapshot copysnapshots to startvalues

Name Data type Offset Start value Monitor value Comment

Static 1
-U • Counting ON 8001 0.0 falle I1RUE On i Off switch 1

iu • Dummy Int 2.0 0 0 Dummy

-U • counte rVa lue Int 4.0 0 7108 centinuously 
Countervalue

-U • '. Structure Struct 6.0 updated complex va ria ble
-,U • Ninttalue Int 6.0 100 100 minimurn Countervalue

-U • Ma xVa lue Int 8.0 10000 10000 maximum counter value

...0 • Switch_2 Bool 10.0 TRUE FIRUE On 1 Off switc h 2

-il • Value Int 12.0 0 108 Counter va ue

•". Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* Cl X 

File View Server Document Settings Help 

Project 

✓ 31 Project 
Servers 

IBHLinkUA©ibhlinkuasc 
v Documents 

Data Access View 

Address Space 9 x 

4:e No Highlight 

Root 

v Objects 

> & Client 
> ijt DeviceSet 
> igt MQTT 

Cs 
> erver 
> lt  Slots 
> l Stations 

> Types 
> Views 

o PLC listed 

0 0  Cf i=• x g 
e x Data Access View 0 Attributes 

Server Node Id Display Name 

Attribute Value 

Nodeld ns=1;s=PLCs 
Namespacelndex 1 
IdentifierType String 
Identifier PLCs 

NodeClass Object 
BrowseName 1, "PLCs" 
DisplayName 
Description BadAttributeldInvalid (0x80350000) 
WriteMask 0 
UserWriteMask 0 
RolePermissions BadAttributeldlnvalid (0x80350000) 
UserRolePermissions BadAttributeldInvalid (0x80350000) 
AccessRestrictions BadAttributeldInvalid (0x80350000) 
EventNotifier None 

e x 
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The Data Block DB2 [CounterData] holds variables used by the 

counter. The data words DW4 (CounterValue) and, DW9 (Value) 

shows the value of the counter. The data words DW6 / DW7 hold the 

counting limits MinValue / MaxValue.

The up and down counting can be checked online.

1.1.4 UaExpert - program window 

The CPU 416 is not yet available in the UaExpert program window 

because the IBH Link UA has not yet been inserted into the program.



CPU 416 with 
S7 connection 
(Ethernet) and 

T1A project 
(Data Block) 

IBIl Link UA 

S7 connection 
(Ethernet) 

OPC Server 

UaExpert 

IBH Link UA@ibhlinkua_sc 

• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* El X 

File View Server 2I ocument 5ettings 

D .3 

Elelp 

13 (21 
Project Data Access View Attributes 6 X 

91 Project 
rj Servers 

IBHLinkUA©ibhlinkua_sc 
r9 Documents 

1:3 Data Access View 

Address Space e x 
No Highlight • 
Root DisplayName 

'J Objects Description BadAttributeldlnvalid (0x8035 

Client WriteMask 0 

DeviceSet UserWriteMask 0 

MATT 
RolePermissions BadAttributeldlnvalid (0x8035 
UserRolePermissions BadAttributeldlnvalid (0x8Or: 
AccessRestrictions BadAttributeldlnvalid (0x803f 
EventNotifier None 

Server Node Id Display Name o 0 
Attribute Value 

Nodeld ns=1;s=PLCs 
Namespacelndex 1 
IdentifierType String 
Identifier PLCs 

NodeClass Object 
BrowseName 1, "PLCs" 

PLCs-1—No PLC listed• 
Ji• Server 

.3 Slots 
Station 

Types 
> et) Views < 

A , new •evice 

Device na me 

enter(-2 1
IBH Link UA`lle(--'

1 

Controllers 

HMI 

PC synems 1 
select 

7,7 Open device view 

r.:E. PC syste M5 

7Q PC genera I 

► Industrial PCs 

5IMA11C 57 Open Controller 

SIMA11C 57 Ernbedded Controller 

SINUMERIK operator components 
0 PC server 

► ra SIMA11C Controller Application 

r I MAll C H MI application 

User application, Article ne.: OPC Server 

7) 2 Version: SWV8.2 select 
Application open 1 select .) 

Description.: 3 
OPC server for the DP, FDL, 57 (betveen different 
subnets), 57 a larms, 15011CP, SNMP, DP ma ster 
dass 2, PROFINETIO, SIMAMC NET PC G oftwa re 
V8.2 ... 

CPU 416 TI.A.16e 

Add2ew device 

Device: OPC 
Server 

0 

confi

OK Ca ncel 
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Display of the OPC tags in UaExpert

1.1.5 Insert IBH Link UA as an SIMATIC PC station 

Double-clicking on Add new device opens the 

device selection dialog box. If an OPC server 

is added to the project, an SIMATIC PC station 

is automatically added.



1

CPU 416 TIA 16e k PC-Systern_1 [SIMATIC PC stationj —iIäX 

Topology view 

IBH Link UA [SIMATIC PC Static 

SIMATIC PC station 

Network view Ift  Device view 

,J ELJEIg± 

is inserted 

2>' 
ce

CPU 416 TIA 16e k IBH Link LIA [SIMATIC PC Station] 

ide3H  Link UA [SIMATIC PC Stagrl  2«," 

double-click 

SIMATIC PC station 

JP

Hardware catalog ii 11:1 

Options 

Catalog 

gl Filter Profile: 

PC general 

<All> 

SIMATIC Controller Application 

SIMATIC HM application 

User applications 

••• Communications modules 

••• PROFINETIEthernet 

CP 1604 

CP 1612 (A2) 

CP 1613 (A2) 

CP 1616 onboard 

CP 1616 

CP 1623 

CP 1625 

[lig CP 1628 
Ae(double-click)

IE genera I 

PROFIBUS 

_wax 
Topology view ügb Network view pt Device view 

A—=1 cat. 

General 10 tags System constants 

General 

► PROFINETinterface [X1] 

General 

Options 

Advanced options 

OPC configuration 

mark 

100% 

(rg Properties j';:  Info 

Texts 

Ethernet addresses 

F urther settings a 
default settings 

nterface networked with 

Lubnet: I PNIIE_13 @Peniselect>'111in 

Y 

A. 

IJ
Diagnostics 7 11121 

SO protocol 

3 Use 'so protocol 

addrey.: 

P protocol 

re 

Use IP protocol 

mark) IP address: 

Subnet mask: 

Router address: 

Add new subnet 

08 -00 -06 -01 -00 -00 

IP-Address 
113H Link UA 

10 .0 . 13 .89 

255 . 255 . 255 . 0 

❑ Use router 

0 .0 .0 .0 

1 
set 
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Insert communication module into the IBH Link UA

Define communication module properties



Properties • I Info .L1 y.j. Diagnostics 

General) 10 tags System constants Texts 

••• PROFINET interface (X1) 

General 

Options 

Ethernet addresses 

Advanced options 

OPC configuration 

General 

Name: 

Author: 

Comment: ( 

Further sprrirInc 21, 

default settings 

CPU 416 TIA 16e h Devices & networks 

open / select 

rk Connections 57 connection 

1 

CPU 416-3 PN/DP 
CPU 416-3 MO' 

1-e 

HAI connection 
E-mail connection 
FDL connection 
ISO connection 
ISO-on-TCP connection 

'connecion 
UDP connection 

O 
connect via 
dran and drop 

PN/IE_1 

CPU 416 TIA 16e ► Devices & networks 

Fe Network Connections 

CPU 41 6-3 PNIDP 
CPU 416-3 PNIDP 

- • 
m IBH Link UA 

SIMATIC PC Stat.«. 

57 connection 

IE general_1 

T11 

The IBH Link UA Ethernet interface 
must always be in slot 2 

r  
is also referred to Index). ,,ot:

L^_ 

Topology view Cjh Network view—n— nYDevice view 

M g± 

2 

IBH Link UA 
SIMATIC PC Stat.. 

OPC 
Serve:ddr(i) 

Topology view p Network view 

57_Connection_1 

CPU 416 TIA 16e ► Devices & networks 

1;1 Highlighted: Connection 

L 

fl  Device view 

Connections 

(chck

Local connection 

S7_Connection_1 

57_Connection_1 

_eax 

Topology view Network view flY Device view 

[Network overview Connections I/O communication 11 VPN TeleControl 

YJ Device Type Address in subnet Subnet Master 110 system 

S7 416 57-400 station 

•• CPU 416-3 PNIDP CPU 416-3 PNIDP 

MPIIDP-Schniltstelle_1 MPI1DP interface 2 Not connected 

T PROFINETVM1 PROFINET interface 10.0.13.11 PNIIE _1 
A Port_1 Port 

Port _2 Port 

IBH Link UA SIMA11C PC Station 

_r I
IBH Link UA OPC se rver • 
IE genera 1_1 IE genera I 

••• PROFINET interface PROFINETinterface 10.0.13.89 PNIIE_1 

Port_1 Port 
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Create S7 connection IBH Link UA OPC Server - SoftPLC 416 

Via drag & drop, from the OPC server to the PLC 416, the S7 

connection established.

The created S7 connection is displayed.



CPU 416 TIA 16e ► Devices & networks ü X 

Topology overviewJ] 

146 4110eviceiport 

57416 

Topology view 

Topology comparison 

A Network view fit Device view 

Slot I Partner Station Partner device Partner interfac I Partner pari 

I I 1 
▪ CPU 416-3 PNIDP 2 

PROFINETVM1 2 X5 

Porcj 2 X5 P1 

Port_2 2 X5 P2 

•••• IBH Link UA 

IE general_1 2 

•••• PROFINETinterface 2 X1 

Isc rt_ I 2X1 P1 

Network overview Connections 

ij Local connection name Local end point 

I/O communication 

Topology view 

EiZZI=B1 

Any partner 

Any partner 

Any partner 

Network view ni Device view 

Partner ID (hex) Partner Connection type 

mark 
•• S7_Connection _1 lig IBH Link UA [OPC Server] EM CPU 416-3 PNIDP [CPU 416-3 PNIDP] 1 1 57 connection 

Local ID (hex) 

57_Connection_1 

57_Connection_1 EI CPU 416-3 PNIDP [CPU 416-3 PNIDP] 1 

ni 
_ onn _1 [S7 connectio 

General 10 tags System constants 

Local ID 

Special connection properties 

Address details 

OPC 

General 

General 

General  

Connection 

1111 

W Properties1 IN, Info II J Diagnostics 1  r_,1 1 ,1 •••, 

Texts 

S7_Connection _1 IBH Link UA[OPC Server] S7 connection 

I> 

Name 57 Connection 1 

Connection path 
Lccal 

Sener 

0 

End point: 

Interface: 

Interface type: 

Subnet: 

Address: 

IBH Link UA [OPC Server] 

IE general_1, PROFINETinterface[X1] 

Ethernet 

PNIIE_1 

10.0.13.89 

Find cennecticn path 

10 tags II System constants II Texts 

Special connection properties 

Address details 

OPC 

Local ID  

Connection identification 

Local 1D: S7_Connection_1 

VFD name: !IBH Link UA 

General 10 tags System constants I Texts 

General 

Loca I 1D 

Special connection properties 

OPC 

Gerbera I 

General 

Local ID 

Address details 

OPC 

Address details 

End point: 

Ra clulslot: 

Connection res 
(hex): 

TSAP: 

Subnet ID: 

Local 

IBH Link UA [OPC Server] 

10 

10.11 

SIMATIC-ACC 

114A- 0001 

10 tags System constants Texts 

Special connection properties  

Local end point 

ig Active connection entablishment 
must be marked 

Partner 

CPU 416-3 PNIDP [CPU 416-3 PNIDP] 

CPU 416-3 PNIDP, PROFINETVM1[X5] 

Ethernet 

PNIIE_1 

10.0.13.11 

,-- .Properties l4i4Info JIIJ Diagnostics 

LO,Properties Info 1.) 2.J Diagnostics

Partner 

CPU 416-3 MOP [CPU 416-3 PNIDP] 1

2 

10 

10.02 

SIMA11C-ACC 

114-A-0001 

▪ Properties 41; Info JII yj. Diagnostics 

Ihr a ctive connection esta blishment cannot be deactivated if the Pa rtneriSAP in the address details ha s the va hie 3. 

Send operating mode messages 
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S7 connection - display / set connection properties.



Properties Int o JI 1.1 Diagnostics 

General 1 10 tags 

General 

Local ID 

Special connection properties 

Address details 

System constants 11 Texts 

OPC 

Connection establishment 

must be marked 
Establish connection an demand (access to tag) 

0 Ma inta in connection permanently 

Alarms 

Default priorityfor alarms: 

Receive block and Symbol-relate , , 

Receive diagnostics alarrrs 

Use own time stamp 

Other parameters 

Optimize write access 1 

Q Optimize read access.) 

D Automatic reset of S7 password for block access 

connenon is detected 

must be marked 

Disconnect automaticallyafter 

Timeout during connection establishment 

Job timeout 

Maximum number of parallel network jobs 

PDU size 

500 

15000 ms 

15000 MS 

2 

480 Byte 

CPU 416 TIA 16e ► IBH Link UA [SIMATIC PC station] X 

IBH Link UAISINAKI1C PC Static 7 

SIMATIC PC station 

1111 

MN« , 

Topology view 

4 CZ± 

Ell 1 00% 

Network view Et Device view 

BH Link UA [OPC Server] Properties I Info iJ

General 10 tags System constants Texts 

► General 

OP 

DP master dass 2 

FDL 

C_57 select 
• 

OPC alarms 

OPC program alarms mapping table 

57 UA redundancy 

15.0rTCP 

5NA4P 

PROFIMET 10 

OPC symbols 

None 

o AH 

• onfigured 
select 

Configuring.._

fl Field elements visible during runtime 
(dick) >> Configuring.__ 

e 
IlDiagnostics Fel 

Config uring___ 
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Select OPC symbols (tags) in the OPC configuration 

Open the configuration for the OPC server / properties.

The Configure button opens the Symbol 

configuration dialog box, in which the operands defined in the symbol 

table (PLC program Tank Level) can be selected as OPC tags. 

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags).



Symbol selector 

••• CPU 416e 11A 16 Name Data type Address Visible Connection Access EU La EU HI

• j CPU 416-3 PNiDP 
merk

CounterON Bool %M0.1 True 57_Connection_1 ReadVuhte 0 0

Max Bool %M2.0 True 57_Connection_1 ReadWrite- 0 0

Progran, blockt Min Bool %M2.1 True S7_-Connectio n21 ReadVu'rite 0 0

IsCounting Baal %M2.2 True S7_-Connection_l Rea dei-te 0 0

Down Bool %M2.5 True 57_-Connectio n21 ReadtoSite 0 0

Up Bool %M2.6 True 57_(onnectio n21 Reaeu'rite 0 0

Value Int %MW 2 True 57 Connection 1 ReedMite 0 0
(click select) 

Elements vvith active branch 

Symbols: 7 

CSV Import Export 
Import file Export file 

Access oath 

{:CPU 416e 11A 16.57 416.CPU 416-3 PNIE 

Symbol configuration 

Symbol selector 

3 CPU 416e 11A 16 

CPU 416-3 PNIDP 

PLC tags 

Co unterData 

AirConditionerData 

merk 

Elements with active branch 

CSV Import / Export 
Import file Export file 

Visible Access right: 

li g"<select)

Connection: 

Read 
Write 

122113MMOMME. 
None 

Read5Mite 'v 
(open I select

57_Connection_1 M 

Los? limit: High limit: 

0.00000000000 

Name Date type Address Visible 

CaunterData Block _DB %DB2 Falte 

OK Ca ncel 

Connection Access EU Lo EU Hi 

57_Connection_1 None 0 

AirConditionerDeta Block DB ..10055 Falze S7_Connection_l None 0 
(dick % select) 

0 riesele 

Access path 

CPU 416e TIA 16.57 416.CPU 416-3 PNIDP 

Properties 

General_J II 10 tags System constants Texts 

General 

OP 

OP master class 2 

CS7 • .3OPC symbols 

OPC alarms 

OPC program alarms mapping table 

57 UA redundancy 

SOiTCP 

OPC symbols 

1111 

Attest right: 

ct Connection: 

Low limit: 

iJ tiI Diagnostics 

0 None 

0 All 
leave marked in the exanple! 

EC) Configured I 

1 1 Field elements visible during runtime 

Configuring... 

open f select 

None 

57_Connection_1 

High limit: 

.0000 

(confirrn),,,te,

OK Cancel 

0 
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Configurable global symbolic operands

Data blocks CounterData [DB 2] / AirConditionerData [DB5] 

The access rights of the data blocks DB2 and DB5 was set to None 

(no access) and defined as not visible. Only the PLC tags are visible, 

readable, and writable.



I GeneralY

I. General 

DP 

PropertiesT1 

10 tags System constants Texts 

DPmasterclass 2 

FDL 

(. 57 

OPC symbols 

OPC alarms 

OPC program alarms mapping table 

57 UA redundancy 

ISOfTCP 

SNMP 

PROFINETIO 

OPC symbols 

None 

0 All 

4i.1, Info Diagnostics 

must be marked 

Configured 

El Field elements visible during runtime 

Further settings are 
default settings 

Configuring... 

CPU 416 TIA 16e ► IBH Link UA [SIMATIC PC Station] - _X 

IBH Link UA (SIMATIC PC Statu 

SIMATIC PC station 

Topology view ht Network view fit Device view 

Eittagi 

111 

JP 
ght clic 

Change device 

X Cut ctri-i-x 
Jil Copy Ctrl+C 
;1 .1 Paste Ctrl+V 

Unpack addresses 

MIZ I1 
Download to device li,

Ar Go online Ctri+K 
dr Go offline Ctr14,4 

e Export module labeling strips... 

S Properties Alt+Enter 

Hardware and software (onlychanges) 
Hardware (onlychanges) 
Hardware (rebuild all) 
Software (onlychanges) 
Software (rebuild all) 
Software (reset memoryreserve) 

CPU 416 TIA 16e ► IBH Link UA [SIMATIC PC Station] — 

IBH Link UA (SIMATIC PC Statt • 

SIMATIC PC station 

ILI
Topology view I Network view 

JP 
ght clic 

Change device 

X Cut Ctrl+X 
il Copy Ctrl+C 
L% Paste Ctrl+V 

Unpack addresses 

Compile > 
Download to device 

0 Go online Ctri+K 
0 Go offline Ctrl+M 

5> Export module labeling stups... 

S Properties Alt+Enter 

Lli Device view 

Hardware and software (onlychanges) 
Ha rd,..a re ccnigura,icn 

Software (onlychanges) 
Software (all) 
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Selection of all OPC tags (symbols) in the OPC configuration 

If all global symbolic operands and the data from all data blocks are 

to be used as OPC tags, All must be selected in the Properties - 

OPC Server dialog box.

Compile the configuration of the OPC server

If no error is displayed when the hardware is compiled, the next step 

is to load the hardware into the IBH Link UA OPC server.Tze

Load configuration of the OPC server into IBH Link UA



Configured access nodes of '181-I Link UR' 

Device Device type 

IE general_1 

Slot— Interfacetype Address Subnet 

PNIIE 10.0.13.89 IE general 2X1 PNIIE_1 

Type of the PGiPC interface: 

PGiPC interface: 

Connection to interfacefsubnet: 

Ist gateway: 

Select target device: 

Device Devicetype 

Online status information: 

n e own oa o ew. 

Flash 

LED 11

Online status information: 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

2? Retrieving device information... 

0 Scan and information retrieva I completed. 

Configured access nodes of '113H Link UN' 

Devicetype Device Slot Interfacetype Address Subnet 

IE general 2X1 PNIIE IE general_1 10.0.13.89 PNIIE_1 

!_ PNIIE 
(open l aelect 

Realtek PCIe GbE Family Controller 

PNIIE_1 

(open / ael;ctt 

Show devices with the same addresses 

Interfacetype AAddress 

PNIIE Access address 

Target device 

(dick).* Start search 

D Displayonlyerror messages 

Load Cancel 

Type of the PGiPC interface: 

PGiPC interface: 

Connection to interfacelsubnet: 

ist gateway: 

Select target device: 

Devise 

e_ PNIIE 

Realtek PCIe GbE Family Controller 

PNIIE 1 

Devicetype Interface type 

Accessible device PNIIE 

PNIIE 

Check before loading 

S:a:us Target Message 

e - IBH Link UA Readyfor loading. 

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directlyto the 
internet must be appropriately protected aga inst unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
httpemifw.siemens.comlindustria 'security 

Show devices with the same addresses M 

Address Target device 

10.0.13.89 
mankr,

Access a ddress 

Start search 

0 Displayonlyerror messages 

cc'nfirn AL- 1Load Cancel 

Device configurati... Delete and repla ce system data in target 

Action 

Load 'Station ma nage r 

Download to device 

Refresh 

X 

Finish Cancel 
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The selection of the interface is displayed.

The interface was found

A check is made before loading



da Properties I 11., Info Diagnostics 

General Cross-references Compile 

1°11 I  11011 Show all messages 1 v 1 

. Message Go to ? Date Time 

ej) latart down'. ding to devica 1011712020 12:53:00 PM 

IBH Link UA 1011712020 4:32:17 PM 

fe • Stationma na ger 1011712020 4:32:17 PM 

Sta tionmanager stopped. 1011712020 4:36:15 PM 

Hardware configuration was loaded successfully. 1011712020 436:15 PM 

Sta tionmanager sta rted. 1011712020 4:36:16 PM 

lhe RAM contents were copied to the ROM. 1011712020 4:36:16 PM 

• Local modules 1071712020 4:32:17 PM 

• IE genera 1_1 1011712020 4:32:17 PM 

IE general_1 stopped- 1011712020 4:36:16 PM 

Hardware configuration was Wade d successfully 1011712020 4:36:17 PM 

IE general_1 started. 1011712020 4:36:18 PM 

fe The RAM contents were copied to the ROM. 1011712020 4:36:18 PM 

IBH Link UA 1011712020 4:32:17 PM 

1131-I Link UA stopped. 1011712020 4:36:18 PM 

Hardware configuration was loaded successfully. 1011712020 436:20 PM 

lhe RAM contents were copied to the ROM. 1011712020 4:36:21 PM 

1131-1 Link UA sta rted. 1071712020 4:36:21 PM 

Logding completed e mors: 0; warnings: 10117.12020 4:36:21 PM 

1 

• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject` 1:1 X 

File View Server Document Settings Help 

OW1a0 Ciä r2i 
Project 8 x Data Access View 0 Attributes 

) Project 
.• 71 Servers 

IBHLinkUACilohlinkua_sc 
Documents 
ti Data Access View 

Address space 

re Highlight 

Root 
Objects 

Client 
> DeviceSet 
> 4111 MATT 
> Modbus 

PLCs 
CPU 416-3 PWDP 

Devicel-lealth 
Q DeviceManual 

DeviceRevision 
GlobalVars 

HardwareRevision 

X 

• 

Server .r_t je, 0 
Attribute Value 

Nodeld ns=4; s.S7416.CPU 416-3 PN/DP 
Namespacelndex 4 
Ident ifierType 

CrcTentifier 
NodeClass 
BrowseN am e 
DisplayN am e 
De,cr, ption 
WriteMask 
UserWriteMask 
RolePermissions 
UserRolePermissions 
Ac cessRestrictions 
EventNotifier 

• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProjecr 

File View Server Document Settings Help 

DWE) O 
Project 

s' 91 Project 
• rt Servers 

IBHLinkUA©ibhlinkua_scw 
• n Documents 

‘Kmark)

ri Data Access View 

> >< e b „" 
EMD Connect Server x 

Strinq 
S7 416.0 PU 416-3 PN/DF) 
Object 
4, "CPU 416-3 PN/DP" 
"", "CPU 416-3 PN/DP" 
Ba dAttribut eld Invalid (0x80.350000) 
0 
0 
Ba dAttribut eld Invali d (0x80350003) 
Ba dAttri but el d Invalid (0x80350000) 
Ba dAttribut eld Invali d (0x80350000) 
None 

x 
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The progress of the loading day is displayed as information.

UaExpert – program window 

The UaExpert program window displays the PLC CPU 416-3 PN/DP.

If the UaExpert program window was still active in the background of 

the PC, the connection to the IBH Link UA must be interrupted and 

restarted.
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UaExpert – program window at the CPU 416-3 PN/DP 

The operands defined in the symbol table that were defined as OPC 

tags are listed under GlobalVars. Use drag and drop to display the 

OPC tags in the Data Access View.

The value of a variable can be changed. In the example, the OPC tag 

CounterON is set to true. The PLC program CPU 416-3 PN/DP is 

processed. Changes are displayed under Data Access View / 

Value.

1.1.6 Data blocks in the IBH Link OPC UA server.

Additional global data block.
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The global data block CounterData [DB 2] is available in the CPU 

416-3 PN/DP PLC program. The data should be transferred to the 

OPC server.

Reselect OPC tags 

In the previous steps, the global variables of the Tank Level program 

were selected as OPC tags. Now the data at the tank level values 

block should be released as OPC tags (visible, readable, and 

writable).

Open the configuration for the OPC server / properties.

The Configure button opens the Symbol configuration dialog box.

Data block Counter Data [DB 2] 

The access rights of the PLC tags (global OPC tags) should not be 

changed in this example. 

Set the access rights of the data block Counter Data [DB2] to 

visible, readable, and writable (RW).
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Select the data of the data block Counter Data [DB2] as OPC tags 

(OPC symbols). The data of the structure should also be selected as 

OPC tags (OPC symbols).

The data of the data block AirConditioningData [DB22] were not 

accepted as OPC tags.

Compile the configuration of the OPC server

If no error is displayed when the hardware is compiled, the next step 

is to load the hardware into the IBH Link UA OPC server.
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Load configuration of the OPC server into IBH Link UA

The progress of the loading day is displayed as information.

UaExpert - program window 

The data block Counter Data [DB2] is listed in the UaExpert 

program window.
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1.1.7 Complex variable - STRUCT - 

A structure (STRUCT) with four values is available in the data block 

Counter Data [DB2].

UaExpert - program window 

Display in the UaExpert window before activating the structure variables 

In the UaExpert - Program window Address Space, the structure 

with the variables MinValue, MaxValue, Switch_2, and Value are 

listed under Programs. No further information is displayed under 

Structure. The structure values can be displayed.

The identifier and the identifier type result in a unique name who 

avoids a name conflict.

1.1.8 Use structure variables 

The OPC UA option Build structure variables can be activated in 

the IBH Link UA System browser window.



IBH Link 

IBH Link UA 

411P. 

'lt' ,"
I 

113H Link UAN 

• Description 

• Startup operations 

• Configuration with TIA Portal 

• Confiquration with STEP7 

(... nsistent Reading/Writing arrays and structuresl 

• Loading multible projects into the 113H Link UA 

• Configuration with 113H OPC Editor 

• Configuration with 113H OPC UA Editor 

• Logo8 Configuration with 113H OPC Editor 

• Variable Syntax 

• Client functions 

• MQTT connection 

• Integrated S7 SoftPLC 

• 113H Link UA with WinCC 7 

• Technical data 

• Modbus connection 

IBHsoftec Wiki 

https://wiki.iblisoftec.cornien/Main_Page#1BH_Link_UA 

II WD IBH Link UA- System 

Cr P 10.0.13.89fi_./backuprestore 

tgig, RIR -MW1 - Logout I Update password 

t*V.,

uity 

,rtificE• 

( System] 

Device information 

Firmware Version 
Serial number 
HW revision 2.0.1 imx6 single-core 

Time settik MAC address 1 50:2D:F4:19:9D:16 
MAC address 2-4 50:2D:F4:15:A8:07 

System Variable count 16 
CPU load (%) 14.2 -±e1MPC 
Memory usage (%) 27.1 

,lots Temperature (CC) 49.2 
VBAT _6V 5.00V 
VIN_24 23.77V 

El X 

III\ 0 0 0 E 

single-core 

2020 16:39:56 113H Link UA V5.20 Dec 28 
10331 CERTIF1ED 

Di .Acs 

MCI 

SoftPLC 

Mn 'lius 

M I i 

inrc 

CF: LIA options 

Build structure variables ture variables. lt will require more memory ! Setting is 
applied when you restart 
Build struc 

rnust be marked 

Update Source Timestamp ❑ The source timestamp will not be refreshed on every successful 
only on change read. Instead, only a value change on the controller will refresh the 

timestamp. 
Show Byte Arrays as ❑ If the PLC variable is a ByteArray, the OPC variable is normally 
ByteString also a ByteArray. This can be changed to a ByteString. 
Route S7 connerfinnc n With antue S7-PI l thp R7 rammunitofirm nnints to the CP 

always to slot 2 
Client Timeout [ 

Information 

• 
1 

t 2. 

Changing the system settings requires a reboot. Reboot Now? 
ssary to 

0000 ms. 
Forbid datatype (confirm).26 OPC variable, 

lue would 

RA l click 

2ly dr<

1111111111Hsottec 
www.ibhsoftec.corn Contact Wiki 

III 
IBH Link
mbedded OPCUe Server ichent 

7-AriPC UA 
UA 

Page  1-22 Connection of a CPU 416 to the IBH Link UA – Historical data Chapter 1

IBH Link UA   Training TTI   Trans Tech International© 2021

The structure variables are described in detail in the IBHsoftec WIKI 

under the heading Consistent reading / writing of arrays and 

structures.

1.1.9 Browser window system – Build structure variables.
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Build structure variable 

The function is activated by marking the option Build structure 

variables and then clicking the Apply button, which must be 

confirmed. With the S7-300 / S7-400, 64-byte structures are 

consistently possible. Structure tags are created that require more 

memory.

UaExpert - program window – Build structure variables 

If the option Build structure variables is activated, the OPC server 

is restarted. While the OPC server is not running, the variables of the 

structure in the UaExpert window, Data Access View are displayed in 

red (the connection to the OPC server is interrupted).

UaExpert window connection interrupted.

After restarting the OPC server and restarting the connection of the 

UaExpert to the IBH Link UA, the system variable Consistent is 

displayed.
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If this variable is true, consistent data can be read from the CPU and 

sent to the CPU (write). To do this, click Consistent.

Display or change structure variable 

To do this, drag and drop the structure of the Data Access View 

field.

With a double-click on the text Double 

click to display value, in the line structure, a dialog box is opened in 

which the variables of the structure can be displayed and changed.

Display structure variable online 

The changed variables can then be observed in data block Counter 

Data [DB2] of the CPU-416.
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1.2 Historical data - IBH Link UA

While OPC Data Access enables access to data in real time, OPC 

Historical Data Access, also known as OPC HDA, supports access 

to data that has already been saved. 

From simple data logging systems to complex SCADA systems, 

historical data can be queried in a standardized way. 

The historical data is activated via the IBH Link UA history web 

interface. The historical data are organized in the IBH Link UA as a 

ring buffer in the RAM.

In the opened history parameter input field, the required values must 

be entered and confirmed.
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History variables 

In the History / Variables window, all selected variables are displayed 

with their parameters.

1.2.1 UaExpert - program window 

Click in UaExpert Document / Add. In the opened dialog box, select 

History Trend View and confirm.

The historical data of values
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Note: 

If a formatted SD-card is available in the IBH Link UA, history variables 

can be stored remanent on the SD-card.
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2 IBH Link UA - OPC UA client function

The OPC client function reads data from an OPC server and writes 

data to an OPC server. This does not have to be the same OPC 

server. The IBH Link UA from IBHsoftec is a server / client module.

The OPC client function enables data to be exchanged between 

OPC servers. 

The OPC Unified Architecture Demo Server 

must be available one on the PC (see IBH Link 

UA Manual Part 1, chapter 2.4).

This external OPC UA server can be started by double-clicking the 

UA server icon.

Device configuration example S7 project CPU 416e TIA 16. 

The data of an air-conditioning system should be given to the 

CPU-416.

2.1 Example project with TIA Portal

An air-conditioning system transfers its data to 

the data block AirConditionerData [DB 2] from 

the CPU 416e TIA project (Chapter 1). 

Chapter 1 describes the connection of a CPU 416 

to the IBH Link UA via an Ethernet connection.

The project from Chapter 1 must be loaded into the CPU416.
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Data block AirConditionerData [DB 2]

The actual Temperature and set point Temperature values are to 

be read from an air-conditioning system as OPC tags. 

Open the configuration for the OPC server / properties.

The Configure button opens the Symbol 

Configuration dialog box. Here data from the data block 

AirConditionerData [DB 5] are selected as OPC tags.

Configurable data from data block AirConditionerData [DB 2] 

Select data of the data block AirConditionerData [DB 2] in addition 

to data block CounterData [DB5] as OPC tags (OPC symbols). The 

read / write access rights can be assigned to the individual operands 

(OPC tags).
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Compile the configuration of the OPC server

If no error is displayed when the hardware is compiled, the next step 

is to load the hardware into the IBH Link UA OPC server.
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The selection of the interface is displayed.

The interface was found

A check is made before loading.
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The progress of the loading day is displayed as information.

2.1.1 Start external OPC UA server 

Double-click the UA Server icon to start a 

program (from UnitedAutomation) that 

simulates several air conditioning and heating 

systems (air conditioner, furnaces) and provides 

operating data (temperature, time value, etc.) as OPC UA tags.

External OPC UA server (air conditioning and heating systems)

The external OPC UA server has the endpoint URL: 

opc.tcp: // TTI-YELLOW: 48010 

If no name server (DNS server) is available, the PC name must be 

replaced with the absolute IP address of the PC. 

The endpoint URL responsible for the connection could be, for 

example: opc.tcp: //10.0.13.10: 48010.
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Add a server to read variables from and to tonnett to other servers Delete dient configuration 

10PC Client, 

Diagnostics 
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Define the OPC UA server for the data exchange 

For data exchange between the air-conditioning system and PLC 

(AirConditionerData [DB 5]) are in the IBH Link UA to register the 

two OPC UA servers who provide the data for exchange. 

The server integrated in the IBH Link UA provides the OPC tags that 

are defined in the PLC-CPU.

The servers for the data exchange are specified in the IBH Link UA 

web browser window OPC Client.

First, the OPC UA server, which provides the OPC tags from the data 

block AirConditionerData [DB 5] to the PLC CPU, should be 

specified.

The security mode for the data exchange must also be selected 

here. Enter none.

The required endpoint URL can be copied from the IBH Link UA 

web browser window network / control level.

The IBH Link UA - OPC UA Server has the Endpoint URL: 

opc.tcp: // ibhlinkua_sc: 48010 

If no name server (DNS server) is available, the absolute IP 

address of the IBH Link UA / control level must be used as the 

endpoint URL. The absolute endpoint URL would then be:

opc.tcp: //10.0.13.89: 48010 

The endpoint URL can be copied into the IBH Link UA web browser 

window / network / control level.

Add server



r 

Discovery Servers 

Url of a computer with discovery service running. 

opo.top://10.0.13.99:49010 ardpoort IML ltrom Network I Control Levell 

Publishing interval [msl: 500 Synchroneous read: ❑ Username (leave empty for none)'. 

Server Uri 

urniihhlinkua_ 

urn:ibhlinkua_ 

urryibhlinkua_. 

urn:ibhlinkua_ 

urruibhlinkua_. 

urniihhlinkua_ 

urruibhlinkua_. 

Server Name 

IBHL n kIJA© h a_sr 

IBHLinkUAgiibhlinkua_so 

IBHLinkURCibhlinkua_sc 

WHIsinkUPgiibhlinkua_so 

16 H Li nkLIA0Ittilintua_sc 

WHLinkU.42ititlinkua_so 

16 H Li n kLIA0Ittilinks e_sc 

Remote server sehnaale etai s. 

Gummian Name: 113HtinTUA@Lhlinkua_resaued 
Organisation: Organisation 
Organisation Und: Und Information is inserbet 
Locality LocationName 
State' 
Country' DE 
Valid from: 2020-08-31 
Valid to: 2025-08-30 

Application URI. urntbhlinkua_sc.1BHsoftee.113HLinkUA 
Eneryption strength. RSA-SHA256 - 204813d 

The certificate is valid. 

Endpoint Url Security POlicY 
hn-pifinpcfni.indation arg/9 talsecurityPolicy#None 

http://onofounclationnria/U4/5ecurityPolicy4EBasio256Sha256 Sign Asonn 

http://opcfoundation.org/UA/SecurityPolicy#Basic2555ha256 SignAndEncrypt 

http:fionofounclationnrialUA/9eaurityPolicy4.4.es128_9ha256_ Sign 

http://opefoundationtiria/UA/SecurityPolicyffAes128_Sha256_... SignAndEncrypt 

http://onofounclation.org/UA/5eaurityPolicyX.Pas256_9ha256_ Sign 

http://opefoundationtiria/UA/SecurityPolicy*Aes256_Sha256_... SignAndEncrypt 

opc.tornfabhli 

cipc.tcp://ibhli 

opailopiffibhli 

opc.iteplabhli 

opc.tcp://ihhli 

opc.iteplabhli 

'sieenfirm) 
er

Password (leave empty for none)'. 

Security Mode 

■ ICH Link 'JA OPC Chaot 

E e 

eEM • 

Securlty 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

OPC Client) 

Diagnostics 

MQTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

x 

>91,F0T1( Carlos' 

— 

0 ß traueexiltoonyxherd III \ ED 0 0 E 

Status 

urn:ilshlinkua_sc:MHsoftec:IBHLinkiJA (opc.tcp://ilshlinkua_sc:480101 ♦ Goocl (0x000000001 secuntyPolicy#None 

Add Server Add variable to reacl Connect variable Upload client XML configuration 

Meteraservertoreadra,iamat and to connect oother 

111111111111softe 
Contact wki 

Discovery Servers 

Url of a computerwirr discovary saivice running 

Pc•tcP 7/10.0.13.10:48010 IaaL extemal OPC HA seryer elnitedAutommion rcma.a.er) 

Publishing intenzal [mil. 1500

Server Uri 1

urn:P1-,ELLO 

urn:TrorELLO... uaserrercopurrnatu_ow opc.top://171-Y hdp://opcfoundation.org/UA/SecurityPolicy*Basic256 0 Sign 

urn:TTI-YELLO... uaserrercopurrnatu_ow opc.tcpirt/TTI-Y hdp://opcfoundation.org/uNsecurityPolicystBasic256 SignAndEncrypt 

urn:TTI-YELLO... uaserrercopurrnatu_ow opc.tcp://171-Y http✓/Opcfoundaeon.Org/uNsewrttyPolicy#Banic255sha25h Sign 

urn:TTI-YELLO... uaserrercppurrn-YELLOW opc.tcp:HTTI-Y hdp://opcfoundation.orif/UA/SearrityPolicy*Basic256Sha256 SignAndEncrypt 

Remote serrer cenificate 
Grimmen Name: UeSerrerCppryttl 
erpapiration: Omanization 
Organization Uni: Uni Information is in serled 
torkle: Lucatitelarne 

stete: 

Country: DE 

Valid em 2016-04-01 

Valid to 2021-03-31 

Application URI. rn TTI-1 UnifiedAutomation UaSenzerCpp 

Encryption strength RSA-5HA256 - 2048 Bit 

The certificate invalid. 

Sirr 

Downloacl client XN1L configuration Delete client configuration 

Synchronecus read 0 Username (leave empty er none) 

Endpo U Security Polk,' 

hdP:II0Pdoundation ra/UNSecunteokyäNonp Jom 

Password (leave empty for none) 

Security Mode 
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The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or 

opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA 

web browser window / OPC client is to be added as a server.

Security Policy None and Security Mode None were selected for 

data transmission.

Next, the external OPC UA server (UnitedAutomation - air 

conditioner) is defined. 

The external OPC UA server has the endpoint URL: 

opc.tcp: // TTI-YELLOW: 48010

If no name server (DNS server) is available, the PC name must be 

replaced with the absolute IP address of the PC.



IBH Link UA - OPC Client 

® e e 

Wel. • 

ty 

[OPC Client) 

X Google Übersetzer X 

0 P 10.0.13.89/?_=/opc_client • * 

OPC server is running Logout Update password 

1- Conneeted Servers 7. Status 

urn:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010) 

urn:TTI-YELLOW:UnifiedAutomation:UaServerCpp (opc.tcp:/iTTI-YELLOW:48011) 
• Good 

• Good 

111% E) 0 EE 

single-core 

0x00000000) SecurityPolicy#None 

0x00000000) SecurityPolicy#None 

Add Server Add variable to read I Connect variable 21 Si) Upload dient XML configuration I Download dient XML configuration 

Delete dient configuration 

WS IBH Link UA - OPC Client 101 

rk 

t s 

40PC Client -) 

(Mo 

Mit< 

0 P 10.0.13.89/?_=/opc_client ▪ * 

OPC server is running 

Connected Servers 

Logout Update password 

fd urn:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010) 

Status 

• Good (0x00000000) SecurityPolicy#None 

IR CD A 0 E 

urn:M-YELLOW:UnifiedAutoreation:UaServerCpp (opc.tcp://M-YELLOW:48010) ClGood (0x00000000) SecurityPolicy#l'lone 

Add Server 1 Add variable to read 

Delete dient configuration 

IIIIIIIIBHsoftet 
www.ibhsoftec.com Contact W 

Connect variable I j jJ  jJ  Upload dient XML configuration Download dient XML configuration 

chck 
Add a variable to read from the selected server 

Select variable to read x 

Connected Servers 

• ib urn:TTI-YELLOW:UrifiedAutomation:UaServerCpp (opc.tcp:/iTTI-YELLOW:48010) 

fü Views 

• Objects 

► Server 

► Demo 

• BuildingAutomation 

411 ControllerConfigurations 

CZ IC) AirConditimer_11 

411 State 

▪ StateCondition 

Ell State 

Temperature select one after another 
TemperatureSetPoint 

PowerConsumption 
>EZ Humidits 

> EIS HumiditvSetpoint 

► frb AirConditipner_2 
ei 

Sampling interval [ms]: 

Queue size: 1 

Discard oldest: 2 

100] 

Datatype of variable : Double 

change settings 
if necessary 

(tonfirmxt40K
Cancel 

1 Link UA 
,d OPC UA server i chent 

DPC UA 
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The endpoint URL responsible for the connection could be, for 

example: opc.tcp: //10.0.13.10: 48010

Security Policy None and Security Mode None were selected for 

data transmission.

The IBH Link UA and the external OPC UA server are connected. 

The status of both servers is good. None was selected as the 

security policy for both servers.

Add read variable 

The two variables Temperature and TemperatureSetPoint that the 

external OPC UA server makes available are declared as read 

variables. The OPC UA client in the IBH Link UA reads this data.

These variables are sent via the OPC server to the data block 

AirConditionerData [DB 5], in the CPU-416.



• IQ 

0 Z 

• ICH Link 0A- OPC Client 

0-> Cr e 

fl

Network 

Security 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

[OPC Client] 

Diagnostics 

MOTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

x - 

O frs 10.0.13.89/3_, /opc_client 

Logo 

Tonneded Server 

Update password 

urn,ibhlinki.la_so:IBHsoftec,ICHLinkLiA (Cp,t,p,/fib bl in kua_s, 48010) 

III \ EI 0 0 E 

Go od (0000000000) SecurityPo licy#None 

va urnaallaaLOW:unifiedautomationivaservercpp (opatcperrweELbovviTso10) 1 Good (0z00000000) SecurityPolicy*None 

one ener .nennen 

L

Add suver Add variable to read COnnectvanable x  1CAJ Uplead dient XML COnfigUratiOnl 

Delete dient LMfiguration 

111111111111softe 

• Ilt1 IBH Link UA - OPC Client X 

C) e e 

• 
Netwu 

Security 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

OPC Client 

10.0.13.89/1_=/opc_client 

Select variable to write 

eonnected Servers 

ei um:itihlinkua_scilBFIsciftecilBHLinkUA Tapete iblalinkua_eci 48010) 

la view 
. bi Objects 

• b Server 
. b Modbus 

• b stan°, 
v la PLCs 

[. la Gelb 416-3 PN/DP .1 

elliDeviceManual 

•IDevicePevision 

41 SenalNumber 

«I SottwäreRevision 

r ,z progranis

la SupportedTy pes 

(w in AirGo natio nerDate 1 

:- Temperature 
lect oneaneranomer

... TIP Flip er atu re S etP e i nt 

• la cOunterData 

• la Tasks 

• DeviceHealth 

• b ParameterSet 

• u GlobalVers 

> u Siete 

lia lajp Types 

um:TTI-YELLOW:UnifieclAutomation:UaServerCpp (opc.tcp:/fTTI-YELLOW:4801O) 

Download dient XifIL configuration 

et/Conned variable from the saure serrerto -the desli nation variable 

Variable to read 

Datatype i Double 

Field Index lange (Format 1 or 2 3) 

Variable to write 

Datatype Float 

Field Index range (Format 1 or 2 3) r

Logou Update password 

um:1131-diri,a_sc:IBHsoftec:IBHLinkiJA (op .tcp: /iblilinkua_s 480 

ii•lAirCon.ruonerLTemperature 

• AirConditionerLTemperature.Timestamp 

0 Airconditioner 1.Temoerature.Status 

-ium:iblilinkua sc:112.Hsoftec:IBHLinkvA (opc.tcp://iblilinkua_sc:48010).07 416.CPU 416-3 PN/DP.Programs AirCOnditionerOata.Temperature 

YelAirConditionerLTemperaturesetPoint 

• AirConditionerLTemperaturesetPoint.Timestamp 

0 Airconditioner 1.TemperaturesetPoint.Status 

L- um'.Ibblinku a sc:112.Hsoftec:IBHLinkvA (opc.tcp://iblilinkua sc:48010)57 416.CPU 416-3 PN/DP.Programs.AirconditionerData.TemperaturesetPoint 

O 

cliange settnga 
lt neeessary

(Pointe> DK Cancel 

- 

IA 

In In 0 0 E 

single-

♦ Good OxgOOIDOOLIO securityPolicy one 

AcIcl Server AcIcl variable to read Connect variable Upload dient XML configuration Download dient XML configuration 

Delete dient configuration 
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Connect with variables 

The two variables Temperature and TemperatureSetPoint, which 

have been declared as read variables, are connected to the IBH Link 

UA OPC server, which then sends them to the PLC program (CPU 

416 TIA Portal) in the CPU-416.

Variable (OPC tags) from the data block AirConditionerData [DB 5].

The connections are displayed in the IBH Link UA web browser 

window OPC Client.



• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProjecr 0 X 

Eile View Server 21ocument Settings Help 

D OS ›)•UL4b.2ä 1 
Project anclick Access View 

✓ ri Project 
ri Servers 

(.2> IBHLinkUA©ibhlinkua_sc 
• ff Documents 

Data Access View 

Address Space 

v No Highlight 

Root 
Objects 

> fel Client 
> ejt DeviceSet 
> ejt MQTT 
> ejt Modbus 
> fGl PLCs 

> fali Server 
> l sich 
> l Stations 

> iCti Types 
> iCti Views 

e x 

Add Serveri k Node Id 

• Add Server 

Configuration Name 

Discovery Advanced 

Endpoint Filter: No Filter 

Local 
✓ fe Local Network 

> 9 Microsoft Terminal Services 
> 9 Microsoft Windows Network 
> 9 Web Client Network 

• ee Reverse Discovery 
< Double clickto Add Reverse Discovery... > 

• ee) Custom Discovery 

< Double clickto Add Server... > 

> opc.tcp://ibhlinkua_sc:480 0 '41 ._< Double clickto Add Server... > 
y a  Recently Used 

IBHLinkUA©ibhlinkua_sc Enter URL X 

Display Name Value Datatype Source Timestamp 

Authentication Settings 

® Anonymous 

Enter the URL of a computer with discovery servi e running: 

opc.tcp://TTI-YELLOW:48010 URL external OPC UA server 

(confirmfr OK Cancel 

2 Connect Automatically OK Cancel 1 

Double dick to Add Server,-

Add Server x 

Configuration Name uaservercppgm-yaLow 

Discovery Advanced 

Endpoint Filter: No Filter 

Local 
✓ Local Network 

E ' Microsoft Terminal Services 
> e Microsoft Windows Network 
> Web Client Network 

• fe, Reverse Discovery 
ih' < Double dick to Add Reverse Discovery... > 

4@e) Custom Discovery 

< Double dick to Add Server... > 

opc.t cp://T11-YELL OW:48010 
opc.tcp://ibhlinkua_sc:4010 

v LlaServerCppgTT1-YELLOW (opc.tcp) 
11 None - None (uatcp-uasc-uabinary) 

Basic256 - Sign (uatcp-uasc-uabinary) 
Basic256 - Sign & Encrypt (uatcp-uasc-uabinary) 

Connect Automatically confirm 

OK Cancel 
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2.1.2 Establishing a connection to the external OPC server 

Clicking on the plus symbol in the UaExpert window opens the 

AddServer dialog box.

Double-click on Add Server to open the Enter URL dialog box.

The Endpoint URL of 

the external OPC server External OPC UA Server (Air-Conditioner) 

must be entered here.

By opening UaServerCpp@TTl-YELLOW- (opc.tcp), the possible 

security levels are listed.



None - None (uatcp-uasc-uabinary) 

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProjecr 

File View Server Document Settings Help 

emb I 

Project (clickrr lI X Server :Tonnect 
'v, Project 

r- 1 Servers 

IGHLinkUA©ibhlinkua_sc 

UaSerzerCpp©TTI-YELLOW 

D Documents 

Data Access View 

Certific.teV.li..ti.n 

4=3 

the certificate of server eaServerCppOTTE-VELLOW returned an error: 

O
Validating 

BadCertificateUntrusted 

Certificate Chain 

Name Trust Status 

0 UaServerCppT.TTI-1 Untrusted 

Certificate Details 

Errors 
Error ok [BadCertificateUntrusted] 

Subject 
Common Name UaServerCpp©TT1-1 
Organization Organization 
OrganizationUnit Unit 
Locality LocationName 
State 
Country DE 
DomainComponent TT1-1 

issuer 
Common Name UaServerCpp©TT1-1 
Organization Organization 
OrganizationUnit Unit 
Locality LocationName 
State 
Country DE 
DomainComponent 171-1 

Validity 
Valid From Fr 1. Apr 14:46:29 2016 
Valid To Mi 31. Mrz 14:46:29 2021 

Info 
Serial Number 56FE6DA5 
Signature Algorithm RSA-SHA256 v confirrn 

D Accept the server cerbficate temporartly for this sesslon 

Trust Server Certificate 

Cancel 

rä
Data Access View 

4t Server 
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Double-clicking the None - None

(uatcp-uasc-uabinary) entry in the AddServer dialog box sets this 

security level and closes the AddServer dialog box. 

In the opened UaExpert program window, the connected servers 

are displayed.

With a click on Connect Server the connection to the 

OPC UA server is established.

Since there is no certificate acceptance for the desired connection, 

the dialog box for accepting the OPC UA server certificate opens.



[Trust Server Certificate 

. 
Cerbficate Validation 

The certificate of server '111aServerCpp©TTI-YELLOVIt was validated successfully. 

Good 

Certificate Chain 

Name Trust Status 

LiaScr..,:rtpr:j71-1 Truztc:I 

Certificate Details 

Subjett 
Common Name 
Organization 
OrganizationUnit 
Locality 
State 
Country 
DomainComponent 

Issuer 
Common Name 
Organization 
OrganizationUnit 
Locality 
State 
Country 
DomainComponent 

Va fidity 
Valid From 
Valid To 

Info 
Serial Number 56FE6DA5 
Signature Algorithm RSA-SHA256 
Cipher Strength RSA (2048 bit) 
Thumbprint (SHA1) D555633D94496ED2FD9E6005DD6F0249992DD050 

UA Exteesions 

UaServerCpp@TT1-1 
Organization 
Unit 
LocationNarne 

DE 
TTI-1 

UaServerCpp©TT1-1 
Organization 
Unit 
LocationName 

DE 
TT1-1 

Fr 1, Apr 14:46:29 2016 
Mi 31. Mrz 14:46:29 2021 

URI 
IPAddresses 
EMSNamef. 

Exteesions 
BasicConstraints CA:FALSE 
Su bjectKeyld entif i er 77:0E.9D.45:C6:f5:20.6E:76:AA:82:4D:39.32:42:89:2C.F5:69.45 

AuthorityKeyldentifier 
keyid:77:0E:9D:45:C6:F5:20:6E:76:AA:82:4D:39:32:42:89:2C:F5:69:45 
DirName:/DC.TT1-1/C.DE/L.LocationName/O=Organization/OU=Unit/CN.U... 

KeyUsage Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, Cer.., 
ExtendedKeyUsage ILS Web Server Authentication, 115 Web Client Authentication v 

urn:TT1-1:UnifiedAutomation:UaServerCpp 

TTI-1 

7-1 

Accept the server certificate temporarily for this session 

Air-Conditioner 
with 

IBH Link UA 

Trust Sonor Certifcate 

(tonfirm> 
Continue Cancel 

OPC UA Server *A—> OPC UA Client <—> OPC UA Server CPU 416 with 
A S7 connection S7 connection 

(Ethernet) (Ethernet) and 
71A project 

(Data Block) 

UaExpert 

IBH Link UA@ibhlinkua_s 

Continue 
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The selected certificate is confirmed by 

clicking the Trust Server Certificate button.  

The verified certificate is displayed.

The dialog box is closed by clicking the Continue

button. The connection to the selected OPC server is established.

UaExpert – Displays



• 

Unified Automation Ua pert - The OPC Un,lied Amt hitedure Chen NewProjed• — 

File View Server Qocument n.ettings Help 

D 
med 

• Project Server Nodeld Display Name Velue Datatype Source Timmtamp Server Tim ! -Lamp Statuscode
v Servers 1 UaServerCpp21... NS31StringlArC. Temperature 71.973975 Double 17:11:01.643 17:11:01.643 Good

IP.HLinkLMeibblinkuasc 

et, UaSenerCpp@ral-YELLOW 

`1 5i Documents

2 UaServerCpp@.., NS31StringlAirC. 

Ding & fiep

TemperatureSetPoint lg._ Double 
llt

Mahle Mick to 
change tue velue

17.0148222 11:0148252 Good

51 Data Acema Viele

t X 
E Xl Data Access.View 

Ei X Qi 
O 

Arklrepphm 

4:t rumset 
▪ b Bumngaulerrat chn 

Ah AirConditioner_l 

> Humidity 

> HumeitySetpent 

> C PowerConsumption 

> e• Start 
> • StartWithSetpoint 

) « Stute 

> 4 StateCondrhon 

> StoP 

> A AirConertioner_10 
> 4 AirConditioner_2 

DalmAccemView 

Server Node Id Display Name Valui

UaServerCpp©T71-VELLOW NS31StringlAirConditionerITemperature Temperature 71.934385 
2 UaServerCpp@TT1-VELLOW NS3IString lAirConditioner m o_1.Temperat eSetPnt TemperatureSetPoint, 

• Unilied Automation UaLi - Ute OPC LPnitem, Archiledure Client- NemProjece 

File View Server Document Settings Help 

Df000111 x€4.e,A 
Proect 

✓ 9 project 

5111CLinkUAteibhlinkua_sci
Tvi tlaServerCppeTT-YELLOW 

• S Documents 

9 Data Accies View 

Adress-tee 

rj mhet 
e Rom 

✓ Objects 
> Client 
> DeviceSet 
> £ MQ-Pr 

Motlb

b PLC> 
v CPU 416-3- PN/DP 

DeviceHealth 
• DuviceMa ne ul 
O DeviceRevision 

> IL> GlobalVars 
O HardwareRevision 
O Manufacturer 
O Model 

> 4 ParameterSet 
`./ 4 Programs 

A.  aLgrgeolaiki taigi

> Temperature 

• @lemmegeAlm
in Coureerfleh 

> Ö SupportedTypee 

6 X Dab Access View 

1 
2 

lt 

2 X 

Server Node Id 
IRHLinkUAGib... 
IRHLinkUAGib...,

Server 
IBHLinkUADablalinkuasc 

2 IBHLinkUADablalinkua_sc 
', 

NS41String1S74. 
NS412trinqlS74. 

Drag & Drop 

double dick to 
orange the value 

— E 

Display Name Value Dalatype SourceTimemamp Server 17-m.,-tamp Statuscode 
Temperature 71.0396 Float 17:41:45247 17:41:45.999 Good 
Tem peratureSetP oint 72 Float 17:4,26.121 17:4026.207 Good 

ab 0“,,„, 1 

Neck lel Display Name Value 
NS4StrinqlS7 016.CPU 016-3 PN/DP.PromamsAirCondilionerData.Temperature Temperature 71.970 
NS4StrinqlS7 016.CPU 016-3 PN/DP.PromamsAirCondilionerData.TemperatureSelPoini Tem peratureSelPoini 72 

i 
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UaExpert - Program Window 

In the UaExpert program window, information about the connected 

external OPC server (UAServCpp@TTI-Yellow) is displayed under 

Address Space.

The Temperature and TemperatureSetPoint variables can be 

dragged from the external OPC UA server into the Data Access 

Viewer window using drag & drop. The TemperatureSetPoint can 

be changed. 

In the UaExpert program window, under Address Space information 

about the connected IBH Link UA - OPC server, the actual and set 

point temperatures that are given to the data block 

AirConditionerData [DB 5] are displayed.



i 

[

CPU 416e TIA 16 ► CPU 416-3 PWDP [CPU 416-3 PWDP] ► Program blocks ► AirConditionerData IDB51 — 

e e e eep actual values Qp Snapshot 

AirConditionerData.
Name Data type

e Copy snapshots to start values r  ei_ 

1Offset Start value Monitor value Comment—

1 ED - Static

2 EEI • Temperature Real IJ 0.0 0.0 64.99407 Actual temperature value

3 ED • TemperatureSetPoint Real 4.0 0.0 65.0 Set po int tem, perature value

4 «EEI • TimeStampTemperature Date_And_Time 8.0 DT#1990-01-01-00200:08 DT#1 990-01-01-00200:00 Actual temperature Time Stamp

5 ED • TimeStampSetPoint Date_And_Time 16.0 DT#1990-01-01-00200200 DT#1 990-01-01-00200:00 Set pointtemperature TimeStamp

6 EEI • CurrentTime_TimeStamp Date_And_Time 24.0 DT#1990-01-01-00200:00 DT#1 990-01-01-00200:00 CurrentTime Time Stamp

7 42 • StatusTemperature DWord 32.0 16e0 16#0000_0000 Status Temperature

8 ED • StatusSetPoint DWord 36.0 16e0 16#0000_0000 Status Set Point Temperature

9 «GI • CurrentTimeStatus DWord 40.0 16e0 16#0000_0000 CurrentTime Status

CPU 41 6e TIA 16 ► CPU 416-3 »OP [CPU 416-3 PWDP] ► Program blocks ► AirConditionerData [DF35] ü X 

1 

2 

3 

4 

5 

7 

8 

134 
5iirConditionerDat 

T Name 

-EE:1 Static 

_En 
_En 
_En 
_En 

. 
• 
• 
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• 
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0.0 
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0.0 
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Set oint tem erature value 

Actual temperature Time Stamp 

Set pointtemperature TimeStamp 

Current Time Time Stamp 

Status Temperature 

Status Set Point Temperature 

CurrentTime Status 
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Status data block AirConditionerData [DB 5] - CPU 416e TIA 16 

In the program of the CPU-416, the two values Temperature and 

TemperatureSetPoint are displayed in the data block 

AirConditionerData [DB 5].

2.2 In practice:

Each OPC UA value consists of:

• Value – Status – TimeStamp 

• Not only the Value, but also the Status Code and the Time 

Stamp should be transferred from the source variable so that 

the quality and age of the variable can be evaluated. 

Each OPC UA server also provides the actual time (variable 

CurrentTime) to carry out time comparisons.

2.2.1 Example: TimeStamp and status code transmitted. 

The Time Stamps of variables and the actual time (variable 

CurrentTime) as well as the Status Codes of an external OPC UA 

server should be displayed or made available for further processing. 

The data block AirConditionerData [DB 5] is provided for this 

purpose.



CPU 416e TIA 16 ► IBH Link UA [SIMATIC PC station] 

kr 1BH Link umsu ic stati 
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Network view 
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> 100% 

PI? Device viewT 
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113H Link UA [OPC Server] Properties 11414 Info J II J Diagnostics 
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DP 

DP master cla ss 2 

FDL 
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s 

OPCalarms 

OPC program a la rms mapping table 

57 UA redundancy 
ISOITCP 

SNMP 

PROFINETIO 

OPC symbols 

0 None 

All 

onfigured 

select 
Configuring... 

D Field elem ents visible during runtime 
click Configuring... 

Confguring... 

Symbol selector 

CPU 416e TIA 16 Name Data type Address Visible Connection Access EU Lc

CPU 416-3 PN/DP CounterData Block_DB %DB2 True 57_Connection_1 ReadWrite 0

PLC tags AirConditionerData Block_DB %DB5 ,True 57_Connection_1 ReadWrite 0

mark 

Elements with active brauch 

Symbols: 15 

CSV Import/ Export 

Import file Export file 

Access path 

CPU 416e TIA 16.57 416.CPU 416-3 PN/DP 

1111 

Eg Visible Access right: 
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0.00000000CC 

Connection: 

ReadWrite 

S7_Connection_1 131
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OK Cancel 
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Reselect OPC tags 

The variables that the data block AirConditionerData [DB 5] should 

receive from the external OPC UA server are to be selected. 

Open the configuration for the OPC server / properties.

The Configure button opens the Symbol 

Configuration dialog box. Here data from the data block 

AirConditionerData [DB 5] are selected as OPC tags.

Configurable data from data block AirConditionerData [DB 5] 

Select data of the data block AirConditionerData [DB 5] in addition 

to data block CounterData [DB2] as OPC tags (OPC symbols). The 

read / write access rights can be assigned to the individual operands 

(OPC tags).



S 

ym o configuration

Symbol selector

CPU 416e TIA 16 Name Data type Address 1.47nle I Connection Access EU Lo EU Hi

S CPU 416-3 PWDP Temperature Real %DB5.DBDO True S7_Connection_1 ReadWrite 0 0

PLC tags TemperatureSetPoint Real %D135.DBD4 True 57_Connection_1 ReadWrite 0 0

Program blocks TimeStampTempErature Date And Time %DB5.DBX3.0 True 57_Connection_1 ReadWrite 0 0

CounterData TimeStampSetPoie Date_And_Time %D135.DBX16.0 True 57_Connection_1 ReadWrite 0 0

1 AirConditionerData CurrentTime_TimeStamp Date_And_Time %DB5.DBX24.0 True 57_Connection_1 ReadWrite 0 0

mark StatusTemperaturi, 

StatusSetPoint I

DWord 

DWord

%DB5.DBD32 

%DB5.DBD36

True 57_Connection_1 

True 57_Connection_1

ReadWrite 

ReadWrite

0 
0

0 

0

CurrentTimeStatui DWord %D135.DBD40 True 57_Connection_1 kteadWrite 0 0

III 
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Importfile Exportfile 

.,..ccess path 

CPU 416e TIA 16.37 416.CPU 416-3 PN/DP.AirConditionerData 

Visible Access right: 

Connection: 
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37_Connection_1 
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0.00000000000 100000000000 

C 0 1( 11T11.,,,.t,

OK Cancel 
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Ctrl+V 
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Software (rebuild all) 

Software (reset memory reserve) 
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Compile the configuration of the OPC server

If no error is displayed when the hardware is compiled, the next step 

is to load the hardware into the IBH Link UA OPC server.

Load configuration of the OPC server into IBH Link UA



lä) Check before loading 

Status Tarnet Messarme IAcoon 
411 IBH Link UA Ready for loading. Load 'Stationmanager 

Protection Protection from unauthorized access 
Devices connected to- an enterprise network or directlyto the 
internet must be appropriatelyprotected against unauthorized 
access, e.g. byuse of firewalls and network segmentation. For 
more information a baut industrial security, please visit 
httpdtvwvw.siemens.c omfindustria 'security 

Device configurati... Delete and replace system data in target Download to device 

IL 
Refresh 

Finish Load Cancel 

Properties I 4=.1, Info 121 

1131=1:1 
111111111 

Cross references Compile 

Show all messages 

Start downloading to device

Go to 

Diagnostics 

! Date Time 

1011712020 12,53:00 PM

151 11311 Link UA 1011712020 4:32:17 PM

0 ••• Stationmanager 1011712020 4:32:17 PM

Stationmanager stopped. 1011712020 4:36:15 PM

0 Hardware configuration was loaded successfully. 1011712020 4:36:15 PM

0 Stationmanager started. 1011712020 4,36:16 PM

0 lhe RAM contents were copied to the ROM. 1011712020 4,36:16 PM

0 • Local mod u les 1011712020 4:32:17 PM

0 IE general_1 1011712020 4:32:17 PM

0 IE general_1 stopped. 1011712020 4:36:16 PM

Hardware configuration was loaded successfully. 1011712020 4:36:17 PM

0 
0

IE general_1 started. 

1he RAM contents were copied to the ROM

1011712020 4:36:18 PM 

1011712020 4:36:18PM

0 IBH Link UA 1011712020 4,32:17 PM

IBH Link UAstopped. 1011712020 4,36:16 PM

0 Hardware configuration wa s loaded successfully. 1011712020 4:36:20 PM

0 hie RAM contents were copied to the ROM 1011712020 4:36:21 PM

0 IBH Link UA started. 1011712020 4:36:21 MA

t oadmg completed fe mors: 0; warning. 07) 1011712020 4:36:21 PM
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A check is made before loading.

The progress of the loading day is displayed as information.

2.2.2 Browser window IBH Link UA - OPC Client 

In the example, the read variables Temperature and 

TemperatureSetPoint of the external OPC UA server were linked 

with the variables of the data block AirConditionerData [DB 5] 

(Temperature, TemperatureSetPoint). This connection can remain. 

In addition, the read variable CurrentTime of the external server is to 

be connected to the variable of the data block AirConditionerData 

[DB 5]. 

The Temperature variable consists of the Value, the TimeStamp, 

and the Status.

The TemperatureSetPoint variable also consists of the Value, the 

TimeStamp, and the Status.
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The ServerStatus / CurrentTime variable must be selected as the 

read variable.

Selected read variable 

The selected read tags of the external OPC UA server are 

displayed.

The following read variables are to be connected to the OPC tags of 

the data block AirConditionerData [DB 5]: 

• AirConditioner_1.Temperature.TimeStamp 

• AirConditioner_1.Temperature.Status 

• AirConditioner_1.TemperatureSetPoint.TimeStamp



Select variable to write 

Connected Servers 

• eti urn:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010) 

Views 

• I Objects 

► Server 

►et. Client 

I< 

• Stabons 

ry f PLCs 

• e CPU 416-3 PN/DP 

• DeviceManual 

ei DeviceRavision 
®Serra um er 

ES SoftwareRevision 

e e Programs1 

SupportedTypes 
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Br .3 AirConditionerData 
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[ 

st
Data Block DB5 

—..% 
already connected 

EE TemperatureSetPoint _,,, 

EaTimeStampTemperature 1 

oll TimeStampSetPoint 

EM CurrentTime_TimeStamp 

EM StatusTemperature 

41 StatusSetPoint 

ClCurrentTimeStatus 

, Cl Tasks 

4E DeviceHealth 

. e ParameterSet 

.e GlobalVars 
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the external OPC UA server 

. Ö siots , 
) _ 

Variable to read 

Datatype : DateTime 

Field index range (Format 1 or 2:3) : 

Variable to write 
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Field index range (Format 1 or 2:3) : 

eionitureskiiiK
Caicel 
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• AirConditioner_1.TemperatureSetPoint.Status 

• CurrentTime.TimeStamp 

• CurrentTime.Status 

The variables AirConditioner_1.Temperature and

AirConditioner_1.TemperatureSetPoint are already linked to the 

OPC tags of the data block AirConditionerData [DB 5].
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.Acicl Server 

IIIIIIIIBHsoftec 
www ibhsoftec com Contact Wiki 
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BHLinkLIA0ib... 

g8.

- 

0 
Noch lel Display Name Value Datatype Source climo-tarnp Server Tim,camp Statuscode 
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> b Globa.fars 
o HardwareRevision

TrneStampTemperature 2020-10-25T13:44:13.8312 DateTime
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> b Suppodedllypa 1/4 8
SHLinkLIAArbhlinkutsc NS4IStrin0S7416.CPU 416-3 PN/DP.PrograrnsAirConditionerbta.TwneStampTemperaturef

Greenwich Mean Time (GTM) 
zulu time (Z) 

RevisionCounier 
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If the variables are linked, they are displayed.

Display the connection to the external OPC server 

If the connection to the external OPC server exists, information about 

the connected external OPC server is displayed in the UAExpert 

program window under Address Space. 

If the external OPC server is not displayed in the UAExpert program 

window, the connection must be established (see Chapter 2 - 4, Add 

Server).

UaExpert - Data Access View
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The variables CurrentTime, Temperature and 

TemperatureSetPoint can be dragged and dropped on the Data 

Access Viewer window.

External OPC UA server - air conditioner data

With a double-click on the value of the target temperature 

(TemperatureSetPoint Value) this can be changed.

Online status – Data block AirConditionerData [DB5] CPU-416
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3 IBH Link UA - integrated SoftPLC

The IBH Link UA also contains a SoftPLC. The SoftPLC can read 

and write variables from the OPC UA server.

The integrated SoftPLC is used for data preprocessing and is 

programmed with STEP7® in LAD, FBD, STL, SCL or S7-GRAPH.

Access (status, program transfer) to the integrated SoftPLC can take 

place via STEP® 7 (SIMATIC Manager) or the TIA portal. 

The IBH Link UA - SoftPLC is compatible with SIMATIC WinAC RTX 

software PLC (6ES7 611-4SB00-0YB7 V4.6).

The performance of the SoftPLC can be set as follows:

PLC portion of CPU Computing time 1000 mixed instructions

50% about 360 µs

33% about 550 µs

25% about 720 µs

20% about 900 µs

12% about 1800 µs

3.1.1 IBH Link UA - SoftPLC as a client 

The IBH Link UA - SoftPLC can be inserted as a client in a slot of 

the PC station of the OPC UA server. To do this, an S7 connection to 

the OPC UA server must be established. The status of the SoftPLC 

client connections can be queried in the browser window.



■ WM IBH Link LIA- Siemens slots X 

(31 ei 1 0.0.1 3.89/?_./opc_slots 

Le" 
• 

Network 

Security 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

OPC Client 

Diagnostics 

MQTT 

SoftPLC 

OPC mit-lung 

Siemens slots 

► Slot 1 

"'Slot 2 

Delete slot Delete all Load OPC Editor Project I Save OPC Editor Project 

Logout Update password 

1111 CD 0 0 E 

singie-core 

Insert SoftPLC Insert BINUMERIK Change SINUMERIK 

dick 

Delete SINUMERIK 

Insert SoftPLC (6E57 611.451300-0Y80 V4.6 compatible) 

-Insert SoftPLC (6ES7 611.431300-0YB7 V4.6 compatible) 

to Slot: Slot 3 

Slot 4 

Slot 5 

Slot 17 

Slot La 

open select. 

(confirm 
OK Cancel I 
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The SoftPLC can read and write the OPC variables cyclically. The 

configuration is carried out via SFB 8 (USEND) in the restart (called 

by OB100).

IBH Link UA - SoftPLC - PUT / GET functions 

The IBH Link UA – SoftPLC can establish a configured connection. 

The PUT (SFB 15) and GET (SFB 14) blocks can be used to read 

data directly from an S7 controller with the SoftPLC integrated in the 

IBH Link UA.

This means that data can be read or written from freely addressable 

data areas of the partner controller. 

For this purpose, an S7 connection from the IBH SoftPLC to the 

desired controller is created in the Simatic Manager or in the TIA 

Portal.

3.2 Activating the integrated SoftPLC

The SoftPLC must be activated via the WEB interface page Siemens 

Slots of the IBH Link UA.

3.3 SoftPLC status and settings

The SoftPLC status is displayed on the WEB interface of the page 

Soft PLC of the IBH Link UA.

Note: 

The SoftPLC must not be inserted in 

slot 2. Slot 2 is reserved for 

communication.



al IBH Link HA- SoftPLC 

CD C 

Netwoi .. 

X 1:1 

• 10.0.13.89,9_./softplc 0 0 E 

• OPC Server is running " I Logout I Update password 1 singe-core 
[SoftPLC Status, SoftPLC Connections 

PLC informations 
Security 

PLC type 6E87 611-451300-0Y137 

Certificates Slot 
CPU load part PLC 33 % 

Time settings CPU load (%) 23 19 

System PLC Status 

Users RUN PLC Stop Newstart (08100) 

081 Count 24988 
Siemens siots 

History 
051 Time (ms) 

Minimum 

OPC Client Maximum 19 

Actual 2 

Diagnostics

MQTT

SoftPLC J 

P MEEress
83.166.1.6 RFC 1006 

Atter (ms) 

Maximum 16 
Actual 1 

Extern 
OPC 11Al 
Server 

fr
nFirewall 

mmn 

IP acid ess 
68 4 (1)

tip CD im> °Ziee

SoftPLC 

TIA 
‘11 

TA Portal V16 

1 
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3.4 Configure SoftPLC in the IBH Link UA with TIA 
Portal

In the following example - WinAC RTX TIA16e – 

Data from an Air-Conditioner (external server) are 

sent to the SoftPLC integrated in the IBH Link UA. 

The PLC-Block USEND [SFB8] is used to transfer 

the Temperature, TemperatureSetPoint with the associated 

TimeStamp and Status to the data block DataExServer [DB10]. 

The temperature values and time stamps are converted. 

°Fahrenheit into °Celsius and Date and Time into Time of Day. These 

converted values along with the status are saved in the data block 

ValueTimeStatus [DB5] and sent to the PLC CPU 416 (IBHsoftec 

SoftSPS) data block DataWinAC [DB22]).



.

IBH Link UA 
Air-Conditioner SoftPLC 

".IPPC 1111 
Server 

Wils tizin e DB 10 
Client DataExServer 

FC 20 USEND call 
DB 20 DB_USEND_call 

with 
SFB8 USEND 

DB8 DI USEND 

H FC 1 FahrenheitCelsius 
FC 8 DT_TOD 

DB 5 ValueTimeStatus 

'sleWIC 
Server 

DB 22 - DataWinLC 

CPU 416-3 PN/DP 

• 

WinAC RTX TIA16e 1 CPU 416-3 PNIDP [CPU 416-3 Pli1D11 ä X 

e Topology view Network view Bi Device view 

CPU 416-3 PNIDP [CPU 416-3 F 

SoftPLC 416 

IIII 

(ze 
Boy a~ 

1 Lffl 
• • 

11 ± 

double-click

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 

111 
EI- 1 I 100% 

Properties ) 

(General 10 tags System constants Texts 

General 

Catalog information 

Identification & Meinte... 

MPI/DP interface [X1] 

General 

MPI address 

Time-of-day synchroniz... 

Diagnostics addresses 

Sta rtu p 
cycle 
dock memory 
Interrupts 

Diagnostics system 

1 System diagnostics 

Time of day 

Retentive memory 

Memo iy 

Protection 

Web server 

Oveiview of addresses 

merk 

PROFINET interface [X5]  

General 

Name! 

Comment: 

Ethernet addresses  

Interface networked with 

Eubnet: 

further settin 
default setti 

I I 

IP protocol 

gs are 
los 

net mask: CSubP address: 

Route r address: 

Y 

4i.. Info jj tiJ Diagnostics 

eher

2 
F-7 

open laeleeeen

Add new subnet 

10 0 13 . 11 J IP-Address 
CPU 416-3 PNiOP 

255 . 255 255 0 

Use router 

0 . 0 . 0 . 0 
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3.4.1 PLC CPU 416 program (IBHsoftec SoftPLC 416) 

An S7 400 station with the CPU 416-3 PN / DP (6ES7 416-3ER05-

0AB0) firmware version V5.1 and a PS 407 A4 power supply unit was 

created as hardware.

The Ethernet IP address was specified in the dialog box opened by 

double-clicking on CPU 416-3 PN/DP.



ViinAC RTX TIA16e CPU 416-3 PN1DP P 416-3 PhITDP] , Pro.. ram blocks DataVVinAC [DI3221 ä X 

Keep actual values 

DataWinLC

Snapshot 11021. kt Copy snapshots to statt values t r  Er,

Name Datä ype Offset Start value I Cornment
1 -e Stade

2 -d3 • Temperature Real 
•

0.0 Actual temperature value

-e • TemperatureSetPoint Real 0.0 Set point temperature value
4 -43 • TimeStampTemperature TirneOfDay TOD#00200200 Actual temperature Time Stamp

5 .2 • TimeStarnpSetPoint Time_Of_Day TOD#00200200 Set point temperature TimeStamp
6 -e • CurrentTime_TimeStamp Tirrte_Of_Day TOD#00200200 Current Time Time Starnp

7 .21 • StatusTemperature DWord 16#0 Status Temperature

5 .2 • StatusSetPoint Mord 16#0 Status Set Point Temperature

9 .21 • CurrentTimeStatus DWord 16#0 Current Time Status

WinAC RTX TIA1 6e ► CPU 416-3 PNJDP [CPU 416-3 PN/DP] ► PLC tags ► Standard tag table [2] 

cp Tags E User constants >g System constants 

e!ielerelog_nert 
Standard variable ta.bledli n 

Name Data type IAddress I Comment 
1 -4:11 Temperature_AirCondl Real %M38 D Actual temperature value AirConditioner 1 ■ 
2 -4121 TemperatureSetPoint_AirCondl Real %M042 Set p oint temperature value AirConditione. 

<Add new,-

RTXTIA16e 1> CPU 416-3 PWDP [CPU 416-3 PhYDP] ► Program blocks ► CurrentTirne [NU 0] B X 

e Keep actualvalues Snapshot ket• 11% Copy snapshots to startvelues ► 

LCurrentTime)

1Name Data type Offset I Start value 1Comment 
1 Stativ 
2 - • CurrentTime_AirCond " Date_And_Time 0.0 DT#1990-01-01-00 CurrentTirne external Server [Air Conditioner) 

CPU 416-3 PN/DP [CPU 416-3 PN,DP] 

Device confi • uration 

double-Glich) 

Chapter 3 IBH Link UA - integrated SoftPLC Page  3-5

TTI   Trans Tech International© 2021 IBH Link UA   Training

3.4.2 PLC CPU 416 program (IBHsoftec SoftSPS) 

The data coming from the SoftPLC in the IBH Link UA is stored in the 

data block DataWinAC [DB22].

Organization block OB1 

OB1 has no function in the example.

Standard variable table - CPU 416-3 PN / DP -

Data block CurrentTime [DB10]

Compile hardware and software 

Double-click on Device configuration 

to open the Device view window. 

A right click on CPU 416-3 PN/DP opens the context menu. Click 

Compile / Hardware and Software.

Note: 

Temperature_AirCond1, TemperatureSetPoint_AirCond1, and 

CurrentTime_AirCond are only required for the definition of the OPC 

variables. These variables) have no further function.



WinAC RTX TIA16e ► CPU 416-3 PN/DP [CPU 416-3 PNIDP) _eax 

SS- CPU 416-3 PNIDP [CPU 416-3 fl X11 , ä äiMP

Soft PLC 4161 1 

1 Lffl 

111 

Eric 

right clic 

Change device 

d i  Go to networkview 

g 

Download to device 

0 Go online 

0 Go offline Ctrkm 

TA Online & diagnostics Ctrl+D 

3. Export module labering strips... 

Properties AltrEnter 

Topology view Network view ny Device view 3 

14 15 16 17 18 

Hardware and software (only changes) 

Hardware (only changes) 

Hardware (rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve) 

4212111 

ligniund 
Kim muum munn 

Properties .1 1,1.)  II wJ Diagnostics 

General Cross-references Compile 

Show all messages gl 
Compiling finished (errors: Cl; warnings: 0) 

I Path 

O CPU 416-3 PN/DP 

0 

0 

0 

Hardware configuration 

Program blocks 

DataWinLC (DB22) Block was successfully compiled. 

Compiling finished (errors: 0; warnings: 0) 

Go to Errors Warnin...

WinAC RTX TIA16e ► CPU 416-3 PNIDP [CPU 416-3 MOP] —eiX 

LCPU416-3PNIDP [CPU 416-3 

e ›.

MIL 
Soft PLC 416 

Onlinestatus information: 

4 

Topology view Network view Device view 

tu ei. 

right clic 

Change device 

Go to networkview 

Compile 

Download to device 

0 Go online 

Go offline 

Online & diagnostics 

Ctrl+K 
ctri•m 

Ctr1+1) 

14 15 16 17 18 

Hardware and software (only changes) 

Hardware co nfigu ration 

Software (only changes) 

Software (all) 

la I 
Configured access ncdes of 'CPU 416-3 PNIDP.

Device Devicetype Slot (Interfacetype Address 

CPU 416-3 PNIDP CPU 416-3 PNIDP 2 X1 WI 

CPU 416-3 PNIDP 2 X5 PNIIE 

Type of the PGIPC interface: 

PGIPC inte. ce: 

Connection to interfacelsubnet: 

1st gateway: 

Select target device: 

2 

1 0.0.1 3.11 

4:ESI3 

Subnet 

PW. _1 

(open l select 

PNIIE ---,--17 
tu; Intel(R) Ethernet Connection 121 7-V LIrP_N 11,1 0 .1.

(open / select 

Showd evices with the same address3r. 

Derice Device type Interface type .Address 

PNIIE Access address 
1Target device 

(..... >1e. sten search 

Displayonlyerror messages 

Cancel 
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Compiling the hardware and software without errors

Loading the hardware and software into the CPU 

The software and hardware configuration can now be loaded into the 

device using the commands from the context menu.

The hardware configuration load command opens the dialog box.



CD 

n.e. own oa to ewce 

Configured access nodes of 'CPU 416-3 PNIDP" 

Device Device type Slot Interface type Address  

CPU 416-3 PNIDP CPU 416-3 PNIDP 2 X1 MPI 2 

CPU 416-3 PNIDP 2 X5 PNIIE 10.0.1 3.11 

Type of the PGIPC interface: 

PGIPC interface: 

Connection to interfacelsubnet: 

ist gateway: 

Select ta rget device: 

Device Device type Interface type 

PNIIE 

lea Intel(R) Ethernet Connection I217-V 

PNIIE_1 

CPU 416-3 PNIDP 

Flash LED 

Online status information: 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

32? Retrieving device information... 

Scan and information retrieval completed. 

CPU 416-2 DP PNIIE 

I marOIE 

lä) Check before loading 

Status ! Target Message 

e - CPU 416-3 PNIDP Rea dy for loa ding. 

oa resu s 

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
httplIwww.siem ens.comlindustrialsecurity 

Subne: 

PNIIE_? 

71%21 

Show devices with the same addresses 

Address Target device 

10.0.13.11 

Access address 

CPU 416-3 PNIDP 

Start search 

Displayonlyerror messages 

(confirm 
Load Cancel 

Different modules Differentes between configured and ta rget modules (online) 

Stop modules The modules are stopped for downloading to device. 

Device configurati... Delete and repla ce system data in target 

Software Download software to device 

lä) Status and actions alter downloading to device 

Status Target Message 

4„n Q - CPU 416-3 PNIDP Downloading to device completed without error. 

Start modules Start modules after downloading to device. 

(confirm 

• (g- . ...1 

Finish 

Action 

Load 'CPU 41 6-3 PN1... 

Accept all 

Stop all 

Download to device 

Consistent download 

Refresh 

Load Cancel 

Acucn 

Load 'CPU 416-3 PN/... 

Start module 
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The successful search is displayed.

The loading process requires several confirmations of messages. 

A preview of the loading is displayed.

Finish loading



0
0
0
0
0
0
0
0
0
0
0
0
 

ßä Properties I st, Info Diagnostics 

General Cross-ref erences Cornpile 

Show all rnessag es 

Message 

Project CPU 416e TIA 16 opened. 

▪ Start downlaading to device. 

▪ CPU 416-3 PN!DP 

CPU 416-3 PN/DP stapped. 

Hardware corrfiguration was loaded successfully_ 

CounterData (062) was loa ded successfully_ 

CaunterControl (FC5) was loa ded successfully. 

0131 (0B1)was loaded successfully. 

OB100 (06100) was loaded successfully. 

AirConditionerData (065) was loa ded successfully 

CPU 416-3 PN/DP sta med. 

D oading conipleted (errors: 0; wa rnings: 0) [ 

new eInce 

Device neme: 

IBH Link UA 

• 
Controllers 

HM 

Go to Date Time 

1011512020 5:15:01 PM 

1011512020 5:15:59 PM 

1011512020 5:20:47 PM 

1011512020 5:22:10 PM 

1011512020 5:22:11 PM 

1011512020 5:22:11 Phil 

1011512020 5:22:11 PM 

1011512020 5:22:11 PM 

1011512020 5:22:11 PM 

1011512020 5:22:11 PM 

1011512020 5:22:27 PM 

1011512020 5:22:28 PM' 

WinAC R.TX TIA16e 

Addir device 
:(I GU ble- dick) 

enter 4 1 
Lin s ys te ms 

II. L  PC general 
Industrial PCs 

SINKTC S7 Open Controller 

simelic S7 Ernbedded Controller 

Device: OPC 
Server 

SINUMERIK operator cornponents 
OPC server 

►ri Slwaic Controller Application 

SIMA11C HM application 

••• > User applications Article no.: OPC Server 

() • 2 Version. SW V8.2 seiect open 1 select l Application 
3 Des cription: 

OPCs.erver for the OP, FDL. S7 (between different 
subnets.). 57 a la rms, ISO/TCP, SNMP, DP rnaster 
das:, 2. PROFINETIO, SIMATIC NET PC software 
118.2 

PC systerrbs 1 ) 
SCiECt

confirm 

OK Ca ncel 

Page  3-8 IBH Link UA - integrated SoftPLC Chapter 3

IBH Link UA   Training TTI   Trans Tech International© 2021

Error-free loading is displayed

3.4.3 Insert IBH Link UA as an SIMATIC PC station 

Double-clicking on Add new device opens the 

device selection dialog box. 

If an OPC server is added to the project, an SIMATIC PC station is 

automatically added.

Note: 

The Siemens OPC Server SW V8.2…and the CP Industrial Ethernet 

interface IE General SW V8.2… are available in the hardware 

catalogs of STEP7-SIMATIC Manager, TIA V13, V14, V15 and V16.



%Ah nAC RTX TIA1 6e ► IBH Link UA ISIMATIC PC stationl 

Topology view [5-L Network view 

IBH Link UA (SIMATIC PC Static 

isinserted 

SIMATIC PC station 

Device view 

1112J11g± 

1-Mel 

JP 

51/inAC RTX T1A1 6e 1 1011 Link UA ISIMATIC PC stationl 

Topology view 

g± IBH Link ISIMATIC PC IBH 

SIMATIC PC station ;1 

IW 

IE general_1 EIE General 

000 

double chck 

ec 

sbe 

4,s 

El 100% 

Properties Info 1 J  Diagnostics MEM 

Hardware catalog fit 11 

Options 

la Filter Profile: 

EG PC general 

,Alb 

gg 
• 

SIMATIC Controller Application 

SIMAlIC HM application 
►11 .- User applications 

cr Communications modules' 

'ROFINETIEthernet 

CP 1604 

CP 1612 (A2) 

(ji CP 1613 (A2) 

► tid CP1616 onboard 

CP1616 

IC1"1623 

ICP1625 

CP 1628 
A,<double-click)

IE genersi 

PROFIBUS 

Network view [HI Device view 

General 10 tags System constants II Texts 1111' 
General 

PROFINET interface lX11 

General 

Option, 

► Advanced options 

OPC configuration 

mark 

Ethernet addresses  

Interface networked with 

ISO protocol 

Use ISO protocol 

_ 

IP protocol 

Gubnet:
17 0 new Gubnet 

adress: 08 -00 -06 -01 -00 -00 

IP-Address 
7.72,e IP protocol IBH Link UA

Further settings are 
default settings 

mark) r 10 . 0 . 13 . 89 
set 

Subnet ma,k: 255 . 255 . 255 . 0 1.)
Use router 

Router address: 0 . 0 . 0 . 0 

_otProperties Info 

General 10 tags System constants Texts 

PROFINET interface (X1) 

General 
Option, 

Ethernet addresse, 

Adva nced option, 

OPC configuration 

Genera I 

Further settir1gs are 
default settings 

Name, IE general_1 

Author: Tfl 

Comment: 

Slot: 12 

opeu ect 

1/1. Diagnostics 

The 1011 Link UA Ethernet Interface 
rn ust always be in slot 2 
(S 10t is also referred to Index). 
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3.4.4 Insert communication module into the IBH Link UA

Define communication module properties

Check slot IE General_1



t i f I 

WinAC RTX TIA1 6e Devices & networks — ä X 

open / select Topology view 

61 Network Connections S7 connection 

(sel 

CPU 416-3 PNIDP 
CPU 416-3 PNIDP 

HM connection 
E-mail connection 
FDL connection 
ISO connection 
ISO-on-TCP connection 

connec on 
UDP connection 

tonnett via 
drag and drop 

PNIIE_1 

WinAC RTX TIA16e Devices networks 

re Network U Connections 57 connection 

CPU 416-3 PN/DP 
CPU 416-3 PNIDP 

2 

IBH Link UA 
SIMATIC PC Stat... 

IBH Link UA 
SIMATIC PC Stat... 

Ilba Network view liftDeviceview 

OPC 

Topology view Network view HY Devise view 

ST_Connection 1 

WinAC RTX TIA1 6e I Devices & networ k:s 

(Network overview] 

Device 

57 416 

CPU 416-3 PNiOP 

LIPIADP-SchnittGtelle_1 

• PROFINETVNI1 

Port_1 

Port_2 

• IBH Link UA 

Highlighteck Connection 

CP 
IE 

OPC 
Server 

Connections 4 

Local connection 

57_Connection_1 

57_Connection_1 

Topology view Ih  Network view fit Device view 

Connections cornmunication VPN TeleControl 

Type 

57400 station 

CPU 416-3 PfliDP 

Address in subnet Subnet Master 110 system 

MPliOP interfa ce 2 Not connected 

PRORNETinterface 10.0.13.11 PNIIE_1 

Port 

Port 

SIMATIC PC Station 

IBH Link UA OPC server 

• IE general_1 IE general 

• PROFINETinterfa ce PROFINETinterteee 10.0.13.89 PNIIE_1 

Port_1 Port 

WinAC RTX TIA1 6e ► Devices: & networks ~iliX 

Topology view Network view [I? Device view 

i Topology overview 

Device I port 

• S7416 

Topology comparison 

Slot Partner station 

• CPU 416-3 PNIDP 2 
• PROFINETVNA1 2 X5 

Port_1 2 X5 P1 

Port_2 2 X5 P2 
• IBH Link UA 

• IE general_1 2 

• PROFINET Interface 2 X1 
Port_1 2 X1 P1 

Partner device Partner interfac Partner port 

Any pa rtner 

Any pa rtner 

Any pa rtne r 
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Create S7 connection IBH Link UA OPC Server – SoftPLC 416 

Via drag & drop, from the OPC server to the PLC 416, the S7 

connection established.

The created S7 connection is displayed.

S7 connection - display connection properties



rosalsosnst ne 

87 Connecta. 1 la len Lok LIANOICSGver, S7_Connechonl UI 1 ÜS Cm 6163 en/Dem 4163 eN/De] connechen 
7_Connentonl CPU 616-3 PNIDP [CPU 616-3 P11113P1 1 nCanneoiani 11411 1n1-1 1-311 , 363, 6eGerl 37 nenneefron 

1-opology %nee., g Network Ne 

Connections I I I/O communication I VPN I 1-eleControl 
111=1:1=B 

Local end proot Lanol IDOGG Portner ID (Hex) Paaner Connecton type 

Genera 10 taus Svs em CO T 

16661 1D 
Speualconnentlan properleo 
,adrett detoils 
OPE 

General 

311513 
Speela I eannertlan propenes 
Address delallt
CIPC 

General  

Connection 

Name. 
Connection path 

End prent: 

Intodope: IE generol_1,PROFINEPInterlone601 

57_Gonnenton_l 

Local 

IBH Link DAPOPCServer1 

Irrterben aper 

Subnet: 

MPross: 

Ethernet 

PAGIE2I 

Entl connenton path 

1.1t •5. Sy teln [OnStantS Texts 

General 

LO UI 10 

PuldreLS data 115. 
OPP 

General 
LO ca I 113 
:petto l rannentlan preperbes 

Local 10  

Connection identif ication 

Local IC, 

VFL) narre' 

0 tag Texts 

OPC 

General 

General 
Loco I 10 
Special conneclien preperlies 
Address details 

rnd peilt: 

flacklslot, 

Cennecton res 
(hex.): 

sahnet 

10 tags System co.tants Text 

ox 

Connection estalslistenen. 

Spe, ial connection properries  

Local end polkt 

ons 

CW Active connectIon ektakkkHmentj 

The a ctk. e :annot be deactuaked 1f the Partner -5AP In the a tletall, ha, the value 3 

El Send OperatIn eUe 

57_connectonl 

113111,1k LIA 

'APropert es -4 IC 

1 
CPU 616-3 PAYDP [CPU 6163 PAYDP1 

1CPU 616-3 PNIDP,PROFINEI- VNII,X51 [7' 
Ethernet 

realEJ 

o Pro nies at lnf y JUiagno 

Propenie 1tilnfo AJ 1.1 Diagno 

System constants Texts 

Address details 

Local 

1BH Link us [areferser] 

10 

1011 

SINIeklICYKC 

1164-0001 

[Igjg EstablisM1 cennection an -denkend (access to tag)

0 Arlaintain eranneetran permanedy 

Alarms 

Other parameters 

Ofkumme wrde B.e571 

rrIllät Im Planke 
Oplimize reed access) 

n Automatic reser of 57 pa skkvord for block access 

,:ksn is derecke d 

S Penpenie .1.11nfo .11 "1. Diagno 

Partner 

CPU 416-3 PE4OP [CPU 4163 Pki0P1 

10 

10_02 

1 osenettee 

1143-0001 

j None In 0) Diagnostics 

t he kalt 

Default prioritylor alarrns, 500 

❑ DIsconnectautomatca Ilyafter 

lirneout -during -ronnectran establiskrnent 

Leb hmeout 

Idakirrturn nurnhereiparallel netwerkiebs 

15000 

15000 

PDU -size 400 
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S7 connection - display / set connection properties.

S7 connection - display connection properties



WinAC RD< TIA1 6e r IBH Unk VA ISIMATIC PC stationi • X 

Topology view 

ißHür,kumsin Owncpcs..,  bj . n2 4  j 

4 

SIMATIC PC station 

2 
OD% 

k DA [OPC Server] Properties 

General 10 tags System constants Texts 

1. Gene.' 

DP 

OP master cla ss 2 

FDL 

e/nD 
CPC symbols., 

CPC a arms 

CPC program a la rms 'na pping ta hie 

LlAredundancy 

ISO/TCP 

SPINP 

PROFINETI0 

Symbol selector 

w.nwCfax 

r Irnaaabloce 

Elements with active branch 

Symbols: 

CSV Import/ Export 

E po he

Access path 

MEACRIMLIAMe S3-000-Statoorl CPU 016-3 PUMP 

OPC symbols 

O None 

All 

nfgured 

select 

A Network yiew Device vievrj 

Info Diagnostics 

Configunng... 

E Field elements visible during runtim(e ,,f ro.

Data pe Canneston Accms 

Mob e 

Mob e 

Connecton: 

Symbol selector 

DNInACRTX1.16e 

,CP1,1169 MOP !Temperature 

1,.Lctegs 

Pragpalm 12 p 

3 
d me 

len unk. 

i e 

Elements with active branch 

Symbols: 

C S P. / Export 

Impott the Expott the 

Access p.M1 

1.16,97, 100StatIon_l CPU 016-3 PUMP EataM 

Symbol seledor 

_ 

• 
Q Tara 

▪E MUS 

Configuring... 

Ourreurme,Con0 Oatejetljime %.10.01.0.0 

Elements with actIve Inand 

Symbols: 

CSvIriaati Export 

apart file 

AxezepaN 

lefin,c1A7..4.97-10042evon_1..416-9Praldrrertillme 

igadara Acess 
r97_Cappeppon_,

bxlirnie Hit lirnk 

c.000000m000 I w000moo 

[kJ., 

ad.rt e

Page  3-12 IBH Link UA - integrated SoftPLC Chapter 3

IBH Link UA   Training TTI   Trans Tech International© 2021

Select OPC symbols (tags) in the OPC configuration 

Since the OPC UA identifiers of the variables, 

Temperature_AirCond1 and TemperatureSetPoint_AirCond1 are 

required as start values, these variables are defined as OPC symbols 

and transferred to the OPC server.

Open the configuration for the OPC server / properties.

The Configure button opens the Symbol 

configuration dialog box for OPC tag selection.

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags).

Configurable global symbolic operands
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The PLC-block USEND is called in the PLC program of the CPU 

WinAC RTX (SoftPLC in IBH Link-UA). The PLC-block USEND 

requires pointers to OPC variables. These are stored in the data 

block DB_USEND [DB20]. 

The pointers to OPC variables are generated by copying the identifier 

from the in the Attributes window of the UAExpert program. These 

are assigned to the STAT variables in the data block DB_USEND 

[DB20] as initial values.

Compile the configuration of the OPC server

If no error is displayed when the hardware is compiled, the next step 

is to load the hardware into the IBH Link UA OPC server.

Load configuration of the OPC server into IBH Link UA

Note:

The Attributes can only be copied from the UAExpert program 

window after the OPC tags have been attached to the IBH Link 

UA (OPC UA Server) were transferred.
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The selection of the interface is displayed.

The interface was found

A check is made before loading
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The progress of the loading day is displayed as information.

3.4.5 Insert SoftPLC as SIMATIC WinAC RTX 

With a double-click on WinAC RTX Software PLC / 6ES7 611-

4SB00-0YB7, under SIMATIC Controller Application in the right 

window Catalog, the software PLC is inserted.

The WinAC RTX software PLC / 6ES7 611-4SB00-0YB7 must have 

firmware version V4.6. The Software PLC_1 have been renamed in 

Soft PLC -IBH-Link-UA.

Check the WinAC RTX (Soft-PLC-Link-UA) slot 

The soft PLC WinAC RTX was created in Siemens slot 3 in the IBH 

Link UA. In the device view, the soft PLC WinAC RTX (Soft PLC -

IBH-Link-UA) must therefore be in slot 3.
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S7 connection - IBH Link UA OPC server - Soft-PLC-Link-UA 

The S7 connection is created via drag and drop from the Soft-PLC-

Link-UA to the OPC server.

The S7 connections between the OPC server and Soft-PLC-Link-UA 

are displayed as S7_Connection_2.

The S7_Connection_1 is the connection between CPU 416-3 

PN/DP and the IBH Link UA (OPC server).



■ 

S7 Connection 2 S7 connectio _ 

General 10 tags System constants 

Local ID 

Special connection properties 

Address details 

OPC 

General  

Connection 

Texts 

Name: 

Connection path 

further settings are 
default settings 

End point: 

Interface: 

Interface type: 

Subnet: 

Address: 

101219M11511 11414 Info 1)11 Diagnostics

S7_Connecfion_2 

Local Partner 

111 

181-1 Link-UA [OPC Server] SoftPLC-IBH-Link-UA [WinAC RTX] 

AS-internal H AS-internal 

[AS internal] [AS internal] 

Find connection path 

TIA16e ► IBH Link UA [SIMATIC PC station] ► SoftPLC-IBH-Link-U A [WinAC R1X] ► Program blocks ► DataExServer IDB101 — IM • X 

e Keep actualvelues j a Snapshot 

CD ata ExServer 
OffsetName —1 Data type 

Ck, Copy snapshots to startvalues Load startvelues as actual values 

Start value Comment

1 -0 Statio

2 -0 • Temperature Real 1 0.0 0.0 Temperature (Value) -from externe' OPC server

3 -0 • Temperature5etPoint Real 4.9 0.0 Tampa ratureSetPoint (Value) -from externe' OPC server

4 -e • TimeStampTemperature Date_And_Time 0.0 13 T41990-01-01-00:00:00 Temperature (Time 5tamp)-irom externe' OPC server

5 -V • TimeStamp5etPoint Date_And_Time 16.0 13 T41990-01-01-00:00:00 Temperature Set Point (Time 5tamp)-irom externe' OPC server

6 -V • TirneStarnpCurrentTime Date_And_Time 24.0 OT#1990-01-01-00:00:00 CurrentTime (Time Stamp) -from externe' OPC server

7 -U • StatusTemperature DWord 32.0 16#0 Temperature (Status) -from externe' OPC server

8 -V • StatusSetPo int DWord 36.0 16#0 Temperature Set Point (Status) -from externe' OPC server

9 -V • StatusCurrentTime DWord 40.0 16#0 Current Time (Status) - from externe' OPC server

...11 Link UA [SIMATIC PC station] ► SoftPLC-IBH-Link-U A 1WinAC:RTX1 ► Program blocks ► ValueTirneStatus [DB5] — 1! ■ X 

e 
CVa I ueTim eStatus 

Keep aotual values 

Name

Snapshot 

Dato type

19.1 Copy snapshots to start values ► 

Offset Start value Com rnent

1 {ü Static

2 • TemperatureTimeStamp Tim e_Of_Day 
■

gl 10.0 TOD#00,00:00 Temperature Time Stamp (to CPU 416)

3 — • TemperatureSetPointTimeStamp Tirne_Of_Day 4.0 TOD 000200200 Temperature Set PointTime Stamp (to CPU 416)

4 -ei • CurrentTime_TimeStamp Tirn e_Of_Day 8.0 TOD 000200200 CurrentTime Time Stamp (to CPU 416)

5 -{U • Temperature Real 12.0 0.13 Temperature (to CPU 416)

6 -0 • TemperatureSetPoint Real 16.0 0.0 Temperature Set Point (to CPU 416)

7 -0 • TemperatureStatus DWord 20.0 I 640 Status Temperature (to CPU 416)

8 -0 • SetPointStatus DWord 24.0 1 640 Status Temperature Set Point (to CPU 416)

9 -El • CurrerdrimeStatus DWord 28.0 16#0 Status CurrentTime (to CPU 416)

Chapter 3 IBH Link UA - integrated SoftPLC Page  3-17

TTI   Trans Tech International© 2021 IBH Link UA   Training

3.5 PLC program for the SoftPLC of the IBH Link UA

The data from the Air conditioner is send to the WinAC RTX SoftPLC 

of the IBH Link UA by using the System Block USEND [SFB 8]. The 

data from the WinAC RTX SoftPLC are send to the CPU 416.

Data block DB10 - DataExServer 

The variables of the external OPC server (OPC variable of the Air-

Conditioner 1) are saved here.

Data block DB 5 – ValueTimeStatus 

The converted variables of the data block DB 10 are saved in this 

block. These variables can then be read as OPC variables by the 

CPU 416-3 PN / DP.
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Functions FC 8 - DT_TOD and FC 1 - FahrenheitCelsius 

The FC 8 (DT_ TOD) function converts the variables of the

DATE_AND_TIME type into the Time of Day type. The FC 1

function converts °Fahrenheit into °Celsius.

System Block USEND [SFB 8] 

The PLC Program of the WinAC RTX uses a standard System Block 

to access the variables of the Air Conditioner. The SFB 8 (USEND) 

block in the Siemens libraries is suitable for transferring an OPC 

variable, which consists of the Actual Value, the associated Time 

Stamp, and the Status. With this data, the PLC program can 

evaluate not only the value of a variable, but also its quality and age. 

The SFB 8 (USEND) block has the necessary parameters for the 

simple registration of OPC variables. 

With the special function code 65400 (Hex FF78) the SFB 8 

(USEND) used to register variables. 

With the 4 ANY pointers and the R_ID parameter of the block, all 

information for registering the variables can be transferred in one 

call.

The SoftPLC can read and write the OPC variables cyclically.

Parameters of the SFB 8 (USEND) block - ID = 65400 (hex FF78) 

REQ := TRUE // Not evaluated 

ID := W#16#FF78 // Fixed value: 65400 

R_ID :=DW#16#1F40002 // Modus: 

// Low Word; 2: Read(PLC Variable) 

// High Word: Sampling in milliseconds 

// 500 milliseconds 

DONE := // is not set 

ERROR := // No ERROR=0; ERROR=1 

STATUS := // 0x0000 on success, 0x8090 on error 

SD_1 := // Pointer to the OPC Variable. 

SD_2 := // Pointer to the OPC Variable for the 

// Value of the OPC Variable. 

SD_3 := // Pointer to the PLC Variable for the 

// Status of the Variable. 

SD_4 := // Pointer to the PLC Variable for the 

// Time Stamp.

Client function of the SFB 8 (USEND) block 

Cyclic reading and writing. The SoftPLC can read and write the OPC 

variables cyclically.
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The configuration is carried out via SFB 8 (USEND) in the restart 

(called by OB100).

Para-
meter

Declare-
ation

Data 
type

Memory area Description

REQ INPUT BOOL I, Q, M, D, L is not evaluated.

ID INPUT WORD M, D, Const. Fixed value: 65400 (hex: FF78)

R_ID INPUT DWORD I, Q, M, D, L, 

Const.

0: Read (variable as XML string) 

1: Write (variable as XML string) 

2: Read (PLC variable) 

3: Write (PLC variable) 

4: Read (special variable) 

5: Write (special variable) 

6: Read (server variable) 

7: Write (server variable) 

Bit 14 (low byte + 16348 [hex 
4000]): The any pointer when 
writing points to DATE_AND_TIME 

Bit 15 (low byte + 32768 [hex 
8000]): The any pointer when 
writing points to a STRING 

High Word: 
Sampling rate in milliseconds

DONE OUTPUT BOOL I, Q, M, D, L is not set

ERROR OUTPUT BOOL I, Q, M, D, L ERROR=0: The parameters were 

transferred correctly. 

ERROR = 1: The parameters were 

not transferred correctly.

STATUS OUTPUT WORD I, Q, M, D, L 0x0000 If successful, 

0x8090 on error. 

SD_1 IN_OUT ANY D Pointer to the OPC variable. 

SD_2 IN_OUT ANY I, Q, M, D Pointer to the PLC variable for the 

value of the OPC variable. 

Only the data types of BOOL, 

BYTE, CHAR, WORD, INT, 

DWORD, DINT, REAL, DATE, 

DATE_AND_TIME. 

Note: 

When the ANY pointer accesses a 

DB, the DB must always be 

specified 

(e.g.: P # DB10.DBX5.0 Byte 0).

SD_3 IN_OUT ANY I, Q, M, D Pointer to the PLC variable for the 

variable status. The data type 

DWORD is permitted. 

Note: 

If the ANY pointer accesses a DB, 

the DB must always be specified 

(e.g.: P # DB10.DBX5.0 Byte 10).

SD_4 IN_OUT ANY D Pointer to the PLC variable for the 

recording time (time stamp). The 

data type DATE_AND_TIME is 

permitted. 

Note: 

If the ANY pointer accesses a DB, 

the DB must always be specified 

(e.g.: P # DB10. DBX5.0 Byte 10).



Page  3-20 IBH Link UA - integrated SoftPLC Chapter 3

IBH Link UA   Training TTI   Trans Tech International© 2021

OPC Variable Definitions 

To uniquely identify the OPC variables, they are assigned a number 

(namespace), next to the actual name. 

The OPC Variables are defined as follows: 

Mode 0 and 1: ´ns=<Namespace>;s=<Identifier>´ 

or: ns=<Namespace>;i=<Numeric Identifier>´ 

All OPC Variables can be read using this mode. 

The IBH Link UA knows the following Namespaces:

Namespace Area

0 General OPC Server Variables

1, 2, 3, 5 No evaluable variables

4 All PLC specific OPC variables

6 IBH Link UA Special Variables

Mode 2 and 3: ´<Identifier>´

The identifier is formed as follows: 

<Station name>.<PLC Name>.<GlobalVars>.<Variable name 

from Variables table>

or: 

<Station name>.<PLC Name>.<Programs>.<Variable name>. 

<Data Block name>

Mode 4 and 5: <Numeric Identifier> 

Number of the Special Variable from Namespace 6. 

Modus 6 and 7: <Numeric Identifier> 

Number of the Server Variable from Namespace 0.

Function FC 20 – calls_USEND 

The variables from DB20 – DB_USEND_call are transferred to the 

OPC_Variable as pointers when calling USEND as parameter SD_1. 

The parameters REQ and ID are according to the table on page 18 - 

19 have been specified. 

The R_ID parameter is made up as follows: 

• Low Word: Value 2 (hex0002) – Read (PLC variable). 

• High Word: 500 ms – hex 01F4 -

Parameter R_ID – doubleword: = 16 #1F40002



PC station] ► SoftPLC-1611-Link-U A [V./MAC RTX] ► Program blocks ► USEND_call [FC20] 

ataieel 11±32±U±111 leo‘Delege;.." 1. 
Block interface 

CALL 

Block title: 

comrn,,t 

&Hing USEND' 

4 .  Network 1: Temperature transfer 

Comment 

CAM USEND , "DI_USEND" %DB,3 

2 Any 

3 REQ :=TRUE TRUE 

_wiax 

ID :=1.7416#FE78 Wf16IFF78 

R_ID :=2WS16,1F40002 DW11611F40002 

DONE := 

ERROR := 

STATUS := 

9 SD_1 :="DB_USEND_call".0PC Väriable_Name_Temperature PiDB20.DBX0.0 

10 SD_2 !="DataExServer.Temperature UB10.DBDO 

11 SD_3 :="DataExServer".StatusTemperature UB10.DBD32 

12 SD_4 :="DataExServer".TimeStampTemperature PiDB10.DBX8.0 

Network 2: 

Ct~rnrnent

Set Point temperature transfer

1 CALL USEND , "DI_USEND" %DBB

2 Any

3 REQ :=TRUE TRUE

4 ID :=14#16#FE78 Wf161FF78

5 R_ID :=DW#16#1F40002 DW#16#1F40002

6 DONE :=

7 ERROR :=

8 STATUS :=

9 SD_1 :="DB_USEND_call".0PC Variable_Name_SetPoint P#DB20.DBX256.0

10 SD_2 :="DataExServer".TemperatureSetPoint %DB10.DBD4

11 SD_3 :="DataExServer".StatusCurrentTime MDB10.DBD40

12 SD_4 :="DataExServer".TimeStampSetPoint P#DB10.DBX16.0
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The parameters DONE, ERROR and STATUS are not evaluated in 

the example. 

• SD_1: = pointer to the OPC variable. 

• SD_2 =: Pointer to the PLC variable for the value of the 

OPC variables. 

• SD_3: = pointer to PLC variable for the value of the 

OPC variable status.

• SD_4: = pointer to PLC variable for the value of the

OPC variable time stamp.

The FC 20 block is called once when the PLC is started in OB 100. 

Only those parameters are to be transferred to the PLC that has 

integrated the block (SFB 8 – USEND).

Function FC 20 – calling USEND

Instance data block DB8 - USEND_DB 

The same instance data block (DB 8 – DI_USEND) is used for both 

calls of SFB 8 -USEND. This instance data block is only necessary to 

satisfy the syntax.
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57-400-Station1.0 PU 416-3 PN/DP.GlobalVars.TernperatureSetPointAirCor 
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4 
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"Temperature_AirCond1" 

t"Temperature_AirCondlp 
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0 

Temperatu rer_AirCend 1 
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IdentifierType 
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Expand All 

Collapse All AdeKclick 
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e x 

0 

S7-400-Staticrn_1.CPU 416-3 PNIMP.GlobalVars.TemperatureSetPoint_AirCond1 

4 
String 
57-400-Station_1 .CPU 416-3 PN/DP.GlobalVars.Temperature_AirCondl 
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Data block DB20 - (DB_USEND) 

To complete the data block DB20, the identifiers of the variables 

must be copied from the in the Attributes window of the UAExpert 

program and assigned to the STAT variables as initial values.

Identifier from the Attributes window of the UAExpert program

Note: 

Only the SoftPLC in IBH Link UA knows USEND in this form!
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Chapter 3 IBH Link UA - integrated SoftPLC Page  3-23

TTI   Trans Tech International© 2021 IBH Link UA   Training

The start value of the pointer is a copy of the Identifier from the 

Attributes window of the UAExpert program.

3.5.1 Configuring S7 OPC symbols

Configuring OPC tags - CPU 416-3 PN / DP 

The Configure button opens a dialog box in which the defined 

operands can be selected as OPC tags. The tag management of the 

CPUs is known through the previously configured S7 connections.

Only the OPC tags that are used for the transfer should be selected. 

These OPC tags have already been selected for copying the 

identifiers from the Attributes window of the UAExpert program.
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Configure OPC tags - Soft-PLC - IBH Link UA
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Selection of the OPC tags (symbols) in the OPC configuration 

Since not all global symbolic operands or data from data blocks 

should be used as OPC tags, the configured items in the Properties - 

OPC server dialog box must remain selected.

Compile hardware and software for the IBH Link UA 

Compile hardware and software with the command from the context 

menu.



IBH PC St a ti • H , 

I
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Link UA [SIMATIC fd 

SIMATIC PC-Station 
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Page  3-26 IBH Link UA - integrated SoftPLC Chapter 3

IBH Link UA   Training TTI   Trans Tech International© 2021

Load hardware and software into the IBH Link UA 

If no error was detected during compilation, the configuration can be 

loaded into the IBH Link UA.

The hardware and software download command opens the 

Extended download to device dialog box.

The successful search is displayed.



Check before loading 

I arg et lmessage Action 
_ P IBH Link UA Readyfor loading. Load 'Stationmanager 

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directlyto the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.comfindustrialsecurity 

• Stop modules The modules are stopped for downloading to device. 

• Device configurati... Delete and replace system data in target 

• Software Download software to device 

Status and actions after downloading to device 

Stat. sarget 

4 CD IBH Link UA 

1 message 

Downloading to device cernpleted without error. 

O 1 Start modules Start modules after downloading to device. 

..************************************************* 

1111 
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Finish n Cancel 
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Cancel 
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A preview of the loading is displayed.

Finish loading

3.5.2 Start external OPC UA server 

If the external OPC UA server is no longer active, 

it must be started. Double-click the UA Server 

icon to start the program (from 

UnitedAutomation) that simulates several air 

conditioning and heating systems and provides operating data 

(temperature, time stamp, etc.) as OPC UA tags (see IBH Link UA 

Manual Part 1 V5.18, chapter 2.4).

External OPC UA server (air conditioning and heating systems)

The OPC UA server for the data exchange must be specified (see 

chapter 2.1.1 - page 5).
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3.5.3 Establishing a connection with the OPC server variables via 
the OPC UA client function 

A connection with the OPC server variables is established via the 

OPC UA client function.

The OPC tags provided by the air conditioner (OPC server variable) 

are selected in the OPC client browser window.

AirConditioner_1 → Add read variable 

The two variables Temperature, TemperatureSetPoint, and 

CurrentTime that the external OPC UA server makes available are 

declared as read variables. 

The OPC UA client in the IBH Link UA reads this data.

Connect with variables 

The variables Temperature, TemperatureSetPoint, and 

CurrentTime which have been declared as read variables, are 

connected to the IBH Link UA OPC server, which then sends them to 

the PLC program of the CPU 416-3 PN/DP.
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Variable (OPC Tags) GlobalVars and Data block CurrentTime.

The connections are displayed in the IBH Link UA web browser 

window OPC Client.

UaExpert – Program Window – 

In the UaExpert program window, the values of the OPC tags of the 

SoftPLC-IBH-Link-UA [WinAC RTX] are displayed under Data 

Access View.



Laute Automation Lletert The OPC Undeditostuteaare Client Peu& — 
Eile View Server Dogmen Settings Oen 

D -2 1101711:21 
o,ect 6 x Dateente°. O 

S Protect 

9 Servers 

1131-1LineAeiblaintua_sc 

stS Documents 

9 Data Access View 

es Oma 5 

b Root 

b Object 

) w Client 

> Modbus 

Ö Pes 

.4 CPU 41E-3 PN/DP 
-l6H-Link-U# 

9 Devcellealth 
o Dautelanual 
0 Manufacturer 
0 mode' 

Cri=111 

Drag 8. Drop 

M nefraemil 

DI_USEND 

st la DataeSerter 

• stat.c.ffent-9.9 
▪ StatmSetPoint 

▪ Statuslemperature 

• Temperature 

• TemperatureSetPoint 
limeStampCurrentTune 

limeStampSetPoint 

limeStampTemperatury

> Suppodecrtymn 

Lit ValuelirneStatm 
• curr ent-firnesta. 

Currentlime_TimeStamp 

▪ SetPointStatus 

• Temperature 

• TemperatureSetPoint 

• TenmeratureSetPointTrmeStamp 

• TemperatureStatus 

• TemperaturelimeStamp 

Server Node Id Dispity Name Value

BHinkanen N5415tringlls StatmGurrentlime 0
BH LinkUAO... 
Patinkillte..

N5415trum11... 
NSetrinal...

StatusSetPoint 
StatusTempermure

0 
0

BeinkUAlts. NellStnell... TemperatureSetPoint W
Beinklees NS41Strinels eneempCurrentTime 2020-10-2071531-01371Z
BOLinkUAPP... Neeenull- limeStamMetPoint 2020-10-2816e3101.3851
Beinkle.... NS91Stnnoll... limeSeneemperature 202010-28Tes31-01.3852

BHLinkUA@... N5415tangll... GurrenteneStatm 0
10 CH Linkteen 

BH LinkL1810...
NSetange 
NSAString11...

Currentlime_TsteStamp 
SeeintStatus

59531555 
0

BH LinkLIACS.. NSebinpils. Temperature 15.5433
13 BH LinkUAO... 
14 BH Unktlit....

NSetangla. 
NSebinglt..

TemperatureSetPoint 
TemperatureSetPointl- sa.

15.5556 
595.31335

15 BH LinkgA@... NS4154inp11... Tem perstureSt.alus 0
16 BH LinkLIA0... 'Stange TemperatureeneStamp 59531385

OevmonCounter 
S rialNurnber 

0 SoftwareRceon

An'
S rv 

13HL nkUPPP bpli nkua sc
> R 4> 8HL MUACO bhl nkua sc

BHL nkUAV bh1 nkua sc
BEIL nInUAV te nkua sc
11HL nkUA: nkua ec
BEIL rellAt bhknkua sc
11HL bh1 nkutsc
13HL nieeteil nkua sc

9 BOLinkUgedshlinkuesc
10 8HLinkUA9Melinkua_sc
11 BOLinkUgedshlinkuesc
12 81-1LinkUA9:bblinkua_sc
11 31-1LinkUACsibli1:nlma sc
14 81-1LinkUACOthlinkua sc
15 BOLinkUA.ibtlinkua sc

‘ 15 8HLinkUlteibhlintutsc

• 1111 1011 Link uA - Diagnostics X 

g->erä 

■ 

C)4 e 

Network 

Security 

Drag 8 Drop 

• Display Name 

StatusCurrentT me 
StatusSetP Pot 
Statu ;Temperature 
Temperature 
Tem peratu reSetP oi nt 
Tim eStampCurrentT me 
Tim eStampSetPoint 
Tim eSta mpTemperatu re 

CurrentT meStatus 
CurrentT m e_Tirn eSta mp 
SetP ointStatus 
Temperature 
Tem peratu reSetP oi nt 
TemperatureSetPointT meStam p 
TemperatureStatus 
TemperatureTimeStam p 

Node Id 

NSetringlISH Link UASottPLG-18H einkLJAProqramseeteberveretatusCurrentOme 
NSeiring' lel Link UASoftPLC-113H-Link-UA.PromainseataEsServer.StatusSelPoint 
NS4IStringleH Link LJA.SoftPLC-13H-LinkeA.ProgramseateEsServeretatusTemperature 
NSetrinql IBH Link U&SottPLC-111H-Link-UA.Programs.DeiteaSerier.Temperature 
NS4IStringleH Link LJA.SoftPLC-13H-LinkeA.ProgramseeteEsServer.TemperatureSettelm 
NSetringlIBH Link UASoftPLC-111HeinOUA.Procparnseete&Semer.limeStameurrentlime 
N8.41Stri ngl 1311 Link LJA.ScePLC-leenkeA.ProgramseataEsServer.TimeStampSetPant 
N541StrtnglIBH Link UASoftPLC-111HeinOUA.PromarnsealsErServer.limeStamplemperature 

Dalalype Source limalamp Server Ommtamp Statuscode 

Ulne32 
Ulnt32 
Ulnt32 
Haat 
FIOM 
Dmelime 
Datelime 
Dmelime 

UML32 
Ulnt32 
UML32 
Float 
Float 
UML32 
Uint32 
Ulnt32 

0 
0 
0 
59.9921 
60 
2020-10-28T16:49:06, 357Z 
2020-10-28T16:49:06.7127 
2020-10-28116:49:05.7827 

17.3032.036 17.3862.920 Good 
17i3340.120 173840.923 Good 
17:3042E10 17:3043.674 Good 
17:3301.563 17:33:01.014 Good 
17:3048.0.0 17:3808.925 Good 
17:3101363 17:31-01.814 Good 
1733:01.563 17:31-01.814 Good 
17:3301363 17:31-01.814 Good 

1731:25.871 
17:33:01.563 
1731:31077 
173301.563 
1731:35.415 
17:33:01.563 
1731:38.825 
17:31-01.563 

Valu e 

0 
60547515 
0 
15.5511 
15.5556 
60546782 
0 
60546782 

NSetri ngl ei Link UkSoTtPLG-18HeinkLJAProqrarnsealue1meStatu1GurrentTimeStatus 
eetri ng1181-1 Lie UASoftPLC-IBH-Link-UA.Proqrams.VslueTmeStatus.CurrentOme _TimeSt.minn 
NSetri ngl ei Link UkSoTtPLG-18HeinkLJAProcparnsealue1meStatusgetRanteatus 
eetri ng1181-1 Lie UASoftPLC-113H-Link-UA.Prerams.ValueTimeStatus.Temperature 
NSetring1113H Link LIA.SoftPLC-13H-LinkeA.Programs.ValueeneStatus.TempemtureetPoint 
NSetegel-1 Link LJASoftPLC-111Heint-UA.Proqrarns.ValueTimeStatm.TemperatureSetPointOmeStamp 
NSetring1113H Link LIA.SetPLC-ISH-LinkeA.Programs.ValueeneStatus.TempemtureStatus 
145.41S3ringlIBH Link U&SottPLC-111H-Lint-UA.Programs.ValuelimeStadus.TemperatureTimeStamp 

0 Ali 1 0.0.13.89ft_sallagliSeleW 

Controller diagnostics 

ID C onnection na me 

0 1-2 87conne2ion_2 
Certificates connect ion

Time settings Clear diagnos 

Opiagnostics J 

OY 18H Link SoftPLC 

Network 

Security 

Certificates 

Time settings 

System 

SoftPLC 

Logou Update password 

Client diagnosti 

Address 

127.0.0.1:102 28 10.2020 16:27:57 PLC 0

10.0.13.11:102 28 10.2020 16:27:57 PLC 0

Network diegnostics System Log 

Time 

17:31:26.477 
17:31-01.814 
17:31:31.977 
17:3101019 
17:31:35.980 
17:31-01.814 
17:3139.482 
173101.814 

Good 
Good 
Good 
Good 
Good 
Good 
Good 
Good 

Datatype 1 

nt32 
nt32 

111 nt32 
Float 
Float 
DateT me 
DateT me 
DateT me 

nt32 
111 nt32 
111 nt32 
Float 
Float 
UI nt32 
UI nt32 
UI n132 

Display Name 

StatusGurrentTime 
StatusSetPmM 
StatusTempemture 
Temperature 
Tem peratu reSetPoint 
limeStampCurrentene 
TimeStampgee eint 
limeStampTemperature 

Gurrentbmehatus 
CurrenteneTeeStamp 
SetPointeatus 
Temperature 
Tern peratureSetPoint 
TemperatureSetPointTimeStarnp 
Tern peratureStatus 
TemperatureTimeStarnp 

1 

1115 1:13 0 0 E 

Connection established (6807 611-49300-0787) 

Connection esta blished (6897 418-38805-0ABO) 

- 

0 0 10.07 3.89/?_=/softplc 1115 IM 0 0 

SoftPLC Stet 

41 Good 

41 Good 

41 Good 

L51 

CIM 
Reed ns=4;5-87-400-station_1.cPu 416-3 PI/DP.GlabalVarS.Temperatun3_,AirCondl P0DB10.DBX0.0 REAL 1 500 

Reed ns=4;,87-400-station_1.cPu 416-3 prop.cioboiyars.tomperatun3SetPoint_AirCondl P90810.013044 REAL 1 500 

Reed ns=4. 9-97-400-station 1.CPU 416-3 PII/DP.Prograrns.CurrentTime.CLirrentTime AirCond P00810.DBX24.0 BYTE 8 500 

PLC Variable Sampling Intervall 
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IBH Link UA diagnosis and SoftPLC displays 

The established connections are displayed in the diagnosis browser 

window. In the example without errors.

In the browser window SoftPLC / SoftPLC connections the 

established connections are displayed with additional information.



UA [SIMATIC PC station] t SoftPLC-113H-Link-UA [ViinAC RTX] Viatch and [orte fahles %Match fable _1 

.1

Lle A A e 7 
1 I P.Y

I "ValueTirneStans4TernperatureTirneStarnp er%17135.DBDO TIME_OF_DAY TOD817220,27 107

2 "ValueTimeStatus'.TemperatureSetPointTimeStemp %12135.121304 TIME_OF_DAY TOD817:20127.107

"ValueTImeStatu2'.CurrentTune_TuneSterry %D135.DBD8 TIME_OF_DAY TOD#17:20:27.696

4 "ValueTImeStatu2'.Teroperature %D135.DBD12 Floating-polot number 15.55693

5 "ValueTimeStatus4TernperatureSerPoint MI35.05016 Floating-point nurnber 15.55556

6 "ValueTimeStatus4TemperatureStatus %0135.0131220 Hex 1680000_0000

7 "ValueTimeStatus'.3etPointStatus M2512024 Hex 1680000_0000

8 "ValueTImeStatu2'.CurrentTuneStatus M25.013028 Hex 1E40000_0000

9 "DataExServeC.Temperature %DB10.DBDO Floating-point nurnber 60.00248

10 "DenExServer4TeroperebreSerPoint %DB10.0504 Floating-point nurnber 60.0

11 "DataExServer'rfirneStampTemperature P#081 0.08X8.0 DATE_AN D_TI M DT#2020-10-28-172202274 07

12 "DataExServer'.Tme3tampSetPoInt P*DB10.013X16.0 DATE_AND_TIME DT*20204 0-284 7:20:27.107

13 "DataExServer'.TImeStaropCurrentTune P2D1510.DBX24.0 DATE_AND_TIME DT220204 0-28-17:20:27.341

14 "DenExServer4StatusTemperature %Ui 0.DBD32 Hex 1680000_0000

15 "DenExServer4StatusTemperature %Ui 0.DBD32 Hex 16#0000_0000

16 "DataExServer'.StatusCurrentTime M210.06040 Hex 16#0000_0000

• 1131-1LInk uA OPC Cher, X 

C) e 

• 
etwork 

Security 
1=6) 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

ÖPC Chent 

Diagnostics 

MQTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockweg 

MicroSD 

10.0.13.89/?_, /opc_chen1 

Logou 

Connectetl Servers 

Update pas 

210 

\ m 0 0 
single-core 

Status 

340.10 00000000, 5E444,14 

b urn,TI-VELLOW:UnfiedAutomaton:UaServerCpp (opetcp://TTI-VELLOW:48010) • Good (0000000000) SecurItyPolley.one 

Add Server Add varlable ead Connect varlable (  11 Upload Cent en_ configuratIon Download Cent en_ configuratIon 

te I e g 

111111111111softec 
1131-2.0 corn Cordact W1k1 

rom the sele ed 

Connectetl Servers 

v b urn:.1Inkua_se:11.softec:I.LInkUA (opetcp://.11nkua_se:48010) h
Mew. 

e Obje. 

>0 Serrer 

0 FM, 

• 0 eloeus 

▪ 0ere
0 PL. 

[.0 Sz.LC.1-1-LInk-I, 1 
•ö iarnanUu 

«benalnurnear 

4115oftware4e4son 

PrO9S3Sne 

0su
DI_USE. 

> 0 DBUSEN,call 

• OataExServer 

✓ ValueTneStatus 

•11TemperatureSetPolnITImeStamp 

•I1CurrentTne_TneStamp 

Temperature 

611TemperatureSetPol, 

611TemperatureStatus 

▪ setPontstatus 

▪ currentTnestatus 

• Tasks 

•IlDevIcellealth 

•0 CPU 416-3 PN/DP 

• 0 4011 

• DevIceSet 

• 0 chent 

0 Types 

8081, Irderval [rns] 

Queue slze 

Diaar, 8)4890 0 

abtype °Nanable U10832 

BH Link UA 

< <m>.'hEIN22
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Online display SoftPLC-Link-UA [WinAC RTX] - Watch table_1 

The transferred or converted values are displayed. 

The values of DB10 (DataExServer) were transferred with the help 

of USEND. The values of DB5 (ValueTimeStatus) are converted 

values and will be made available to the CPU 416-3 PN / DP with the 

next steps.

3.5.4 Add read variable 

The variables provided in the SoftPLC (OPC server variable) of the 

data block ValueTimeStatus [DB 5] are selected as read variables.

SoftPLC-IBH-Link-UA [WinAC RTX] ] → Add read variable



KW IBH Link UA - OPC Client X 

®- et 

Network 

Security 

Certificat 

Time settings 

System 

Users 

P 10.0.13.89/?_=/opc_client ter 

• e3 
merk 

Siemens siots 

History 

OPC Client-) 

Diagnostics 

MQTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

Connected Servers 

Logout1 Update password 

urn:ibhlinkua_sc:IBF-Isoftec:IBHUnkUA (opctcp://ibhlinkua sc:48010) 

III \ CD 0 0 E 

single-co 

1 IBH Link UA.SoftPLC-IBH-Link-UA.Programs.ValueTimeStatus.TemperatureTwneStamp 

Status 

• Good 

► ®IBH Link UA.SoftPLC-1BH-Link-UA.Programs.ValueTimeStatus.TemperatureSetPointrimeStamp 

►®IBH Link UA.SoftPLC-IBH-Link-UA.Programs.ValueTimeStatus.CurrentTime_TimeStamp 

► esti IBH Link UA.SoftPLC-IBH-Link-UA.Programs.ValueTimeStatus.Temperature select one after anoth 

►esti IBH Link UA.SoftPLC-IBH-Link-UA.Programs.ValueTimeStatus.TemperatureSetPoint 

>es IBH Link UA.SoftPLC-IBH-Link-UA.Programs.ValueTimeStatus.TemperatureStatus 

> IBH Link UA.SoftPLC-IBH-Link-UA.Programs.ValueTimeStatus.SetPointStatus 

► ®IBH Link UA.SoftPLC-IBH-Link-UA.Programs.ValueTimeStatus.CurrentTimeStatus 

urn:TFI-YELLOW:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-YELLOW:48011) • Good 

Add Server I Add variable to read 1 Connect variable 1 x 1 01 e 1 Upload dient XML configuration 1 

dick Download client XML configuration Delete client configuration 

Connect variable from the source server to the destination variable 

Select variable to write x 

Connected Servers 

• urn:ibhlinkua_sc:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010) 

ti21 Views 

• EZ Objects 

► ED Server 
► Stations 

• ei PLCs 

.e SoftPLC-IBH-Link-UA 

Ö CPU 416-3 PN/DP3 

«DeviceManual 

«DeviceRevision 

111111111111sol 
wwwibhsoflec.com Con 

• SerialNumber 

• SoftwareRevision 

e e Programs 1 
SupportedTypes 

• Lt DataWinAC 

«Temperature 

«TemperatureSetPoint 

«TimeStampSetPoint 

€23 CurrentTime_TimeStamp 

4E StatusTemperature 

EE StatusSetPoint 

«CurrentTimeStatus 

► CurrentTime 

.e Tasks 
«DeviceHealth 

.e ParameterSet 

► GlobalVars 
► Slots 

► ett DeviceSet 

► ei Client 

.e Types 

► urn:TTI-YELLOW:UnifiedAutomation:UaServerCpp (opc.tcp://T1-1-YELLOW:48010) 

Variable to read 

Datatype Ulnt32 

Field index range (Format 1 or 2:3) : 

select one after another 

Variable to write 

Datatype : Ulnt32 

Field index range (Format 1 or 2:3) : 

1131111111111M 

Cancel 
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Inserted read variables / Connect to variables to be written to 

The variables provided by the SoftPLC (OPC server variable) from 

the data block ValueTimeStatus [DB 5] are connected to the data of 

the data block DataWinAC [DB22] of the CPU 416-3 PN/DP.



• IQ ICH OPCClien 

C) e 

Network 
Security 
Certificates 
Time setting. 
System 
Users 
Siemens slots 
History 
OPC Client) 
Diagnostics 
MQTT 
SoftPLC 
Modbus 
Mitsubishi 
Rockwell 
MicroSD 

— 3 

10.0.13.89/?_, /op3_cllent III \ CD 0 0 

Logou Update pasmo d 

Conne0,1 Servers 

b1-11m1u3_1[ 1111o, 5C:48110) 

IBH Lin 

1,,,JIBH Lu 

15 IBh 

IBH Lin 

13 ICH I, 

15 IBh 

IBH Lln• 

13 ICH I, 

15 IBh 

IBH Lln• 

TUICH I, 

15 IBh 

IBH Lln• 

TUICH I, 

15 IBh 

IBH Lln• 

9.o,k Programs ValuenrneStatus TemperatureTneStamp TImeStamp 

kPLC-IBH-L Program ValuenrneStatus remperatureTneStamp Status 

•-tr. 10PC te //ehlInku.asc:48010) 57-400-stabon_l CPU 416-3 PN/DP Programs 

• • k Programs ValuellmeStatustenperatureSetPomnmeStamp 

...ottPLC•18,LInk.r....A Programs MalueTneStatus TemperaturesetPolnITImeStamp TImeStamp 

SottPLC•18.1.LInk......A Programs MalueTneStatus TemperaturesetPolnITImestamp Status 

a_sc 181-Isottec IBNLIM.» lopc ttplehlmku.3_sc 48010) 57-400-stabon_l CPU 416-3 PN/DP Programs 

•tPLC•113.1.LInk.trA Prograrns VblueTneStatusLurrennme TImeStamj 

SottPLC•113.1.LInk.trA Prograrns ValueTneStatus currentTne_TImeStamp TImeStamp 

SottPLC•113.1.LInk.5A Programs ValueTneStatus CurrentTne_TImestamp Status 

a_sc 18Hsottec 18.1LinkUA (opc tels //1131,1mkua_sc 48010) S7-400-Stabon_l CPU 416-3 PN/DP Programs 

•IPLC•18.1.LInk.......4➢Pro grams ItlueTnestatusiTerHserature 

SottPLC•18.1.LInk.r.e.Programs valueTneStatus Temperature TImeStamp 

SottPLC•113.1.LInk.trA Programs MalueTnestatus Temperature Status 

a_sc 181-Isottec IBNLIM.» lopc.tcp://11ahlmku.3_sc 48010) 57-400-stabon_l CPU 416-3 PN/DP Programs 

•IPLC•113.1.LInk.trA Programs MaluellmeStatustrenperatureSetPomt)

SottPLC•18.1.LInk......A.Programs ValueTneStatus TemperaturesetPolnITImeStamp 

SottPLC•113.1.LInk..M.Programs ValueTneStatus remperaturesetPomt Status 

a_sc 18Hsottec 18.1LinkUA (opc tels //1131,1mkua_sc 48010) S7-400-Stabon_l CPU 416-3 PN/DP Programs 

•IPLC•113.1.LInk.trA Programs3klueTneStatutenperatureStatus)

SottPLC•113.1.LInk.trA Prograrns ValueTneStatus TemperatureStatus TImeStamp 

- ottPLC•113.1.LInk.trA Programs ValueTneStatus remperatureStatus Status 

single-

Status 

Good 10 000000001 SecurItyPoll, 

L.• • 131, • . • ILH.S.Ofte,C:10.1-1LInkUA (Opc.tcp://b1,1Inkua_sc:48010).57-400-stabon_l•CPU 416-3 PN/DP.Programs. 

TUICH I, • • -IBH grams ItlueTneStatusiSetPomtStatus 1 
15 IBh i oftPLC-;M.LInk...A.Prograrns•ValueTneStatus•SetPoIntStatus.TImeStamp 

LInv vn.aaftPLC-101-1.L.,,A.Prograrns,lue-nrneStatus.SetPoIntStatus.Status 

Urn,1131,1InkUa_SC:1131-Isoftec:IBHLInkl.A (opc.tcp://11ahlmku.3_se:48010).S7 400 statIon_l•CPU 4153 PN/DP.Programs. 

• ,..3 ICH Link U.A.SoftPLC-IBH-LInk...M.Prograrns..ValUellnleStatusiCurrentTneStatus1 

• IBH Link U.A.SoftPLG-ICH-Unk.UA.Proprams.ValUeTneStatus.GurrennmeStatus.TImeStamp 

IBH Link U.A.SoftPLC-IBH-LInk-U.A.Prograrns•ValueTneStatus•CurrentTneStatus.Status 

urn:1131-11Inkua_sc:IBHsoftec:IBHLinkU5 (Opc.tcp://b1,1Inkua_sc:48010).57-400-stabon_l•CPU 416-3 PN/DP.Programs. 

urn:TTI-VELLOW:UnIfied•AutomatIon:VaServerCu. (ope.tcp://TTI-YELLOW:9-8010) 0 Good 

DataWInLITImeStampTemperatrel 

DataWInLC[TImeStampSetPoInt ) 

DataWInLC[CurrenITIme_TImeStamp] 

DataWInLCITemperaturel 

DataWInLCLernperatureSetPolnj 

DataW1nLC[StatusTemperature) 

sSetPoint1 

DataWInLICurrentTneStatus 

105000000001 SecuntyPollcy#None 

Add Server Add varlable read Connect varlablel e Upload Cent XlvIL configuratIon Download Cent XlvIL configuratIon 

111111111111softec 
wrvvi Ihsoftee com Contact W1k1 

Delete Cent configuratIon 

IBH Link UA 

UA 

File 4fiew Server Document Settng5 Heip 

DIWHOOD X 2,1 D X
Da. A¢e View 0

Pme, Server Noch Id Display Name Value Dalatype Source limo-lamp Server limo-lamp Statuscode

NS41StrinalS7-400-... CIAneutrumeSt.alus o Uln.132 195207234 195207.046 Good
16HUMUA0ibtlinkua_sc 81-ILInk0A100311... N54lString137-400-... Currentrune_limeStamp 68005615 01n532 195326.642 lesees 750 Good

onk
81-11,1e0A0ibh.., N5415trum157-400-... 

N541String151-400-...
StatusSetPoint 
StatusTemperature

o 
0

DInt.32 
Ulnt32

195211286 
195213.193

165212.198 
195213.048

Good 
Good

Data Arrest Vier NS419rmg1S7-400.... 
NS0String157-400...

Temperature 
TemperatureSelPoint

15.5569 
15.5556

[bat 
Float

195326.642 
165219038

195326.750 
195218.608

Good 
Good

gas 9 81-11,11‘1.1.40ibh... N341Strmg15]-400-... TrmeStarnpSetPomt 63004735 1.11,32 195126.642 165326.750 Good

Na4:0 
131-11,k0A.00311... 1.54155450157-400-... limeStampTemperature 68004785 1.1Int32 1953126.642 195326.750 Good

Root 

Objekts 

) A, Gere 

> A DevmeSet 

> 4 morr
Display Name Value Datatype Source TImestamp

4 Modbus Current-hmeStatus 0 nt32 19:52:07.234
PLCs Current-hme_TrneStamp 63123624 nt32 19k 55c24.823
ilUz.1141610N/DIF StatusSetPoint 0 nt32 19t 52:11.236

0 DMcel.-1.n 
Devi.cer00.00

StatusTemperature 0 19k52:13.193
0 Dericeltevmon Temperature 15.5569 Flogt 19t 55:24.223

> b GlobalVars TemperatureSetPoint 15.5556 Flogt 19k 52:19033
0 NardwareRevision TIrneStampSetPoint 63122222 nt32 19:55:24.223
• Malmriadwer 
• Model TIrneStampTemperature 63122222 nt32 19t55c24.223

> Pammete,set

Drag 8 Drop 

e, Irre 

DataVVinLC 

6« CurrentlimeStatm •••• 

> • Currentlime_TmeStamp 

> • StatmSetPoint

> • StatugTemperature 68 Server Node Id

> • Temperature 1 CH Lin 41.1415111111m1,11sc P541Stnng151-400-Stabon 1.CP1.1 416-3 PN/DP.Prog rarns.DatalrYin LC.Currentrl rneStatus
> • TemperatureSetPomt 2 81-1LinkLJAIDMIllmkuasc N541Strum15]-400-Stabon1 .CPU 416-3 PN/DP.Prog rarns.ClataWinLC.CurrentrIrrmTrrneStarnp.
> • limeStampSet0omt 3 81-1LinkLJAIDMIllmkuasc 195415-tnng151-400-Staborl 1.CP1.1 416-3 PN/DP.Prog rarns.ClataWinLC.StatusSetPmnt

rn limeSta m pTemperature 4 61-1Lin6040 Mh lin ku 0 51 195415-trum157.-400-Station1 .CPU 416-3 PN/DP.Prog rams.ClataWinLC.Statuslemperature

> Ö Suppodedrypes 5 6HLinkUAOlibhlinkuasc 195415-tnng15]-400-Staborl 1.CP1.1 416-3 PN/DP.Prog rarns.ClatalNinLC.Tern perakure

• RevisionCounter
6 OHLinkLIAID Mh lin ku 0 51 NS41Strum15]-41:0-Station 1.CPU 416-3 PN/D.P.Prog rams.ClataWinLC.TemperatureSetPoint

SerialNumber
6HLinkUAOlibhlinkuasc NS41StrIng151-400-StatIon 1.CP1.1 416-3 PN/DP.Prog rarns.ClataWinLC.TmeStampSetPoint

• Sottwarelievision
61-1Link1.1154M11 Iinkuasc NS415-trIng157-400-Station_1 .CPU 416-3 PWCP.Prog rarns.ClataWinC.TuneStampTernperature

> 4 Tasts 

> 4 SoltPLC-16H-Link-LJA 

)A Server 

Ö ebb la Skations 

) Typen 

ö Views 
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Inserted connection with variables

UaExpert – Program Window – 

In the UaExpert program window, the values of the OPC tags 

(Daten_von_WinAC RTX [DB10] - the CPU 416-3 PN / DP) are 

displayed under Data Access View.



, 1 3 

WinLA RTX TIA16e ► CPU 416-3 PN1DP [CPU 416-3 PN1DP) ► Prograrn blocks ► DataWinLA IDB221 B X 

e 1 Keep actual values 

DataWinLA 

Name —I Data type 

1 0 Static

Snapshot 

Offset

e, Co ►py snapshots to startvalues 6. Gt. —• 

Start value Monitor value Comment—

2 0 • Temperature Real 0.0 0.0 15.55404 Actual temperature value

3 0 • Temp eratureSetPoint Real 4.0 0.0 15.55556 Set pointtemperature value

4 0 • TimeStampTemperature Time_Of_Day 8.0 TOD#00:00:00 TOD#1 8257206.873 Actual temperature Time Stamp

5 0 • TimeStampSetPoint Time_Of_Day 12.0 TOD#00:00:00 TOD#1 8257206.873 Set pointtemperature Time Stamp

6 0 • CurrentTime_TimeStamp Time_Of_Day 16.0 TOD#00200:00 TOD#1 8257207.657 Current Time Time Stamp

7 0 • StatusTemperature DWord 20.0 16#0 1 6#0000_0000 Status Temperature

8 0 • StatusSetPoint DWord 24.0 16#0 1 6#0000_0000 Status Set Point Temperature

9 0 • CurrentTimeStatus DWord 28.0 16#0 1 6#0000_0000 Current Time Status

...6e ► 

e

CPU 416-3 Pri/DP [CPU 416-3 PRLIDP1 

99,

Name

I> %Match and forte tables ► liAiatch table_l X

ler 

IAddress Display formst 4Ionitor value

"D ateNinLC".Curre ntTime_Tim eSta m p %01322.DBD16 TIME_OF_DAY TOD#1 9203221.726

2 "DateilinLC".TimeStampSetPoint %D1322.DBD12 TIME_OF_DAY TOD#1 9!03!21 .235

3 "DataWinLC".TimeStampTemperature %1D1322.DBD8 TIME_OF_DAY TOD#1 9203221.235

4 "DataliblinLC.Tempereture %DB22.DBDO Floating-point number 15.54247

5 "DataWinLC".Temperature5etPoint %D1322.DED4 Floating-point number 15.55556

6 "D n LC.Statu sSetPo int %.6022.DBD24 Hex 16#0000_0004

7 "DataWinLC".Temperature %DB22.DBDO Floating-point number 15.54247

8 "DataliVinLC".CurrentTime5tatus %D1322.DBD28 Hex Q2/00000_0001
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Online display CPU 416-3 PN / DP 

The variables provided by the data block ValueTimeStatus [DB 5] of 

the SoftPLC-Link-UA [WinAC RTX] (OPC server variable) are 

displayed in the CPU 416-3 PN / DP.

CPU 416-3 PN / DP – data block DataWinAC [DB22]

CPU 416-3 PN / DP – Watch table_1



••.

• 

eie8

1 
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4 IBH Link UA – Connection of a CPU 312

The following example shows the creation of a project with the TIA 

Portal connecting a CPU 312 (6ES7 312-1AE13-0AB0) with the IBH 

Link UA using as an Ethernet connection the IBH Link S7++.

IBH Link S7++ 

The IBH Link S7++ is an Ethernet converter. The 

protocol used is the usual standard TCP/IP. All the 

advantages of Ethernet are thus without any 

problems to the user.

The use of SimaticNet as well as the use of  

CP communication processors are neither 

necessary on the PC nor on the PLC side.

4.1 Counter level – Configuration with the TIA Portal

Example: Counter level 

The prepared example project CPU 300 TIA16e is 

identical to the program Counter, as described in 

chapter 1. The counter counts until MaxValue is 

reached and counts down until the MinValue is reached.

The SIEMENS PLC programming systems TIA Portal V16 is used to 

create the network configuration.

TTI   Trans Tech International© 2021 

IBH Link UA - configuration with the TIA Portal 

S7-300 and S7-400 controllers that do not have an Ethernet 

connection can be connected to the IBH Link UA via the 

IBH Link UA   Training

IBH Link S7 ++ or the IBH Link S7 ++ HS.



IBH Link S7++ 

CPU 312 
PAPI-Acklress 2 

MP1-BUS 

S7-412-2 PN 
PAPI-Address 1 I) 

IP-Alldress: 
192.16.3.1.12 

Representative 
in the project 

Ethernet-Bus 

IBHLink UA 
IP-Adclress: 
192.163.1.14 

I 1 
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The routing mode must be activated in the IBH Link S7 ++. This 

mode is available from firmware version 2.142. In this mode, 

unconfigured connections via RFC1006 are no longer possible! 

Connections via the IBHNet driver continue to work.

4.1.1 Configuration of the IBH Link S7 ++ (Routing mode) 

In the STEP 7 example, the S7 CPU 312 is to be routed via the IBH 

Link S7 ++ and connected to the IBH Link UA. 

The IBH Link S7 ++ must be configured for this.

After starting Manage IBHNet Stations, the IBH 

Network Settings dialog box opens. Click the 

IBH Link S7 button to open the IBH Links in the 

local network dialog box.

Note: 

The CPU S7-412-2 PN provides the Routing Service and is available in 

the hardware catalog of the TIA Portal and Step 7 (Simatic Manager). 

The firmware of the IBH Link S7 ++ emulates the Routing capabilities of 

the CPU S7-412-2 PN (6ES7 412-2EK06-0AB0 V6.0). 

The following properties are available (compatible with 

CPU S7-412-2 PN):

Interfaces / Bus type Protocols

1x MPI/PR0FIBUS DP MPI/PR0FIBUS

1x PROFINET (1 Port) ISO-on-TCP (RFC1006)



P

IBH Network settings X 

File Station3 IBH Links Options Help 
Station:  

Station Name 1 Address 
CPU 312 - IBH Link S7-k+ 10.0.1392 

IBHLin ks in the Focal network 

r Found IBHLinks: 

MAC Address Type 1 Serial Number IP Address
50-20-F4-15A8-07 IBH LNKUA 10331 10.0.13.89 

merk 

Station name Firmware 

IBHLink settings - 00025208 MAC: 00-02-A2-21-55-C13 X 

r Configuration via Router 

dick

I MPL/Profibus 1 Iirne synchronisation 1 

—Address settings:

Firmware 1 Diagnosli 1 >1

OK Settings
Network name: IBH Link S7++

Settings 
ISearch and configure IBH Link 37, Plus, 37++ and S7++

IP-Address: 10 0 . 13 . 92 static
dick Ne HS devices. S ubnet mask: 255 . 255 . 255 . 0 r DHCP

101-1 Link S7 I IBH Link S5 IBH Link 95-14 Language Gatev.,ay: 192 . 168 . 1 . 1
C' Boot-P

Close I Version: 1.65 Help
r IBHN et port (Port 1099 is always active): I -

IBHLink

The IBHLink behaves Ilke a PLC, that accepts projected 
connections. 
Unprojected connections via RF C1006 are not po ss ib I e with 
this option checke d. 

IBH Link 

confirm 

OK 

.6. The configuration has been down load e dl to the !BHlink.. 
Select 'Yes' to restart the adapter. 
If 'No is seleded, the IBHLink needs to be disconnected 
and re-connected to save the settings permanently 

confirm 

Yes No 

—Authentification 

Llsername: 

Password: 

Options 

P !Configuration with NetPro,TIA 

or PLC to PLC corrirn uni c ati o ns, a NetPro configuration 
can be downloaded into the IBH Link. Details can be 
found in the documentation. 

ladmin 

Change password I 

dick 
lhe settings will be saved in the IBH Links internal 
flash mernoiy and are ICept atter a power cycle. 

Save permanently 11 Reboot Cancel 

IBHLink settings - 00025208 MAC: 00-02-A2-21-56-CB X 

MPI/Profibus 1 Time synchronisation 1 Firmware 

Network status / Diagnostics 

Test I IUelist OK 

GED 
Station address. 

Bus parameters: 
Baudrate: 187.5 kBit/s 
Tslot_Init: 100 
Max. Tsdr: 60 
Min. Tsdr: 12 
Tset: 1 
Tru n 

Diagnostics Station 2_12_1 

Testing will attempt to establish a network connection to 
the IBH Link and read the current settings. 

Bus Nodes—McPIPAUM312ress—  I MB H LAI nd cilc rSe71 
s 

A 

v 

0 1 *3 4 5 6 7 8 9 1 1 12 13 14 15 16 17 18 19
u rrFirrrrrrr ,rrrrrrrrr 

20 rrrrrrrrrrrrrrrrrrrr 
40 rrrrrrrrrrrrrrrrrrrr 
60 rrrrrrrrrrrrrrrrrrrr 
80 rrrrrrrrrrrrrrrrrrrr 
loorrrrrrrrrrrrrrrrrrrr 
12orrrrrrr Key 

r S:ation passive 
Read 

i iHck 

S:ation active 
r,  S:ation active ready 

A lifelist of all connected nodes an the bus will be read. 

Save pegmanently I Reboot I Cancel I 
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Configuration of the IBH Link S7++ 

To set the properties of the IBHNet station follow the screen shots.  

Activate Configuration with NetPro in the dialog box Properties 

IBHLink/Network/Routing Options.

IBH Link S7++ MPI addresses

The setting made must be 

permanently adopted in the 

IBH Link S7 ++.



IBH Network settings X 

File Stations IBH Links Options Help 
—Station: Language 

Station Name 
loT S5., 1 
loT S7,- 1 
loT $7++ 2 
PLC 416-VM1 
PLC 416-VM2 

Settings. 

New station 

IBH Link S7 

Close 

Diagnostics 

Test and Settingsw, I 
vd.erzo'-' 

Test and Setup X 

— Test functions 

Set PG/PC interface 

Diagnostics 

Selected stations for STEP®7 

MPI (open select ikv

loT PLC 416 

loT 57++2 
PLC 416-VM1 
PLC 416-VM2 

Profibus 

If the IBHNet station can't be chosen over Set PG/PC 
Interface, like it is in the TIA, or due to lacking user rights, 
the IBHNet station can be chosen in this dialog. 

Accept 
Aelconfirm>

Cancel 

Default ta r table 

Name

41:11 Tags 11 User constants 

Data type Address

sp System constants 

Comment

1 413 CounterON Bool 3 %Nm E start counting

2 413 Max Bool %M2.0 Maximum reached

3 413 Min Bool %M2.1 Minimum reached

4 413 IsCounting Bool %M2.2 Counting control ON
5 413 Down Bool %M2.5 down counting

6 413 Up Bool %M2.6 up counting

7 413 Value Int %MW12 Counter value
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4.1.2 Selecting the IBH Link S7++ 

The TIA Portal programming environment does not have a dialog to 

select different IBH Link S7++. If two or more IBH Link S7++ are in 

the subnet, the selection must be performed using the IBH Network 

Settings dialog box.

By clicking the Accept button, the IBHNet driver is given the IP 

address. The TIA Portal, therefore, only has access to the assigned 

CPU via the IBH Link S7++.

4.2 TIA example: IBH Link UA - S7-312 routed via IBH 
Link S7 ++

PLC tags / Default tag table



CPU 300 TIA16e l• S7-300 [CPU 312] 

57-300 [CPU 312] 

CPU312 

Topology view • Network view py Device view 

- UV' 2.J El: Co 

r Change device 

Migrate to S7-1500 
. C 

Go to network view 

Compile Hardware and software (only changesl 

Download to device Hardware (only changes) Ella3 
Go online 

je Go offline 

10 

CtrIsK. Hardware (rebuild all) 

Software (onlychanges) 

Software (rebuild all) 
31. Export module labeling strips... 

Software (reset memory reseive) 
Properties AltsEnter 

CPU 300 TIA16 0 [CP —0Bx 

57 300 [CPU 312] 

1 1 
CPU312 

c;"." 
rE 

El 

e Topology view • Network view 
MINE 

gi7M21) 

Change device 

Migrate to S7-1500 

Go to network view 

Compile 

Download to device 

0 Go online 
• Go offline 

Export module labeling strips... 

Properties Alt+Enter 

Ctrl+K. 

10 11 

Device view 

Hardware and software (only chang es) 

Hardware configuration 
Software (only changes) 
Software (all) 

E1/213 

xten.e. own oa o ewce X 

Configured access nodes of "S7-300" 

Device Devicetype

S7-300 
siot— Interfacetype 

MPI 

Address Subnet 

CPU 312 2 X1 2 MI9_1 

Type of the PG/PC interface: ,MPI

PG/PC interface: IBHNet 

Connection to interface/subnet: 4MPI_1

st gateway: 

Select target device: 

Device ,Devicetype Interfacetype 

MPI 

r 
Ad

Ac 

(open !seieof)iFi

e-e-
(open f aelec%," 

Show accessible devicesj 7. I 
Show devices with the same addresses 
Show all compatible devices 
Show accessible devices 

(cluck>.,
Start search 

Online status information: ri Display only error messages 

Load Cancel 
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4.2.1 Load program blocks and device configuration into the CPU 
(device)

Extended Download Dialog Box



51 

Configured access nodes of "37-300" 

Device Wevice type 

57-300 CPU 312 

Slot 

2 X1 

Type of the PG/PC interface: 

PG/PC interface: 

Compatible devices in target subnet: 

De...ice Devicetype Type 

— — MPI 

.own oa. to .evoce 

Flash LED 

Online status inforrnation: 

0 Scan completed. 1 devices found. 

Retrieving device information... 

Scan and information retrieval completed. 

Configured access nodes of "57-300" 

Device Device type 

57-300 CPU 312 

Interface type 

MPI 

I, MPI 

IBHNet 

Direct at stor 2 X1' 

Address 

2 

Subnet

MPI 1 

select 

must be deactivated 
Show all compatible devices ...) 

Address Target device 

Access address 

Slot Interfacetype 

2 X1 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

'I st gateway: 

Select target device: 

Device 

MPI 

MPI 

IBHNet • 

MPI_1 

Address

2 

Subnet

1419_1 

Show accessible devices 

Devicetype Interfacetype Address Target device 

37-300 WEEM IE 2
— — MPI Access ad dress 

0  Check before loading 

Target Message 

Connect S7-300 Rea dy for loading. 

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directlyto the 
internet must be appropriatelyprotected aga in st unauthorized 
access, e.g. byuse of firewalls and network segmentation. For 
more information a baut industrial security, please visit 
httpllywnvsiemens.comfindustria 'security 

111:3 

Start search 

ri Display only error messages 

click 

Stop modules The modules are stopped for downloading to device. 

Device configurati... Delete and replace system data in target 

Software Download software to device 

Load Cancel 

Action 

Stop all 

Download to device 

Consistent downloa d 

Refresh 
(tonfirm)

Finish Load Cancel 

Fir 

'X 
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Note TIA 13

In the TIA 13 portal, in the Advanced Loading dialog box, the Show 

all compatible devices option must be deactivated. Otherwise the 

TIA Portal would search for devices via PROFINET DCP but could 

not find any PROFINET devices.

A preview of the loading is displayed.



Lnad results X 

Status and aMione after downloading to device 

Status Tauget Massage 
LIy e - Connect 57-300 Downloading to device completed without error. 

Action 

rr I Start modules Start modules aber downloading to device. Start all 

(non wm)

Finish toad Cancel 

CPU 300 TIA16e k S7-300 [CPU 312] k Program Works CounterData [DB2] 

Keep actual values SB Snepshot 8%, Copy onepshets to starr values 

CounterData 

Name 

1. 53 Static

astertype Offset Start value

2 42 • Counting ON Beol g00 Iahe

3 rrrül • CounterValue Int 20

4 rrtU • MinValue Int 40 100

5 rrtU • 19a9Value Int 6.0 10000

Device name: 

) 

Controllers 

HMI 

B Open device vie 

a 
• contraers 

Lis.wic67-1200 
• SIMATC et-1500 

simmic Drive Controller 

I 1151MATC 57-900 

1151MATC 57400 

Cit CPU 
I CPU 412-1 

I CPU 412-2 DP 

CPU 412-2 Pri errevr 

6657412.211,07.0,30 

I ❑ CPU414.2 LP 

I 1 CPU414.3 DP 
I CrU 414.3 Pwor 

I rin CPU416.2 er 
CFU 416.3 D, 
CrU 4163 MOP 

I lial.1417-4 

I I eia 04E3 neue 

r ui CPU416,2 Dr 

[5 CFU 4166.3 PleDP 

I❑ Unspecilied CPU am 

r❑ SIMATIC ET200 CFU 

I5i De 

Devi 

1 

Article no 

Version: 

Description: 

Work rnernory 512103 code and 5.121,13 data, 
v.mimst, oo instructiont 41,6030.4 
connecoons, >DMan I >PN. capable of 
send.ng and r cemng m &etc d.i. e. senge: 
conscanc pul cycle cune and processm 
isochronous mode. rouong. d.i. recor r outmg. 
Cepable elm ocompuong. PROFIXET 1 
concroller. tu pons alliaT.PROFINET Interface 
and 2 pons.PROFINET CM. PROFINET C A pro, 
firmrareV.0 

Monitor value Cornment 

TRUE On I Off switch 1 

3616 Counter value 

100 minimum Counter value 

C0000 maximum Counter value 

Add new device 
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The counting can be checked online.

4.3 Insert IBHLink S7++ as CPU 412-2 PN into the 
project

The IBHLink S7++ is created in the TIA Portal as an S7-400 station 

and connected to the corresponding bus system (MPI or 

PROFIBUS).

The following module must be used as a representative for the 

IBHLink S7 ++:

• MLFB: 6ES7 412-2EK06-0AB0 V6.0 in rack 0, slot 2

Double-click Add new device to select 

the CPU 412.



-

CPU 300 TIA16e ► IBH Link S7-H- [CPU 412-2 PN] X 

e Topology view Network view 

) 1511 Link 57++ [CPU 412-2 Phil 

is inserted 

1 

UR-1_0 

2
Device view 

2 3 4 5 6 7 8 9 

rrrrrr+

118111818111818111118118111181u8k 

are catalog 

Options 

Catalog 

g Filter Profile: 

Reck 

• PS 

.• . 1-21 Standard 

EM: 

PS405 10A 

► [I PS 405 20A 

Eil PS405 4.1% 

[I PS 407 10A 

PS407 20A 

r- PS 407 4A 

[I • 6E57 407-0DA02-0.M0 

Re un ant 

CPU 

Master interface 

► BIM 
h J DI 
/ J DO 

Al 

► _Ja AO 

double-elick)

CPU 00 TIA1 6e 1811 Link S74-+ [CPU 412-2 PN[ —iläX 

1131-ILir 

UR1- 0 

IBH Link S7++ [CPU 412-2 PN] 

Topology view 
BHF 

40'
\`' C2113 

12--113 

4 5 6 7 8 9 10 11 12 

0 C) C) 0 0 0 0 
1322 LM LM LM LM LM LM LM LM 

1 

Network view 

13 14 15 16 17 18 

0 0 0 0 0
1222 LM 

100% 
1-9 

Device viewr 

Properties I  lInfo IJ Diagnostics 

General 10 tags System constants Texts 

General 

Catalog information 
Identification & Meinten. 

m 
General 

MPI address 

Time-of-day synchronizat on 

Diagnostics addresses 

PROFINET interface (X5) 

Startup 

Cycle 

Clock memory 

I Interrupts 

Diagnostics system 

► System diagnostics 

rk 

Time of day 

Retentive memory 

Memory 

Protection 

Web server 

Oveeview of addresses 

MPI/DP interface [KI] 
General 

Name:  

Cornrnent: 

MPI address 

Interface networked with 
(Subnetz MPL)

Add new subnot 

Parameters 

IBH Link 57-1-1- and CPU 412 must 
h ve the same MPI address 

MPIIDP interface_1 

Interface type: MPI 

Address: I 

Highest address: 

1 0 (entel.) 

31 

Transmission Speed: 1 87.5 kbps 

E_ 
F.-

(open f select its4

(open select 

Page  4-8 IBH Link UA – Connection of a CPU 312 Chapter 4

IBH Link UA   Training TTI   Trans Tech International© 2021

Insert power supply in IBHLink S7++

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7 ++)



CPU 300 TIA16e ► IBH Link S7-H- [CPU 412-2 Phil 

IBH Link S7++ [CPU 412-2 PNO 

UR1_0 

Topology view 

2 ,Er.umg± 

;)‹ craD* 
?' 

ügb Network view 

3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 

General 10 tags System constants Texts 

General 

Catalog information 

Identification & Meinten... 

MPI/DP interface [X1] 

General 

MPI address 

Time-of-day synchronization 

Diagnostics addresses 

• 
mark 

Startup 

Cycle 

Clock memory 

Interrupts 

Diagnostics system 

System diagnostics 

Time of day 

Retentive memory 

Memory 

Protection 

Web server 

Overview of addresses 

T 

> 100 .., 

(Eä Prop.lies 

PROFINET interface (X5)  

General 

Ethernet addresses 

Ehr Device view 

11414 Info II J Diagnostics 112MI 

LVarne: Ethernet Interface 1011 Unk 07.1.4. 

Comment: 

Interface networked with 

IP protocol 

(Subnet: 

mark 

P1,1/1E_1)

Add new subnet 

Set IP address in the project 

IP address: 

Subnet mask: 

Use router 

Router address: 

open 1 select 

IP-Address 
IBH Link 37«. 

10 . 0 . 13 . 92 J 

255 . 255 . 255 . 0 

0 0 

0 IP address is set directly at the device 

Project Edit View Insert Online Options Tools Window Help 

Saye Project I., X ei X ± P ± EP. y M Rr 

Project tree 

[Devices)

J CPU 300 TIA16e 

Add new device 

Devices & networks 

Fr.j. IBH Link S7++ [CPU 412-2 PN] 

Device configuration 

Y.] Online & diagnostics 

Program blockst 

iff Add new block 

Main [0131] 

• Technology objecl  ts 

e Extern& source Files 

• PLCtags 

PLC data types 

► Watch and force tables 

I. C4 Online backups 

Device proxy data 

.24 Program info 

Open 

Cut Ctrl+X 

Copy Ctri+C 
sTi Paste CtrI.V 

X Delete 

Rename EI113 

▪ PLC supervision s & alarr ie Print Preview-

2. PLC alarm text lists g Properties... 

• E -2- Local modules 

S7-300 [CPU 312] 

Del 

F2 

AIt+Enter 

L•• 
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Define the Ethernet interface of the CPU 412

Ethernet connection IBH Link S7++ to IBH Link UA.

Delete blocks (IBH Link S7 ++ / CPU 412) 

No blocks can be loaded into the 

IBH Link S7++. In the offline mode all PLC blocks of the IBH Link 

S7++ / CPU 412 must be deleted.



CPU 00 TIA1 6e IBI-1 Link S7-H- [CPU 412-2 RH 

Topology view 

IBH Link 57-1--, [CPU 412-2 PN] fEd 21 

UR1_0 

right dick 

Change device 

Migrate to 57-1500 

j Go to topologyview 

Go to networkview 

EICEEM MI 
Download to device 

0 Go online Ctrl+K 

Go offline 

AI 1 Online & diagnostics Ctrl 

_r› Export module labeling strips... 

▪ Properties Alt...Enter 

Network view Device view 

12 13 14 15 16 17 18 

Hardware and software (only changes) 

Hardware (only changes) 

Hardware (rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve 

RED 

CPU 300 TI A1 6e 1 181-1 Link S74-r. [CPU 412-2 PN[ _X 

IS  Topoi ogy view 

IBH Link 57-1--, (CPU 412-2 PN] 

1 

UR1_O 

ti‘ 

xten e own oa o device 

right dick 

Change device 

Migrate to 57-1500 

Go to topologyview 

Go to networkview 

Compile 

Download to device 

0 . Go online 

sji Go offline 

,5_1 Online 8i diagnostics 

Export module labeling strips... 

4 Properties Alt+Enter 

Ctrl+K 

Ctrl+D 

Configured access nodes of "IBH Link 57++" 

Device Device tvoe Slot Interface tvoe Address Subnet 

2-3, Network view Device viewj 

A 

12 13 14 15 16 17 18 

Hardware and software (only changes) 

Hardware contigu rati on 

Software (only changes) 

Software (all) 

'BW 

42111) 

IBH Link 57++ CPU 412-2 PN 

CPU 412-2 PN 

2 X5 PNIIE 

2 X1 MPI 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

Selecttarget device: 

Device Devicetype Interface type

PNIIE 

e_ PNIIE 

10.0.13.92 

10 

PNIIE_1 

MPI_1 

openiselect)*Fi

Realtek PCIe GbE Family Controller 

PN/IE_1 

e-

(open/select 

Show devices with the same addresses 

Address 

Access address 

Target device 

1131 . 

(dick
*ätart search 

Online status information: D Display only error messages 

Loöd Cancel 
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Compile hardware and software (IBH Link S7 ++ / CPU 412) 

Before loading the hardware configuration and software into the 

device, these must be compiled.

Load hardware into the device (IBH Link S7++ / CPU 412)

The loading process requires the following screen shots.



1 1:.a.1 

n e own oa to evice 

Configured access nodes of "IBH Link S7++" 

• 

D Flash LED 

Online status information: 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

Retrieving device information... 

rä Scan and information retrieval completed. 

Check before loading 

Status ! Target Message — 

- IBH Link 57++ Ready for loading. 

II 

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity 

Stop modules The modules are stopped for downloading to device. 

Device configurati... Delete and replace system data in target 

Software Download software to device 

Status and actions after downloading to device 

Status ; Target Message Action 

'• 113H Link S74-4. Downloading to device completed without error. Load 'IBH Link S7++' 

ei)  1 Start modules Start modules after downloading to device. Start module 

Device Device type Slot 

IBH Link S7++ CPU 412-2 PN 2 X5 

CPU 412-2 PN 2X1 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

1 st gateway: 

Select target device: 

Device 

Interfacetype

PNIIE 

MPI 

Address 

10.0.13.92 

10 

Subnet

PNIIE_1 

MPI_1 

PNIIE • 

Realtek PCIe GbE Family Controller 

PNIIE_1 r

Show devices with the same addresses 

Device type 'Interfacetype Address Target device 

Accessible device !CPU 412-2 PN PNIIE 10.0.13.92 .11EM 

PNIIE Access address 

Start search 

n Display only error messages 

Cancel 

Action 

Load 'IBH Link S7++' 

Stop all 

Download to device 

Consistent download 

Refresh 

Finish Lex; Cancel 

IPI 

tonfirm
Finish 
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Several dialog boxes will open to indicate the following steps of 

loading.

The loading of the hardware configuration is completed.

The stopped device (IBH Link S7++) is restarted after loading the 

hardware configuration.

The successful loading of the hardware configuration into the 

IBH Link S7++ (CPU 412-2 PN) is displayed.



CPU 300 TIA16e ► Devices & networks 

7],i Network Connections 

57-300 

CPU 312 
—11 

Topology view ä Network view 

37 gonnegtion 1,71

MPI_1 

T Co 

IBH Link 574,-

CPU 412-2 PH 

1 

• 

BY Device view 

Network overview Connections 

Device 

T S7300IET200N1 station_1 

• S7-300

VO communication 

Type 

S7300IET200M station 

CPU 312

PIN11E_T 

VPN TeleControl 

Address, in subnet I Su bnet

MPI interface_1 

$7-400 station_1 

IBH Link S7++

MPI interface 

$7-400 station 

CPU 412-2 PN

2 MPI 1

MPIIDP interface_1 MPIIDP interface 10 k1F1_1

• Ethernet Interface IBH Link S74-. 

Port _l 

Port _2

PROFINET interface 

Port 

Port

10.0.13.92 PNIIE

Add new device 

Device narre: 

1OPC UA Server(ente9 —

Controllers 

HMI 

PC systems A 
dick 

p Open device view 

••• PC systems 

PC general 

Industrial PCs 

N L SIMATIC S7 Open Controller 

SIMATIC S7 Embedded Controller 

SINUMERIK Operator components 

SIMATIC Controller Application 

HMI application 

r.2g User applications 

A FrefereN.<-- )
select 

A Application 

Add new device 

Device: 

Article no.: 

Version: 

Description: 

OPC server for the DP, FDL, S7 (between different 
subnets), S7 alarms, ISOITCP, SNMP, DP master 
dass 2, PROFINETIO, SIMATIC NET PC software 
V8.2 

OPC server 

OPC Server 

SW V8.2 ... 

d ubl e - cli c 

open 1 select 

(confirm>,._, 
O Cancel 
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4.4 Create MPI connection between PC_1 (CPU 312) 
and IBH Link S7++ (CPU 412-2 PN)

The MPI connection is created automatically and displayed.

4.5 Insert IBH Link UA as an SIMATIC PC station

Double-click Add new device to select PC 

systems, User application, OPC server.



CPU 300 TIA16e ► IBH Link U A [SIHATIC PC station] M X Hardware catalog 

Topology view 2 2, Network view Device view) Options 

EH Link UA [SIMATIC PC Statie3 

rWop

is inserted 

SIMATIC PC station 

Filter <All> 
h PC general 

SIMATIC Controller Application 

SIMATIC HMI application 

h _ User applications 

Comrnunications rnodules 

PROFINEVEthernet I> tja CP 1 604 
h 1,z9CP1625 ► _k,i; CP1628 

Ih ij  PROFIBUS 

IE general 

double-click)

CPU 300 TIA1 6e ► IBH Link U A [SHAW PC station] X 

j Topology view Network view Device view 

IBH Link UA l5stkl1C PC Stau 1 - 

SIMATIC PC station 

IIII 

double-click 

4 e.± 

r—

O JP 

-.11E1 100% 
Properties 4i4 Info 

General 10 tags System eonstants 

lh General 

••• PROFINET Interface [Xli 

General 

Options 

1 Advanced options 

OPC configuration 

merk 

1] Texts 

Ethernet addresses 

Interface networked with 

ISO protocol 

Use proteeei 

IP protocol 

'S Use IP protocol 

Further settings are 
default settings 

mark 

ii»bnet: 

address: 

CSubP address: 

Add new subnet 

=Y= 
Diagnostics 

08 -00 -06 -01 -00 -00 

IP-Address 
IBH Link UA 10 .0 . 13 .89 1 

set 
net mask: 255 . 255. 255 . 0 j ..) 

Use router 

a 0 .0 

(open f select)ieF
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Insert communication module in the IBH Link UA

Define communication module properties

Note:
The communication module must be inserted in Slot 2 / Index 2. 

The IBH Link UA expects the communication interface in Slot 2 / 

Index 2.



o

CPU 300 TIA16e h IBH Link UA [SIMATIC PC station] _ 5 ) 

J Topology view sh Network view V Device view 

21- IBH Link UA [SIMATIC PC Stat. .• rü. tt Ejril li . Q,,, ± ni _. 

JP

righ dick 

Change device 

14 Cut Ctrl+X 
SIMATIC PC station

) Ctrl+C 

_I_ 

J Device overview 

WIModule !Index I Type Article no. Software or .. Cornment 

I OPC UA Server 1 OPC server OPC Server V8.2.0 

• Interface Link UA 2 IE general lE_CP V8.2.0 

• PROFINET interface 2X1 PROFINET interface -.. 
Port_1 2X1 P1 Port 

I C: " ck addre„es 

13:33 3 
Download to device I 

Go online Ctrl+K 

Hardware and software (only changes) 

Hardware (only changes) 

Hardware (rebuild all) 

ili Ctrl+M Software (only changes) 1322EG.opo:limneodule labeling strips...

M — Properties Alt+Enter g, 
Software (rebuild all) 

Software (res et rnernory reserve) 

IgProperties 114141nfo (9112,2 Diagnostics 

General 1) Cross-references Compile 

EID« Show all messages M 

Compiling finished (errors: 0; warnings: 1) 

! !Path Description Go to 

. IBH Link UA Ill  

• Hardware configuration 

•• IBH Link UA " II 

• SIMATIC PC station , 

••• OPC UA Server A 
• S7_Connectio... ‚ 11 

ILEablish connection using 37 routingj J r 

Compiling finished (errors: 0; warnings: 1) 

CPU 300 TIA16e 1 Devices & networks 

51 Network L? Connections 

HMI connection 
E-mail connection 
FDL connection 
ISO connection 
ISO-on-TCP connection 
PtP connection 

IM:1==MM 
TCP connection 
UDP connection 

? Errors VVarnings

" " 

Time

0 1 11259211 AM

0 1 11:S9:11 AM

0 1 11259212 AM

0 1 11!S912 AM

0 1 11259212 AM

0 1 11259:12 AM

? 11259212 AM

11259:12 AM

°Pen r select I2 Topology view
Li

 Network view

S7-300 © IBH Link S7++ 
CPU 312 rag ' dr" CPU 412-2 PN 

..- 1 Comcn to subnet 
Add S7 routed connection 

3 dick 
MPI_1 

pILT,M`2L1 ir Cg± 

11

IBH Link UA 
SIMATIC PC Stat... 

PN/IE_1
S7—Connection 1 

I Network ovennew Connections 1/0 communication VPN TeleControl 

Device Type Address in subnet Subnet Master 110 system I Device n.imber 

• • 300/ET200M station_1 57300/ET200M station

_onx 
gy Device view 

S7-300 
— I MYI interface 

• S7-400 station_1 

• IBH Link 57++ 

MPI/DP interface_1 

Ethernet Interface IBH Link S7++ 

••• IBH Link UA 

OPC UA Server 

••• Interface Link UA 

• PROFINET interface 

Port_1 

CPU 312 

im Interface 2 mrui 

S7-400 station 

CPU 412-2 PN 

MPI/DP interface 10 MPL1 

PROFINET interface 10.0.13.92 PN/IE _1 

SIMATIC PC Station 

OPC server 

IE general 

PROFINET interface 10.0.13.89 PN/IE _1 

Port 
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Compiling the hardware of the communication module

Establish an S7 connection from the OPC server to the CPU 312 

The S7 connection is established via drag and drop from the OPC 

server to the CPU 312.



CPU 00 TIA1 6e Devices & networks _ • X 

Topology view Network viewj Device view 

Network overview Ili C nnections 1 II 110 communication II VPN II TeleControl 

Local connection name Local end point 

S7_Connection_1 OPC UA Server [OPC Server] S7 Connection 

Local ID (hex) Partner ID (h... I Partner Connection type 

General 

Local ID 

Special connection properties 

Address details 

OPC 

10 tags 

mark 

System constants Texts 

General  

Connection 
Name: 

Connection path 

End point: 

Interface: 

Interface type: 

Subnetz 

Address: 

mark 
)] S7-300 [CPU 312] 

_M.A., Pro erties 41.1, Info Diagnostics 

57_Connection_1 

Local 

OPC UA Server [OPC Server] 

Interface Link UA.. PROFINET interface[X1fri 

Ethernet 

PNIIE_1 

10.0.13.89 

Find connection path 

CPU 00 TIA1 6e ) IBH Lin k U A [SIMATIC PC station] 

1BH Link UA ISIMATIC PC StetiC 1 figcl 11911 3 

SIMATIC PC station 

OPC UA Server [OPC Server] 

General 10 tags System constants Texts 

1. General 

DP 

DP meister 01055 2 

FDL 

• S7 

OPC Symbol 

OPC alarms 

OPC program alarms mapping table 
57 UA redundency 

ISOiTCP 

OPC symbols 

None 

All 

Coniigured 

Partner 

57-300 [CPU 312] 

57-300, MPI interface_1[MPI1] 

MPI 

MPI_1 

2 

Topologyview NCworloAev Device view 

9e-
,double-click> 

Pro pe rties 

EI Field elements visible during runtime 

pen sym.° con igura Ion 0271:005000) 

Opening the Symbol configuration maytake some time. This 
depends an Hie tumber of symbols configured in the PLC 
connected via S7 connection to the OPC server. 

Do not show this message again. 

(tonfirm Ne
OK Cancel 

Info ij 2. Diagnostics 

piclick)

Co nfiguring—

i 
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The created S7 connection is listed in the Network view 
window.

Select OPC symbols (tags) in the OPC configuration 

Open the configuration on the OPC server / properties.

The TIA Portal issues a message because the information from the 

entire symbol table is adopted.



ym o con rguration 

Symbol selector 

2 CPU 300 TIA16e 

07-300

Name 

,Counte.N

Data type 

, Bool

Address 

%WI

I\= 

True

Connection (Access 

07_Connection, ReadWrite

EU Lx 

0

EU hi, 

0

Max Bool %M2.0 True S,Connection, ReadWrite 0_ 2

Program blocks Min Bool %Iv12.1 True S,Connection, ReadWrite CIM

CounterData IsCounting Bool - -%M2.2 True S,Connection, ReadWrite offla
Down Bool %M2.5 True S,Connection, ReadWrite 01- 0

Up Bool %M2.6 True S,Connection, ReadWrite 01 0

Value Int %MW12 Tni,,,, S,Connection, \ .ReadWrite / 01. ,i

Read 
Write 
122=B 
None 

Elements with active branch 

Symbols: 7 

CSV Import/ Export 

Importfile 

Access path 

Expor 

CPU 300 TIA16e.S7300/ET200M station_1.t

Visible 

mark 

Low limit: 

Access right: 

Connection: 

0.00000000000 

Symbol configuration 

Symbol selector 

2 CPU 3001,16e 

07-300 

PLC tags

CounterData 

Name

ReadWrite 

37_Connection,

High limit: 

0.00000000000 

Data type 

[9,,,e9.e9:1131.ck—DB

mark 

Elements with active branch 

Symbols: 

CSV Import/ Expo 

Importfile 

Access path 

CPU 300 TIA16e.S730 

il

4 

Symbol selector 

3 CPU 300 TIA16e 

oper ) 

Address Visible IConnection Access EU Lo EU H, 

%DB2 1 True J 37_Connection, 1 ReadWrite 1 0 0 

g Visible Access right: ReadWrite 

Connection: 

Low limit: 

37_Connection, 

High limit: 

0.00000000000 0.00000000000 

Name I Data type 
S7-300 iCounting ON Bool 

PLCtags CounterValue Int 

Program bloc s MinValue Int 

CounterData MaWalue Int 

mark)

Elements with active branch 

CSV Import/ Export 

Importfile 

Access path 

4 

Exportfile 

CPU 300 TIA16e.S7300/ET200M station_1.37-300.CounterData 

Address 171Ae Connection —  Access EU Lc EU HI 
%DB2.DBX0.0 True S,Connection, ReadWrite 0 

%D132.DBW2 True S,Connection, ReadWrite 0 0 

%D132.DBW4 True S,Connection, ReadWrite 0 0 

%D132.DBW6 ,True 1 S,Connection, ReadWrite 0 0 

Q Visible Access right: 

Connection: 

Low limit: 

ReadWrite 

37_Connection, 

High limit: 

0.00000000000 0.00000000000 

tonfirm 

Cancel 

CPU 300 TIA16e ► IBH Link UA [SIMATIC PC station] _OBX 

1 IBN Link UP, [SIMATIC PC Statt. 

SIMATIC PC Station 

Ill 

± 

IIEME1213 

Topology view 

Change device 

Cut Ctrl+X 

Pack addresses 

Unpack addresses 

EZEI MEI 
Download to device ► 

Go online Ctrl+K 

Go offline Ctrl+M 

31, Export module labeling strips. 

Fgi Properties Alt+Enter 

Network view 1:1/ Device view 

Hardware and software (only changes) 

Hardware (only changes) 
C1123 Hardware (rebuild all) 

Software (only changes) 

Software (rebuild all) 
Software (reset memory reserve) 
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The Configure button opens the Symbol configuration dialog box, in 

which the operands defined in the symbol table (PLC program CPU 

312) can be selected as OPC tags. 

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags).

Compile the configuration of the OPC server



CPU 300 TIA16e 1 IBH Link UA [SIMATIC PC station] X 

LH Link UA [SIMATIC PC Static - 

sir ATIC PC station 

en e own oa o evice 

4

Online status information: 

■ 

qa 
Topology view Network view 

ce se 
o arms) 

ii

Change device 

X Cut Ctrl+X 

Pack addresses 
Unpack addresses 

Compile I 

Download to device I 
0 Go online Ctrl+K 
ie Go offline Ctrl+M 

9 Export module labeling strips... 

g Properties Alt+Enter 

Configured access nodes of "IBN Link UA" 

Device De,icet).ce Slot Interface type 

Interface Link UA IE general 2X1 PN/IE 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interfacelsubnet: 

1 st gateway: 

Select target device: 

Device Device type 

n- e own oa 0 evice 

Im! 

n Flash LED 

Online status information: 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

Retrieving device information... 

12 Scan and information retrieva I completed. 

Co niigured access nodes of "IBH Link UA" 

Device Device type 

Interface Link UA IE general 

L PNfIE 

Realtek PCIe GbE Family Controller 

NUE 21 

py Device view 

Hardware and software (only changes) 
Hardware ',infiguration 
Software (only changes) 
Software (all) 

[ A.ddress 3 
1 0.0.1 3.89 

C33 

Subnet

PN/lE21 

opon lect 

(open I select)1 , 

Show devices with the same addresses 

Interface type Address 

Access address 

Target device 

(cc'nfirm>"11!L Start segle 

n Display only error messages 

Lt ,d Cancel 

Slot Interface type Address Subnet 

2 X1 PNIIE 10.0.13.92 PNIIE_1 

Type of the PGIPC interface: 

PGIPC interface: 

Connection to interfacelsubnet: 

1 st gateway: 

Select target device: 

Device 

PNfIE 

183 Realtek PCIe GbE Family Controller • 

PHAE21 • 

Devicetype Interface type 

115 

• 
Show devices with the same addresse>•-

Address Target device 

Accessible device PN/IE 10.0.13.92 - .1111 1.1

PN/IE Access address 

Start search 

n Display only error messages 

tonfirm
Cancel
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Load configuration of the OPC server into IBH Link UA

The settings are to be made according the screen shots in the 

Extended download to device dialog box.

The interface search was successful.



1

Load provrew 
Ix

Check belore loading 

Status Targe: 

e ICH Link Uh. 

Message 

Readyior Inading. 

Protection Protection from unauthorized access 

Devioes connected to an enterprise network or directly to die 
Internet raust be appropriately srotected against unauthomed 
access, e.g. byuse of lirewalls and network segmentation. For 
more information about industrial security, please visit 
httptAwsw. siemens.comfindustrialsecurity 

Device configurati. Delete and replace system data in target 

1111 

FA,Properties 

I Gernial 

0 
0 
0 Stationmanager stopped. 

0 Hardware 0:infiguration was loaded successfully. 

0 Stationmanager started.

0 The RAM contents were copied to the ROM. 

0 y Local modules 

0 Interface Link UA 

0 Interface Link HA stopped. 

0 Hardware configuration was loaded successfully. 

0 Interface Link HA started. 

0 The RAM contents were copied to the ROM 

0 OPCIJA Server 

0 OPC UA Server stopped. 

0 Hardware conliguration was loaded successfully. 

0 The RAM contents were copied to the ROM. 

0 OPC UA Server started. 

Eneding completed (errors: 0; warnings: 

Cross-references Comp ile 

I 01  Show all messages 

Message Go la 

- Start downloading to device 

-ICIBH Link UR] 

y Stationmanager 

• III ICH Link UA Diagnostics X 

C)4 C 

Network 

Security 

Certificates 

Time settings 

Diagnostics 

MQTT 

0 PI 10.0 13 89B_H/cliaglistview 

Controller diagnostics L Client diagnostics 1 1 Network diagnostics System Log 

• 1-1 S7 COnnection 1 
So 0E. 

10.0.13.92,102 1.11.2220 18:9:52 PLC 0 
or numbe 

Action 

Load 'Stationmanager 

oownload to device 

Refresh 

Finish Load Cancel 

Diagnostics

? Date Time

11/1/2020 7208227 PM

11/1/2020 7:08:28 PM

111112020 7:08:28 PM

111112020 7:09:38 PM

11/1/2020 7:09:38 PM

11/1/2020 7:09:39 PM

11/1/2020 7:09:39 PC

11/1/2020 7:08:28 PM

111112020 7:08:28 PM

11/1/2020 7:09:39 PM

11/1/2020 7:09:40 PM

11/1/2020 7:09:41 PC

11/1/2020 7:09:41 PM

111112020 7:08:28 PM

11/1/2020 7:09:41 PM

11/1/2020 7:09:43 PM

11/1/2020 7:09:43 PC

11/1/2020 7:09:43 FV

11/1/2020 7:09:43 PM

- 

Iß CD Q 0 

Connection established 16E17 312-1AE13-0ABO 
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A check is carried out prior loading.

The steps of the successful loading process are displayed as info.

Successful loading is indicated in the IBH Link UA.

4.5.1 Browser window diagnosis / control diagnosis 

The configured connection to the PLC control and its status (error-

free / faulty) is displayed.



IBH Link UA - Siemens slots X gIMINIffr

• 

Ce 

Tip igs 

0 P 10.0.13.89/?_=/opc_slots 

[Siemens slot3 

History 

OPC Client 

Diri n0StiCs 

T 

'LC 

Mitsubishi 

CPU 312 
MPII-Port <—> 

OPC server is running 

Siemens siots 

•Slot 1 

• S7300/ET200M station_11 

• S7-300 

DeviceManual 

DeviceRevision 

HardwareRevision 

Manu'acturer 

Mode 

RevisionCounter 

SerialNumber 
softwareKevision 

• Programs 

SupportedTypes 

CI•CcunterDataj

►Tasks 

DeviceHealth 

► ParameterSet 

(›. GlobalVars)

>Slot 2 

Delete slot Delete all I Load OPC Editor Project I Save OPC Editor Project 

Insert SoflPLC Insert SINUMERIK Change SINUMERIK I Delete SINUMERIK 

9 ler III\ CD 

Logout Update password single-core 

IBH Link S7++ 
S7 connection 

(Ethernet) 

MPI-Port 

IBH Link UA 

S7 connection OPC Server 
(Ethernet) 

UaExpert 

IM Link UA@ibhlinkua_sc 

= 

P ro9 ra rns 

GlobalVars 
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4.5.2 IBH Link UA browser window Siemens slots. 

The CPU with the OPC tags is displayed in the Siemens Slots 

browser window.

4.6 UaExpert - program window

The S7-CPU 312 is displayed in the UaExpert program window. 

The variables of the data block CounterData [DB2] and the 

operands defined in the symbol table that were defined as OPC tags 

are listed under Programs and GlobalVars. These 

can be dragged and dropped into the Data Access 

View. If the PLC counting program is processed, the changes are 

displayed. With a double-click on the value of a variable its value can 

be changed.



• Unified AutcmatIon UaExpert - The OPC Unified Architecture Client - NewProject 0 X 

File View Server Document Settings Help 

DW101110 
Project X Data Access View 

▪ Project 
71. Servers 

IEHLinkUA@ibhlinkua_sc 
v D  Documents 

ri Data Access View 

Address Space 

No Highlight 

-J Root 

v 1Cii Objects 
> .8. Clien: 
> tllee DeviceSet 
> 4 n4Q-n-
> tllee Modbus 
- a PLCs 

v 4 S7-300 
0 DeviceHealth 
0 DeviceManual 
0 DeviceRevision 

v eil GlobalVars 
,e> J CounterON 

> e Down 
> (0 IsCounting 
> (0 Max 
> D Min 
> e Up 

\> 0 Value 
0 HardwareRevision 
G, Manufacturer 
0 Model 

> 04, ParameterSet 

... v .4 Programs 

••• J CounterData 
> 0 CounterValue 
> «I Counting ON 
> «I MaxValue 
> 0 MinValue 

> SupportedTypes 
0 RevisionCounter 
0 SerialNumber 

19 X 

# Display Name 

1 C au nterON 

2 Down 

3 IsCountinq 

4 Max 

5 Min 

6 Up 

Value 
8' CounterValue 
9 Countinq ON 
10 MaxValue 
11 MinValue 

• Server Node Id Display Name 
1 BI-ILinkUA©ib.. NS4IStrinq S7300/... CounterON 
2 BHLinkUA@ib.. NS4IStrinq S7300/... Down 
3 BHLinkUA@ib.. NS4IStrinq S7300/... IsCountinq 
4 BHLinkUA@ib.. NS4IStrinq S7300/... Max 
5 BHLinkUA@ib.. NS4IStrinq S7300/... Min 
6 BHLinkUA@ib.. NS4IStrinq S7300/... Up 
7 BHLinkUA@ib.. NS4IStrinq S7300/... Value 
8 BHLinkUA@ib.. NS4IStrinq S7300/... CounterValue 
9 BHLinkUA@ib.. NS4IStrinq S7300/... Countinq ON 
10 BHLinkUA@ib.. NS4IStrinq S7300/... MaxValue 
11 BHLin;i1A@ib.. NS4IStrinq S7300/... MinValue 

Diag & Drop 

2 
3 
4 
5 
6 
7 
8 
9 
10 
11 

0 
31773e Datatype Source Irrnestarno Server hmestarno Statuscode 

true 
false 
true 
false 
false 
true 
3588 
3589 
true 
10000 
100 

Boolean 19:44:44.098 19:44:44.793 Good 
Boolean 19:46:30.358 19:46:30.608 Good 
Boolean 19:44:48.147 19:44:48.795 Good 
Boolean 19:44:49.904 19:44:50.545 Good 
Boolean 19:44:51.545 19:44:52.295 Good 
Boolean 19:46:30.358 19:46:30.608 Good 
Int16 19:46:33.108 19:46:33.358 Good 
Int16 19:46:33.108 19:46:33.358 Good 
Boolean 19:44:57.992 19:44:58.553 Good 
Int16 19:44:59.501 19:45:00.054 Good 
Int16 19:45:00.833 19:45:01.555 Good 

coidilitiously 
updated 

r" Name Value Datatype Source Timestamp.\ Display 
CounterON 
Down 
IsCountinq 
Max 
Min 
Up 
Value 
CounterValue 
Countinq ON 
MaxValue 

Server 
BHLinkUA©ibhlinkua sc 
BHLinkUA©ibhlinkuajsc 
BHLinkUA@ibhlinkua_sc 
BHLinkUA@ibhlinkua_sc 
BEILinkUA@ibhlinkua_sc 
BHLinkUA@ibhlinkua_sc 
BHLinkUA@ibhlinkua_sc 
BHLinkUA@ibhlinkua_sc 
BHLinkUA©ibhlinkua sc 
BHLinkUA©ibhlinkuajsc 
BHLinkUA@ibhlinkua_sc 

Value Datatype 

true Boolean 

false Boolean 
true Boolean 
false Boolean 
false Boolean 
true Boolean 
9472 Int16 
9471 Int16 
true Boolean 
10000 Int16 
100 Int16 

true Boolean 
true Boolean 
true Boolean 
false Boolean 
falle Boolean 
fa I se Boolean 
964 Int16 
967 Int16 
true Boolean 
10000 Int16 
100 Int16 

NS41Stri n g1S7300/ET200M stati on 1 
NS41Stri n g1S7300/ET200M stati onj1 
N541Stri n g157300/ET200M stati o n _1 
N541Stri n g157300/ET200M stati on_l 
N541String1S7300/ET200M station_l 
N541Stri n g1S7300/ET200M stati on_l 
NS41Stri n g1S7300/ET200M stati o n 1 
NS41Stri n g1S7300/ET200M stati o n-1 
NS41Stri n g1S7300/ET200M stati o n-1 
NS41Stri n g1S7300/ET200M stati onj1 
N541Stri n g157300/ET200M stati an _1 

Source Timestamp 

11:38:53.552 

12:05:19.263 

11:38:56.998 

11:38:58.805 

12:03:18.472 

12:05:19.263 

12:05:19.513 

12:05:19.513 

11:49:04.018 

11:49:05.858 

11:49:07.687 

CPU 300 TIA16e S7-300 [CPU 312] Watch and forte tables Watch table_l 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

Name
"CounterON" 

"Down" 

"IsCounting" 

"Max" 

"Min" 

"Value" 
"CounterData".CounteNalue 

"CounterData"."Counting ON" 

"CounterData".MaxValue 

"CounterData".MinValue 

Node ld 
.S7-300.GlobalVars.CounterON 
.S7-300.GlobalVars.Down 
.S7-300.GlobalVars.IsCounting 
.57-300.GlobalVars.Max 
.S7-300.GlabalVars.Min 
.S7-300.GlabalVars.Up 
.S7-300.GlobalVars.Value 
.S7-300.Programs.CounterData.CounterValue 
.S7-300.Programs.CounterData.Counting ON 
.S7-300.Programs.CounterData.MaxValue 
.S7-300.Programs.CounterData.MinValue 

11:38:53.558 
11:51:51.170 
11:311:56.998 
11:13:58.805 
11:39:00.317 
11:51:51,170 
11:51:58.674 
11:51:58.674 
11:49:04,018 
11:49:05.858 
11:49:07.687 

Server Timestamp Statuscode 

11:38:54,105 Good 

12:05:19.513 Good 

11:38:57,605 Good 

11:13:59.606 Good 

12:03:38,722 Good 

12:05:19.513 Good 

12:05:19.764 Good 

12:05:19.764 Good 

11:49:04.596 Good 

11:49:06.597 Good 

11:49:08,350 Good 1 

}Address 1Display Format !Monitor value - ' 9 I Tag cdmment 
Ill %hei Bool E TRUE Pl start counting 

96M2.5 Bool E TRUE D down counting 

%M2.2 Bool E TRUE D Counting control ON 

96102.0 Bool 13 FALSE 0 Maximum reached 
96M2.1 Bool Ei FALSE 1D Minimum reached 

%M2.6 Bool El FALSE D up counting 

%M1/1/1 2 DEC+i- 9200 D Counter value 
%DB2.DBW2 DEC+A 9199 D Counter value 

%DB2.DBX0.0 Bool E TRUE D On J OfF switch 1 

%DB2.DBV16 DEC-0.- 1 0000 D maximum Counter value-

%D82.D5W4 DEC+!- 100 0 minimum Countei value 
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The GlobalVars and Data block variables / (OPC tags) can also be 

displayed online in the Watch table_1.



• 

WS IBH Link UA - Diagnostics 

e tä 

, ork 

ty 

[piagnosticsj

,VVICITT 

()P 10.0.13.89/?_=/diaglistview let 

OPC Logout 

[waroller diagnostics) 

ID Connection narne 

1-1 S7_Connection_1 

Clear diagnose 

IBH Link LI.s. - Diagnostics X 

er 

_e4mo 0 
Metwo, 

-,Jrity 

Certificates 

Time settings 

Update password 

Client diagnostics li Network diagnostics 

Address 

10.0.1.13.92:102 

0.0.13.89„9_,/diaglistview

OPC server is running 

Controller diagnostics 

Logged Events 

0 

0 

il 0 

Users 0 

History 0 

OPC Client 0 

Diagnostics • 

Time 

2.11.2020 11:18:28 

System Lo 

Source 

Network 

III\ CD Q 0 ir 

Error number Error Text 

115 Trying to establish connection 

Il 

1111 CD Q 0 :V d i

Logo c± Update passward single-core 

Client diagnostics Network diagnostics CSystern L21 

1. 9.2020 9: 6:19 Status 0x0 Network Gateway 192.168.1.1 removed 

1. 9.2020 8: 6:30 Status Ox0 Network Hostname changed from ibrilinkuarescued to ibblinkua_sc 

1. 9.2020 8, 6:34 Status Ox0 Network Network configuration saved 

1. 9.2020 8, 6:34 , Status 11,0 : System : IBH Link UA stopped 

1. 9.2020 8, 6:36 : Status Ox0 : System : IBH Link UA done 

1. 9.2020 8, 7: 6 : Status 0x0 : System : Starting device up 

1. 9.2020 

1. 9.2020 

1.9.2020 

1. 9.2020 

1. 9.2020 

1. 9.2020 

1. 9.2020 

1. 9.2020 

8: 7:16: Status 0x0 System IRR Link UA started 

8: 7:33 Status 0x0 Webinterface User admin logged in 

8: 7:55 Status Ox0 Tearriviewer Starting assign 

8: 8:39 Status Ox0 : Wati,erface User admin logged in 

8: 9:52 Status Ox0 TeBriViewer Assign failed - Retry with previous token 

8: 9:52 Status Ox0 Te,,lewer Sterling assign 

8,12,15 Status 0x0 Assign retry failed - Giving up 

8:19:24 Status 0x0 TeHirnViewer Starting assign 

■ IM 181-1LinkS7+1- X EI X 

J 192.168.1.12/inde,en.html 

11111111111softec hgbiLink S7++

Home iConfiguration 1 Diagnostics 1 Change Password 

(dick
IBHLink S7-H- configuration 

lEIHsoftec GmbH 1Turrnstr. 77164760 OberzeMffleerferclen Te1-: +49 6068 3001 1 Fax: +49 6068 3074 1 info@ibhsoftec.corn 

III1 CD ct.) 

3 
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4.7 Diagnostics

If no values are displayed in the UaExpert – Data Access View 

window or error messages are displayed, the IBH Link UA diagnosis 

window provides information as to whether the connection to the PLC 

exists.

4.7.1 IBH Link S7 ++ web server 

The IBH Link S7 ++ web server offers further diagnostic options. The 

web server side is created with the IBH Link S7 ++ 

IP address [example: http://192.168.1.12] opened with the web 

browser.

http://192.168.1.12/


Home 1Configuration 1 Diagnostics 1 Change Password 

Authentication Required - Moz,IIa Firefox 

0  
http://192.168.1.12 is requesting your username and password. The site says: "IBHLink S7++ 

User Name admin 
enter)

Password: admin 
tonfirm 

OK Cancel 

192.168.1.12/config_en.html 

1. 11 18HLink S7++ 

10 t e Q 192.168.1.12/config_en.html 

11111111Ellisoftec 
Home 

IBHLink S7++ 

" ich«) 

[Configuratio3Diagnostics 1 Change Password 

13 X 

Q 0 

Firmware version NL5OMPI V02.168 10.06.20 V1.552elease-30-gc132e9b 
25208Serial number / MAC Address 00:02142:21:56:C13 

Network name IBH Link 57++ 

IBHhlet port (gort 1099 is always active) 0 

Configuration with NetPro 2 
DHCP ❑ 

IP address 192.168.1.12 

Subnet mask 255.255.255.0 i 

Default gateway 0.0.0.0 

IPv6 (link-local) IFE80::202:A2FF:FE21:56C13] 
IPv6 (SLAAC) 12A02:1398:F1 81:81 FC:202:A2FF:FE21:56C13] 
IPv6 (static) 11 

Baudrate 187,5 kBit/s •,-, 

Own station address 10 

Highest station address 31 -,-

Set default bus parameters Ii i,' miiii:,, ii i;iug, 

Tslot Init 415 

Max. Tsdr 400 

Min. Tsdr 20 

Tset 12 

Tqui 0

Gap factor 5 

Retry ['mit 2

Ttr 9984 

Activate Time-of-Day Synchronization C 

NTP update interval (10 - 86400 seconds) 60 

NTP Server 1 (IP address) 0.0.0.0 

NTP Server 2 (IP address) 0.0.0,0 

NTP Server 3 (IP address) 0.0.0.0 

NTP Server 4 (IP address) 0.0.0.0 

iv1P1/DP update interval "'" 

Save configuration 

IBHsoftec GmbH I Turmstr. 77 1 64760 Oberzent/Beerfelden I Tel.: +49 6068 3001 1 Fax: +49 6068 3074 1 info@ibhsoftec.com 

] 
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IBH Link S7 ++ web server Configuration page



1011 IBHLink S7++ X + — 0 

0  4 Ci iä @ 01 192.168.1.12/diag_en.html "' 0* In 0 Q 0 ;; a 

1111111BIlsoftec IBHLink S7++ . • R.Eg 

dick)

Home 1 Contiguration giiagnosticsiChange Password 

Connected PROFIBUS Devices: 
Address Status Type Manufacturer 

v 2 MB 6E57 312-1AE13-0ABO Original Siemens Equipment 

S7-300(g2:1 S7-400® Diagnostics: 

Serial number 
---.r 

Station name 57300/ET200M station_1 
Module name S7-300 
Plant designation 
Location designation 
Operating mode RUN 
Module time 9.2.2015, 00:57:39 
Diagnostic buffer 
0 Event 1/10 0 

I

Mode transition from STARTUP to RUN 

8.2.2015, 22:41:41 

Startup information: 
- Time for time stamp at the last non backed up power on 
- Single processor Operation 
Current/last startup type: 
- Automatic warm restart after backed up power on 
Permissibility of certain startup types: 
- Manual warm restart permitted 
- Automatic warm restart permitted 
Last valid Operation or setting of automatic startup type at power on: 
- Automatic warm restart after backed up power on 
Previous operating mode: No voltage 
Requested operating mode: No voltage 
(PK: 68) 

Event entering state 

IBHsoftec GmbH 1 Turmstr. 77 164760 Oberzent/BeerfeldenlTel.: +49 6068 3001 1 Fax: +49 6068 3074 I info@ibhsoftec.com 

11311 IBHLink S7++ X 

e 192.168.1.12/passwd_en.html 

111111111 softec IBHLink S7++ 

Home 1 Contiguration 1 Diagnostics 1 Change Password 

Username admin 

Password • 

Repeat password • 
(eher)

In 0 Q 0 e 

click 

sav (confirm) 

IBHsoftec GmbH 1 Turmstr. 77 164760 Oberzent/BeerfeldenlTel.: +49 6068 3001 1 Fax: +49 6068 3074 I info@ibhsoftec.com 

192.168.1.12/passwd_en.html 
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IBH Link S7 ++ web server diagnosis page

IBH Link S7 ++ web server change Password page
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10.0.13.94/c9i-bininetwork.cgi X 

C Q 0 a 10.0.13.94/cgi-bin/network.cgi ••• c, er I 0 E 

CONFIGURATION 

IP address: 
Here the IP address of IBH Link S5++ can be specified. 

Additionaly DHCP can be selected to obtain the IP 
address automatically. 

NOTE: The IBH Link S5++ needs to be restarted to 
apply the changes.

Back 

10 0 13 94 

Netniask 
255 255 

Gateway. 
10.0.13.1 

Configuration:
[Manualy] ti

Apply 

255 0 

TIA 
V16 

11A Portal V16 

Chapter 5 IBH Link UA – Connection of an S5 CPU 103U Page  5-1

TTI   Trans Tech International© 2021 IBH Link UA   Training

5 IBH Link UA – Connection of an S5 CPU 103U

The following example shows the programming of a project with the 

TIA Portal with a connection of an S5 CPU 103U and the IBH Link 

UA as an Ethernet connection the IBH Link S5++.

IBH Link S5 ++ 

The IBH Link S5++ is an Ethernet converter. The protocol used is the 

usual standard TCP/IP. The user can benefit from all the advantages 

of Ethernet-bus.

The use of SimaticNet and the use of a communication processor 

(CP) is not necessary on either the PC or the PLC side. 

The sample program run in the S5 CPU 103 is identical to the 

program Counter, as described in chapter 1. The counter counts 

until MaxValue is reached and counts down until the MinValue is 

reached. The S5 program Counter.S5P (or COUNT_ST.S5D) was 

transferred to the CPU S5 103U using the STEP 5 programming 

system S5 for Windows by IBHsoftec.

5.1 Counter level – Configuration with the TIA Portal

Example: Project CPU S5 TIA 16e 

The SIEMENS PLC programming systems TIA Portal 

V16 is used to create the network configuration.



,ee 

I 

Ethernet-Bus 

S5 CPU 103U IBH Link S5++ 

IBH Link UA 

Ethernet-Bus 
IM 151-8 PN/DP CPU V3.2 

6ES7151-8AB01-0ABO 
as a representative in the project 
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Connection IBH Link UA - S5 PLC with CPU 103U

5.1.1 IBH Link UA - configuration with the STEP7 TIA Portal 

S5 controllers do not have an Ethernet connection as standard. 

If no communication processor with an Ethernet Port available, the 

IBH Link UA can be connected via the IBH Link S5++.

IM 151-8 PN/DP as a representative on the project

IBH Link UA   Training TTI   Trans Tech International© 2021

Note: 

The interface module IM 151-8 PN/DP CPU V3.2 provides a 

PROFINET interface with an integrated switch. 

PG communication and S7 communication are possible via the 

PROFINET interface. 

The interface module IM 151-8 PN/DP CPU V3.2 is available in the 

hardware catalog of the TIA Portal and the STEP 7 (Simatic Manager). 

The firmware of the IBH Link S5++ emulates the PROFINET interfaces 

of the IM 151-8 PN/DP CPU V3.2 (6ES7 151-8AB01-0AB0 V3.2) as far 

as these are used for communication, S5 CPU PG interface - IBH Link 

UA Ethernet Port, are necessary. 

The following properties are available (compatible with 

IM 151-8 PN/DP CPU V3.2):

Interfaces / Bus Type Protocols

1x PROFINET (1 Port) PG-Communication

1x PROFINET (1 Port) ISO-on-TCP (RFC1006)



4 / Symbolk table x 

Test Save Test and save Filter: All symbols 

Operand Symbol Comment 

/70.1 CounterON Eable S5 CPU to count 
F 2.0 Max Maximum reached S5 CPU 
F 2.1 Min as °Pc tags Minimum reached S5 CPU 
F 2.2 IsCounting Counting control ON S5 CPU 
F 2.5 Down down counting S5 CPU 
F 2.6 Up up counting S5 CPU 

`FW 12 Value Counter value S5 CPU 

• 

(DB 2 
DW 
DW 1 
DW 2 

CounterData Data Block DB2 [CounterData -1,] OPC tags via 
CounterValue Counter Value S5 CPU DB2 (CounterData) 

MinValue minimum Counter value S5 CPU) 
MaxValue maximum Counter value S5 CPU 

4 7tBB 1 Status171 

I BB 1 ei ®ö ei 6cr S R V Q = STL CSF LAD 

8 Title: Up / down counter status 

Operand Contents Modify... 

F 0.1 
F 2.0 
F 2.1 
F 2.2 
F 2.5 
F 2.6 
FW 12 
DB 2 
DW 0 
DW 1 
DW 2 

KM 1 Eable S5 CPU to count 
KM 0 Maximum reached S5 CPU 
KM 0 Minimum reached S5 CPU 
KM 1 Counting control ON S5 CPU 
KM 0 down counting S5 CPU 
KM 1 up counting S5 CPU 
KF .5214 Counter value S5 CPU 
--- Data Block DB2 [CounterData] 
KF .5215 Counter Value S5 CPU 
KF .100 minimum Counter value S5 CPU 
KF .10000 maximum Counter value S5 CPU 

reirAdd new device,  
• 
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The symbol table for defining the OPC tags is available in the 

CPU S5 TIA16e project. The hardware components required for the 

communication between S5 CPU and IBH Link UA are specified in 

the project.

5.1.2 S5 PLC Program 

The PLC Program Counter S5W.S5P (COUNT@ST.S5D – SIMATIC 

S5 programing system) with the SIMATIC S5 CPU 103U provides a 

program for up and down counting.

S5 symbol table 

The following operands are used in the S5 program, are defined in 

the symbol table of the S5 program and should be available as OPC 

tags.

Picture Block S5-CPU 103U: Global variable / data from DB2

5.2 Create the CPU S5 TIA16e project in the TIA Portal

Create the new project CPU S5 TIA16e in the TIA V16 portal.

Insert device IM115-8 PN / DB CPU V3.2 into the project.  

Double-click on Add new device to open 

the dialog box for selecting the modules.

mailto:COUNT@ST.S5D


• new eVICe X 

Device name: 

IBH Link 55.4 4die""'"'" ' 

Controllers 

Controllers 

► SIMATIC S7-1200 

SIMATIC S7-1500 

SIMATIC Drive Controller 

merk 
SIMATIC S7-300 

SIMATIC S7-400 

SIMATIC ET200 CPU 

rjä ET 200SP CPU 

rä ET 200S CPU Article no, 

Device: [17-

IM 151-8 PN/DP CPU 

6E37 151-MI301-0AM 

HMI 1-41 IM 151-7 CPU Version: V3.2 
QIIM 151-7 CPUFO 

IM 151-8 PN/DP CPU Des cripti on: 

I 6E37 151-SA600-0AM YVork memory 192KB; 0.06ms/1000 instructions; 
PROFINET interface; S7 communication (loadable 
FBsfFCs); PROFINETIO controller; supports RT/IRT; 

EN IM 151-7 F-CPU select) 3 ports; MRP; PROFINET CBA; PROFINET CBA proxy; 
PC systems TCP/IP transport protocol, UDP and ISO an TCP; IM 151-8 PN/DP F-CPU 

Unspecified ET 200S CPU 

ET 200pro CPU 

Device proxy 

data record routing; firmware V3.2; expansion 
with maximum 63 modules of the ET200S 
spectrum 

Open device view I Cancel

CPU S5 TIA 16e ► IBH Link S5-H- DM 151-8 PN/DP CPUi — • X 

11IBH Link S5.4. [IM 151-8 PN/DFC11 

Rack 0 

h x

mar 

SIEMENS 

D D 

2 

General 10 tags System constants 

General 

Starcup 

Cycle 

Clock memory 

Retentive memory 

Interrupts 

Diagnostics system 

System diagnostics 

Time of day 

Protection 

Parameter 

Web server 

mark 

Connection resources 

Overview of addresses 

I  Topology view 

g 
ügb Network view Device vievjj 

4 5 6 7 8 9 10 

OK, 
PropertiesJ 11 Info 

Texts 

PROFINET interface (X1)  

General 

Ethernet addresses 

further settings are 
default settings 

Norne: I

Cornrnent: 

Interface networked with 

IP protocol 

PROFINET 

Diagnostics 

BH Lin dreenall")—

rs inserted>
Subnet: PNJIE_1 

Add new Subnet , 
‚‚ .(click)

mark 

merk 

(mark

PROFINET device name: 

Converted name: 

Device number: 

• Set IP address in the project 

IP address: 

Subnet mask: 

Use router 

IP-Address 
IBH Link S5++ 

10 .0 . 13 .94 

255 . 255 . 255 . 0 

Router address: l 10 . 0 . 13 . 89 
111 1

0 IP address is set directly at the device IP-Address 
IBH Link UA 

PROFINET device name is set directly at the 
device

Generate PROFINET device name automatically 

ibh link s5.1.. 

ibhxalinkxas5xnxnd416 
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Define IBH Link S5 ++ (IM115-8 PN/DP CPU) properties 

The IM115-8 is displayed in the device view.



Eff 

.

"ar Ei PLC tags 

Show all tags 

Add new tag table 

Defauluag table [6] 

IBH Link S5-H- IIM 151-8 PN/DP CPU1 ► PLC tags ► Default tag table 171 — X 

[Default tae table31 
Name 

CounterON

2 40 Down

IsCounting

4 40 Max

5 -cül Min

E. Cl Up

7 -C11 Value

Project tree 

Devices L 

CPU S5 TIA 16e 

git Add new device 

1 

Tags 

Data type 

Bool woo.i 

Cl User constants xE System constants 

Address Comment 

Bool 

Bool 

Bool 

Bool 

Bool 

Int 

Devices & networks 1212 
C7_41 IBH Link 55++ [IM 151-8 PN/DP CPU] 3 

Device configuration 

y.j Online & diagnostics 

Program blocks 
Add new block 

gl. Main [061 Wright clic

Technology objects 

External source iles 

PLCtags 

-JG). Show all tags 

Add newtag :able 

Defaulttag teble [6] 
E PLC data types 

watch and forte tables 

E Online backups 

Device proxy date 

Open 

Cut Ctrl+X 

Leg Copy Ctrl+C 

%M2.5 

%M2.2 

%M2.0 

%M2.1 

%M2.6 

%MWI 2 

X Delete 

Rename 

Compile

EID 

k. Print preview... 

Properties... Alt+Enter 

Del 

F2 

• 

Eable S5 CPU to count 

down counting 55 CPU 

Counting control ON 55 CPU 

Maximum reached 55 CPU 

Minimum reached S5 CPU 

up counting 55 CPU 

Countervalue S5 CPU 

Delete the selected objects? 

tonfirm 
No 

L IBH Link S5++ [IM 151-8 PN/DP CPU] 

Device configuration 

J Online & diagnostics 

••• Program blocks dmi‘double_diick) 

ui Add new 6Iock,11.-
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Define OPC tags (symbols) as default tags 

A double-click opens the default tag 

table. In this table, operands of the 

symbol table of the S5 program 

(Counter.SEQ) are entered, which 

are to be sent to the OPC server as 

OPC tags (OPC symbols). 

A direct import of the S5 program symbol table (Counter.SEQ) is 

impossible in the TIA Portal.

Delete block OB1 

Only data can be transferred with the IBH Link S5++. Therefore, all 

program blocks, except for data blocks, must be deleted in the 

IM 151-8 CPU.

Create Data block 

Double-click on Add new block to 

open the dialog box for creating the 

required block CounterData [DB 2].



Add nem. block 

Name: 

ECounterData 

Organnation 
block 

Function block 

1/ 11Z 
Function 

Data block 

re 

Type: 

Language! 

Number: 

mark 

Description: 

Data blocks (Des) save prograrrb data. 

(open 1 select 

Global DB •• 

DB 

• Manual 

Automatic 

click 

more... 

Additional information 

Add new and open 

oonfirm 

1 ("

dick f selec 

OK Cancel 

H Link S5++ HM 1 5 1 - 8 PN/DP CPU ► Program blocks ► CounterData [DB2] — ü X 

1 .11 g • 

rCounterDatai

ool Keep actual values Snapshot 

Name Data type Offset Start value Comrnent

Stetic 

2 -01 • CounteNalue 

• MinValue 

sUl • MaxValue 

Int Fe 0.0 
Int 2.0 

Int 4.0 

I I 

Counter value S5 CPU 

minimum Counter value 55 CPU 

maximum Counter value S5 CPU 

CPU S5 TIA 16e ► IBH Link S5-H- DM 151-8 PNIDP CPU] X 

Link S5++ [IM 151-8 PNIDII 

Rock 0 

4K 
eee 

SIEMENS 

RRMF Ekb g± 

Change device 

Migrate to 57-1500 

X Cut Ct r I + X 

Go to networkview 

Compile 

Download to device 

Topology view 

Go online 

lie Go offline 

31 , Export module labeling 

Ctrl+K 

Ctrl+M 

Properties Alt+Enter 

g Network view ai ice

7 II 8 II 9
13111111111111111111111 

10 11: 11613 ...50 

ffl
Hardware and software (only changes) 

Hardware (only changes) 
Hardware (rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve) 

a. all III 

GED 
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The data block must have a symbolic name so that the data can be 

sent to the OPC server as OPC tags (OPC symbols).

Data block CounterData [DB 2]

Compile hardware and software (IBH Link S5 ++) 

The hardware configuration and software should be compiled so that 

errors can be recognized.



Add 

Add new device 

Device narre! 

rename 
OPC Sers. - UA le(

es 
Controllers 

HMI 

dick 
PC systems 

ig Open device view 

PC systems 

I. PC general 

Industrial PCs 

SIMATIC 57 Open Controller 

SIMATIC 57 Embedded Controller 

► SINUMER.IK operator components 

SIMATIC Controller Application 

e SIMATIC 1-1M1 application 

••• User applications 

Eginny,(—)
3 Application malt

Device! CPC 

Article 

Version! 
ti

Description! 

OPC server 

OPC Server 

Sef V8.2 ... 

(open 1selec 

OPC server for DP, FDL, S7 (between different 
subnets), optimized DIEIs for 57-1200 V4 and 
higher and S7-1500, ISO/TCP, DP munter dass 2, 
SIMATIC NET PC software V16 ... 

canfirm 

OK Cancel 

CPU S5 TIA 1 6 e ► PC-Systern_l [SIMATIC PC station] — riß B X Hardware ca"tär"'i r3g 

Topology view Network view Device view 

PC-System_1 [SIMATIC PC Sta 

maarted

SIMATIC PC station 

Options 

Catalog 

1+61 
Filter Profile: I <All> 

r PC gerierel 

► SIMATIC Controller Application 

1 SIMATIC HMI application 

User applications 

Communicetionn modulj 

PROFINET$Ethernet 

CP1604 

CP1625 

1 CP1628 (double-dick) 

► PROF IBLIS 
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Insert IBH Link UA as an SIMATIC PC station 

Double-click on Add new device to open 

the dialog box for selecting the modules.

Insert communication module in the SIMATIC PC station 
(IBH Link UA) 

Double-click on the device in the hardware catalog to insert the 

communication module IE general into the IBH Link UA (SIMATIC 

PC station).

Note:

Only data can be transferred with the IBH Link S5++. Therefore, 

all program blocks in the Profinet I/O CPU must be deleted. 

Data blocks can be used. 

The hardware configuration and the PLC blocks must not be 

loaded into the IBH Link S5++. 

The use of the download command is not permitted !



CPU S5 TIA 16e IBH Link UA ]SIMATIC PC stetloni 

Topology view 

IBH Link UA [SIMATIC PC Stet •  2 

SIMATIC PC station 

Device overview 

Network view 

Ewisig± 
GMD e4›. 

re

"WI 

w Index Module

OPC Server UA 

Ethernet Port 

1 
Type

OPC server 

o<-

Device view 

Article no. Software or firmware version Comment 

OPC Server V8.2.0 

2 IE general IE_CP V8.2.L.1 

PROFINET interface 2X1 PROFINET interface 
Porti 2X1 P1 Port 

Q Properties 

General 10 tags System constants Texts 

••• General 

Cetalog information 
Identification & Maintenance 

• 
mark 

General 
Options 

Enernet addresses 
Acvanced options 

Interface options 
••• Port [X1 P1) 

General 

PurLirlieruurIrleuLiur, 

OPC configuration 

PROFINET interface IX11  

General 

Name: 

Comment: 

Options  

Connection establishrnent monitoring 

Ti-neout: 10 

Info ij Diagnostics 

PROFINET interface 
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Define communication module properties 

Clicking Ethernet Port in the SIMATIC PC Station [IBH Link UA] 

opens the properties of the Ethernet Port [IE General] dialog box. 

The Ethernet address of the IBH Link UA must be entered. The 

Networking is also defined.

Creating an S7 connection from the OPC server to the 
IBH Link S5 ++ (IM 115-8 PN/DP CPU) 

The S7 connection is established via drag and drop from the OPC 

server to the IBH Link S5++ (IM115-8 PN/DP CPU).
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The S7 connection from the OPC server to the IBH Link S5++ 

(IM115-8 PN/DP CPU) is displayed.

A click switches between the connection representations. The 

created S7 connection is listed in the Network view window.
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Select OPC symbols (tags) in the OPC configuration 

Open the configuration on the OPC server / properties.

The Configure button opens the Symbol configuration dialog box, in 

which the operands defined in the default tag table (PLC program 

IM115-8 PN/DP CPU) can be selected as OPC tags. 

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags). 

Select global variables as OPC tags 

In addition to the global variables, the data from data blocks can be 

defined as OPC tags.
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Compile the configuration of the OPC server

Load configuration of the OPC server into IBH Link UA

The settings must be made in the dialog box according to the screen 

shot.

The interface 

search was 

successful.



oa preview 
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A check is made prior loading.

5.2.1 IBH Link UA browser window Siemens slots 

The CPU with the OPC tags is displayed in the Siemens Slots 

browser window.

5.2.2 Browser window diagnostics 

The configured connection to the PLC control and its status (error-

free / faulty) is displayed.
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Controller diagnostics

5.3 OPC tags in the UaExpert window

In the UaExpert - program window the global variables of the PLC 

program CPU S5 TIA16e are displayed and under Programs, the 

variables of the data block CounterData [DB 2].



r Data Access View 

Server Node Id
1 BHUnkUA©ibblinkua_sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link S5++.GlobalVars.Down
2 BHUnkUA@ibblinkua_sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link 55+ +.GlobalVarsisCountinq
3 BHUnkUA@ibblinkua_sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link S5+ +.GlobalVars.Max
4 BHUnkUA@ibblinkua_sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link 55+ +.GlobalVars.Min
5 BHUnkUA@ibblinkua_sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link S5+ +.GlobalVars.Up
6 BHUnkUA@ibblinkua_sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link 55+ +.GlobalVars.Value
7 BHUnkUA@ibblinkua_sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link S5+ +.Proqrams.CounterData.0 ounterValue
8 BHUnkUA@ibblinkua_sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link 55+ +.Proqrams.CounterData.CountinqON
9 BHUnkUA@ibblinkua sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link S5+ +.Proqrams.CounterData.MaxValue

.110 BHUnkUA@ibblinkua:sc NS4IStrinql1BH Link S5++ to CPU 103.IBH Link S5+ +.Proqrams.CounterData.MinValue

Data Access View 

Display Name Value 
1 Down true 
2 IsCountinq true 
3 Max false 
4 Min false 
5 Up false 
6 Value 2258 
7 CounterValue 2401 
8 CountinciON 512 
9 MaxValue 10000 
10 MinValue 100 

.4\

Datatype Source Timestamp Server limestamp Statuscode
Boolean 14:29:19.021 14:29:19.522 Good
Boolean 13:50:01.925 13:50:02.560 Good
Boolean 13:50:03.367 13:50:04.060 Good
Boolean 13:54105.015 13:50:05.562 Good
Boolean 14:29:19.021 14:29:19.522 Good
I nt16 14:29:21.523 142222.023 Good
I nt16 14:29:21.523 14:29:22.023 Good
Ulnt16 13:50:12.046 13:50:12.821 Good
I nt16 13:50:15.343 13:50:16.073 Good
I nt16 13:50:17.174 13:501 7.824 Good
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6 IBH Link UA – Alarms and Conditions

OPC UA has defined the interface between OPC Clients and OPC 

Servers in the specification Alarms and Conditions.

Servers can report asynchronous alarms to clients registered with the 

server.

The alarms are triggered via the message blocks of the PLC 

controllers of the 300 and 400 series. These are the following blocks.

Event Description

ALARM_8 SFB34 8 channels, acknowledgeable,  

no associated values

S7-400

ALARM_8P SFB35 8 channels, acknowledgeable,  

up to 10 associated values

S7-400

NOTIFY SFB36 1 channel, non-acknowledgeable, 

up to 10 associated values

S7-400

ALARM SFB33 1 channel, acknowledgeable,  

up to 10 associated values

S7-400

ALARM_S SFC18 1 channel, non-acknowledgeable,

1 associated value

S7-400 and

S7-300

ALARM_SQ SFC17 1 channel, acknowledgeable, 

1 associated value

S7-400 und

S7-300

NOTIFY_8P SFB31 8 channels, non-acknowledgeable, 

up to 10 associated values

S7-400

ALARM_DQ SFC107 1 channel, acknowledgeable, 

1 associated value

S7-400 and

S7-300

ALARM_D SFC108 1 channel, non-acknowledgeable,

1 associated value

S7-400 and

S7-300

(Source: Programming a Message System for OPC UA Alarms & Conditions with 
.NET C# for the SIMATIC NET OPC UA Server, Entry ID: 26548467, December 2011) 

The programming and parameterization of the Alarms and Conditions 

is carried out with the Simatic Manager or the TIA portal. The two 

programming systems manage the message texts and transmit them 

to the IBH Link UA.

The SoftPLC integrated in the IBH Link UA also has the alarm-

triggering blocks as it is compatible with the S7-400. 

Control systems without Alarm system (SFB / SFC blocks) can also 

indirectly trigger Alarms and Conditions via the integrated SoftPLC.
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The SoftPLC reads cyclically the values to be monitored from the 

connected PLC and triggers Alarms and Conditions depending on 

the programming of the SoftPLC. 

Even an existing plant with e.g. an old S5 control system can be 

upgraded for Alarms and Conditions.

6.1 Activating the integrated SoftPLC

The SoftPLC must be activated via the WEB interface page Siemens 

Slots of the IBH Link UA.

6.1.1 SoftPLC status and settings 

The SoftPLC status is displayed on the WEB interface of the page 

Soft PLC of the IBH Link UA.
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6.2 Example – OPC UA Alarms TIA Project

The prepared example project CPU 416 Alarm TIA16e 

is identical to the PLC program, as described in 

chapter 1. The counter counts until MaxValue is 

reached (up counting, indicated by the tag Up) and counts down until 

the MinValue is reached (down counting, indicated by the tag 

Down). The tag Value holds the counter reading of the counter. The 

SIEMENS PLC programming systems TIA Portal V16 is used to 

create the network configuration.

The SFC 108 "ALARM D" is used to send the information about the 

up and down counting to the OPC server for further processing (e.g., 

visualization). 

6.2.1 CPU Hardware Configuration 

Double-click Device Configuration to 

open the Device view window. In the 

example, the CPU 416-3 PN/DP 

(6ES7 416-3ER05-0AB0) firmware version V5.1 is used, which is 

also available as a software PLC from IBHsoftec. 

The required IP address is set under IP protocol. In the example, the 

IP address of the CPU is 10.0.13.11. The Ethernet connection is 

direct without a router.
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CPU 416-3 PNUCIP [CPU 416-3 

Rack 0 

e llopology view Network view Device view 

Mr 

right clic 

Change device 

Go to networkview 14 15 16 17 18 

Compile 

Download to device Har are and software (only changes) 
0 Go online Ctrl+K Hardware configuration 

fig,4  GO offlir, 
_.4] Online & diagnostics 

Ctrl+M 

Ctrl+D 

Properties AIt+Enter 

Software (only changes) 

Software (all) 
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Hardware and software compilation 

Use the command from the context menu to compile the software 

and the hardware.

Hardware and software compilation

Download the hardware and software into the CPU 

With the commands from the context menu, the software and the 

hardware configuration can be downloaded into the device.

The load command opens the dialog window to set the interface for 

the device. Connection with interface / subnet PN/IE1, and Show 

devices with the same addresses must be selected.



 

 

n .e own oa to device 

Configured access nodes of"CPU 416-3 PNIDP" 

Device Devicetype Slot Interface type Address Subnet 

CPU 416-3 PNIDP CPU 416-3 PNIDP 2 X1 MPI 2 

CPU 416-3 PNIDP 2X5 PNIIE 10.0.13.11 PNIIE _1 

(open, I select 

Type of the PG(PC interface, 1PNJIE

PGIPC interface: Realtek PCIe GH Family Controller 

Connection to interfa ceisubnet: PNIIE 1 
— 

Select target device: 

Device Dev ice type 

LE: 

Online status information, 

• n .e own oa o' evlce

An. 

Fla sh LED 

Online status information: 

0  Scan completed. 1 compatible devices of 1 accessible devices found. 

Retrieving decke information... 

Scan and information retrieva I completed. 

(aper, select`

ow devices with the same addreszeg• 

Interfacetype Address Target device 

PNIIE Access address 

Configured a ccess nodes of 'CPU 416-3 PNIDP' 

Device Devicetype 

CPU 416-3 MIM' CPU 416-3 PNIDP 2 X1 MPI 

CPU 416-3 PNIDP 2 X5 PNIIE 

<"nf"'"'>°16. Start search 

Display only error messag es 

r Cancel 

Slot Interface type Address Subne: 

Type of the PG,PC Interface: 

PGiPC Interface, 

Connection to interfacelsubnet, 

ist gateway. 

Select targ et device: 

PNIIE 

Realtek PCIe GbE Family Controller 

PNIIE_1 

2 

10.0.13.11 PNUE_1 

Show devices with the same addresses 

Device Devicetype Interface type Address 

CPU 416-3 PNIDP CPU 416-2 DP PNIIE 10.0.13.11 

CIM Access address 

oa preview 

Check before loading 

Status 

! 

Target

1, CPU 416-3 PI-VOP 

Target device 

CPU 416-3 PNIDP 

Start search 

Dis play on ly e rror messages 

(confirm  
i Load Cancel 

Message r.C,C11 

Readyfor loading. Load 'CPU 416-3 PK.. 

>•' Protection Protection from unauthorized access 

Devices connected to an enterprise network or directlyto the 
interner must be appropriately protected against unauthorized 
access, e.g. byuse of firewalls and network segmentation. For 
more information about industrial security, please visit 
httplIwww.siemens.com/industrialsecurity 

Different modules Differentes between configured and target modules (online) all D . 

lhe modules are stopped for downloading to device. [
Accept 

0 Stop modules Stop all 

O Device configurati... Download to device Delete and replace system data in target 

O Software Consistent download Download software to device 

tonfirm 

Refresh 

Load Cancel 
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The successful search is displayed.

The loading process requires several confirmations of messages. 

A preview of the loading is displayed.



 

 

 

oa re ' 

lä) Status and actions after downloading to device 

ams  ! Target Message

4,. 0 '• CPU 416-3 PN1DP Downloading to device completed without error. 

0 1 Start modules Start modules after downloading todevice. 

(confirm>,, 

Action 

Load 'CPU 416-3 PNI... 

Start module 

Finish ! I Cancel 

__Mann TIA 16e ► CPU 41 6-3 PWDP [CPU 416-3 PlifDP] ► Prograrn blocks ► CounterData ID 821 — 

e. _ gy:e. 
Keep actual values 

► 
Snapshot 1,1t. 134, Copysnapshots to startea lues 

CounterData 

Name 

1 eZ1) 

2 • 

3 .ED • 
4 Eu • 

5 eD • 

Static 

Counting ON 

Dummy 

CounterValue 

Structure 

6 eu • 

7 .E2 • 

8 eD • 

9 eu • 

Add new device 

Device na me 

Iß H Link UA 

3 
Controllers 

HM 

PC systems 

MinValue 

MaxValue 

switch_2 

Value 

ente 4 

Data type Offset Startvalue— Monitor value Comment 

Bool 0.0 false TRUE On i offswitch 1 

Int 2.0 0 0 Dummy 

Int 4.0 0 7108 continuously Counter value 

Struct 6.0 updated compIex variable - STRuc7 - 

Int 6.0 100 100 rninimurn Counter value 

Int 8.0 10000 10000 maximum counter value J Baal 

Int 

...Eil PC systems 

PC general 
Industrial PCs 

• Qj SIMKI1C S7 Open Controller 

SIMAMC S7 Embedded Controller 

SINUMERIK operator components 
SIMKI1C Contraller Application 
SIMAMC HM a pp lication 

- rAi User applications 

OPC erre 

® Applikation 
select)-'

select

10.0 

12.0 

TRUE TRUE 

7108 

Device: 

Article mei 

Version: 

Descriptioni 

On i Off switch 2 

Counter value 

i] CPU 416 Alarrn TIA 1 6e 

Addir  device 
,double-click) 

OPC server 

OPC Server 

SW V8.2 
open! select 

3 
OPC server for the DP, FDL, S7 (between different 
subnets), 57 alarms, ISOMP,SNMP, DP master 
cIa ss 2, PROFINETIO,SIMATC NET PC software 
V8.2 ... 

7 Open device view OK I I Cancel
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Finish loading

CPU 416-3 PN/DP online 

The up and down counting can be checked online.

6.3 Insert IBH Link UA as an SIMATIC PC station

Double-clicking on Add new device opens 

the device selection dialog box. If an OPC 

server is added to the project, an SIMATIC 

PC station is automatically added.



 

CPU 416 Alarm TIA 16e ) CPU 416-3 MOP [CPU 416-3 PRUDP[ ä X 

Topology view 

(113H Link UA ISIMATC PC Stink 

is inserte 

5IMATIC PC station 

Network view Device view 

ce 

4.4

o•e

ii 
Hardware catalog ii

Options 

Filter Profile, 

► %PC general 

► SIMAlIC Co ntroller Application 
► eSIAKIIC HU application 

► 123 User applications 

• ji Communications modules
PROFINE11Ethernet 

7mi CP1604 

eAll> • 

CPU 416 Alarm TIA 16e ) Devices & networks X 

Topology view IIügb Network view 

IBH Link UA [SIMATIC PC Stagli 

SIIVIATIC PC-Station 

WinLC RTX TIA16e ► IBH Link UA [SIMATIC PC station] 

IBH Link UA [SIMATIC PC Stati lffc- s. 

SIMATIC PC-Station 

General 10 tag 

'^^^^^"'~(mark) 
Startup 

Cycle 

Clock memory 

► Interrupts 

Diagnostics system 

). System diagnostics 

Time of day 

C RTX 

Device v w 

is inserted 

1 

jTopology view 

9LL“ 111 

EZ=MID=B 
General 

Properties) 

Name: 

Author: 

Comment: 

[Slot: 

CF. 1628 

IE general 

PROFIBUS 

Options 

v Catalog 

<Search,. 

Filter Profile: 

PC general 

SIMATIC Controller Application 

SIMATIC WinAC RD< 

+ WinAC RD< Software PLC 

(double-click)

› EJ WinACRTXF ftwa e PLC 

Unspecified PC double duck 

SIMATIC HMI application 

_3 User applications 

la Communications modules 

ügb Network view E=3:11 

+14 Info Diagnostics IWF 

SoftPLC-1131-1-link-UA 

TTI 

3 
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Insert communication module into the IBH Link UA

6.3.1 Insert SoftPLC as SIMATIC WinAC RTX 

With a double-click on WinAC RTX Software PLC / 6ES7 611-

4SB00-0YB7, the software PLC is inserted.

The firmware must have version V4.6. The Software PLC_1 have 

been renamed in Soft PLC WinAC.

Check the WinAC RTX (Soft PLCWinAC) slot 

The soft PLC WinAC RTX was created in Siemens slot 3 in the IBH 

Link UA. The soft Soft PLC WinAC must be in slot 3.



 

 

 

 

 

 

CPU 416 Alarm TIA 16e , CPU 416-3 PNIDP [CPU 416-3 PNIDPI 

IBH Link UA[SIMA1IC PC Stati 

double-click 

SIMATIC PC station -

rar
General 

1
10 tags 

► General 

PROFINET Interface [X1) 

General 

Option, 

, Advanced options 

OPC configuration 

ce 

4 4

Topology view 

JP 4e 

,e> 

91 
System constants Texts 

mark 

Ethernet addresses  

Interface networked with 

Gubnet:

Network view Bi Device view 

Properties '!Info I J Diagnostics I Aalla 

ISO protocol 

n Use ISO protocol 

IP protocol 

Use IP protocol 
mark 

Further settings are 
default settings 

General 10 tags System constants 

PROFINETtnterface [XI] 

General 

Options 

Ethernet addresses 
, Advanced options 

OPC configura tkm 

General 

Further settings are 
default settings 

address. 

eile j 

Add new subnet 

08 -00 -06 -01 -00 -00 

IP-Address 
IBH Link UA 

IP address: 10 . 0 . 13 . 89 1 
set 

)Gibnet mask: 255 . 255 . 255 . 0 1 .

C Use router 

0 .0 .0 .0

Properties 

,,xts 

Name: 

Author: 

Comment: 

Slot: 

IE general _1 

TII 

2 

(oben 1 select 

Info 16_,] Diagnostics 

The IBH Link UA Ethernet interface 
must always be in slot 2 
(slot is also referred to Index). 
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Define communication module properties

Check slot IE General_1

6.3.2 IBH Link UA SoftPLC WinAC – PLC Program 

Double-click to open the PLC block CounterValuation [FB 10]. 

In this block, the block ALARM D (SFC 108) is called twice for 

transferring messages. 

The signals High and Low are used to trigger the transfer of the 

messages.

ALARM D (SFC 108) Parameters 

The following table shows the parameters of the instruction 

"ALARM_D":



Output 

InOut 

High Bool 0.0 . 

Low Bool 0.1 false 

CounteNalue Int 2.0 

Static 

HighLevel C_Alarm_s 4.0 

LowLevel C_Alarm_s 8.0 

Status Int 12.0 

CounterLevel Int 14.0 

Temp 

Constant 

evaluation 

EJ
EJ

E1
13

13
32

92
0 

...SoftPLC WinAC MinAC RTX] r Program blocks 1 CounterEvaluation [F810] — ä X 

aKeseet. mEnzEl±..ä±u±En tc)‘©emel-.9 
(CounterEvaluation1

Name Data type Offset Default value IVisible in HMI e.. 

Input 

2 Output

3 InOut

4 • High Bool 0.0 fals,.

5 • Low Bool 0.1 false

6 «EEI • CounteNalue Int 2.0

7 Static

8 «el • HighLevel C_Alarm_s 4.0

• LowLevel C_Alarm_s 8.0

10 • Status Int 12.0

11 • CounterLevel Int 14.0

12 Temp

13 Constant

▪ Block title: Counter evaluation

The SFC 108 "ALARM D" is used to send the information to the OPC server for further p•ocessing. 

▪ Network 1: Move counter value 

Comment 

MOVE 

EN ENO 
#CounterValue —IN OLIT1 — #CounterLevel 

▪ Network 2: High Level 

Comment 

#High —

4711 - 

#HighLevel — 

4712 - 

#CounterLevel — 

EN 

SIG 

ID 

EV_ID 

CMP_ID 

SD 

▪ Network 3: LowLevel 

Comment 

#Low —

4711 — 

#LowLevel — 

4712 —

#CounterLevel — 

EN 

SIG 

ID 

EV_ID 

CMP_ID 

SD 

ALARM_D 

ALARM_D 

ENO 

RET_VAL #Status 

ENO 

RET_VAL — #Status 
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Parameter Declaration Data type
Memory 

area
Description

SIG INPUT BOOL I, Q, M, D, L The alarm triggering signal

ID INPUT WORD
I, Q, M, D, L 

or constant
Data channel for alarms: W#16#EEEE

EV_ID INPUT DWORD I, Q, M, D, L Alarm number (not allowed: 0)

CMP_ID INPUT DWORD
I, Q, M, D, L 

or constant

component identifier (not permitted: 0) 

ID for the subsystem to which the 

corresponding alarm is assigned 

Recommended values: 

• Low word: 1 to 65535 

• High word: 0 

You will not have any problems with the 

SIEMENS program package if you 

comply with these recommendations.

SD INPUT ANY
I, Q, M, D, 

T, C

Associated value 

Maximum length: 12 bytes 

Only the BOOL data types are 

permitted (not permitted: bit array), 

BYTE, CHAR, WORD, INT, DWORD, 

DINT, REAL, DATE, TOD, TIME, 

S5TIME, DATE AND TIME

RET VAL OUTPUT INT I, Q, M, D, L Error Information

PLC block CounterEvaluation [FB 10]



 

...0 station] ► SoftPLC WinAC [WinAC BTX] ► Program blocks ► Main 10811 I I I 

Block title: "Main Program Sweep (Cycle)" 

Network 1: Calling Tank evaluation 

%1D810 
"CounterEvaluatio 

nDB" 

%F1310 
"CounterEvaluation" 

EN ENO 

"Down" —High 

%M1.4 
"Up" — Low 

%MW2 
"Value" — CounteNalue 

SoftPLC WinAC [WinAC RDI 

DY Device configuration 

Device proxy data 

Bai Program info 
(double Blick? 

E7-.. PLC supetvisions & alanns 

ji PLC alarm taxt lists 

...cUA [SIKIATIC PC station] k So ftPLC 'Wirt A C [WinAC RTX] PLC SU pervisions & alarrns 

Program alarms 

_ e 
[Alarm tvpes] 

User diagnostics alarms s System alarms 

Name Range Type ID Location 1213=31 
1 I HighLevel 1 

LowLeve I 

Alarm instances 
Name 

1 2 HighLevel 

Alarm instances 

1 

Range 

1 

Name Range 

1 

Alarm_s 

Alarm_s 

'Type 

Alarm_s 

ID 

1610612737 

CounterEvaluation Counter reading i@11%3u@ Low 

CounterEvaluation Counter reading i@11%3u@ High 

Location eir=1 
CounterEvaluatianDB Counter reading @11%3u@ Low 

ID Lecation [Alarm text) 

LowLevel 1 61 061 2738 CounterEvaluationDB Counter reading @11%3u@ High 

'Type 

Alarm_s 
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Organization Block Main [OB1] 

The function module CounterEvaluation [FB 10] should be called 

now because the instance data block CounterEvaluationDB must 

exist to define the values for the PLC messages of the 

Data type C_Alarms_s.

6.3.3 Configuring PLC messages 

Values can be assigned to the messages being defined with the 

parameters SD. These values may have a maximum length of 12 

bytes. The accompanying value is a block beginning and ending with 

the character @.

Opening the Program alarms window 

Double-click to open the Program 

alarms window to set the associated 

values.

Marking a line in the Alarm types field, lists the ID of the associated 

name in the Alarm instances field.

The Alarm text belonging to the individual names can be edited in 

the Alarm types list.



Counter reading @.11%3u@ Low 

Counter reading @1I%3u@ High 

Counter reading 385 Low 

Counter reading 9846 High 
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Structure of associated values in alarms 

Format specification 

The format is starts with the character "%". The alarm texts have the 

following fixed formats:

Format Description

%[i]X Hexadecimal number with i digits

%[i]u Decimal number without sign with i digits

%[i]d Decimal number with sign with i digits

%[i]b Binary number with i digits

%[i][y]f Floating-point number with sign with y digits after 

the decimal point and total number of digits i

%[i]s String (ANSI string) with i digits 

Characters are printed up to the first 0 Byte 

(00Hex).

%t#<Name of 

the text list>

Access to text list

• If the number of digits [i] is too small, the value is still output in 

full length. 

• If the number of digits [i] is too large, an appropriate number of 

fill characters is output before the value.

Element type 

This uniquely configures the data type of the associated value:

Elements type Data type

Y BYTE

W WORD

X DWORD

I Integer

D DINT

B BOOL

C CHAR

R REAL

Example: 

Alarm text: Output on the display:



  

CPU 416 Alarm TIA 16e ► Devices & networks 

open / select 

Network 1 m Connettionsul 57 connection 

HMI connection 
E-mail connection 
FDL connection 
ISO connection 
ISO-on-TCP connection 
PtP connection 
S7 connection 
TCP connection 
UDP connection 

CPU 416-3 PNIDP 
CPU 416-3 PN/DP 

.2133,

PNIIE_1 

M92121 g± 

Network overview II IConnections 1 Y VO communication II VPN II TeleControl 

w Local connection name Local end point 

Topology view Network view aY Device view 

Local ID (hex) Partner ID (hex) Partner Connection type 

S7_Connection_1 • CPU 416-3 PNIDP [CPU 416-3 PNIDP] 1 57_Connection_1 IBH Link UA [OPC Server] U 57 connection 

57_Connection_1 IBH Link UA [OPC Server] 57_Connection_1 1 • CPU 416-3 PNIDP [CPU 416-3 PNIDP] 57 connection 

CPU 416 Alarm TIA 16e ► Devices & n etworks —iläX 

(openiselect 2 Topology view il Network view illy Device view 

Network i.l Connections S7 connection IM9212.1 g± 
HMI connection 
E-mail connection 
FDL connection 
ISO connection 
ISO-on-TCP connection 
PtP connection EM 
S7 connection 
TCP connection 
UDP connection 

CPU 416-3 PNIDP 
CPU 4`6-3 PNIDP 

J 

I IM Link UA
SIMATIC PC Stat... a - 

I:I 

PN/IE _11 

, Network overview Connectmns VO communication VPN TeleControl 

id, Local connection narre Local end point Local ID (hex) Partner ID (hex) Partner Connection type 

57_Connection_1 II CPU 416-3 PNIDP [CPU 416-3 PNIDP] 1 57_Connection_1 la IBH Link UA [OPC Server] 57 connection 

1 S7_Connection_1 ill IBH Link UR [OPC Server] S7_Connection_1 1 3 CPU 416-3 PNIDP [CPU 416-3 PNIDP] S7 connection 

S7_Connection_2 iii IBH Link UA [OPC Server] 57_Connection_2 1  1 g id SoftPLC WinAC [WinAC RTX] H 57 connection 

57_Connection_2 a SoftPLCWinAC [WinAC RTX] 1 57_Connection_2 2] IBH Link UA [OPC Server] S7 connection 

TWJWiikki7TITC,Ift,1 g Properties 41.1, Info ,il 3.j. Diagnostics 

[General 10 tags System constants Texts 

mark General 
Local ID 

Special connection properties Connection 

Address details Name: S7_Connection_2 

, Drag & Drop 

OPC 

Alarms 

Diagnostics alarms 

A 4 
- 

5 Subnet: [AS internal] [AS internal] 

Address: - - 

Connection path 
Local Partner 

WInAC 
Sener 0 b 

End point: IBH Link UA [OPC Server] SoftPLCWinAC [WinAC RTX] 

Interface: 

Interface type: 

AS-internal • AS-internal , 
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6.3.4 S7 connection – OPC server with CPU 416 / OPC server 
with WinAC RTX

S7 connection – IBH Link UA-OPC server – CPU 416-3 PN/DP 

Via drag & drop, from the OPC server to the PLC 416-3 PN/DP, 

the S7 connection established.

S7 connection – IBH Link UA-OPC server – WinAC RTX 

Via drag & drop, from the OPC server to the WinAC RTX, the S7 

connection established.



 

CPU 416 fri'Fm Tlfi. 16e leinices & networks —03X 

Topology view h, Network view Ihr Device view 

N etwa r k overview Connections VO communication VPN TeleControl 

ete Device !
Type Address in subnet subnet 

", 57-416 S7-400 station 

'r CPU 416-3 PNIDP CPU 416-3 PNiDP 

MPI!DP interface2 MPIJDP interface 2 Not connected 

PROFINET interface _l PROF INET interface 10.0.13.11 

Port _l Pott 

Port_2 Port 

••• IBH Link UA SIMATIC PC Station 

IBH Link UA OPC:5erver 

IE general_1 IE general 

PROFINET interface PROFINET interface 10.0.13.89 PhlflE_1 

Port_1 Port

SoftPLCWinAC Softv,are PLC 

CPU 416 Alarm TIA 16e ► Devices & networks 

ZTopology view Network view Device view 

Network overview V LConnectionsJ V 1/0 communication VPN TeleControl 

Local connection name 

57_Connection_1 

S7_Connection_1 

57_Connec all_ 
I'  

k IBH Link UA [OPC Server] 

57_Connection_ SoftPLCWinAC [WinAC RTX] 

Local end point 

1. CPU 416-3 PNIDP [CPU 416-3 PNIDP] 

IBH Link UA [OPC Server] 

Local ID (hex) I Partner ID (hex) 

1 

S7_Connection_1 

57_Connection_2 

S7_Connection_1 

J1

malm 
Partner type

IBH Link UA [OPC Server] S7 connection 

CPU 416-3 PNIDP [CPU 416-3 PNIDP] S7 connection 

SoftPLCWinAC [WinAC RTX] 57 connection 

S7_Connection2 311 IBH Link UA [OPC Server] S7 connection 

PropertiO Info wJ Diagnostics 

General 10 tags System constants Texts 

General 

Local ID 

Special connection properties 

Address details 

. N.(mark)
Alarms 

Diagnostics alarms 

mark 

mark 

OPC  

Connection establishment 

0 Establish connection an demand (access to tag) 

'A® Maimain connection permanently 

Alarms 
Default priority for alarms: 500 

Receive block and Symbol-related alarms 

Receive diagnostics alarms 

Use own time stamp 

(null( 
Other parameters 

) 
Optimize write access 

(mark),L__,
Optimize read access 

Automatic reset of S7 password for block access 

Immediate response when interrupted connection is detected 

Timeout during connection establishment 15000 M5 

Job timeout 15000 

Maximum number of parallel network jobs 2 

PDU size 

M5 

960 Byte M 
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The connections are displayed.

S7 connection - display / set OPC properties

With a click on the S7_Connection (IBH Link UA OPC Server [OPC 

Server] with SoftPLC [WinAC RTX]) the window S7_Connection_2 

[S7 connection] / Properties is opened. 

The specified settings must be made under OPC: 

• Maintain connection permanently. 

• Receive block and symbol-related alarms. 

• Optimized write access 

• Optimized read access



16e Name type Address Connection lAccess Lo Hi 

PNIDP 
mark 

Max Bool %M2.0 False S7_Connection_1 None 0 I 

blocks Min Bool %M2.1 False 57_Connection_1 None 0 0 

UA IsCounting Bool %M2.2 S7_Connection_1 ) 0 0 

SoftPLCWinAC Down Bool %M2.5 True S7_Connection_1 ReadWrite 0 0 

tags Up Bool %M2.6 True S7_Connection_1 ReadWrite 0 0 

blocks Value Int %MW12 True S7_Connection_1 ReadWrite 0 0 

 

 

Confguring.... 

CPU 41 6 Alarm TIA 1 6e CPU 416-3 PN/DP [CPU 416-3 PN/DP[ 

Topology view Network view 

IBH Link UA Isikenc PC StatiA 2 ErALIQ,± 
mark 

SIMATIC PC station 

General 

General 

OP 

OP ma ster dass 2 

FDL 

C S7 

MEM 

_itax 

Device view 

Properties) o Diagnostics 

10 tags System constants Texts 

Symbol selector 

select 

OPC alärms 

OPC program alarms mapping table 

57 UA redundancy 

OPC symbols 

None 

0 All 

onfigured 

select 
Configuring...

D Field elements visible during runtim(eciick) config, n9...

- 3 CPU 416 Alarm TIA 16e Name Data type Address Vi elf Connection • lAccess EU Lo EU Hi

1:11 CPU 416-3 PNIDP
mark

CounterON 

Max

Bool 

Bool

%M0.1 

%M2.0

False 

False

S7_Connection_1 

S7_Connection_1

None 

None

0 

0

0 

I I

Program blocks Min Bool %M2.1 False 57_Connection_1 None 0 0

IBH Link UA IsCounting Bool %M2.2 ‘False S7_Connection_1 %None ) 0 0

SoftPLCWinAC Down Bool %M2.5 True S7_Connection_1 ReadWrite 0 0

PLC tags Up Bool %M2.6 True S7_Connection_1 ReadWrite 0 0

Program blocks Value Int %MW12 True S7_Connection_1 ReadWrite 0 0

Elements with active branch 

Symbols: 

CSV Import! Export 

Importfile 

Access path 

CPU 416 Alarm TIA 16e.37-400 str 

,..2 .4sible Access right: 

mark f unmark 

ym o con Iguratlon 

Symbol selector 

3 CPU 416 Alarm TIA 16e Name Data type !Address Visible !Connection 

CPU 416-3 PN/DP Counting ON Bool %D132.DBX0.0 False S7_Connection_1 

PLC tags Dummy Int mark all %DB2.DBW2 False S7_Connection_1 

Program blocks CounteNalue Int %DB2.DBW4 Fakt S7_Connection_1 

tructure Struct %DB2.DBX6.0 False S7_Connection_1 
mark

Re d 
VVYite 

None 

(open select

IBH Link UA 

Elements with act 

Symbols: 

CSV Import! Export 

Importfile Exportfile 

DIJ 

Access path 

CPU 416 Alarm TIA16e.37-416.CPU 416-3 PNIDP.CounterData 

C4ieible Access right: 

unmark
Connection: 

Access 

None 

None 

None 

None 

(open! select

None 

S7_Connection_1 131 

Low limit: High limit: 

0.00000000000 

EU Lc EU HI 

0 

0 

0 

OK Cancel 
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Select OPC symbols (tags) in the OPC configuration 

Open the configuration for the OPC server / properties. 

The Configure button opens the Symbol 

configuration dialog box, in which the operands defined in the symbol 

table (PLC program Tank Level) can be selected as OPC tags. 

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags).

Configurable global PLC tags
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6.3.5 Compiling the SIMATIC PC station (IBH Link UA) 
Hardware and Software
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If no error occurs during the hardware and software compilation, they 

can be loaded into the IBH Link UA [SIMATIC PC Station].

Load the Hardware and Software into the IBH Link UA 

With the commands from the context menu the software and the 

hardware configuration are download into the device.

The Download command opens the dialog box to set the interface 

for the device.
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A preview of the loading is displayed

Finish loading

6.3.6 IBH Link UA browser window Siemens slots. 

The CPU with the OPC tags is displayed in the Siemens Slots 

browser window.



1-1 SI_Connection_l 

 1-2 2 

ID name Address 

10.0.13.11:102 

127.0.0.1,102 

Time 

5.11.202012:22:3 PLC 10 

5.11.202012,22,3 PLC 10 

— ❑ 

09 e 

Network 

Security 

Certificates

i12 I ä 10.0.13.897?undiamiscriety 

Controller diagnostics 

ogout Update password 

Client diagnostics St tem Log 

ID Connection name Address Time

0 1-1 SI_Connection_l 10.0.13.11:102 5.11.202012:22:3 PLC 10

4, 1-2 37_Connection 2 127.0.0.1,102 5.11.202012,22,3 PLC 10

Time settings 151" r diagn" e 

Diagnostics 

MQTT 

■ ICH Link UA OPC Client 

'04 e 

Network 

Security 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

OPC Client) 

Diagnostics 

MQTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

ä 10.0.13.89/7 ,/opc_chent 

Logou 

Connected Ser 

Update password 

o,Wrz,izble froet and to sonnen to Geier 

Url of a computer with discovery service running 

.PC.tP,//10,0,13,89,48010 nyertmer um_ mmerretwornrconmse Terme 

III\ 0 0 E 

Connection established (5E87 415-3E905-0ABO) 

Connection established (5E07 511-43800-0787) 

— 

III\ 0 ® 0 E 

single-cfflr 

pload dient ML configuration I Download dient XML sonfiguration Oelde dient sonfiguration I 

Publishing inteNal trnsj 

Server 

500 0ynehroneousreal:2 Username (leave empty for none): 

Server Name Fndpoint Uri 9 murrry Policy 

IMO,hlinkua zc mar So http lloodoundatron orgNA/SeruntvPoIrm 

de( 
Password (leave empty for none) 

urn ibblinkua_ IBHUnkU/Aetilllifikta_Sc 

urn ibblinkua_ IBHLinkUL141ehliftkUa_SC 

urn ithlinkua_ IBHLinkUACIfibhlinkua_sc 

urn ibblinkua_ IBHUnkUMMibhlinkua_sc 

urn ithlinkua_ igidunkUMMibralinkue_sr 

urn ibblinkua_ IBHUnatteibralinkun_sc 

Remote server cerfifirate etads 

Common Name' 

Orgenivetron 

Orgenizetion Und: 

Togalitt,: 

State: 

Country: 

Valid from: 

Valid Im 

Application URI' 

Encrtption strength: 

cm. MP //Mild 

onc.tcp:/)IIbtli 

opc.tcpr/Abhli 

Duni:fp:Mb-11i 

ope tos /fithli 

opc tcp //Phil 

IBHLinklIA@Pihlinkua rescueb 

Orgeniretion 

unn 
LocationName 

DE 

2120-0831 

2005-0830 

urimbhhnkUti_8C:113Hsoftec IBHLinkUA 

RSA-SHA2E6 2048 Bit 

The cmberate is valid 

IntIMUOPCIOurlslatrarldaMINA/SecurityPolicy#B35112581ha256 

http://cerfoundation.org/DAISaturrtyPolity.Base25651.256 

dep://operoundation.org/UAISecurgeohrritAest29_ea256_ 

http://0pCfeundation.org/UNSecurityPolicydAes128_Sha255_ 

Lttp://opefoundation.oraNA/SecutityPolicyMes256_Shm256_ 

hitt ://opcfoundation.ordUNSecurityPoliry#Ae5255_31,255_ 

intonnateania inseried 

5ewrito Mode 

Sign 

signAndEnsrypt 

Sign 

signAndEncrypt 

Sign 

signAndEncrypt 

Cancel 

Page  6-18 IBH Link UA – Alarms and Conditions Chapter 6

IBH Link UA   Training TTI   Trans Tech International© 2021

6.3.7 Browser window diagnosis / control diagnosis 

The configured connection to the PLC control and its status (error-

free / faulty) is displayed.

6.4 Create OPC clients in IBH Link UA

In the IBH Link UA web browser window / OPC client, enter the IBH 

Link UA as OPC client with the security mode None.

Add server 

The IBH Link UA is set as the server. Enter the copied Endpoint URL 

opc.tcp: //10.0.13.89: 48010 in the open field in the IBH Link UA 

web browser window / OPC client for the OPC UA server.

Security Policy None and Security Mode None were selected for 

data transmission.
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The IBH Link UA OPC UA server is connected. The status of the 

servers is good.

Add Variable to Read 

Select the GlobelVars (tags) Down, Up, and Value from the CPU 

416-3 PN/DP to be read variables.

Connect Variables
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The three variables from the CPU 416-3 PN/DP 416-3 PN/DP) to be 

passed via the OPC Server to the integrated SoftPLC WinAC in the 

IBH Link UA.

In the IBH Link UA web browser window OPC Client the established 

connections are displayed.

CPU 416-3 PN/DP →  SoftPLC WinAC
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6.5 UaExpert - program window - connection to Set up 
IBH Link UA OPC server

Clicking on the Plus icon opens the AddServer dialog box in 

UaExpert.

With a double-click on the 

Endpoint URL the name of the 

OPC server (host name) is 

displayed with its Endpoint URL. 

A double-click on the Endpoint URL 

lists the security levels from the IBH Link UA browser window 

Security / Server Security.

Double-clicking on the entry None -

None (uatcp-uasc-uabinary) in the AddServer dialog box sets this 

security level and closes the dialog box. 

In the opened UaExpert program window, the connected server is 

displayed with the specified security level.

With a click on Connect Server the connection to the OPC UA server 

is established.

To display the messages from the alarm block calls, the Event View 

window must be opened.

Note: 
The messages from the Alarm block calls are sent immediately by the 

alarm-triggering PLC to the OPC UA server.
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17:35:52.683 IBHLinkUA©ibhlinkua_sc IBH Link UA\SoftPLC WinAC\... Counter reading 460 Low 570ffNormalAlarmType Inactive

17:3612.714 IBHLinkUA©ibhlinkua_sc IBH Link UA\SoftPLC WinAC\... Counter reading 9511 High S70ffNormalAlarmType Active

Name Value 

Conditionld Vodeld 

Namespacelndex 4 

IdentifierType String 

Identifier BH Link UA.SoftPLC WinAC.Alarms.CounterEvaluationDB.LowLevel 

AckedState/Id True 

ActiveState 'en", "Active" 

ActiveState/Id True 

Branchld Nodeld 

Namespacelndex 

Severity Server/Object SourceName 

18 HLin kUACiibblinkua_sc f SoftPLC WinAC IBH Link UA\SoftPLC WinAC\CounterEvaluaticinDB 

IBHLinlcUA@ibblinkua_sc 1 SoftPLC WinAC IBH Link UA\SoftPLC WinAC\CounterEvaluationDB 

Message EventType Active 

Counter reading 9660 High 570ffNormalAlarmType Active 

Counter reading 577 Low S7OffNormalAlarniType Active 

CPU 41 6-3 PNIDP [CPU 41 6-3 PN/DPI ► Watch and force tables ► Watch table 1 a X 

Name Address Displayformat rvlonitorvalue Modify value Cornment 

"Value" %MW1 2 DEC4- 61 24 Counter value 

2 "up" %M 2.6 Bool El FALBE up counting 

3 "Down" %M 2.5 Bool TRUE down counting 
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6.5.1 UaExpert - program window 

Drag & Drop the entire PLC (SoftPLC WinAC) into the EventView 

window. All alarms coming from the PLC are displayed. It is not 

possible to select individual alarms. 

Messages transmitted to the OPC UA server by the alarm block calls 

are listed with its TimeStamp.

6.5.2 CPU 416 Watchtable – Status



lemens 

Project Edit View Insert Online Options Tools 

3 'ieproject X h Te X 1 '9 ± ± 
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• 

1 

Project tree 

jr Devices 

es 

e Online access 

11 4 

E1133 

Displayfhide interfaces 
► r:_p COM [R5232/119 multi-master cable] 
I. :21 Realtek PCIe GbE Family Controller 

e. Hyper-V Virtual Ethernet Adapter 

 ►E PC internal 

► PLCSIM [Ple 

►LDUSB [S7USl 
► IBHNet [MP 

IBHSoftPLC 

►LEI TeleSeivice 

%I Card ReaderJU 

Veo. Siemens 

Project Edit View Insert Online Options Tools 

:I 3 61 Save Project s X TA' X n 

Project tree 111

jr. Devices

Online access 

V Displaylhide interfaces 

► COM [RS232/PFImei-mastet cable) 

., rpaealtek PCIe GbE Family Controller 
ja Update accessible devices 

MED 

Display more information,
`9(dpuble-click)

plc 1200 [10.0.13.91] 

plc 1500 [10.0.13.90] 
Tim̀-  [10.0.13.92] 

Eäl S7.4.2 [10.0.13.93] 

j ibhlinkua_sc [10.0.13.89] 

Eil tti-red [10.0.13.4] 
► Hyper-V Virtual Ethernet Adapter 
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7 IBH Link UA - connection of a CPU 1500

In the following example, a project is made of the connection of a 

CPU1511-1 PN (6ES7 511-1AK00-0AB0) using the Ethernet bus. 

Instead of the CPU1511-1 PN, any other S7 CPU 1500 with an 

unused Ethernet port could be used.

7.1 Assign an IP address to the CPU 1500 online

The MAC address (MAC ADD1) is printed on the housing above the 

LAN port (example: 00-1B-1B-13-23-CB)

Connect the Ethernet Port with the network of the PC. The network 

must have a server (router) that is set to DHCP. 

No project needs to be available in the open TIA Portal.

Click on online access 

Click on on-line access to display the list of possible on-line 

interfaces.

Select the Ethernet controller 

via which the CPU 1500 is 

connected to the DHCP 

network.

If the shown PLC 1500 has not 

the correct IP-Address, a new 

address must be assigned.



°Go 
00 

IP Address 
10.0.13.90 

Ethernet bus 

oto 

IP Address 
10.0.13.89 

T1A Portal V16 
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7.2 Project with TIA Portal V16

Creation of a project with the TIA Portal, with the 

connection of a CPU 1500 and the IBH Link UA via an 

Ethernet connection, is shown.

7.3 Hardware structure (CPU1511-1 PN – IBH Link UA)

Example: Counter level 

The prepared example project CPU 1500 TIA16e is 

identical to the program Counter, as described in 

chapter 1. The counter counts until MaxValue is 

reached and counts down until the MinValue is reached. This 

process is repeated continuously. The up count is controlled by the 

variable Up and the counting down by the variable Down. The 

variables Value (Default tag table) and CounterValue (data block 

CounterData [DB2]) hold the counter reading. 

The SIEMENS PLC programming systems TIA Portal V16 is used to 

create the PLC program. 

Variables of the Default tag table and of the data block 

CounterData [DB2] are to be used by the OPC server IBH Link UA 

as OPC tags.

TTI   Trans Tech International© 2021

Note:

The data blocks CounterData [DB2] must not have Optimized 

block access.

The IBH Link UA – OPC UA Server cannot access data blocks 

[DB] variables in an optimized data block of an S7-1500 CPU.



CPU 1500 TIA 16e PLC 1500 [CPU 1511-1 PAH 

Keep actual value3

Program bloch CounterData [DB2] —SBX 

5napeot Copy 3nepshot3 to starr value3

Name Data type ClIser Start value Commem

113 • 

..ir€
Stete 

Counting ON Bool EI 0.0 tob e On I Off 3witch 1

3 113 • CounterValue Int 2.0 0 Counter value

4 kn • MinVelue Int 4.0 100 minimum Counter value

5 1.19 • MaxValue Int 6.0 10000 maximum Counter value

• 1 

e It

Defaulttar takle 

Name

CM Tags 

Data type

LI User constants 

Add rin;

>g System constants 

Comment

CounterON E001 g %MO 1 statt counting

2 *21 Max Baal %M2.0 Maximum reached

3 eLl Min Boni %M2.1 Minimum reached

4 4L1 IsCounting Boni %M2.2 Counting control ON

5 4L1 Down Boni %M2.5 down counting

6 4L1 Up Boni %M2.6 up counting

Value Int %MW12 Counter value

CPU 1500 TIA 16e r PLC 1500 [CPU 1511-1 PN] —OZX 

Topology vie Network vie Devi e vie 

PLC 15001 CPU 511 Pari 

General 

I General 

PROFINET Interface IX1] 

Starcup 

Time of Gay 

E Protestion & securityj 

Miss level 

double-

0 • 

ial 172 Clii11114± 

Propettie 1 Info 11 Diagno tic 

10 tags System constants Te 

Security event mark)
System powersu ppl 

Connection mechanisms 

Nermit access with NuflGET Co m man ication froml 
remote partner 

EI  PLC 1500 [CPU 1511-1 PN] 

Device onfiguration 

dou ble-click) 
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Data block CounterData [DB2]

Default tag table

7.4 Configuration of the CPU 1500

Double-clicking on Device configuration 

opens the Device view window.

Activate S7 communication GET and PUT (allow access via PUT / 

GET by remote partner).

Note:

The GET / PUT function is not 

automatically activated in the 

program of a CPU1500.



Propertie Diagnostics 

General 10 tags System constants Texts 

General 

Project information 

Catalog information 

Identification & Maintenance 

Ethernet addresses 

Interface networked with 

F PROFINET interface [X11 [Subnet: PN/IE_j 
General 

merk 

Time-of-day synchronization 

Operating mode 

Advanced options 

Web server access 

Startup 

Cycle 

Communication load 

System and clock memory 

System diagnostics 

Web server 
r1;ertle... 

further 

I 

IP protocol 

settings are 
default 

I 
settings 

mark 

1 .Add new subnet 
dick

• Set IP address in the 

IP address: 

Subnet mask: 

n Use router 

(open f aelect 

IP address
project CPU 1511-1 

10 .0 . 13 .90 

255 . 255 . 255 . 0 

Q IP address is set directly at the device 

CPU 1500 TIA 16e PLC 1500 [CPU 1511-1 PN[ _ ä X 

tr Top ology view ab Network view Device view 

im 

Ra il 0 

0 

[CPU 1511-1 !Li ^3d 121Li ir cco 

OQ
'st)

e - nght 

Change device 

Parameters 

X Cut 

' Go to topologyview 

Go to networkview 

Compile 
Download to device 

„or Go online 
or Go offline 

31 Export module labeling 

Properties Alt.Enter 

EMMIEMEI 

Ctrl+X 

Ctrl+K 

Ctrl+M 

um 

Hardware and software (only changes) 
Hardware (only changes 

Hardware (rebuild all) 
Software (only changes) 

Software (rebuild all) 
Software (reset memory reserve) 

chck)
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The required IP address has been specified in the opened 

Properties / PLC 1500 [CPU 1511-1 PN] / Ethernet addresses 

field. In the example, the IP address of the CPU is 192.168.1.18 

(other CPUs can have a different address). The Ethernet connection 

is direct without a router.

7.4.1 Compile the PLC program PLC 1500 and load it into the CPU 

The software and hardware are compiled with the commands from 

the context menu.

Compiling the hardware and software with a warning 

The user of the CPU 1511 has access to all functions (full access - 

no protection - read access / write access). A password has not been 

set. Since this is a sample PLC program, no hardware is required for 

the inputs and outputs.

The warnings can be ignored.



2 

CPU 1 00 TIA 1 6e PLC 1 5 00 [CPU 1 51 1-1 PN] 

Topology view a Network view Device view 

Properties fl4Infoj y.j Diagnostics 

General Cross-references L Compile 

Show all messages 

Compiling finished (errors: 0; warnings: 2) 

! I Path Description 

• PLC1 500

Go to Errors Warnings 

2

Time 

1,1.5215 PM

• Hardware configuration 0 2 1:45215 PM

• S71 500/ET2OOMP statio... ‘71 0 2 1:45215 PM

••• R.ail_O 2 1:45215 PM

• PLC 1500 1,1 0 2 1:45:15 PM

• PLC 1 500 17' 1:45:15 PM

PLC 1500 does not contain a configured protection level 1:45:15 PM

•• CPU display_1 1:45:15 FM

The 07-1500 CPU display does not contain any password protection J i 1:45:15 PM

Program blocks 1:45:16 PM

Mo blockwas compiled. All blocks are up-to-date. 1:45:16 FM

r Compiling finished (errors: 0; warnings: 2) 3 1:45:16 PM

CPU 1500 TI A 16e ► PLC 1500 [CPU 1511-1 PN] 111

,ZTopology view Network view Device view 

21- PLC 1500 [CPU 1511-1 Phil 

04 

YG 

0 

Rail_0 
%WI 

Change device 
3* Parameters 

X Cut Ctrl+X 

Go to topology vuew 

Go to networkview 

Compile 
Download to device 

jr Go online 
gie Go offline 

Export module lebeling strips... 

g, Properties Alt+Enter 

Ctrl+K 

Ctrl+M 

n e own oa to evice 

Cnnfigurpd nrrraa nndp, nf "PI cisnn" 

Device Device type Slot Interface type Address Subnet 

PLC 1500 CPU 1511-1 PN 1X1 PN/IE 10.0.13.90 PNilE1 

Hardware and software (only changes) 

Hardware configuration 
Software (only changes) 
Software (all) 

CED 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

1 st gateway: 

Select target device: 

Device 

(open seiect 

PNIIE 

lf» Realtek PCIe GbE Family Controller 

PN/IE_1 l 

Device type _Interfacetype

PNIIE 

(openiseleceb, 

Show devices with the same addresses 

Address 

Access address 

Target device 

(colifirm>2L Start search 

Online status information: Cl Display only error messages 

Cancel 

Chapter 7 IBH Link UA - connection of a CPU 1500 Page  7-5

TTI   Trans Tech International© 2021 IBH Link UA   Training

Load hardware and software into the CPU 

With the command Load in device / Hardware and software (only 

changes) from the context menu, the software and the hardware 

configuration can now be loaded into the device.

The load command opens the dialog window to set the interface for 

the device. Connection with interface / subnet PN/IE_1 must be 

selected.

Extended download to device



Configured access nodes of "PLC 1500" 

Device Device type 

PLC 1500 CPU 1511-1 PN 

Slot

1 X1 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

1st gateway: 

Select target device: 

Device Device type Interface type 

PLC_1500 CPU 1511-1 PN PN/IE 10.0.13.90 

Interface type ;Address 

PN/IE 

t_ PNIIE 

Realtek PCIe GbE Family Controller 

PN/IE_1 

10.0.13.90 

Subnet

PNIIE_1 

Show devices with the same addresses i• 

Address Target device 

U Flash LED 

Online status information: 

0 Scan completed. 1 compatible devices of 1 accessible devices foun 

2? Retrieving device information... 

12 Scan and information retrieval completed. 

PN/IE Access address 

A Check before loading 

Status ! Target 

4-U - PLC1500 

Protestion 

I Message

Reedyfor Iosding. 

Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity 

PLC_1500 

Start search 

Display only error messages 

(c.'nfirm)** Load Cancel 

(1,51 1 Device configurati... Delete and replace system data in targ et 

(1,51 1 Software Download software to device 

(1,5) 1 Additional inform... There are differentes betwe en the settings for the project and the. 

(5) Text libraries Download all alarm texts and text list texts to device 

Status and actions after downloading to device 

Status ! Targ et 

P - PLC 1500 

Message

Downloading to device completed without error. 

Action 

Load 'PLC 1500' 

Download to device 

Consistent download 

g} Overwrite all 

Consistent download 

IIII 1L2J 
Refres h 

Start modules Start modules after downloading to device. 

confirrn 

confirrn 

Finish Cancel 

Action  

Load 'PLC 1500' 

No action 

Finish j Cancel 
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The successful search is displayed

The download process requires several confirmations of messages.

A preview of the download is displayed.

Finish loading



CPU 1500 TIA 16e 1 PLC 1500 [CPU 1511-1 PIA 1 Program blocks 1 CounterData [DB21,, — 

e eits e 

CCounterDataj 
Name

Keep actual values 

Data type Offset

Snapshot 

Start value

1 4ü1 Static

2 -GI • Counting ON 1 Bool false

3 -GI • CounterValue Int 2.0 0

4 -GI • MinValue Int 4.0 100

5 fEl • MaXValue Int 6.0 10000

Add new device 

Device na me: 

OPC Server UA

i 

Controllers 

1111 
HM 

PC systems 

ir(renanrie

A,Zclick

Open device view 

••• I PC systems 

PC general 

Industrial PCs 

SIMATIC S7 Open Controller 

SIMATIC S7 Embedded Controller 

SINUMERIK Operator components 

SIMAMC Controller Application 

e SIMATIC HM application 

• ggi User applications 

OPC nerve 

(je Application 
select 

Copy snapshots to start values ► GI 

Monitor value Comment 

111113fli 

113 Irr r 

Device: 

Articl e no.: 

Version: 

Description: 

OPC server for the DP, FDL, S7 (between different 
subnets), S7 alarms, ISOITCP, SNMP, DP ma ster 
dass 2, PROFINETIO, SIMATC NET PC soft,vare 
V8.2 ... 

0 n / Off switch 1 

Counter value 

minimum Counter value 

maximum Countervalue 

CPU 1500 TIA 16e 

Add neer device 

double-click) 

0 

OPC server 

OPC Server 

SWV8.2 

open/aelect 

CPU 1500 TIA 16e ► IBH Link UA [SIMATIC PC stationj ä X 

Topology view I Network view 

IBH Link UA [SIMATIC PC State) 

iS inserted 

SIMATIC PC station 

u 

6 
Device view 

llg± 

e+‘' 

JP 

(conrirm
OK Ca ncel 

Hardware catalog i 1 MD 

Options 

Catalog 

fil 

3 

l .4 iit 

Filter Profile: <All> I , 

PC genera I 

SIMATIC Controller Application 

SIMATIC HM application 

► 12ei User applications 

Communications modules

•L PROFINETIEthernet 

WI CP 1604 

WI CP 1628 
double-click 

PROFIBUS 
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The up and down counting can be checked online data block 

CounterData [DB2].

7.5 Add IBH Link UA as an SIMATIC PC station

Double-clicking on Add new device opens the 

device selection dialog box.

If an OPC server is added to the project, an SIMATIC PC station is 

automatically added. The inserted OPC server must be version 8.2. 

The device name was changed to IBH Link UA.

Insert communication module into the IBH Link UA



Topology view 

IBH Link UA [SIMATIC PC Stati • • 

SIMATIC PC station 

Device overview 

MNXf 

I Network view 

21d21,g± 

,r>" 
JP 

Bi Device view 

Module Index Type Article no. Software or firmware version 

OPC Server UA 1 OPC server OPC Server V8.2.0 

J Ethernet Port 2 IE general 
PROFINET Interface 2 X1 PROFINET Interface 

Port_1 2X1 P1 Port 

113=112111 
General 

Catalog information 

Identification & Meinten anc 

mark 

IE_CP 

d, Properties 
10 tags ystetn constants Texts 

General 

Options 
Ethernet addresses 

Advanced options 

Interface options 

Port [X1 P1) 

General 
Port interconnection 

OPC configuration 

General 10 tags 
mark 

Catalog information 

Identification & Maintenance 

PROFINET interface [X1] 

General 

Options 

Ethernet addresses 

PROFINET Interface [X11  
General 

Name: 

Comment: 

Options 

Vanl

4Info gu 1J Diagnostics 

PROFINET Interface 

Connection establishment monitoring 

Timeout: 10 

Ethernet addresses  

Interface networked with 

laubnett MIME _1 

ISO protocol 

Use ISO protocol 

MAC address: 

IP protocol 

Use IP protocol 

IP address: 

Subnet mask: 

Router oddre, 

System constants Texts 

General 

Add new subnet 

08 -00 -06 -01 -00 -00 

naert 

10 .0 . 13 .89 

25S . 2SS . 2SS . 0 I 

Use router 

Properties 

0 

J 

Comment 

IP-Add fess 
IBN Link UA 

4i), Info Diagnostics 

Name: Ethernet Port renalne

Author: 

Comment: 

[Slot: 

TTi 

2 
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Define communication module properties 

Clicking Ethernet Port in the SIMATIC PC Station [IBH Link UA] 

opens the properties of the EE general_1 [IE General] dialog box. 

The Ethernet address of the IBH Link UA must be entered. The 

Networking is also defined.

Communication module slot check 

The IBH Link UA Ethernet Port (Control Level) must be in slot 2.



CPU 1500 TIA 16e ► Devices & networks — 11 i X 

openiselect Topology view I Network view 

Network Connettions 57 connection 

HMI connection 
connection 

FDL connection 
150 connection 
150-on-TCP connection 
PtP connection 
S7 connection 
TCP connection 
UDP connection 

PLC 15&0 

CPU 1511-1 PN 
Drag ä Drop 

2 1I: ± 

I EH Link UA 
SIMATIC PC Stat... 

=EI 

N Device view 

CPU 1 Alelit 16e ► Devices & networks — X 

rietwo Connections 57 connection 

PLC 1500 — 

CPU 1511-1 P14 1 

Topology view Network view 

I 21(Mil .,:111 

18E1 Link UA 
SIMATIC PC Stat... 

57_Connection_1i—

N Device view 

CPU 1500 TIA 16e Devices & networks • X 

Topology view Network view 

Networkview 

Network overview III Connections t II 1/0 communication II VPN II TeleControl 

El? Device view 

WI Local connection namelLocal end point Local ID (hex) Partner ID (hex) Partner Connection type 

7_Connection_1 IBH Link UA [OPC Server] 57_Connection_1 100 J PLC 1500 [CPU 1511-1 PN] I I S7 connection 

57_Connection_1 PLC 1500 [CPU 1511-1 PN] 100 S7_Connection 1 IBH Link UA [OPC Server] S7 connection 

S7_Connection_1 [S7 connection] 

General 

Local ID 

Special connection properties 

Address details 

OPC 

10 tags 

merk 

System constants 

General 

Connection 

lir ties 11414 Info II J  Diagnostics 

Texts 

Name: 

Connection path 

Local 

t 
IBH Link UA [OPC Server] 

Ethernet Port, PROFINET interface[X1] 

Ethernet 

PNIIE_1 

10.0.13.89 IP-Address 
IBN Link UA 

End 

Interface: 

Interfacetype! 

Subnetz 

Address: 

S7_Connection_1 

Find connection path 

Partner 

1 
PLC 1500 [CPU 1511-1 PN] 

PLC 1500, PROFINET interface_1[X1] • 

Ethernet 

PNIIE_1 

10.0.13.90 
IP-Address 

CPU 1511-1 PN 

Chapter 7 IBH Link UA - connection of a CPU 1500 Page  7-9

TTI   Trans Tech International© 2021 IBH Link UA   Training

Create S7 connection IBH Link UA OPC Server - CPU 1500 

S7 connection OPC server - CPU 1500 created using drag & drop.

The S7 connection from the OPC server to the PLC 1500 [CPU 

1511-1 PN] is displayed.

A click switches between the connection representations. The 

created S7 connection is listed in the Network view window.



I I li,', 1 1,_101 

Topology view 4  Netwo rk vi ew Device vievr 

IBH Link UA ESIMATIC PC Stati g 

double- clic 

SIMATIC PC Station 
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er UA [OPC Server, PropertiesJ I{irinfo Diagnostics 
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General 

DP 
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FDL 

• 57 

yrn • o con IgUr2 ion 

Symbol selector 

3 CPU 150011A 16e Name Data type Addess 7s7‘:ile
S PLC 1503 mark LC5,1r.e.r.9.!`.1........! ...' %M0.1 True

Max Boo* %M2.0 True
Program blocks Min Boo. %M2.1 True

CcunterData IsCounting Boo. %M2.2 True
Down Boo. %M2.5 True
Up Bool %M2.6 True
Value Int %MW12 True

mark 

OPC alarms 

OFC program alarms ma... 

OPC symbols 

▪ None 

▪ All 

Configured klick) 

Configuring... 

O Field elements visible during runtime 
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Symbols: 

CSV Import 

Import1 
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CPU 1500 TIA 
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Symbol selector 

3 CPU 1500 TIA 16e 
PLC 1500 

PLC tags 
Program bloc 
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Symbols: 

CSV Import/ Export 

Importfile 

Access path 

CPU 1500 TIA 16e.S71500/ET200MP 

(mark>eis, tible 

Name Data type 
CounterData Blook_DO 

6 

Connection (Access 
57_Connection_1 
57_Connection_1 
57_Connection_1 
57_Connection_1 
57_Connection_1 
S,Connection, ReadWrite 
S,Connection,)ReadWrite,

Read 
Write 
1211331MMI 
None 

ReadWrite 
ReadWrite 
ReadWrite 
ReadWrite 
ReadWrite 

Access right: ZUM 

EU Lo EU Hi 
O 0 
0 
0 
0 
0 
0 
O 0 

Address Visible Connection Access EU Lx EU H, 
%DB2 rue S,Connection, ReadWrite 0 

mar"› .2kig Visible Access 

Connection: 

Symbol configuration 

Symbol selector 

D CPU 1500 TIA 16e 
• PLC 1500 

PLC tags 
Program blocks 

C unter -t-

(oRen / select)*

ReadWrite 

S7 Connection

Name I Data type I Address 
Counting ON j Bool 92,13132.DBX0.0i_True 
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MinValue Int 961)132.013W4 True 
MaWolue Int %D132.DBW6 True 

merk 

Visible Connection Access EU Lo EU Hi 

Elements with active brauch 
Symbols: 

CSV Import/ Export 

Import fite 

Access path 
CPU 1500 TIA 16 e.S71500JET200MP station_1.PLC1500.CounterData 

6 

Exportfile 
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Low limit: 

57_Connection_1 ReadWriteWo 
57_Connection_1 ReadWrite 0 0 
57_Connection_1 ReadWrite 0 0 
S7_Connection_1 ReadWrite 0 0 

Access right: 

Connection: 

0.00000000000 

ReadWrite 7 ,7 1-

57_Connection_1 F 
High limit: 

0.0 000 000 000 0 

connrrn 
-0 Cancel 
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Select OPC symbols (tags) in the OPC configuration 

Open the configuration on the OPC server / properties.

The Configure button opens the Symbol configuration dialog box, in 

which the operands defined in the default tag table (PLC 1500 

[CPU1511-1 PN) can be selected as OPC tags. 

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags). 

Select global variables as OPC tags 

In addition to the global variables, the data from data blocks can be 

defined as OPC tags.



CPU 1500 TIA 16e ► IBH Unk UA [SIMATIC PC station] X 

FIBH Link UA [SIMATIC PC StaticM 

SIMATIC PC station 
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j Copy Ctrl, 
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IMI I 
Download to device 

0 Go online Ctrl.i.K 
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Hardware and software (only changes) 
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SIMATIC PC Station 
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Device Devire tyne - Slot i Interface tvne i Address i Subnet 

Ethernet Port 
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Change device 

X Cut Ctrl.i.X 

e Copy Ctrl, 
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Compile I 
Download to device 0 

0 Go online Ctrl.i.K 
Go offline CtrlxM 

9 Export module labeling strips... 

g Properties AI,Enter 

Topology view I Network view OY Device view 

IE general 2X1 WIE 10.0.13.89 PhISIE_1 

Type of the PGIPC interface: 

PG/PC kneife ce: 

Connection to interface/subnet: 

lst 9atewa, 

Select target device: 

Device 

F137, LEG 

Device type 

(open nrelect 

te Realtek PCIe GbE Family Controller 

PNIIE 

Hardware and software (only changes) 
Hardware configuragor 
Software (only changes) 
Software (all) 

ot 

(opendeielect),

I Show devices with the same addresse1, 

Interface type l Address Target clevice 

Access address 11131 

Start search 

Online status information: in Display only error messages 

Extended download to device 

Flash LED 

Online status information: 

01 Scan completed. 1 compatible devices of f accessible devices found. 

Retrieving device information... 

Scan and information retrieval completed. 

Configured access nodes of "1511 Link UA" 

Device 

Ethernet Port 

C33 

Device type I RInt Interfacetype Addnass 

IE general 2X1 PNIIE 10.0.13.89 

Type of the PGIPC interface: fe_PNIIE 

PG/PC interface: 

Connection to Interface/subnett 

1st gateway: 

Select target device: 

Device 

te Bei, I tek PCI e GbE Family Controller 

Buhne 

PhdlE_1 

Show devices with the same addresses 

Devicetype Interface type Address 

PNIIE 

Target device 

Accessible device 10.0.13.89_ 11131 
PNIIE Access address 

■ 

Start search 

Q Display only error messages 

tconorm,, 
Load Cancel 
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Compile the configuration of the OPC server

Load configuration of the OPC server into IBH Link UA

The settings must be made in the dialog box according to the screen

The interface 

search was 

successful.



oa preview 'x 
Check before loading 

Status ! Target Message Action 
4D (e - IBH Link UA Ready for loading. Load 'Stationmanager 

Protection Protection from unauthorized access 
Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.comiindustrialsecurity 

- Device configuration Delete and replace system data in target Download to device 
Delete and replace existing device configuration for 
"Stationmanager" in the target system? 

Refresh 

-"'Load Cancel 

tetl IBH Link UA- Siemens slots 

0 10.0.13.89/?_=/opc_slots C)* In CD ® 0 E 

OPC smer is tunning Logout Update password single-cor. 

N etw 

Securit 

Cert

Ti 

Sf 

(Siemens slot;) 

History 

OPC Client 

Diagnostics 

MQTT 

SoftPLC 

Rock II 

Mien 

v Slot 1 

C71500/ET200MP station3 
V PLC 1500 

Device Manual 
SoftwareRevision 

• Programs 
SupportedTypes 

[ •CounterData 1 
Counting ON 
countervalue 
MinValue 

› Tasks 
MaxValue , 

.., 

DeviceHealth 
› ParameterSet 
• GlobalVars 

CounterON 
Max 
Min 
IsCounting 
Down 
Up 
Value 

>Slot 2 

Delete slot Delete all I Load OPC Editor Project I Save OPC Editor Project 

Insert Soff?LC Insert SINUMERIK I Change SINUMERIK I Delete SINUMERIK) 

1111111 IIIHsoftec 
www.ibhsoftec.com Contact Wiki 

IBH Link UA 
embeddecl OPC UA server / client 

UA 
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A check is made prior loading.

7.5.1 IBH Link UA browser window Siemens slots 

The CPU with the OPC tags is displayed in the Siemens Slots 

browser window.

7.5.2 Browser window diagnostics 

The configured connection to the PLC control and its status (error-

free / faulty) is displayed.



( 

IBN Llnk Dlognostlos X - 

01a 10.0.13.89/?_./daghstview 1111 m 4, 0 

ZIA 0P6

Network 

Security 

Certificates 

Time settings 

[Diagnostics]

MQTT 

nomq Logout 

Controller diagnoshcs 

4. 1-1 07_Connecton_1 

Clear dagnose 

Client die gnostms 

Address 

10.0.13.90, 102 

PLC 1500 IBH Link UA 
57 connection 

(Ethernet) 5 connection OPC Server 
(Ethernet)MA project 

(OPC Tags) 

Network diagnostics I I System Log 

Time Source Error nurnber Error Text 

8.11 2020 13:31 32 PLC 

UaExpert 

1130 Link UP@IlDhlinkua_ 

Unilied ANomation UaLped- The OPC Unified Architecture Client - NewProje, - 
Viel, 5eurer Qocurnent 5ettingz Help 

EJWOOD 4ä 
ero 000 Access 8eve 

S projed Server

D 

NocleM Display Norne Value Datatype Source Tomstamp Serverlirmstamp

O 
Mauscode

S Servers 
16HLietUAtaibM15nto. sc

13,1,11,1,9111. 
91-o_mkUAChlon

NS4I-String1571500/. 
.41Mring1571500/.

Counter0, 
Down

true 
false

P.00learl 
Beölean

le8.17.623 
1.5057.239

1.5.18.176 
165457491

Good 
Good

vS Pocurnents
13,11,11<DAZell 
13,11,11,DA061-1

NS41StrIngIST1500/. 
.41StrIn8I8TI51q/

IsCounting 
Max

true 
0Ise

Aeolean 
Boolean

16:51211.994 
1.5122.553

1653. AM 
1.5123.189

Good 
Good

Data Access View 5 BFILinkUMIoibll 
5 9.1-11,kUAO•M1

N5415-tring1571500/. 
N5415-Inn 8071509/.

Min 
U

false 
true

Boolean 
P.00learl

16:5324.737 
165457.239

10..5125.689 
15,5457.499

Good 
G000l

ess.Space 81-11,k009loM1 
8 MiLmloDA0•11

NS415-Inn 8071500/ 
NSOIStnn 8157150,

Value 
CounterValue

5634 
5635

Int16 
18116

16:55:01.491 
16:55,01.491

15:55:01.741 
15,55,01.741

6 8,0 
Good

HHLInkl...e. .41Stnn 41571500/. Couren I ON true Beölean 16:51,56.271 16,53,56955 Gooel

Regt 

01,ects

10 8,11,..DA@ibll 
11 .L1.1.1;461-1

NS4Mtnng1571500/. 
.41StrIngISTISOIY.

MaxMolue 
MinValue

109(10 
106 

.-

Int16 
Int16 

continuouslv

16,157.427 
16:5158.332

1653,53206 
153159307

Good 
Good

4 cmt 11•Hated

4 DevmeSet
?!apD1.1, ß 

4 Mg, 

Modbus 

••• PLC; 

4 pLc,. 
0 DeviceHealth 

OemiceManual 
DeviceRevision 

« Down 

IsCounfing 

« Max 

« Min 

« Up 

Mo, 
robooareRemm 

Manufacturer 
Model 

4  PararneterSet 

Progarns 
CounterOoto 

• CounterValue 

> Counting ON 

> MaxMolue 

> NAHM, 

Suppoaedlyprn 
• RevisionCounter 
• 
• Soemarefiemsion 

> Tasks 

> Server 

p Display Name Value 

CounterON true 
Down false 
IsCountinq true 
Max false 
Min false 
Up true 
Value 8764 
CounterValue 8765 
Countinq ON true 
MaxValue 10000 
MinValue 

double-click to 
change lu 

Datatype 

Boolean 
Boolean 
Boolean 
Boolean 
Boolean 
Boolean 
Int16 
Int16 
Boolean 
Int16 
Int16 
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Controller diagnostics

7.6 UaExpert - program window

In the UaExpert program window, the OPC tags of the PLC 1500 are 

displayed. The handling of the UaExpert program is described in part 

1 of the manual.

7.6.1 Display of the OPC tags in the UaExpert

UaExpert - program window at PLC 1500



/*Data Access View 

Server
1 BHLinkUA©ibhlinkua_sc NS41StrinqlS71500/ET200MP
2 BHLinkUA©ibhlinkua_sc NS41StrinqlS71500/ET200MP
3 BHLinkUA©ibhlinkua_sc NS41StrinqlS71500/E200MP
4 BHLinkUA©ibhlinkua_sc NS41StrinqlS71500/ET200MP
5 BI-ILinkUA@ibhlinkua_sc NS41StrinqlS71500/E200MP
6 BHLinkUA©ibhlinkua_sc NS41StrinqlS71500/ET200MP
7 BEILinkUA©ibhlinkua_sc NS41StrinqlS71500/E200MP
8 BHLinkUA©ibhlinkua_sc NS41StrinqlS71500/ET200MP
9 BEILinkUA©ibhlinkua_sc NS41StrinqlS71500/E200MP
10 BHLinkUA@ibhlinkua_sc NS4IStrinci1S71500/ET200MP

` 11 BHLinkUA©ibhlinkua_sc NS41StrinqlS71500/E1200MP

Node Id 
station_1.PLC 1500.CounterON 
station_1.PLC 1500.Down 
station_1.PLC 1500.1sCountinq 
station 1.PLC 1500.Max 
station_1.PLC 1500.Min 
station_1.PLC 1500.Up 
station_1.PLC 1500.Value 
station_1.PLC 1500.CounterData.CounterValue 
station_1.PLC 1500.CounterData.Countinq ON 
station_1.1:1C 1500.CounterData.MaxValue 
station_1.PLC 1500.CounterData.MinValue 

Display Name Value Datatpe Source Timestamp. Server Timestamp Statuscode
CounterON true Boolean 1&53:17.620 16:53418.176 Good
Down false Boolean 17:15:20.973 17:1521.224 Good
IsCountinq true Boolean . 1&53:21.688 Good
Max false Boolean 16:59;22.402 16:59:22.650 Good
Min false Boolean 1&53:24.787 1&53:25.689 Good
Up true Boolean 17:15:20.973 17:15:21.224 Good
Value 4498 Int16 17:15: 26.480 17:15.26.730 Good
CounterValue 4499 Int16 17:15:26.480 17:1526.730 Good
Countinq ON true Boolean 1&53:56.273 16:53456.955 Good
MaxValue 10000 Int16 1&53:57.427 16:5358.206 Good
MinValue 100 Int16 1&53:58.882 1&53:59.707 Good
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The operands defined in the Default tag table that were defined as 

OPC tags are listed under GlobalVars. The data of the CounterData 

[DB2] are listed under Programs.
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f- LI
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rjY. Online & diagnostics 

W. Program blocks 

U. Technology objects 

Ene PLC data types 

plc 1500 [10.0.13.90] 

S7++1 [10.0.13.92] 

S7++2 [10.0.13.93] 

ibhlinkua_sc [10.0.13.89] 

tti-red [10.0.13.4] 

1:21 PC internal [Local] 
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1:2jUSB [37USB] 
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8 IBH Link UA – Connection of a CPU 1200

In the following example, a project is made of the connection of a 

CPU1211C DC/DC/DC (6ES7 211-1AE40-0XB0) using the Ethernet 

bus.

Instead of the CPU1211C, any other S7 CPU 1200 with an unused 

Ethernet port could be used.

8.1 Assign an IP address to the CPU 1200 online

The MAC address (MAC ADD1) is printed on the housing above the 

LAN port (example: AC:64:17:1D:49:ED)

Connect the Ethernet Port with the network of the PC. The network 

must have a server (router) that is set to DHCP. 

No project needs to be available in the open TIA Portal.

Click on online access 

Click on on-line access to display the list of possible on-line

Select the Ethernet controller via which 

the CPU 1200 is connected to the DHCP 

network.

With a double-click on 

Update accessible devices, 

the TIA Portal software 

searches the selected 

network for participants.

If the PLC 1200 has not the 

correct IP-address or only 

the MAC address is shown 

a new IP-address must be 

assigned.



...Family Controller ► plc 1200 [10.0.13.91] ► PLC 1200 [10.0.13.91] [10.0.13.91] — 

Diagnostics 

General 
Assign IP address  

Diagnostic status Accessible devicesMAC' addre, AC -64 -17 -1D -49 - ED
Diagnostics buffer

Cycle time IP address: 10 1115MIlkM. 91 the correct
Memory Subnet mask: 255 . 255 . 255 . 0 IP-Address

PROFINET interface [X1 o Use router
Functions

mark Router address: 0 . 0 . 0 . 0 tonfirm)
Set time 

Firmware update 

'SIEMENS 

IP Address 
10.0.13.91 

Assign IP address 

p c_•1 2 0 0 [1 0.0.1 S.91 ] 

y. Online R. diagriostics 

Online tools 

Options 

*••• I CPU Operator panel 

PLC_1200 [192.168.1.16] [CPU 1211 C DCIDCIDC] 

Ethernet-Bus 

RUN/STOP 

ERROR 

MAINT 

RUN 

STOP Aee
lck

-AARES 

the CPU must 
be cm STOP 

i 

I ' . 

1E311 Link UA 

I I 

0." 
t›, 

IP Address 
10.0.13.89 

TI AA 
TI.A. Portal V16 
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Assigning a new IP-address must 

Double-click Online & diagnostics to 

open the on-line access window. Mark 

Assign IP address.

8.2 Project with TIA Portal V16

Creation of a project with the TIA Portal, with the 

connection of a CPU 1200 and the IBH Link UA via an 

Ethernet connection, is shown.

8.3 Hardware structure (CPU1211C – IBH Link UA)

Example: Counter level 

The prepared example project CPU 1200 TIA16e is 

identical to the program Counter, as described in 

chapter 1. The counter counts until MaxValue is 

reached and counts down until the MinValue is reached. This 

process is repeated continuously. 



:PU 1200 TIA 16e )› PLC 1200 [CPU 1211 C DODC/DC:[ ► Program bloch ► CounterData [DB2I Bi X 

.9=

CCounterDatZ)

Keep actual values Snapshot Copy snapshots to start values

Name D a:a type Ofset Start value Comin- ent

1 -43 Static
Counting ON E: o o I = i_u_i falle On f C:iff switch 1

CounterValue Int 2.0 1 1 CO unter va I ui e

MinValue Int 4.0 1 1_11_1 rr-i i n irr' u rri Counter va I u e

M;3>Na IU e Int Eu] .1 1_11_11_11_1 maximum Counter value

... 1200 CP -1_11 HI-

Elhefault tag tablej

CID 

Tags 1=1 s er c:oristarat:5 System constants

Name Cu t typ e A d d res.i Com [rent

1 1131 CounterON Bool %M0.1 stert counting

1-eä Max ci ci %M2.0 Maximum reached

Min Bool %M2.1 ryl 1_1 rri rea c:h e d

s u nti ng Bppl u nti ng ntri] 1

LIcobin Bool %M2.5 d cry•yri cAD u riti ri g

-(U U p Bool up co u nti n g

1 1_1 e Int Co u nte r '2,31 e

ketE: it Boo' Returri E:it
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The up count is controlled by the variable Up and the counting down 

by the variable Down. The variables Value (Default tag table) and 

CounterValue (data block CounterData [DB2]) hold the counter 

reading.

The SIEMENS PLC programming systems TIA Portal V16 is used to 

create the PLC program. 

Variables of the Default tag table and of the data block 

CounterData [DB2] are to be used by the OPC server IBH Link UA 

as OPC tags. 

Data block CounterData [DB2]

Default tag table

Note:

The data block DB2 must not have been created as an optimized 

Data Block [DB]. 

The OPC server cannot access DB variables in an optimized DB of  

an S7-1200 CPU.



121_11_1 -12-1 -1C: C:iCiDQ'DC] 

Device configuration 

double-click)

CPU 1 200 TIA 1 6e PLC 1 2 0 0 [CPU 1 211C DC/DCfDC1 —0MX 

PLC 1200 [CPU 1211C]] f• 

7 103 1102 101 

Rack_O 

77 
PLC 1200 [CPU 1211C DCID 

r General) 

1 General 

10 tags 

1 PROFINIET interface V11 
► 01 6/DO 4 

Time of day 

E Protestion & Securityj 
Access level 

Certificate manager 

Topology view 

1.2 4 

double-click 

1 

15, PropertieD 

System constants 

üb, Network view rpt Device 

1141 1> Info II J  Diagnostics • 

Texts 

Connection mechanisms 

mark 

mark 

Permit access with PUTfGET communication from 
remote partner 

0, Propertips Info 1.; 

General 10 tags System constants Texts 

+ General 

Project information 

Catalog information 

Identification 8, Maintenance 

EPROFINETinterfece [X1 ] 3 
General 

Time synchronization 

Operating mode 

I. Advanced options 

Web server access 

DI 6fDQ 4 

1 Al 2 

High Speed counters (H$C) 

Pulse generators (PTOJPWM) 

Startup 

Cycle 

mark 

Ethernet addresses 

Interface networked with 

Lubnet: PN/IE 

clice4)0.1F

IP protocol 

further settings are 
default settings 

Add new subnet 

Diagnostics 

(open select 

(mark'' 
project; Set IF' address in the IP-Address 

CPU 1211C

IP address: 10 13 91
set

3ubnet rnask: 255 255 255. 0

Use router

Router address: 0 . 0 . 0

C) IP address is Set directly atthe device 
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8.4 Configuration of the CPU 1200

Double-clicking on Device 

configuration opens the Device 

view window.

Activate S7 communication GET and PUT (allow access via PUT / 

GET by remote partner).

The required IP address has been specified in the opened 

Properties / PLC 1200 [CPU 1211C DC/DC/DC] / Ethernet 

addresses field. In the example, the IP address of the CPU is 

10.0.13.91 (other CPUs can have a different address). The Ethernet 

connection is direct without a router.

Note: 

The GET / PUT function is not 

automatically activated in the 

program of a CPU1200.



J CPU 1200 TIA 16e 

Ad d new device 

W(tIouble-cIrck) 

Device Urne: 

IM Link UA 

1 
Controllers 

Ao(rename)

HM 

dick 
PC systems 

PC systems 

► PC genera I 

► Industrial PCs 

SIMA11C 57 Open Controller 

SIMATIC 57 Embedded Controller 

SINUMERIK operator components 

SIMATIC Controller Application 

U.SIM411C HM application 

Eigfi User applications 

qie 
130) Application 

OPC fe.erem

Device: 

OPC server 

Article no.: 1 OPC Server 

Version: 

Description: 

OPC server for the DP, FDL, 57 (between different 
subnets), S7 a la rms, ISOfTCP, SWF% DP ma ster 
dass 2, PROFINETIO, SIMATIC NET PC software 
V8.2 ... 

SWV8.2 
(openiselece 

MIIIIWIII”r,2 Open device vie OK I I Ca ncel 

CPU 1200 TIA 16e 1 181-1 Link UA [SIMATIC PC station] • X 

ije Topology view 

113H Link UA (SIMATIC PC Statica 

SIMATIC PC station 

Network view uni Device view 

is inserted 

2 

ta_ 
0 

Hardware catalog 

Options 

Catalog 

g Filter Profile: 

k PC general 

<All> 

3 

gg 

► SIMATIC Controller Application 

USIMA11C H \A application 

.1712fi User appl cations 

••• 

Communications modules

PROFINETIEthernet 
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CP 1628 
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double-chck)
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8.5 Add IBH Link UA as an SIMATIC PC station

Double-clicking on Add new device opens 

the device selection dialog box.

If an OPC server is added to the project, an SIMATIC PC station is 

automatically added. The inserted OPC server must be version 8.2. 

The device name was changed to IBH Link UA.

Insert communication module into the IBH Link UA

Define communication module properties 

Clicking Ethernet Port in the SIMATIC PC Station [IBH Link UA] 

opens the properties of the Ethernet Port [IE General] dialog box. 

The Ethernet address of the IBH Link UA must be entered. The 

Networking is also defined.



CPU 120 11111 1 6e IBH Link UA [SIMATIC PC station] 

IBH Link UA [SIMATIC PC 

SIMATIC PC station 

ICDevice overview 

1 t e Module 
OPC Server UA 

Topology view 

Stati.

Index
1 

-I 5" 

Type 
OPC server 

I Network view 

74, 

1 
fit Device view 

Article no. Software or firmware version Comment 
OPC Server V8.2.0 

Ethernet Port 2 IE general IE_CP V8.2.0 
PROFINET interface 2X1 PROFINET interface 

Port_1 2 X1 P1 Port 

rgiJeo seitr 414 Info 

General 10 tags System constants Texts 

General 
Catalog information 
Identification & Maintenance 

• 

General 
Options 
Ethernet addresses 
Advanced options 

Interface options 
Port [X1 P1] 

General 

mark 

Port interconnection 
OPC configuration 

General 10 tags 
mark 

Catalog information 
Identification & Maintenance 

PROFINET interface [X1] 
General 
Options 
Ethernet addresses 

PROFINET Interface [a]  
General 

Name: 

Comment: 

Options  

Connection establishment monitoring 

Timeout: 10 

1 PROFINET interface 

Ethernet addresses  

Interface networked with (open / select 

cibnet: PN/IE_1 

Add new subnet 

3,1 Diagnostics 

ISO protocol 
❑ Use ISO protocol 

MAC address: 08 -00 -06 -01 -00 -00 

IP protocol 

Use IP protocol _ Onsed"-- IP-Address 

•

System constants 

General 

mar IP address: 

Subnet mask: 

Router address: 

Texts 

10 .0 . 13 .89 

255 . 255 . 255 . 0 

❑ Use router 

0 . 0 . 0 . 0 

Pro p edles 

Name:  

Author: 

Comment: 

[Slot: 

IBH Link UA 

J 

4i4 Info !?..] Diagnostics 

Ethernet Port re"e 
TTi 

2 
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Communication module slot check 

The IBH Link UA Ethernet Port (Control Level) must be in slot 2.
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Topology view Network view Device view 
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w Local connection name Local end point 

mark 37_Connection _1 

S7_Connection _1 

Local ID (hex) 

II PLC 1200 [CPU 1211C DCOCIDC] 100 
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37_Connection _1 IBH Link UA [OPC Server] S7 connection 

Partner Connection type 

189 Link UA [OPC Server] S7_Connection _1 100 PLC 1200 [CPU 1211C DCHCIDC] n S7 connection 

S7 Connection_1 [S7 connectio 
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mark 
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OPC 
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Connection 
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Interface: 
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Local 

Lid 
188 Unk UA [OPC Server] 

Ethernet Port PROFINET interfacea I F 
Ethernet 
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I 
P
:H Link 
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i n 

Find connection path 
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PLC 1200 [CPU 1211 C DCIDCIDC] 

PLC 1200, PROFINET interface_1H1 PHIFI 

Ethernet 

PN/IE_1 
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CPU 1211C 
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Create S7 connection IBH Link UA OPC Server - CPU 1200 

S7 connection OPC server - CPU 1200 created using drag & drop.

The S7 connection from the OPC server to the PLC 1200 [CPU 

1211C DC/DC/DC] is displayed.

A click switches between the connection representations. The 

created S7 connection is listed in the Network view window.



CPU 1200 TIA 16e IBH Link UA ISIMATIC PC stationl 

Topology view ab Network view 

IBH Link UA [SIMATIC PC Stall  2 31j 3 : ct 

SIMATIC PC station 

OPC Server UA [OPC Server 

Device viewI 

double-click) 

Pro perties A)J Diagnostics 

General 10 tags System constants Texts 

General 

DP 

DP master class 2 

FDL 

• S7 
mark 

• 

OPC alarms 

OPC program alarms ma... 

ym o con upration 

Symbol selector 

- 3 CPU 1 200 TIA 16e Name Data type Address /Visible \ Connection /Access \ EU Lo EU Hi 

SI PLC 1200 CounterON Bool %M0.1 True 57_Connection_1 ReadWrite 0 
mark 

OPC symbols 

O None 

0 All 

Conligured e iclick) 
mark 

Configuring.r  

❑ Field elements visible during runtime 

. Max mark all Bool %M2.0 True 57_Connection_1 ReadWrite 0 0 

... Program blocks Min Bool %M2.1 True 57_Connection_1 ReadWrite 0 0 

3 CounterData IsCounting Bool %M2.2 True 57_Connection_1 ReadWrite 0 0 

Down Bool %M2.5 True 57_Connection_1 ReadWrite 0 

Up Bool %M2.6 True 57_Connection_1 ReadWrite 0 

Value Int %MW12 True 57_Connection_1 ReadWrite 0 10 

RetBit Bool %M2.3 ‘True / 57_Connection_1 \ReadWrite I 0 10 

Elements with active branch 

Symbols: 

CSV Import/ Export 

Importfile Exportfile 

Access path 

CPU 1200 TIA 16e.07-1200 station_1.PLC 1200 

(mark>%6 91Visible Access right: 

Connection: 

Read 
Write 

1232:1= 1.= 
None 

2333313 

rar 

vidr(open 1 select) 

37_Connection_1 m 
Low limit: High limit: 

0.00000000000 0.00000000000 

OK IUI Cancel 
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Select OPC symbols (tags) in the OPC configuration 

Open the configuration on the OPC server / properties.

The Configure button opens the Symbol configuration dialog box, in 

which the operands defined in the default tag table (PLC 1200 

[CPU1211C) can be selected as OPC tags. 

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags). 

Select global variables as OPC tags 

In addition to the global variables, the data from data blocks can be 

defined as OPC tags.



merk
Visible 

Symbol contiguration 

Symbol selector 

- 3 CPU 1200 TIA 16e Name Data type Address Visible Connection Access 

PLC 1200 CounterData Block_DB %DB2 (merk] True S7_Connection_1 ReadWrite 

PLC tags 

CounterData 

mark 

Elements with active branch 

Symbols: 

CSV Import! Export 

Import file 

Access path 

CPU 1200 TIA 16e.57-1200 stati, 

(_,62 

8 

Symbol configuration 

Symbol selector 

- 2 CPU 1200 TIA 16e Name Data type Address Visilf— Z t Connection Access EU Lo EU Hi 

PLC 1200 Counting ON Bool %D132.DBX0.0 True S7_Connection_1 ReadWrite 0 0 

PLC tags CounterValue Int %DB2.DBW2 True S7_Connection_1 ReadWrite 0 
mark all 

Program blocks MinValue Int %DB2.DBW4 True S7_Connection_1 ReadWrite 0 

1 MaWalue Int %DB2.DBW6 True S7_Connection_1 ReadWrite 0 
mark

Access right: 

Connection: S7_Connection_1 

EU Lc EU Hi 

0 0 

, A(open / select) 

mark Access Elements with active brauch Visible right: l 

Symbols: 4 Connection: 57_Connecnon_1 

Low limit: High limit: 

CSV Import/ Export 

Importfile 

Access path 

Exportfile 

CPU 1200 TIA 16e.57-1200 station_1.PLC1200.CounterData 

CPU 1 200 TIA 1 6e ) WH Link UA [SIMATIC PC station) 

0.00000000000 
11

0.00000000000 

...44open J select) 

OK Cancel 

Topology view I Network view ljfY Device view 

IBH Link UA [SIMATIC PC Statieg  311 g.± —As 

SIMATIC PC station 

1: 111 

I—T 

CPU 1 200 TIA 1 6e 1811 Link UA ISIMATIC PC stationj 

right dick 

Change device 

Cut 
Copy 

Un pack ad dresses 

Download to device 

se Go online 

9Y Go offline 

_9. Export module labeling strips... 

Ctrl+X 

Ctrl+C 

Ctrl+K 

Ctrl+M 

▪ Properties Alt+ Enter 

Hardware and software (only changes) 

Hardware (only changes) 

Hardware (rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve) 

GED 

Topology view Network view IIgY Device view 
IBH Link IM [SIMATIC PC StaticM e.± —As 

,k• 
re iaht eile 

Change device 

Cut SIMATIC PC station Ctrl+X 

j Copy Ctrl+C 

Unpack addresses 
2 
te, Compile 

Download to device ► Hardware and software (only changes) 
0 Hard wate corifiquratiori Go online Col+K 

1 

or Go offline Cul+ M 

3. Export module labeling strips... Software (all) 

▪ Properties Alt+Enter 

Software (only changes) 
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Select Data block variables as OPC tags

Compile the configuration of the OPC server

Load configuration of the OPC server into IBH Link UA



n e own oa to evice 

Configured access nodes of "IBH Link UA" 

Device 

Ethernet Port 

Device type i Slot 

IE general 

Interface type 

PN/IE 

Address 

2 X1 10.0.13.89 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

1st gateway: 

Select target device: 

Device 

Online status information: 

own oa to evice 

n Flash

Online status information: 

Device type 

113 11:1112ffl 

PNIIE 

119 Realtek PCIe GbE Family Controller 

PN/IE 

Subne-. 

PN/IE _1 

(open lselect 

Show devices the 

Interface type Address Target device 

(open 1 aelec%, 

Configured access nodes of "IBH Link UA" 

Device 

Ethernet Port 

Access address RZMIEM 

(clic>Start search 

D Display only error messages 

Cancel ah-

Device type !Slot I Interface type 

IE general 2X1 PN/IE 

Type of the PG/PC interface: ILPNIIE 

PG/PC interface: 

Connection to interface/subnet: 

Select target device: 

Device I Device type 

Accessible device PN/IE 10.0.13.89 1 11311, 

Address 

10.0.13.89 

119 Realtek PCI e GbE Family Controller 

PN/IE_1 

Subne, 

PN/IE _1 

Show devices with the same addresses 

( Interfacetype jAddress Target device 

PN/IE Access address 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

2? Retrieving device information... 

rä Scan and information retrieval completed. 

Load preview 

@ Check before loading 

Status ! Target 

II3H Link UA 

Start search 

❑ Display only error messages 

cc.rnrm
oad Ca ncel 

Message — 'Action 

Ready for loading. Load 'Stationmanager 

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity 

Device configuration Delete and replace system data in target 

Delete and replace existing device configuration for 
"Stationmanager" in the target system? 

click 

Download to device 

Refresh 

Load Carlee' 
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The settings must be made in the dialog box according to the screen 

The interface search was successful. 

A check is made prior loading.



e - 

IBH Link Lig. - Siemens slots X 

ei i 10 192.168.1.14fi_./opc_slots *** 

remue. 
Network 

Security 

Certificates 

Time settings 

System 

Users 

@iemens 

History 

oPr 
Diagnostics 

MQTT 

SoftPLC 

w 
Mitsubishi 

Rockwell 

MicroSD 

OPC server is running 

Siemens siots 

', Slot 1 

l757-1200 stationl 

', PLC 1200 

DeviceManual 

SoftwareRe,ision 

Y Programs 

Suppo rte e 

CO Ll nterData 

Counting ON 

CounterValue 

MinValue 

MaxValue 

I-Slot 2 

Delete slot 

lug 0 (I) 0 E 

Logout' Update password_M  single-core 

› Talks 

DeviceHealth 

› PararneterSet 

GlobalVers 

C UnterON 

Max 

Min 

IsCounting 

Down 

Up 

Veba 

RetBit 

Delete all Load OPC Editor Project Save OPC Editor Project 

Insert SofIRC I Insert SINUMERIK 

111111111111softec 
www.ibhsoflec.com Contact Wiki 

IBH Link UA - Diagnostics 

t wo rk 

,urity 

OPC 

Change EINUMERIK Delete SINUMERIK 1 

IP ernbeticied OPC UA server- i cheal 
IBH Link UA 

714»C Uni 

192.168.1.14fl,/diaglisbiiew le 

Controller diagnostics 

ID Connection name 

Q 1-1 S7_Connection_1 

Clear diagnose I .2_1. 

Logout Update password 

Client diagnostucs 1r Network diagnostucs System Log 

Address Tirne 

10.0.13.91:102 

Source Error number Error Text 

❑ X 

III\ CD ® 0 E 

single-core 

10.11.2020 11:43:9 PLC 0 Connection established (6ES7 211-1AE40-0XBO ) 

Dia s nostics 

MQTT 11 
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8.5.1 IBH Link UA browser window Siemens slots 

The CPU with the OPC tags is displayed in the Siemens Slots 

browser window.

8.5.2 Browser window diagnostics 

The configured connection to the PLC control and its status (error-

free / faulty) is displayed. 

Controller diagnostics



PLC 1200 
S7 connection 

(Ethernet) 
TlA project 

(OPC Tags) 

IBH Link UA 

S7 connection 
(Ethernet) 

UaExpert 

IBH Link UA@ihhlinkua_sc 

OPC Server 

• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProjecr ❑ X 

File View Server Document Settings Help 

DWOOCI 
Project S x 

Project 
Servers 

IBHLinkUA@ibhlinkua_sc 
Documents 
tl Data Access View 

Address Space 

4 No Highlight 

,_LI Root 
V -1 0bjects 

...tA Client 
4 DeviceSet 

s £ MQTT 
XA Modbus 

v PLCs 
v 4 PLC '200

0 DeviceHealth 
0 DeviceManual 
0 DeviceRevision 

v b GlobalVars 

r>.  CounterON 
> el Down 

'7 IsCounting 
J Max 
J Min 
J RetBit 
J Up 

l  ,J Value J 
V HardwareRevision 
V Manufacturer 
V Model 
AA ParameterSet 

v AA Programs 
v IJJ CounterData 

7 0 CounterValue 
0 Counting ON 
0 MaxValue 

.,..> 0 MinValue 
> b SupportedTypes 
0 RevisionCounter 
0 SerialNumber 
0 ScftwareRevision 

> 4 Tasks 
.AA Server 

X 

") "-‘4, E 
Data Access View 

# Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode 
1 BHLinkUA@ibh... NS41StrinqlS7-1200... CounterON true Boolean 12:50:30.347 12:50:30.892 Good 
2 BHLinkUA@ibh... NS41String1S7-1200... Down false Boolean 12:52:17.222 12:52:17.471 Good 
3 BHLinkUA@ibh... NS41StrinqlS7-1200... IsCounting false Boolean 12:50:34.011 12:50:34.645 Good 
4 BHLinkUA@ibh... NS41String1S7-1200... Max false Boolean 12:50:35.647 12:50:36.397 Good 
5 BHLinkUA@ibh... NS41StrinqlS7-1200... Min false Boolean 12:50:37.247 12:50:37.898 Good 
6 BHLinkUA@ibh... NS41String1S7-1200... RetBit false Boolean 12:50:39.150 12:50:39.648 Good 
7 BHLinkUA@ibh... NS41StrinqlS7-1200... Up true Boolean 12:52:17.222 12:52:17.471 Good 
8 BHLinkUA@ibh... NS41String1S7-1200... Value 6390 Int16 12:52:18.221 12:52:18.471 Good 
9 BHLinkUA@ibh... N541Strinq157-1200... CounterValue 6385 Int16 12:52:18.221 12:52:18.471 Good 
10 BHLinkUA@ibh... NS41String1S7-1200... Countinq ON true Boolean 12:51:09.827 12:51:10.667 Good 
11 BHLinkUA@ibh... NS41StrinqlS7-1200... MaxValue 10000 Int16 12:51:12.196 12:51:12.918 Good 
12 BAHLinkUA@ibh... 

r 
NS41String1S7-1200... MinValue — —.mous, 100 Int16 12:51:13.602 12:51:14.170 Good 

Drag & Dlop 
updated

Display Name Value Datatype 
CounterON true Boolean 
Down true Boolean 
IsCountinq false Boolean 
Max false Boolean 
Min false Boolean 
RetBit false Boolean 
Up false Boolean 
Value 4543 Int16 
CounterValue 4549 Int16 
Countinq ON true Boolean 
MaxValue 10000 Int16 
MinValue H+-j Int16 10 
double-click to 
change value 
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8.6 UaExpert - program window

In the UaExpert program window, the OPC tags of the PLC 1200 are 

displayed. The handling of the UaExpert program is described in part 

1 of the manual.

8.6.1 Display of the OPC tags in the UaExpert

UaExpert - program window at PLC 1200



S5-CPU 

S7-CPU-1 

S7++ 

S5++1 

Ethernet-Bus 

CPU 312 

MPI-BUS 

S5-CPU-2 

S7++ 2 

IBH Link S7++ 

ST-412-2 PN 

Representative 
in the project 

Ethernet :Bus 

S5++2 

Switch 

Ethernet-Bus 

Ethernet-Bus 

Ethernet-Bus 

S7-CPU-2 

Ethernet-Bus 

IBH Link UA 

CPU 416 
Master 

Ethernet-Bus 

• 

• 
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9 Data exchange between several S7 / S5 CPUs

On a system with three (3) S7 CPUs and two (2) S5 CPUs, data 

should be exchanged with one another. An S7 CPU with an Ethernet 

connection act as a master and is connected to the IBH Link UA via a 

switch. The other CPUs have no Ethernet interfaces and are 

connected to the IBH Link UA via IBH Link S7++ or IBH Link S5++, 

via a switch. The master makes data available for all CPUs; these 

give information back to the master.

9.1 CPU 312 connection via IBH Link S7++

The IBH Link S7++ is an Ethernet 

converter. The 

protocol used is 

the usual 

standard 

TCP/IP. All the 

advantages of 

Ethernet are 

thus without any problems to the 

user.

The use of SimaticNet as well as 

the use of CP communication 

processors are neither necessary 

on the PC nor on the PLC side.



IBH Network settings X 

File Stations IBH Links Options Help 
— Station: 

Station Name Address 
CPU 416 Master 
S5++ 1 
S5++ 2 
S7++ 1 
S7++ 2 

— Settings-

GMD 
Ne 

10.0.13.9 
10.0.13.94:102 
10.0.13.95:102 
10.0.13.92 
10.0.13.93 

Search and configure IBH Link S7, Plus, S7++ and S7++ 
HS devices. 

IBH Link S7 IBH 

Dose Versiu 

Multiple Network Cards detected X 

— Please choose the Network Card for the IBH Link search 

Desoription IP address MAC address Address 
Realtek PCIe C,bE Family Controller 10.0.13.10 00-13.3B-OF-C4-7B Stativ 

mark 

Multiple Network Cards were detected in your PC. 
Please choose the Network card for the IBH Links search. 

'dick) 

OK C:ancel Help
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9.1.1 Configuration of the IBH Link S7 ++ (Routing mode) 

In the STEP 7 example, the S7 CPU 312 is to be routed via the IBH 

Link S7 ++ and connected to the IBH Link UA. 

The IBH Link S7 ++ must be configured for this. 

After starting Manage IBHNet Stations, the IBH 

Network Settings dialog box opens. Click the 

IBH Link S7 button to open the IBH Links in the 

local network dialog box.

Configuration of the IBH Link S7++

To set the properties of the 

IBHNet station follow the 

screen shots.

Note: 

The CPU S7-412-2 PN provides the Routing Service and is available in 

the hardware catalog of the TIA Portal and Step 7 (Simatic Manager). 

The firmware of the IBH Link S7 ++ emulates the Routing capabilities of 

the CPU S7-412-2 PN (6ES7 412-2EK06-0AB0 V6.0). 

The following properties are available (compatible with 

CPU S7-412-2 PN):

Interfaces / Bus type Protocols

1x MPI/PR0FIBUS DP MPI/PR0FIBUS

1x PROFINET (1 Port) ISO-on-TCP (RFC1006)



IBHLinks in the Local network X 

Found IBHLinks: 

MAC Address jy pe Serial Number IP Address Station name Firmware 
50.20 -F4.15-A8.07 IBHLNKUA 10331 10.0.13.99 
00-02-A2-21-56-CB NL50IvIPI 2520P 10.0.13.92 97++1 V2.168 
00-02-A2-49-64-C6 NL50IvIPI 66361 10.0.13.93 S7++2 V2.168 

select one alter another 

IBHLink settings - 00025208 MAO 00-02-A2-21-56-CB X 

Network 1 MPI/Profibus 1 Time synchronisation 1 Firmware 1 Diagnosti 1 

r Configuration via Router 

dick 

OK Settings Search again 

IBHLink X 

(0 The configuration has been downloaded to the 161-I Link. 
I, I Select 'Yes' to restart the adaptor. 

If 'No' is selected, the IBHLink needs to be disconnected 
and re-connected to save the settings permanently ! 

contirrn 

Yes No 

IBHLink X 

6-  The I 61-ILink behaves like a PLC., that accepts projected 
connections. 

• Unprojected connections via RFC1006 are not possible with 
this option checked. 

oonfirm 

■ 10.0.13.94/cgi-bin/network.cgi X 

.- C Q 0 Pi 10.0.13.94/cgi-bin/network.cgi 

1 

CONFIGURATION 

• 

Here the IP address of 113H Link S5++ can be specified. 

Additionaly DHCP can be selected to obtain the IP 
address automatically. 

NOTE: The IBH Link S5++ needs to be restarted to 
apply the changes. 

Back 

OK 

IP address: 
10 

Netmask: 
255 255 

Gateway: 
10.0.13.1

Configuration: 
[Manualy] •-• 

III\ 0 Q 0 E 

APPIY 

13 94

255 

Network narre: 

IP-Address: 

07..1 

1 192 168 . 1 92 

Subnetmask. 1 255 255 255 . 0 

Gateway: I 192 168 1 . 1 

r IBHNet port (Port 1099 is always active 111: 

Authentification 

Username: 

Password: 

Options 

Iadmin 

Change pasmord 1 

P rdötiigur2J;;iii7ileuiPiiA 

dick 

Stakie 

r DHCP 

r Boot.P 

or PLC to PLC cornmunications, a NetPro configuration 
can be downloaded into the IBH Link. Details can be 
faund in the documentation. 

The settings will be saved in the IBH Links internal 
flash rnernory and am Ic'ept atter a powär cycle. 

Save permanently Reboot I Cancel 

ca
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IBH Link S7++ IP addresses

Activate Configuration with 

NetPro in the dialog box 

Properties

IBHLink/Network/Routing 

Options.

The setting made must be permanently 

adopted in the IBH Link S7 ++.

9.2 S5 CPU connection via IBH Link S5++

S5 controllers do not have an Ethernet connection as standard.

If no communication processor 

with an Ethernet interface is 

available, the IBH Link UA can 

be connected via the IBH Link 

S5++ (via switch).



S5 CPU IBH Link 35++ 

Ethernet-Bus 

IM 151-8 PN/DP CPU V3.2 
6ES7151-8AB01-0ABO 

as a representative in the project 
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IM 151-8 PN/DP as a representative on the project

Configuration of the IBH Link S5++ 

The IBH Link S5++ is an Ethernet converter. The protocol used is 

the usual standard TCP / IP. The user can benefit from all the 

advantages of Ethernet without any problems. The IBH Link S5++ 

used must have different IP addresses.

The use of SimaticNet and the use of a CP communication 

processor is not necessary on either the PC or the PLC side.

Note: 

The interface module IM 151-8 PN/DP CPU V3.2 provides a 

PROFINET interface with an integrated switch. 

PG communication and S7 communication are possible via the 

PROFINET interface. 

The interface module IM 151-8 PN/DP CPU V3.2 is available in the 

hardware catalog of the TIA Portal and the STEP 7 (Simatic Manager). 

The firmware of the IBH Link S5++ emulates the PROFINET interfaces 

of the IM 151-8 PN/DP CPU V3.2 (6ES7 151-8AB01-0AB0 V3.2) as far 

as these are used for communication, S5 CPU PG interface - IBH Link 

UA Ethernet Port, are necessary. 

The following properties are available (compatible with 

IM 151-8 PN/DP CPU V3.2):

Interfaces / Bus type Protocols

1x PROFINET (1 Port) PG-Communication

1x PROFINET (1 Port) ISO-on-TCP (RFC1006)



IBH Network settincr, 

File Stations IBH Links Options Help 
Station. 

Station Name 1 Address
CPU 416 Master 10.0.13.9
S5++ 1 separate HI Link S5+4 rnust be 10.0.13.94:102
95++ 2 available for both S5 CPUs 10.0.13.95:102
S7++ 1 10.0.13.92
97++ 2 10.0.13.93

Settings. 

New station I Change station I ❑elete station 

reu Link S7 IBH Link S5 I 113H Link 95++ I Language 

Close I Version: 1.65 aelp I 

TI.A. Portal 1116 
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9.3 Example with STEP 7 - TIA Portal

In the following example, the creation of a project with 

the STEP 7 - TIA Portal connecting S5 CPUs 103U, S7 

CPUs 312, and S7 CPU 416 are shown.

The S7 CPU 416 is used as a master. The CPUs and the IBH Link 

UA is using Ethernet connections. 

In the S5 / S7 CPUs, there are programs that count the value up to 

MaxValue. Then the value is counted down until MinValue is 

reached. This is repeated continuously. The counting is only possible 

if the master PLC has given ControlON. The numerical values for 

MaxValue and MinValue are specified for each CPU by the master 

PLC. Each CPU reports the current count Value to the master PLC.

IP / MPI addresses of the devices

Device IP address MPI address

IBH Link UA [SIMATIC PC Station] 10.0.13.89 not applicable

S7-CPU 416 10.0.13.9

IBH Link S7++ for S7 CPU 1 [CPU 412-2 PN] 

(for IBH Link S7++ and CPU)

10.0.13.92 

routed
10

S7-CPU 1 [CPU 312] not applicable 2

IBH Link S7++ for S7 CPU 2 [CPU 412-2 PN] 

(for IBH Link S7++ and CPU)
10.0.13.93 

routed
10

S7-CPU 2 [CPU 312] not applicable 2

IBH Link S5++ for S5 CPU 1 

[IM 151-8 PN / DP CPU] (for IBH Link S5++ and IM)
10.0.13.94 not applicable

IBH Link S5++ for S5 CPU 2 

[IM 151-8 PN / DP CPU] (for IBH Link S5++ and IM)
10.0.13.95 not applicable



ee Kez_E 
Variable to CPUs 

Name 

1 EU Static 

2 EU • Control_ON Bool 

3 EU • MaxValue_1 Int 

4 EU • MaWalue_2 Int 

5 EU • Mai alue_3 Int 

6 EU • Mai alue_4 Int 

7 EU • MinValue_1 Int 

8 EU • MinValue_2 Int 

9 EU • MinValue_3 Int 

10 ED • MinValue_4 Int 

Keep actual values Snapshot Copy snapshots to startvalues tg. 

—7 Data type Offset Start value 1Comment 

0.0 false all CPUs start counting 

2.0 5500 maximum countervalue S7 CPU 1 

4.0 5000 maximum countervalue S7 CPU 2 

6.0 4500 maximum countervalue S5 CPU 1 

8.0 4000 maximum countervalue S5 CPU2 

10.0 900 minimum countervalue S7 CPU 1 

12.0 800 minimum countervalue S7 CPU 2 

14.0 700 minimum countervalue S5 CPU 1 

16.0 600 minimum countervalue S5 CPU 2 

___ CPU 416 Master [CPU 416-3 MOP] ► Program blocks ► Variable from CPUs [1:185] B X 

tg. 
Keep actuel values 

Pariahle from CPUs)

Je Snapshot 1141- e. Copy snopshots to stertvelues

Narre 'Data type Offset Start value I Gomment

1 Fell • Static

2 I•la Controlling_is_01,1_1 . Bool Ei 0.0 false 57 CPU 1 is counting

3 1-13 • Controlling_is_ON_2 • Bool 0.1 false S7 CPU 2 is counting

4 . • Controlling_is_ÖN_3 Bool 0.2 false 55 CPU 1 is counting

5 -rEl • Controlling_is_ON_4 Bool 0.3 false S5 CPU 2 is counting

6 • • Value_1 Int 2.0 0 Counter reading 57 CPU 1

7 -0 • Value_2 Int 4.0 0 Counter reading S7 CPU 2
8 -CI • Value_3 Im 6.0 0 Counter reading 55 CPU 1

9 -ZI • Value_4 Int 8.0 0 Counter reading S5 CPU 2

LM CPU 416-3 PNIDP [CPU 416-3 PfilDP] 

Device configuration 

(double-dick} 
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9.3.1 CPU 416 Master [CPU 416 - 3 PN / DP] 

The PLC program for the CPU 416-3 PN / DP (6ES7 416-3ER05-

0AB0 / V5.1) has two data blocks to exchange data with the S5 / S7 

CPUs. The variables of these blocks are defined as (OPC tags). 

The organization blocks OB100 and OB1 are required for the 

controlled start of the OPC data transmission to the individual CPUs.

Variable to CPUs [DB2] 

The variables (OPC tags) that are to be sent to the S5 CPUs and S7 

CPUs are specified in this data block.

Variable from CPUs [DB5] 

The variables (OPC tags) to be sent from the S5 CPUs and S7 CPUs 

to the CPU 416 master are specified in this block.

9.3.2 CPU 416 Master [CPU 416 - 3 PN / DP] Configuration 

Double-click Device Configuration  

to open the Device view window.

In the dialog box properties, the required IP address is set under IP 

protocol. In the example, the IP address of the PC is – 10.0.13.9. 

The Ethernet connection is direct without a router.
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Hardware and software compilation 

Use the command from the context menu to compile the software 

and the hardware.

Hardware and software compilation

The configuration reports no errors. The download can be done.
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Download the hardware and software into the CPU 

With the commands from the context menu, the software and the 

hardware configuration can be downloaded into the device.

The load command opens the dialog window to set the interface for 

the device. Connection with interface / subnet PN/IE1, and Show 

devices with the same addresses must be selected.

The successful search is displayed

The loading process requires several confirmations of messages.



oa prewew 

Check before loading 

Status ! Target 1Message Action 

• e - CPU 416 Master Ready for loading. 

▪ Protection Protectionfrom unauthorized access 

Devices connected to an enterprise network or directly to the 
internet Frust be appropriately protected against unauthorized 
access, e.3. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.comiindustrialsecurity 

O Device configurati... Delete and replace system data in target 

O Software Download software to device 

contirm 

Finish Load 1 1 Cancel 

Load 'CPU 416 Master' 

Download to device 

Consistent download 

Refresh 

Status and actions after downloading to device 

Status ! Target Message Action 

• P - CPU 416 Master Downloading to device completed without error. Load 'CPU 416 Master' 

• Start modules Start modules after downloading to device. 

The module "CPU 416 Master" can be started. 

4 / IESymbolic table3 x 

Test Saue Test and save Filters IAH Symbols 

Symbol Operand Comment 

CounterON_3
Max _3 
Min —3 
IsCounting_3 F 2.2 Counting control ON S5 CPU 11 
Down_3 
Up _3 
Value_3 

tCounterData_3 
CounterValue_3 
MinValue_3 

\ MaxValue 3 

F 0.1 Eable S5 CPU 1 to count as OPC tag 

F 2.0 Maximum reached S5 CPU 1 
F 2.1 Minimum reached S5 CPU 1 

4 / 

l BB 1 all ®o el 6,:r S R V 4.,0 ÷ ST L CSF LAS 

0 Title: Counter control values 

Operand Contents Modify value 

F 2.5 
F 2.6 
FIM 12 

DB 2 
DINO 
DW 1 
DW 2 

down counting S5 CPU 1 — as OPC tag

up counting S5 CPU 1 
Counter value S5 CPU 1 

Data Block DB2 rounterDataj accept as OPC tags via 
Counter Value S5 CPU 1 DB2 (CounterData) 
minimum Counter value S5 CPU 1 
maximum Counter value S5 CPU 1 

F 0.1 
F 2.0 
F 2.1 
F 2.2 
F 2.5 
F 2.6 
PAI 12 

DB 2 
MN 0 
DW 1 
DW 2 

KM 1 
KM 0 
KM 0 
KM 1 
KM 0 
KM 1 
KF +4216 

--- 
KF +4217 
KF +700 
KF +4500 

Eable S5 CPU 1 to count 
Maximum reached S5 CPU 1 
Minimum reached S5 CPU 1 
Counting control ON S5 CPU 1 
down counting S5 CPU 1 
up counting S5 CPU 1 
Counter value S5 CPU 1 

Data Block DB2 [CounterData] 
Counter Value S5 CPU 1 
minimum Counter value S5 CPU 1 
maximum Counter value S5 CPU 1 

No action 

Cancel 
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A preview of the loading is displayed

Finish loading

9.3.3 S5++ to S5 CPU 1 [IM 158-8 PN/DP CPU] – (IBH Link S5++) 

S5 symbol table 

The following operands are used in the S5 program, are defined in 

the symbol table of the S5 program and should be available as OPC 

tags.

Picture Block S5-CPU 103U: Global variable / data from DB2
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Define IBH Link S5 ++ [IM115-8 PN/DP CPU] properties 

The IM115-8 is displayed in the device view.

Define OPC tags (symbols) as default tags 

A double-click opens the default tag 

table. In this table, operands of the 

symbol table of the S5 program 

(Counter.SEQ) are entered, which are 

to be sent to the OPC server as OPC 

tags (OPC symbols). 

A direct import of the S5 program symbol table (Counter.SEQ) is 

impossible in the TIA Portal.
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Data block CounterValues3 [DB2]

Delete block OB1

Only data can be transferred with the 

IBH Link S5++. Therefore, all program 

blocks, except for data blocks, must 

be deleted in the IM 151-8 CPU. 

Compile hardware and software (IBH Link S5 ++) 

The hardware configuration and software should be compiled so that 

errors can be recognized.

Note:
Only data can be transferred with the IBH Link S5++. Therefore, 

all program blocks in the Profinet I/O CPU must be deleted. 

Data blocks can be used. 

The hardware configuration and the PLC blocks must not be 

loaded into the IBH Link S5++. 

The use of the download command is not permitted !
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9.3.4 S5++ to S5 CPU 2 [IM 158-8 PN/DP CPU] – (IBH Link S5++) 

S5 symbol table 

The following operands are used in the S5 program, are defined in the 

symbol table of the S5 program and should be available as OPC tags.

Picture Block S5-CPU 103U: Global variable / data from DB2

Define IBH Link S5 ++ [IM115-8 PN/DP CPU] properties 

The IM115-8 is displayed in the device view.
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Define OPC tags (symbols) as default tags 

A double-click opens the default tag 

table. In this table, operands of the 

symbol table of the S5 program 

(Counter.SEQ) are entered, which are 

to be sent to the OPC server as OPC 

tags (OPC symbols).

Data block CounterValues4 [DB2] 

A direct import of the S5 program symbol table (Counter.SEQ) is 

impossible in the TIA Portal.

Delete block OB1 

Only data can be transferred with the IBH Link S5++. Therefore, all 

program blocks, except for data blocks, must be deleted in the 

IM 151-8 CPU.

Compile hardware and software (IBH Link S5 ++) 

The hardware configuration and software should be compiled so that 

errors can be recognized.
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9.3.5 S7++ to CPU 1 [CPU 412-2 PN] – (IBH Link S7++) 

The IBHLink S7++ is created in the TIA Portal as an S7-400 station 

and connected to the corresponding MPI/DP bus system. 

The following module must be used as a representative for the 

IBHLink S7++: 6ES7 412-2EK06-0AB0 V6.0;  Rack 0, Slot 2

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7++) 

The MPI port (address 10) is connected via the MPI_1 subnet with 

the S7 CPU 1 [CPU 312] MPI port (address 2).

Note:
Only data can be transferred with the IBH Link S5++. Therefore, 

all program blocks in the Profinet I/O CPU must be deleted. 

Data blocks can be used. The hardware configuration and the 

PLC blocks must not be loaded into the IBH Link S5++. 

The use of the download command is not permitted !
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Define the Ethernet interface of the CPU 412 

Ethernet connection S7++ to S7 CPU 1 [CPU 412-2 PN].

Delete blocks S7++ to S7 CPU 1 [CPU 412-2 PN] 

No blocks can be loaded into the IBH Link S7++. In the offline mode 

all PLC blocks of the S7++ to S7 CPU 1 [CPU 412-2 PN] must be 

deleted.
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PN/IE_1 

Address -Subne-. 

10.0.13.92 PNIIE 

10 MPI_1 

Devicetype Interfacetype 

1131 PNIIE 

(open 7 select 

11Show devices with the same addres5es 

Address Target device 

Access address 

EitII3 Start search 

Online status information: ri Display only error messages 

Load ancel 
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Compile hardware and software (IBH Link S7 ++ / CPU 412) 

Use the command from the context menu to compile the software 

and the hardware.

The configuration reports no errors. The download can be done.

Load hardware into the device S7++ to S7 CPU 1

The loading process requires the following screen shots.



xten e own oa to evice 

Configured access nodes of "S7++ to S7 CPU 1" 

Device I Device type 

57++ to S7 CPU 1 CPU 412-2 PN 

CPU 412-2 PN 

slot-
2 X5 

Interface type 

PNIIE 

2 X1 MPI 

Type of the PG/PC interface: [ILPNIIE 

PG/PC interface: [laiRealtek PCIe GbE Family Controller 

Address Subne: 

10.0.13.92 PtqfiE_1 

10 MPI 

Connection to interface/subnet: 

lst gateway: 

Selecttarget device: 

PNIIE_1 

Ee5 

Show devices with the same addresses 

Device Device type Interfacetype Address 

Accessible device 

I Flash LED 

Online status information: 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

Retrieving device information... 

rd Scan and information retrieval completed. 

CPU 412-2 PN PNIIE 10.0.13.92 

PNIIE Access address 

Target device 

Start search 

n Display only error messages 

ick 
(2 Load 1 Cancel 

• 

Load preview ru

Check before loading 

Statu- Target Message Action 

- 57++ to S7 CPU 1 Ready for loading. Load '57++ to S7 CF.

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet raust be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity 

Stop modules The modules are stopped for downloading to device. 

Device configurati... Delete and replace system data in target 

Software Download software to device 

Load results 

45) Status and actions after downloading to device 

Status i Targ et 

.131 S7++ to 57 CPU 1 

Message 

Downloading to device completed without error. Load '57++ to 57 CP... 

Stop all 

Download to device 

Consistent download 

IL 

Refresh 

tonfirm

FIrtuFt Load Cancel 

Action 

Start modules Start modules alter downloading to device. Start module 

(tonfirm›
Finish Um .3 Cancei 

Chapter 9 Data exchange between several S7 / S5 CPUs Page  9-17

TTI   Trans Tech International© 2021 IBH Link UA   Training

Several dialog boxes will open to indicate the following steps of 

loading.

The loading of the hardware configuration is completed.

The stopped device S7++ to S7 CPU 1 [S7++ to S7 CPU 1 [CPU 

412-2 PN] is restarted after loading the hardware configuration.

The S7 CPU 1 [CPU 312] can be downloaded via the CPU 412-2 PN.



Keep actual values Snapshot 11314 

ounterValues_11 

Name 

1 Ic  y' Static

Data type

2 I l • MinValue_1 I Int

3 4r2 • MaxValue_1 Int

4 ei • Value_1 Int

5 143 • IsCounting_1 Bool

e-r e Ft» .7 GI
Default tag table 

Offset Start value Comment 

(3 0.0 0 minimum Counter value S7 CPU1 

2.0 0 maximum Counter value S7 CPU1 

4.0 0 Counter value S7 CPU1 

6.0 false Couter is counting S7 CPU1 

-131Tags User constants sp System constants 

I I Name Data type I Address Comment 

Cr7,9nterON_1 Bool %M0.1 Enable S7 CPU' to count as OPC tag 

2 Eül Max_1 Bool %M2.0 Maximum reached S7 CPU 1 

3 Eül Min_1 Bool %M2.1 Minimum reached S7 CPU 1 

4 Eül Down_1 Bool %M2.5 down counting 37 CPU 1 

5 421 Up_1 Bool %M2.6 up counting S7 CPU 1 

6 fül Valuei Int g %MW1 2 Counter value S7 CPU 1 

1 
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9.3.6 S7 CPU 1 [CPU 312] 

In the example S7 CPU 1 a counter is counting until MaxValue is 

reached and counts down until the MinValue is reached.

The program contains the data block CounterValues_1 [DB2] and a 

global variable for the data exchange with the CPU 416 master [CPU 

416-3 PN / DP]. 

Tag name Direction Location

MinValue_1 from CPU 416 CounterValues_1 [DB2]

MaxValue_1 from CPU 416 CounterValues_1 [DB2]

CounterON_1 from CPU 416 Default tag table

Value_1 from CPU 312 CounterValues_1 [DB2]

IsCounting_1 from CPU 312 CounterValues_1 [DB2]

Data block CounterValues_1 [DB2]

Default tag table

S7 CPU 1 [CPU 312] hardware configuration 

The MPI port (address 2) is connected via the MPI_1 subnet with the 

CPU 412-2 PN (IBH Link S7++ substitute) 



E

S5 CPUs - S7 CPUs TIA 16e ► S7-CPU 1 [CPU 3121 

Topology Network view Uff Device view 

jt CPU1 [CPU 3123 nr- 2.1ict,± 

u,• 3̀- ble-click 

via IBH Link 57.t 

1 r4 5 

1' 

1:1 

.111.10115 

6 7 l3 9 10 11 

Properties 

General 10 tags System constants Texts 

General 

Catalog inforr-nation 

Identification &Maintenance 

MPI interface EX11 1 

General 
merk 

Startup 

Cycle 

Clockmemory 

► Internets 

Diagnostics system 

h System diagnostics 

1 MPI address 

Interface networked with 

Subnetz CRI

+4 Info 1) Diagnostics 

Parameters 

Address: D

Highest address: 

Transmission Speed: 

31 

(open seieet)419

Add new subnet,w-1 
‚1,4‘click) 

167.5 kbps 

(open 1 .1.1) 14

S5 CPUs - S7 CPUs TIA 16e 1 S7 CPU 1 (CPU 312] — ä X 

r7 CPU 1 [CPU 312] 

via Mn Link S7++ r 
1 

1 

C 

r7 CPU 1 [CPU 31 2D 

via Mn Link S7+. 

ttttt Topology view ägi Network view Device view 

1241121 g± 

nght dick 

4 Chunge device 
Migrate to 57-1 500 

Goto networkview 

13=1: 11 
Download to device 

0 Go online Ctr144 
Go offline Ctrkm 

31 Export module labeling stups... 

g, Prcperties Alt.Enter 

ttttt Topology view 

".°7° '211121, 21 g± 

4 

1 

nght dick 

Chenge device 
Migrate to S7-1500 

rgy Go networkview 

Conpile 
Download to device 
Go snline 

%X Go Ahne 

31 Export module labeling strips... 

4 Properties Alt.Enter 

CtrI.K 
CtrI.M 

10 11 

Hardware and software (only changes) 
Hardware (only changes) 
Hardware (rebuild all) 
Software (only changes) 
Software (rebuild all) 
Softworc (rcr.ct mcmory rczcevc) 

G1123 

Network view Device view 

10 

Hardware and software (only changes) 
Hardware configuration 
Software (only changes) 
Software (all) 

$2133, 
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Compile hardware and software S7 CPU 1 [CPU 312] 

Use the command from the context menu to compile the software 

and the hardware.

The configuration reports no errors. The download can be done.

Load hardware into the device S7 CPU 1



Configured access nodes of "S7-CPU 1" 

* Device Device type 

CPU 312 S7-CPU 1 2 X1 MPI 2 

Slot Interface type Address 

Type of the PG/PC interface: 

PG/PC interfeee! 

Connection to interfacefsubn et: 

1 st gateway: 

elffliNMEVEIEVIZI 

e_PNIIE 

Subnet 

MPI_1 

open 1 selectK 

Realtek PCIe GbE Family Controller 

PNAE_1 

S7++ to S7 CPU 1 

Show devices with the same addresses 

Device Devicetype Interface type I Address 

Online status information: 

xten.e. own Da. o .evice 

Flash LED 

MPI Access address 

Target device 

■ ("nfirm I tartsearch 
n Display only error messages 

Configured access nodes of "37-CPU 1" 

Device Devicetype 

S7-CPU 1 

siot— Interfacetype 

MPI 

d Cancel 

Address Subnet 

CPU 312 2 X1 2 MPI_1 

Type of the PG/PC imerface: 

PG/PC imerface: 

Connection to inte rfacelsubnet: 

1 st gateway: 

Device Device type 

1
Online status information: 

e_PNIIE 

Realtek PCIe GbE Family Controller 

PN/IE_1 

37,1- to S7 CPU 1 

Interface type 

MPI Access address 

Show devices with the same addresses 

Address Target device 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

Retrieving device information... 

rä Scan and information retrieval completed. 

oa' preview 

Check before loading 

Start search 

0 Display only error messages 

(confirm)._

Status ! j Target Message Action 

e - 57-CPU 1 Ready for loading. 

Protestion Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity 

• Stop modules The modules are stopped for downloading to device. 

• Device configurati... Delete and replace system data in target 

• Software Download software to device 

d Cancel 

Load '57-CPU 1' 

Stop all 

Download to device 

Consistent download 

Refresh 

Load Cancel 
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Extended Download Dialog Box 

The S7 CPU 1 Hardware and Software download is routed via an 

IBH Link S7++. 

A preview of the loading is displayed.



oa. resu ts 

e Status and actions alter downloadina to device 

Status ! Target Message 

4,,n Q S7-CPU 1 

Start modules 

Downloading to device completed without error. 

Action 

Load 'S7-CPU 1' 

Start modules after downloading to device. Start module 

ii.contirm>,,eL
Finish j Load Cancel 

S5 CPU s S7 CPU s: TIA 1 6e I, S744- to S7 CPU 2 [CPU 412-2 PIA a X 

dt 57++ to 57 CPU 2 [CPU 41 2-2 

UR1_0 

1111 

General tags

General 

Catalog information 

Identification &Meinten... 

mark 
General 

MPI address 

Time-of-day synchronization 

Diagnostics addresses 

1110FINETinterface (XG) 

Startup 

Cycle 

Clock memory 

Interrupts 

Diagnostics system 

System diagnostics 

Time of day 

Retentive memory 

Memory 

Protection 

1r Web server 

Overview of addresses 

a-9  Topology view Network view 

4 
J ti

‘.9.`' GED 

3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 1 

Lrir 

System con sta nts 

IBH Link S7+-+-

Texts 

LIPVDP Interface IX11  

General 

MPI address 

Device view 

7 7 7 7 7 7 7 7 7 7
100% e 

C(, Properties 

Name: 

Co rn rn ent: 

Interface networked with 

[Subnetz MPI_2

Parameters 

and CPU 412 must 
have the same MPI address 

11142> Info Diagnostics LZIMI 

MPIIDP interface_2 

Interface type: MPI 

Address: 

Highest address: 

Transmission Speed: 

Add newsubnet 

(open 1 select 

(openi !lebet 

N-/

10 emMterl IPI 

31 

187.5 kbps 
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9.3.7 S7++ to CPU 2 [CPU 412-2 PN] – (IBH Link S7++) 

The IBHLink S7++ is created in the TIA Portal as an S7-400 station 

and connected to the corresponding MPI/DP bus system. 

The following module must be used as a representative for the 

IBHLink S7++: 6ES7 412-2EK06-0AB0 V6.0;  Rack 0, Slot 2

Define the MPI interface of the CPU 412 (MPI interface IBH Link S7++) 

The MPI port (address 10) is connected via the MPI_2 subnet with 

the S7 CPU 2 [CPU 312] MPI port (address 2).



S5 CPUs - S7 CPU s TIA 16e 1 S74-+. to S7 CPU 2 [CPU 412-2 PN[ — • X 

g. S7++ to S7 CPU 2 [CPU 412-2J 1741 D 

Ezr 
42:=1:221 

General 

UR1_0 n
, ö 

e> 40 

1 0 3 4 5 BlemfflEWIR 10 

, 

Topology view 

10 tags System constants Texts 

Catalog information 

Identification & Meinten... 

MPI/DP interface [X1] 

General 

MPI address 

Time-of-day synchronization 

Diagnostics addresses 

PROFINET Interface 

General 

Network view LY Device viewJ 

11 12 13 14 15 16 17 18 

100% =,= e 
Eg Properties IN Info Diagnostics » 1-1 ••• • 

Q(5) 

C Iame:  Ethernet Interface IBH Link S7++ enier

Comment: 

V 

• 
mark

Ethernet addresses
Startup Interface networked with open J select
Cycle Fubn PN/IE 
Clock memory

_1

Interrupts
Add new subnet

Diagnostics system

System diagnostics IP protocol GED
Time of day Set IP address in the project

IP-Address 
113H Link 87«.

Retentive memory IP address: 10 . 0 . 13 . 93
Memory

Protection
Subnet maSk: 255 . 255 . 255 . 0

Web server Use router

Overview of addresses Router address: 0 0 . 0

'r [II S7++ to S7 CPU 2 [CPU 412-2 PN] 

DY Device configuration 

S Online & diaonostics 

Program bloch] 

Add new block 

Main [0131],w__ 

Technology objects 
light click 

h Ird External source Files 

PLCtags 

h Ei PLC data types 

jWatch and forte tables 

54 Online backups 

- Device proxy data 

Program info 

_j r, PLC supervisions & alar 

▪ PLC:slarrn text lists 

L.A Local modules 

Coniin etion (0604:000239) 

Open 

X Cut 

CoPY 
'Irg Paste 

Delete 

Renarne 0 (ckk) F2 

Print preview... 

gh Properties... AIt+Enter 

0 IP address is set directly at the device 

Ctrl+X 

Ctrl+C 

Ctrl+V 

Delete the selected objects? 

(COr n  11) 1»,e k.

Yes No 
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Define the Ethernet interface of the CPU 412 

Ethernet connection S7++ to S7 CPU 2 [CPU 412-2 PN].

Delete blocks S7++ to S7 CPU 2 [CPU 412-2 PN] 

No blocks can be loaded into the IBH Link S7++. In the offline mode 

all PLC blocks of the S7++ to S7 CPU 2 [CPU 412-2 PN] must be 

deleted.



1

S5 CPUs S7 CPUs TIA 16e S7-r-r- to S7 CPU 2 [CPU 412-2 PN] 

Topology view Network view 

57++ to 57 CPU 2 [CPU 412-2 • 

UR1_0 

nEn k± 

Grimm 
e Change device 

Migrate to 5 7-1 5 0 0 

e Go to topology view 

Go to network view 

Compile 

Download to device 

jier Go online 

3:1 Go offline 

Online & diagnostics 

H• Export module labeling strips... 

g Properties Alt+Enter 

Ctrl+K 

Ctrl+M 

IY Device view 

12 13 14 15 16 17 18 _.11

911 

Hardware and software (only changes) 

Hardware (only changes) 

Hardware (rebuild 

Software (only changes) 

Software (rebuild all) 
Software (raset Memory reserve) 

42IED 

111111111111111 

S5 CPUs - S7 CPUs TIA 16e ► S7-H- to S7 CPU 2 [CPU 412-2 PN1 ä X 

57++ to 57 CPU 2 [CPU 412.2 

UR1_0 

> 

• 

QApf c1;1,(15 

4>  Change device 

1 Migrate to 57-1500 

- . 

n e own oa o .ewce 

Online status information: 

Go to topologyview 

Go to networkview 

Conspile 

Download to device 

,0 Go online 

G, ,Dffline 

1,. Online & diagnostics 

Topology view

CZ± 

Export module labeling strips... 

ST , Properties Alt+Enter 

Ctrkm 

Ctrl+D 

Configured access nodes of "S7++ to S7 CPU 2" 

Device Device type I Slot 

37+. to S7 CPU 2 

Network view 1IDY Device view 

11 12 13 14 15 16 17 16 

Hardware and software (only changes) 

Hardware configuration 

Software (only changes) 

Software (all) 

4311213 

11111110 

Interfacetone IAddress 

CPU 412-2 PN 2X5 PN/IE 10.0.13.93 

CPU 412-2 PN 2X1 MPI 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

1st gateway 

Selecttarget device: 

Device 

PNIIE 

lv1P1_2 

open / aelect 

Realtek PCIe GbE Family Controller 

PN/IE_1 

(open I select 

Show devices with the same addresses 

Device type Interfacetype Address Target device 

Access address 1131 

(dick*Start search 

Display only error messages 

L.ad Cancel 
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Compile hardware and software (IBH Link S7++ / CPU 412) 

Use the command from the context menu to compile the software 

and the hardware.

All devices must be configurated and compiled prior to the download.

Load hardware into the device S7++ to S7 CPU 2

The loading process requires the following screen shots.



4,5 0 

xten e own oa o ewce 

Configured access nodes of "57++ to S7 CPU 2" 

PI 
Flash LED 

Online status information: 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

Retrieving device information... 

ra Scan and information retrieval completed. 

Device Devicetype 

CPU 412-2 PN 

CPU 412-2 PN 

9Iot — {1-riterface type 

2 X5 

2 X1 MPI 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

1 st gateway: 

Select target device: 

Device j Device type leerface type 

Accessible device CPU 412-2 PN • PN/IE 10.0.13.93 

— — PN/IE Access address 

e_PNIIE 

Realtek PCIe GbE Family Controller 

PrgilE_1 

Address Sulpne: 

10.0.13.93 

10 

PN/IE_1 

MPI_2 

Show devices with the same addresses 

lAddress Target device 

oa prewew 

ed) Check before Iosding 

Status Target I Message Action 

- S7++ to 57 CPU 2 Ready for loading. Load '57++ to 57 CP... 

Start search 

D Display only error messages 

click 

IPI 

Load Cancel 

--«!"y <,

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industriel security, please visit 
http://www.siemens.com/industrialsecurity 

Stop modules The modules are stopped for downloading to device. 

Device configurati... Delete and replace system data in target 

Software Download software to device 

Stop all 

Download to device 

Consistent download 

Refresh 

Load Cancel 

oa resu s X 

Status and actions alter downloading to device 

Status ! Target Message Action 

S7++ to S7 CPU 2 Downloading to device completed without error. 

/ Start modules Start modules alter downloading to device. 

1111 

confirm 

Load 'S7++ to S7 CP... 

Start rnodul, 

Finish Load Cancel 

57++ to S7 CPU 2 PNIIE 
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Several dialog boxes will open to indicate the following steps of 

loading.

The loading of the hardware configuration is completed.

The stopped device S7++ to S7 CPU 2 [S7++ to S7 CPU 2 [CPU 

412-2 PN] is restarted after loading the hardware configuration. 

The S7 CPU 2 [CPU 312] can be downloaded via the CPU 412-2 PN.



8 

43 Tags 

iaid• 3 
EI User constants >k3 System co nstants 

Default taq tableJ

Name Data type Address Cornment

IESpunter0194_2 Bool %M 0 1 Enable 57 CPU 2 to count an OPC lag

2 ax_2 Bool %M2.0 Maximum reached 57 CPU 2

3 CI Min_2 Bool %M2.1 Minimum reached 37 CPU 2

4 1 Down_2 Bool %M2.5 down counting Si CPU 2

5 4C11 Up_2 Bool ig %M2.6 E up counting 57 CPU 2

6 -CI Value_2 Int %MW12 Counter value S7 CPU 2

7 ‹Add new•

Jt. 
Keep actual values Snapshot tält 1% 

eounterValues_2j
Name Data type Offset Start value Comment 

Static

-.3 • MinValue_2 1 Int 13 0.0 0

3 • MaWalue_2 Int 2.0 0

CI • Value_2 Int 4.0 0

• IsCounting_2 Bool 6.0 falle

minimum Counter value S7 CPU 2 

maximum Countenolue S7 CPU 2 

Counter value S7 CPU 2 

Feedback S7 CPU 2 is counting 
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9.3.8 S7 CPU 2 [CPU 312] 

In the example S7 CPU 2 a counter is counting until MaxValue is 

reached and counts down until the MinValue is reached. The 

program contains the data block CounterValues_2 [DB2] and a 

global variable for the data exchange with the CPU 416 master [CPU 

416-3 PN / DP]. 

Tag name Direction Location

MinValue_2 from CPU 416 CounterValues_2 [DB2]

MaxValue_2 from CPU 416 CounterValues_2 [DB2]

CounterON_2 from CPU 416 Default tag table

Value_2 from CPU 312 CounterValues_2 [DB2]

IsCounting_2 from CPU 312 CounterValues_2 [DB2]

Default tag table

Data block CounterValues_2 [DB2]

S7 CPU 2 [CPU 312] hardware configuration 

The MPI port (address 2) is connected via the MPI_2 subnet with the 

CPU 412-2 PN (IBH Link S7++ substitute) 
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S5 CPUs - S7 CPUs TIA 16e • 57 CPU 2 [CPU 3121 _il.X 
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Topology view figh Network view Device view 
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01 double-dick

1 
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1 
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9,1[ ope7 1ties 1.111 J Diagnostics , 11C1 

General  10 tags System constants Texts 

General 

Catalog information 

Identification &Maintenance er MPI interface [X10 
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mark 

stanup 
Cycle 

Clock mernory 

• Interrupts 

Diagnostics system 

• System diagnostics 

• 

MPI address  

Interface networked with 

Subnet: Cri

Parameters 

Address: 

Highest address! 

Transmission speed: 

— Add new subnet 

31 

187.5 kbps 

(open seiect) 

dick) 

perL ,

S5 CPUs - S7 CPUs TIA 16e • S7 CPU 2 [CPU 3121 _ ä X 

C7 CPU 2 [CPU 312' I - I 

via IBH Link 57++-

7 CPU 2 [CPU 312] 

4 3 

via 18H Link 57++ 

01

Topology view 

—I 2 21.1 3 g 

ti

4 4: 4=111D 

1•, 

, 

• 
Change device 

Migrate to 57-1 500 

d, Go to networkview 

Download to device 

Go online Ctrl+K 

Go offline Ctrl+M 

P Export module labeling 

g, Properties Alt+Enter 

ä n ErJ- 2.1 

.4 

right dick 

Change device 

Migrate to S7-1 500 

Go to networkview 

Compile 

Download to device • 

Topology view 

Go online 

071 Go offline 

Export module labeling stups... 

Properties Alt+Enter 

Ctrl+K 

Ctrl+M 

Network view Device view 

10 11 

Hardware and software (only changes) 

Hardware (only changes) 

Hardware (rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve) 

$2133 

Network view Device view 

10 11 

Hardware and software (only changes) 

Hardware configuration 

Software (only changes) 

Software (all) 
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Compile hardware and software S7 CPU 2 [CPU 312] 

Use the command from the context menu to compile the software 

and the hardware.

Load hardware into the device S7 CPU 2



h 

n e own oa to device 

Configured access nodes of "S7 CPU 2" 

Device Device type ,Slot 'Interfacetype Address iSubnet 

S7 CPU 2 CPU 312 2 X1 MPI 2 MPI_2 

(open f aelect 

I 1 Flash LED

Online status information: 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interlace/subnet: 

lst gateway: 

Select target device: 

Device type 

Da preme 

e Check before loading 

Ssssss ! I Target Message Action ---

e_PNIIE 

Realtek PCIe GbE Family Controller 

PN/IE_1 

S7++ to S7 CPU 2 

Interface type 

MPI 

Flash LED 

Ckz 

Show devices with the same addresse, ! 

Address Target device 

Access address 

Start search 

Configured access nodes of "57 CPU 2" 

Device 

S7 CPU 2 

Device type 

CPU 312 

Slot Interface type 

MPI 

Address Subnet 

2 X1 2 MPI_2 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to intedaceJsubnet: 

Ist gateway: 

t target device: 

Device 

— — MPI Access address 

IL PNIIE 

113 Realtek PCIe GbE Family Controller 

PN.I1E_1 - 0 
S7++ to S7 CPU 2 

Show devices with the same addresse3 

Device type Interface type Address Target device 

Start search 

Online status information: n Display only error messages 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

r? Retrieving device information... 

12 Scan and information retrieval completed. 

• 57 CPU 2 Readyfor loading. 

• • Protection Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet raust be a ppropriately protected against unauthorized 
access, e.g. by use of firewalls and network segrnentation. For 
more information about industrial security, please visit 
http3Iwww.siemens.cordindustrialsecurity 

Load '57 CPU 2' 

• / Stop modules The modules are stopped for downloading to device. 

(1,51 / Device configurati... Delete and replace system data in target 

• / Software Download software to device 

oa resu s 

0  Status and actions alter down' oading to device 

Status ! Target Message Action 

Stop all 

Download to device 

Consistent download 

Refresh 

oonfirm 

Finish I Load Cancel 

ejl • 57 CPU 2 Downloading to device completed without error. 

Q Start modules Start modules after downloading to device. 

• 
(confirm 

Load '57 CPU 2' 

Start module 

Finish cancel J Load 

Load 555 el 
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Extended Download Dialog Box 

The S7 CPU 2 Hardware and Software download is routed via an 

IBH Link S7++. 

A preview of the loading is displayed.



Add new 
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tt Module 
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Article no. 1Softwareorfirmwareversion IComment 

OPC Server V8.2.0 

IE_CP V8.2.171 

Properties 41.1. Info Diagnostics 

General 7 10 tags 0 System constants 11 Texts I 

•- General 

Catalog information 

ldentification & Maintenance 
• 

mark 
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Options 

Ethernet addresses 

Advanced options 

Interface options 

Port [X1 P1] 

General 

Port interconnection 

OPC configuration 

PROFINET interface DC11 
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Name: 

Comment: 

Options 

Connection establishment monitoring 

Timeout: 10 

PROFINET interface 

Ethernet addresses 

Interface networked with 

Eubnet: PN/IE_13

Add new subnet 

ISO protocol 
Use 150 protocol 

MAC address: 08 - 00 - 06 - 01 - 00 - 00 

IP protocol 

Use IP protocol 

mark IP address: 

Subnet mask: 

Router address: 

innert 

(open 1 select

IP-Address 
10 . 0 . 13 . 89 IBH Link LIA 

255 . 255. 255. 0 

Use router 

0 . 0 . 0 0 

F

Page  9-28 Data exchange between several S7 / S5 CPUs Chapter 9

IBH Link UA   Training TTI   Trans Tech International© 2021

9.4 Insert IBH Link UA as an SIMATIC PC station

Double-click Add new device to select PC 

systems, User application, OPC server.

Insert communication module in the IBH Link UA

Define communication module properties



1=3 10 tags System constants Texts 

merk 

Catalog information 

Identification & Maintenance 

PROF INET interface [X1] 

General 

Options 

Ethernet addresses 

General 

S5 CPUs - S7 CPUs TIA 16e 1 IBH Link UA (SIMATIC PC station) 
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56' 
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Pro perties 41., Info 12. Diagnostics 

Name: Ethernet Port rer....

Author2 

Comment: 

nght chck 

Change device 

X Cut Cul. 

!.El Copy Ctrl, 

Unpack addresses 

IE:= 11 
Download to device 

0 Go online Cul. 
e Go offline Ctrl.i.M 

,Export module labeling strips... 

g Properties AI,Enter 

_itax 
Topology view 1=Rißl=11:3 

Hardware and software (only changes) 
Hardware (only change3) 
Hardware (rebuild all) 
Software (only changes, 
Software (rebuild all) 
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Communication module slot check 

The IBH Link UA Ethernet Port (Control Level) must be in slot 2.

The selection of the OPC symbols (tags) will be done after the 

S7-Connection IBH Link UA OPC Server to the S5 CPUs and  

S7 CPUs is accomplished.

Compile the configuration of the OPC server

If the compiling of the configuration does not report any errors, the 

S7 connection can be established.

9.4.1 Establish an S7 connection from the OPC server to the 
CPUs 

The S7 connection is established via drag and drop from the OPC 

Server-IBH Link UA to the CPUs S7-CPU 1 [CPU 312], S7-CPU 2 

[CPU 312], S5 CPU 1 [IM 151-8 PN/DP CPU], S5 CPU 2 [IM 151-8 

PN/DP CPU], and CPU 416 Master [CPU 416-3 PN/DP]. 

The S7 connections to the S7-CPU 1 [CPU 312] and S7-CPU 2 [CPU 

312] are routed connections. 

A note is displayed at the drag & drop target. 

S7-routed connection added must be clicked 

to establish the connection.

Note:
The communication module must be inserted in Slot 2 / Index 2. 

The IBH Link UA expects the communication interface in Slot 2 / 

Index 2.
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57_Connection_1 2 158 Link UA [OPC Server] S7_Connection_1 2 EM 55.. to S5 CPU 2 [IM 151-8 PNIDP CPU] S7 connection 
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IM 151-8 PNIDP... 
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—• 

S5 CPUs - S7 CPUs TIA 16e ► Devices & networks —iläX 

j Topology 
v

Network view 
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57_Connection_1 11 S5.. to S5 CPU 2 [IM 151-8 PNIDP CPU] 2 57_Connection_1 [iiil IBH Link UA [OPC Server] 57 connection 

S7_Connection_1 dick al IBH Link UA [OPC Server] 57_Connection... J 2 g] En 55.. to 55 CPU 2 [IM 151-8 PNIDP... S7 connection 

1 S7_Connection_2 JS5+. to S5 CPU 1 [IM 151-8 PNIDP CPU] 2 S7_Connection_2 a IBH Link UA [OPC Server] S7 connection 
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i
ew = 
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General 10 tags System constants Texts 

_ 
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Special connection properties 

Connection 
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OPC Connection path 

General 

Local 
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1 
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.111 
8 1 1 

Find connection path 
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S7 Connections

The established S7 connections are displayed.

The created S7 connection is listed in the Network view window. A 

click switches between the connection representations.
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Select OPC symbols (tags) in the OPC configuration 

Open the configuration on the OPC server / properties.

The Configure button opens the Symbol configuration dialog box to 

select the OPC tags.

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags). 

Select variables as OPC tags 

In addition to the global variables, the data from data blocks can be 

defined as OPC tags.

S5++ to S5 CPU 2
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Min_2 Boo %M2.1 

Down_2 Bool %M2.5 

Up_2 Bool %M2.6 

Value_2 Int %MW12 

Exportfile 

S5 CPUs - 57 CPUs TIA16e.37300/ET200M-Station 
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S5++ to S5 CPU 1

S7 CPU 2
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S7 CPU 1

CPU 416 Master [CPU 416-3 PN/DP]
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CPU 416 Master / Variables from CPUs

Compile the configuration of the OPC server

The compiling of the IBH Link UA shows two [2] warnings. The 

warnings have been established due to the S7 routing to the S7 

CPUs 312. The warnings can be ignored because the routing has 

been selected.
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more information ab out industrial security, please visit 
http://www.siemens.cordindustrialsecurity 

Device configuration Delete and replace system data in target 

(tonfirm

Cancel 

Load 'Stationmanager 

Download to device 

Refresh 

Load Cancel 
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The settings must be made in the dialog box according to the screen 

The interface search was successful. 

A check is made prior loading.



IBH Link UA- Siemens slots 

e 

ei!. • 
Network 

Security 

Certificates 

Time settings 

System 

Users 

cui ' 10.0.13.89/7_t/opc_slots Ov tt 

OPC Server is cunning Logout Update pass ord 

Siemens slots 

®51ot 

®57300/5+200M-5tation_2 

0.-57 CPU 2 

V 57300/ET200M-Station_1 

VET 2005-Station_2 

C• 55++ to 55 CPU 2_1 

®ET 2005-Station _l 

et 55++ to 55 CPU 1J 

Siemens slots) •57-400-Station_3 

History 

OPC Client 

Diagnostics 

MATT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

[Y CPU 416 Masterj 

DeviceManual 

SoftwareRevision 

® Programs 

SuoportedTypes 

>Variable to CPUs 

•Vanable from CPUs 
eControllingus_ONLI 

Controlling_m_Olt2 

Controlling_is_Olt3 

Controlling_is_Olt4 

Value_1 

✓alue_2 

✓alue_3 

Value_4 

› Tasks 

DeviceHealth 

• ParameterSet 

> Globehiers 

>Slot 2 

Delete slot Delete all I Load OPC Editor Project Sass OPC Editor Project 

' Insert SciflPLC Insert SINUMERIK Change SINUMERIK Delete SINUMERIK

in m ® o E 

111111111illsoftec 
wimmilotsoftec.com Contact Wild 

• M IBH Link 'JA Diagnostics X 

'04 e 

Network

Security ID

• 1-6
Certificates • 1-5

Time settings .9 1-1

• 1-2

System • 1-4

iagnostics 

10.0.13.89/?_, /diaglistvie, 

Logou Update password 

Network die gnosti cs System Log 1 

Connection name Address Time Source E ror number Error Tex 

57_,Corinection6 10.0.13.93:102 20 12 2020 15 54 17 PLC Connection established (6E17 312-1AE13-0ABO ) 

57_Connactdon_5 10.0.13.92:102 20 12.2020 15 54 17 au Connection established (.6 , " '1^.14E13.04.B0 ) 

SJ_COnnBCOOri_l 10.0.13.95:102 20 12.2020 15 54 I Connection established (IBHscr• • • - 

SJ_COnnBctiOn_2 10.0.13.94:102 20 12.2020 15 54 I Connection established (IBHscr• • • 

S7 ConnBC0t.n_4 10.0.13.9:102 20.12.2020 15 54 17 PLC Connection established (6E17 4:u 25505-0450 ) 

10 1131-1 Link UAt 
mhWCntl OPC IM rmnr! 

— 

III CD ® 0 

Cigar dlagnOSe 
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9.4.2 IBH Link UA browser window Siemens slots 

The CPU with the OPC tags is displayed in the Siemens Slots 

browser window.

9.4.3 Browser window diagnostics 

The configured connection to the PLC control and its status (error-

free / faulty) is displayed. 

Controller diagnostics



,,,g9 0_ 1111=1Ele ut I 

iWi IBH Link UA- Network 

O ei lz C.) il 10.0.13.89fi_=/network 

Update password 

Network 

Security 

Certificates 

Time settings 

IBH Link UA - OPC Client 

Network 

Sec Ilrit 

Management Level I Control Level  802.1X 

-Network Configuration 

Endpoint URL 
or
DHCP 

IP address 

Subnet mask 

opc.tcp:/Jibhlinkua_sc:48010 
opc.tcp://10.0.13.89:48010 

10.0.13.89 

255.255.255.0 

o 10.0.1 3.89/?_=/opc_clien t 

Logout 

Connected Servers 

Update password 

Add Server 1 Add variable to read 1 Connect variable 

;dick) Upload client XML configuration 

Add a server to read variables from and to connect to other servers 

* 

SI) 

III CD 0 U E 

single-core 

Download client XML configuration 

Delete client configuration 

igDiagnostics
OPC Client 

1 
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Define the OPC UA server for the data exchange 

For data exchange the OPC UA servers, and OPC UA clients must 

be registered in the IBH Link (CPU 416 master [CPU 416 - 3 PN / 

DP], S7 CPU 1 [CPU 312], S7 CPU 2 [CPU 312], S5 CPU 1 [IM 151-

8 PN / DP CPU], S5 CPU 2 [IM 151-8 PN / DP CPU].

All the above-mentioned PLC controls are both OPC UA servers and 

OPC UA clients. The server integrated in the IBH Link UA provides 

the OPC tags that are defined in the PLC CPU.

The IBH Link UA offers the OPC UA server as well as the OPC UA 

client function for all PLC CPUs.

The server for the data exchange between all PLC CPUs is specified 

in the OPC Client web browser window.

The required endpoint URL can be copied from the IBH Link UA 

web browser window network / control level.

The IBH Link UA - OPC UA Server has the Endpoint URL: 

opc.tcp: // ibhlinkua_sc: 48010 

If no name server (DNS server) is available, the absolute IP 

address of the IBH Link UA / control level must be used as the 

endpoint URL. The absolute endpoint URL would then be:

opc.tcp: //10.0.13.89: 48010 

The endpoint URL can be copied into the IBH Link UA web browser 

window / network / control level.

Add server



Discovery Servers x 

Url of a computer with discovery service running: 

opc.tcp://10.0.13.89:48010 Endpoint URL (from Network 1 Control Level) 

Publishing interval [ms]: 

Server Uri 

um:ibhlinkua_ 

500 Synchroneous read: ❑ Username (leave empty for none): 

Server Name 

IBHLinkuAeibhlinkua_sc 

IBHLinkUADibhlinkua_sc 

um:ibhlinkua_... IBHLinkUA@ibhlinkua_sc 

um :ibh lin kua_... IBHLi nkUA@:.ib hlinku a_sc 

um:ibhlinkua_... IBHLinkUADibhlinkua_sc 

um:ibhlinkua_... IBHLinkUADibhlinkua_sc 

um:ibhlinkua_... IBHLinkUAeibhlinkua_sc 

Remote server certificate details: 

Common Name: 

Organization: 

Organization Unit: 

Locality: 

State: 

Country: 

Valid from: 

Vaild to: 

Application URI: 

Encryption strength: 

- 

Endpoint Uri 

opc.tcp://ibhli... 

IBHLinkUA@ibhlinkue_rescued 

Organization 

Unit 

LocationName 

DE 

2020-11-26 

2025-11-26 

um:ibhlinkua_sc:IBHsoftec:IBHLinkUA 
R SA-S HA266 - 2048 Bit 

The certificate is valid. 

Security Policy 

http://opcfoundation.org/ 

http :flopcfoundation .org/U,

http :ficipcfoundation .org/UP,

http ://opcfoundation 

http ://opcfoundation .org./W,

http :llopcfoundation .orgiU,

http ://opcfoundation .orgiU. 

Information is inserted 

IBH Link UA - OPC Client X 

ell 1111

Tor 

OPC Client] 

Diagnostics 

Rock II 

Ri 10.0.13.89/?_=/opc_client 

OPC server is running Logout r Update password 

Password (leave empty for none): 

- curityPolicy#None 

earfirrn 

Security Mode 

None 

O-ecurityPolicy#Basic25öSha255 Sign 

'_ecurityPolicy#Basic255Sha256 SignAndEncrypt 

-,curityPolicy#Aes128_Sha256_... Sign 

O-ecurityPolicy#Aes128_Sha256_... SignAndEncrypt 

ecurityPolicy#Aes256_Sha256_... Sign 

ocurityPolicy#Aes256_Sha256_... SignAndEncrypt 

onne e ervers I Status 

urn:ibblinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibblinkua_sc:48010) 0  Good (0x00000000) SecurityPolicy#None 

(confirm›,hEI, 
I Cancel 

O 

* III\ CD e 0 E 

Add Server I Add variablem readj Connect variable 

Download client XML configuration Delete client configuration 
dick 

IIIIIIIII311soft 

Select variable to read 

C onnected Servers 

• urn:ibblinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010) 

et Views 

• et Objects 

► (e) Server 

e mQrr 
► e DeviceSet 

► t2 Stations 

• ijj PLCs 

7 > S7 CPU 2 1 
▪ S7 CPU 1 

► a 55++ to S5 CPU 2 

▪ 55++ to S5 CPU 1 

►Li PLC 1200 1 

► Slots 
► 21 Types 

Upload client XML configuration 

Add a variable to read from the selected server 

Sampling interval [ms]: 

Queue size: 

Discard oldest: 

Datatype of variable : 

wAw.ibbsoflec.corn Contact Wiki 

1000 

IBH Link UA 
ernbedded OPC UA server / client 

UA 
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The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or 

opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA 

web browser window / OPC client is to be added as a server.

Security Policy None and Security Mode None were selected for 

data transmission.

The IBH Link UA OPC UA server is connected. The status of the 

server is good.



• 

Select variable 

Connected Servers 

• 12e urn:ibhlinkua_sc:IBI-I ftec:IBHLinkUA (opc.tcp:/jibhlinkua_sc:48010) 

e Views 

Objects 
► ei) Server 

1.> Stations 

CD PLCs 

•e S7 CPU 2 
DeviceManual 
SoftwareRevision 

v C3 Programs 

e SupportedTypes 

•e CounterValues 2 

411 MinValue_2 

MaxValue_2 

1 435 Value_2 select one alter another 
431IsCounting_2 

► Tasks 

431DeviceHealth 

► ParameterSet 

v IÖ GlobalVars 
CounterON_2 

t• IC; S7 CPU 1) 
CODeviceManual 
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9.4.4 Add read variable 

The following tags from the CPUs are declared as read variables.  

CPU Programs (Data block) GlobalVars 

Contro

S7 CPU 2 CounterValues_2

• Value 2_

• IsCounting_2 

S7 CPU 1 CounterValues_1

• Value_1

• IsCounting_1 

S5++ S5 CPU 2 CounterValues_4

• Value 4_

CounterON 4_

S5++ S5 CPU 1 CounterValues_3

• Value_3

CounterON_3

CPU 416 Master Variable to CPUs

• Control_Ol_ON

• MaxValue_

• MaxValue_

• MaxValue_3

• MinValue_1

• MinValue 2_

3

1

2

• MaxValue 4_

• MinValue_

• MinValue 4

Read variable: S7 CPU 2 Data block



SoftwareRevision 
• (CD Programs) 

SupportedTypes 
• _D CounterValues 1 

MinValue_1 

• MaxValue_l

Va 1 u e_ 1 

EllIsCounting_l 
► fib Tasks 

DeviceHealth 
▪ ParameterSet 

t• fGJ GlobalVars ) 

411CounterON 1 
select 

• IC) S5++ to S5 CPU 2 

«DeviceManual 
SoftwareRevision 

• (CD Programs 

Ö SupportedTypes 
•e Counter Values 4 

411 Value_4 

EI] MinValue_4 
select one after another 
11 

MaxValue_4 

► (C4 Tasks 
411 DeviceHealth 

► ParameterSet 
•e GlobalVars 

CounterON_4 

IsCounting_4 

•e 55++ to S5 CPU 1 

• DeviceManual 

• SoftwareRevision 
• 1ED Programs 

e SupportedTypes 
•e CounterValues3 

• Value_3 

®MinValue_3 select one after another 
411 MaxValue_3) 

• Tasks 
DeviceHealth 

► ParameterSet 
•e GlobalVars 

(ei CounterON_3 

Ell IsCounting_3 

• CPU 416 Master 

DeviceManual 

SoftwareRevision 
• eD Programs 

SupportedTypes 

• Variable to CPUs) 

select one after another 

te Control_ON 1
0 MaxValue_1 
._1MaxValue_2 
0 MaxValue_3 

gl MaxValue_4 
select one atter another 

Agi MinValue_1 

Ell MinValue_2 

«I MinValue_3 

41 MinValue_4 

.e Variable from CPUs 

►e Tasks 

€11DeviceHealth 

, IC) Slots 
, ED Types 

Sampling interval [ms]: 

Queue size: 1 

Discard oldest: 2 

Datatype of variable : 

1000 

change settings 
if necessary 

(centum 
Cancel one after another OK 
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Read variable: S7 CPU 1, S5++ CPU 2, S5++ CPU 1, CPU 416 Master 



■ 16W IBH Link UA - OPC Client 

0 -> er 

,.133 • 

Time 

System 

OPC Client 

t-; 

()P 10.0.13.897?_./opc_client 

OPC seiver is runving 

mark 

ots 

C)* 

Logout Update password 

0 

in 0 e 0 E 

single-core 
Connected Servers •.. IETM 
• tü urn:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010) • Good (0: 

:2. 37300/ET200M-Station_2.S7 CPU 2.Programs.CounterValues_2.Value_2 

>431S7300/ET200M-Station_2.S7 CPU 2.Programs.CounterValues_2.IsCounting_2 

>ei S7300/ET200M-Station_LS7 CPU 1.Programs.CounterValues_1 .Value_l 

.... «I S73 00/ET200M-Station_LS 7 CPU 1.Programs.CounterValues_1.IsCounting_1 

...NIET 200S-Station_2.S5++ to G5 CPU 2.Programs.Counter Values 4.Value_4 

>4ii ET 200S-StatiOn_2.95++ to CPU 2.GlobalVarS.ISCounting_4 mark one atter another 

>EM ET 200S-Station_l.S5++ to S5 IP1_, 1.Programs.CounterValues3.Value_3 

...BIET 200S-Station_1235++ to S5 CPU 1.GlobalVars.IsCounting_3 

...i21S7-400-Station_3.0 PU 416 M3Hter.Programs.Variable to L PUH.Control_ON 

...i21S7-400-Station_3.0 PU 416 M3Hter.Programs.Variable to L Ptiz.l,13,Value_l 

>EM S7-400-Station_3.0 PU 416 M3Hter.Programs.Variable to I_ PUH P.13 vSlue_2 

>EM S7-400-Station_3.0 PU 416 M3H C ter.Programs.Variable t,  r ... 3. 1Lie_3 

>ei S7-400-Station_3.0 PU 416 M3Hter.Programs.Variable to L r P.1.3x*Value_4 

>EM S7-400-Station_3.0 PU 416 M3,ter.Programs.Variable to L r minvalue_i 

>EM S7-400-Station_3.0 PU 416 M3Hter.Programs.Variable to L r minvalue_2 

>411S7-400-Station_3.CPU 416 M3Hter.Programs.Variable to CPt riinValue_3 

> ei S7-400-Station_3.CPU 416 MaEter.Programs.Variable to CPI_ - f,linValue_4 

Add Server 1 Add variable to re,,I Connect variable 1 ?, TA I, Upload client XML configuratiorS 

Download client XML configuration elete client configuration, 

one alter another iClick 
Connect variable from the source server to the c.tination variable 

Select variable to write 

Connected Servers 

• ICD urn:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp:J/ibhlinkua_sc:48010) 

e Views 

111111111311s • 9. cObizersver

wwwibhsoflec.com ► Stations 

• e PLCs 

el S7 CPU 2 ) 

411DeviceManual 
411 SoftwareRevision 

( • e Programs) 

SupportedTypes 

tE3 CounterValues 2) 

CRIMInValue- 2 select one alter another 
MaxValue_2) 

Value_2 

IsCounting_2 select
► Tasks 

elDeviceHealth 

► ParameterSet 

• eLl GlobalVars 

411 CounterON_2 

(• ei) S7 CPU 1) 

411 DeviceManual 

411 SoftwareRevision 

(  • e Programs' 

IC) SupportedTypes 

• e CounterValues_l 

[Eil MinValue 1 11 
select one alter another 

EliMaxValue_l 
Value_1 

411IsCounting_1 
► Tasks 

biß DeviceHealth 

► ParameterSet 

GlobalVars ) 

es CounterON_lielect

1(• et, 55++ to 55 CPU 2) 

411 DeviceManual 

45SoftwareRevision 

(• ICL1 Programs 

ei) SupportedTypes 

( • Counter Values 4) 

eiliValue_4 

CiliMinValue 4 1 

«I MaxValue_4 2 
— select one alter another 

► 2) Tasks 

EM DeviceHealth 

I> a ParameterSet 

(• IC) GlobalVars ) 

411 CounterON_4 

411 IsCounting_4 

ct 

-I Link UA 
ded OPC UA server/ client 

UA 
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Connect with variables 

The tags, which have been declared as read variables, are 

connected to the IBH Link UA OPC server, selected to be connected. 

OPC tags from the data blocks FromPLC1500 [DB5] and 

FromPLC1200 [DB5].



• Ö to S5 CPU 1 

4Z DeviceManual 

SoftwareRevision 

• b Programs 

SupportedTypes 

• b CounterValues3 

GIValue_3 

[elMinValue-3.'selectone atter another 

Al MaxVelue_3j
. b Tasks 

45 DeviceHealth 

. b ParameterSet 

• GlobalVars 

11411CounterON 3 

AlIsCounting_3 

• l  CPU 416 Master 

DeviceManual 

OZ SoftwareRevlson 

• u Programs 

i SupportedTypes 

► b Variable to CPUs 

'• b Variable from CPUs 

Controlling_is_CN_1 
411Controlling_is_ON_21 

41 Controlling_is_ON_3 

485ControllIng_is_ON_4 

• Value 1 

leck 

• Value 2 .,[,,t o,,, 

41IValue 3 

1,411Value_4 

► Tasks 

MIDeviceHealth 

PerameterSet 

► b GlobalVars 

• b Slots 
► S DeviceSet 

• Modhus 

• u Client 

MQTT 

r.lati Types 

Sampling interval [msl: 

Queue size: 

Discard oldest 2 

Datatype of variable : 

IEHtm2Ua OPC Chem 

Q 

Network 

Security 

Certificates 

Time settings 

System 

Users 

Siemens slots 

History 

OPC Client) 

Diagnostics 

MQTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

1000 

fter another 

change settings 

if necesaani 

(confirni>i,
olle alter eneolher OK Cancel 

5 1 5 100.13.89B-PMM9- 9.PK 

ptlate pas oral 

C onnettet Sergen 

urn ua_so ISHSOgef ISAHLml KAM KOPP MP MAMI ua_sp 433010 , 

Km157.303/52200.-3tab0n2.57 CPU 2.Pro0rarns.counterValue 

IKKISIS7300/33200M-Stabon_2 57 CPU 2 Proaraios.Counteraawes IsCountmg, 

[  V•IS7300/35200M-Staton 1.57 CPU I.PrograrnS.Counte, Sues-1, • 65,-,  1 
• 37360/55350M-Sta60t _1.57 CPU 1.Prograrns-COunterValueS_IValue_171meStamp 

S73510/55300.-Stabon 1.57 CPU 1.Prograrns-CounterValues 1.Value 1.Status 

In 03 0 « 

single-

2. 1 Status 

- - 1 SecuntyPolmviiNone 

1.urn Ittatekua_se ABIlsoftec ISMLInkUA lopc tos MbItIntua_sc 48010) S7-400-Stabon, CPU 416 Master Prograrns Vanatte from CPUs Value 11 

IKKISIS7300/5535MM-Stabon, 57 CPU I Prograrns C ounterValues_ImIsCountmg_l 

▪ ET 200S-Stabon_2.550 Kr to 55 CPU 2 Prograrns Counter Values 4 Vette, 

▪ ET 200S-Stabon_2.555, to 55 CPU 2 clobalvars ISCOuntmu, 

▪ ET 200S-Stabon_1.556 Kr to 55 CPU I Prograrns ounterValues3 Value, 

▪ ET 300S-Stabon 1 9500 to 95 CPU I GlobalVars Ist ountIng 3 

[  S7-400-Staton 3 CPU 416 manerPrograrns vanable to CKM Control 0N1 

• S7-400-Stabon, CPU 416 Master Prograrn name to CPUs Control_ONIPmeStamp Programs-va 

0 S7-400-Stabon, CPU 416 Master 3. Igle to CPUs controLom Status 

urnahlünkua_seted-Mottec:IBULKMAUA100 • r 

»eurn:blünku,s01131-Isoftec:ISHLIPMU3.10, • r 

»eurn:blünku,s01131-Isoftec:IBULInkU3.10, • r 

»eurn:1130Inkua_s01131-1softec:ISHLIPMUA.10, • r 

▪ S7-400-Stabon, CPU 416 manerPrograrn< • 

1..S7-400-StatIon, CPU 416 Mester PrOgrau • 

▪ 57-400-stabon, CPU 416 Master. , 

1..S7-400-StatIon, CPU 416 Master. u. m, 

45010157300/51-350M-Stabon_g 57 CPU 2 GloloalVars Counter011, 

Intua_sc 45010157300133350M-S00bon_1.57 CPU LeloloalVars CounterON, 

N sc 400101E0 2003-Steloon,5550 to 35 CPU 2.GloloalVars CounMr0S, 

400101E9 2005-Stotion_1.556+ to 55 CPU 1 lobalvars. CounterON, 

aValue_l 

▪ S7-400-stabon,CPU 416 Master.. u. m, .• Iable to 

1..s7-400-statIon,CPU 416 mastenProgran .• able to Ae 

▪ 57-400-stabon,CPU 416 Master.rogran..val.able to 

ue 3 

u 4 

Ae 1 

AK I 

4.1Server 

Delete Clent Configurabon 

Atltl varoble to reacl 

OIHEHIsoftec 
wrvvi Ihsoflee com Contact 

Conned variable jd LOA LeA Uploatl dient eilL7Dnfiguratiord Downloacl ahencaltronfig7Mon 

IBH Link UA 

UA 

Page  9-42 Data exchange between several S7 / S5 CPUs Chapter 9

IBH Link UA   Training TTI   Trans Tech International© 2021

Connect with variables

The connections are displayed in the IBH Link UA web browser 

window OPC Client.



Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* ❑ X 

File View Server Document Settings 

0 01001 4 
Project e X

help 

e4t, 
Data Access View

v 0 Project Server Node Id Display Name
v 3 Servers 131-1LinkUA... NS41StringIS7-400-Station_3.CPU 416 M... Controlling_is_ON_1

IBHUnkUA©ibblinkua_sc 2 BHLinkUA... NS41StringIS7-400-Station_3.CPU 416 M... Controlling_is_ON_2

v 1 Documents 3 
4

BHLinkUA... 
BHLinkUA...

NS41StringIS7-400-Station_3.CPU 416 M... Controlling_is_ON_3 
NS4IString157-400-Station_3.CPU 416 M... Controlling_is_ON_4

Address Space x 5 BHLinkUA... NS41StringIS7-400-Station_3.CPU 416 M... Value_1

4-2 Ne Highlight 

Root

6 
7 
8 
9

BHLinkUA... 

BHLinkUA... 
BHLinkUA...

NS41StringIS7-400-Station_3.CPU 416 M... Value_2 
NS41String1S7-400-Station_3,CPU 416 M... Value_3 
NS41StringIS7-400-Station_3.CPU 416 M... Value_4 
NS41StringlS7-400-Station_3.CPU 416 M... Control_ON

v Iii Objects 10 BHLinkUA... NS41StringIS7-400-Station 3.CPU 416 M... MaxValue_1
> eje Client 11 

12
BHLinkUA... 
BHLinkUA...

NS41String1S7-400-Station:3.CPU 416 M... MaxValue_2 
N541Strin MaxValue_N541String1S7-400-Station_3.CPU 416 M... 3 

> DeviceSet 13 BHLinkUA... NS4IStringIS7-400-Station_3.CPU 416 M... MaxValue_4
> MQTF 14 BHLinkUA... NS4IString157-400-Station_3.CPU 416 M... MinValue_1

15 BHLinkUA... NS41StringIS7-400-Station_3.CPU 416 M... MinValue_2,-;14 Modbus 16 BHLinkUA... NS41StringIS7-400-Station_3.CPU 416 M... MinValue_3
PLCs 17 BHLinkUA... NS41StringIS7-400-Station_3.CPU 416 Mn. MinValue_4

> CPU 416 Master 18 BHLinkUA... NS4IString1ET 200S-Station 1.S5++ to 35... CounterON_3

> eait S54-4- to S5 CPU 1
19 
20

BHLinkUA... 
BHLinkUA...

NS4IStringlET 200S-Station 1.55++ to 35... IsCounting3 
NS4IString1ET 200S-Station 1.S5++ to 35... MaxValue_3

> S54-4- to S5 CPU 2 21 BHLinkUA... NS4IString1ET 200S-Station 1.S5++ tu 35... MinValue_3
> S7 CPU 1 22 

23
BHLinkUA... 
BHLinkUA...

NS4IString1ET 2005-Station_1.55++ to 55... Value_3 
NS4IStrinqIET 200S-Station_2.S54-4- to 35... CounterON_4

> 41‘ 57 CPU 2 24 BHLinkUA... NS4IString1ET 200S-Station_2.55++ to S5... IsCountincL4
> A, Server 25 BHLinkUA... NS4IString1ET 200S-Station 2.S5++ tu 35... MaxValue_4

> Slots 26 
27

BHLinkUA... 
BHLinkUA...

NS4IString1ET 2005-Station 2.S5++ to 35... MinValue_4 
NS4IStringlET 2005-Station 2.55++ to S5... Value_4

> et, Stations 28 BHLinkUA... NS41String1S7300/ET200M-tation_1.57 CounterON_1
Types 
views

29 
30 
31

BHLinkUA... 
BHLinkUA... 
BHLinkUA...

N931StringlS7300/ET200M-Station 1.57... IsCountincL1 
NS4IStri ngIS7300/ET200M-StationD .S7 ... MaxValue_1 
NS41StringIS7300/ET200M-Station_1.57 MinValue_1

32 BHLinkUA... N5415tring157300/E200M-Station_1.57 Value_1
33 BHLinkUA... NS41StringIS7300/ET200M-Station_2.57 CounterON_2
34 BHLinkUA... NS41StringIS7300/ET200M-Station 2.S7 IsCountinq_2
35 BHLinkUA... NS41String1S7300/ET200M-Station:2.57 MaxValue_2
36 BHLinkUA... NS41StringIS7300/ET200M-Station_2.57 MinValue_2
37 BHLinkUA... N5415tring157300/E200M-Station_2.57 Value_2

Value 
true 
true 
true 
true 
3129 
3531 
3031 
1553 
true 
5500 
5000 
4500 
4000 
900 
800 
700 
600 
true 
true 
4500 
700 
3662 
true 
true 
4000 
600 
1871 
true 
true 
5500 
900 
5087 
true 
true 
5000 
800 
866 

Datatype Source ilmtetamp Server Tunestamp Statuscode
Boolean 115438.003 12:54:38.252 Good
Boolean 12:54:38.003 12:54:38.252 Good
Boolean 12:54:38.003 12:54:38.252 Good
Boolean 1254:38.003 12:54:38.252 Good
nt16 13:10:54.413 13:10:54.580 Good
nt16 13:10:54.413 13:10:54.580 Good
nt16 13:10:54.413 13:10:54.580 Good
nt16 13:10:54.413 13:10:54.580 Good
Boolean 12:54:37.752 12:528.003 Good
nt16 12:54:37.752 12:5438.003 Good
nt16 
nt16

12:54:37.752 
125437.752

12:54:38.003 
115438.003

Good 
Good

nt16 12:54:37.752 12:54:38.003 Good
nt16 12:54:37.752 1254:38.003 Good
nt16 12:54:37.752 12:54:38.003 Good
nt16 1/54:37.752 12.54:38.003 Good
nt16 115437.752 115438.003 Good
Boolean 12.55:31.070 12.55:31.813 Good
Boolean 12:55:33.037 125523.814 Good
Int16 1/55:40.761 12.55:41.570 Good
Int16 12:55:42.157 1/55:42.821 Good
Int16 1311153.975 1311154.831 Good
Boolean 12:55:52.732 1/55:53.326 Good
Boolean 1255:54.180 1255:55.071 Good
Int16 12:56:02.861 12:56:03.581 Good
Int16 1/54:04.588 1/6605.581 Good
Int16 1311154.580 1311155.332 Good
Boolean 1/56:15.740 1/56:16.588 Good
Boolean 12:56:21.798 12:56:22.626 Good
Int16 1/6624.315 1/6625.130 Good
Int16 12:56:25.806 12:56:26.631 Good
Int16 1311155.082 1311155.332 Good
Boolean 12:56:43.668 12:56:44.387 Good
Boolean 12:56:54.802 12:56:55.393 Good
Int16 12:56:55.862 12:56:56.646 Good
Int16 1/56:57.151 1/56:57.899 Good
Int16 13:10:55.082 13:10:55.332 Good

U nified Automation UaExpert - Th e OP C Unifi ed Architecture Cli ent - N ewProj ect* El X 

Eile View Server 2ocument Settings Help 

DWIDEICI +-  x4bat 
Project sx 

J Project 
• jD Servers 

IBHLinkUAeribh lin kua_sc 
• ri Documents 

3 Data Access View 

Address Space 

NO highidht 

14 X 

v et, PLCs 
v 4 CPU 416 Master 

DeviceHealth 

> J ParameterSet 
v Ob Programs 

> ö SupportedTypes 
v Variable from CPUs 

5 IM Controlling_is_ON21 Display Name Value Datatype Source Timestamp

> Controlling_is_ON_2 Controllinq_is_ON 1 true Bcclean 13:13:28.092
• «I Controlling_is_ON3 Contrallinq_is_OK2 true Bcclean 13:13:29392
> Contraing_is_ON_4 Controllinq_is_ON_3 true Bcclean 13:13:31.037
> Value _l Contrallinq_is_ON_4 true Bcolean 13:13:32.754
> Value_2 Value_1 5126 Int16 13:23:00.194
> Value_3 Value_2 2816 Int16 13:23:00.194
> Value_4 Value 1307 Int16 13:23:00.194

v b Variable to CPUs
_3 

Value_4 1818 Int16 13:23:00.194
> 41 Control_ON Control_ON true Bcolean 13:13:43.006
> MaxValue_1 MaxValue_1 5500 Int16 13:13:44.24
> MaxValue_2 MaxValue_2. 5000 Int16 13:13:46.007
> MaxValue_3 MaxValue_3 4500 Int16 13:13:47.006
> MaxValue_4 IvlaxValue_4 4000 Int16 13:13:49.006

Mi nValue_1 MinValue_l 900 Int16 13:13:51.007
Mi nVal ue_2 IvlinValue_2 800 Int16 13:13:52.006
Mi nVal ue_3 MinValue_3 700 Int16 13:13:54.007
Mi nVal ue_4 MinValue_4 600 Int16 13:13:56.008

Data Access View 

Node Id Display Name 
NS4 String 57-400-Station J.CP U 416 Ma ster.Programs.Variable from CPUs.Controlling_is_ON _1 Controll ing_is_ON 1 
NS4 String 37-400-Station_3.CP U 416 Master.Programs.Variable from CPUs.Controlling_is_ON_2 Controll inq i s_0N__2 
NS4 Strinq 57-400-Station_3.CP U 416 Ma ster.Programs.Variable from CPUs.Controlling_is_ON_3 Controll ing_i s_ON_3 
NS4 Strinq 57-400-Station_3.CP U 416 Master.Programs.Variable from C PUs.Controlling_is_ON_4 Controll ing_i s_ON_4 
NS4 String 57-400-Station_3.CPU 416 Ma ster.Programs.Variable from C PUs.Value_1 Value_1 
NS4 Strinq 57-400-Station  416 Master.Programs.Variable from C PUs.Value_2 Value_2 
NS4 String1S7-400-Station_3.CPU 416 Master.Programs.Variable from C PUs.Value_3 Value_3 
N54 String157-400-Station_3.CPU 416 hilasterPrograms.Variable from C PUs.Value_4 Value_4 
N54 String 57-400-Station_3.CPU 416 Ma ster.Programs.Variable to CPU s.Control_ON Control_ON 
N54 String157-400-Station_3.CPU 416 Master.Programs.Variable to CPUs.MaxValue_1 MaxValue_1 
NS4 String157-400-Station_3.CPU 416 Ma ster.Programs.Variable to CPU s.MaxValue_2 MaxValue_2 
N54 String157-400-Station_3.CPU 416 Master.Programs.Variable to CPUs.MaxValue_3 MaxValue_3 
NS4 String 57-400-Station_3.CP U 416 Ma ster.Programs.Variable to CPU s.MaxValue_4 MaxValue_4 
NS4 String 57-400-Station_3.CP U 416 Master.Procirams.Variable to CPUs.MinValue_1 MinValue_1 
NS4 String 57-400-Station_3.CP U 416 Ma ster.Programs.Variable to CPU s.MinValue_2 MinValue_2 
NS4 Strinq 67-400-Station_3.CPU 416 Master.Programs.Variable to CPUs.MinValue_3 MinValue_3 
NS4 String 57-400-Station_3.CPU 416 Ma ster.Programs.Variable to CPUs.MinValue_4 MinValue_4 

Value Datatype 
true Boolean 
true Boolean 
true Boolean 
true Boolean 
4907 nt16 
1922 nt16 
4246 nt16 
1092 nt16 
true Boolean 
5500 nt16 
5000 nt16 
4500 nt16 
4000 nt16 
900 nt16 
800 nt16 
700 nt16 
600 nt16 

0 

Revision Counter 
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9.5 UaExpert - program window

In the UaExpert program window, the OPC tags of the CPUs are 

displayed. The handling of the UaExpert program is described in part 

1 of the manual.

9.5.1 Display of the OPC tags in the UaExpert

UaExpert - program window CPU 416 Master



•

ece 

55 CPUs -57 CPUs TIA 16e 10 CPU 416 Master [CPU 416-3 PWDP] • Watch and forte tables 10 Waten table_1 - :x 

si 
Name Address Display formet Monitor velue 9

1 "Variable from CPUr.Controlling_u_ON _I %D135.DBX0.0 Bool . TRUE U
"Variable from CPUs'.Controlling_is_ON_2 W.DB5 DEXO 1 Bool EI TRUE 3
"Variable from CPUs'.Controlling_is_ON_3 %.11,155 DBXO 2 Bool EI TRUE In

4 "Variable from CPUs".Controlling_is_ON4 ‚.50135 DBX0 3 Pool • TRUE

5 "Variable from CPUr.Velue_1 %D135.DBW2 DEC4- 3405

6 "Variable from CPUs'.Value2 %0155 DBW4 DEC..l. 3963 i i

"Variable from CPUs'.Value_3 560155 DBWE. DEC4- 4269 3
8 "Variable from CPUs".Value_4 ‚.50135 DBW5 DEC+f- 2564 U

9 "Variable to CPUs".Control_ON %0132.013X0.0 Bool . TRUE U
10 "Variable to Ulis" hilaaValue_1 560152 DBW2 DEC..l. 5500 3
11 "Variable to CPUs" Max4/alue_2 %.0152 DBW4 DEC+/- 5000 3
12 "Variable to CPU? MaxValue_5 ‚.50132 DBW6 DEC+f- 4500 U
13 "Variable to CPUs".44aaglalue_4 560132.013563 DEC+t- 4000 U
14 "Variable to Ulis" hilinValue I 31%0152 DBWI 0 DEC..l. EI 900 3
15 "Variable to CPUs" MinValue2 %.0152 DBWI 2 DEC+/- 800 3
16 "Variable to CPU? MinValue_3 ‚.50132 DBW14 DEC+f- 700 U

17 "Variable to CPUs".44inValue_4 560132.0135616 DEC+f- 600 U

55 CPUs - S7 CPUs TIA 16e 0. 57 CPU 1 [CPU 3121 0. Watch and force tables 10 \Match table 1 

e 14,21 g A 
1 Address 4CrisMay formal Monitor value

• "CounterON1" %M0.1 Bool O 0  TRUE

• "CounterValues_1".15Countmg_1 %D62.D6X6.0 Bool 0 TRUE

"CounterNalues_1".hilaWalue_1 %0132 DBW2 DEC+f- 5500

4 "CounterYalues_1".hilinValue_1 %0132 DBWO DEC+f- 900

5 "Velue 1" %MW12 DEC41, 1851

Tag 

57 CPU 1 is counting 

57 CPU 2 is counting 

55 CPU 1 is counting 

55 CPU 2 is counting 

Counter readmg 57 CPU1 

Counter readmg 57 CPU2 

Counter readmg 55 CPU 1 

Counter reading 55 CPU 2 

all CPUs statt counting 

maximum Counter value 37 CPU 1 

maximum countervalue 57 CPU 2 

maximum countervalue 55 CPU 1 

maximum counter value 55 CPU2 

min mum countervalue 37 CPU 1 

minimum countervalue 57 CPU 2 

minimum countervalue 55 CPU 1 

minimum counter value 55 CPU 2 

9 Tag Lammerot 

Eneble 57 CPU 1 to count 

Couteris counting 57 CPU1 

maximum Counter value 57 CPU1 

minimum Counter value 57 CPU1 

❑ Counter value 57 CPU 1 

55 CPUs - 57 CPUs TIA 16e 57 CPU 2 [CPU 3121 Watch and ferne fahles Watch tahle_1 X 

es; te-- E9 A A 11 

2 

4 

Name 

"CounterON_2" 

Address 

%510.1 

"CounteNalues_2".15Countmg_2 %0132.05X6.0 

"CounterValue5_2".Ma2Velue_2 %DB2.D5W2 

"CounterValues_2" MinVelue_2 %082 DBWO 

"CounteNalue5_2" Value _2 %0132 DBW4 

Display formet 

Bool F B TRUE 

Pool B TRUE 

DEC44- 5000 

DEC4-4 800 

DEC4- 4527 

Monitor value 9 Tag comment 

n 55ASimWindows. A CPU1- A.55.175555 CPU 1e555 CPU 155P 

1 eile O'LG Block Eau InsertadoV presentation .nal piew Window 

t! IC 

SR FSFRR W E es 144 
E e Network 

I 55-
P1X 911(95/100 UI (CPU 1031 
■ Used operands 
• Free operands 

PrograM WIndure 
Trace back 

p-155..2
Ö-1 CPU 416 Muter 

4-Qr 0TE 2 
CTEO7. 

/  mtsrmw

J BB @ ns e S R V + m CSF uo 

• P 1. ? 

ri 
ri 
El 

- 

Enable 57 CPU 2 to count 

Feedback 57 CPU 215 counting 

maximum Counter value 57 CPU 2 

minimum Counter value 57 CPU 2 

Counter value 57 CPU 2 

sTioe: 

Operand

F 0.1 
F2.2 

DB 2 
Dwo 
DW 1 
11442 

n 55/870+, Windows. A CPU2- /155.17MA CPU 29 5 CPU 2 AP 

File PLC Block Edit Inser, ▪ sentation Find W inclow Help 

,pme meg, S imia EI 

Status 55 CPU 1 

Contents 

HM 1 
Km 

BE -.1220 
HP 4100 
BE .10000 

R FS FR R  rikt 
s d Network 

E AA 1 
E s5..2 

o-0= 
13 Lise' EJerands 
E Free operands 

Pk°9karn sbrucbuke
E Trau back 

E III CPU Afittaster 

56JT 57E.1 
T MA 2 

•M STEP7. 

410 

Modify value 

fable 55 CPU 1 to count 
Counting control ON 55 CPU 1 

Data Block DB2 rounterDatal 
Counter Value S5 CPU 1 
minimum Counter value S5 CPU 1 
maximum Counter value 55 CPU 1 

- 

1 881 eine  n S R Std CSF AU 

"r 

EI Title: Status 55 CPU 2 

Operand

F 0.1 
F 2.2 

DB 2 
OW 0 
OW 1 
1W2 

Contents 1 Modify value 

KM 1 
KM 1 

NF *2161 
NF +600 
NF +4000 

Fable 55 CPU 2 to count 
Counting control ON S5 CPU 2 

Data Block OB2 rounlerDatal 
Counter Value 55 CPU 2 
minimum Counter value 55 CPU 2 
maximum Counter value 55 CPU 2 
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9.6 Status – Watch tables CPUs

CPU 416 Master

S7 CPU 1 [CPU 312]

S7 CPU 2 [CPU 312]

S5 CPU 1

S5 CPU 2



IBM 

MPI Address 2 

MPI Address 3 

Ethernet-Bus 

MPI-Bus 

100

TIA 
V16 

mA Portal V16 
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10 IBH Link UA – connection of two S7 CPU 300 via an 

IBH Link S7++

CPUs of the S7-300 series not having an unused Ethernet port can 

be connected to the IBH Link UA via an IBH Link S7++. The IBH 

Link S7++ converts the MPI bus to Ethernet (RFC 1006 protocol). 

The following example shows a project with the connection of two (2) 

CPU 312 to one (1) IBH Link UA via IBH Link S7++. Instead of the 

CPU 312, any other S7 CPU 300/400 not having an unused Ethernet 

port could be used.

IBH Link S7++ 

The IBH Link S7++ is an Ethernet converter. The 

protocol used is the usual standard TCP / IP. The user 

can benefit from all the advantages of Ethernet without 

any problems. 

The use of SimaticNet and the use of a CP communication 

processor is not necessary on either the PC or the PLC side.

Connection IBH Link UA - 2x S7 PLC with CPU 312

10.1 Project with TIA Portal V16

The CPU 312 2x TIA16e project is identical to the 

Counter program, as described under 1.1.3. 

The counter counts until MaxValue is reached and counts down until 

the MinValue is reached. The SIEMENS PLC programming system 

TIA Portal V16 is used to create the project.



CPU 312 
IMPI Address 3 

CPU 312 
PAPI Address 2 

MPI Bus MPI Bus 

IBH Link S7++ 

S7-412-2 Perl 1 
MP! Address /0 
tP Adresse: 
10.0.13.25 

Eth 

las a representative 
in the project 

IBHUnk LIA 

IP Address: 
1 GA.13.39 

rnet 
s 

Linkj:#188 
Liz

") 
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IBH Link UA - configuration with the TIA Portal 

S7-300 and S7-400 controllers that do not have an unused Ethernet 

port can use the IBH Link S7++ or the IBH Link S7++ HS can be 

connected to the IBH Link UA.

The routing mode must be activated in the IBH Link S7++. This 

mode is available from firmware version 2.142. In this mode, non-

configured connections via RFC1006 are no longer possible!

Connections via the IBHNet driver continue to work.

IP / MPI addresses of the devices used

Device IP address MPI address

IBH Link UA [Control Level] 10.0.13.89 not applicable

IBH Link S7 ++ for S7 CPU 1 
[CPU 412-2 PN]  (for IBH Link S7++ and CPU)

10.0.13.25 
routed

10

S7-CPU 1 [CPU 312] not applicable 2

S7-CPU 2 [CPU 312] not applicable 3

Note: 

The CPU S7-412-2 PN provides the Routing mode and is available in 

the hardware catalog of the TIA Portal and STEP 7 (Simatic Manager). 

The firmware of the IBH Link S7++ emulates the routing capabilities of 

the CPU S7-412-2 PN (6ES7 412-2EK06-0AB0 V6.0). 

The following properties are available (compatible with 

CPU S7-412-2 PN):

Interfaces / Bus type Protocols

1x MPI / PR0FIBUS DP MPI / PR0FIBUS

1x PROFINET (1 Port) ISO-on-TCP (RFC1006)



113HNet 

IBH Network settings X 

File Stations IBH Links Options Help 
r Station: 

Station Name Address 

loT 35-t+1 
loT 57++1 
loT S7++2 
PLC 416-VM1 
PLC 416-VM2 

10.0.13.27:102 
10.0.13.25 
10.0.13.26 
10.0.13.11 
10.0.13.9 

mark 

Lists the access names available an this PC. Doubleclick 
opens the p operties. 

r Settings: Search and configure IBH Link ST Plus, S7++ and 57++ 
HS devices. 

New statron Uhenge station Delete statron I 
dick 

IBH Link S7 IBH Link S5 I IBH Link S5++ Language 

Cbm Version: 1.67 Help I 

Multiple Network Cards detected X 

— Please choose the Network Card for the IBH Link smroll 

Description 

Intel(13) Ethernet Connection (2) I219-V 

IP address 1 MAC address I Address 

192.168.1.10 30-5A-3A-57-2E-1C DHCP 

mark 

Aultiple Network Cards were detected in vour PC. 
Please choose the Network card for the IBH Lirk*.cearch. 

v 

Confi rm 

Cancel I Help I 

IBHLinks in the local network X 

Found IBHLinks: 

MAC Address Type Serial Number IP Address 
50-20-F4-15-A8-07 IBHLNKUA 10331 10.0.13.89 
00.02.A2.49.64.C6 NL5OMPI 66361 10.01125 
00-02-A2-21-56-C6 NL5OMPI 25208 10.0.13.26 
00-0C-29-D6-15-88 IBHS7PLC 0 10.0.13.11 
00-0C-29-54-82-68 IBHS7PLC 0 10.0.13.9 

r Configuration via Router 

OK 

Station name Firmware 

loT S7++ 1 
loT S7++ 2 
PLC 416-VM1 
PLC 416-VM2 

markt

0.0.0.0 

V2.168 
V2.168 
V0.000 
V0.000 

Settings I Search again Search IP range I Help
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10.1.1 IBH Link S7++ settings 

After starting Manage IBHNet Stations, the 

IBH Network Settings dialog box opens. 

Click the IBH Link S7 button to open the 

Detect multiple network cards dialog box.

Dialog box IBH Network Settings

Mark the network card the IBH Link S7++ is connected and confirm 

with OK.

Mark the connected IBH Link S7++ and click on Settings to open 

the IBHLink Settings dialog box.



IBH Link settings - 00025208 MAC: 00-02-A2-21-56-CB X 

Network MPI/Profibus 1 Time synchronisation 1 bimware 1 Diagnosti 1 

Address settings: 

N etwork narre: S74,1 IP-Address

IBHLink settings - 00066361 MAC: 00-02-A2-49-64-C6 X

11311 Link S7++ MPI/Profibus 1 Time synchronisation 1 firmware Diagnostics 1 Station
IP.Address: 10 . 0 . 13 . 25 r  static

CliCieTesting will attempt to establish a network connection to
Subnet mask: 255 . 255 . 255 . 0 DHCP Network statu ragnost the IBH Link and read the current settings.

Gateway: 0 . 0 . 0 . 0 Boot-P
Test I 'Litelist OK

r IBHNet port (Port 1099 is always active): 

Authentification 

U sername: 

Password: 

Options 

ladmin 

Change password 1 

Configuration with NetPro/TIA ) 

Disable Webserver 
activated 

circk)

Station address: 10 

Bus parameters: 
Baudrate: 187.5 kBit/s 
Tslot_Init, 415 
Max. Tsdr: 400 
Min. Tsdr: 20 
Tset: 12 

n rin-Address 
PLC 2 S7-CPU 2 

Bus Nodes 

r 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 
orr ,rrrrrrw rrrrrrrr 
mrr rrrrrrrrrrrrrrrr 
40 rrr MPI-Address - rrrrrrrrrrr 

PLC 1 S7-CPU 1_ sorrr, . . . i irrrrrrrrrrr 
oorrrrrrrrrrrrrrrrrrrr 
morrrrrrrrrrrrrrrrrrrr 
imrrrrrrr Key 

Fixed bus geiarneer settings 
C' Automatic detection 

MPI-Address 
IBH Link S74+ 

Reboot 1 Cancel

IBH Network settings X 

File Stations IBH Links Options Help 
Station: 

Station Name 

MEMM.M. 
loT 57++1 
loT 57++2 
PLC 416-VM1 
PLC 416-VM2 

Settings. 

New station 

IBH Link S7 

Close 

Language 

Diagnostics 

Test and Settings 
rum 

Test and Setup X 

- Test functions 

Set PG/PC interface 

Diagnostics 

- Selected stations for STEP.7—

MPI 

MMM 
loT PLC 416 
loT S7++ 1 
loT 57++2 
PLC 416-VM1 
PLC 416-VM2 

Profibus 

(open 1 select),e4

Read i 
r Station passive 
FI Station active 
17 Station active ready 

dick A lifelist of all connected no des an the bus will be r ad. 

ave permanently I Reboot 1 Cancel 1 

If the IBHNet station can't be chosen over Set PG/PC 
Interface, like it is in the 11A, or due to lacking user rights, 
the IBHNet station can be chosen in this dialog. 

Accept Cancel 
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In the IBHLink Settings / Network dialog box, activate the Routing 

option Configuration with NetPro / TIA.

IBH Link S7++ MPI-Addresses

The setting made must be

permanently adopted in the IBH Link S7++. 

The TIA Portal programming environment does not have a dialog to 

select different IBH Link S7++. If two or more IBH Link S7++ are in 

the subnet, the selection must be performed using the IBH Network 

Settings dialog box.

By clicking the Accept button, the IBHNet driver is given the IP 

address. The TIA Portal, therefore, only has access to the assigned 

CPU via the IBH Link S7++.



2xCPU 300 TIA 16e ► S7-CPU 1 [CPU 312] Program blocks ► CounterData [1)1321 —OBX 

e
Keep actual values Qg Snapshot 1. 14, ►

CCounterDatal 

Name

1 Static

2 r1 • Count 

3 I. • CounterValue 

4 ..tEl • MinNo 

5 ,EZI • MaxNo 

Data type Offset startvalue comtnent 

Int MENIME 
Int MEM 100
Inc 11M lonn 

Counter is counting 

CounterValue 

minimum counter reading (number) 

maximum counter reading (number) 

2xCPU 300 TIA 16e 0. 57-CPU 1 [CPU 312]> Program blocks ► Datafrom_CPU_2 [1:0115] 

11,
CData_from_CPU_O

Keep actual values Snapshot Copy snapshots to startvalues 

Narre Data type

1 +tui Static 

2 -.I • Count_CPU2 Bool 

3 .1 • CounteiValue_CPU2 int 

4 • MinNo_CPU2 Int 

5 4E1 • MaxNo_CPU2 Int 

Offset Start value 

100 
10000 

Cernment 

Counter is counting from CPU2 

CounterValue from CPU2 

minimum counter reading (number) from CPU2 
maximum tounter reading (number) from CPU2 

2xCPU 300 TIA 16e ► 57-CPU 1 [CPU 312] — ä X 

S7-CPU 1 [CPU 312] 

57 an 18H Link 

General 10 tags 

General 

Catalog information 

Identification & Meinte... 

General 

MPI address 

Startup 

Cycle 

Clock memory 

Interrupts 

Diagnostics system 

System diagnostics 

Time of day 

Operating mode 

Retentive memory 
Protection 

Connection resources 

Overview of addresses 

• WL'J Cb± 

OLF
AJ

niy

Topology view Network view gy Device view 

6 7 8 10 11 

' Prop.lies U.14 Info 

System constants Texts 

MPI Interface [X1]  

General 

Name: 

Comment: 

MPI address  

Interface networked with 

Parameters 

Subnetz 

Address: 

Highest address: 

Transmission Speed: 

MPI-Schnittstelle_1 

Add new subnet 

GMD 

31 

187.5 kbps 

Diagnostics 

(open 1 select 
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10.1.2 S7-CPU 1 [CPU 312] 

In the program for the S7-CPU 1, the data blocks CounterData 

[DB2], and Data_from_CPU 2 [DB5] are available for the data 

exchange with the S7-CPU 2. The variables of these blocks are 

defined as (OPC tags).

Data block CounterData CPU 1 [DB2] 

These variables are defined as OPC tags (read variables).

Data block Data_from_CPU 2 [DB5]

These variables are defined as OPC tags.

Configurations of the S7-CPU 1 [CPU 312] 

Only these settings are necessary for the project.



2xCPU 300 TIA 16e S7-CPU 1 [CPU 312] •X 

LS7-CPU 1 [CPU 312] Ed. ä 

4;7

57 an IBH Link 57++ 

I 

Topology view 

_s g± 

e.$ 
click 

r4 Change device 

Migrate to 57-1500 

ügh Go to networkview 

Compile 

Download to device 

0 Go online 

%X Go offline 

2xCPU 300 TIA 16e 1 S7-CPU 1 [CPU 31 2] 

ES7-CPU1 [CPU 312]3 1 -1 

4 3 

57 an IBH Link 57++—

01 

I 

Extended down oad to ewce 

31 Export module labeling strips..-

4 Properties Alt+Enter 

Ctrl+K 

Ctrl+M 

Topology view 

ärä Eitti g 

OLF
AJ

click 

r4 Change device 

Migrate to S7-1500 

51-, Go ta networkview 

Compile 

Download to device 

0 Go online 

011, Go offline 

31 Export module labeling strips... 

Properties Alt+Enter 

Ctrl+K 

Ctrl+M 

Configured access nodes of "S7-CPU 1" 

Device Device type 

S7-CPU 1 CPU 312 

Slot Interfacetype 

2 X1 MPI 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interfaceisubnet! 

1 st gateway: 

Selecttarget device: 

Denke 

MPI

11211BHNet 

Device type Interfacetype 

MPI 

ab Network view [fit Device viewr 

10 11 

10 

Hardware and software (only changes) 

Hardware (only changes) 

Hardware (rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve) 

Network view Device vi wer 

11 

Hardware and software (only changes) 

Hardware configuration 

Software (only changes) 

Software (all) 

Address

2 

GMD 

Suhne: 

MPI 1 

(open 1 aelecetiFi

e- t3 

(open/ select 

(  Show accessible devices 

' Ad 

Ac 

Show devices with the same addresses 
Show all com atible devices 

(dick>1ILStart search 

Online status information: D Display only error messages 

Cancel 
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Compile program blocks and device configuration S7-CPU 1 
[CPU 312] (device)

Load program blocks and device configuration into the  
S7-CPU 1 [CPU 312] (device)

Extended download to device dialog box – Start search



O 

Conligured access nodes of "S7-CPU 1" 

Device Device tvoe Slot I Interface type Address I Subne-. 

37-CPU 1 CPU 312 2 X1 MPI 2 MPI_1 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

Ist gateway: 

Selecttarget device: 

e, MPI 

lel IBHNet 

MPI_1 

Show accessible devices 

Device type !Interface type I Add ress 

37-CPU 1 • CPU 31 2 MPI 2

Accessible device Substitute Object... MPI 3 [markt''

13 Flash LED 

Online status information: 

Found accessible device Accessible device 

0 Scan completed. 2 devices found. 

Retrieving device information... 

ra Scan and information retrieval completed. 

Check before loading 

MPI Access address 

Target device 

57-CPU 1 'M 

Start search 

Display only error messages 

JIMIL dir Load — Cancel-. 

Status Taraet Message Action 

Q' - 57-CPU 1 Ready for loading. Load '57-CPU 1 ' 

• Protection 

• Stop modules 

Frotection from unauthorized access 
Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.sie m ens. comlindustri eise curity 

The modules are stopped for downloading to device. 
The device configuration cannot be dovvnloaded when the CPU is 
in RUN. 

• Device configurati... Delete and replace system data in target 

Delete and replace existing device configuration for "37-CPU 1" in 
the target system? 

• Software 

No blocks 

oa resu s 

Download software to device 

No block needs to be loaded to make the program consistent 

Status and actions after downloading to device 

Target 'Message 

O S7-CPU 1 Downloading to device completed without error. 

• '• Start modules Start modules after downloading to device. 

The module "S7-CPU 1 [MPI=2]" can te started. 

4 .1.1 ..... n. 

Stop all 

Download to device 

Consistentdov.1Q.d 

Reiresh 

n Load Cancel

,Acüon 

Load '57-CPU 1' 

Finish Cancel 

• 
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Extended download to device dialog box – Load

A preview of the loading is displayed.



Ef r 1 

2xCPU 300 TIA 16e ► S7-CPU 2 [CPU 312] Program blocks ► CounterData [D132] —OBX 

Ek Keep antue' values W.1 Snapshot ► 

rCounterData)
Name 

Static 

Data type Offset 'Start value Cgmment 

2 .0 • Count Bool 0.0 0 Counter is counting ffl
3 .0 • CounterValue Int lie 2.0 0 CounterValue 

4 .0 • Min. Int 4.0 100 minimum counter reading (number) 
5 0  • ..x.° 11 6.0 1 0000 maximum counter reading (number) 

2xCPU 300 TIA 16e ► S7-CPU 2 [CPU 312] ► rogram . s ► Data_from_CPU_1 [DB5] -0MX 

ee ei. II, EE ! °O' Keep actual values ij. Snapshot 1.4, 19, Copy snapshots to stertvalues e e >

[Data from_CPU_O 
Narre Data type Offset I Start value Comment 

1 .0 •• Static 

2 ... • Count_CPU1 Bool 0 Counter is counting irorn CPU1 

3 ..0 • CounterValue_CPU1 Int 0 Counter Value from CPu1 

4 . • MinNo_CPU1 Int 100 minimum counter reading (number) from CPU1 

5 0 • Maelo_CPU1 Int 10000 mexim u rn counter reading (nurnber)frorn CPU1 

2xCPU 300 TIA 16e ► S7-CPU 2 [CPU 312] 

S7-CPU 2 [CPU 310 

S7 an IBH Link 57.. 

S7-CPU 2 [CPU 312] 

General

General 

Catalog information 

Identification &Meinte... 

jTopology view 

Er.d3 cb± 
(merk

.4 5 

1 
I 

n 

10 tags II System constants II Texts 

General 

MPI address 

Startup 

Cycle 

Clock memory 

Interrupts 

Diagnostics system 

System diagnostics 

Time of day 

Operating mode 

Retentive memory 
Protection 

Connection resources 

Overview of addresses 

MPI Interface [X1]  

General 

Name: 

Comment: 

MPI address  

Interface networked with 

Subnetz 

Parameters 
( Address:

Highest address: 

Transmission Speed: 

d i Network view 

7 8 9 10 11 

BY Device viewJ 

PropertiesJ .14 Info II J  Diagnostics 

MPI-Schnittstelle, 

Add new subnet 

(open / select),.. 

(open / select 

31 F 

187.5 kbps F 

1
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10.1.3 S7-CPU 2 [CPU 312] 

In the program for the S7-CPU 2, the data blocks CounterData 

[DB2] CPU 1, and Data_from_CPU 1 [DB5] are available for the 

data exchange with the S7-CPU 2. The variables of these blocks are 

defined as (OPC tags).

Data block CounterData [DB2] CPU 2 

These variables are defined as OPC tags (read variables).

Data block Data_from_CPU 1 [DB5]

These variables are defined as OPC tags.

Configurations of the S7-CPU 2 [CPU 312] 

Only these settings are necessary for the project.



Topology view db Network view [II Device view 

S7-CPU 2 CPU 312) 

014 3 

57 an IBH Link 57++ 

I 

El

7.5

cluck 

r4 

611b, 

LF,73° 

Change device 

Migrate to 57-1500 

Go to networkview 

10 11 

Compile Hardware and software (only changes) 

Download to device 

Go online 

* Go offline 

Export module labeling strips... 

Properties Alt-i.Enter 

Ctrl+K 

Ctrl+M 

Hardware (only changes) EILM 
Hardware (rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve) 

2xCPU 300 TIA 16e ► S7-CPU 2 [CPU 312] _ ii ä X 

Topology view Network view IDY Device view 

.2[cpiff— ne ,g2i s g± 

4 3 01
e,

ick 

r4 

ß 
OLF

Change device 

57 an IBH Link 57++ Migrate to 57-1500 

Go to networkview 

Compile 
I 

Download to device 

Go online Ctrl+K 

* Go offline Ctrl+M 

Export module labelin9 

Properties Alt+Enter 

Configured access nodes of "S7-CPU 2" 

Device 

S7-CPU 2 

Device type i Slot 

CPU 312 2X1 

Type of the PG/PC interface: 

PG/PC interface: 

Interface type 

MPI 

MPI

IBHNet 

Connection to interface/subnet: 4 MPI_1

1st gateway: 

Select target device: 

Device

Online status information: 

Device type Interface type 

MPI 
Ad

Ac 

10 11 

Hardware and software (only changes) 

Hardware configuration 

Software (only changes) 

Software (all) 

Address

3 

GMD 

Subnet

MPI_1 

(open 1 aeleeetiFi

e-
e-

(open 

Show accessible devicesj 

Show devices with the same addresses 
Show all compatible devices 
Show accessible devices 

e 

(click Start search 

0 Display only error messages 

Load Cancel 

Chapter 10 IBH Link UA – connection of two S7 CPU 300 via an IBH Link S7++ Page  10-9

TTI   Trans Tech International© 2021 IBH Link UA   Training

Compile program blocks and device configuration S7-CPU 2 
[CPU 312] (device)

Load program blocks and device configuration into the  
S7-CPU 2 [CPU 312] (device)

Extended download to device dialog box – Start search



• '• 

an. 

Flash LED 

Online status information: 

Configured access nodes of "57-CPU 2" 

Device 

S7-CPU 2 

Device type 

CPU 312 

Slot 

2 X1 

Type of the PG/PC interface: 

PG/PC i nte ‚face: 

Connection to interface/subnet: 

Select target device: 

Device 

37-CPU 1 

Device type 

CPU 312 

Interface type 

MPI 

L MPI 

II3HNet 

MPI_1 

Interface type . 

MPI 

Accessible device Substitute Object S7300CPU MPI 

— — MPI (marker  Access address 

Address 

3 

Show accessible devices 

Address 

2 

Found accessible device Accessible device 

0 Scan completed. 2 devices found. 

41? Retrieving device information... 

Scan and information retrieval completed. 

oa preview 

gli9 Check before lo.3ding 

Status Target Message 

.11 ei" • 57-CPU 2 

oa resu s 

Ready for loading. 

Protection Protection from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet raust be appropriately protected against unauthorited 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity 

Subne-.

rv1P1_1 

Target device 

57-CPU 1 

Start search 

n Display only error messe ges 

Load Cancel 

Action

Load '57-CPU 2' 

Stop modules The modules are stopped for downloading to device. Stop all 

The device configuration cannot be downloaded when the CPU is 
in RUN. 

Device configurati... Delete and replace system data in target Download to device 

Delete and replace existing device configuration for "37-CPU 1" in 
the target system? 

• Software Download software to device Consistent download 

No blocks No block needs to be loaded to make the program consistent 

Status and actions after downloading to device 

. Targ et 
• - S7-CPU 2 Downloading to device completed without error. 

Refresh 

Finish .41PkLoad Cancel 

Message Action 

Start modules Start modules alter downloading to device. 

(5) The moduls "6E57 512-1AD10-0A130 [MPI=3]" can be started. 

iiiii 111. 

Finish

Load '57-CPU 2' 

CIMIZEEI 

Cancel 
1 
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Extended download to device dialog box – Load

A preview of the loading is displayed.



double-click)-

Cevice narre: 

IBH Link 57.4.,Senter

• 
Controllers,„ 

'Iremark 

HMI 

PC systems 

Controllers Device:

SIMATIC 57-1200 1) r_ SIMATIC 57-1500

) SIMATIC Drive Controller 

SIMATIC 57-300 

SIMATIC 57-400
CPU 412-2 PN

CPU

CPU 412-1

CPU 412-2 DP
Article no.: 6E57 412-2EK06-0ABO

- CPU 412-2 PN QMM Version: V6.0
1.116ES7412-2EK06-0ABOI

6ES7 412-2EK07-0ABO Description:

rä CPU 414-2 DP 

rjj CPU 414-3 DP 

CPU 414-3 PN/DP 

) I-  CPU 416-2 DP 

) r i- t CPU 416-3 DP 

- II- CPU 416-3 PN/DP 

CPU 417-4 

r;74 Open device view " IM 

Work memory 512KB code and 512KB data; 
0.075ms/1000 instructions; 4KB DI/0; 48 
connections; 1 x DP/MPI, 1 x PN; capable of 
sending and receiving in direct data exchange; 
constant bus cycle time and processing in 
isochronous mode; routing; data record routing; 
capable of multicomputing; PROFINET IO 
controller; supports RT/IRT; PROFINET interface 
and 2 ports; PROFINET CBA; PROFINET CBA proxy; 
firmware V6.0 

2xCPU 300 TIA 16e ) 16H Link S744 [CPU 412-2 Phil X 

Topology view Network view Device view 

IBH Link 57-1, 1 2-2 PN] 

is inserted 

UR1_0 

ti
Opi 

ho 

1 1 2 3 4 5 6 7 8 9 

c.conurm 
OK Cancel 

17799PITZekl

Options 

v Catalog 

Igl Filter Profiler 

I Rock 

-, r3 PS 

, 

Standard 

i. iEi PS 405 1 OA 

1. bEi PS 405 20A 

I. Ei  P5 405 4A 

I. Ei  PS 407 1 OA 

i.e PS 407 20A 

t PS 407 4A 

 • ES7 

Ree undant double-click 
CPU 
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10.2 Insert IBHLink S7++ as CPU 412-2 PN into the 
project

The IBHLink S7++ is created in the TIA Portal as an S7-400 station 

and connected to the corresponding bus system (MPI or 

PROFIBUS).

The following module must be used as a representative for the 

IBHLink S7 ++:

• MLFB: 6ES7 412-2EK06-0AB0 V6.0 in rack 0, slot 2

Double-click Add new device to select 

the CPU 412.

Insert power supply in IBHLink S7++



2xCPU 300 TIA 16e 1 IBH Link S74-f. [CPU 412-2 PN( — ii ä X 

Topology view Network view Device view 

ik7131-1 Link S7+.1rn

<1

1 General) 

General 

UR1_0 

10 tags 

Catalog information 

Identification & Meinten... 

i l [ 1 
General 

MPI address 

r4- ,1 111 

3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 

100% 

Properties 

System constants hext, 1 

mark

Time-of-day synchronization 

Diagnostics addresses 

PROFINET interface (X5) 

Startup 

Cycle 

Clock memory 

lnterrupts 

Diagnostics system 

/ System diagnostics 

Time of day 

Retentive memory 

Memory 

Protection 

Web server 

Overview of addresses 

MPVDP Interface 1X11  
General 

Name: 

Comment: 

MPI address 

Interface networked with 
___L _ (2ubnet: MP11

Add new subnet 

Parameters 

1-1111-1111-11" 
- 

4i), Info J Diagnostics 1 

MPIIDP interface_1 

(Interface type: MPI 

IBH Link and CPU 412 must Address: 
have the same MPI address 

Highest address: 

Transmission Speed: 

10 (entel.) 

31 

187.5 kbps 

@nen/ select 

(open 1 select)% 

Ll• 

2xCPU 00 TIA 16e IBH Link S74-f. [CPU 412-2 PN] — ä X 

IBH Link S74.. [CPU 412-2 Fei 

4,0 

Topology view Network view IDY Device view 

11.A g± 

GEID 
LI 

<b+
1 f 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 .Ln.R., ,,,,,,,,„„.„,„.,,,.,,,.,....äjiiiiiiiiiiiiiiiiii..

-1-9-9-9-9-4444 
IIII 1.0% 

General 10 tags System constants 

General 
Catalog information 

Identification & Meinten... 

MPI/DP interface [X1) 

General 

MPI address 

Time-of-day synchronization 

Diagnostics addresses 

• 
mark 

Startup 

Cycle 

Clock memory 

Interrupts 

Diagnostics system 

System diagnostics 

Time of day 

Retentive memory 

Memory 

Protection 

Web server 

Overview of addresses 

€d Pro erties 

Texts 

PROFINET interface 0(5) 
General 

Ethernet addresses 

Interface networked with 
(S_ubnet: PN/IE _1 

'i4 Info J  Diagnostics 

Comment: 

Ethernet Interface IBH Link S74.. 

IP protocol mark 

Add new subnet 

‘leclick)

Set IP address in the project 

IP address: 

Subnet mask: 

Use router 

Router address: 

enter 

ope ect 

1 

CI

IP-Address 
IBH Link S7++ 

10 . 0 . 1 3 .25 

255 . 255 . 255 . 0 

0 0 . 0 

0 IP address is set directly at the device 
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Define the MPI interface of the CPU 412 (MPI interface IBH Link S7 ++)

Define the Ethernet interface of the CPU 412

Ethernet connection IBH Link S7++ to IBH Link UA.



remens - :TIA 16e12xCPU 300 TIA 16e12xCPU 300 TIA 16e 

Pro.ect Edit View Insert Online Options Tools Window Help 

21 Save Pr.lect egt X X 2) ± 12-

Project tree 

Clievices

1 i 
2xCPU 300 TIA 16e 

Add new device 

ügb Devices & networks 

Cv Lid IBH Link S7++ [CPU 412-2 pNi) 
Device configuration 

5.! Online & diagnostics 

E Program blockst 

Add new block 
• Main [ 

Technology bj7*(ts 

External source files Open 

right chci_

, PLCtags X Cut 
PI Cdnrorypps 

CoPY 
Watch and forte tables Faste 
Online backups 

Device proxy data 
Rename 

Program info 

5  PLC supervisions & alarr 

PLC alarm text lists 

Local modules 

► tim] S7-300 [CPU 312] 

X Delete 

ELS3 
je. Print preview... 

4 Properties... Alt+Enter 

Ctrl+X 
Ctrl 

Ctrl+V 

Del 

F2 

1 

2xCPU 300 TIA 16e ► IBH Link S7-H- [CPU 412-2 PH] —03X 

IBH Link S7,- [CPU 412-2 PN] 

• 

UR1_0 

Topoi egy view 

11321 

ight dick 

Change device 

Migrate to S7-1300 

ei Go to topology view 

Go to networkview 

Cornpile ► 

Download to device 

sär Go online 

Go offline 

online & diagnostics 

3. Export module labeling 

Properties Alt.Enter 

CtrI4-K 

etrI+M 

etrl+D 

2xCPLI 300 TIA 16e ► WH Link S7-H- [CPU 412-2 PrA] 

IBH Link 57++ [CPU 412-2 PN] 

1 

UR1_0 

1 5
Re«./

•:)' 41= 
s2,

Network view y Device view) 

12 13 14 15 16 17 18 j 

• 1•1•11 11•11 11•11 Wri 1•1•11 Wri 

Hardware and software (only changes) 

Hardware [only changes) 

Hardware [rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve) 

GE) 

IM1 äääai i2121 izaal iazal 

_itäx 
jTopology view 4 Network view Y Device view 

TI Ar lUcti 

st,

- 
_ 

I ' 

[21 

Change device 

Migrate to 37-1500 

j i Go to topology view 

Go to networkview 

Compile ► 
Download to device 

Of Go online 

Of Go offline 

J Online .3, diagnostics 

Export module labeling 

QI Properties Alt+Enter 

► 
Ctrl+K 
Ctrl-d1 

Ctri+C. 

12 13 14 15 16 17 16 

Hardware and software (only changes) 

Hardware [only changes) 

Hardware [rebuild all) 

Software (only changes) 

Software (rebuild all) 

Software (reset memory reserve) 

MIM

11321) 
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Delete blocks (IBH Link S7 ++ / CPU 412)

No blocks can be loaded into the 

IBH Link S7++. In the offline mode all 

PLC blocks of the IBH Link S7++ / CPU 

412 must be deleted.

Compile hardware and software (IBH Link S7 ++ / CPU 412) 

Before loading the hardware configuration and software into the 

device, these must be compiled.

Load hardware into the device (IBH Link S7++ / CPU 412)



n e own oa to ewce 

Configured access nodes of "IBH Link 57++" 

Device Devicetype Slot Interface type 

IBH Link S7++ CPU 412-2 PN 2X5 PNIIE 

CPU 412-2 PN 2X1 MPI 

Type of the PG/PC interface: 

PGJPC interface: 

Connection to interface/subnet: 

st gateway: 

Select target device: 

Device 

Online status information: 

• e own oa o ewce 

Flash LED 

Online Status information: 

0 Scan completed. 1 compatible devices of 1 accessible devices found. 

2? Retrieving device information... 

rä Scan and information retrieval completed. 

Devicetype 

Configured access nodes of "IBH Link 57++" 

Device 

IBH Link 57++ 

PNIIE 

Address 

10.0.13.25 

10 

Subnet

PN/IEJ 

MPI 1 

open l select

Realtek PCle GbE Family Controller 

PNIIE_1 

I I 
Interfacetype 

(open l selec 

Show devices with the same addresses 

Address Target device 

Access address 

(click>21LStart search 

Display only error messages 

Device type Slot Interface type ;Address 

CPU 412-2 PN 2X5 PNIIE 10.0.13.25 

CPU 412-2 PN 2X1 MPI 

Type of the PG/PC interface: I_ PNIIE 

10 

Cancel 

Subne: 

PNIIE _1 

MPI 1 

•PG/PC interface: Realtek PCIe GbE Family Controller ©5

Connection to interface/subnet: PN/lE21 • 

st gateway: 

Select target device: 

Device 

Show devices with the same addresses 

Device type Interface type 'Address Target device 

Accessible device CPU 412-2 PN PN/IE 10.0.13.25 

— — PNIIE Access address 

lä) Check before loading 

S:a:us Target 

e - IBH Link 57++ 

11131 

Start search 

Display only error messages 

click 
Load Cancel 

Message Action — 

Ready for loading. Load 'IBH Link 37++' 

••• Protestion Protestion from unauthorized access 

Devices connected to an enterprise network or directly to the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.comiindustrialsecurity 

Stop modules The modules are stopped for downloading to device. 

(1,51 1 Device configurati... Delete and replace system data in target 

Software Download software to device 

1111 

Stop all 

Download to device 

Consistent download 

Refresh 

,4,111111111. 111,44,

Finish Load Cancel 
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The loading process requires the following screen shots.

Several dialog boxes will open to indicate the following steps of 

loading.



1 

oa resu s 

Status and actions alter downloading to device 

1 ,Target

0 ••• IBH Link S74.4. Downloading to device completed without error. 

Message Action 

O Start modules Start modules after downloading to device. 

Davice narre: 

OPC UA Server enter

Controllers 

1:1 
HMI 

click

17 Open device view 

PC systems 

PC general 

Industrial PCs 

SIMATIC S7 Open Controller 

SIMATIC S7 Embedded Controller 

SINUMERIK Operator components 

SIMATIC Controller Application 

r.üj.SIMATIC HMI application 

- Ei3 User applications 

Application seled

1111 

tonfirm 9L, 
Finish 

Device: 

Article no.: 

Version: 

Description: 

OPC serverfor the DP, FDL, S7 (between different 
subnets), S7 alarms, ISOfTCP, SNMP, DP master 
class 2, PROFINET IO, SIMATIC NET PC software 
V8.2 . 

Ad d n d 
---------------------- double-click 

Load 'IBH Link S74.+' 

Start module 

Cancel 

O 
OPC server 

OPC Server 

SW V8.2 ... 

open f select 

(tonfirm),...n 
OK Cancel 

2xCPU 300 TIA 16e 1 PC-System_1 [SIMATIC PC station] • X 

Topology view Ilfiga Network view Device view 

c3. Link UA [SIMATIC PC Statt',  g 

is inserted 

BM_ _IM 
SIMATIC PC station 

HT 

qa 

JP

Options 

=talr71

Filter 

PC general 

SIMATIC Controller Application 

SIMATIC HMI application 
C4 User applications 

Communications modules 

PROFINET/Ethernet 

Eig CP 1604 

111171 
• 

CP 1625 

CP 1628 

IE general 

41g PROFIBUS 

double-clIck)
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The loading of the hardware configuration is completed.

The stopped device (IBH Link S7++) is restarted after loading the 

hardware configuration.

The successful loading of the hardware configuration into the 

IBH Link S7++ (CPU 412-2 PN) is displayed.

10.3 Insert IBH Link UA as an SIMATIC PC station

Double-click Add new device to select PC 

systems, User application, OPC server.

Insert communication module in the IBH Link UA



4 

2xCPU 300 TIA 16e I, PC-System_1 [SIMATIC PC station] @ X 

Topology view Network view Device view 

at- PC-System_l [SIMATIC PC Sta ‘31 tir 451.l.b A g± 

SIMATIC PC station 

2 

1.1 et_ 
0 

General 10 tags System constants Texts 

General 

Catalog information 

Identification & Maintenance 

PROFINET interface 
General 
Options 

w Advanced options 
Interface options 
Port [X1 P1] 

General 
Port interconnection 

OPC configuration 

ark 

Ethernet addresses  

Interface networked with 

11LISO protocol 

n Use ISO protocol 

IP protocol 

172 Use IP protocol 

Properties 

rSubnet:

I.' :address: 

IP address: 

Subnet rnask: 

Router address 

2xCPU 300 TIA 16e ► PC-System_1 [SIMATIC PC station] 

IBH Link UA [SIMATIC PC Stati • 

SIMATIC PC station 

se-

unimaz 
Change device 

X Cut 

C°PY 
Unpack addresses 

Compile 

Download to device 

G 0 online 
ff I n e 

41.1e Info J Diagnostics 

Copen

PNJIE 

Add new subnet 
dick 

08 -00 -06 -01 -00 -00 

IP-Address 
1511 Link UA 

10 . 13 , 89 1 (enter)

255. 255. 255 . 0 
U5e rauter 

0 . 0 0 0 

fseiect

7.7 

Topology view Nehvork view iht Device view 

Export module labeling 

Properties Ah...Enter 

Ctrl+X 
Ctrl+C 

Ctrl+K 
Cul,u 

Device overview • 
(*Module Index I Type Article no_ 

OPC UA Server 1 OPC server OPC Server 

w Interface Link UA 2 J IE general IE_CP 

PROFINET interface 2 XI PROFINET interface 
Port_1 2X1 P1 Port 

Hardware and software (only changes) 
Hardware (only changes) 
Hardware (rebuild 

Software (only changes) 
Software (rebuild 
Software (reset memory reserve) 

-c23

Software or Conrirnent 

V8.2.0 
V8.2.0 
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Define communication module properties

Compiling the hardware of the communication module

Note:
The communication module must be inserted in Slot 2 / Index 2. 

The IBH Link UA expects the communication interface in Slot 2 / 

Index 2.



1 

2xCPU 300 TIA 16e ► Devices & networks it 

etwo Connections 

1 
57-CPU 1 

CPU 312 

57-CPU 2 
CPU 312 

(open seleet Topology view ffgh Network view 

NNIUconnection 
E-mail connection 
FDL connection 
ISO connection 
ISO-on-TCP connection 
PtP connection 

CIMD 
S7 connection 
TCP connection 
UDP connection 

IBH Link S7,-..1

CPU 412-2 PN 

MPI 1 

LPIMI2J111(X± 

PC-System_1 

SIMATIC PC Stat.. 

PN/IE_1 

Device view 

OPC 

Server 

2xCPU 300 TIA 16e ► Devices & networks — • X 

rk Connectionsl 

, 

LM-

S7-CPU 2 
CPU 312 

dif
itg con,,o,t to subnet 

Add S7euted connection 

S7 connection 

Prag & Drop 

Ire 

MPL1

2xCPU 300 TIA 16e ► Devices & networks 

N Connections 

S7-CPU
CPU 312 

S7-CPU 2 
CPU 312 

57 connection 

MPI_1 

Drag & pror.-

Connect to subnet 
Add S7 routed connection 

T M ;111 g 

IBH Link 57-, 
CPU 412-2 PN 

2-M11212.1 

IBH Link 
CPU 412-2 PN 

Topology view ügb Network view 

PC-System_1 
SIMATIC PC Stat... 

PN/IE_1 

Topology view 

PC-System_1 
SIMATIC PC Stat... 

Device view 

Highlighted: Connection 

Didr [hoi,

4, Network view Device view 

IRK 
PN/IE_1 

Highighted: Connection 

OPC Drag & Drop 
Serve 
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10.3.1 Establish an S7 connection from the OPC server to the 
S7-300 CPUs 

The S7 connection is established via the drag and drop from the 

OPC server to each of the CPUs 312.

S7 connection S7-CPU 1

S7 connection S7-CPU 2



2xCPU 300 TIA 16e 1 Devices & networks —IiliX 

Topology view I ja Network view Device view 

I ' Network vie411 
I 1.••••-1 

Network overview Connections VO communication VPN TeleControl 

*I Local connection n... Local end point i Local ID (hex) Partner ID (h... Partner Connection type 

S7_Connection_2 gill OPC UA Server [OPC Server] 37_Connection_2 I. S7-CPU 2 [CPU 312] S7 connection 

S7_Connection_1,... 31 OPC UA Server [OPC Server] S7_Connection_1 Igl In1,57-CPU 1 [CPU 3121 •137 connection 

., (Mark)

g Properties ] 'i Info id IM Diagnostics 

rtGeneral 10 tags System constants Texts 
_ 

Loco' ID 
merk

Special connection properties 

Address details 

OPC , 

, 

General 

Connection 

Name: S7 Connection _1 

Connection path 

Local Partner 

OPC 11 
1=> Sä -

End point: OPC UA Server [OPC Server] 57-CPU 1 [CPL 312] 

Interface: Interface Link UP, PROFINET interface[X1' • S7-CPU 1, INPI•Schnittstelle _1 [MPI1] • 
Interface type: r Ethernet I IMPI 

Subnet: PN/IE _1 1_ MPI_1 
Address: 10.0.13.89 2 

Finc connection path 

2xCPU 300 TIA 16e F Devices & networks — 

Topology view Network view, Device view 

I 
• 

Network overview Connections 

1 Device 

▪ 57300/ET200M-Station_1 

S7-CPU 1 

MPI-Schnittstelle _1 

▪ 57300/ET20014-Station_2 

T 57-CPU 2 

MPI-Sohnittstelle_1 

• 37-400 station _l 

IBH Link 37++ 

MPI/DP interface_l 

w' PROFINIET interface_1 

Port _l 

Port _2 

• PC-Systern_l 

OPC UA Server 

•"" Interface Link UA 

PROFINET interface 

Port _l 

▪ I 

UO communication 1 VPN TeleControl 

Type 

373001ET2001%/1 station 

CPU 312 

MPI interface 

37300IET2001VIstation 

CPU 312 

MPI interface 

37-400 station 

CPU 412-2 PN 

MPIfDP interface 

PROFINET interface 

Port 

Port 

SIMATIC PC Station 

OPC server 

IE general 

PROFINET interface 

Fort 

Address in subn> Subnet 

10 

0.0.1 3.25 

10.0.13.89 

MPI_1 

Pr«E_1 
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Network view – S7-CPU 1

Network overview

Select OPC symbols (tags) in the OPC configuration 

The Configure button opens the Symbol configuration dialog box. 

Here the program block data can be defined as OPC tags: 

S7-CPU 1, CounterData [DB2], Data_from_CPU 2 [DB5] 

S7-CPU 2, CounterData [DB2], Data_from_CPU 1 [DB5].



1

2xCPU 00 TI A 16e • PC-System_1 [SILIATIC PC stationl ä X 

Topology view Network view Device view 

IBH Link UA [SIMATIC PC Stati i ne11111 111 

JP

SIMATIC PC station 

IM
OPC UA Server [OPC Server] 

1 General. .11 10 tags 

General 

DP 

DP master dass 2 

FDL 

S7 

• 

mark 

OPC alarms 

OPC program alarms mapping table 

S7 UA redundancy 

ISO/TCP 

QC 

System constants Texts 

OPC symbols 

ONone 

C) All 

• Coniigured 

mark 

D Field elements visible during runtime 

ble-chck 

U.Properties] IN Info lb.] Diagnostics 

0  Opening the Symbol configuration may take some time. This 
depends an the number of symbols configured in the PLC 
connected via S7 connection to the OPC server. 

Do not Show this message again. 

Symbol selector 

• 3 2xCPU 300 TIA 16e 
• S7-CPU 1 

mark 

Program blocks 

▪ S7-CPU 2 

PLC tags 

Program blocks 

Elements with active branch 

Symbols: 

CSV Import! Export 

Importfile 

Access path 

klick) 

Configuring. 

Name Data type Address '0,7. 2 Connection Access f EU LG EU Hi 

CounterEnable Bool 

Down Bool I %M2.5 False S7_Connection_1 None ril b 
One Bool I %M0.1 False S7_Connection_1 None r 0 0 

mark all
Up Bool %M2.6 False S7_Connection_1 None I 0 0 

E  Max i Bool %M2.0 False S7_Connection_1 None o. 

Min Bool %M2.1 False%  S7_Connection_1 !None

_ %M2.2 False S7_Connection_1 None 0 

Exportfile 

2xCPU 300 TIA16e.S7300/ET200M-Station_1.37-CPU 1 

[3 1/sible 

deselected 

Low limit: 

Access right: 

Connection: 

0.00000000000 

Read 
Write 
ReadWrite 

None 

(open l select 

S7_Connection_1 

High limit: 

0.00000000000 

OK Cancel
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Open the configuration on the OPC server / properties.

The TIA Portal issues a message because the information from the 

entire symbol table may be adopted.

The read / write, etc. access rights can be assigned to the individual 

operands (OPC tags).

Deselected tags – S7-CPU 1, Standard tag table



Symbol selector 

- J 2xCPU 300 TIA 16e Name Data type Address Visible Connection !Access EU Lc EU HI 

37-CPU 1 CounterData Block_DB %DB2 37_Connection_1 ReadWrite 0 

PLC tag s 

S 37-CPU 2 

PLC tag s 

Program blocks 

mark 

Elements with active branch 

CSV ltnpott/ Export 

Importfile 

Access path 

Data_from_CPU_2 Block_DB %DB5 Tru 37_Connection_1 ReadWrite 0 
mark all 

Exportfile 

2xCPU 300 TIA16e.37300/ET200M-Station_1.37-CPU 1 

ym o con woration 

Symbol selector 

- 2 2xCPU 300 TIA 16e Name Data type Address Visible  Connection (Access i EU Lo EU Hi 

• S S7-CPU CounterEnable Bool %M 2.2 False 87_Connection_2 None 0 0 

PLC tag s Down Bool %M 2.5 False 57_Connection_2 None 0 

Program blocks Up 

Visible Access right: 

activated 

Low 

0.00000000000 

Connection: 

Read 
Write 

IMITMEMOMMEMI___ 
None 

(open1 aelect 

37_Connection_1 

High limit: 

0.00000000000 

OK CanCel 

S7-CPU 2 
mark 

mark all 
Bool %M 2.6 Falte 57_Connection_2 None 0 

Max Bool %M 2.0 Falte S7_Connection_2 None 0 1 0 

Min Bool %M 2.1 Falte 57_Connection_2 None 0 

Program blocks One Bool %M 0.1 Falte 57_Connection_2 Not ne 

Elements with active branch 

Symbols: 

CSV Import! Export 

Importfile 

Access path 

Exportfile 

2xCPU 300 TIA16e.S73001ET200M-Station_2.87-CPU 2 

Symbol selector 

- 2 2xCPU 300 TIA 16e Name l Data type 'Address Visible 'Connection Access EU Lo EU Hi 

37-CPU 1 CounterData Block_DB %DB2 True 37_Connection_2 ReadWrite 0 0 

77 PLC tags 

Program blocks 

iVisible Access right2 

deselected 
Connection: 

Low 

0.00000000000 

Read 
Write 
ReadWrite 

'None 

(open f select

I37_Conn ection_1 

High 

0.000 00000000 

OK C3 I 

- 7-CPU 2 

PLC tags 
mark 

Elements with active branch 

CSV Import/ Export 
Importfile 

Access path 

Data_from_CPU_1 Block_DB %DB5 True 
mark all 

8 

Exportfile 

2xCPU 300 TIA16e.S7300/ET200M-Station_2.37-CPU 2 

37_Connection_2 ReadWrite 0 

Q/ Visible Access right: 

activated 
Connection: 

Low limit: 

0.00000000000 

Read 
Write 

None 

(open 1 select 

57_Connection_2 m 
High limit: 

0.00000000000 

tonfirm

\\ OK Cancel 
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Selected tags – S7-CPU 1, Program blocks

Deselected tags – S7-CPU 2, Standard tag table

Selected tags – S7-CPU 2, Program blocks
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Compile the configuration of the OPC server

Load configuration of the OPC server into IBH Link UA

The settings are to be made according the screen shots in the 

Extended download to device dialog box.

The interface search was successful.



Load prevrew 
Ix

Check berore loading 

Status 

P 
Taruer Message 

ra 113H Link DA eeadyror loading. 

ir Proteeton Proteotion from unauthorized access 

Devioes connected to an enterprise network or directly to die 
interner raust be approrinately protected against unauthoured 
access, e.g. byuse of 'Feewalls and network segnentagen. For 
more information about industrial security, please visit 
httpdry.saw siemens.comfindustrialsecurity 

Device configurati. Delete and replace system data In target 

1111 

Action 

Load 'Stationmanager 

Download to device 

Refresh 

Finish Load Cone& 

g Properties 1.4 Info Diagnostics 

I General Cross-references Comp ile

! Show all message; 

Message Go to ? Date Time

0 'a• Start downlooding to device 1 211 312020 7:08:27 PM

O [1BH Link LIA] 1211312020 7:08:28 PM

0 Stationmanager 1211312020 7:08:28 PM

O Stationmanager stopped. 1211312020 7:09:38 PM

O Hardware conliguration was loaded successfully. 1211312020 7:09:38 PM

O Stationmanager started. 1211312020 7:09:39 PM

O The RAM contents were copied to the ROM. 1211312020 7:09:39 PM

0 • Local modules 1211312020 7:08:28 PM

O Interiace Link UA 1211312020 7:08:28 PM

O Interface Link UA stopped. 1211312020 7:09:39 PM

O Hardware configuration wes loaded successful ly. 1211312020 7:09:40 PM

O Interface Link UA started. 1211312020 7:09:41 PM

0 The RAM contents were copied to the ROM. 1211312020 7:09:41 PM

O OPC LIA Server 1211312020 7:08:28 PM

0 OPC UA Server stopped. 1211312020 7209:41 PM

O Herdware sonfiguration was loaded successfully. 1211312020 7:09:43 PM

O The RAM contents were copied to the ROM. 1211312020 7:09:43 PM

O OPC UA Server started. 1211312020 7:09:43 PM

O Logding completed (errors: warnings: 0). 1211312020 7:09:43 PM

■ 311 ICH Link 'JA- Diagnostics X 
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Network 

Security 

0 ig 10.0.13 89fignicliaglistview * 

Logo Update password 

Controller diagnostirs II client diagnostirs I I Network diagnostics System Leg 

ID 
1-1 innection_l 

Certificat es 1-2 innection_2 

Time settings 
Clear diagnose 1 .. 11

Diagnostics 

PAQTT 

10.0.13.25,102 
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Senrce 
13.121202016:34':15 PLC 
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or nembe 

Iß m Q 0 

Connection established (6E57 312-1AE13-0ABO ) 
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A check is carried out prior loading.

The steps of the successful loading process are displayed as info.

Successful loading is indicated in the IBH Link UA.

10.3.2 Browser window diagnosis / control diagnosis 

The configured connection to the PLC control and its status (error-

free / faulty) is displayed.



■ E IBH Link UA - Diagnostics X 

(59 

te:MI 

1Ce 

T 'ttin 

• 

._„ 

1-h 

lots

OPe Client 

Diagnostics 

o Pi 10.0.13.89/?_=/diaglistview 

OPC server is running Logout Update password 

Controller diagnostics Client diagnostics Network diagnostics 

Logged Events 

26.11.2020 17:16: 7 : Status 0x0 : System : Starting device up 

Q 26.11.2020 17:16:11: Status 0x0: System : IBH Link UA started 

26.11.2020 17:19:24: Status 0x0 : Webinterface : User admin logged in 

26.11.2020 17:22:26 : Status 0x0 : Webinterface : User admin logged in 

o 26.11.2020 17:24:37 : Status 0x0 : Network : New gateway address 192.168.1.1 

o 26.11.2020 17:24:37 : Status 0x0 : Network : Nameserver 1 set to 192.168.1.1 

o 26.11.2020 17:24:37: Status 0x0 Network : Nameserver 2 set to 10.0.13.1 

o 26.11.2020 17:24:37: Status 0x0: Network : Management network set to static address 

o 26.11.2020 17:24:37 : Status 0x0: Network : Management network address changed from to 192.168.10.15 

o 26.11.2020 17:24:37 : Status 0x0: Network Management network subnet mask changed from to 255.255.255.0 

26.11.2020 17:24:38 : Status 0x0: Network : Hostname changed from ibhlinkua_rescued to ibhlinkua_sc 

26.11.2020 17:24:44: Status 0x0: Network : Network configuration saved 

9 26.11.2020 17:24:44: Status 0x0 System : IBH Link UA stopped 

0 26.11.2020 17:24:45 : Status 0x0 : System : IBH Link UA done 
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DeviceHealth 

CT 97300fET200M-Station_2) 
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DeviceManual 

DeviceRevision 

HardwareRevision 

Manufacturer 

Model 

RevisionCounter 

SerialNumber 

SoftwareRevision 

V Programs 

SupportedTypes 

(0> CounterData 

›Data_from_CPUI
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DeviceHealth 

► Slot 2 

Delete slot Delete all I Load OPC Editor Project I Sam OPC Editor Project 

Insert SoftPLC I Insert SINUMERIK Change SINUMERIK Delete SINUMERIK 

.er CD Cs 0 
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If no values are displayed in the UaExpert – Data Access View 

window or error messages are displayed, the IBH Link UA diagnosis 

window provides information as to whether the connection to the PLC 

exists.

10.3.3 IBH Link UA browser window Siemens slots. 

The CPU with the OPC tags is displayed in the Siemens Slots 

browser window.



■ J.3e IBH Link UA - Network X 

e o P 10.0.13.89/?_=/network 

MP 1,--1111 t Update passwce-cI IM

thletwork3 i Management Level ' f leontrol Levelj 802.1X 

r Network Configuration 

Endpoint URL opc.tcp://ibblinkua_sc:48010 
or opc.tcp://10.0.13.89:48010 
DHCP 

gs IP address 

Subnet mask 

IBH Link UA- OPC Client 

er O Pi 10.0.13.89/?_./opc_clierit 

10.0.13.89 

255.255.255.0 

.teMIN • 
'Network 

OF, running 

Connected Servers 

1:13 0 0 E 

Logout I Update password MBar  single-core 

rt ificj  Add a server to read vari abl es from and to tonnett to other servers Delete dient configuration 

FDO PC Client] 

iagnostics 1 
Add Server 

dick

dd variable to read I Conriect vanabe 

Upload client XML configuration Download client XML configuration 

Page  10-24 IBH Link UA – connection of two S7 CPU 300 via an IBH Link S7++ Chapter 10

IBH Link UA   Training TTI   Trans Tech International© 2021

10.4 Define the OPC UA server for the data exchange

For data exchange between the PLC’s (S7-CPU 1 and S7-CPU 2) 

the IBH Link UA provides the OPC UA server for the data 

exchange. The OPC server lists the OPC tags that are defined in the 

PLC’s (S7-CPU 1 and S7-CPU 2). 

The server for the data exchange is specified in the IBH Link UA web 

browser window OPC Client.

The required endpoint URL can be copied from the IBH Link UA 

web browser window network / control level.

The IBH Link UA - OPC UA Server has the Endpoint URL: 

opc.tcp: // ibhlinkua_sc: 48010 

If no name server (DNS server) is available, the absolute IP 

address of the IBH Link UA / control level must be used as the 

endpoint URL. The absolute endpoint URL would then be: 

opc.tcp: //10.0.13.89: 48010 

The endpoint URL can be copied into the IBH Link UA web browser 

window / network / control level.

Add server

The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or 

opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA 

web browser window / OPC client is to be added as a server.



▪ IQ 

V IQ 

I> IQ 

Discovery Servers 

[
Url of a computer wich discovery service running 

opc.tcp://10.0.13.99:49010 Eittet.t ORL (f.«. Nein.rk Ifurtnl Leite 

Publishing 'nerval [ms] 

Server Uri 

urmbhlinkua_ 

urn:ibhlinkua_ IBHLinkLIA®ibblinkua_sc opctcp://ibhli 

urn:ibhlinkua_ IBHLinkUAaibblinkua_sc Broter:hehlt 

urn:ibhlinkua_ IBHLinkUAgthhlinkua_sc opc.tcp://ithli 

urn:ibhlinkua_ IBHLinkuAgthhlinkua_sc opc.tcp://ihhli 

urn:ibhlinkua_... IBHUnkUAgtbhlinkua_sc opc.tcplehlt 

urn:ibhlinkua_. IBHLinkUA©ibblinkua_sc opctcp:hehli. 

500 Synchroneous read: n Username (eave empty for none) 

Server Name 

EHLinl.liAtethlintua_sc 

Endpoint Url 

Remole server cerhficate details: 

Gemmen Name: 

Organzollen 

Organnton Unit.

Locality 

Stete: 

Country.
Valid from 

Valid to 

Application UPI 

Encryption strength 

IBHLinkIJA@Ibhlinkua_rescued 

Organization 

Unit 

LocationName 

DE 

2020-11-26 

2025-11-25 
urntbhlinkua_sc:11+1softectEHLinkUA 

RSA-S1-1A256 - 2048 Bit 

The cedificale is valid. 

Security Policy 
http:i/opcfoundation,o itijAtsecurityPolict None 

http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 

http://opcfoundation.org/UNSecurityPolicyttRasic256Sha256 

http://opcfoundation.org/UA/SecurityPolicy*Aes128_Sha255_ 

http://opcfoundation.org/UA/SecurityPolicy0Aes128_Sha255_ 

hetp://opctoundation .on2/LIA/SecurityPolicyttAes256_Sha256_ 

http://opcfoundation.org/UA/SecurityPolicy#Aes256_Sha256_ 

Password (leave empty for none) 

informaton ia int rted 

• liti IBH Link 'JA OPC Client X 

® e e 

• 
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0 Z 10.0.13.89/1_=/opc_client 
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Time settings 

System 
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111111111311softelu 
wrvw ihsofleo com Conlact Wiki 

1000 

,1 statt.: 

0 

Adda variable to read frorn the seleded server 

o ec:IBHLinky (opc.tcp://iblilinkua_s 48010) 

Security Mode 
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Sign 

SignAndEncrypt 

Sign 

SignAndEncrypt 
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SignAndEncrypt 

( mISSPOITIC Cancel 

— 

\ m ® 0 E 

single-cor 

000000001 SecurityPLlic 

canceili  IBH Link UA 
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Security Policy None and Security Mode None were selected for 

data transmission.

The IBH Link UA OPC UA server is connected. The status of the 

server is good.

10.4.1 Add read variable 

The tags from the S7-CPU 1, CounterData [DB2] and tags from the 

S7-CPU 2, CounterData [DB2] that the OPC UA server makes 

available are declared as read variables. The OPC UA client in the 

IBH Link UA reads this data.



Select variable to read x 

Connected Servers 

• ö urn:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp:Mbhlinkua_sc:48 010) 

e Views 

• ö Objects 
► Ö Server 

► Ö Stations 

• ö PLCs 
• b S7-CPU 1 

DeviceManual 

• SoftwareRevision 

• la, Programs 

SupportedTypes 

CounterData 

EZ Count 

EZ CounterValue 

424 MinNo select one after another 

®MaxNo 
► Ö Data_from_CPU_2 

► Ö Tasks 

EZ DeviceHealth 

( • Ö S7-CPU 

EZ DeviceManual 

EZ SoftwareRevision 

• Ö Programs 

Ö SupportedTypes 

• ICJ CounterData 

«Count 

CounterValue 

®MinNo 

MaxNo 

select one after another 

► Data_from_CPU_1 

▪ Tasks 

EZ DeviceHealth 
► Ö siots 

► e Types 

Sampling interval [ms]: 

Queue size: 

1000 

1 11

Discard oldest: 2 

Datatype of variable : 

change settings 
if necessary 

konfirrn>shrord
one alter another Cancel 
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S7-CPU 1 / S7-CPU 2, CounterData [DB2] tags

These tags are sent via the OPC server to the data blocks 

Data_from_CPU 1 [DB5] and Data_from_CPU 2 [DB5], in the 

CPU’s S7-CPU 2 and S7-CPU 1.

Connect with variables 

The tags, which have been declared as read variables, are 

connected to the IBH Link UA OPC server, selected to be connected.



■ • lialt Link UA- OPC Client 

0 e e 
na t 

NL 

Security 

Certificates 

• 

Time settings 

System 

Users 

Siemens slots 

History 

OPC Client 

Diagnostics 

MQTT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

10.0.13.89/7_ , /epc_client 

Logou Update password 

an ne ded Servers 

•In ufre ibhlinkoa_sc:IBLIsofteDIBILLinklIA ocicbcci : Mbhlin 49010 1 000d SUDISIOSIOSI 

HR CD * 0 E 

a® S7300/ET205M-Stotion_1 

> 611 S7301:1JETSSISIM-Station_l 

> A 57300/ET200M-Station_1 

> 55 S730CMET2C5M-Stotion_e 

> 65 073001E72000-Station_D 

> S7300/ET200M-Station_2 
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Add Gerverl Add variable to read I 

Downlood :tent XML cmfiguration

IIIIIIIIBHsottE 
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Time settings 

System 

Users 

Siemens slots 
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SoftPLC 
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0 

Select variable to write 

Connected Servers 
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Gennect variable I 

- Tclick olle alter another 
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Count 
merk olle atter anolber 

CoonterValoe 

MallNo 

Upload dient XML cmfiguration 
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031Martflo_CPU1 

Tasks 
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▪ slots 

• Tflees 
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Datetype Boolean 

Field Index range (Format 1 or 23) 

Variable to write 

Datetype dring 

Field indes range (Format 1 or 2:3)

0 ä 10.0.13.89/7_raincellent 

Update pa o d 

I Connectetl Servers 
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▪ 08000/0-r2005-51•100_, SteCAU 1 Programs t ounteresta Mintlo 

▪ 08000/002005-5botion_t SteCAU 1 Programs t ounteresta Marbo 

j el 07000/002005-staton_2 57CPu 2 Programs t °untereste tourt 1 
• 97300/002005-Station_251-CPU 2 Programs CounterOata.Count TuneStamp 

67000/Dm00ki-stodon 2 57CPU 2 Proorarns Countergata.Countatatus 

urn,1131,1Inkua_SCIBUSOfteC:IBHLIMUAI00.te://ehlInkUa_SC:943010).57300/ET200M-Stabon_1.07-CPU 1.Programs Oata from CPU 2.Count CPU2 

Tel 07000/002005-staton_2.57.CPu 2.Prograns.Counter00ta.CounterValue 

• 08000/002005-station_2578C8u 2.Pro9rarns.Countergata.CounterV2lue.TneStamp 
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OPC tags from the data blocks Data_from_CPU 1 [DB5] and 

Data_from_CPU 2 [DB5].

The connections are displayed in the IBH Link UA web browser 

window OPC Client.



S7-CPU 1 
MPI-Port 

S7-CPU 2 
MPI-Port 

IBH Link S7++ 

S7 connection 

(Ethernet) 

MPI-Port 

IBH Link UA 

S7 connection<  >  OPC Server 
(Ethernet) 

UaExpert 

IBH Link UA@ibhlinkua_sc 

Programs 

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject 0 X 

Eile View Server 2I ocument 5ettings 

o D fla O

roject

Belp 

X 

X Data

,46 111 

Access View

21 2

3 Project Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
✓ r Servers 1 BHLinkUA@ib... NS4IStrinq S730... Count true Boolean 16:33:39.574 16:33:39.673 Good

IBHLinkUA@ibhlinkua_sc 2 BHLinkUA@ib... NS4IStrinq S730... CounterValue 4817 Int16 16:36:40.006 16:36:40.255 Good

✓ Documents
3 
4

BHLinkUA@ib... 
BHLinkUA@ib...

NS4IStrinq S730... 
NS4IStrinq S730...

MaxNo 
MinNo

8000 
50

Int16 
Int16

16:33:43.575 16:33:43.927 Good 
16:34:57.975 16:34:58.209 Good

III Data Access View 5 BHLinkUA@ib... NS4IStrinq S730... Count_CPU2 true Boolean 16:33:48.016 16:33:50.930 Good
6 BHLinkUA@ib... NS4IStrinq S730... CounterValue_CPU2 763 Int16 16:36:39.734 16:36:39.756 Good

Address Space 15. x 7 BHLinkUA@ib... NS4IStrinq S730... MaxNo_CPU2 9000 Int16 16:34:39.031 16:34:39.201 Good
8 BHLinkUA@ib... NS4IStrinq S730... MinNo_CPU2 100 Int16 16:33:59.830 16:34:00.435 Good

4:t No Highlight • 9 BHLinkUA@ib... NS4IStrinq S730... Count true Boolean 16:34:12.415 16:34:12.441 Good
10 BHLinkUA@ib... NS4IStrinq S730... CounterValue 1871 Int16 16:36:40.006 16:36:40.255 Good

Root 11 BHLinkUA@ib... NS4IStrinq S730... MaxNo 9000 Int16 16:34:38.430 16:34:38.451 Good
Objects 12 BHLinkUA@ib... N541String 5730... MinNo 100 Int16 1634:17.874 1634:17.942 Good

> Ab Client 13 
14

BHLinkUA@ib... 
BHLinkUA@ib...

NS4IStrinq S730... 
NS4IStrinq S730...

Count_CPU1 
CounterValue_CPU1

true 
3751

Boolean 
Int16

16:34:23.663 16:34:24.194 Good 
16:36:39.734 16:36:39.756 Good

> Ab Modbus 15 BHLinkUA@ib... NS4IStrinq S730... MaxNo_CPU1 8000 Int16 16:34:26.168 16:34:26.696 Good

b PLCs
16 BHLinkUA@ib... NS4IStrinq S730... MinNo_CPU1 50 Int16 16:34:59.062 16:34:59.209 Good

v 4 S7-CPU 1 
V DeviceHealth 

V Model 
Programs 

CounterData 

E>4:1 Count 
> 4:1 CounterValue 

4:1 MaxNo 
> MinNo 

(L1 Data_from_CPU_2 
▪ Count_CPU2 

> CounterValue_CPU2 
> MaxNo_CPU2 

• MinNo_CPU2 
> 0 SupportedTypes 
0 RevisionCounter 

> fA) Tasks 
57-CPU 2 

DeviceHealth 
ia Model 

v 4 Programs 
CounterData 
40 Count 

> CounterValue 
> 40 MaxNo 
> MinNo 

b  Data from CPU 1 
C Count 

> cra CounterValue_CPU1 
>
> MinNo_CPU1 

> lt  SupportedTypes 
RevisionCounter 

MaxNo_CPU1 

1 
Drag & Dlop 

11

7  Display Name 

Count 

CDU nterVa I ue

Value 

true 

1201

Datatype 

Boolean 

Int16

Source Timestar

16:33:39.574 
16:55:30.810

MaxNo 8000 Int» 16:33:43.575

MinNo 50 Int16 16:34:57.975

CountCPU2 true Boolean 16:33:48.016

CounterValue_CPLI2 1990 Int16 16:55:30.120

MaxNa CPU2 9000 Int16 16:34:39.031

MinNo1CPU2 100 Int16 16:33:59.830

Count true Boolean 16:34:12.415

CounterValue 955 Int16 16:55:30.810

MaxNo 9000 Int16 16:34:38.430

MinNo 100 Int16 16:34:17.874

Count CPU1 true Boolean 16:34:23.663

Count;rValue_CPU1 1574 Int16 16:55:30.120

MaxNo_CPU1 8000 Int16 16:34:26.168

\MinNo_CP1.11 50 Int16 16:34:59.062
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10.5 UaExpert - program window

The S7-CPU 1 and S7-CPU 2 are displayed in the UaExpert program 

window. The variables of the data blocks CounterData [DB2] and 

Data_from_CPU_2 [DB5] / Data_from_CPU_1 [DB5] were defined 

as OPC tags are listed under Programs.

These can be dragged and dropped into the Data Access View.

If the PLC counting program is processed, the changes are 

displayed. With a double-click on the value of a variable its value can 

be modified.



Data Access View 

Server 
BHLinkUA©ibhlinkua_sc

Node Id 
NS4IStrinqlS7300/ET200M-Station_1.S7-CPU 1.Proqrams.CounterData.Count

Display Name 
Count

2 BHLinkUA©ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_1.S7-CPU 1.Proqrams.CounterData.CounterValue CounterValue
3 BHLinkUA©ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_1.S7-CPU 1.Proqrams.CounterData.MaxNo MaxNo
4 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_1.S7-CPU 1.Proqrams.CounterData.MinNo MinNo
5 BHLinkUA©ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_1.S7-CPU 1.Proqrams.Data_from_CPU_2.Count_CPU2 CountCPU2
6 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_1.S7-CPU 1.Proqrams.Data_from_CPU_2.CounterValue_CPU2 CounterValue CPU2
7 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_1.S7-CPU 1.Proqrams.Data_from_CPU2.MaxNo_CPU2 MaxNo_CPU2
8 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_1.S7-CPU 1.Proqrams.Data_from_CPU__2.MinNo_CPU2 MinNo_CPU2
9 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_2.S7-CPU 2.Proqrams.CounterData.Count Count
10 BHLinkUA©ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_2.S7-CPU 2.Proqrams.CounterData.CounterValue CounterValue
11 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_2.S7-CPU 2.Proqrams.CounterData.MaxNo MaxNo
12 BHLinkUA©ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_2.S7-CPU 2.Proqrams.CounterData.MinNo MinNo
13 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_2.S7-CPU 2.Proqrams.Data_from_CPU1.Count_CPU1 Count_CPU1
14 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_2.S7-CPU 2.Proqrams.Data_from_CPU__1.CounterValue_CPU1 CounterValue_CPU1
15 BHLinkUA©ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_2.S7-CPU 2.Proqrams.Data_from_CPU1.MaxNo_CPU1 MaxNo_CPU1
16 BHLinkUA@ibhlinkua_sc NS4IStrinqlS7300/ET200M-Station_2.S7-CPU 2.Proqrams.Data_from_CPU__1.MinNo_CPU1 MinNo_CPU1

Data Access View 

Display Name Value Datatype Source Timestamp I Server Timestamp Statuscode
1 Count true Boollean 16:33:39.574 16:33:39,673 Good
2 CounterValue 2584 Int16 17:43:52.650 17:43:52.899 Good
3 MaxNo 8000 Int16 16:33:43.575 16:33:43,927 Good
4 MinNo 50 Int16 16:34:57.975 16:34:58.209 Good
5 Count_CPU2 true B ool ea n 16:33:48,016 16:33:50.930 Good
6 CounterValue_CPU2 2026 Int16 17.43:52,456 17.43:52.650 Good
7 MaxNo CPU2 9000 Int16 16:34:39,031 16:34:39.201 G °ad

MinNo _-CPU2 100 Int16 16:33:59,830 16:34:00.435 Good
9 Count true Boclean 16:34:12,415 16:34:12,441 Good
10 CounterValue 3129 Int16 17:43:52,650 17:43:52.899 Good
11 MaxNo 9000 Int16 16:34:38.430 16:34:38,451 Good
12 Minila Int16 16:34:17,874 16134:17.942 Good
13 Count_CPU1 true Boclean 16:34:23,663 16:34:24,194 Good
14 CounterValue CPU1 413.5 Int16 17:43:52.456 17:43:52.650 Good
15 MaxNo CPU1- 8000 Int16 16:34:26.168 16:34:26.696 Good
16 MinNoCPU1 50 Int16 16:34:59.062 16:34:59.209 Good

2xCPU 300 TIA 16e ► ► Program blocks ► CounterData [DB2] il X _ 

gr 2= Keep actual values 'ja Snapshot Lß 9, pshots Copy sna ►to startvalues la. Ca. 

CounterData.  ]

Name Data type Offset Start value Monitor value Comment [ 

1 -V Static 

2 •EM • Count 0.0 0 TRUE II Counter is counting 

3 •l • CounteNalue 2.0 0 4956 II Counter Value 

4 <EI • MinNo 4.0 100 50 II rninirnum counter reading (number) 

5 <EI • MaxNo 6.0 10000 8000 maximum counter reading (number) 

2xCPU 300 TIA 16e ► S7-CPU 1 [CPU 3121 ► Program blocks ► Data_froin_CPU_21D85] — 

mor 1 
ee 

Data_from_CPU_2 

Keep actual values g Snapshot Iciet Copy snapshots to startvalues 16. e. 

Name 

Static

Datatype- Offset Start value

2 Count_CPU2 Bool rzi 0.0 0

3 -elf • CounteNalue_CPU2 Int 2.0 0

4 -elf • MinNo_CPU2 Int 4.0 100

5 -elf • MaxNo_CPU2 Int 6.0 10000

Monitor value 

TRUE

13068 

100 

9000 

cnn-,......nt 

Counter is counting from CPU2 

Counter Value from CPU2 

minimum counter reading (number) from CPU2 

maximum counter reading (number) from CPU2 
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10.5.1 Status data blocks S7-CPU 1 and S7-CPU 2 

In the program of the CPUs, the OPC-tags are displayed in the data 

blocks.

S7-CPU 1 data block CounterData [DB2]

S7-CPU 1 data block Data_from_CPU_2 [DB5]



eitraostassirerrareelleiliMe 1 L Program 61ecks L CounterData [DB2] — • • X 

IPI te EE 
CounterData 

Name

Keep actual velues 

Date type

• G 8nepshot Cop 

Offset Start value

snepshots to steil values Irr  , 

Manitcrn e — Comment

1 Static

2 -en • Count Beul 0 0.0 0 TRUE Counter is counting

3 .ZU • CounterValue Int 2.0 0 735 Counter Value

4 •‘n • MinNo Int 4.0 100 100 minimum counter reading (number)

5 -en • MaxNo Int 6.0 10000 9000 maximum counter reading (number)

2xCPU 300 TIA 16e e. S7-CPU 2 [CPU 312] Program Blocks k Data_from_CPU _1 [DB5] — • X 

e;e1141ErEE1 Keep actual value5 

CData_from_CPU_ 
Name Data type

Snapshot 

Offset IStartvalue

Copy malpenn to starr value5 e. 

I Monitor value Cornment

1 1121 Static

-CI Count_CPU1 Bool 3 0.0 0 I TRUE Counteris counting from CPU1

1:3 CounterValue_CPU1 Int 2.0 0 189 Counter ',Aue from CPU1

hilinNo_CPU1 Int 4.0 100 50 minimum counter reading (number) from CNA

13 • MaxNo_CPU1 Int 6.0 10000 8000 maximum counter reading (number) from CPU1

1BHLink S'33+ 

0 iä 

r 

X 

10.0.13.25/index_en.html 

IIIIIIIIJHsoftec IBHLink S7++ 

Authentication Required - Mczilla Firefox 

O 

Home LCinfiquration L Diagnostics 1 Change Password 

1BH Link S71. configuration 

Weerfelden1Tel.: +49 61966 3001 1 Fax: +49 6066 3074 1 infogbhsoftec.com 

http7/10.0.13.25 Is requerting your username and password. 

lhe says "IBHLink S7++" 

User Name admin 

Password admm 

Cancel 

•1111314mt 

e tit 10.0.13.25/passwten.html tr 

C E 

oru 

111111111illsoftec IBHLink ST++ 

Horne I Confereti oft I Diagnoalice I Qbatr 

ad In 
Peenwra • 

• Repen pas6wora 

co e 0 et sä 

!ZU 

10Heoflec GmbH 'Turmalt 7764703 Oterzent/Beerfelden I Tel. 60:13 I I Fe 9 81:66 3074 I info@iblieollec can 
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S7-CPU 2 data block CounterData [DB2]

S7-CPU 2 data block Data_from_CPU_1 [DB5]

10.5.2 IBH Link S7 ++ web server 

The IBH Link S7 ++ web server offers further diagnostic options. 

The IP address (http://10.0.13.25) opens the web browser window.

The Configuration page is opened with 

User Name and Password.

IBH Link S7 ++ change Password

For more safety in the 

Network change the 

Password.



IBH Link UA 
IP Address 
10.0.13.14 

IP Address 
10.0.13.91 

IP Address 
10.0.13.90 Ethernet Bus 
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11 IBH Link UA – Data exchange between a CPU 1500 
and a CPU 1200

The following example shows the creation of a project with the 

connection of a CPU 1500 to a CPU 1200 via IBH Link UA.

11.1 Example with STEP 7 - TIA Portal

The following example shows the creation of a project with the STEP 

7 – TIA Portal with the connection of the CPU 1500, the CPU 1200 

and the IBH Link UA using an Ethernet connection. 

The CPU 1500 and the CPU 1200 contain programs that count to a 

value until MaxValue is reached. Then the value is counted down 

until MinValue is reached. This is repeated continuously. The 

numerical values for MaxValue, MinValue, the current Value and 

whether counting (CounterON) is exchanged by the two CPUs.

IP addresses of the devices used

Device IP address

IBH Link UA [Control Level] 10.0.13.89

CPU 1511-1 PN 10.0.13.90

CPU 1211C DC/DC/DC 10.0.13.91

Based on the MAC address printed on the housing, the IP addresses 

were assigned to the CPU 1511-1 PN and the CPU 1211C 

DC/DC/DC.

11.1.1 PLC_1500 [CPU 1511-1 PN] 

The program for the PLC_1500 contains the data block 

CounterValues1500 [DB5]. This data is sent to the PLC_1200.



4k

General

General 

Information 

Time stamps 

Compilation 

Proteaion 

e 

0 1 d th t t l t 

I>

Attributes 

❑ Only surre In lo ad memery 

3 Data block write-protected jr the device 

[Q Optimized bleck access um-nark 

Data block access ible form OPC UA 

In,  Da, block accessible via web server 

1111 

(01210).

CI14-1( Cancel 

CPU1500 - CPU1200 TIA 16e r PLC 1500 [CPU 1511-1 Nj —W M% 

- 1131310gy il 111/ NetWOrk 

PLC1500 [CPU 1511-1 P111 'WL] 1]I qt

aalt @ 

Genera 0 tag 

I General 

I PROFINET interlace 1, 11 p

cycle 

Communication load 

System and clock memory 

I System diagnestics 

I Webserver 

Displey 

Userinterlace la rigUe g es 

Time of der 

L Proteclign & 5 ecu 

Accese 

ec rri 

I System power supply 

3 4 5 5 7 II EIS 

II I 
Po e e Diagnostics 

System constants 

Connection mechanisms 

(merk 

p g  Permit eccess with FUT/6E1r communication fro3 
remote perbier 

EI PLC 1500 [CPU 1511-1 PN] 

Device configuration 

dou hie-click) 
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The data block (FromPLC1200 [DB10]) holds the data coming from 

the PLC_1200. The variables of these data blocks are defined as 

OPC tags.

Data block properties dialog box

11.1.2 CPU 1500 Configuration 

Double-clicking on Device configuration 

opens the Device view window.

Activate S7 communication - GET and PUT (Permit access via  

PUT / GET communication from remote partner).

Note:

The data blocks CounterValues1500 [DB5], and FromPLC1200 

[DB10] must not have Optimized block access.

The IBH Link UA – OPC UA Server cannot access data blocks 

[DB] variables in an optimized data block of an S7-1500 CPU.

Note: 

The GET / PUT communication function is not 

automatically activated in the program of a CPU1500 V4.0.



PLC 1 500 [CPU 1511-1 FM] 

Ra il_13 

n.4)°';
1171=> 

QY(.'
Change device 

2 Go to topologyview 
bib Go to network.view 

Compile 
Downloed to device 

jd Go online 

Go offline 

J online & diagnostics 
Assign device name 

rr Properties Info ij Diagnostics 

General 10 tags System constants Texts 

General 

Project information 

Catalog information 

Identification & Maintenance 

PROFINET interface [X1] 

General 
mark 

Time-of-day synchronization 

Operating mode 

Advanced options 

Web server access 

Startup 

Cycle 

Communication load 

System and clock memory 

System diagnostics 
urther setti 

Ethernet add esses 

Interface networked with 

IP protoco 

ngs are 
Web server default settings 

Ci=0 
Subnet: PNIIE_1 

1 _wAdd new subnet 
(duck), " 

® Set IP address in the project IP-Address 
CPU 1511-1 PN 

IP address: 10 . 0 13 .90 

Subnet mask: 255 . 255 . 255 . 0 

n Use router 

Adress: 

n IP address is set directiv at the device 

CPU 1500 - CPU 1200 TIA 16e 1 PLC 1500 [CPU 1511-1 PN] 

Topelegy view 

LLI 

34. Export module labeling strips.-. 

Properties Alt+Enter 

Ctrl+K 

Ctrl+D 

ji-eij Network view 

137 
Hardware and software (only changes) 
Hardware (only changes) 
Hardware (rebuild all) 

Software (only changes) 
Software (rebuild all) 
Software (reset memory reserve) 
ZM 

r Device viewr 

GED 
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The required IP address has been specified in the opened field 

Properties / PLC 1500 [CPU 1511-1 PN] / Ethernet addresses. 

In the example, the IP address of the CPU is 10.0.13.90 (other CPUs 

can have a different address). The Ethernet connection is direct 

without a router.

11.1.3 Compile the PLC program and load it into the CPU 

The software and hardware are compiled with the command from the 

context menu.

Warnings can be ignored.

Load hardware and software into the CPU 

With the command Download to device / Hardware and software 

(only changes) from the context menu, the software and the 

hardware configuration are loaded into the device.



CPU1500 - CPU1200 TIA 16e PLC1500 [CPU 1511-1 PNI B X 

Topology view LEL Network view 

PLC 1500 [CM-11511-1 PH] • gr EA U] q.± 

0 

Ra ;1_0 
il

°Q-
C G=33 

Change device 

Online status information: 

Go to topologyview 

EL Go to networkview 

Compile 

Download to device 

Go online Ctrl+K 

lie Go offline Ctrl+M 

Online & diagnostics Ctrl+D 

Assign device name 

3. Exportmodule labeling 

gr t Properties Alt+Enter 

Configured access nodes of "PLC 1500" 

Device Device type — 

PLC 1500 CPU 1511-1 PN 1X1 PN/IE 10.0.13.90 

15 za 

Device viewY 

Hardware and software (only changes) 

Hardware configuration 

Software (only changes) 

Software (all) 

421/33 

Slot Interfacetype I Address Subnet 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

1 st gateway: 

Select target device: 

De. ice 

e_PNIIE 

lf» Realtek PCIe GbE Family Controller 

PN/IE_1 

PN/IE_1 

(open l select 

(open! 11 select 

Show devices with the same addresses 

Interface type lAddress Target device 

PNIIE Access address — 

(tonfirm* 
Start search 

n Display only error messages 

Loao Cancel 

n e own oa o ewce x 

Configured access nodes of "PLC 1500" 

Device Device type 

PLC 1500 CPU 1511-1 PN 1X1 PN/IE 10.0.13.90 

Slot Interface type Address 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

1st gateway: 

Select target des ce: 

e_PNIIE 

lf» Realtek PCIe GbE Family Controller • 
PN/IE_1 

Subnet

PN/lE21 

Device Device type Interface type 

PLC_1500 CPU 1511-1 PN PN/IE • 10.0.13.90 

PN/IE Access address 

e5 

Show devices with the same addresses • 
Address Target device 

1 
Flash LED 

PLC_1500 

Start search 

Online status information: D Display only error messages 

0 Scan completed. 1 compatible devices of 1 accessible devices foun 

Retrieving device information... 

ra Scan and information retrieval completed. 

(tonfirm
Cancel 
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The load command opens the dialog window to set the interface for 

the device. Connection to interface/subnet PN/IE1 must be 

selected.

The successful search is displayed



oa preview 'X 

e Check before loading 

Status ! Target Massage 

e - PLC 1500 

toad - results 

Reedyfor loading. 

• Protection Protection from unauthorired access 

Devices connected to an enterprise network or directlyto the 
Internet must be appropriately protected against uneuthorized 
access, e.g. by use of iirewalls and network segmentation. For 
more information about industrial security, pleese visit 
http://www.siemens.com/industrielsecurity 

► Device configurati... Delete and replace system data in target 

Software 

Action, 

Load 'PLC 1500' 

Download to device 

Download software to device Consistent download 

Additional inform... There are differentes between the settings for the project and the. g Overwrite all 

Text libraries Download all alarm texts and text list texts to device Consistent downloaiiir 

Status and actions alter downloading to device 

Status Target Message 
lr e - PLC 1500 Downloading to device campleted with out error. 

I Start modules Start modules after downloeding to device. 

tonfirm 

CPU1500 - CPU1200 TIA 16e ► PLC 1200 [CPU 1211C DCIDCIDC] e X 

Bi r Topologyview Ijä Network view n ' tDeviceview

PLC 1200 [CPU 1211C] 

Rack_O 

L Gene ra n 

► General 
► PROFINET Interface [X1) 
► DI 61DQ 4 

103 102 101 

doll -eile 

unmks 

15 Propertieg 

1110 tags System constants 

Time of clay 

E Protection &Security3 

Access I evel 

at 

. i.;tnfo 3jItiiDiagnostics 

Texts 

Connection mechanisms 

mark 

Permit access with PUTiGET communication from 
rernote partner 

(co nfirm› 
, 

Refresh 

LQ.d

Action 
Loed 'PLC 1500' 

No action 

Finish Lo8d Cancel 

PLC. 121:1=1 [CPU 1211C DC/DC/DC] 

D ce,!;:unfi n 

Certificate manager
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A preview of the download is displayed. 

The download process requires several confirmations of messages.

Finish loading

11.2 Configuration of the CPU 1200

Double-clicking on Device configuration 

opens the Device view window.

Activate S7 communication - GET and PUT (Permit access via  

PUT / GET communication from remote partner).

Note: 

The GET / PUT function is not 

automatically activated in the 

program of a CPU1200.



1,111c ' 1,-11IiITTIT, fli 

General 

General 

22z., Properties Info 4) Diagnostics 

lO tags System constants Texts 

Project information 

Catalog information 

Identification &Maintenance 

F PROFINET Interface [X1] 1 

General 
mark 

Time synchronization 

Operating mode 

Advanced options 

Web server access 

DI GlIDQ 4 

Al 2 

High speed counters (HOC) 

/ Pulse generators (PTO/PWM) 

Sta rtup further 

Cycle 

Ethernet addresses 

Interface networked with 

IP protocol 

settings are 
settings default 

(dick)." 

mark 

Add new subnet 

• Set IP address in the 

openiselect 

IP-Addresa project 
CPU 1211C 

IP address: 10 0 13 91

Subnet mesk: 

Us e router 

1

Router address:

255 

0 .

255 

0

255 

0

0 
aet 

. o

0  IP address is set directly atthe device 

CPU1500 - CPU1200 TIA 16e PLC 1200 [CPU 1211 C DC/DC/DC] ii _ 
Topology view Network view IIIY Device view 

it tu 1200 [CPU 1211C1I- 121 gg 

rr 
right clic 

310111.1. 

Change device 

j Go to topologyview 
Go to networkview 

1=1: 1 
Download to device 

jff Go online 
80 Go offline 
,jR  Online & diagnostics 

Assign device name 

Export module labeling strips... 

Properties Alt+Enter 

Ctrl+K 
Ctrl+M 
Ctrl+D 

Hardware and software (only changes) 
Hardware (only changes) 
Hardware (rebuild all) 
Software (only changes) 
Software (rebuild all) 
Software (reset memory reserve) 

CPU1500 - CPU1200 TIA 16e I PLC 1200 [CPU 1211 C DC/DC/DC) — ä X 

Topology view figh Network view Device view 

gt ;(PLC 1200 [CPU 1211C] 

- 

Rack_O 

11 

1112121 g± 

right ehe 

Change device 

ir Go to topologyview 
Co to nctwork view 

Compile 
Download to device 
Go online 
Go offline 

J Online & diagnostics 
"LM Assign device name 

31 Export module labeling strips... 

Properties Alt+Enter 

Ctrl+K 
Ctrl+M 
Ctrl+D 

Hardware and software (only changes) 
Hardware conliguration 
Software (orill. changes) 
Software (all) 
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The required IP address has been specified in the opened 

Properties / PLC 1200 [CPU 1211C DC/DC/DC] / Ethernet 

addresses field. In the example, the IP address of the CPU is 

10.0.13.91 (other CPUs can have a different address). The Ethernet 

connection is direct without a router.

11.2.1 Compile the PLC program and load it into the CPU 

The software and hardware are compiled with the command from the 

context menu.

Warnings can be ignored.

Load hardware and software into the CPU 

With the command Download to device / Hardware and software 

(only changes) from the context menu, the software and the 

hardware configuration are loaded into the device.



2 

xten.e. download to device X 

Configured access nodes of "PLC 1200" 

Device 

PLC 1200 

Devicetype Slot Interface type Address 

CPU 1211 C DGD... 1 X1 PN/IE 10.0.13.91 

Type of the PG/PC interface: PNIIE 

Subnet 

PN/IE_1 

open I select 

PG/PC interface: l Realtek PCIe GbE Famil Controller 

Connection to interface/subnet: 

1 st gateway: 

PN/IE_1 

(open 1 select)4e,„

Select target device: Show devices wich the same addresses 

Device Devicetype Interface type Address Targetdevice 

131 111: Access address 

FI.33h LED 

Online status information: 

Exten e 'own oa' to evice 

11111D Flash LED 

Online status information: 

Configured access nodes of "PLC 1200" 

Device Device type Slot 

PLC 1200 CPU 1211C DGD... 1X1 

Type of the PG/PC interface: 

PG/PC interface: 

Connection to interface/subnet: 

st gateway: 

Select target device: 

Interface type 

PN/IE 

PNIIE 

(c°11firrn>,L Start search 

0 Display only error messages 

Address 

10.0.13.91 

Realtek PCIe GbE Family Controller 

PN/IE_1 

9.9

Cancel 

Subnet

PN/IE_1 

• 

Show devices with the same addresse5 

De,ice Device type Interface type 'Address Target device 

PLC_1200 CPU 1211C DGD_ PN/IE 10.0.13.91 PLC_1200 

PN/IE Access address 

Scan completed. 1 compatible devices of 1 accessible devices foun 

Retrieving device information... 

Scan and information retrieval completed. 

e Check before loading 

Status Target Message Action 

Start search 

0 Display only error messages 

(tonfirm 
Load Cancel 

43 ces — PLC 1200 Ready for loading. 

• Protection Protection from unauthorized access 

Devices connected to an enterprise network or directlyto the 
internet must be appropriately protected against unauthorized 
access, e.g. by use of firewalls and network segmentation. For 
more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity 

Load 'PLC 1200' 

Device configurati... Delete and replace system data in target Download to device 

Software Download software to device Consistent download 

Q 1 Additional inform... There are differentes between the settings for the project and the. g Overwrite all 

Text libraries Download all alarrn texts and text list texts to device Consistent download 

conzirm 

Ref re s h 

Load Cancel 
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The download command opens the dialog window to set the interface 

for the device. Connection to interface/subnet PN/IE1 must be 

selected.

The successful search is displayed

A preview of the download is displayed. 

The download process requires several confirmations of messages.



oa -reau s 

@ Status and actions after downloading to device 

Status ! Target 

›, Start modules Start modules after downloading to device. 

• 

new evice 

Demice narre: 

OPC UA Server 

1 
Controllers 

HMI 

enter 

PC systems A 
p(click) 

Open device view 

PC systems 

h PC general 

h E  Industrial PCs 

h Ei  SIMATIC S7 Open Controller 

► SIMATIC S7 Embedded Controller 

► SINIUMERIK operator components 

I. Ei SIMATIC Controller Application 

h rPw. SIMATICHMI application 

User applications 

, 77) • 
Application 

select 

confirm 

Device: 

Load 'PLC 1200' 

No action 

Finish Cancel 

Artide no.: 

Version: 

Description: 

OPC server for the DP, FDL, S7 (between different 
subnets), 37 alarms, ISOJTCP, SNMP, DP master 
dass 2, PROFINETIO, SIMATIC NET PC software 
V8.2 . 

Add new device , 
9P.(double-click> 

OPC 
Serve 

OPC server 

OPC Server 

SW V8.2 ... 

open 1 select 

CPU1500 - CPU1200 TIA 16e k IBH Link UA ISIMATIC PC station]. 

Top olcsy view Network view Device view 

f —raNE rtu Lid 1131-1Link IJA[SIMATIC PC State- ! 

is inseried' 

SIMATIC PC Station 

(confirmf)„.si.
OK 

Options 

Cat a log 

lg Filter 

► I PC general 

I Cancel

E► 

IZ 
• I ui I 

► SIMATIC Controller Application 

► e SIMATIC HMI application 

► User applications 

Communications modules 

PROFINIETIEthernet 

► CP1604 

► CP1625 

► CP1628 

E general 

) PROFIBUS 

double-clsek)

Message Action 
A - PLC 1200 Downloading to device completed without error. 
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Finish loading

11.3 Insert IBH Link UA as an SIMATIC PC station

Double-click Add new device to select PC 

systems, User application, OPC server.

Insert communication module in the IBH Link UA



CPU1500 - CPU1200 TI A 16e lr IBH Link U [SIMATIC PC station] X 

PC-System _l [SIMATIC PC Sta 

SIMATIC PC station 

CM3 

1 

+9' 

Topology view 

rtJLEi i ..± 

,4-"gr
••,.(` 

FY; 

0 

Ca= 10 tags System COtIStants Texts 

General 

Catalog information 

Identification & Maintenance 

PROFINET interface [X1] 

General 

Options 
merk 

v Advanced options 

Interface options 

Port [X1 P1] 

General 

Port interconnection 

OPC configuration 

Ethernet addresses 

e, Network view fit Device view 

o,, Proporties Info Diagnostics 

Interface networked with (cppen I select 

ISO protocol 

Use 130 protocol 

IP protocol 

_Ute IP protocol 

Cubnet: 

address: 

IP address: 

Subnet rnask: 

Router address: 

P1,1/1E_1 

Add new subnet 

'91Ptack 

08 -00 -06 -01 -00 -00i 

IP-Address 
IBH Link UA 

10 0 . 13 . 89 1 'Center) 

255. 255 . 255 . 0 

USC router 

0 0 . 0 0 

CPU15 CO PU1200 TIA 16e > IBH Link UM SIMATIC PC stationl _ > :: 

e Topology view 1 Network view IU Device view 

,,.1- BH Link UA [SIMATIC PC Stati v -L ei 4 tij __L, c1,-.4: 

0,
,g' -•

,s' Grunz) 
,e,' 

s.., Change device 

, X Cut Ctrl+X 
mMATIC PC station IIMP re -lCopy Ctrl+C 

Unpack addresses 

_ 

Deviroceo:erview 

Module Index JType Articie no, = Software or __ Comment 

1 OPC5erver OPC Server OPC UA Server V6.2.0 

v Interface Link UA V8.2.0 2 IE general IE CP 

T PROFIMET interface 2 X1 PROFIMET interface M 
Port_1 2X1 P1 Fort

1 

EMZE I Hardware 
Download to device I. 

1 Go online Ctrl+K 

irl Go offline Ctrl+M 

31. Exportmodule labeling strips... Software (rebuild all) 

and software (only changes) 

Hardware (only changes) 

Hardware (rebuild all) 

Software (only changes) -C12123

rj, Properties Alt+Enter 

,—..." 

Software (reset memoryreserve) 
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Define communication module properties

Compiling the hardware of the communication module

Note:
The communication module must be inserted in Slot 2 / Index 2. 

The IBH Link UA expects the communication interface in Slot 2 / 

Index 2.



CPU1500 - CPU1200 TIA 16e 1> Devices & networks @ X 

r e. Network Connections 

1-1 MMIMIA 

PLC 1500 

CPU 1511-1 PN 

I PNIIE_1 

open i select

HMI connection 
E-mail connection 
POL connection 
ISO connection 
ISO-on-TCP connection 
PtP connection 
S7 co nnection 
TCP connection. A3211D 
UDP connection 

Topology view 

12 ± 

1 
Drag 8, Drop 

CPU1500 - CPU1200 TIA 16e Devices & networks 

Network overview Connections 

J Local connection n me Local end point 

IBH Link UA 

SIMATIC PC Stat... 

OFC 

Server 1 

Network view 

Drag 8. Drop 

Topology view Network view RT Device view 

VO communication VPN TeleControl 

Local ID (hex) Partner ID (hex) 'Partner Connection type 

7_Connection_1 j OPC UA Server [OPC Server] S7_Connection, 100 rg Ei PLC 1500 [CPU 1511-1 PN] S7 connection 

mark S7_Connecflon, 

S7_Connection_2 

S7_Connection_2 

General 

Local 

Special connection properties 

Address details 

OPC 

10 tags 

ark 

EI PLC 1500 [CPU 1511-1 PN] 100 S7_Connection, OPCUAServer [OPC Server] S7 connection 

OPC UA Server [OPC Server, S7_Connection_2 100 EI PLC 1200 [CPU 1211C DCIDC... S7 connection 

PLC 1200 [CPU 1211 C DGD... 100 S7_Connection_2 OPC UA Server [OPC Server] S7 connection 

System constants 

General  

Connection 

E, 
Connection path 

I ft
Texts 

End point: 

Interface: 

Interface type: 

Local 

OPC 
Sener 

OPC UA Server [OPC Server] 

Interface Link UA.. PROFINET interface[X1 

Ethernet 

Properties Ih), Info Diagnostics 

Subnetz PNIIE_1 

Address: r10.0.13.89 
IP-Address 
IBH Link UA 

Find connection path 

Partner 

PLC 1500 [CPU 1511-1 PN] 

PLC 1500, PROFINET interface,X, 

Ethernet 

PNIIE_1 

10.0.13.901 
IP-Address 

CPU 1511-1 PN 

PLC 1200 

CPU 1211C 

EI Device view 

Drag & Drop 

L g Properties .1.1.1tifo /.1 Diagnostic, 

General IO tags System constants Texts 

General 

Local ID 

Special connection properties 

Address details 

mark 

OPC  

Connection establishment 

Establish connection an demand (access to tag) 

Maimain connection permanently 

Alarms 

Default priorityfor alarms2 500 

Recei, bloc, and .s.yinbol-related alanyis 

Recei, diagnOStiCS alarms 

Other parameters 

Optimize write access 

171 Optimize read access 

0 Automatic reset of S7 password for block access 

All settings 
are preset 

_ lmmediate response when interrupted connection is detected 

o Disconnect automatically after 0 

Timeout during connection establishment 115000 

Job timeout 

Maximum number of parallel network jobs 

PDU size 

15000 

2 

240 Byte 

ms 
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11.3.1 Establish an S7 connection from the OPC server to the 
PLC 1200 and PLC 1500 

The S7 connection is established via the drag and drop from the 

OPC server to the PLC 1200 and PLC 1500.

PLC 1500 – S7_Connection_1 is displayed



CPU1500 - CPU1200 TIA 16e - X 

Topology view Network view Device view 

Network overview Connections 1 II 1/0 communication VPN TeleControl 

Local connection name I Local end point I Local ID (hex) artner ID (hex) Partner TConnection type 

(... 

57_Connection_1 

S7_Connection, 

OPC UA Server [OPC Server) 

PLC 1500 [CPU 1511-1 PN] 

57_Connection_1 

100 

100 • PLC 1500 [CPU 1511-1 PN, S7 connection 

S7_Connection, OPC UA Server [OPC Server, S7 connection 

7_Connection_2 OPC UA Server [OPC Server] 37_Connection_2 jej 100 PLC 1200 [CPU 1211C DC... S7 connection 

W_Connecfion_2 ri PLC 1200 [CPU 1211C DGD_ 100 7_Connection_2 OPC UA Server [OPC Server] S7 connection 

Properties IN Info II Diagnostics 

eneral 10 tags System constants Texts 

mark 
Local lD 

Special connection properries 

Address details 

OPC 

r 

General  

Connection 

Grine: 

Connection path 
Local 

OPC 
Sener 

End point: 

Interface: 

Interface type: 

Subnetz 

ä 

OPC UA Server [OPC Server] A
Interface Link UA. PROFINET interface,X1.

Ethernet 

PNIIE_1 

Address: I 10.0.13.89  
IP-Address 
IM Link UA 

Find connection path 

Partner 

PLC 1200 [CPU 1211 C D,DCIDC] 

PLC 1200, PROFINET Interface 1,X1 PN(LAN), 

Ethernet 

PAI/1,1 

10.0.13.91 
IP-Address 
CPU 1211C 

Properti fo y.j Diagnostics 

General  10 tags System constants Texts 

General 

Local lD 

Special connection properties 

Address details 

mark 

OPC  

Connection establishment 

Establish connection an demand (access to tag) 

Maimain connection permanently 

Alarms 

Default priority for alarms: 500 

Receive block and symbol-related &arm, 

Receive diagnostics 

own Inne ,tai, 

Other parameters 

Optimize write access 

Optimize read access 

D Automatic reset of S7 password for block access 

Immediate response when interrupted connection is detected 

All settings 
are preset 

D Disconne ct a utomati ca I ly after 

Timeout during connection establishment 

Job timeout 

Maximum number of parallel network jobs 

PDU size 

CPU1500 - CPU1200 TIA 16e . IBH Link UA [SIMATIC PC station] 

AR I61-1 Link UA [SIMATIC PC 

S I MATIC PC station 

j General 10 tags 

General 

DP 

DP master dass 2 

FDL 

•• S7 

OPC symbols. 

OPC alarms 

OPC program alarms ma... 

mark 

jTopology view 

stal  rät rjr : 21j 

Network view Device vieZ3-1 

tlOuble-CIIC 

O 

Properties 1 I Info I) Diagnostics

System constants 

OPC symbols 

• 

None 

All 

conligured 
mark 

Texts 

Configuring...

Field elements visible during runtime 

dick 

0 zi
15000 MS 

15000 

2 

240 Byte I v 
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PLC 1200 – S7_Connection_2 is displayed

11.4 Select OPC tags in the OPC configuration



eälJaäriälua.u.u.
Symbol selector

3 CPU1500 - CPU1200 TIA 16e Name Data type Address Visible Connection Access EU Lo

SIPLC 1500 
mark

CounterON _1 500 , Bool %M0.1 False 57_Connection_1 None' 0

Max_1500 
mark

Bool %M2.0 Z  False 57_Connection_1 None

Program blocks a"Min_1500 Bool _._%M2.1 tFalse 57_Connection_1 None 0

CounterData1500 IsCounting_1500 Bool J.2.2 BFalse 57_Connection_1 None I0

FromPLC1200 Down_1500 Bool I%M2.5 _Wabe 57_Connection_1 None

:11PLC 1200 Up_1500 Bool I%M2.6 1 . -False 57_Connection_1 None pffl
Value_1500 Int %MW12 False 57_Connection_1 None

Elements with active brauch 

Symbols: 0 

CSV Import! Export 

Importfile Export fite 

Access path 

Eli evrisible Access right: 

deselected 
Connection: 

CPU1500 - CPU1 200 TIA16e.571500/ET2OOMP station_1.PLC 1500 

Symbol contiguration 

Symbol selector 1 
CPU1500 - CPU1200 TIA 16e Name 1Data type I Address iVisible Connection 7 Access EU La 

PLC 1500 CounterDatal SOO Block_DB %DB2 True S7_Connectionir ReadWrite 0 

Read 
Write 
ReadWrite 
None 

@pes / select 

S7_Connection_1 M 

Low limit: High limit: 

0.00000000000 0.00000000000 

OK Cancel 

PLC tags FromPLC1200 Block_DB %DB10 True 

Program blocks 

CounterData1500 

FromPLC1200 

mark all 
57_ConnectionjI ReadWrite 0 

PLC 1200 Read 
Write 

112=1 
None 

El ements with active branch Access right: Er1=15 • %/isible 

,,b013‚ selected 
@pes/ aelect 

Connection: S7_Connection_1 r4-1 

CSV Import! Export Low limit: High limit 

Importfile Exportfile 0.00000000000 

Access path 

CPU1500 - CPU1 200 TIA16e.571500/ET2OOMP station_1.PLC 1500 

0.00000000000 

confirm 

OK Cancel 

11211 
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The Configure button opens the Symbol configuration dialog box, in 

which the data defined in the data blocks can be selected as OPC 

tags. 

The read / write, etc. access rights can be assigned to the individual 

OPC tags.

OPC-Tags PLC 1500 

Deselected tags – PLC 1500, Standard tag table (Global variables). 

These tags are not used as OPC tags in the example.

Selected tags – PLC 1500, Program blocks 

The data of the program blocks CounterValues1500 [DB5], and 

FromPLC1200 [DB10] is defined as OPC tags.



► 

1 

ym o con iguration 

Symbol selector •
- CPU1500 - CPU1200 TIR 16e Name Data type Address Visible Connection !Access EU Lo

► PLC 1500 CounterON_1200 1 Bool %M0.14 True V7_Connection_2 ReadWrit

PLC 1200 Max_1200 Bool %M2.0= True V7_Connection_2 ReadlWrite l

Min_1200 Bool %M2.11 True 1- 57_Connection_2 ReadWriteeffl

Program blocks IsCounting_1200 Bool %M2.21 True 57_Connection_2 ReadWrite! 0

CounterData1200 Down_1200 Bool %M2.5 True 57_Connection_2 ReadWritel 0

FromPLC1500 Up_1 200 Bool %M2.6 True ._37_Connection_2 ReadWrite(.

Value_1200 Int %MW12 True IS7_Connection_2 ReadWriteM

RetBit_1200 Bool %M2.3 True IS7_Connection_2 ReadWriteM

Read 
Write 

Elements with active branch 

Symbols: 

CSV Import! Export 

Importfile 

Access path 

CPU1500 - CPU1200 TIA. 16e.57-1200 station_1.PLC 1200 

0 

Exportfile 

Symbol selector 

CPU1500 - CPU1200 11,16e 

► PLC 1500 

•••• PLC 1200 

--' PLC ta gs „, 
CounterData1200 

FromPLC1500 
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Importfile 
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OK Cancel 
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CounterData1200 1 Block_DB %DB2 True • 37_Connection_2 ReadWrite 0 
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8 

Exportfile 
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CPU1500 - CPU1200 fiA 16e ► IBH Link UA [SIMATIC PC station] 
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OPC-Tags PLC 1200 

Deselected tags – PLC 1200, Standard tag table (Global variables). 

These tags are not used as OPC tags in the example.

Selected tags – PLC 1200, Program blocks 

The data of the program blocks CounterValues1200 [DB5], and 

FromPLC1500 [DB10] is defined as OPC tags.

Compile the configuration of the OPC server
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Load configuration of the OPC server into IBH Link UA

The settings are to be made according to the screen shots in the 

Extended download to device dialog box. 

The interface search was successful. 

A check is carried out prior loading.
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Message Go to Date I Tirne
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► Slot 2 
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The steps of the successful loading process are displayed as info.

Successful loading is indicated in the IBH Link UA.

11.4.1 IBH Link UA browser window Siemens slots. 

The CPU with the OPC tags is displayed in the Siemens Slots 

browser window.
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r Network Configuration 
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Subnet mask 
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10.0.13.89/?_./opc_client * 
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10.0.13.89 

255.255.255.0 

OPC ut ic Logout Update password 

Connected Servers 

Add Server I Add variable to read 1 Connect variable 1 X 1 01 c,

IM CD 0 0 E 

single 
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11.5 Define the OPC UA server for the data exchange

For data exchange between the PLCs (PLC 1500 and PLC 1200) 

the IBH Link UA provides the OPC UA server for the data 

exchange. The OPC server lists the OPC tags that are defined in the 

PLC’s (PLC 1500 and PLC 1200). 

The server for the data exchange is specified in the IBH Link UA web 

browser window OPC Client.

The required endpoint URL can be copied from the IBH Link UA 

web browser window network / control level.

The IBH Link UA - OPC UA Server has the Endpoint URL: 

opc.tcp: // ibhlinkua_sc: 48010 

If no name server (DNS server) is available, the absolute IP 

address of the IBH Link UA / control level must be used as the 

endpoint URL. The absolute endpoint URL would then be: 

opc.tcp: //10.0.13.89: 48010 

The endpoint URL can be copied into the IBH Link UA web browser 

window / network / control level.

Add server

The copied endpoint URL opc.tcp: // ibhlinkua_sc: 48010 or 

opc.tcp: //10.0.13.89: 48010 is in the open field in the IBH Link UA 

web browser window / OPC client is to be added as a server.



Discovery Servers x 

Url of a computer with discovery service running: 

opc.tcp://10.0.13.99:413010 Endpoint URL (from Network /Control Level) 

Publishing interval [ms]: 

Server Uri 

um:ibhlinkua_... 

um:ibhlinkua_... IBHLinkUA@ibhlinkua_sc 
IBHLinklIzeibhlinkue_sc 

um• :ibhlinkua_... IBHLinkUA@ibhlinkua_sc 
IBHLinkUA0ibhlinkua_sc 

um• :ibhlinkua_... IBHLinkUß.ebhlinkua_sc 

urn:ibhlinkua_... IBHLinkUAebhlinkua_sc 

500 Synchroneous read: ❑ Username (leave empty for none): 

Server Name 

IBHLinkuA©ibhlinkua_sc 

-Remote server certificate details: 

Endpoint Uri 

opc.tcp://ibhli... 

opc.tcp://ibhli... 
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opc.tcp:ifibhli... 
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Organization Unit: Unit 
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The certificate is valid. 

Security Policy 
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http://opcf oun dation .org 
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OK Cancel IBH Link UA 
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Security Policy None and Security Mode None were selected for 

data transmission.

The IBH Link UA OPC UA server is connected. The status of the 

server is good.

11.5.1 Add read variable 

The tags from the PLC 1500, CounterData1500 [DB2] and tags 

from the PLC 1200, CounterData1200 [DB2] that the OPC UA



• 

alter
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Connected Servers 
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server makes available are declared as read variables. The OPC UA 

client in the IBH Link UA reads this data.

CounterData1500 [DB2] and CounterData1200 [DB2] tags

Connect with variables 

The tags, which have been declared as read variables, are 

connected to the IBH Link UA OPC server, selected to be connected. 

OPC tags from the data blocks FromPLC1500 [DB5] and 

FromPLC1200 [DB5].
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►EM 57-1200 station_1.PLC 1200.Programs.CounterData1200.CountingON1200 

>0357-1200 station_1.PLC 1200.Programs.CounterData1200.CounterValue1200 

>0357-1200 station_1.PLC 1200.Programs.CounterData1200.MinValue1200 

>0357-1200 station_1.PLC 1200.Programs.CounterData1200.MaxValue1200
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Connect variable from the source server to the destination variable 

SoftwareRevision 
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Ö SupportedTypes 

• CounterData1500 
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03MinValue1200 
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Eig Va I u e 1200 select one alter another 
x.gem ON1200 

► eä Tasks 
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Eil DeviceManual 
• SoftwareRevision 
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e SupportedTypes 

► CounterData1200 

t• FromPLC1500 ) 

• E8MinValue1500 

03MaxValue1500 
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• 030N1500 

► Tasks 

Ell DeviceHealth 

► Slots 
► C3 Types 

Variable to read 

Datatype : Boolean 

Field index range (Format 1 or 2:3) : 

Variable to write 

Datatype : String 

Field index range (Format 1 or 2:3) : 

P 10.0.13.89/?_=/opc_client 

Connected Servers 

urn:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:43010) 

select one alter another 

change settings 
if necessary 

!tonfirm 
one alter another Cancel l

1k UA 
taervericlient 

C UA 

L 

III\ CD ® 0 d E 

Logout Update password single-core 

>03571500/ET200MP station_1.PLC 1500.CounterData1500.MinValue1500 

.>03571500/ET200MP station_1.PLC 1500.CounterData1500.MaxValue1500 

• elä S71500/ET2OOMP station_1.PLC 1500.CounterData1500.CounterValue1500 

-Nlum:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010).57-1200 station_1.PLC 1200.FromPLC1500.Value1500 

% 571500/ET200MP station_1.PLC 1500.CounterData1500.CounterValue1500.TimeStamp 

• 571500/ET200MP station_1.PLC 1500.CounterData1500.CounterValue1500.Status 

1 v «I S 7 15 0 CliET2 OOMP station_1.PLC 1500.CounterData1500.CountingON1500 

-4 um: ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010).57-1200 station_1.PLC 1200.FromPLC1500.0N1500 

571500/ET200MP station_1.PLC 1500.CounterData1500.CountingON1500.TimeStamp 

0 571500/ET200MP station_1.PLC 1500.CounterData1500.CountingON1500.Status 
▪ S7-1200 station_1.PLC 1200.CounterData.MinValue1200 

►411 S7-1200 station_l.PLC 1200.CounterData.MaxValue1200 

1•03S7-1200 station_l.PLC 1200.CounterData.CounterValue1200 

-NI um: ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010).571500/ET200MP station_1.PLC 1500.FromPLC1200.Value1200) 

% S7-1200 station_1.PLC 1200.CounterData.CounterValue1200.TimeStamp 

0 S7-1200 station_1.PLC 1200.CounterData.CounterValue1200.Status 

1•48 S7-1200 station_1.PLC 1200.CounterData.Counting0N1200 

-Nlum:ibhlinkua_sc:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_sc:48010).571500/ET200MP station_1.PLC 1500.FromPLC1200.0N1200) 

S7-1200 station_1.PLC 1200.CounterData.CountingON1200.TimeStamp 

e S7-1200 station_1.PLC 1200.CounterData.CountingON1200.Status

Status 

3 Good (0x00000000) SecurityPolicy#None 
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The connections are displayed in the IBH Link UA web browser 

window OPC Client.
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UProperlie4 Ante i.J11 Diagnostics 

10 tags rSystem Can tants Texts 

Connedion mechanisms 
I PROEINET intel.face VII 

DI eltiQ 4 

Time of day 

F PrOteCtIOn & SCOUne 

Acce, Insel 

Connection rneohanising 

• VI ICH Link 04- Diagnostgs X 

0, e 

Network 

Security 

Formt access with FILEUGET cornmunmation Irom 
rernOte parmer 

merk 

0 PI 10.0.13 89/c_c/diaglistview 

Controller diagnostics l i Client diagnostics I I Network diagnostics 

• 5.1" ^020 1 Status 0x0'. Teerst ewer: systemctl stop mosquickewoUserrice ok 
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System 0 E '0 12:34: 1 : Status Ox0 : Webinterface: User admin logged in 
O J . '0 9:22: 0 : Status Ot0 : System : Starting derice up 

Users 3:22: : status ogo : s-- • e.m : IBH Link VA started 
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11.5.2 Browser window diagnostics / control diagnosis 

The configured connection to the PLC control and its status (error-

free / faulty) is displayed.

Control diagnostics – Error is displayed

The OPC UA Server connected via the S7_Connection_2 with the 

PLC 1200 is not responding. 

Explanation:

The GET / PUT communication function is not activated in the 

hardware configuration of the CPU1200.

If no values are displayed in the UaExpert – Data Access View 

window or error messages are displayed, the IBH Link UA 

diagnostics window provides information as to whether the 

connection to the PLC exists.



PLC 1500 
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(Ethernet) 

PLC 1200 
ST connection 

(Ethernet) 

OH Link UA 
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IBH Link UAeibhlinkua c 

lt& 

OPC Server 
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File View Server Document Settings belp 

®I1 C1 *o t, 
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El X 
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• 3 Servers 1 BHLinkUA©ib... NS4IStrineS7-1200 CounterValue1200 6586 Int16 13:52:34.465 13,5134.715 Gond
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BHLinkUA©ib... 
BHLinkUA©ib...

NS4IStrinqlS7-1200 MaxValue1200 
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13:39:24.80"7
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3:39:24.948
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5 BHLinkUA©ib... NS4IStrinqlS7-1200 MaxValue1500 10000 Int16 13:39:32.961 3:39:33.707 Good
Address Space ei X 6 131-1Link0A@Iib... NS4IStrinqlS7-1200 MinValue1500 100 Intl 6 13:34:35.409 3:39:36.207 Good

IN° Highlight 7 BHLinkUA©ib... NS4IStrinqlS7-1200 ON1500 true ecclean 13:39:37.184 3:39:37.959 Good

b Root
8 
9

BHLinkUA©ib... 
BHLinkUA©ib...
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5279

Int16 
Int16

115234.486 
13:52:34.465

3:52:34.715 
3:52:34.715

Good 
Good

eb Objects 10 
11

BHLinkUA©ib... 
BHLinkUA©ib...

NS4IStrineS71500/... Counting0N1500 
NS4IStrineS71500/.., MaxValue1500

true 
10000

Int16 
BGclean

1140:06.945 
13,4008.138

3:40:07.482 
14008.732

Good 
Good> di Client 12 BHLinkUk@ib... NS4IStrineS71500/.., MinValue1500 100 Int16 13:4009.814 3:4010231 Good

> Modbus
13 
14

BHLinkUA©ib... 
BHLinkUA©ib...

NS4IStrinqlS71500/... MaxValue1200 
NS4IStrinqlS71500/... MinValue1200

10000 
100

Int16 
Int16

13:40:14.82'1 
12,111a AR.

3:40:15.48£ 
2.211116

Good 
Good

b PLCs 15 BHLinkUA©ib... NS4IStrinqlS71500/... ON 1200 true Scclean 13:40:17.906 13:40:18.741 Good

•••• PLC 1200 16 BHLinkUA©ib... NS4IStrinqlS71500/... Value1200 4915 Int16 13:52:34.486 13:5234.715 Good

▪ DeviceHealth 

v Model 
v A, Programs

Drag & Drop

•,- Li CounterData

[(e3 CounterValue1200 
0 Counting0N1200 
0 MaxValue1200 

0 MinValue1200 

, FromPLC1500 
rtl MaxValue1500 

0 MinValue1500 

Dato Access View 

e3 ON1500 
%. 9 Value1500 ., > a SupportedTypes 

0 RevisionCounter

Display Name 
CcunterValue1200 
Countinq0N1200

Value 
7233 
true

Datatype 
I nt1,1..

SourceTimestamp 
13:56:45.080 
13:39:20.806

9 SerialNumber MaxValue1200 10000 Bonh=au 13:39:22.8069 SoftwareRevision 
Tanks 4 MinValue1200 100 13:39:24.807

PLC_1500 5 Maxiura u e1500 10000 I ntl 5 13:39:32.960
DevrceHeakh 6 MinValuel 500 100 I ntl 5 13:39:35.409
Model 

v Programs 

1Jh CounterData1500

7 
8

ON1500 
Value1500

true 
80.35

Boolean 
I nt1 5

13:39:37,184 
13:56:44.448

CounterValue1500 CounterValue1500 7598 I nt15 13:56:45.080
• Counting ON1500 1 Countinq0N1500 true I nt15 13:40:06.945
• MaxValue1500 1 1 MaxValue1500 10000 B colea n 13:40:08.138

N.:41 MinValue1500 

b FromPLC1200 12 MinValue15D0 100 I nt15 13:40:09.814
4131 MaxValue1200 13 MaxValue12:20 10000 I nt15 13:40:14.821

• MinValue1200 14 MinValue12D0 100 I nt15 13:40:15.054
• ON1200 ON1200 true Boolean 13:40:17.906

Value1200 
SupportedTypes Value1200 5559 I ntl 13:56:44.443

RevisionCounter
SerialNumber
SoftwareRevision

Tasks 
> Server 

'3 Stets 
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11.6 UaExpert - program window

The PLC 1500 and PLC 1200 are displayed in the UaExpert program 

window. The variables of the data blocks CounterData1500 [DB2], 

CounterData1200 [DB2], FromPLC1200 [DB5] and FromPLC1500 

[DB5] were defined as OPC tags are listed under 

Programs.

These can be dragged and dropped into the Data Access View.

The variables are updated continuously.



Data Access View 

Node Id Display Name Value

1 NS415trincilS7-1200 station_1.PLC 1200.Cou nterData.0 ou nterVa I u el200 C ou nterVa I u e1200 5570
2 N541Strinql57-1200 station_1.PLC 1200.CounterData.Counting0N1200 Countinq0N1200 true
3 N Set rin g IS7-1200 station 1.P LC 1200,C ou nterData.M axVal ue1200 MaxValuel 200 10000
4 N ql57-1200 station_1.PLC 1200,Cou nterData.M inVa I u el200 MinValue1200 100
5 N541Strinql57-1200 station_1.PLC 1200.FromP LC1500.M axVa I u e1500 MaxValue1500 10000
6 NS41Strine7-1200 staticn1.PLC 1200.FromPLC15C1).MinValue1501) MinValue1500 100
7 N Sretrin '1157-1200 station_1.PLC 1200,FromPLC1500,0N1500 0N1500 true

N541Strinql57-1200 station_1.PLC 1200.FrornPLC1500.Value1500 VaIue1500 1533

/-* 
Data Access View 

Node Id Display Name Value
9 NS4IString1571500/ET200MP station_1.PLC 1500.Co unterDatal 500.CounterValu el 500 CounterVa I ue1200 1567
10 NS41StringIS71500/ET200MP staticin_1.PLC 1500.CounterData1500.CountingON1500 Counting0N1200 true
11 NS4IStringIS71500/ET200MP station_1.PLC 1500,CounterData1500.MaxValue1500 CounterVa I uel 500 7042
12 NS41StringIS71500/ET200MP stati n 1.PL C 1500.CounterDatal500.MinValue1 500 Counting0N1500 true
13 NS41String1S71500/ET200MP stationj1.PLC 1500.FromPLC1200,MaxValue1200 MaxValue1500 10000
14 NS4IString1571500/ET200WIP station_1.PLC 1500.FrornPLC1200.MinValuel 200 MinValue1500 100
15 NS41StringIS71500/ET200MP station 1.PLC 1500.FromPLC1200.0N1200 rvlaxValue1200 10000
16 NAString1S71500/ET200MP station- l.PLC 1500.FrornPLC1200.Value1200 MinValue1200 100

_1200 TIA 16e r PLC 1200 [CPU 1211C DC/DC/DC1r r Program blocks ► CounterData IDB21 — 

Keep actual values 

11312:113:1LISEI 
Data type Name Offset Start value Monitor value Comment 

1 IEUI Static 

2 I.EDI • MinValue1200 Int ä 0.0 100 1 00 minimum Counter value 1200 

3 .,1E1 • MaxValue1200 Int 2.0 10000 1 0000 maximum Counter value 1200 

4 .,1E1 • CounterValue1200 Int 4.0 0 763 Counter value 1200 

5 .,10 • Counting0N1200 Bool 6.0 fal,e TRUE Counter is counting 1200 

Snapshot 4, Copy snapshots to startvalues 

..200 TIA 16e r Iglu° [CPU 1211C DCMCMCfillwrogram blocks ► FromPLC1500 [DM] — 

Keep actual values Snapshot 1..4 Copy snapshots to start values 

[FromPLC1500 
Name 

1 Q Static 

• MinValue1500 

MaxValue1500 

Value1500 

ON1500 

Data type Offset Start value 

Int 

Int 

Int 

Bool 

571 0.0 

2.0 

4.0 

6.0 

0 

0 

0 

falle 

100 

10000 

8793 

TRUE 

mment 

minimum Counter value of PLC 1500 

maximum Counter value of PLC 1500 

Counter value of PLC 1500 

PLC 1500 is counting 

..J1200 TIA 16e ► PLC 1500 [CPU 1511-1 PNI ► Prograrn blocks ► CounterData1500 [0621 — 

es es EI! Keep actual values Qa Snapshot 11%, ! Copy snapshots to start values 

CCounterData1500 J 
Name Data type I Offset Start value (Monitor valueN Comment 

1 ED Static 

2 ED • MinValue1500 I Int 3 0.0 100 100 

' Int 3 ED • MaxValue1500 2.0 10000 10000 

4 «,ü • CounteNaluel 500 Int 4.0 0 2883 

5 rel • Counting0N1500 Bool 6.0 falle TRUE j 

minimum Counter value PLC 1500 

maximum Counter value PLC 1500 

Counter value PLC 1500 

Counter is counting PLC 1 500 

...:PU1200 TIA 16e ► PLC 1500 [CPU 1511-1 PRI] r Program blocks ► FromPLC1200 IDB101 — 

e's« EE 
CFromPLC1200 

Name

Keep actual values 41. 

Data type Offset

Snapshot Inet. . 14. 

Start value

Copy snapshots to startvalues 

Monitor value Comment

1 EEI Static

2 ED • MinValue1200 Int 3 0.0 0 100 Minimum Value of PLC 1200

3 .1ü • MaWalue1200 Int 2.0 0 10000 Maximum Value of PLC 1200

4 ED • Value1200 Int 4.0 0 6791 Counter Value of PLC 1 200

5 ED • ON1200 Bool 6.0 falle TRUE PLC 1200 is counting
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OPC-Tags PLC 1200 

OPC-Tags PLC 1500 

Status – PLC 1200 [CPU 1211C DC/DC/DC] 

CounterData [DB2]

FromPLC1500 [DB5]

Status – PLC 1500 [CPU 1511-1 PN] 

CounterData1500 [DB2]

FromPLC1200 [DB5]
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