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1 IBH Link UA – Setup

1.1 Installation and connection

The IBH Link UA is designed for DIN rail mounting:

The power is supplied via the included plug.

Power supply: 24VDC / 0.2A

ATTENTION! 

A supply voltage of 12VDC to 36VDC is to be used for the 

operation of the IBH Link UA. A higher supply voltage may 

destroy the device.

The IBH Link UA has two (2) interfaces, 

which are separated by a firewall and 

having separate MAC addresses, which 

are designed for data exchange within 

the management level or in the process 

level. 

The interface of the process level 

consists of a 3-port switch.

http://wiki.ibhsoftec.com/de/Datei:IBH_Link_UA_24V.png
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1.2 Configuration of the IP addresses (default setting)

If the IBH Link UA is in its default factory setting the configuration can 

be done with an up-to-date web browser via the Ethernet ports 2 to 4 

using the IP address 192.168.1.14. 

The Ethernet port 1 can only be used to configure the IBH Link UA if 

a DHCP server assigns the IP address, and a DNS server resolves 

the name by specifying the hostname 

http://ibhlinkua_<serial number> 

(Example: http://ibhlinkua_010331) 

No additional applications or drivers are required. 

The following information is printed on the IBH Link UA housing.

Default logon data

Username: admin  

Password: admin
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Standard IP-Address configuration:

Level Port Address

Management level Port 1 Hostname: ibhlinkua_<serial number>

Control level Port 2 - 4 192.168.1.14

1.3 Login browser window

Note: 

In the IBH Link, UA default factory setting the configuration may be 

accessed using an Internet browser (FireFox, Microsoft Edge, Internet 

Explorer, etc.) as followed: 

Via the management level (port 1) with the host name if the port is 

connected to a network with a DHCP server and DNS server. 

Via the ports of the machine level, it is only possible if the connected 

network has the sub-address 192.168.1.nn. 

Otherwise, a fixed IP address from the subnet 192.168.1.nn 

(e.g., 192.168.1.10) must be provided to the connected PC.
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Language selection 

The languages English, German and 

Japanese are available in the browser window. 

OPC server running display 

There is a display that provides information 

about the activities of the OPC server. 

IBH Link UA type display 

The IBH link UA is available in two performance levels: 

• Single core - the processor used in the IBH 

Link UA is a single core processor (serial 

numbers 10000 -). Older IBH Link UA's with single core 

processors do not have a performance level display (Serial 

numbers 1000 - 4999). 

• Quad Core - the processor used in the IBH 

Link UA is a quad core processor. These IBH 

Link UA’s have a significantly higher processor performance 

(serial numbers 5000 - 9999)

Remember me 

If this login is marked, no username and password will be requested 

when the same browser window is called up again. This setting 

remains in effect for up to two weeks.

Login

When you click Login, the following security messages are displayed 

one after the other.

After the security messages have been confirmed, we recommend 

changing the password.
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Change Password 

For security reasons, the password should be changed. The 

username may also be changed. 

In the open browser window Management level / control level klick 

the button Update password.

If the password is not long enough or 

if you have not entered enough 

different characters (A - Z; 0 - 9; special characters), the background 

is "red". For security reasons, the password must be 12 or 16 

characters long.

The browser access username cannot be changed.

1.4 Network browser window

1.4.1 Management Level Settings 

Port 1 Network Configuration and Global System Configuration.
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Management Level Settings 

With DHCP disabled, the Network Configuration and Global 

System Configuration may be modified. The hostname can always 

be adjusted.

1.4.2 Control Level Settings 

Ports 2 to Port 4 Control Level Network Configuration and Global 

System Configuration.
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1.4.3 Management Level / Control Level adjustments 

If DHCP is disabled, the Network Configuration and Global 

System Configuration may be modified. The hostname can always 

be adjusted.

By clicking the Apply button, the changed settings 

of the control level are applied to the IBH Link UA. 

The execution of the change is displayed.

The transfer of the adjusted settings is displayed in 

the upper right corner of the browser window. 

Since the web browser of the Link was opened using the IP address 

of the control level, access to the web browser of the IBH Link UA 

can only take place via the changed IP address of the control level or 

the IP address of the management level. 

The changes require a restart of the IBH Link UA, a corresponding 

information is displayed
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Endpoint URL 

The Endpoint URL is displayed in the Management Level and in 

the Control Level. The endpoint URL is generated by the IBH Link 

UA based on the settings. The endpoint URL consists of the 

protocol: opc tcp // hostname: port.

This Endpoint URL is required to set an OPC UA client. 

Clients can use this endpoint URL to find out the configuration of the 

server - for example, regarding the security options used.

1.4.4 Settings 802.1x 

The IBH Link IoT provides IEEE 802.1X for authentication and 

authorization in IEEE 802 networks.

The activated settings in the 802.1X window can be assigned to the 

network connections at the control level or the management level.

Note: 

The management level (port 1) must have a different subnet address 

than the control level (port 2 to port 4) to clearly identify the belongings of 

the ports to the Ethernet interfaces.
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The configuration of the IEEE 802.1X 

security settings can be saved.

1.5 OpenVPN settings

OpenVPN is a VPN client. With OpenVPN an encrypted SSL 

connection to a virtual network (VPN) can be established.

OpenVPN requires a configuration file and key / certificate files.

Clicking on Load OpenVPN opens the Load 

OpenVPN Configuration dialog box.

The configuration file with the client settings and the certificates is 

selected using the Search button. It is loaded using the Load 

OpenVPN configuration button.

Clicking Apply OpenVPN configuration closes the Load OpenVPN 

dialog box.

Configuration file information are displayed.
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With a click on Activate OpenVPN the virtual network connection 

(VPN) is activated and with Apply the settings are loaded into the IBH 

Link UA.

1.6 TeamViewer IoT activation – IBH Link UA

TeamViewer IoT software option is pre-installed in the IBH Link UA 

starting firmware V 7.5. This option offers the possibility of being able 

to access almost all PLC systems anytime and anywhere.

Complex modem solutions or the use of a PC on site are a thing of 

the past.

If the Internet must be accessed via a proxy, the address can be 

entered in the form Proxy: Port or User: Password @ Proxy: Port. 

The proxy access to the Internet must be activated.
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To establish a connection via TeamViewer-IoT, the Ethernet subnet 

of the control level must have access to the Internet.

The IBH Link UA manages two subnet addresses separated by a 

firewall, each with its own MAC address.

Ethernet areas:

Level Port 

must be in 

different subnets
Management Level Port 1

Control Level Port 2 - 4 

1.6.1 PC preparations – connected to the Ethernet port of the 
Management Level 

To use the access options of the pre-installed TeamViewer IoT 

software, follow the steps below:

Download and install the TeamViewer software  

TeamViewer software version 15.13.6 or 

newer must be installed on the PC that is to 

be used to access the external IBH Link UA.

The software can be downloaded for free from the TeamViewer web 

page https://www.teamviewer.com. The Sign In is required for the 

further steps.

https://www.teamviewer.com/


TeamViewer 

Connection Extras Help Feedback Insert partner ID 

line Sign In 
Don, have an account? 

#9  Remote Control 

X Remote Management 

VV Meeting 

Computers & Contact—sj

'Ilitnark)
Chat 

9.0 Augmented Reality 

Getting Started 

TeamViewer 

Free license (non-commercial use only) - Pete 

Email 

Password to corrplete 

Sign In 

O Keep me signed in 

Forgot password 

Sign Up 

Single Sign-On Login 

• Ready to connect (secure connection) 

Are you already a TeamViewer 

customer, 

Please sign in here with your TeamViewer 
account to use the full functionality. 

❑ X 

, Connect 

p - 

Info about IBHNet-IoT x 

CBHNet-IoT Agent V1.113 

IBHsoftec Gesellschaft für Automatisierungstechnik mbH 
Turmstrasse 77 
D-64760 Oberzent/BeerFelden 

Phone: +49 6068 3001 Fax: +49 6068 3074 

infoVibhsoftec.com 
supportelphsoftec.com 

click 

www.ibhsoftec.com 

wiki.ibhsoftec.com 

OK Copyright (C) IBHsoftec GmbH 1993-2021 

IBHNet-IoTTray - IBHsoftec GmbH 
Ready 

16430 
H20-09-03 

L 

IBHNet-IoTTray - IBHsoftec GmbH
Service stopped 

le 1520 
5, 11 L 

2020-09-03 

Page  1-12 IBH Link UA – Setup Chapter 1

IBH Link UA   Training TTi   Trans Tech International© 2021

Download and install the IBHNet-IoT Agent software

Install the IBHNet-IoT-Setup.exe software on the PC. 

This software is available for download at 

https://download.ibhsoftec.com/neutral/IBHNet-IoT-Setup.exe 

Double-click the IBHNet-IoT icon created during installation. The 

ibhsoftec-agent-service is started. 

The IBHNet-IoT Agent software version 1.11 or newer must be 

installed.

The service is displayed in the IBHNet-IoT Tray in the task bar. It 

may be necessary to change the properties of the taskbar to display 

the icon.

Pointing to the icon, displays 

the readiness of the service.

If the symbol indicates a 

stopped service, it must be 

started.

https://download.ibhsoftec.com/neutral/IBHNet-IoT-Setup.exe
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Once the connection has 

been established, the IBHNet-

IoT tray symbol has a green 

corner at the bottom left and 

transmission data is displayed

1.6.2 Open the TeamViewer IoT Management Console 

Use the link https://teamviewer-iot.com/en/ to open the TeamViewer 

Internet of Things login page. Use the email and password of the 

TeamViewer account established in the previous step to Sign In.

TeamViewer IoT Management Console 

After logging into the TeamViewer IoT Management Console, open 

the Assignment token dialog box.

Assignment token dialog box

By clicking the Copy icon, the Assignment token, shown with 

several dots, is copied to the Windows clipboard.

https://teamviewer-iot.com/en/
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1.6.3 Insert assignment token 

The Assignment token must be copied into the field with the same 

name in the IBH Link UA browser window Network/TeamViewer IoT.

Enter the group name and mark that the TeamViewer is switched on 

automatically. 

Clicking the New assign 

button opens the

TeamViewer IoT End-User License Agreement.  

TeamViewer IoT End-User License Agreement
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To apply the settings, the TeamViewer IoT end 

user license agreement must be accepted by 

clicking the button Accept.

The online connection to the TeamViewer 

IoT server is established.

Assignment token taken from TeamViewer IoT 

If the assignment token has been accepted, the status and the 

TimeViewerID with the name are displayed in the web browser 

window Network/TeamViewer IoT.

Copy the TeamViewer ID 

Copy the TeamViewer ID number to the Windows clipboard.

Note!
The transmission of the Assignment token to TeamViewer can 

take some time.
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Right-click on the IBHNet-IoT Tray icon to open the context menu. 

The Agents… command opens the TeamViewer Shortcuts dialog 

box.

Insert the TeamViewer ID number in the field of the same name. The 

display name is transferred to the TeamViewer account. This name 

can be used to establish a connection to the IBH Link UA via the 

Internet.

Clicking the Properties button, a dialog box appears with the details 

of the network card via which the IBH Link UA is connected.

By clicking the Add to list button, the display name and the 

TeamViewer ID are adopted. The dialog box is closed with OK.

The installation of TeamViewer IoT in the IBH Link UA is now 

complete.
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The IBHNet-IoT Tray provides a context menu. The devices 

registered with the TeamViewer account are listed in the upper area 

of the context menu.

A connection is established with a 

click on the desired device (IBH Link 

UA SC).

1.6.4 TeamViewer IoT – Logfile

The log output selected is stored in the IBH Link UA.

By clicking the Download logfile button, the saved states of the 

TeamViewer IoT connections (error-free / faulty) can be displayed in 

an editor or saved as a text file.

Since the evaluation of the log-file requires some specialist 

knowledge, this diagnosis should be carried out in the event of a 

malfunction using the IBHsoftec hotline.

To have a defined beginning of the log file, the stored file can be 

deleted.
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1.6.5 Teamviewer IoT – MQTT settings 

The MQTT option is useful in conjunction with the IBH Link UA 

MQTT option.

Clicking the MQTT button opens the Establish 

connection to the Teamviewer IoT cloud dialog box.

Details on the use of MQTT with the IBH Link UA is described on the 

IBHsoftec WIKI website.

1.7 TeamViewer IoT License IBH Link UA

With the latest, freely available firmware the functionality of the IBH 

Link UA is extended, to allow remote maintenance via TeamViewer 

IOT.

This new feature allows to access nearly all PLC systems always and 

everywhere.

Complex modem solutions or the use of a PC on site are obsolete. 

To use this functionality with IBH Link UA, you need a TeamViewer 

IoT license. 

Use the following link to purchase a TeamViewer IoT license: 

https://wiki.ibhsoftec.com/en/IBH_Link_IoT:TeamViewer_IoT_License_IBH_Link_UA

https://wiki.ibhsoftec.com/en/IBH_Link_IoT:TeamViewer_IoT_License_IBH_Link_UA


IBH Link UA - Security 

® ->CIer 

Network  

Security')

Cr 

gs 

slots 

Story 

'C Client 

t ics 

M1u-

MIC

X 1.1 

10.0.13.89/?_=/security 

OPC server is runniriq 

Server Security 

2 Ione (not recommended) 

D 3asic128Rsa15 (not recommended) 

D 3asic256 (not recommended) 

▪ 3asic256Sha256 

2Aes128Sha256Rsa0aep 
DAes256Sha256RsaPss 
Dpermit Anonymous Access without User 

Authentication 
D _et a Client connect if the hostname in :he 

z.ertificate does not match (not recommnded) 
2 _et a Client connect if the date in the certificate 

Joes not apply (not recommended] 

* 

Logout I Update password 

[
Reverse Connections 

Acd reverse connection 

IntEgrated Client Security 

Remove revers=_ connection 

Sign 

Sign 

Sign + Sign and Encrypt 

Sign + Sign and Encrypt •••• 

Sign + Sign and Encrypt •••• 
(Default = On) 

111\039X0 WE 

single-core 

D.errnit connecting to a Server if the hostname in the certificate does not match (not recommended] 

D.errnit connecting to a Server if the date in the certificate does not apply (not recommended) 

EVerify the Server certificate on secure connections (manual upload of the server certificate maybe required) 

DTransrnit Username and Passwort unencrypted, if a encrypted transmission is lot possible (required for some 
NanoServers). 

Download 

D=orbid project download with STEP®7 cr TIA Portal 

D=orbid writing of the server configuration 

D=orbid reading of the server configuration 

Firewall 

D %mit only OPC UA on Management Level 

❑ Dermit only HTTPS and OPC UA over OpenVPN 

D Disable device browsing 

Webconfiguration-

2.errnit HTTP access for the Webconfiguration 

❑ Jse custom Certificates 

Start creating new Keys 

111111111311softec 
www.ibhsoftec.com Contact Wiki 

Uple ad Server 

Generate new Keys 

111 IBH Link UA 
embedded OPC UA Server! client 

MINK UA 

Chapter 1 IBH Link UA – Setup Page  1-19

TTi   Trans Tech International© 2021 IBH Link UA   Training

1.8 Security browser window

The connection security between an OPC UA client and OPC UA 

server (also OPC UA server / OPC UA server) is available for 

selection in this window and can be specified.

To establish a connection between an OPC UA client and an OPC 

UA server, security settings must be performed. 

The IBH Link UA has a certificate management to enable a secure 

communication defined by OPC UA (SecureChannel). The web 

browser is used to configure the security levels and manages the 

certificates.

The mechanisms defined by the OPC Foundation are used as a 

base. OPC UA Security includes authentication and authorization, 

encryption, and data integrity by signing. This allows the control 

system to be protected against uncontrolled access via a higher-level 

system.
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In the IBH Link UA Browser window Security, the security levels 

offered by OPC UA are listed for selection. 

The client queries the server's security configuration via 

SecureChannel to then set up a communication channel in which the 

security (confidentiality) and the completeness (integrity) of the 

messages exchanged are guaranteed.

Server Security 

There are different levels of encryption. These are all specified by the 

OPC UA Foundation.

Is the security level for the OPC UA client / server connection 

selected, in addition the levels Sign, Sign and Encrypt as well as 

Sign + Sign and Encrypt can be selected?

The security level is set by opening and

selecting. 

Sign The messages contain security signs. It is 

signed with the associated Private Key of 

the Application Instance Certificate of 

the OPC UA client. Signed messages can detect whether a received 

message has been manipulated by an untrustworthy third party.

Note: 

Encrypted messages prevent or at least make it exceedingly difficult for 

untrustworthy third parties to read the content of the messages that are 

exchanged between the OPC client and the OPC server.

Note: 

If a change is made in the security browser window, the buttons Apply 

and Revert are activated. If the change is to be adopted,  

the click the Apply button.
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Sign und Encrypt The messages contain security tokens and are 

encrypted. They are also encrypted with the Public Key of the 

Application Instance Certificate of the OPC server.

Sign + Sign and Encrypt The messages contain the security labels of 

Sign and additionally those of the Sign and Encrypt definition. 

Anonymous access without user authentication is allowed as a 

standard and can be deactivated.

Settings can be made to allow OPC UA client / server connections 

not recommend for security reasons by the OPC UA specifications.

However, it has been shown that in some applications these settings 

are unavoidable to establish an OPC UA client / server connection.

Reverse Connection 

In contrast to conventional client-server connections, in which the 

client establishes the connection with the server, in the reverse 

connection the server actively connects to the client. 

An inverse server connection can be set up if the server is in a more 

protected area behind a firewall than the client. To do this, the 

endpoint URL of the OPC UA client must be entered. This makes it 

easier to configure the firewall. Of course, the client must support 

incoming server connections.

Integrated client security

The host name should preferably be used to connect to a server. If 

there is no DNS server, no host name is available. 

If the option is selected, the absolute IP address can be used for the 

connection to the server, even if only its host name is entered in the 

server's certificate. The better way is to include both the host name
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and its IP address(es) in the server's certificate. 

This setting is not recommended by OPC UA. 

For security reasons, OPC UA works with time stamps. The date and 

time must therefore be set correctly. If a correct time setting is 

impossible, this setting must be marked. This setting is not 

recommended by OPC UA. 

The server certificate is checked for an encrypted connection. For 

this, it is necessary that the required server certificate is installed on 

the IBH Link UA and is available as trusted. A manual upload of the 

server certificate may be required. 

With some OPC UA servers, especially with NanoServers, a 

connection can only be established if the username and password 

are transmitted unencrypted.

Download

The downloading of STEP® 7 or TIA Portal projects in the IBH Link 

UA can be prevented. 

It is prevented that new server configurations can be written / 

transferred to the IBH Link UA. The existing server configurations 

can, therefore, not be changed. 

Server configurations in the IBH Link UA cannot be read out. This 

prevents a server configuration from being multiplied for reading into 

other OPC UA servers.

Firewall

The firewall can be instructed only allowing OPC UA connections on 

the management level. With a web browser, it is no longer possible 

to address / configure the IBH Link UA via the management level 

(Ethernet port 1). 

The encrypted SSL connection to a virtual network (VPN) can be 

restricted to the use of the HTTPS, and OPC UA protocols.



rWebconfiguration—

TRIPermit HTTP access for the Webconfiguration 

2 ❑ Use custom Certificates 

Start creating new Keys 

O 

r
Upload Server Certificate 

0 Generate new Keys 

Upioaa Server Certificate 

Generate new Keys 

Chapter 1 IBH Link UA – Setup Page  1-23

TTi   Trans Tech International© 2021 IBH Link UA   Training

The broadcast functions of the IBH Link UA is prevented. If ProfiNet 

IO devices are present in the same network, the device search 

should be deactivated, since the Profinet IO data, exchange also 

works without a connection.

A ping also works when the device search is deactivated.

Web Configuration

For security reasons, access to the configuration of the IBH Link UA 

should only take place via secure transport encryption (HyperText 

Transfer Protocol Secure - HTTPS).

Therefore, the option Allow HTTP access to the web configuration 

should be deactivated.

Every IBH Link UA has the same parameter 

set for negotiating the keys for encryption. This is usually not a 

problem. 

However, it is possible to create a new parameter set for the 

encryption. 

If Use custom certificate is selected, a dialog box is opened via the 

Upload Server Certificate button. There are buttons here for 

searching, reading in, and installing the server certificate and 

private key.

The button Generate new Keys opens a 

message that must be confirmed to generate a new key. 

The note must be observed, as the generation of a parameter set for 

negotiating the keys for the encryption can take several hours.

1.9 Certificates browser window

The existing certificates with data and status are displayed in the 

window. Buttons are provided to trust, block or delete listed 

certificates.

Certificates can be created, downloaded, or read into the designated 

certificate store.
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t FI Server IBHLinkUAeibhlinkua_... 08/31/20 13:41:05 

Trust Reject View 1: ej 

Download Certificate for the Client 

■ Vig IBH Link UA -Time settings 

0- 3 CI 12f 

LT.1111111 Alk..7:411 I 

4 Network 

08/30/25 13:41:05 

101 

III\ CD 0 4: UE 

single-core 

Organization Unit 

Organization Unit 

New Server Certificate I Replace Server Certificate I Upload Certificate from Client or CA 

dick 

Create a new server certificate. All connected clients must trust the new certificate again. 

Certificates will only work proper, if the Glock is set correctly. Your device reports: 

2020-09-29 11:36:50 

You should continue only, if the date and time settings are correct. Otheiwise the Glock should be set first. 

Continue? 
(confirm 

El X 

10.0.13.891?_Vdateandtime * IIR ID A X 0 

OP i u Logout 

_curity 

time settings3 

1 
1 
1 

111 

History 

OPC Client 

_.agnostics 

MQTT 

1LC 

Rockwell 

IvlicroSD 

Time settings 

-Set date and time 

Show time in UTC 

Time 

Time Server settings 

Get time from NTP server 

NTP Server #1 

NTP Server #2 

NTP Server #3 

NTP Server #4 

11:43:22 

« September 2020 » 

Mon Tue Wed Thu Fri Sat Sun 

I 2 3 4 5 6 

7 8 9 10 12 3 

14 15 17 19 20 

21 22 23 24 25 26 27 

28 30 2 3 4 

5 6 7 8 9 10 

Update password single-core 

2 
0.pool.ntp.org 

1.pool.ntp.org 

2.pool.ntp.org 

3.pool.ntp.org 

Apply I Revert I Show NTP statis 

111111111311softec
wwwibhsoftec.com Contact Wiki 

UA
11 Lbeidded Ort llna skerver I dient 

MIK UA 

Show NTP st_atus 
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Certificates browser window

1.10 Time settings browser window

For the correct allocation of certificates, the date and time of the IBH 

Link UA must correspond exactly to the actual values.

By clicking on Show NTP status, the status of the 

transmitting time server is displayed with their 

IP address.



ntpq -pn 

1 ntpq -pn output, 

remote refid st t when poll reach delay Offset jltter 

-193.30.35.11 91.198.159.10 2 u 19 64 377 34.703 -0.921 0.165

+51.75.67.47 207.197.87.124 4 u 40 64 377 31.919 -0.897 0.231

+2a01:4f0:c17:64 147.231.2.6 2 u 29 64 377 34.980 1.056 0.178

129.70.132.37 129.70.130.70 2 u 38 64 377 39.162 2.094 0.176

efeil l 4 ok

ee IBH Lenk 114 tern X 

E 0' 0 1 0 7. 1 eJeA 3e 3P_,,,, 9res.re IH\ CD 0 X 0 

Update pa o d 
GP 8"  3= r System 3
Security 

Certificateb 

Time settings 

System I 

Users 

Siemens slots 

History 

OPC Client 

Diagnostics 

MATT 

SoftPLC 

Modbus 

Mitsubishi 

Rockwell 

MicroSD 

rl 

113,1 1,k LAV5.18 Dec 22 2020 15.09.00 
19331 
2.0.1 one melemore 

lrI esa1 5090,4:10:00:16 Important information 

' 11%) 
lou • usage (%) 
h• • ceralure lre) 

. 20,4:1s:.:7 for firmware update 

25.0 
48 6 
5 00V 
23 80V 

Backup ana Hestore se Ines 

ConfiguratIon file 

Restare 

Backup 

Fmware Update' 
Select firmware Eile 

Upload Fernware 

Restaft 113H lenk UA 

Reboot Restafts the decke All commurecatIon weh PLCs and OPC UA Cherts will be interruplad. Click only, If you are absolutely sure 

No Sie seleded. 

Uchad.rdisuratel

Download 

ConfiguratIon file to restore preeously saved settings. Typecally the file name is IhIelnkua-settIngs xml. 

After downloading the configuratIon file IhhlInkua settIngs xml possIble to perform a firmware update 

NIMM mo Sie selecled. Fernware file to perform an update Typecally the file name is InlInkuefupdatefeeefefreeslonftype tar. 

Upload Fernware 

C0041E0 

4 

Vanable Names 

Class. 

ComPect 

57-1500 compatIble 

CompatIble 

OPC UA ns 

Bulle structure variables ❑ 

Opdate Sone Teen, 2 
only on Mange 
Skow Byte Arrays as 2 
Bytehing 
Reu S7 connetions 2 
ahraysto slot 2 
Client Tmeout ims] 

lForbid datetype conmrsion 2 

upply 

O 
O 

O 

O 

10000 

Variable nannee compatible elk older rareions 
identers ..GlealVers" ".Proprernrne ..Gsnerd" are onetted If such nenn impaars as a variable name, place quotatIon marks 

Variable narnes1Fal contain a point are placed in quotation merke. 
7ke rdennfiers Globalnarr Programms— Generic. are melte 
All Varrable narnes are Pierer, rn BMelaen marke 
Dato blocke tarn OPC hem ander Globaners" 
Compatible to older Versions (017 2019) 

Build structure variable.. lt will require more mmoryi Seuing is applied Men rau rennt 
The source ornesternp not be relreshe every successful nye Inetead, only a elue ckange an the sonnoller will reesh the timestamp 

If the PLC vanable is a Byteeray. Me OPC variable ls normally also a Byteeray. This can be change to a ByteString 

Weh some S7-PLCs the 17 communicalion monis to the CP Instee 4 of the CPU. This can ba foreed to CPU slot 2 

For some sloef responding Sereers lt can be neccessary to Increase the teneout for the dient The default 1s 10000 ms. 
If the PLC Variable haat, different d.ype Man the OPC variable, forted the conversion to another type, even ifthe value evould fit. 

111111111311softec IBH Link UA 
MIP wem, Ibhsoflec core ct C Conta  Yeele uuz
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NTP status

The date and time can be entered manually or automatically via the 

time server. Four (4) time servers are already preset.

1.11 System browser window

Information about the IBH Link UA is listed and system settings are 

offered in the System browser window.

Note:

The date and time must be set correctly because OPC UA works 

with time stamps. Certificates lose their validity if the time 

comparison is incorrect. A correct time for communication 

between server and client is, therefore, important.



System 

rDevice informatioa 

Firmware Version 
Serial number 
HW revision 
MAC address 1 
MAC address 2-4 
Variable count 
CPU load (%) 
Memory usage (%) 
Temperature (°C) 
VBAT_5V 
VIN_24 

IBH Link UA V5.18 Dec 22 2020 15:09:00 
10331 
2.0.1 imx6 single-core 
50:2D:F4:19:9D:16 
50:2D:F4:15:A13:07 
0 
15.0 
25.7 
49.2 
5.00V 
23.80V 

eCERTIFIED 

COM&th 

AMPC 
IOUNOAI ION 

Firmware Version IBH Link UA V6.18 Dec 22 2020 15:09:00 

HW revision 

Serial number 10331 

2.0.1 imx6 single-core 

MAC address 1 50:20:F4:19:9D:18 

MAC address 2-4 60:22F4:16A13:07 

Variable count 0 

CPU load (%) 

Memory usage 

Temperature (°C) 
VBATGV 

VIN_24 

15.0 

25.7 

49.2 
5.00V 

23.80V 
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1.11.1 Device Information

Firmware version

The version number is important to carry out a firmware update. Only 

a firmware updated with a higher version number should be done.

Serial number

The serial number gives the IBHsoftec hotline information about the 

series and the age of the device.

HW revision

The HW revision indicates with which firmware version (HW1, HW2 

SC or HW2 QC) a firmware updated can be carried out (see page 1 - 

40).

MAC addresses

The IBH Link UA (SC, QC) has 

two separate MAC addresses. One MAC address is for the 

management level, and the other MAC address is for the three ports 

of the control level.

Variable count

The number of variables registered as OPC UA variables is 

displayed.

Hardware information

The current CPU load, memory usage 

and temperature as well as an internal 

voltage (VBAT_5V) and the supply 

voltage (VIN_24) of the device are 

displayed.



Download 

After downloading the configuration hie ibhlinkua-settings_xml, 
Backup Downioad it is possible to perform a firmware update 

dick 

After downloading the configuration file ibhlinkua-settings.xml, it is possibleto perform 
a firmware update. 

Opening ibhlinkua-settings.xml X 

You have chosen to open: 

[2: ibhlinkua-settings.xml 
which is: Extensible Markup Language (XML) 
from: https://10.0.13.89 

What should Firefoxdo with this file? 

()Open with 

• Save File 

mark (dick 
OK Cancel 

IN, Save As X 

> This PC > PLC Projects (A:) > IBH Link UA 

Organize Ne, folder 

.„ PLC Projects (A:) 

IBH Link UA 

System Volume Information 

File narre: 

Saveastme 

•-• Hide Folders 

v < 

Search IBH Link UA 

2E: - e 
Name ^ Date modified Type ''.,,, 

(9 ibhlinkua-settings.xml 4/9/2017 6:37 PM XML Document 15 KB 

Rallready saved 
configuration 

ibhlinkua-settingsxml may be modified 

XML Document (*.xml) 
tonfirm 

Backup and Restore settings 

Configuration file Browse... 

Save Cancel 

Browse.., 

No file selected. Configuration file to restore previously saved settings 

dick Typically the file name is ibhlinkua-settingsyml« 

e Choose File to Upload X 

> This PC > PLC Projects (A:) > IBH Link UA 

Organize v New folder 

PLC Projects (A:) 

IBH Link UA 

File name: 

f.» Search IBH Link UA 

gEE 0 
A Name Date modified Type 

(ä) ibhlinkua-settings.xml 09.04.201718:37 XML Document 15 KB: 

• 'mark)
v < 

ibhlinkua-settings.xml • is inserted 

ZMZ 

Custom Files r.xml) 

2pen I L  Cancel 
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1.11.2 Backup and Restor the settings 

In this field, there are buttons to save or restore the IBH Link UA 

configuration or to carry out a firmware update.

Saving the IBH Link UA configuration 

Click on the button Download and select Save File 

from the open dialog box.

Specify the path and filename in 

the Save As dialog box and 

confirm by clicking Save. 

This procedure saves the existing 

settings.

Restore the IBH Link UA configuration 

An already saved configuration can be restored at any 

time. Click the Browse button.

The Choose file to upload window opens.



Backup and Restare settings 

Canfiguration file 

Restore 

Browse... Ehlinkua-settings.xmj 

lAddLchck) 
Upload Configuration ' 

Backup and Restore settings 

Canfiguration file 

Restore 

Information 

100% 

Upload Configuration 

Configuratian file ta restare previausly saved settings 
Typically the file name is ibhlinkua-settings«xml« 

Canfiguratian file to restore previously saved settings 
Typically the file name is ibhlinkua-settings.xml. 

• 
1 Applying the configuration requires a rebnot_ Reboot Now? 

(confirm 
)426 H( ic Ca n cel 

Ii  IBH Link UA - The latest Firn, X 

Download 

2 X 

1 httpswwww.ibhsottecconvepages/63444704.sven_GBpviewobjectPath=%2Fshops%2F ••• * 1 y Iii\ F 

11111111 „ — — 

Homepage 
Homepage Download IBH Link UA 

About us IBH 
Products 
Support 
Download emark) 

55/5/ tor indows 

Link UA 

Descnption Download Link 

Contact ,j Your basket is empty. Ei 

select according to the 
IBH Link UA hardware 

IBH Link loT IBH Link UA Firmware V5.20 HW1 IBH Link UA 

IBH OPC UA Server/Client 
Administration via web browser. IBH Link UA Firmware V5.20 HW2 SC IBH OPC UA Editor I 

IBH OPC Server IBH Link UA Firmware V6.20 HW2 QC 
SoftPLC S7 
SoftPLC S5 IBH OPC UA Editor V7.4.8 
IBHNet/ IBH Link mark 

C IBH Link UA Documentation Wiki 
USB-S7 Adapter 
IBH USB-S5 Adapter Manual 
S7-PCI315 
S7-CX315 / S7-CX317 Samples 
USB S5/S7 Prommer 
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Select the storage location (Path) and the file (ibhlinkua-settings.xml) 

and confirm with Open.

The selected file name is displayed next to the Browse button. 

Click the activated Upload Configuration button. 

The progress of the upload is displayed.

A restart must be performed to complete the configuration transfer.

Firmware Update 

The following procedure is necessary to carry out a firmware update: 

1. Save the configuration. 

The existing configuration must be saved as 

described above (click Download). 

2. Download the firmware for the IBH Link UA from the IBHsoftec 

homepage.



BI 

IBH Link UA Firmware V5.20 HWI 

System 

Device information 

Firmware 'Version 
Serial number

IBH Link UA V5.17 Dec 8 2020 13:42:17 
10331 

HW revision 1.1.0 j 

C System 

Device information 

Firmware Version 
Serial number 
HW revision 

r system 
Device information 

Firmware Version IBH Link UA V5.18 Dec 22 2020 15:09:00 
Serial number .103334tenumber of CPU Geres 

revision 2.0.4 imx6 quad-cor3 

IBH Link UA Firmware V5.20 HW2 SC 

IBH Link UA V5.17 Dec 8 2020 13:42:17 
10331S number of CPU cores 

2.0.11-mx6 single-core 

IBH Link UA Firmware V5.20 HW2 QC 

Firmware Update: 
Browse... 11 o file selected. 

Select firmware File 
dick 

e Choose File to Upload X 

4- > This PC > Downloads v e, Search Downloads 

Organize v New folder 

WI This PC 

Desktop 

Documents 

Downloads 

Name Date mocdfied Type Size 

gfw-update-v5_20-sc.tar,... 05.01.2021 13:05 tar Archive 98.280 KB 

L  fw-update-v303.tar 'N eiect)22.04.2017 12:56 tar Archive 42.120 KB 

File narre: usunserted 
fw-update-v5_20-sc.tar Custom Files r.tar) 

(confire* Open Cancel 
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There are three firmware versions available for download.

HW1

This firmware version is only intended for IBH Link UAs in whose 

browser window the system, under HW revision, shows a number 

separated by dots without any additions.

HW2 SC

This firmware version is only intended for IBH Link UAs, in their 

browser window system, under HW revision, a number separated by 

dots (2.0.1 - the last digit indicates the number of CPU cores) and the 

Addition imx6 single-core (1 CPU core) indicates.

HW2 QC

This firmware version is only intended for IBH Link UAs, in their 

browser window system, under HW revision, a number separated by 

dots (2.0.4 - the last digit indicates the number of CPU cores), and in 

the Additional quad-core (4 CPU cores) is included.

3. Select the saved firmware file 

By clicking the Browse 

button, select the

firmware file *.tar for uploading.



Firmware Update: 
Select firmware File Browse... 

is inserted 

Ev-update-v520-sc,taj Firmware file to perform an update. Typically 
the file name is ibhlinkua-update-vM-revision-
type.tar. 

Upload Firmware Upload Firmware 
EL= 

After a firmwarefile to perform an update has been selected, 
it must be uploaded, before the new firmware can be applied. 

Important information about the firmware download 

TG update the firmware all communication must be cancellecl. This may take a 
moment. 

The upload starb then immidiately. Cancel now? 

cor( 1. 11 eihn.m 
Olc I Cancel

u 

4, III\ CD ® E 

single-coffl 

11 I 

Firmware Update: 
Select firmware File 29 % Firmware file to perform an update. Typically 

the -File name is ibhlinkua-update-IXXX-revisicin-
type.tar. 

Important information about the firmware download 

Updating the firmware can take up to 2 Minutes. Do not remove power from the IBH Link UA during that 
.1 time. 

The LEDs show the current update step. After the LEDs return to normal operation the process has finished. 

Update firmware now? 

Firmwareupdate in progress. 

Progress: 

Preparing system for the firmware update ... 

3% 
Firmwareupdate in progress. 

Progress: 

The firmware update is active. 

This will take approximately 2 Minutes. 
Please wait 

8 96 

Ok I Cancel

Firmwareupdate in progres9G 

Progress: 

Firmware update completed« 

There will be 3 reboots 

100% 
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The firmware file * .tar is displayed in the IBH Link UA's System 

browser window.

4. Click the Upload Firmware button to load the new firmware 

into the IBH Link IoT. The new firmware is not yet accepted 

(updated). Confirm the message.

The firmware update process is indicated. In the 

upper-right corner of the browser window Loading 

appears.

The loading of the firmware is indicated. 

If the loading is completed, the following message is displayed.

5. Confirm the message. 



IBH Link UA - System 

®-> e e 
Security 

Certificates 

El X 

0 10.0.13.89/?_./backuprestore er 4, III \ CD ®

Device information 

Crmware Version IBH Link UA V5.20 Dec 28 2020 16:39:56 J CERTIFIED Serial number 10331 
HW revision 2.0.1 imx6 single-core 

Time settings MAC address 1 50:2D:F4:19:9D:16 
MAC address 2-4 50:2D:F4:15:A8:07 

System Variable count 0 
CPU load (%) 17.7 
Memory usage (%) 27.3 

slots Temperature (°C) 51.3 
VBAT_5V 5.00V 

H :ory VIN_24 23.77V 

OPC Client 

Restart IBH Link UA1 

Reboot Reboot 

dick 

'Variable Names 

Classic C) Variable names compatible with older versions 

Compact Q The identifiers ''.GlobalVars" ".Programms" ".Generic" are omitted. If such 
a narrte appears as a variable name, it is placed in quotation merke. 
Variable names that contain a point are placed in quotation marks. 

S7-1500 compatible Q The identifiers ".GlobalVars" ".Programms" ''.Generic" are omitted. 
All Variable names are placed in quotation marks. 

Compatible Q Data blocks from OPC Editor under ".GlobalVars-
Compatible to older Versions (2017..2019). 

Restarts the device. All communication with 
PLCs and OPC UA Clients will be 
interrupted. Click only, if you are absolutely 
sure. 

'et)PC 
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If the LEDs show normal operation, the browser window of the  

IBH Link UA must be reopened and the firmware updates is 

completed.

In normal operation, the RUN LED is lit, the 

SYS LED flashes, and the LED's Status 

and Error are off.

Update completed

1.11.3 Restart the IBH Link UA 

By clicking the Reboot button, the IBH Link UA software is 

restarted.

1.11.4 Variable format 

The representation of the variables can be adapted.

The IBH Link UA software offers four options for variable acceptance.

Note: 

The programming systems S7 SIMATIC Manager and the TIA Portal 

allow dots in variable names (e.g. Switch 7.1). 

The OPC UA specification does not allow periods in variable names.  

The S7 SIMATIC Manager programming system does not transfer any 

variables for a period in the name to an OPC UA server !



Identifier CPU 416.CPU 416-3 PN/UP.Programs.DatenBlock.Var_INT 

Identifier CPU 416.CPU 416-3 PN/DP.GlebalVars.Bit_Var 
Identifier IBH Link UA.CPU414.Generic.Off_2 

Identifier CPU 416.CPU 416-3 PN/DP."GlobalVars" 
Identifier CPU 416.CPU 416-3 PN/DP.DatenBlock.VarBool 

Identifier CPU 416.CPU 416-3 PN/DP.Lamp 

Identifier IBH Link UA.CPU414."Off_47.6" 
Identifier IBH Link UA.CPU414.0ff2 
Identifier IBH Link UA.CPU414.Bit_Var 
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Classic:

The IBH Link UA software only accepts variable names who 

correspond to the OPC UA specification. 

Points in variable names must be removed in the symbol tables (S7 

SIMATIC Manager) or TIA Portal) before transfer to the IBH Link UA. 

The identifiers ".GlobalVars", ".Programms", ".Generic" are added 

to the name of a variable.

The IBH UA Editor accepts variable names with a period. These 

names who contain a point are placed in quotation marks by the IBH 

Link UA software during transmission.

Compact: 

Points in variable names must be removed from the symbol table (S7 

SIMATIC Manager) before transfer to the IBH Link UA. 

Tag names with periods are accepted in the TIA Portal. 

The IBH UA Editor accepts variable names with a period. 

Variable names who contain a point are placed in quotation marks by 

the IBH Link UA software during transmission. 

The identifiers ".GlobalVars", ".Programms", ".Generic" are 

omitted in the variable names. If such a name occurs as a variable 

name, it is placed in quotation marks. 

If Compact is marked, the identifier of a variable is shorter than in 

the case of the Classic mark.

S7-1500 compatible: 

IBH Link UA   Training 

Points in variable names must be removed from the symbol table (S7 

SIMATIC Manager) before transfer to the IBH Link UA. 

TTi   Trans Tech International© 2021

In the TIA Portal programming system, dots are allowed in tag 

names. The variable names who do not correspond to the S7-1500 

format are placed in quotation marks by the IBH Link UA software 

during the transfer and thus brought to the name format of the S7-

1500.



Identifier CPU 415.CP U 416-3 PII/DP."Generic" 

Iclentifier CPU 416.CPU 416-3 PhI/DP."Bit_Var" 

I d entifi er CPU 416.CPU 416-3 PN/DP." Daten B I ock" 

Iclentifi er CPU 416.CPU 416-3 PN/DP."DatenBlock". 

Identifi er S7-400-Statiun_1 . CPU 416."Cen_5. 3" 

Identifier IBH Link LIA,CPU414."Off.2" 

(OPC UA options) 

Build structure variables 

Update Source Timestamp 
only on change 
Show Byte Arrays as 
ByteString 
Route S7 connections 
always to slot 2 
Client Timeout [ms] 

❑ 

10000 s,

Forbid datatype conversion ❑ 

-mdiM 

—111M 
."Var 
"Programms" 1 

Build structure variables. lt will require more memory ! Setting is applied 
when you restart 
The source timestamp will not be refreshed on every successful read. 
Instead, only a value change on the controller will refresh the timestamp. 
If the PLC variable is a ByteArray, the OPC variable is normally also a 
ByteArray. This can be changed to a ByteString. 
With some S7-PLCs the S7 communication points to the CP instead of 
the CPU. This can be forced to CPU slot 2. 
For some slow responding Servers it can be neccessary to increase the 
timeout for the client. The default is 10000 ms. 
If the PLC variable has a different datatype than the OPC variable, forbid 
the conversion to another type, even if the value would fit. 
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The identifiers ".GlobalVars", ".Programms", ".Generic" are 

omitted in the variable names.

Compatible 

Mark if data block variables (OPC tags) are defined as "GlobalVars" 

in the IBH OPC UA editor / variable transfer in the target name. Only 

to be used in older IBH OPC UA Editor versions (2017...2019)

1.11.5 OPC UA options

Build structure variables

The use of structure variables is described in the Manual part 2 and 

pare 3. Structure tags are not activated by default.

Update Source Timestamp only on change. 

The source timestamp is usually updated every time it is read. When 

the selection is activated, the source timestamp is only updated when 

the value changes.

Show byte arrays as ByteString

The IBH Link UA software can allow variables that are defined as 

ByteArray in the PLC to be used as OPC variables in the 

ByteString format.

Route S7 connections always to slot 2. 

With some S7 controllers, the S7 connection, if configured with the 

S7 SIMATIC Manager, points to the CP instead of the CPU. This can 

be redirected to CPU slot 2.



IBH Link UA - Users X 

0 a 10.0.13.89/?_./userlistview * 

FARM Update password 

:Work 

ity 

s 

Users 

As 

t o ry 

Status User name Permissions 

B.P.Schulz-Heise 

Change user I Delete user New user 

Create a new managed user 

User: 

User name: 

Password: 

dick 

B.P.Schulz-Heise 

111\ CD e x 0 

Read and write access to PLC variables 

Retype password: (open r select )lit

Permissions: Read and write access to PLC variables 

111111111311softec 
,,,,,,vibhsoftec.com Contact \Afiki 

Read access to PLC variables 
Read and write access to PLC variables 

c°11finn>ea‹ 1 Cang 

Ill embedded OPC UA server / ch en t 
IBH Link UA 

eMPC UA 

User nerne: 

Password: 
FT Schulz-Heise 

Wi 
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Client Timeout [ms] 

With some slow servers, it may be necessary to increase the timeout 

for the client. The default client timeout is 10000 ms.

Forbid data type conversion 

If the PLC variable has a different data type than the OPC variable, 

do not convert, even if the value matched.

1.12 Users browser window

Several users with different access rights can be password-protected 

for the use of the IBH Link UA (OPC UA user).

If inadmissible characters (e.g. spaces) are entered in the user name 

or password, the background of the input line changes to be red. The 

input must be corrected accordingly.

Spaces are not allowed in the

username.

The user name for browser access is always admin.

1.13 Browser window Siemens slots

The projects that have been loaded into the IBH Link UA is listed 

here. Up to 31 STEP 7 and / or TIA projects can be processed in 

parallel. One slot is used per project.



IWI IBH Link UA - Siemens slots 1.1 

o P 10.0.13.89/?_=/opc_slots 

NUL 

'4 Network
y 

[Siemens slot!) 

Load OPC Editor Project 

rProject from OPC Editor (".opx): 

Upload Browse...l eerver - Server connection.opx Uploadl: Load OPC Editor Project I 

Logout Update password 

Siemens slots 

• Slot 1 

> S7300/ET200M-Station_l 

• Slot 2 

IE General 

• Slot 4 

>S7-1200-Station_l 

• Slot 5 
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Load the OPC Editor project 

An .XML file with the filename extension opx, which was created for 

a project with the IBH OPC Editor or IBH OPC UA Editor, can be 

accepted as an OPC project by clicking on Load OPC Editor 

Project.

Save the OPC Editor project 

An OPC project available under Siemens Slots can be saved as an 

XML file with the file name extension opx.

Such a file can be opened for further processing with the IBH OPC 

UA Editor.
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Insert SoftPLC

The IBH Link UA internal SoftPLC is activated by clicking on Insert 

SoftPLC. The slot to be occupied is freely selectable.

Insert SINUMERIK 

Variables can be taken as OPC tags from SINUMERIK CNC controls 

of the PowerLine and SolutionLine series.

The SolutionLine series has Ethernet ports (X120 / X130) here the 

IBH Link UA can be connected directly. If the IBH Link UA is 

connected to port X130, port 102 of the firewall must be activated in 

the SINUMERIK.

Note:
The SoftPLC must never be activated in slot 2. 

Slot 2 is reserved exclusively for communication - IE General. 
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The CNC controls of the PowerLine series do not have an Ethernet 

interface.

Here the connection is to be established via an IBH Link S7++, 

which is switched to the configured mode. These CNC controls have 

two (2) connection channels to the SPS (PLC) and five (5) 

connection channels to the NCK. A connection channel to the PLC 

(PLC) is always occupied by the connected HMI.

Connect via MPI / Profibus gateway 

If this option is activated, the subnet ID, address and slot can be 

adjusted.

Read SINUMERIK Model

When you click Read SINUMERIK Model, a connection to the CNC 

is established and 

information that is 

available in the 

SINUMERIK is read.

If model, axis, and spindle information can be read, the model name, 

axis and spindle number are displayed in the dialog box. The 

complete information, prepared as an XML file, is accepted by 

clicking OK under OPC project.
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Import NC-VAR file 

The SINUMERIK auxiliary program NC VAR Selector lists variables 

according to the SINUMERIK CNC software version. Variables that 

are to be used as OPC tags can be selected from this list. 

The program can generate a file (* .awl) from a file (* .var) saved 

with the NC VAR Selector program.

The variable information from such an STL file can be transferred in 

addition to the data read from 

the SINUMERIK CNC.

This information, prepared as 

an XML file, is accepted under 

OPC project by clicking OK.

Change SINUMERIK 

A project that has been taken over from a SINUMERIK CNC can be 

changed.

If the name of a SINUMERIK CNC is 

highlighted, the Insert Station dialog 

box opens when you click Change 

SINUMERIK. Changes can be made 

here.
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1.14 History browser window

OPC Historical Data Access, also known as OPC HDA, supports 

access to data stored in a buffer.

From simple data logging systems to complex SCADA systems, 

historical data can be queried in a standardized way. 

The historical data is activated via the IBH Link UA history browser 

window. The historical data are organized in the IBH Link UA as a 

ring buffer in the RAM.

History tree

In the opened history parameter input field, the required values must 

be entered and confirmed.

History vars (variables) 

The OPC UA variables declared as history variables are listed. 

Marked history variables can be removed from the list of declared 

history variables by clicking on Deactivate history. 

For more information see IBH Link UA manual, Part 2 and Part 3 - 

Connection of a CPU 416 to the IBH Link UA - Historical data.
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History vars

Retentive history 

If a micro SD-card is installed and formatted, the retentive history 

function can be activated.

History variable list as XML file 

By clicking the Save XML button, the currently available history 

variable list is downloaded as an XML file for manual editing.

By clicking the Load XML button, a manually edited list of history 

variables is uploaded to the IBH 

Link UA in XML file format.
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1.15 OPC Client browser window

The OPC client function is used to read data from an OPC server 

and to write this data to the other OPC server. This function can be 

used by both OPC servers.

The IBH Link UA from IBHsoftec is a server / client module.

The OPC client function enables data to be exchanged between 

OPC servers. This makes it possible to exchange variables between 

two CPUs.

In the IBH Link, UA web browser window OPC Client, the server and 

the variables for the data exchange are specified.

Discover servers

The endpoint URL should preferably be entered with a symbolic IP 

address. An absolute IP address can be entered in the Security 

browser window (not recommended).
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Connected servers with status are listed.

Define read variables 

If a listed server is marked, the variables that are to be read by the 

IBH Link UA client can be selected.

Clicking on Add read variable opens the Select read variable window. 

The OPC variable that is to be read must be selected here.

The selected variable (Counter 

Values) as OPC variable with 

value, time stamp and status) is 

listed and can be linked to 

another variable that is available 

on the same or a different 

server.
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Connect with variable

Clicking on Connect variable opens the Select variable to write 

window. The OPC variable to be written to must be selected here (as 

TimeStamp, Status and Value).

The OPC variable value is available in the data block Variables from 

CPU’s. This variable is connected to the read variable provided. If 

further variables are to be linked, the procedure described must be 

repeated for each variable.
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The connected OPC variable is listed.

Buttons are available to configure the connection of OPC variables 

directly via XML files. 

By clicking the Download client XML configuration button, the 

currently available configuration of the OPC variable connections is 

downloaded as an XML file for manual editing.

By clicking the Upload client XML configuration button, a manually 

edited configuration of the OPC variable connections is uploaded to 

the IBH Link UA in XML file format.

1.16 Diagnostics browser window

The browser window Diagnostics has several tabs to display details 

about established or faulty connections.

Controller diagnosis 

The configured connections and their status (error-free / faulty) are 

displayed.
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Client diagnostics 

The current states of the configured OPC client connections (error-

free / faulty) are displayed.

By clicking the Download logfile 

button, the saved states of the 

configured OPC client connections 

(error-free / faulty) can be displayed in an editor or saved as a text 

file.

Network diagnostics 

An ICMP ping is sent to the specified IP address (host name) by 

clicking the Send ping button.
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If the Wireshark diagnostic software is installed on 

the PC, a very extensive network analysis can be 

carried out.

By clicking on Download recording 

and confirming the opening with 

Wireshark, the Wireshark window - 

Trace is opened or can be saved 

in a file. Since the evaluation of Wireshark-Trace requires some 

specialist knowledge, this diagnosis should be carried out in the 

event of a malfunction using the IBHsoftec hotline.
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System Log 

The IBH Link UA diagnosis creates a log file in which IBH Link UA 

activities are recorded with a time stamp.

Buttons are provided to display the log file in an editor or to save it as 

a text file or to delete it. In the event of a malfunction, an analysis can 

be carried out using the IBHsoftec hotline.

1.17 MQTT browser window

It is possible to load or delete an MQTT configuration. An existing 

MQTT connection can be restarted. Information about connections to 

existing MQTT brokers is displayed in the connection status.
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1.18 SoftPLC browser window

The IBH Link UA internal SoftPLC is activated in the Siemens Slots 

browser window.

Browser window SoftPLC / SoftPLC status 

The SoftPLC status and the settings are listed here. The connections 

created by the SoftPLC during startup are displayed under the 

SoftPLC connections tab.
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The proportion of CPU power that is transferred to the PLC can be 

set.

There are buttons to start and 

stop the SoftPLC.

The handling of the SoftPLC is described in the IBH Link UA Manual 

part 2 PLC projects with TIA Portal chapter 3 and IBH Link UA 

Manual part 3 PLC projects with S7 SIMATIC Manager chapter 4.

1.19 Modbus browser window

A created Modbus configuration can be transferred directly to the IBH 

Link UA from the IBH OPC UA Editor.

Buttons are provided to configure OPC variables directly via XML 

files.

The created Modbus variables cannot be seen in the web interface. 

The existing Modbus variables can be displayed via the OPC Client 

browser window.
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1.20 Mitsubishi browser window

With the IBH OPC UA Editor, a created OPC UA variable 

configuration for a Mitsubishi controller or a Mitsubishi robot can be 

transferred directly to the IBH Link UA.

In the OPC Client browser window, the existing Mitsubishi controller 

or Mitsubishi robot variables can be declared as read variables or as 

variables to be connected.

There is also the possibility of inserting or changing a station / CPU 

and of configuring OPC variables directly via XML files. 

The Load XML button enables an XML file exported 

with the Mitsubishi Melsoft software to be loaded 

directly into the IBH Link UA.
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1.21 Rockwell browser window

It is possible to insert or change a station / CPU and to configure 

OPC variables via XML files. Variables (tags) can be read from 

Rockwell PLC controllers (ControlLogix and CompactLogix series) 

via the Ethernet connection.

If an XML file of a Rockwell PLC controller is loaded into the IBH Link 

UA, the variables (tags) of the controller are listed.

1.22 MicroSD browser window

The IBH Link UA has a slot for a MicroSD card on the back.

If a Micro SD-card is installed and formatted, the Remanent History 

function can be activated in the History browser window.
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If the function is activated, the history 

variables are also saved on the micro 

SD-card and can be called up after a 

failure of the supply voltage of the IBH 

Link UA.

If there is a formatted SD-card in the 

IBH Link UA, the currently available 

configuration is saved on the SD-card. 

If the software is reset to factory 

settings with the reset button, the 

configuration saved on the SD-card is 

transferred to the IBH Link UA at the end of the procedure.

Information on formatting is displayed and must be confirmed.

The formatted SD-card will be mounted automatically.



Reset button 
hardware revision 

HM SC a. HW2 OC 

• Reset button 
hardware revision 

HW1 

Chapter 1 IBH Link UA – Setup Page  1-53

TTi   Trans Tech International© 2021 IBH Link UA   Training

1.23 IBH Link UA default factory configuration

The reset button for resetting 

the software to the factory 

settings is in the hardware 

revisions HW2 SC and HW2 

SQ on the printed side of the 

IBH Link UA, behind the second 

ventilation slot above the 

printing. With hardware 

revisions HW1, the reset button 

is located behind the middle 

ventilation slot below the QR 

code.

The reset procedure resets the 

IBH Link UA to the factory 

settings of the firmware 

currently in the device.

Procedure: 

• Power down the IBH Link UA 

• Press and hold the reset button 

• Power up the IBH Link UA 

• Wait until all four LEDs turn red and go off again 

• Release the reset button

1.24 Open the Wiki

IBHsoftec GmbH maintains a WIKI site on the Internet. An extra 

section for the IBH Link UA is provided. Here the use of the 

IBH Link UA is described in detail.

Note: 

If there is a formatted SD-card in the IBH Link UA, the currently available 

IBH Link, UA configuration is saved on the SD-card. 

If the software is reset to factory settings with the reset button, the 

configuration stored on the SD-card is transferred to the IBH Link UA at 

the end of the procedure.
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If your PC is connected to the Internet, the WIKI page can be directly 

called from the IBH Link UA.

1.25 Use STEP7 or TIA projects

Projects can be created with the TIA Portal or S7-Simatic Manager 

programming systems. Up to 32 slots can be used for a project. The 

communications processor (Ethernet CP [IE General V8.2]) in slot 2
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is available for transmission to the individual CPUs and the OPC 

server. One (1) slot is occupied by the OPC server. The remaining 30 

slots are intended for CPUs. One slot can be used by the CPU 

integrated in the IBH Link UA. 

If it is not possible for all controls to be combined in a common 

project, the settings of the communications processor (Ethernet CP 

[IE General V8.2]) must apply to all projects. This is difficult in 

practice.

It is therefore recommended to configure the IBH Link UA for several 

individual CPUs with the IBH OPC UA Editor. The IBH OPC UA 

Editor manual contains examples with projects from the TIA Portal 

and the S7 Simatic Manager.

1.25.1 Example IBH Link UA Editor 

Data exchange between several S7 / S5 CPUs. The inserted PLC 

controls are displayed in the project window. The program can be 

assigned directly.

1.25.2 Configuration with the STEP® 7 SIMATIC Manager 

A project that is loaded into the IBH Link UA consists of 

one or more CPUs, the peripheral modules and a 

SIMATIC PC station. The SIMATIC PC station is set up

Note:
The slot position of the Ethernet CP [IE General V8.2] 

MUST be identical in ALL projects (position 2) !
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with the Ethernet CP [IE General V8.2]) and the OPC server 

[Software V8.2].

OPC server configuration 

OPC servers can use slots 1 and 3 - 32.

Ethernet CP configuration
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1.25.3 Configuration with the TIA Portal (V13 and newer) 

A project that is loaded into the IBH Link UA 

consists of one or more CPUs, the peripheral 

modules and an SIMATIC PC station. The 

SIMATIC PC station is set up with the Ethernet CP

[IE General V8.2] and the OPC server [Software V8.2].

Ethernet CP configuration 

The Ethernet CP must be positioned in slot 2.

OPC server configuration 

For the OPC server (IBH Link UA), slots 1 and 3-32 can be used (in 

TIA Portal V13 the slot is designated with an index).

OPC server on slot (index) 1.



Page  1-58 IBH Link UA – Setup Chapter 1

IBH Link UA   Training TTi   Trans Tech International© 2021



E 46=1= 

Unified 
Automation 

(MD 

E 61=111ICEED 151:=1_ 

Unified 
Automation 

O Downloads 

0 uen 

0 Register 

Hot a member vet., dick Imre to 
raister. 

Unified Automation Downloadc 

ConMct Sitemap 

Contact Remap 

a or Sranted == "Evaluation License". rights reserved 

The Sof,are 2.nc. Irforr on this page • 3ror eva uati. only. 1s 

▪ aczess cown sm. links you nnust register [...Med Automat. Ate and 

By download and/ or Mstallation you accept the conditions in Um Software 
License Agreement. 

n ownload Categories 

Umurnentaft on 

Ir thi3 sed or ,ou can find rent documentation and technical inflormotion. 

OPC 

this sed nd dient nm  Mat can be instaged an a standard 
PC VaExpe 

bR Https,//wmv.undlecl-autornabon.c... P d 0 OPC Chents Undlec1 .4 X 

Unified 
Automation 

0 oownlaads 

oacumenetion 

OpC UA GPen. 

▪ OPC DA Development 

▪ OPC UA Servers 

Webinars 

0 Logn 

You have logg. out. 

Osername/E-mail 

Passwerd: 

Login 

Fortl. your cassword, 

0 Register 

Not a member rot, dick here to 
raister. 

OPC UA Clients - Downloads 

ilarxisertfaobile fOr Android y1.1.0 

Category: OPC Chen. 

Release Date: 2015-12-1.9 
.ExpertMc.bile , [Fe rone edition of our 
pcpu NC CI ert snc. recu'res east 

Con.ct mem.> 

ilafxpertY1.4.,

Cutmun.: OPC flents 

Release Date: 2017-02-28 
.Expert is a ful'-restrec. CP.= ',. 

of 3evera CP.= 3.a. Profi es 311: 
feacures. 

Please logen first Please logen first 

Im
GI 

Unrfietl automatIon GmbH - All nellts reserred. acy 

Chapter 2 Unified Automation UaExpert –OPC UA Client and OPC UA Server Page  2-1

TTI   Trans Tech International© 2021 IBH Link UA   Training

2 Unified Automation UaExpert –OPC UA Client and 
OPC UA Server

To demonstrate the work of the IBH Link UA, it is helpful to have an 

OPC client and an OPC Server program running on the PC. It is 

recommended to use the OPC UA client program UaExpert and the 

OPC Server program UaCCPServer from Unified Automation. 

They can be downloaded via: http://www.unified-automation.com 

Free download requires Unified Automation registration.

http://www.unified-automation.com/


Welcome to the UaExpert Initial Application Setup X 

When starting UaExpert for thefirst time, you haveto create an application 
instance certificate to identify yaur installation. 
This is needed to use OPC Unified Architecture security. UA security alloves you to 
authenticate your application as well as ta use encryption and digital signatures 
to protect your communication. 

Press OK to generate your personal X.509 application instance certificate and the 
carresponding RSA keys. 

(confirm 

OK 

New Application Instance Certificate X 

Subject: 
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Organization: 

Organization Unit: 

Locality: 

State: 

Country: 

UaExpert@TTI-RED-WIN10-6 

Tri 

DE 

(Two letter code, e.g. DE, US, ...) 
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Application URI: urniTI-RED-WIN10-6:UrnfiedAutomabon:UaExpert 

E 0 

Domain Names: 

IP Addresses: 

TTI-RED-WIN10-6 

Certificate Settings 

RSA Key Strength: 2048 bits v Signature Algorithm: Sha256 Certificate Validity: 5 Years 

❑ Password protect private key 

Password: 

Password (repeat): 
confirm 

OK 

$2 

Cancel 

Automatik Update Settings x 

if desired,. UaExpert can chedc for updates in regular intervals. Beim. you can configure if and 
when UaExpert should check if updates are available. These setlings can be modified later at 
'Settings -> Configure UaExpert—'. 

UaExpert will NEVER send or collect any information about your usage. 

You can also check for updates manually by dicking -> Check for Updates, % 

❑.i Automatically check for Updates 

Update Interval: days 

(conlim1).4. ok

Page  2-2 Unified Automation UaExpert –OPC UA Client and OPC UA Server Chapter 2

IBH Link UA   Training TTI   Trans Tech International© 2021

2.1.1 Starting UaExpert 

After download and installation of the software, a 

UaExpert icon double-click starts the program. 

Several presets are to be made and confirmed.
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After confirming the Features, the UaExpert program window opens. 

All necessary tools to establish a connection to an OPC UA server 

(IBH Link UA) to display the security options and the transferred data 

are available.

2.2 Establishing a connection to the IBH Link UA

Several steps are necessary to establish the connection between an 

OPC UA client and an OPC UA server. The connection is only 

possible if the server and the client have identical certificates.

To establish a connection to the IBH Link UA, the Endpoint URL, 

from the IBH Link UA browser window Network / Control Level 

must be entered.

Preferably, the Endpoint URL with the hostname should be used to 

enable the client to validate the names of the endpoints and the 

names in the certificate.

Since no DNS server is available in the workshop, the absolute IP 

address is used as an exception.
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In this case, the absolute Endpoint URL is copied from the browser 

window to the clipboard.

Clicking the Plus icon opens the AddServer dialog box.

A double-click on 

<Double click to Add Server …> opens the Enter URL dialog box.  

Here the Endpoint URL from 

the IBH Link UA browser 

window Network / Control 

Level must be entered.

Preferably, the Endpoint URL with the hostname should be used to 

enable the client to validate the names of the endpoints and the 

names in the certificate.

Endpoint URL copied and transferred to the Enter URL dialog box.
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The Endpoint URL has been accepted and is displayed in the 

AddServer dialog box.

A double click on IBHLinkUA@ibhlinkua_sc (opc.tcp) inserts the 

security levels marked in the 

IBH Link UA browser window Security / Server Security.

Double-clicking the security level 

None (uatcp-uasc-uabinary) in the AddServer dialog box sets the 

security level and the AddServer dialog box is closed.
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The Certificate Validation dialog box for accepting the OPC UA 

server certificate of the IBHLinkUA@ibhlinkua_sc is displayed.

Click the Trust Server Certificate button to 

confirm the selected certificate.

The confirmed server certificate IBHLinkUA@ibhlinkua_sc is 

displayed.

Clicking the Continue button closes the dialog box.
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The connected server with the defined security level is displayed in 

the opened UaExpert program window.

AddressSpace in the UaExpert program window, displays 

information about the connected server. Pull down Server / 

Hardware to list the information from the IBH Link UA browser 

window System. 

Drag & drop an information (for example, VIN_24) into the Data 

AccessViewer window. Details of VIN_24 (voltage supply of the IBH 

Link UA) is displayed. With drag & drop any number of information 

can be pulled from the AddressSpace window into the DataAccess 

Viewer window to show details.

IBH Link UA browser window System 

The following information are displayed in the 

Address Space window.
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• < Double clickto Add Reverse Discovery... > 

v Custom Discovery 
• < Double clickto Add Server... > 

v opc.tcp://192.168.1.14:48010 
IBHLinkUA©ibhlinkua_sc (opc.tcp),,, 

v U  Recently Used 
▪ IBHLinkUA©ibhlinkua_sc 

double-chck)

Discovery URL: opc.tcp://ibhlinkua_sc:48010 
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2.3 Encrypted connection to the IBH Link UA

To establish another (e.g. encrypted) connection to the IBH Link UA, 

the existing must be disconnected, as only one connection can exist. 

Mark the connected server name IBHLinkUA@ibhlinkua_sc and 

then click the Disconnect Server icon.

To remove the Server out of the Project, mark the connected server 

name IBHLinkUA@ibhlinkua_sc and then click the Remove Server 

icon.

To establish an encrypted connection to the IBH Link UA click 

the Plus icon in the Unified Automation UaExpert window to 

open the AddServer dialog box.

A double-click on 

IBHLinkUA@ibhlinkua-

sc (opc.tcp) displays the 

list of the security levels 

marked in the IBH Link UA browser window Security / Server 

Security.



•- Add Server X 

Configuration Name IBHLinkUA@ibhlinkua sc 

Discovery Advanced 

Endpoint Filter: No Filter 

EI, Local 
@ Local Network > 9 Microsoft Terminal Services > 9 Microsoft Windows Network > 9 Web Client Network 
• Reverse Discovety 

▪ < Double clickto Add Reverse Discovery... > 
€0 Custom Discovety 

♦ < Double clickto Add Server... > 
Q opctcp://192.168.1.14:48010 

IBHLinkUA©ibhlinkua_sc (opc.tcp) 
• None - None (uatcp-uasc-uabinary) 
• Basic256Sha256 - Sign (uatcp-uasc-uabinary) 
▪ Basic256Sha256 - Sign & Encrypt (uatcp-uasc-uabinary) 

Aes128 Sha256 RsaOaep - Sign (uatcp-uasc-uabinary) 
▪ Aes128_Sha256_Rsa0aep - Sign & Encrypt (uatcp-uasc-uabinary) 

• Aes256_Sha256_RsaPss - Sign (uatcp-uasc-uabinary) 
• Aes256_Sha256_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary) 

• Recently Used W 3/4Kclouble-olick. 

IBHLinkUA©ibhfinkua_sc Endpoint URL: opc.tcp://ibhlinkuasc:48010 
Security Policy: Aes256_Sha256_RsaPss 

Authentication Settings 

QQ Anonymous 

2 Connect Automatically 

0 

Message Security Mode: Sign & Encrypt 
Security Level: 125 
Certificate Key Size: 2048bit 

OK Cancel 

Configuration already existing X 

hie 'Recently Used' list already contains a server configuration with this name 
that differs from the current one. Press OK to overwrite it, press Cancel to return 
for changing the configuration name. 

(confirm>e
OK Cancel 
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Desired encrypted connection 

In the AddServer dialog box double-click the desired encrypted 

connection. This closes the Add Server dialog box.

A double-click on the required encryption displays a message. A 

server configuration with the same name already exists, but it differs 

from the current one. Clicking OK will apply the selected encryption.

Confirming this message, and the selected encrypted connection is 

displayed under Project / Servers in the Unified Automation 

UaExpert window. The connection to the name 

IBHLinkUA@ibhlinkua_sc OPC server cannot be established. 



Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject. III X 

Eile View Server Locument Settings Help 

bi orEin c‚J— x4.2 
Project rie X Data Access View 

r.7 Project 

SerVen 
IEHLinkUA©ibhlinkua_sc 

r Dccuments 
Data Access View 

Log 

merk',

IBHLinkUA@ibhlinkua, 
Endpoint Url: opc.tcp://192.168.1.14:48010 
Security Pah,: A.es256_91.256_RsalPss de sired enerm ed conneetion
Message Security Rede: Sign. Encrypt I 

0 
Server Node Id Display Name Value Datatype 

limestamp Source Server Message 

07.10.20201420:37.530 Sei- er Node II3HLin kUA0i bhl in kua_sc En dpoirrt .opc.tc,lli bhlinkua_sc48010' 
07.10.2020 19:2037.530 Sonor Node 113HLinkUAgi bhl in kua_sc Security pole 'http,opcfoundation.org/LIA/SecurityPolicfAes256_Sha256_RsaPss.
07.10.20201}20:37.530 Server Node 1131-1LinkUA@ibhlinkua_sc ApplicationUri: 'urn:ibhlinkua_sc:1131-Isoftec:18HLinkUA* 
07.10.20201920:37.530 Server Node 113HLinlcUA@ibh1 in kua_sc Used UserTokenTypo Anonyme. 
07.10.202019:20:37.692 GE., -: . Euastack) ClocUa_TcpConi, 1_,I ocessResponse: Error Message! 
07.10.202019:2037.692 General [uastack] 0 pcUa_Tc pC onnection_Proc essResponse Status 0.0130000, 
07.10.202019:20:37,692 Server Node IBHLinkUA@ibhlinkua_sc Error .13adSecurityChecksFailed was returned during OpenSecureChannel 
07.10.202019:2037.692 Server Node 113HUnkUAtfaibh1 in kua_sc Connection status of server .1BHLinkUAeibhlinkua_sc. changed to 'Disc. nected.. 

IBH Link UA -Certificates ❑ X 

® -› e e 0 P 192.168.1.14/?_=/certificate 

Network 

oPc 

Status 

Security IM_ Server 
Er2Untrusted 

Certificates 

«IM 

Si 

Hi 

Logout Update password 

Name Valid From Valid To 

CD 0 X 0 

single-core 

Organization 

IBHLinkUA©ibhlinkua_rescued 08/31/20 13:41:05 08/30/25 13:41:05 Organization 

IZIMM I=J1=11EZZffl 

Trust) Reject 1 View I Dele. 1 New Server Certificate 1 Replace Server Certificate 

pload Certificate from Client or CA Download Certificate for the Client 

Trust the selected certificate. 

Di tic 

lull 113,1Link UA- Certificates 

(I) --> 192.168.1.14/7_=icertificate 

Network 

Security 

Certificates 

Time settings 

System 

Status 

igg Server 

Logout Update password 

—• CD 0 0 

single-core 

Name Valid Frorn valid To Organization 

IBHLinklUA@ibhlinkua_rescued 08/31120 13,41,05 08/30/25 13:41:05 Organization 
Trusted TTI-YELLOW 06/27118 12:54:57 06/26/23 12:54:57 UI 

Trust I Reject I View I Del. New Server Certificate 1 Replace Server Certificat 

Up load Certificate from Client or CA I Download Certificate for the Client ei 1
( 7)

ConnectServer 
• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* EI X 

File View Server Document Settings Help 

D
F.lect 
V ji Project 

V 

(.> 

dick 

Connect Server 

IBHLinkUAC:iblilinkua_sjr,ma, 

ji Documents 

Data Access View 

X 7, 

X Data Access View 

M kess Spare S X 

Server Node Id Display Name 

0 
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The Log is listing the errors. 

Trusting the IBH Link UA Certificate 

In the IBH Link UA the certificate for the encrypted connection must 

be trusted.

After trusting the certificate, in the UaExpert client, 

the validation of the certificate can take place. 

Clicking Connect Server cannot establish the connection to the OPC 

UA server



Conned Error 

ih Error '139dCertificateHostNameinvalie was returned during CreateSession, press 

Ignore' to suppress the error and continue ca.nfleeting. 

(contirni
Ignore 1 Abort 

likConnect Server 

Unilied Automation Inh pert -The OPC Unilied Architecture Client - NewProjecr - 
File View Server Document Setti ngn Help 

D In cmrectTierp 
Prcgect e x  Deb Access View 

n project 
3 Servers 

ISHLinklffiebhlinkuasc 1 1/4.

Server Nodeld Display Name Value Datatype Source Tim¢tamp Server Tim¢tamp Statuscode 

v 3 Documents IBH inkUAeribhlinkinsc 
3 Data Access View En point Url, opLicriribldinkua_scr48010 

Se riTyfollq. Aes256_5ha2S6 _RsaPs 
M sage Security Mode:Sign Encrypt 

Log

limestamp Source Server Manage
131.102020 15c21:46.789 Server Node BHrinktMaibhlinkua_sc Used UserTokenType Anonymous

08.10202015:21A7.032 General The hostname or IP addr¢s in the server certificate do¢ not match the hostname or IP addr¢s the client conneded to
08.102020 l5c2932.757 Addr¢sSpaceModel BHLinkUACeibhlinkuasc Registeredtor ModelChangeEvenls

08.10.2020152e32.757 Server Mode SHLinkUA@ibhlinkua_sc Connedion status of server '11111LinkUkeibhlinkua_se chenged to 'Connected'.

08.102020 1512032.757 Server Node 13HLinkUAlgiibhlinkua_sc Repred yalues Sersionlimeout=1201X0U,SecureChannelLifetime=36011099
08.103020152432.759 Addr¢sSpaceModel 13HLinkUAeibhlinkutsc Browse on nodel,34' succeeded.

03.102020152432.]60 TypeCache 13HLinkUACerbhlinkua_sc Reading type Info of Nodeld NSOINumericl3Ssucceeded
03.102020152032.]63 TypeCache BHLinkUACgibhlinkua_sc Reading type info. of Nodeld N511INumenc133.succeeded

03.102020152832.]6] TypeCache SHLinkUAarbhlinkua_sc Reading type info of Nodeld NSOINumericI31 succeeded

03.10.2020 122922.771 Ad dress5paceModel 13HLinkUA©ibhlinkua_sc Browse on mode 1=-6S' succeeded,
03.102020152432.732 TypeCache 13HLinkUPAiblalinkutac Reading type info of Nodeld N50INumeric12064 succeeded

03.102020152432.]35 TypeCache BHrinktMeibhlinkua_sc Reading type Info of Nodeld NSOINumeric15.3succeeded

<). • 0 e 

Uniried 
@Automation 

.90«inlentrithOn 
OPC 

En.
..... s 1 

bkurs 

Usemame/E.mall..--n 
LW. 

Rnglt. 

(WC Servers - Downloads 

OPC 10. C Dem Server w1.9.1 
(Wkidowt) 
.101•111.110•14•8ervers 
10.3•041.1.1003-Xl: 

I reu neer ellen Cst Velidneltwbn emerestbm 
Wilenr the Nah DeolvnenC• Wrappv, RwYo 

wwed ...mos ••••1 
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Oencle+00 
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(etrs mmi eu ) 
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An error message is displayed. The hostname in the server 

certificate does not match the hostname or IP address the client 

connected to. This is because the Endpoint URL has an absolute 

address, and a symbolic address was returned. The warning can be 

ignored.

With a new click on Connect Server the 

connection to the OPC UA server is established.

2.4 Download the OPC UA Demo Server (Windows)

The OPC Server program UaCCPServer from Unified Automation 

can be downloaded via: http://www.unified-automation.com 

Free download requires Unified Automation registration.

http://www.unified-automation.com/


UaCPPServer 1.7.3 Setup I I 

Completing the UaCPPServer 1.7.3 
Setup Wizard 

UaCPPServer 1.7.3 has been installed an your computer. 

Click Finish to Glase this wi2ard. 

EIShow Readme 

UADemoServer 

Finish 

o'PServer 

UaCPPServer El X 

*********** + + + + + + + + + + + + + .N****+ + + + 

Server opened en dpoints for following UR Ls : 
opc cp : //III -YE LLOW:48010 

*************************************************** 
*************************************************** 

Presz x to shutdown ser ver 
+ + +'+"+, *****4 + 4,******-+ + + + + + + + + + + 

A 
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Install the OPC UA Demo Server

During the installation of the OPC UA Server 

(UaCPPServer) an icon has been inserted. 

Double click the icon UaCPPServer to start the 

OPC UA Server.

The Server opens with the following window.

The window can be reduced. The OPC UA 

Server software will run in the background.

2.4.1 OPC UA Server Endpoint URL 

The Endpoint URL is displayed in the UaCPPServer window. The 

URL is made of the hostname (TTI-YELLOW), and the port (48010) 

used. The hostname is the name of the PC executing the 

UaCPPServer software.

ATTENTION! 

The Firewall must be opened for the App 

OPC United Architecture C++ Demo Server



die 
• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject 

Eile View Server 2I ocument 5ettings Help 

DeRF10 .;* 

Pro;ect @1ek xJ  Access View 
Add Server 

Project 
77. Servers 

Documents 
Data Acces View 

Address Space 15. X 

Server Node Id Display Name 

Attributes x 

Attribute Value 

Add Server ? 

Configuration Name 

Discoverv Advanced 

Endpoint Filter: No Fiter 

Local 
▪ ke Local Network e Microsoft Terminal Services 

> Microsoft Windows Network 
> Web Client Network 

V gio Reverse Discovery 
< Double click to Add Reverse Discovery... > 

▪ Custom Discovery 
4, < Doubleilick to Add Server... > 

fl  Recently LlseclIN(ciouble-clicke 
< Double click to Add Server... > 

< Double dick Add Server.. > 

Enter URL X 

Enter the URL of a computer with discovery service running: 

opc 'bam 1 I 

OK Cancel 

Enter URL 

Enter the URL of a computer with discovery service running: 

opc. tcp ://10 .0 13. 10:48010 (erster) 

(tonfirm)
OK 

Enter the URL of a computer with discovery service running: 

cpc.lrp://7TI-YELLOW:48010 (erster) 
(co nfi rm • 

OK Cancd 

Chapter 2 Unified Automation UaExpert –OPC UA Client and OPC UA Server Page  2-13

TTI   Trans Tech International© 2021 IBH Link UA   Training

If the PC is running in network having no DNS server, the absolute IP 

address of the PC must be used.

Add UaCPPServer in the UaExpert Client 

Clicking the Plus icon opens the AddServer dialog box.

A double-click on

<Double click to Add Server …> opens the Enter URL dialog box.  

Here the Endpoint URL from 

the UaCPPServer window 

must be entered.

The Endpoint URL with the hostname should be used to enable the 

client to validate the names of the endpoints and the names in the 

certificate. It is also possible to use the absolute address of the PC 

and the port number.

Endpoint URL entered in the Enter URL dialog box.



• Add Server 

Configuration Name 

Discovery 

Endpoint Filter: 

UaServerCpp@TTI-YELLOW 

Advanced 

No Fiter 

> te Microsoft Terminal Services 

v 44 Reverse Discovery 
< Double click to Add Reverse Discovery... > 

ei) Custom Discovery 

c opc.tcp://10.0.13.10:48010 
4, < Double click to Add Server... >

v E.0 UaServerCpp©TTI-YELLOW (opc.tcp) 
1 None - None (uatcp-uasc-uabinary) 

• Basic256Sha256 - Sign (uatcp-uasc-uabinary) 

C Basic256Sha256 - Sign & Encrypt (uatcp-uasc-uabinary) 
• Aes128_Sha256_Rsa0aep - Sign (uatcp-uasc-uabinary) 

• Aes128_Sha256_Rsa0aep - Sign & Encrypt (uatcp-uasc-uabinary) 

1 1 Aes256_Sha256_RsaPss - Sign (uatcp-uasc-uabinary) 

• Aes256_Sha256_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary) 
Recently Used 

• Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* 

File View Server Document Settings Help 

Project 

v 

Ne' 

lr7;11,

Project 
0 Servers 

UaServerCpp©TT1-YELLOW 

C Documents 

C Data Access View 

E 
x 

Address Space e x 
No Highlight 

ILS Root 
Objects 

v BuildingAutomation 
> AirConditionerXml 
> 4 AirConditioner21 

> 4 AirConditioner10 
> 4 AirConditioner2 

4 AirConditioner9 
ControllerConfigurations 

> 4 FurnaceXml 
> 4 Furnace_l 
> 4 Furnace_10 

Furnace_2 

Furnace_9 

> StartLogging 

StopLogging 

▪ Demo 

▪ DemoUANodeSetXML 
PubSubTargetVariables 

> 4 Server 
> etp Types 
> Ö Views 
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The Endpoint URL has been accepted and is displayed in the 

AddServer dialog box with the security levels provided.

AddressSpace in the UaExpert program window, displays 

information about the connected server. 
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