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Chapter 1 IBH Link UA — TeamViewer loT — Establishing connections Page 1-1

1 IBH Link UA — TeamViewer 0T — Establishing
connections

The activation of the TeamViewer I0T option is described in the
chapter 1.6 page 10 of the IBH Link UA Setup Manual.

TeamViewer loT License IBH Link UA

With the latest, freely available firmware the functionality of the IBH
Link UA is extended, to allow remote maintenance via TeamViewer
IOT. This new feature allows to access nearly all PLC systems
always and everywhere.

Complex modem solutions or the use of a PC on site are obsolete.

To use this functionality with IBH Link UA, you need a TeamViewer
0T license.
Use the following link to purchase a TeamViewer I0T license:

https://wiki.ibhsoftec.com/en/IBH Link loT:TeamViewer |oT License IBH Link UA

1.1 Establishing a connection

A connection to the IBH Link UA and thus to the PLC controls and
other devices that are connected to the ports of the control level can
be established via the Internet from any PC.

These Steps are described in the IBH Link UA Setup Manual.

e The TeamViewer software is installed on this PC.

y The IBHNet-loT software [BHMet-1oT Tray - IBHsoftec GmbH
is installed. The service is Ready
displayed in the IBHNet- e 0 -
020-09-0
0T Tray in the task bar.

e The name (e.g. IBH Link UA SC) given in the TeamViewer-
Shortcut dialog box is transferred to the TeamViewer
account.

e Start the TeamViewer software with a Q
double-click.

Tearniewner

¢ Right-click on the IBHNet-loT Tray icon to open the context
menu. The devices registered with the TeamViewer account
are listed in the upper area of the context menu.

TTI Trans Tech International® 2021 IBH Link UA Training
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The TeamViewer software has been started.

"
B compuenucomses M s

[ e
3 Augmented Reskty

More Solutions K1

%
H TeamViewer

® Ready to connest (secure connection)

IBH Link UA SC

Close TeamViewer connection...

Agents..,
Help... The connection is established with a click on

;?:e“ge'" the desired device (IBH Link UA SC).

Information...

Close IBHNet-1oT Tray

Starting Teamviewer

IEHMNet-1oT Tray - IEHsoftec GmbH

T start progress

3%
o b 1630 I
S T e i

Caneel

Progress

_Hiﬂ current configuration

Connected agent

Connection establishment

kua_st Address=10.0.13.89 Mask=: 0

og

Write remote configuration

[-Connected agent

Connection establishment

kua_sc Address=10,0,13.89 Mask=

L

Configuration complete

- Connected agent

kua_sc Address=10.0,13.89 Mask=:

listening port: 31711
allowed Ips: 192.168.179.0/24

@ ibhlinkua_sc - TeamViewer

Remote AppControl  Port Forwarding

S o singi-core
wean Is the connection

The password s case sensitive su CCGSSfU I , th e
User name
Enter your user name Remote AppCOﬂtrOI

Password

with Port Forwarding

Remember me
Keaps login for 2 wesks L] Opens d|sp|ay|ng the

Lost password IBH Llnk UA Logln

. 1 I)
lNBHsoftec §# euincua o window’
wivw.ibhsoftec.com Contact Wiki % ||
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Chapter 1 IBH Link UA — TeamViewer I0T — Establishing connections Page 1-3

To access the individual CPUs (devices) (e.g. status) no registration
(Login) to the IBH Link UA is necessary. The Login is only required
for using the IBH Link UA functions.

Q ibhlinkua_qgc - TeamViewer

{E File transfer Remote AppControl  Port Forwarding
SR o quac-core
Login

The password is case-sensilive.

User name

Enter your user name | dMin
Password
Enter your password
fclick)
Login

Lost password

[IBHsoftec |
=0PC UA

Remember me
Keeps login for 2 weeks

www. ibhsoftec com Contact Wiki

The successful connection established, the IBH Link IoT appears as
a WireGuard tunnel under the network adapters of the PC.

!E_‘ Metweork Connections

A IS« Al > Netw... v O
Organize = = s M @
= |BHMNet-loT Note!
S [EHMet-loT .
T \ireGuard Tunnel Windows use two names for network
—_ adapters. The Hardware Name or
'!-".;'5 E'_T'PN:L the windows FriendlyName is
=4 [ntel(R) Ethernet Connection (23 1., dlsplay(-:d.
_ _ e WireGuard Tunnel
ditems  Titem selected e Wintun Userspace Tunnel

The different names are therefore
displayed in the screen shots.

From now on, all controls and devices that are connected via the
Control Level of the IBH Link UA can be reached.

Note!
_ During the TeamViewer start process it may happen that no

connection is established, and the error messages are displayed.
These error messages are to close with Cancel.

The starting process must be started again.

I ————————
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Page 1-4 IBH Link UA — TeamViewer loT — Establishing connections Chapter 1

1.1.1 Error messages starting process

Connection  Extras  Help | Feedback Insert partner 1D Abort

Team\Viewer Authentication
Please enter the password that is displayed on your
| Pete partner's computer.
|
|

Password:

leise

(Click;
« Remote Control —~
Tl  RemoteM t
P emote Managemen v My Computers
|
.8
bh
Teamvigwer start progress
B - NI
- click’
Ch 4,
J Cancel

‘ Eb Augmented Reality

TeamVleWer Authenticating...

Activate the start process again

IBH Link LA SC

Close Tearmiewer connection..,

Agents..,

Help...

Homepage...
Wiki...

Information...

Close IBHMet-1oT Tray

|[BEHMet-1oT Tray - [BHsoftec GmbH

16:30

~ T v EL o ot |:_|

After the connection has been successfully established, the IBHNet-
0T Tray icon in the taskbar changes. It gets an additional green
mark.

— =

From the PC, whose IBHNet-IoT Tray Icon shows the existing online
connection, controls (CPUs / devices) connected to the Control level
ports can be accessed with the appropriate software (programming
system).

IBH Link UA Training TTI Trans Tech International® 2021



Chapter 1 IBH Link UA — TeamViewer loT — Establishing connections Page 1-5

1.2 Access to controls (CPUs / devices) connected to
the ports of the control level.

The example demonstrates the possible to display the online status
of CPUs connected to the Control level of an IBH Link UA.

1.2.1 Remote IBH Link UA with connected CPUs

CPU 416-2

9 i - “- i
S I o
= — G =, ', ki
’ i ) & =2 N B
— " y Bk : T ‘
PLC 1200! ! ' B
eI S .
= — — - — ernet bus
[ : e
o6 il - - -
B - g

Access to the
Control Level with
TeamViewer loT
via the Internet

IBH Link loT &

Several PLC programming systems for online access to the
individual controls are installed on the external PC.

PLC control IP address Control level FIEgEMTIRE
system

CPU 416 S7e 10.0.13.11 STEP 7 Simatic
CPU 312 S7e loT S7++1/10.0.13.25 | Manager
PLC 1500 TIA16e 10.0.13.90
PLC 1200 TIAl6e 10.0.13.91

TIA Portal V16
CPU 312 TIA16e loT S7++2/10.0.13.26
CPU 416 TIA16e 10.0.13.9
S5 CPU 103Ue loT S5++1/10.0.13.27 | S5 for Windows

) Control Level 10.0.13.89
IBH Link UA
Management Level DHCP

The Management Level port has direct access to the Internet.

The IBH Link UA TeamViewer loT function has been activated on
the remote IBH Link UA as described in chapter 1.1.

1.2.2 Local PC

Several PLC programming software are installed on the local PC to
display the online status of the CPUs.

I ————————
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Page 1-6 IBH Link UA — TeamViewer loT — Establishing connections Chapter 1

TeamViewer is installed on the local PC. There is access to a
TeamViewer account with the corresponding 10T license. The
IBHsoftec software IBHNet-loT-Setup.exe is installed. The
TeamViewer ID of the Remote IBH Link UA and its name has been
inserted into the TeamViewer Shortcuts dialog box via the Agents...
command from the IBHNet-10T Tray context menu.

e Start the TeamViewer software.

e Right click on the IBHNet-loT B Lol L5
Tl’ay ICOFI tO Open the Context Close Team‘u’iewerction...
menu. Agents..
Help...
e With a click on IBH Link UA omeeess
SC, the connection to the e

ibhlink-iot address is Close [BHMNet-loT Tray

established via the Internet.

IBHMet-1oT Tray - IBHsoftec GmbH

16:30
2020-09-03

AT Ao ]

The establishment of the connection is displayed and the Port
Forwarding of the Remote AppControl are displayed.

Q ibhlinkua_gc - TeamViewer

IS, File transfer Remote AppControl  Port Forwarding

B " " .
E‘az‘_; F ] OPC server is running single-core

Login Connection establishment ...

The password is case-sensitive. Progress

Configuration complete

Enter your user name
Connected agenk
Password
Enter your password -
Remote=ibhlinkua_sc Address=10.0.13.89 Mask=255.255.255.0
Remember me
Keeps login for 2 weeks D

Login liskening port: 31711 ——
allowed ips: 192.168.179.0/24 oK Cancel
Lost password : = - =
.
llBHsoft Sl
embedded OPC UA server { client

www.ibhsoftec com Contact Wiki

“=20PC UA

Note:
To access the individual CPUs (devices) (e.g. status) no registration to

the IBH Link 10T is necessary.

e Start the programming software (STEP 7, TIA, S5 for Windows etc.).

The examples show connections from the CPU to the control level of
an IBH Link IoT via an IBH Link S7++ or IBH Link S5++. It is possible

to check the connections and the settings of the IBH links.

____________________________________________________________________________________________________________________|
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Chapter 1 IBH Link UA — TeamViewer loT — Establishing connections Page 1-7

1.2.3 Check IBH Link S7++ settings

CPUs of the S7-300 and S7-400 series not having a free Ethernet
interface can be connected to the IBH Link 10T via MPI bus via an
IBH Link S7++ via Ethernet (RFC 1006 protocol).

The IBH Link S7++ is an Ethernet converter. The protocol used is
standard TCP / IP. The user can benefit from all the advantages of
Ethernet without any problems.

If the connection to the IBH Link IBEHMet-loT Tray - IBHsoftec GmbH
loT is established via the Sent: 10604 Recerved: 10433
Internet, the IBHNet-10T tray
symbol has a green corner at the Lm
bottom left, and transmission

data is displayed.

After starting Manage IBHNet Stations, the
IBH Network Settings dialog box opens.
Click the IBH Link S7 button to open the

Detect multiple network cards dialog box. Managel BRIt
stations

Dialog box IBH Network Settings

% IBH Network settings

File Stations 1BHLinks Options  Help

 Station:
Station Mame | Address |
loT 55++ 1 1001327102
1l =

10.0.13.25

laT 57+ 2 10013 25 Wmmarky
PLC 416441 1001311 - . -
PLC 4164 M2 100139 |Lists the access names available on this PC. Doubleclick

opens the properties,

Search and configure [BH Link 37, Plus, 57+ + and 57+ +
HS devices,

Mew ztation ﬁ"k’ Change station | Delete stabion |

IEH Link 57 BHLink 55 | IBHLink S5++ | Language |

| Close I [Version: 1 .E?‘] Help |

Mark WireGuard Tunnel and confirm with OK.

— Settings:

% Multiple Network Cards detected

Please chooze the Metwork, Card for the |BH Link search

Descrphion | IF address | MAL address | Address |

IntellR) Ethernet Connection (2] 1219 19216817810 30-54-34-57-2E-1C DHCP
YWireGuard Tunnel 19 17 00-00-00-00-00-00 Static

tulbiple Metwork Cards were detected in your PC.
Flease chooze the Metwark card for the IBH Links search.
confirm

QK Cancel | Help

I —————
TTI Trans Tech International® 2021 IBH Link UA Training



Page 1-8 IBH Link UA — TeamViewer loT — Establishing connections Chapter 1

Note!

Windows use two names for network adapters, the Name given by the
Hardware or the FriendlyName.

o WireGuard Tunnel
o Wintun Userspace Tunnel

Depending on the software using network adapter and the Windows status
the Hardware Name or the FriendlyName is displayed.

§ Multiple Network Cards detected

~ Please choose the Mebwaork Card for the |BH Link search

Description | IP address | MAC address | Address |
A EIe 00-15-50-BB-18-..  Static
00-00-00-00-00-00  Static
-FIE b ) 78-2B-46-BB-F5-.. DHCF

Microzoft Wi-Fi Direct Virtual Adapter #5 78-2B-46-BB-F5-.. DHCP
ricrosoft Wi-Fi Direct Wirtual Adapter #E 0000 74-2B-46-BB-F5-.. DHCP

Multiple Metwork, Cardz were detected in your PC.
Please choose the Network card for the |BH Links search,

QK | Cancel | Help |

In the IBH Links in the local network dialog box, click the Search
IP range button.

% |BHLinks in the local network

r~ Found IBHLirks:
WAL Address | Type ‘ Serial Mumber | IP Address ‘ Station name ‘ Firmware

Search P address range

Address range

Start Counk:
| 1001325 =
15K Link S72+
confirm e,
m Cancel |
[ Corfiguration via Fiouter I ST

0K | Settings | Search again | TN earch IPrange Help |

Searching for several IBH links is impossible over the Internet. In the
Search IP Range dialog box, enter the IP address of the

IBH Link S7++ to be searched and the number 1. When you click
OK, the connection to the IBH Link S7++ is established.

Information of the connected IBH Link S7++ are displayed.

% IBHLinks in the local network

Found IBHLinks:
| MAC Addres: | Type | Serial Mumber | IP Address | Station name | Firnware
00-02- 56-CE P 25208 ol 57 2,168
is inserted
| —
[ Corfiguration via Fouter I 0ooo
click
0K I Settings | Seaich again | Search IF range | Help |

I ————————
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Page 1-9

Click on the button Settings to display several tabs with information
on the connected IBH Link S7++.

IBHLink settings - 00025208 MAC: 00-02-A2-21-36-CB IBHLink settings - 00
MPI/Profibus I Time synchronisation I FEirmweare I Diagnosti ‘I L4 MP1/Profibus I Time synchronisation Firmwsare: | Station ‘I ’I
(ehick g Testing will attermnpt to establish a network connection to
— Address settings: ~Metwark statusf Diagithe |BH Link and read the current settings.
Metwork name: I S7++1 IP-Address &I ILifeI\st ak
IBH Link 57++ .
\Ptddress: 0. 0 .13 . =58 - . Stat dd 0 = Fized bus parameter settings
& Statio Son address I © Automatic detection
Subnet mask: 285 . 288 285 . 0  DHCP Bus parameters
 BootP : i
T o i L :
[~ IBHNet part [Port 1093 is abways active] 0 m;’_{'TT:dc::“;DDU
Tseb 12
Tei N MPI-Address A
— Authentification Mg'ﬁﬁ‘},‘:?“ ,|BH Link S7++
~Bus Nodes
Username: Iadmin o 14293 4 5 6 7 8 3011 121314 1516 17 18 13
(U I I |2 | Y S O (A I
Password: [ 2 0000000000 O0O00C0 0000
e —] | &)Y i Y o o o o o o o o o
(S i o o o v ) ) ) ) o
o U i o o o o v o ) ) o
l"_'°"c o it NP TIA WEHEEEEEEEEEEEEESEEEE
onfiguration with NetPro, e ml il nl nl nll o Ke
I Disable Webserver [~ Station passive
[¥ Station active
¥ Station active ready
{ & lifelist of all connected nodes on the bus will be read.|
| Save permanently I Feboot Cancel | Save permanently I Fiehoot Cancel |

1.2.4 Two or more IBH Link S7++ in one Subnet

The TIA Portal programming environment does not have a dialog to
select different IBH Link S7++. The selection must be performed
using the IBH Network Settings dialog box.

% IBH Network settings

Interface, like it is in the TI8, or due to lacking user rights,

File Stations [BHLinks | Options  Help
— Station: leEREmR
Station Mame Diaanostics
B+ 1 el
loT 57++1 Test and Settings
loT 57++ 2
PLC 416411 N -
PLE 4164M2 Test and Setup
— Test function:
Set PG/PE inteiface |
Diagnostics |
— Selected stations for STEP®7
— Settings:
M 10T PLC 416 ||f the [BHMet station can't be chosen over Set PGAPC
IBH Link 57 10T 57++ 2 ; ST
—I = PLL 41E4M1 the [BHMet station can be chosen in this dialog,

PLC H16-M2

Close

Profibus

=

i confirm ;

Cancel |

By clicking the Accept button, the IBHNet driver is given the IP
address. The TIA Portal, therefore, only has access to the assigned

CPU via the IBH Link S7++.

TTI

Trans Tech International® 2021
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Page 1-10 IBH Link UA — TeamViewer loT — Establishing connections Chapter 1

1.2.5 Check IBH Link S5 ++ settings

CPUs of the S5 series not having a free Ethernet port can be
connected to the IBH Link 10T via the PG interface via an

IBH Link S5++ via Ethernet (RFC 1006 protocol).

The IBH Link S5++ is an Ethernet converter. The protocol used is
standard TCP / IP. The user can benefit from all the advantages of
Ethernet.

If the connection to the IBH Link loT | [EHMet-loT Tray - |[BHsoftec GmbH
is established via the Internet, the sent15140 Recenved: 11657

IBHNet-loT tray symbol has a green
corner at the bottom left, and Lm
transmission data is displayed.

After starting IBHNet Manage Stations, the
IBH Network Settings dialog box opens. Click the
IBH Link S5++ button to open the Detect multiple

o

SIEHNEE
network cards dialog box. Stations

% |BH Metwork settings

File  Stations |IBHLinks Options Help

— Station:
Station Mame I .t’-'«cldless I
laT 574+ 1 TR
laT 574+ 2 1001325  elicky
PLC 416-wk1 10.0013.17 [Lists the access names available on this PC,
FLC 4167442 10.013.9  |Doubleclick opens the properties.

Search and configure |BH Link 535++

~Geltngs———— devices from 2009 or newer,
Mew station | gelicky station | Delete station |
BHLinkS7 | IBHLinkss | [f Language |
| Close I [ersion: 1.67] Help |

Mark WireGuard Tunnel and confirm with OK.

% Multiple Network Cards detected

Pleaze choose the Metwork, Card for the IBH Link search
Dezcription IP addrezs MALC addrezs Addrezs
Intel[R] Ethernet Connection (2] 12194 192 158 17810 30-5A-34-57-2E-1C DHCP

WireGuard Tunnel 9: 11749, 00-00-00-00-00-00 Static

Multiple Metwark, Cards were detected in pour PC.
Pleaze choose the Metwork card far the IBH Links search.

IBH Link UA Training TTI Trans Tech International® 2021




Chapter 1 IBH Link UA — TeamViewer loT — Establishing connections Page 1-11

Note!

Windows use two names for network adapters, the Name given by the
Hardware or the FriendlyName.

o WireGuard Tunnel

o Wintun Userspace Tunnel

Depending on the software using network adapter and the Windows status
the Hardware Name or the FriendlyName is displayed.

In the IBH Link S5++ in the local network dialog box, click the
Search IP range button.

¥ IBH Link $3++ in the local network

Searching for several
MAC Address Type Serial rumber TP Address Station name Firmwars | B H | | n kS | S
Search IP address range . .
sk ange impossible over the
. Internet. In the
-Address
Search IP address
Cares .
range dialog box,

[ Configuration via Router T e nte r th e | P ad d reSS
Settings Search again Help 0 f th e

IBH Link S5++ to be searched and the number 1.

When you click OK, the connection to the IBH Link S5++ is

established.

Information of the connected IBH Link S5++ are displayed.

% IBH Link 55+ + in the local network

Found IBH Link 55++

Click on the button

Serial number 1P Address

10.0.13.27

Station name

55-103U

Firmware

Settings to
display information

Dcunfiguration wia Router

Settings’ |

| K

Search again

Search IP range

on the connected
IBH Link S5++.

Help

IBH Link 55++ settings

Fitrwmare:
Inside IEH Link 55++: 1.64-Release
Avalable For Download: | configfs-eth20-1.64-Release tar,bz2 -
Download Firmveare
IP-Address settings:
IP-Address
Devicename: 55-103U IBH Link 55++
1P-Address: w01 (®) Static
Subnet mask: 255 . 255 . 255 . 0 [@]=s:]
Gty 192 168 . 1 . 1
Parts:
PU-Port: 1a010
Fetchfiwrite TCP: 2002
RFC1006: 10z
Default
Save permanently Rebaoat Cancel

TTI

Trans Tech International® 2021

IBH Link UA Training



Page 1-12

IBH Link UA — TeamViewer loT — Establishing connections

Chapter

1.2.6 STEP 7 Simatic Manager — CPU 416 S7e

The CPU 416 has an Ethernet port (IP address 10.0.13.11) and is
directly connected to the Control Level of the IBH Link 10T.

Set interface

..'—,: SIMATIC Manager - [CPU 416 57e -- Ad_loT-enhCPL 416 57e]

%File Edit Insert PLC  ‘“iew Options Window Help

= EE' 5 Customize... Chrl+Alt+E
EI--% CPU 416 57e Arcess Protection
= CPU 418 Em

=-[§ CPU 4163 PN/DP SNEbLE

=l{z8] Counter

5 et PGSO Interface.,
ource

Set PG/PC Interface

Press F1 to get Help.

! Acoess Path ILLDPHDCF‘] PNIO Adapter | Info |

Access Point of the Application:

|S?DNLINE [STEF 7] - Wintun serspace TunneI.TEPIP.AutDJJ:]

[Standard for STEP 7)

Interface Parameter Assignment U sed:

|W'intun Uzerspace Tunnel TCPIP. Auto.1

Properties. ..

B USE.57USE.T

B wintun Userspace Tunnel150.1
[ wimtun Userspace Tunnel TCPIP.1

~ Diagrostics. .

- |
lm-\v\.fir'utur'u Userspace Tunnel TCPIP.Auta.1

<

[Parameter assigment

to wour NDIS CPs with TCPAP Protocal (RFC-1008])

>

for the |[E-FG access

Cancel | Help |

Status S7 CPU 416

.‘-; SIMATIC Manager - [CPU 416 57e -- A8 _[oT-enyCPU 416 57e]

(= o )

=-[§ cru se3PNOP
E-{z) Counter
i-{B] Source
‘-fgg Blocks

Press F1to get Help,

% File  Edit Imsert PLC  Wiew Options Window Help - 8 X
O = | 8% & @ 25| 8T | < Mo Filer » |
-&p CPU 416 57 Spstern data o OB ok OB100

=-{# CPU 416 i FCS = DB2

| Wfintun Userspace TunneI.TCPIF'.AuD

ﬁ Mar - [Di;plgy counter data -- @CPU A6 SACPUNeCPU 416-3 PH/DPYCounter ORLIME]

=R =

K2 Teble Edit Insert PLC Variable Wiew Options  Window  Help -

#| Dl(e| & #E|e]o]c] x| [2 8| k2| e o] 669 gl

B ,'; Address | Symbol Display formeat Modify value

1 t 22 | "Counting On" BOOL ] true

2 M 25 "Down BOOL

5 Mo 26 Rt BOCL

4 20 & "Man” BOOL

5 M2 i "Min" BOCL

g R 12 "Courteryalue DEC

7 Mo 23 "Court” BOCL true

CPU A6 SACPU M6 ACounter & Run,
IBH Link UA Training TTI Trans Tech International® 2021



Chapter 1

IBH Link UA — TeamViewer l0T — Establishing connections

Page 1-13

1.2.7 STEP 7 Simatic Manager —CPU 312 S7e

The CPU 312 is connected to the control level of the IBH Link IoT via
an LBH Link S7++ (loT S7++ IP address 10.0.13.25).

D |8 | & B |
B85 CPU 31257

.'—; SIMATIC Manager - [CPU 312 57 -- Ad_loT-enhCPL 312 57e]
% File  Edit Insert PLC  “iew | Options  Window  Help

Customize..

Access Protection

Ctrl +2t+E

=-E CPU 312
=@ cru 3z
-1 CPU 31267

i< g

ST-Web2PLC

Set PG/PC Interface.. k

= O e

a X

- |

<{B] Sources
----- {£H Blocks

LLDF / DCP | PNIO Adapter | Info |

Accesz Paint of the Application:

A

llS70MUINE (STEP 7] -5 IBHMetMPLT ]
[Standard for STEP 7)

Interface Parameter degignment U sed;
[IBHNEtMPI1

Diagrostics...

IBH netwark settings

B IBHMet PP Copy...
IBHNELF‘HDFIBLIS.‘I o Delete
< >
[Uzer parameter azzignment [converted])
confirm
Cancel |

Help | ‘

Status S7 CPU 312

& SIMATIC Manager - [CPU 312 576 - A _laT-er\CPL 312 §7¢] [ S
%File Edit Insert PLC  View Options Window Help - &8 X
O 8% | & Ba e @ 25 2|0 58 2| B[] NoFiter> =%

-&B CPU 312 57
= CPU 312
- cru a1z
B-z1] CPU 312 57.
-{B]) Sources

l@ Systemn data

Press F1to get Help,

£+ OB 100
3 DBS

3 0BT
3 DB2

[ L [BHMethpl AI

3 war - [CountingDisplay -- @CPU 312 S74CPU 3124CPU 3124CPU 312 STe OMLINE] =
ﬁ Table Edit Insert PLC  Variable “iew Options Window Help - 8 X
#| D|@|a| 8| »m@le]of«| X|[% 2] M| Dfe @ &5l4] )
,'; Address Symbol Display formaf | Status value\ fbcdify v alue
1 Mo 25 "o BOOL ]
2 M 2B Pt BOoL
3 M 20 b BOOL
4 Mo 24 "Mofim" BOOL
E My 12 "Lewel_1" DEC
5] DEZDEVY 0 "Counteryalues_1"Minvalue_1 DEC
7 DE2DEVY 2 "Countervalues_1" MaxYalue_1 DEC
g DE2DEVY 4 "Countervalues_1" Walue_1 DEC
g DE2DBX 6.0 : "Counteryalues_1" Counting_is_on_1 : BOOL J
CPU 312 SACPU 3112 NCPU 312 57 @ FUI\ v

|
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1.2.8 TIA Portal V16 — PLC 1500 TIA16e

There are several ways to establish an online connection in the TIA
Portal. The CPU of the opened project must have the same IP
address as the CPU that is connected to the IBH Link 10T / control
level.

The CPU 1500 is connected to the control level of the IBH Link loT
(IP address 10.0.13.90).

1. Project tree / devices (PLC 1500) /
online & diagnostics. || (Devices] |

The same command is available in the |
Online menu. A double-click opens the |7 =250 "5

H H : o Devices & networks
Online access window. Settings must be Sl G
made here- Y Device configuration

Q Cnline & diagnostics

double-click

2. Online / Extended go online...

The command opens the T4 Siemens - A2\ loT-en\PLC 1500 TIA16elPLC 1500 TIA1 6e

. . Froject Edit  Wiew Insert | Online |Options Tools  Window
Go online dialog box. There | s sgecive = TR |

X wtended go online...

are other ways to open the e e &Y Gooffine

. N JW\— Sirnulation
GO Onllne dlalog bOX The E @ Online & disgnostics  CorleDr

. . Receive alarms

requwed SettlngS are ¥ 7 FLC1500 TIAT6E :
. . B Add new device‘w
Identlcal. oy Devices & networks

= E. PLC_1500 [CPU 1511-1 PM]

Online & diagnostics — Online access window

7 Siemens - A:\_loT-en\PLC 1500 TIA16e\PLC 1500 TIA16e

Project  Edit  Yiew |nsert  Online Options Iools  Window Help Tl (et oo e i A
O (W smeproiect @ X B 00 X 02 (¢ Gy G B R F coonline F cootiine fp MM X )1 PORTAL

PLC 1500 TlA16e » PLC_1500 [CPU 1511-1 PN]

Devices
[ 2 | e

» Diagnostics

Online access

: {mark)
~ 7 PLC1500 TIATGE » Functions Status

B Add new device

iy Devices & networks Offline
- p_u PLC_ 1500 [CPU 15111 PM] !

Device configuration

[% online & diagnosticsde
» g Prograrn Blocks
» [ Technology objects
v [} External source files
» g FLCtags
» g PLC data types
b [ watch and force tables

+ [ Online backups

= l o
» (55 Traces " Type ofthe PGIFC interface: WL PHIIE =

& Devi
¥ i, Device proxy data r B _
18} Frogram info I FGIFCinterface: || Wintun Userspace Tunnel ~| ©
[ PLC supenvisions & alarms Tl Connection to interfacelsubnet: | Direct at slat "1 X1' ~| ©
5 PLC alarm text lists Tstgateway: | [~] ©

» [ Local modules -
b B Ungrouped devices [Device sddress: [1001350 ] ]

» 5§ Security settings
) 5@ et oo
» [ common data (click)

» [5] Documentation settings

"

[] Flash LED

Online access

In the Online Access dialog box, select the settings as follows:

_
The Type of PG/PC interface must be selected g ¢y e

according to the hardware configuration of the Please select...

CPU.

@ _Teleservice

IBH Link UA Training TTI Trans Tech International® 2021
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Wintum Userspace Tunnel must
be specified as the PG / PC
interface if there is a direct
connection between the CPU and
IBH Link 10T / control level.

The physical location or the name of the Ethernet
connection must be specified at Connection to

interface/subnet.
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|E Wintun Userspace Tunnel

Flease select...

=] Intel(R} Ethernet Cannection (2} 1219-V
Rl PLCSIM

S Wintun Userspace Tunnel

| Direct at slot "1 21"

Flease select...

Direct at slot "1
PHIE_1

The online connection to the CPU1500 is established.

74, Siemens - A:\ loT-en\PLC 1500 TIA16e\PLC 1500 TIA1 6e

Project Edit  ‘“iew Insert Online  Options  Tools  Window  Help
G (W seveproject 3 Y 2

AKX D:rE: 5 MG E R S coonline ¥ Gooffine Ay MMM @  []'" PORTAL

Totally Integrated Automation

Devices

] O .
- Online access

» Diagnostcs

¥ _] PLC1500TIAT6e b Fumeions Status

[ Add new device
ﬁ%ﬁ Devices & networks
w (5§ PLC_1500 [CPU 1511-1 PN]

I} Device configuration

Online & diagnostics

Gnline

Online access

[-g! Program blocks

v [ Technology objects
» External source files
» L PLCTags L ]
» L) PLC data types

[l Watch and force tables

rj‘,‘ Online backups

|3 Traces

[§} Device proxy deta

4 Type of the FGIFC interface:

D Flaszh LED

[ e

s Pragram info
[f PLC supervisions & alarms
E] PLC alarm text lists
» [2 online card data
» [ Local modules
» [ Ungrouped devices
¥ 5§ Security settings
» [3@ Cross-device functions
» [g§ Common data

PEIFCinterace:
Connection to interface/subnet:
15t gateway:

Device address:

[B Wintun Userspace Tunnel

1

i)

[Direct at slot ' x1°

1

aas

1

10.0.15.80

5‘ Go offline

| |[fe]

Extended go online access — Online access dialog box

Jf Siemens - A:\ loT-en\PLC 1500 TIA16&\PLC 1500 TIA16e

Froject  Edit  “iew Insert | Online | Options

Toals

Wind o

j 3 H Save project

Project tree

Devices

ﬁ' Go online

Ctrl+k,

al e
=i

* ] PLC1500TIATGBe

ﬁ Extended go anling...

i¥ Go offline Crrl+
Simulation ¥
¥ stop crU Crrl+ SR+
9 Online & diagnostics Ctrl+D

Receive alarms

B ~dd new device
Eﬁ-h Devices & networks
» [ PLC_ 1500 [CPU 1571491 PN]
[l'f Device configuration
ﬂ Online & diagnostics

Select devices for opening the online connection

%

Narne Interface type ¥ Go online
FLC_1500 CPU 1511-1 PN [ mark)
Goonline 1 | Cancel

TTI
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The Go online dialog box opens.

Go online X
configured access nodes of "PLC_1500"
Device Device type slot Interface type | Address Subnet
PLC_1500 CPU1511-1 PN 131 PRIIE 10.013.50 PNAIE_1
Type of the FGIFCinterface: | Flease select... [=]
PGPCinterface: | [~] @[H]
Connetion to interface/subnet: | [~ @&
Tstgeteway: | [~| @
Select target device: [5how devices with the same addresses [~ |
Device Device type Interface type Address Target device
Flash LED
Online status information: [ pisplay nly eror messages
coori

In the Go online dialog box select the following settings:

.
The Type of PG/PC interface must be selected |L:$En ==

according to the hardware configuration of the Flease select...

CPU.
@ Teleservice

Wintum Userspace Tunnel must

be specified as the PG / PC [l wintun Userspace Tunnel

. . . . Flease select...
interface if there is a direct _
=] Intel(R} Ethernet Connection (2} 1213-Y

connection between the CPU and g pco
IBH Link 10T / control level. W Wintun Userspace Tunnel

The physical location or the name of the Ethernet 5 .
Irect at slot
connection must be specified at Connection to

Flease select...

interface/subnet. Direct at slat 1 1"
FRIIE_1
Show device with the same
Showe dewvices with the same addresses
address must be selected as the | = . .
Showe devices with the same addresses
target device. Show all compatible devices

Showe accessible devices

Note:

) If the command Show device with the same address is not
A available, no connection to the CPU can be established.
| A In the hardware configuration of the CPU, the option IP address is
set directly at the device must be deactivated.

IP protocol

SRl OElGE (i prejses Jrenadess - Deactivate IP address is set
directly on the device.

mark IFaddress: |10 .0 .13 .90 |

Subnet mask: | 255 , 255 . 285 . 0
D Use router

unmark Router address: | ] .0 o0 .0 |

IP address iz set directly at the device

I —————————
IBH Link UA Training TTI Trans Tech International® 2021
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Search — Go online

Clicking the Start search button attempts to establish an online
connection to the CPU.

Go online %
Configured access nodes of "PLC_1500"
Device Device type slot Interface type | Address Subnet
FLC 1500 CPU1511-1 PN 1=1 FNIE 10.0.13.90 FHIE_1
—————1
open | select
Type of the PG/PC interface: ﬁ_F’Nl’IE |
PGIPC interface: ﬁ wintun Userspace Tunnel | @
Connection to interfaceisubnet: |D\rect atslot' x1' | @
5t gateway: | | e | @
Select target dewice: | Show devices with the same addrEssEs} |
Device Device type Interface type Address Target device
= = FRIIIE Access address =
Flash LED
=
Online status information: [ Display only errar messages
| Goonline | | Cancel |

If the CPU to be connected is found, further data exchange is
enabled with a click on the Go Online button.

Go online %
Configured access nodes of "PLC_1500"
Device Device type Slot Interface type | Address Subnet
FLC 1500 CPU1511-1 PN 1=1 FRIE 10.0.13.90 FRIIE_1
—————1
Type of the PG/PC interface: ﬁ_PNl’IE |'|
PGIPC interface: ﬁ Wintun Userspace Tunnel |'| ©
Connection to interfaceisubnet: | Direct at slot ' ®1' |'| @
15t gateway: | | - | @
Select target device: Show devices with the same addresses ‘ hd |
Device Device type Interface type Address Target device
PLC_1500 CFLU1511-1 FM FHIIE 10.0.13.90 PLC_1500
= = FNIE Access address =
|| Flash LED
Online status information: [ Display only errar messages
€ scan completed. 1 compatible devices of 1 accessible devices found.
2 Retrieving device infarmation.
Scan and information retrieval completed
(Chick )y -
S Eoonline Cancel

The online connection to the CPU1500 is established.

Status CPU 1500 — data block CounterData [DB5]

= =l = = . Keep actual values g Snapshot @ ™ copysnapshots to startvalues g (2 ' H
CounterData (elick)
Mame Data type Offset Start value IMonitor value § Comment
-4l ¥ Static
L] MinMNo1500 |Int 0.0 1000 100 minimurn counter reading (humber)
L} Maxha1500 Int 2.0 10000 000 maximurn counter reading {number)

= Count1500 Boal 4.0 false TRUE Counter is counting
= CountingQN1500 Bool 4.1 false TRUE Enable counting
= Counteryalue1500 Int .0 ] 6104 Countervalue

gaadd

TTI Trans Tech International® 2021 IBH Link UA Training
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1.2.9 PLC 1200 TIA16d — IP-Address 10.0.13.91

There are several ways to establish an online connection in the TIA
Portal. The CPU of the opened project must have the same IP
address as the CPU that is connected to the IBH Link 10T / control
level.

The CPU 1200 is connected to the control level of the IBH Link loT
(IP address 10.0.13.91).

1. Project tree /devices (PLC 1200) / e A
online & diagnostics. A el Rt Lol
The same command is available in

Project tree
Devices

Y

the Online menu. A double-click C_rermnie)
. . iy Devices & networks
opens the Online access window. = [ 71200 [<Pu 1217 D]

Settings must be made here. [

2_ On I | ne / EXten d ed g oon | | ne... 74 Siemens - A:\ loT-en\PLC 1200 TIA16e\PLC 1200 TIA16e

Project Edit  Wiew Insert | Online |Options  Tools  Window

The command opens the Go I AP ot & Foe ]
xtended go online. .
Project tree &¥ Go offine - _ .

online dialog box. There are [ Devear [0 g s

Rl

Other Ways to Open the GO Onllne ] B online & diagnostics

Receive alarms

dialog box. The required settings | =gy
 Devices & netwarks

are Identlcal . + [l PLC_1200 [CPU 12112 DODODT]

Curl+D

Online & diagnostics — Online access window

T4 Siemens - A:\ loT-en\PLC 1200 TIA16e\PLC 1200 TIA16e

Project  Edit  ¥iew Insert QOnline Options Tools Window Help Totally Integrated Automation

Y svepoject @ ¥ EH X e BENEHER F coonline oF cootilne 2 AW 3¢ H1]° PORTAL
PLC 1200 TIA16e » PLC_1200 [CPU 1211C DGZDEDC]

Devices

Online access

» Diagnostics
marl

¥ ] FLC1200TlAl6e b RuEinms Status

B Add new device
tl%ﬁ Devices & networks

- r:]. PLC_1200 [CPU 12711C DD GDC] Sl
Y Cevice configuration =
% Onling & diagnostics, >
v [l Prgram blocks
» 3 Technology objects 2l LD
3 External source files
» g PLCtags
v [ PLC data types
» 55 watch and force tables
» [ig Online backups

<

Online access

I o
NEY ~
, . DrECES 4 N Type of the PGIPC interface: L PNIIE -

[, Device proxy data il - - ———

8§ program info ] PGIFC interface: Rl Wintun Userspace Tunnel 8- @[

Lf FLC supervisions & slarms [ Connection to intefacefsubnet: [ Direct at slot 1 X1 [~] @

E] FLC alarm text lists 15t gateway: | [-] ©

» (@ Local modules
Device address: 10.0.13.91

» [id Ungrouped devices (= ‘ | ‘
3 5". Security settings -
» |98 Cross-device functions
» [g§ common data (elick}

¥ [5] Documentation settings

In the Online Access dialog box, select the settings as follows:

.
The Type of PG/PC interface must be selected |L:$En =

according to the hardware configuration of the Flease select...

CPU.

@ Teleservice
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Wintum Userspace Tunnel must
be specified as the PG / PC
interface if there is a direct
connection between the CPU and
IBH Link 10T / control level.

The physical location or the name of the Ethernet
connection must be specified at Connection to
interface/subnet. This selection is only available

if a network is configurated.

T4 Siemens - A:\ loT-en\PLC 1200 TIA16e\PLC 1200 TIA16e

Project Edit  “iew Insert  Online  Options Tools  Window  Help

5F (¥ B save project | Sh

(g2 I

X D G MEE R I coonline ¥ Gootfine gz A 2 H || "

IBH Link UA — TeamViewer I0T — Establishing connections
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|E Wintun Userspace Tunnel

Flease select...

=] Intel(R} Ethernet Cannection (2} 1219-V

& PLCSIM

S Wintun Userspace Tunnel

| Direct at slot "1 21"

The online connection to the CPU1200 is established.

Totally Integrated Automation
PO

Flease select...
Direct at slot "1

PHIE_1

RTAL

Devices

~ ] PLC1200TIATEe [e]

B Add new device

i Devices & networks

~ [jjg PLC_1200 [CPU 1211¢ DO/DEDC] [ ]
HY Device configuration

] Grline & diagnastics_| i
[ Program blacks ]
r:* Technology objects
External source files
4 FLCtags ]
[ PLC data ypes
|5 watch and force tables

(&g online backups
[ Troces

E.; Device proxy data
% Program info
it PLC supenvisions & slarms
'E] PLC alarm text lists
» (= online card data
v [ Local modules
3 Tﬁ, Ungrouped devices
» 5§ Security settings
» [ Cross-device functions
¥ [g§ Common data

¥ Diagnostics
¥ Functions

Online access

Status

Gnline

Online access

4 Type of the PGIPC intertace:
PaIPCinterdace:

Connection to interacelsubnet:
15t gateway: | [

Dewvice address:

D Flash LED

[ FniE

@ wintun Userspace Tunnel

1

5]

[Direct at slo 1 1"

1

T___
aaa

1001591

Bl

Y Siemens - A:\_loT-en\PLC 1200 TIA16e\PLC 1200 TIA16e

Project tree

Devices

oy
=i}

Zf 3 B saveproject 5

Froject  Edit  “iew Insert | Online | Options  Tools  Window

& Go online
J= 4 Extended go online...
&Y Go offline

Simulation

Cerl+k

T ] PLC1200TIATEe

B ~dd new device
EE,:, Devices & networks
~ [1j PLC_1200 [CPU 1211C DEDGDEC]

[IT Device configuration

® stop cFU
% Online & diagnostics
Receive alarms

Ctrl+ SR+ Q

Ctrl+D

ﬁ Online & diagnostics

Mame
PLC_1200

Interface type
CPUT211CDCDCDC

'GoOnline 1

Select devices for opening the online connection

[wfl Go online
[
]

{mark)

Cancel

Extended go online access — Online access dialog box

TTI
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The Go online dialog box opens.

Go online X
Configured access nodes of "FLC_1200"
Device Device type slot Interface type | Address Subnet
FLC_1200 CPU12MCDCD.. 1X1 FRIIE 10.0.13.91
Type of the PGIFC interface: |Plea e select.. | hd |
PGIFC interface: | |V| @
Connection to intedface/subnet: | |V| @
15t Qateway: | | A | @
Select target dewvice: Show devices with the sarme addresses | - |
E Device Device type Interface type Address Target device
Flash LED
Online status information: [ pisplay anly errar messages
| Goonline | | Cancel
In the Go online dialog box select the following settings:
.
The Type of PG/PC interface must be selected g ryye
according to the hardware configuration of the Please select...
CPU. @_Telesenvice
Wintum Userspace Tunnel must
be specified as the PG / PC |@ Wintun Userspace Tunnel

. . . . Flease select...
interface if there is a direct .
T2 Intel(R} Ethernet Cannection (2} 1219-Y

connection between the CPU and g p oy

IBH Link IoT / control level. % Wintun Userspace Tunnel
) )
Show device with the same | Show dewvices with the same addresses
address must be selected as the Show devices with the same addresses
. Show all compatible devices
target device. Show accessible devices
The physical location or the name of the
Ethernet connection must be specified at ' Direct at slot "1 xX1'
Connection to interface/subnet. This PIEESE select...
selection is only available if a network is ':t at slot 1 X1
configurated. B

Note:
If the command Show device with the same address is not

é _available, no connection to the CPU can be established.
»In the hardware configuration of the CPU, the option IP address is
set directly at the device must be deactivated.

IBH Link UA Training TTI Trans Tech International® 2021
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Deactivate IP address is set directly on the device.

IP protocol
Set IF address in the project I
CPU1211C
mark IFaddress: |10 .0 .13 .9
Subnet mask: | 255 | 255 . 255 . 0
D Use router
unmark

Routeraddress: |0 o0 .0 .0

IF address is set directly at the dewvice

Search — Go online

Clicking the Start search button attempts to establish an online
connection to the CPU.

Go online [%

Configured access nodes of "PLC_1200"

Device Device type Slot Interface type  Address Subnet
FLC_1200 CPU1211CDCD.. 1X1 FRIE 10.0.13.91
open | select
Type of the PGIFC interface: |i_PN|'IE l |
FGIFC interface: |— Wintun Userspace Tunnel | ©
Connection to intefacelsubnet:  [Directat slot'1 X1 [~] ©
15t gateway: | |'| @
Select target dewice: | Show devices with the same addresses} |
Device Device type Interface type Address Target device
= = PIIE Access address =

Flash LED
(click )
Start search
Online status infarmation: [ pisplay anly errar messages

| Goonline | | Cancel |

If the CPU to be connected is found, further data exchange is
enabled with a click on the Go Online button.

Go online X

Configured access nodes of "PLC_1200"

Device Device type Slot Interface type  Address Subnet
FLC_1200 CPU1211CDCD.. 11 PMIE 10.0.13.91
Type of the PGIPC intedace: ﬁ_PNl’IE ‘ 'l
FGIFC interface: ﬁ Wintun Userspace Tunnel ‘ '| @
Connection to intefacelsubnet: | Direct at slat "1 x71" ‘ v| @
15t gateway: | ‘ v| @
Select target dewvice: Show devices with the same addresses ‘ - |
Device Device type Interface type Address Target device
FLC_1200 CPUN211CDCD..  FMAE 10.0.13.91 FLC_1200
= = PRIIE Access address =
|| Flash LED
Online status information: [ Display anly error messages

© scan completed. 1 compatible devices of 1 accessible devices found.
249 Retrieving device information. .
Scan and information retrieval cormpleted.

(Click
Goonline 1 | Cancel

The online connection to the CPU1200 is established.

TTI Trans Tech International® 2021 IBH Link UA Training



IBH Link UA — TeamViewer loT — Establishing connections Chapter 1
Status CPU 1200 — data block CounterData [DB5]
= o2 iy B = ctualvalues o Snapshot By ¥ copysnapshots to startvalues g (2 0 =}
CounterData (click )
Name Data type Offset startvalue { Monitor value Comment
1 <@ * Static
2 e Minkaol200 | Int 0.0 1000 100 minimurm counter reading (number)
3 4anm Maxhol200 Int 2.0 10000 gooon mazximum counter reading (humber)
4 @= Count1200 Bool 4.0 false TRUE Counter is counting
5 4= CountingON1200 Bool 4.1 false TRUE Enable counting
6 1= Countervalue1200 Int 6.0 1} 104 Countervalue

The CPU 312 is
connected to the control

% |BH Network settings

Station:
level of the IBH Link 10T | foreem ™
via an IBH Link S7++ B
(IP address 10.0.13.26). | """
The IBH Link S7++ (loT
S7++2 — IP address
10.0.13.26) must be
selected. The project —
CPU is addressed via its Newstaion ||
MPI address. The IBH Link 57 |  1BH Lin

IBHNet driver of the IBH
Link S7++ automatically
assigns the IP address

to the MPI address. The

File Stations |BH Links | Options  Help

CPU 312 TIA16e—- 10T S7++2 — IP address 10.0.13.26

Language
Diagnostics

Test and Settings

02

Test and Setup

Test functions

Set PG/PC interface |

Diagnostics |

Selected stations for STEP®7

PLC 4164/M2

Profibus

| =

IBH Link S7++ is connected to the IBH Link IoT / control level.

There are several ways to establish an online connection in the TIA

Portal.

1. Project tree/ devices (S7-CPU
300) / online & diagnostics.
The same command is available in
the Online menu. A double-click
opens the Online access window.
Settings must be made here.

online...

Online / Extended go

T4 Siemens - A\ loT-en\CPU 312 TIA16e\CPU 312 TIAT6e

Froject  Edit Wiew Insert Online  Options  Tools

GF (Y soveproject i 3 X 5 3 X s (s

Project tree m 4
i Devices i

¥ ] CPU312TIAlGe
B Add new device

gy Devices & networks

Y Device configuration

i Oniine & diagnasties> T
» gl Program blocks

i Siemens - A:\_loT-en\CPU 312 TIA16€\CPU 312 TIA16e

Project  Edit  View Insert | Online | Options Tools  Window

IBH Link UA Training

The command opens the Go
online dialog box. There are
other ways to open the Go
online dialog box. The

required settings are identical.

% ¥ | save project : &b & Go online
i &
Project tree &N Go offline

Devices

simulation

@/ Online & diagnostics  Ctrl+D

Receive alarms

T ERUSIZTM e e
N
B Add new device Y
o Devices & netwatks

~ ’-j. S7-CPU 300 [CPU 312]
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Online & diagnostics — Online access window

Page 1-23

74 Siemens - A:\_loT-en\CPU 312 TIA16e\CPU 312 TIA16e

3 (3 saveproject - @ ¥ g

Devices

Froject Edit W¥iew Insert Online Options Tools  Window

e
=}

v [ ] cPU3I2TIATBE
B Add new device
oy Devices & networks
~ [ s7-cPu 300 [cPU 312]
Device configuration

‘double-click

} g Program blocks

» [ Technology objects

» g External source files

» [ PLCtags

v [ PLC data types

:al Watch and force tables
(& online backups

[ Traces

[, Device proxy data

0 Frogram info

¢ PLC supervisions &alarms
E] PLC alarm text lists

[ Local modules
Ungrouped devicss

3 Security settings

ross-device functions

(e i g AT ~

[e
Cormman data
D

DCUMENtation settings

Help Totally Integrated Automation
X D BME TR S coonline F cooiiine fz MM ¥ <[] PORTAL
CPU 312 TIAT6e » S7-CPU 300 [CPU 312] - X
i Online access
¥ Diagnostics
‘marl
» Functions Status
Lol -
ine i
- I
%]
= [ Flash LED
Online access
b {open i selecting.
1 Type of the PGIPCintertace: || wiFl — —
i - ——
L . . -]
i FGIFCinterface:  [Fll IBHNe: I \!_’)
M Connection to interface/subner: [ Direcr at slor'2 X1 [~]®
1stgateway: | [-] @
e adiress: 2 ] ]
(elick)

In the Online Access dialog box, select the settings as follows:

The Type of PG/PC interface must be
selected according to the hardware
configuration of the CPU (MPI interface).

@_mP

Fleaze zelect...

@ _Teleservice

IBHNet must be defined as the PG / PC interface @ ene:

if an IBH Link S7 ++ is used as the connection

Flease select...
il PLCSIM

between CPU and IBH Link |oT / control level. > [ERHet
Tl IBHSoftPLC

The physical location or the name of the Ethernet
connection is only available if a network is

configurated.

Direct at slot "2 x1°

Fleas

e select...

Direct at slot

FRIIE_1

The online connection to the CPU312 is established.

74 Siemens - A:\ loT-en\CPU 312 TIAT6elCPU 312 TIAT6e

35 W sveproject | 2 M &

Project  Edit  W¥iew Insert  Online  Cptions  Tools  Window

EXD:e: ZMEE R & coonline oF cooiline fz MM ¥ 11"

Help

Totally Integrated Automation

PORTAL

Devices

il

~ [ ] CPU 312 TIAT6e He

B Add new device

ﬁ%h Devices & netwarks

- (g 57-CPU 300 [cPU 312] He

Y pevice configuration
¢/ online & diagnostics ]
[5! Program blocks [ ]
[ Technology objects

External source files
(4 FLCtags

[ PLC data types

|24 Watch and force tables
(&g online backups

[, Device proxy data
B4 Program infa
[f FLC supervisions & alarms
E] PLC alarm text lists
» [ Local modules
v [id Ungrouped devices
» % Ungrouped devices
v 55 Security settings
» |38 cross-device functions

v [g§ Common data

» [5]) Documentation setings

P Diagnostics
b Functions

mark’

Online access

Status

anline

L

Online access

Type of the PGIPC interface:
PGIPC interface:

Connection to interfacefsubnet:
st gateway:

Device address:

D Flash LED

[

R e

1]

[Direcr at slor 20"

8283
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Extended go online access — Online access dialog box

74 Siemens - A:\_loT-en\CPU 312 TIA16e\CPU 312 TIA16e

Project Edit  Wiew Insert | Online |Options  Tools  Window

j 3 E Save project = 55 ﬂ' Go online Ctrl+k
ﬁ' Extended go online...

Project tree

£¥ Go offline - Crrl+
al e
=] [ stop cFU
MName Interface type w'| Go anline
B Online & diagnosy Bl -:]
¥ o CRUSI2TIATGe Receive alarms 37-CFU 300 Gl 312 N mark)

B Add new device
iy Devices & networks

w7 I"'_m S7-CPU 300 [CPU 3712]
[If pevice configuration ﬁGDOnlinE 1 | cancel

0/ Online & diagnostics

The Go online dialog box opens.

Go online 3
Configured access nodes of "57-CPU 300"
Device Device type slot Interface type  Address Subnet
57-CPU 300 CPLI 312 21 MPI 2
Type of the PGIPC interface: |P|ease select... |"
FGIRCinterace: [ [-] @
Connection to interfacefsubnet: | |V‘ @
15t gatewsay: | [~] ©
Select target dewice: Show devices with the same addresses "l
iL__ Device Device type Interface type Address Target device
0
Flash LED
Online status information: D Display only error messages
| GoOnline H Cancel
In the Online Access dialog box, select the settings as follows:
. (open [ select)
The Type of PG/PC interface must be (T
selected according to the hardware Please select...
. . . | ]
configuration of the CPU (MPI interface). —
@ Teleservice

IBHNet must be defined as the PG / PC interface if an IBH Link S7++
is used as the connection between CPU and IBH Link 10T / control
level.

The physical location or the name of the Ethernet @ sHne:

connection is only available if a network is

Flease select...

Fll PLCSIM
i S IBHNet
configurated. Yy
The physical location or the name of the Ethernet
. . . . . Direct at slot "2 x1°
connection is only available if a network is Plesse select
co nflgurated Direct at slot '2 X1

FRIIE_1
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Show device with the same

Page 1-25

address must be selected as the | Showe devices with the same addreszes

. h the
target device.

Search — Go online

Show all compatible dewvices
Show accessible devices

Clicking the Start search button attempts to establish an online

connection to the CPU.

Go online X
Configured access nodes of "§7-CFU 300"
Device Device type slot Interface type | Address subnet
S57-CFU 500 CRU 312 231 MFl 2
(open T selecty,
Type of the PaPCinterface: ||l Pl ed
PGIPCinterface: (Rl IBHNet @
Connection to inteface/subnet: |Direct at slot ‘21" |v| @
st gateway: | | S | @
Selecttarget device: Show devices with the same addresses
“:- Device Device type Interface type Address Target device
.- — = FHIfIE Access address =
Flash LED

Online status information:

D Display only error messages

R grar search |

| GoCnline | | Cancel
If the CPU to be connected is found, further data exchange is
enabled with a click on the Go Online button.
Go online %
Configured access nodes of "S7-CPU 300"
Device Device type slot Interface type | Address Subnet
S57-CFU 300 CPU 312 21 1Pl 2
Type of the PaIPC interface:  [L Pl [~]
FGIFCinterface: (Wl IBHNet -1 @4
Connection to interface/subnet: |Direc,t at slot ‘2 x1" |V| ©
1 st gateway: | | - | 5

Select target device:

| Show devices with the same addresses | - |

Online status information:

o Scan completed. 1 compatible devices of 1 accessible devices found.
%7 Retrieving device infarmation...

Scan and information retrieval completed.

“:- Device Device type Interface type Address Target device
I S57-CPU 300 CPLU 312 TdFl 2 57-CFU 300
n — — hdFl Access address —

[ | Flash LED

[ misplay only errar messages

Start search

goOnIine 1 | Cancel

The online connection to the CPU300 is established.

TTI
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Chapter 1

Status CPU 300 - data block Counter Data [DB2]

i _'!‘v" ., = = Keep actual values glg - Snapshot q‘ -"‘a, Copy snapshots to startvalues g & r :_".
Counter Data
MNarne Data type | Offset Swertvalue  f Monitorvalue Y}  Comment

1 <@ * Static

2 e Count | Bool a0 a0 TRUE Counter is counting

AT Countervalue Int 20 i} 4917 Counter Yalue

4 4 = Minko Int 4.0 100 100 minimum counter reading (number)
5 <« mw Maxio Int 6.0 10000 8000 maxirnurm counter reading (humber)
T CountingON Bool 8.0 false y TRUE J Enable counting
1.2.10 CPU 416 TIA 16e — (IP-Adresse 10.0.13.9)

There are several ways to establish an online connection in the TIA
Portal. The CPU of the opened project must have the same IP
address as the CPU that is connected to the IBH Link IoT / control

level.

The CPU 416 is connected to the control level of the IBH Link lIoT (IP
address 10.0.13.9).

1.

Project tree / devices T4 Siemens - A:\ loT-en\CPU 416 TIA16€\CPU 416 TIA 16
. Froject Edit View Insert  Online Options  Tools Wil
(CPU 416) / online & U svepraioct | D X Bl X O @t

diagnostics.

The same command is
available in the Online
menu. A double-click
opens the Online access
window. Settings must be

=
(=3

Project tree

Devices

> ] CPUMETIA TG
ﬁb' Add new device
gy Devices & networks
= r:u CPU 416 [CPU 416-3 PR/DP]

[IY pevice canfiguratian

%] online & diagnastics

made here.

Online / Extended go online...
The command opens the Go online dialog box. There are
other ways to open the Go online dialog box. The required
settings are identical.

» [l Frogram blocks

.,T_,.Iﬂz Siemens - A:\_loT-en\CPU 416 TIA168\CPU 416 TIA 16e

Project Edit “iew Insert | Online |Options Tools  Window

Ctrl+k

Extended go anline...

35 [ ¥ B saveproject &) | & Go online
Project tree o Go offine

Devices

Sirmulation

e
&4

% Online & diagnostics
Receive alarms

Cerl+Dn

> ] CFUAETIA T Ge

Eg'h Devices & networks

~ (1 CPU 416 [CPU 416-3 PM/DP]

ﬁ‘b' Add new deui ------------------------
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Project  Edit  ¥iew Insert  Qnline
¢ (3 H seveproject | @ Y 35 [

Devices

Options  Tools Window Help

X 9

IBH Link UA — TeamViewer I0oT — Establishing connections

Online & diagnostics — Online access window

U Siemens - A:\_loT-en\CPU 416 TIA16e\CPU 416 TIA 16e

o G R & coonline ¥ coofiline g [N IM € H ]| *
CPU 416 TIA 16e » CPU 416 [CPU 416-3 PN/DP]

Page

Totally Integrated Automation
PORTAL

=

¥ _JCPUAIETIATEe
B Add new device
By Devices & networks
- [El CPU 416 [CPU 416-3 PR/DP]
I Device configurstion

] Bniine & diagnostics,.

» gl Program blocks
» [ Technology objects
» @} Extemal source files
» (& PLCtags
» [l PLC data types
b [ Watch and force tables
» (& online backups
» [ Traces
» [, Device proxy data
B Program info
. PLC supervisions & alarms
] PLC alarm text lists
» [l Local modules
» [ig Ungrouped devices
» Sg Security sermings
» |98 cross-device functions
» [g§ common date

» [5]) Documentstion settings

The Type of PG/PC interface must be selected
according to the hardware configuration of the CPU.

Click

» Diagnostics
» Functions

mark;

Online access

Status

offline

=

Online access

Type of the PGIFC interface:
PGIPC interface:

Connection to interfacelsubnet:
15t gatewsy:

Device address:

Wintum Userspace Tunnel must be
specified as the PG / PC interface if
there is a direct connection between the
CPU and IBH Link IoT / control level.

The physical location or the name of the
Ethernet connection must be specified at

Connection to interface/subnet. This selection

B _PilE

[] Flash LED

(open i selecting,

I wintun Userspace Tunnel

[Direct at slot 25"

| @

@[
‘v
‘v

©
|®©

Go onling,

(Click)

In the Online Access dialog box, select the settings as follows:

B PHIE

Flease select...
PMIIE
@ _Teleservice

rﬁ Wintun Userspace Tunnel

Fleaze select...

| Intel (R} Ethernet Connection (2} 1219-V

il PLCSIM

% Wintun Userspace Tunnel

is only available if a network is configurated.

U4 Siemens - A\ loT-en\CPU 416 TIA16e\CPU 416 TIA 16e

Project Edit View Inset Online Options Tools  Window  Help

5 0¥ | seveproject | S EE Mg

X O:c: M K2R  coonine ¥ coofiine fo MM 2 1| "

The online connection to the CPU 416 is established.

| Direct at slot '2 x5'

Please select...

Direct at slot
PHIIE_1

Totally Integrated Automation
POR

TAL

Devices

£

¥ _JCPU4T6TIAT6e
B Add new device
i Devices & netwarks
~ [ cPU 416 [CPU 416-3 PN/DP]

Iy Device configuration
Online & disgnostics

I Program blocks

(3 Technology objects
External source files
& FLCtags

[ PLC data types

[ wratch snd force tsbles
[ online backups

=
[ Traces

[l Device proxy data
B¢ Program info
L PLC supervisions 8 alarms
] PLC alarm text lists
» [2 online card data
» [ Local modules
» B Ungrouped devices
» 5§ Security settings
b |28 Cross-device functions
» g common dats

Trans Tech International® 2021

» Diagnostics
» Functions

Online access

Status

anline

Online access

Type of the PGIFC interface:
PGIFC interface:

Connection to interfacefsubnet:
15t gateway:

Device address:

[ Flash LED

[ e [~]

[ wintun Users [~ ©H]
[pirect at slor "2 x5 [~] ©

\ ) ®

10.0.13.9

&Y Go offline

1
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Extended go online access — Online access dialog box

I-'ﬁa Siemens - A:\ loT-en\CPU 416 TIA16e\CPU 416 TIA 16e

Froject  Edit  Wiew

Online | Options  Tools  Window

Insert

j B H Save project ﬁ' Go online

Ctrl+K

Chapter 1

. : ﬁ Extended go online...
Project tree &Y o offline el i
Devices Simulation (R TR T R A T E AT
alle —_—
=i P® stop cru :
Marne Interface type [w] Go online
| online & diagnol = opp 49 CPL 416-3 PM/DF MR mark)
T EPUAIETIATES Receive alarms
B Add new device
i Devices & networks
~ (i CPU 416 [CPU 4165 PR/DP]
I]'f Device configuration il l | Beeal
ﬁ Online & diagnostics
The Go online dialog box opens.
Go online X
Configured access nodes of "CPU 416"
Device Device type slot Interfoce type  Address Subnet
CPU4TE CPU416-3 PN/DP 231 MPI 2
CPU416-3 PN/DP 25 PMIE 100139
Type of the PGIPG interface: [Please select _ I+]
PGIPCinterdace: | [-] @
Connestion to interfacesubnet: | [-]1®
1stgatewsy: | [-]®
Select target device. [Ehow d with the sarme add [~]
Devi Device type Interface type Address Target devi
Flash LED
Start search
Online status information: [ Display only messag;
Sooni

In the Go online dialog box select the following settings:

The Type of PG/PC interface must be selected
according to the hardware configuration of the

CPU.

Wintum Userspace Tunnel must

|®_FuIE

Please select...

PMIIE

@_Telesensice

|E Wintun Userspace Tunnel

be specified as the PG / PC
interface if there is a direct

connection between the CPU and

IBH Link IoT / control level.

Show device with the same
address must be selected as the
target device.

The physical location or the name of the
Ethernet connection must be specified at
Connection to interface/subnet. This selection
is only available if a network is configurated.

IBH Link UA Training

Flease select...
=] Intel(R} Ethernet Connection (2} 1219-Y
Rl PLCSIM

S Wintun Userspace Tunnel

| Show dewvices with the same addresses

Show devices with the same addresses

Show all compatible dewvices
Show accessible devices

| Direct at slat '2 x5'
Flease select...

Direct at slot !
PRIIE_1
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Search — Go online

Clicking the Start search button attempts to establish an online
connection to the CPU.

Configured access nodes of "CPU 418"

Device Device type Slot Interface type | Address Subnet
CFU 418 CPL 416-3 PMIDP 2x1 MPl 2
] CPU416-3 PMIDP 235 FMIIE 100,139
Type of the PGIPC interface ﬁ_PN\'IE
PG/FCinterface: |— Wintun Userspace Tunnel ©
Caonnection to intedacel/subnet: | Direct at slat "2 x5' |V| @
15t gateway: | | hd | @
Select target device: Show dewvices with the same addressas} |
Device Device type Interface type Address Target device
= = FNIIE Access address =

Flash LED

etk -Start search

Online status information: D Display only error messages

‘ GoOnline H Cancel |

If the CPU to be connected is found, further data exchange is
enabled with a click on the Go Online button.

Go online [

Configured access nodes of "CFU 416"

Device Device type Slot Interface type | Address Subnet
CFUA8 CPL 416-3 FMIDP 2x1 MFl 2
—_—— CPU 416-3 PHIDP 25 FRIIE 10.0.13.9
Type of the PG/PC interface: ﬁ_PNl‘IE "l
PGIPC interface: ﬁ wWintun Userspace Tunnel "l @
Connection to intedace/subnet: |D|ractats\nt'2)<5' ‘Vl @
15t gateway: | ‘ - | @
Select target dewice: | Show devices with the same addresses |'|
Device Device type Interface type Address Target device
Accessible device CPU416-2 DP FMIIE 10.0.13.9 =
= = FNIIE Access address =
|| Flash LED
Online status information: [ isplay only error messages

© scan completed. 1 compatible devices of 1 accessible devices found.
Y Retrieving device information. .

Scan and information retrieval completed.

ey

GoOnline 1 | Cancel

The online connection to the CPUA416 is established.

Status CPU 416 — data block CounterData [DB2]

= _* - = E Keep actual walues Jg = Snapshot ﬂr ;‘a, Copy shapshots to startvalues g b :_f’-

CounterData
Name Data type Offset | Startvalue Monitor value Comment
1 < ~ Static
2 e Minvalue Int E 0.0 100 100 minimum counter value {(number)
3 4w Maxalue I Int 2.0 10000 10000 maximurm counter value (humber)
4 | m Counting OM Bool 4.0 falze TRUE Counter is counting
5 <= Countervalue  Int 6.0 1] 139 Counter value

_____________________________________________________________________________________________________________________|]
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Page 1-30 IBH Link UA — TeamViewer loT — Establishing connections Chapter 1

S5 for Windows — CPU103-S5++ 10T — IP address 10.0.13.94

WM 1eH Link 55

/ST for Windows® - Counter S5W -- A\Counter S5W.55P

File PLC Find View Window Help

T @ A e ez R B EE

IP address: Timeout:
| 0, 0 .13 . 94 |4DDD Milliseconds Default
" IEH Link 55 / 55 Lan {*" IEH Link 55++

Aktention: This station settings will be changed also within the IEH network settings!

#-[lll Internal 35 PLC simulation
-8 Internal S7 PLC simulatiog
=% Network

=-[8 PLC 904951100 U (CPU 103)
-l Used operands
-0 Free aperands |
[+ T:g Prograrm structure OK Cancel ‘
--E_E Trace back

@=-[i] 1oTCPU41E
@ 10T ST+ +

@ pLcateum o i | (| S of E1E ) 1) 8 [Al blocks ] 42 Marked: 1 total: & | Code length marke
&l step7e® e -
&% Kommunikationsanschluss (COM) B_Iock Symbol Length Last Modification Description
| |OB1 Cycle 24 30.07.2020 17:28:27  Cycle
[oB21 42 30.07 2020 17:50:56
[ oB 22 42 30.07 2020 17:51:12
|j FB 5 CounterControl a6 30.07.2020 17:54:24  Counter control
|j DB 2 CounterValues 16 30.07.2020 15:38:33  Counter values
[]BB1 110 30.07.2020 17:52:47
< >

sy

Offlinal Online I | PC block list IPLC block list

PLC 90/95/100 U [CPU 103} ] CAPS NUM RF| INS

Status S5 CPU 103

m 55/57 for Windows® - Counter S5W -- A\Counter S5W.55P
File PLC Block Edit InsertCtrl+V  Presentation Find View Window Help
EEEE Lk s O B EEE B A X @
4 . DB2Stalus x 4
B ar o 0B 2 = CSF LAD
- [fil Internal §5 PLC sirmulation Y oy 2
- Internal 57 PLC simulation l:l s
£1-44 Network ElTitle: Counter values =
- loT §5++
2N -] PLC 507957100 U (CPU 103) Address || Contents Eomment
- - Used operands 0 KF +100 ; minimum numerical value 57 CPU 1
: (I Free aperands 1 KF +8000 ; maximum numerical value S7 CPU 1
: 2 KF +4234 ; numerical value 57 CPU 1
'Eg Prograrn structure : .
.E_E Trace back 7 | N— ‘ ;'J
[l 1oT cPUAtE
.@ |oT §7++ PC block list v aXx
.‘SETEE;E‘HG-VM‘I P Y 0@ @ .@ D@ All blocks | $4 Marked: 1 total B | Code length marke
E Communication port (COMT) Block Symbol Length  Last Modification Description
|J: 0B 1 Cycle 24 30.07.2020 17:28:27  Cycle
| joB21 42 30.07.2020 17:50:56
| |0B22 42 30.07.2020 17:51:12
| |[FBS CounterControl 86 30.07.2020 17:54:24  Counter control
D DB 2 CounterValues 16 30.07.2020 15:38:33  Counter values
| 1BB1 110 30.07.2020 17:52:47
< >
Ofﬂin4 Online I | PC block list IPLC block list
r;.( 90,/95/100 U (CPU 103} I j CAPS NUM RF INS

1.2.11 Access to aremote PC (Server) — Remote Desktop.

It should be possible to access a PC via an IBH Link UA, which is
connected to the same subnet as the control level.

To ensure that the connection and the data traffic are secure,
TeamViewer uses end-to-end encryption using RSA public / private
key exchange and 256-bit AES session encryption. In addition, the
IBH Link UA has a firewall between the management and control
level.

_____________________________________________________________________________________________________________________|
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Chapter 1 IBH Link UA — TeamViewer loT — Establishing connections Page 1-31

Client Q@@

Access to the
Control Level with
TeamViewer loT
via the Internet

Remote desktop refers to the
remote access to the desktop of
a computer. Application
programs are executed on one
computer (server) and displayed
and operated on another
computer (client). In contrast to
screen sharing, no user must log
on locally to the server.

Subnet
192.168.1.nn

Management Level

r —
Server Subnet
L 10.0.13.nn
= Control Level

A remote desktop session runs independently of any other session
that may be running.

1.2.12 Preparation of IBH Link UA (Server [PC])

The management level port of the IBH Link UA has direct access to
the Internet. The TeamViewer 0T Status must be Online.

TeamViewer 10T Status

<« c @ © & 10013897 =/network w neoeo =

OPC s S running Logout | Update password single-core
Management Level Control Level 802.1X Open¥PMN TeamYiewer IoT

Tearniewer 0T

T )

TearmviewerlD XX

e Zl
He. o

Assignment Token CINEBESESRINEEERSREENL

Group |TTI
......................... Teamiewer aulo start
Log level

Proxy settings
"""""""""""" Proxy address (IP:Port) ‘ ‘

Internet access over proxy

"""""""""""" Start | Stop | Mew assign | Remove assignment | Download logfile | Delete logfile | MOTT settings

1.2.13 Local PC (client)
Remote Desktop is activated on the client PC. As an example,
Windows 10 - Settings.

& Settings - u} X
@ Home Remote Desktop
| Find a setting pel | Remote Desktop lets you connect to and control this PC from a
remote device by using a Remote Desktop client (available for
Windows, Android, iOS and macOS). You'll be able to work from

another device as if you were working directly on this PC.

L1 Displa:
iy Enable Remote Desktop

itch

The icon to start the remote desktop connection is ! | l

. . . ) <
available in the start menu under Windows .
. \EMOtelUESKIOp
accessories. (Sl

TTI Trans Tech International® 2021 IBH Link UA Training



Page 1-32 IBH Link UA — TeamViewer loT — Establishing connections Chapter 1

e The TeamViewer software is installed on this PC.

* The IBHNet-loT software IBHNet-loT Tray - IBHsoftec GmbH
is installed. The service is Ready
displayed in the IBHNet- : = g - =

0T Tray in the task bar.

e The name (e.g. IBH Link UA SC) given in the TeamViewer-
Shortcut dialog box is transferred to the TeamViewer
account.

e Start the TeamViewer software with a
double-click.

Tearmviewer,

¢ Right-click on the IBHNet-loT Tray icon to open the context
menu. The devices registered with the TeamViewer account
are listed in the upper area of the context menu.

IBH Link L&, SC
Close Tearnfiewer connection...

Agents...

Help...
Homepage...
Wiki...

Information...

Close IBHMet-1oT Tray

IBHMet-1oT Tray - IBHsoftec GmbH

16:30

T OEY e M

e With a click on IBH Link UA SC, the connection to the
ibhlinkua_sc address is established via the Internet.

Starting Teamviewer

Teamviewer stark progress

Cancel

The establishment of the connection is displayed.

Connection establishment ...

—Progress

Configuration complete

—Connected agent

Remote=ibhlinkua_sc Address=10.0.13.89 Mask=255,255,255.0

liskening port: 31711

allowed ips: 192.165.179.0/24 oK Cancel

IBH Link UA Training TTI Trans Tech International® 2021
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The establishment of the connection is displayed and the Port
Forwarding of the Remote AppControl are displayed.

& ibhlinkua_qc - TeamViewer

IE File transfer

Remote AppControl
SE. o
Login

The password is case-sensitive

User name
Enter your user name

Password
Enter your password

Remember me
Keeps login for 2 weeks L]

Login

Lost password

liiBHseftec

www ibhsofiec com Contact Wiki

Port Forwarding

quad-core

IBH Link UA

embedded OPC UA server | client

=DPC UA

To access the individual PCs (devices) no registration to the IBH

Link UA is necessary.

Establish remote desktop connection

Double-click the Remote Desktop

In the Remote Desktop Connection dialog box, click

the Show Options button.

r-:,-m Remote Desktop Connection

Connection icon.

| Remote De_sktop
) Connection

Computer: | Example: computer fabrikam.com

Username:  Mone specified

The computer name field is blank . Enter a full remote computer
name.

{click)
(= Show Options

EE; Remote Desktop Connection

| Remote De_sktop
(> Connection

Display Local Resources  Experience  Advanced

Logon settings
E);,hl Enter the name of the remote computer.
-

Computer: [ [10.013.3
(enter 1 g

User name: | PSH

You will be asked for credentials when you connect.

Connection settings
Save the cument connection settings to an RDF file or open a

ﬁ saved connection 2
Save Save As Cpen
Blazm)
(« Hide Options Help

Enter the computer (IP address)
and username in the opened
dialog box. These settings can be
saved. Clicking the Connect
button opens the dialog box for
entering the password.
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Enter User and Password dialog box

Windows Security

Pete

Enter your credentials

These credentials will be used to connect to TTI-11.

X

enter
w2

TTI-YELLOW\Pete

Remember me

More choices

oK

Cancel

Chapter 1

The establishment of the connection is displayed.

Remote computer Certificate verification

If the certificate of the remote computer is not known, a

L& Remote Desktop Connection

you want to connect anyway?

security cerificate. it may be unsafe to proceed.
Certficate name
m Mame in the certificate from the remote computer:

T

Certificate emors

computer’s certificate:

1. The cetfficate is not from a trusted certifying authority.

Do you want to connect despite these certfficate emors?

| [1Dont ask me again for connections to this computer I

View certificate. Yes

“leidﬂﬂydthemeca_l,mlercambeveriﬁed_ﬂn

The remote computer could not be authenticated due to problems with its

The following errors were encountered while validating the remote

corresponding message is displayed.

The existing
certificate on the
remote computer
can be viewed.

M Cenificate A
Details Certification Path

@g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: TTI-11

Issued by: TTI-11

Valid from 2020-03-13 to 2021-03-20

Install Certificate...,  Iszuer Stztement

If the remote computer / certificate is trustworthy, the connection can
be established (click Yes).

The corresponding option must be activated so that there is no
further inquiry when the connection to the PC is established again.

Do you want to connect despite these cedificate emors?

Don't ask me again for connections to this computer

The remote computer's desktop appears. All programs on the PC can
be executed.

E_B 10.0.13.3 - Remotedesktopverbindung
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