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Chapter 1 IBH Link UA — Setup Page 1-1

1 IBH Link UA — Setup

1.1 Installation and connection

The IBH Link UA Quad Core 64 Bit, the IBH Link UA Quad Core 32 Bit and the IBH
Link UA Single Core 32 Bit are designed for DIN rail mounting:

All IBH Link UA have two (2)
interfaces separated by a firewall,
IBH Link UA  which are designed for data
Q”:‘?_'Bci:”e exchange at the management level
or at the control level.

Interface IBH Link UA
= Quad-/Single-Core 32 Bit

(QC-32 / SC-32)

The management level has an

Ethernet port (10 / 100 MBit/s). The

interface of the control level consists
of a 3-port switch (10 / 100 MBit/s).

IBH Link UA 32-Bit
Quad- / Single-Core

Interface IBH Link UA Quad Core 64 Bit (QC-64)

The control level and management level each have an Ethernet port (10 / 100 / 1000
MBit/s). There is also a USB port and a slot for a micro-SD card.

Power supply IBH Link UA Quad Core 64 Bit

The power is supplied via the included plug.
Power supply: 24VvDC / 0.2A

Power supply IBH Link UA Quad-/Single-Core 32 Bit

? @ 2 ? The power is supplied via the included plug.

I I 1 Power supply: 24VvDC / 0.2A
0000 PRy

ATTENTION!

ﬁ . A supply voltage of 12VDC to 36VDC is to be used for the operation of the IBH Link UA.
A A higher supply voltage may destroy the device.

1.2 Configuration of the IP addresses (default setting)

This information is printed on the side of the IBH Link UA.
The administration interface can be accessed in the delivery
state with a current web browser via the Ethernet port 2 (QC-
32/ SC-32 via port 2 to 4) via the IP address 192.168.1.14.
The Ethernet port 1 can only be used to configure the IBH
Link UA if a DHCP server assigns the IP address, and a
DNS server resolves the name by specifying the hostname
http://ibhlinkua_<serial number> (http://ibhlinkua_010331)

No additional applications or drivers are required.
Default logon data

Username: admin Password: admin

TTI Trans Tech International® 2024 IBH Link UA Workshop
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Standard IP address configu

Standard IP address configu

o
Sy

Management level

Control level

——

IBH Link UA — Setup

ration (QC-32/ SC-32)

Chapter 1

| Level || Port || Address |
Management Port 1 Hostname:
level ibhlinkua_<Seriennummer>
| Controllevel | Port2-4192.168.1.14 |

ration (Quad Core 64 Bit)

| Level || Port || Address |
Hostname:
Management level | Port 1 ibhlinkua_<Seriennummer>
| Control level || Port 2 [192.168.1.14 |
Note:q

DNS-server.

192.168.1.nn.

provided-to-the-connected-PC.

Via-the-ports-of-the-machine-level, it-is-only-possible if-the-connected-network-has-the sub-address-

Otherwise, -a-fixed-|P-address-from-the-subnet-192.168.1.0-[24](e.g.,-192.168.1.10)-must-be-

In-the-IBH-Link,-UA-default-factory-setting-the-configuration-
may-be-accessed-using-an-Internet-browser-(FireFox. -
Microsoft-Edge, - Internet-Explorer, -etc. )-as-follows:

Via-the-‘management-level-(port-1)-with-the-host-name-if-the-
port-is-connected-to-a-network-

with-a-DHCP-server-and-

. B IBH Link U4

&« C @ U & 192168114/ =/
™y 7}
SN o

Login

OPC senver is running

The password is case-sensitive.
User name 4 A enter)
Erter ywour user name adrmiin
Password (enter)
Erter your passward admin

Remember me
Keeps login for 2 weeks D

Lost password

lilBHsoftec

worne ibhsoftec.com  Contact  Wiki

Login browser window

ihn@D o £ 0 & =

I single-core I

CPU type

- @

IBH Link UA

embedded OPC UA server | client

=5PC UA

IBH Link UA  Workshop

Language selection

S -
o™ | .

The languages English,
German and Japanese are
available in the browser
window.

OPC server running
display

PYer IS running
There is a display that
provides information about
the activities of the OPC
server.

TTI Trans Tech International® 2024
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1.3.1 IBH Link UA type display

The IBH link UA is available at three performance levels:

Single core 3 2Bit — the processor (imx6) used in the IBH Link UA is a single core .
processor with 32 bits. Possible Ethernet transmission rates (10 / 100 smgfe—cnre
Mbit/s) (Serial numbers 010000 — 011999). Older IBH Link UA with single core
processors do not have a performance level display (Serial numbers 1000 - 4999).

Quad Core 32 Bit — the processor (imx6) used in the IBH Link UA is a single core
processor with 32 bits. Possible Ethernet transmission rates (10 / 100 qua d-core
Mbit/s) (serial numbers 5000 - 9999)

Quad Core 64 Bit — The processor (imx8) used in the IBH Link UA is a quad core
processor with 64 bits (serial numbers 030000 — 039999). These IBH qua d-core
Link UA have a significantly higher processor performance and possible Ethernet
transmission rates of (10 / 100 / 1000 MBit/s).

Remember me

If this login is marked, no username and password will be requested when the same
browser window is called up again. This setting remains in effect for up to two weeks.

1.3.2 Login

T e S When you click Login, the
| i With unencrypted connections, it is possible that personal information can be fOIIOWing SeCUrity messages are
revealed.

displayed one after the other.

Therefore we recommend to disable HTTF in the "Security’ page.

Important information about the Password

i Currently a default password is used.

It i highly recommended to change the

password, After the security messages have been confirmed, we

recommend changing the password.

Important information about date and time settings

i Certificates will only work proper, if the clock is set correctly. Your device repoarts:

It is important that the time is
set correctly, otherwise any
2024-09-28 15:33:45 OPC UA data transfer and
therefore firmware updates
cannot be carried out.

You should continue only, if the date and time settings are correct. Otherwise the clock should be set first.

“
m Cancel

Cantinue?

Change Password

T For securiy reasons, the

€)= C @ | O & 1921681147 retwork ~®¢ m@oe o =| password should be changed.

SEN o Logout single-core The username may also be
Network 77777777 Management Level Changed

Update password

In the open browser window
Management level / control
level klick the button Update
password.

Update password

Erer & new password below

User name -
admin @ cannot be changed

Password

Enter your password | $%%®

Choose Password

,,,,,,,,,,,,,,,,,, T [r—

The username for browser
access cannot be changed.

Repeat password

Ualid |ssessssssssessesssee GBI

.................... (Wﬂ Cancel

Trans Tech International® 2024 IBH Link UA Workshop
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If the password is not long enough or if you have not
entered enough different characters (A-Z; 0 - 9;

Chapter 1

Choose Password

Too short *eees =

special characters), the background is "red". For security reasons, the password must be

12 or 16 characters long.

The browser access username cannot be changed.

1.4 Network browser window

Management Level Settings (QC-32 / SC-32)

(@ 5 1BH Link Ua - Netwark x [

« > C @

e e
[Network]

[(management Level ]
Network Configuration
Endpaint URL

or

DHCP

IP address

Subnet mask

Hostname
Port

Default gateway
Nameserver 1
Nameserver 2

Apply | | Revert

lNBHsoftec

worw.ibhsoftec.com  Contact  Wiki

O B 192168.1.14/_=/network

Global System Configuration

o
Logout | Update passward

Control Level Routes 802.1X OpenvPN

ape tepedfibhlinkus-005663: 48010
ope tepsd/10.1.13.14:48010
%
no change
possible if
DHCP is selected

[bhirkua-oosese |

42010

(S 5 BH Link UA - Network b+

«

S

C o

HE. o
[Network)

I Management Level I
Network Configuration
Endpoint URL

or

DHCP

IP address

Subnet mask

Global System Configuration
Hostname

Port

Default gateway

MNameserver 1

Mameserver 2

Apply | Revert

Teamviewer 10T

@ @ 8

quad-core

anyviz

QO & 192.168.1.14/7_= fnetwork

Lagaut | Update password

Control Level Routes
opc tep:ibhlinkua-005668: 43010

ope.topii10.1.13.14:48010
[’ deactivated by clicking

10.1.13.14
255,255.255.0

can be changed

Port 1 Network
Configuration and Global
System Configuration.

With DHCP disabled, the
Network Configuration and
Global System
Configuration may be
modified. The hostname can
always be adjusted.

~

(m)

B ® @ a

quad-core

802.1% Open¥PN TeamViewer IoT AnyViz

ibhlirkua-005668 )

48010
10.1.13.1
101131
192,168.1.1

can be changed

Management level settings (QC-64)

(@ 5 1BH Link UA - Netwark x e

C @

=i 0
[Network]

=

«

OPC semver is running

| Management Level |
Network Configuration
Endpaint URL

or

DHCP

I address

Subnet mask

Global System Configuration
Hostname

Paort

Default gateway

Narnegerver 1

Nameserver 2

Apply | | Revert

lNBHsoftec

wwnyibhzoftec.com  Contact Wiki

O 8 192168.1.14/7_= /network

oW
Logout | Update password

Control Level Routes 802.1X OpenVPN

opc.tepedfibhlinkua-005668: 46010
ope tepsd/10.1.13.14:48010
!
no change
possible if
DHCP is selected

[ibhlinkua-00s668 |

48010

(S 5 BH Link UA - Network b+

«

S

C @

Bl )
[Network)

I Management Level '
Netwark Configuration
Endpaint URL

or

DHCP

P address

Subnet mask

Global System Configuration
Hostname

Port

Default gateway

MNameserver 1

Mameserver 2

Apply | Revert

TeamViewer lIoT

@ @ o

quad-core

Anyviz

QO & 192.168.1.14/_= fnetwork

Lagaut | Update password

Control Level Routes
opc.top #ibhlinkua-005668: 45010

ope.tep:#10.1.13.14:48010
[’ deactivated by clicking

10.1.13.14
255,255.255.0

can be changed

Here, adjustments to the
network configuration for
port 1 and global system
settings can be made. If
DHCP is deactivated, the
network configuration and
global system settings can
be changed. The hostname
can always be changed.

~

(m)

EAR

® © 8

quad-core

802.1% Open¥PN TeamViewer IoT

AnyViz

ibhlirkua-005668 "}

48010
10.1.13.1
101131
192,168.1.1

can be changed

IBH Link UA  Workshop
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Control Level Settings (QC-32/ SC-32)

OPC server is running

Management Level
Network Configuration
Endpoint URL
or
DHCP
IF address
Subnet mask

Hostnarne

Part

Default gateway
Mameserver 1
Mameserver 2

Apply | Revert

O & 192168.1.14/7_=/metwork

Global System Configuration

iy 2 @ fa =

Logout | Update password
Control Level

opc.top:dibhlinkua-005668: 45010
opc.top: #1592.168.1.14:48010

m deactivated

192.158.1.14
can be changed
255.2595.255.0

ibhlinkua-005666
48010 |
10.1.12.1
10.1.13.1
192.168.1.1

quad-core

Routes 802.1% Open¥PN TeamViewer IoT AnyViz

1
> can be changed
|

J

Control Level Settings (QC-64)

Management Level
Network Configuration
Endpoint URL
or
DHCP
IP address
Subnet mask

Hosthame
Part

Default gateway

Mameserver 1
"""""""""""""""" Mameserver 2

Apply | Revert

O 8 19216811477 =/metwork

Global System Configuration

R Ty 9 ® & =

Logout | Update password
Control Level

ope.tep:ibhlinkua-000000:43010

ope.top: /192, 168.1.14:48010
deactivated

192.168.1.14
can be changed
255.295.255.0

bhlinkua-000000
45010 |
10.1.13.1
10.1.13.1
192.168.1.1

quad-core

Routes 802.1% Open¥PN TeamViewer IoT AnyViz

S
|
> can be changed
|

J

Page 1-5

Here, adjustments to the
network configuration for
ports 2 to 4 (control level)
and global system
settings can be made.

If DHCP is deactivated,
the network configuration
and global system
settings can be changed.
The hostname can always
be changed.

Here, adjustments to the
network configuration for
port 2 (control level) and
global system settings
can be made.

If DHCP is deactivated,
the network configuration
and global system
settings can be changed.
The hostname can
always be changed.

Management Level / Control Level adjustments (QC-64 / QC-32 / SC-32)

By clicking the Apply button, the changed settings of the control level are

[toformation |

Changing the hostname requires a reboot. Reboot Now? The transfer of the adjusted settings

is displayed in the upper right corner

IC% Cancel

of the browser window.

applied to the IBH Link UA. The
execution of the change is displayed.

confirm

Apply

Since the web browser of the Link was opened using the IP address of the control level,
access to the web browser of the IBH Link UA can only take place via the changed IP
address of the control level or the IP address of the management level.

The changes require a restart of the IBH Link UA, corresponding information is displayed.

Note:

The management level (port 1) must have a different subnet address than the control level

(QC-64 port 2, QC-32 / SC-32 port 2 to port 4) to clearly identify the belongings of the ports to
the Ethernet interfaces.

Endpoint URL

Metwork Configuration
Endpoint URL

Management Level
Metwork Configuration
Endpoint URL

Control Level

ope.tep:flibhlinkua_sc:48010
or ope tep:/A192.166.1.15:48010

Control Level

ope.tcpiffibhlinkua_sc:48010
ar ope.top/i10.0.13.89:48010

802.1X

802.1X

The Endpoint URL is displayed at the Management Level and
in the Control Level. The endpoint URL is generated by the
IBH Link UA based on the settings. The endpoint URL consists
of the protocol: opc tcp // hostname: port.

This Endpoint URL is required to set up an OPC UA client.

Clients can use this endpoint URL to find out the configuration

of the server - for example, regarding the security options used.

Trans Tech International® 2024
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1.5 Settings Routes

(@ 5 BH Link Ua x [

Global Systermn Configuration

Mew route | Ecliroute | Delete route | Show routes | |

The IBH Link UA allows you to

© 288 O 8 1921681147 envert W ® & = | create a route to a device in
SEm o Lot || Undate pascmerd quat-core another subnet, change the
Management Level Control Level - 802.1X Open¥YPN TeamViewer IoT AnyViz

route, delete, and display it.

Mew route | Editroute | L

Hostnarme
Paort

ibhlinkua-00SE68

48010 Add/Edit route (s

| elick

[Create new route into subnet]

Default ga‘e\:ay 10.1.13.1 Raute: . .

Narmeserer 2 122111638111 Destination network: 162.168.110.0 CIICkIng the NeW ROUte
""""""""""""" Susnetmach; 255252550 button opens the dialog box
rrrrrrrrrrrrrrrrrrrrrrrrr apoly | | Revert Gateway 10.1.13.1 (open Tselect), . .

- Interface: | Management Level ‘V| for addlng or Changlng the
. route
gement Level . |
§ o reue s cwnues ool o o Load OpentPM
Clicking the

default via 10.1.13.1 dev ethl proto static

10.1.13.0/24 dev ethl proto kernel scope link sre 10.1.13.14

192.168.1.0/24 dev ethl proto kernel scope link sre 192.168.1.14
ok

EIK Cancel|

Cancel

Show Routes button displays
the added route.

1.6 Settings 802.1x

The IBH Link UA

« > C @ O B 192.168.1.14/7_= /network

er is running

Management Level Control Level
802.1%-Security

Select 802 TX security

| Deactivated

Status Deactivated

Legitimation TE
_________________________ Identity

Select CA certificate (pem) | purchsuchen. .

Logout | Update password

Keine Datei ausgewahit,

LA ® & = | provides IEEE 802.1X for
quad-core authentication and
Routes Open¥yPN TeamViewer IoT AnyViz authorization in IEEE 802
v ‘ Select the interface for B02.1% security or

networks.

deactivate

The current state

Select the legitimation algorithm (currently
only TLS)

The usemame

Select the CA certificate in PEM format

The activated settings in
the 802.1X window can

Upload CA certificate

Select user certificate (pem)

Uplozd user certificate

Select user secret key (key) | Durchsuchen..,

Uplozd user secret key

Upload Ca certificats
Durchsuchen... | Keine Datei ausgewahit,
Upload user certificate

Keine Datei ausgewahlt,

Upload the user secret key

be assigned to the
network connections at

Select the user certificate in PEM Format

Select the user secret key in KEY format

User secret key password

Global System Configuration

Sawe configuration

the control level or the
management level.

| Select the interface for 802.1X security or deactivate |

The pasword of the user secret key

802 1X-Security

48010

Select 802.1X security

Hostrarme ibhlinkua-005668
......................... Port
Default gateuray 10.1.13.1
""""""""""""" Marmeserver 1 10.1.13.1
2 192.168.1.1

Apply | | Revert

Status Deactivated
Legitimat

egiimation Management Level
Identity

Control Level

Select CA certificate (pem)

The configuration of the

IEEE 802.1X security settings can be saved.

1.7 OpenVPN settings
s .

Global System Configuration

Load OpenyPN | | Activate OpenvPN | | Deactivate Gperjo:

,,,,,,,,,,,,,,,,,,,,,,,,, Hostname ibhlirkua-005668
Port 48010
""""""""""""" Default gateway 10.1.13.1
1 10.1.13.1
Narmesenver 2 192,168.1.1
rrrrrrrrrrrrrrrrrrrrrrrrr apply | | Revert

OpenVPN requires a
configuration file and

IBH Link UA  Workshop

OpenVPN is a VPN client. With

« = C @ O & 192.168.1.147_=/network EAA © @ 8 = OpenVPN an encrypted SSL
=N o OFC server is nning Logout | Update password quad-core . .
Management Level | [ Control Level || Routes || 802.1X TeamVievrer IoT | [ AnyViz connection to a virtual network

(VPN) can be established.
[Lood Openven configuration

OpenyPM configuration (7.ovpn):
Upload Search

Configur ation file

lVPNCDnﬂg.Dvpn J

The Openw'PHM file must contain all client settings and cerificates.
Mormally it can be downloaded from the Firewsll {the destination server) as | Load a OpenVPN configuration (*.ovpn).

“Inline Configuration for Most Clients".

Upload: | Load OpenyPN configuration

Apply OpenV¥PN configuration | cancel

TTI Trans Tech International® 2024



Chapter 1 IBH Link UA — Setup Page 1-7

key / certificate files. Clicking on Load OpenVPN opens the Load OpenVPN
Configuration dlalog box.

["Load openveN configuration . The configuration file with the client settings and
| [ OpenvPN configuration {.ovpn): the certificates is selected using the Search button.
Upload: Upload: | Load OpentPH configuration

It is loaded using the Load OpenVPN
configuration button.

The OpenyPM file must contain all client settings and cerificates.
Mormally it can be downloaded from the Firewall (the destination server) as

nline Configuration for Miest Clents" Clicking Apply OpenVPN configuration closes
(Dmﬁpl';OpenVPN configuration (*.o‘.’pn].| the Load OpenVPN dla|Og bOX

Apply Open¥PN configuration | Cancel

Configuration file information is displayed.

(@l 5 (BH Link Ua x 3 = O

« - C @ QO & 192.168.1.14/7_=/network FA ® @ = . . .
. With a click on Activate
SE=EN. o OPC server is g Logout | Update password quad-core .

Management Level || Control Level || Routes || 80Z.1X TeamViewer [oT || Any¥iz OpenVPN the virtual
""""""""""""" network connection
""""""""""" (L epvv———— YOUR_SERVER_IP 213,157.15.21 1194 Deaktiviert 0.0.0.0

(VPN) is activated and

Load OpenvPN Ceactivate OpenvPN | | Delete OpenvPN j . .
with Apply the settings

Global System Corfiguration

Hostname Iohlirkua-005668 ] .
,,,,,,,,,,,,,,,,,,,,,,,,, Port 48010 | are loaded into the IBH
Default gateway 10.1.13.1 L”’]k UA
""""""""""""" Mameserver 1 10.1.13.1 .
7777777777777777777777777 Mameserver 2 192,168.1.1

Apply | | Revert

1.8 TeamViewer IoT activation — IBH Link UA

PC required for

installation only //////Iﬂ”

Ling Ua
Control Level o
access with ]

TeamViewer loT
via Internet Management Level

>

PC required for
Installation only

Control Level
access with

TeamViewer loT Management Level
via Internet

)/

Control Level
PLC controls /

Control Level
PLC controls /
devices with
OPC VA interface

devices with
OPC UA interface

TeamViewer loT software option is pre-installed in the IBH Link UA starting firmware V 7.5.
This option offers the possibility of being able to access all PLC systems anytime and
anywhere. Complex modem solutions or the use of a PC on site are outdated.

ﬂ@!ﬁ IBH Link UA X + ~ - [m]

If the Internet must be

« 2 C @ O B 192.168.1.14/_= fnetwork X Oy ¥ @ f = )
i running Logout | Update password quad-core accessed viaa prOXy,
Management Level Control Level Routes 802.1X% Open¥PN Anyviz the address Can be
TearrViewer [oT .
Status e reprta ack by entered in the form

,,,,,,,,,,,,,,,,,,,,,,,,, o Proxy: Port or User:
,,,,,,,,,,,,,,,,,,,,,,,,, Gy \:’} comtiaures Password @Proxy:

TeamViewer auto stat [

rrrrrrrrrrrrrrrrrrrrrrrrr g 5 (infa ] Port. The proxy access
sers [ ) 1o the Internet must be
7777777777777777777777777 e e o activated.

""""""""""""""" Start| Stop| e assion | Remove assignment| Dawnload logfle | Delete Jogfile | 10T settings | Attended Access To establish a
""""""""""""" Blobal System Configuration connection via
""""""""""""" o T ‘ TeamViewer-loT, the
variables e Rai Ethernet subnet of the
,,,,,,,,,,,,,,,,,,,,,,,,, Namesareer2 15215011 control level must have
......................... | access to the Internet.

TTI Trans Tech International® 2024 IBH Link UA Workshop
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The IBH Link UA manages two subnet addresses separated by a firewall, each with its own
MAC address.
Ethernet areas:

| Level || Port H If you negd to access the
Internet via a proxy, you can

|Management level ” Port 1 ‘ mUSILbr?el:Ngliesrent enter the address in the form
Control level QC-64 — Port 2 Proxy:Port or User:
QC-32/SC-32—Port2-4 Password @Proxy:Port.

Proxy access to the Internet must be activated.

Log level Info
The log output can be
Info .
s [If the log level is changed, the TearnYiewer agent must be restarted to apply the changes.| customized.
Verbose

Insert assignment token
5] + 8 The Assignment token

O R 192.168.1.14/_= fretwork EN ® a =  mMmustbe Copied into the
DPC server is running Logout | Update password quad-core field of the same name in
Management Level Control Level Routes 802.1X Open¥PN AnyViz i
[ Hanagermen : (ream¥iener oT)| | Anv the IBH Link UA browser
Status i
s window

Network/TeamViewer

Assignment Token eessesceereneeranerranes

Group oT. Enter the group
,,,,, auto start
7777777777777777777777777 Log level If the log level is changed, the TeamViewer agent name and mark that

must be restarted to apply the changes.

Proyy settings

,,,,,,,,,,,,,,,,,,,,,,,,, i ooy [ ‘ Team Viewer is switched
fill in if ¥
on automatically.

,,,,,,,,,,,,,,,,,,,,,,,,, Internet access over proxy

F
Start| Stop | Mew’assign | Remove assignment | Download logfile | Delete Ingfile | MQTT settings | | Attended Access
P g g g g g

""""""""""""" Global System Configuration C“Ckmg the New aSSign
,,,,,,,,,,,,,,,,,,,,,,,,, ;o:name bhlin-iot J button opens the
__________________________ o 48010 .

Default gateway 19216811 TeamViewer IoT End-

Nameserer 1 192,168.1.1 .

Naresearver 2 10.0.13.1 USET LlcenSe

= Agreement.

To apply the settings, the TeamViewer I0T end user license =
agreement must be accepted by clicking the button Accept. confirm.

The transmission of the Assignment token to TeamViewer can take same time.

Assignment Token taken from TeamViewer 10T
If the assignment token has been accepted, the status and the TimeViewerID with the
name are displayed in the web browser window Network/TeamViewer I0T.

Copy the TeamViewer ID

v e e _ Copy the TeamViewer ID number

UG O | & 1001585 < /nework w In@® 0 = tgthe Windows clipboard.
%‘. (] C rer is Logout | Update password single-core
Management Level Control Level 802.1% OpenvPN Close TeamViewer connection...
T Teamviewer [oT Agents
Status g9
TeamViewerlD Hel Gm
elp...
Assignment Token
M Homepage...
Tearviewer auto start Wiki...
Log level
Information...
Right-click on the IBHNet-IoT Tray icon to open the Close IBHMet-loT Tray

context menu. The Agents... command opens the
TeamViewer Shortcuts dialog box.

L 1630
e 0T e M
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Teamviewer-Shortcuts J Insert the TeamViewer ID number in the
rt field of the same name. The display name

Display name: Teamviewer-URL |

1EH Link Ua 5C teanviewer: frematecontrolf fremotecontyolid=222222222 28 orwardports=[3171 Lilocalhost 3171 1:3]_) |S transferred tO the Team Vl ewer accou nt .

isinserted

This name can be used to establish a
connection to the IBH Link UA via the

~Connection (2) Internet.
Diploy rame: [ THLRK D5 (oo e
Teamviewer I0: [| 2222222222 _insertl 1)
o) A j—f“l Clicking the Properties button, a dialog box
% - ot _ _
Properties ® carvel appears with the details of the network card
— via which the IBH Link UA is connected.
Language
’V  German ‘ . . .
By clicking the Add to list button, the
i~ Ethernet card with Internet Access . .
— display name and the TeamViewer ID are
(st coomin 727 =l | adopted. The dialog box is closed with OK
[ estenee Sometin sstabkranc The installation of TeamViewer 10T in the
Local Port 31711 Timeout [ms]: 10000 IBH Llnk UA |S nOW Complete.
confirm
[s]4 Cancel |

Teamviewer 0T — MQTT settings
(click .| Open a dialog with MOTT settings for the TeamViewer cloud ‘ The MQTT option is useful in
: conjunction with the IBH Link UA
MOTT settings | MQTT option.
Clicking the MQTT button opens the Establish connection to
Connection to Team/igwer (0T the Teamviewer 0T cloud dialog box.

Activate connection

Client Id:

Topic: Details on the use of MQTT with the IBH Link UA are

Creste Cortificates for the Client described on the IBHsoftec WIKI website. _
Download the Teamviewer Authority Certificate |
S e e e - If the connection to the Team®iewer [oT Cloud is changed, the
T e TeamViewer agent must be restarted ta apply the changes. M |

oK

1.9 1.8 Activate Any Viz

The Any Viz option has been integrated since firmware V5.26. Data can be recorded and
evaluated using the AnyViz Cloud.

The AnyViz Cloud Adapter can be activated, and the status displayed in the Any Viz tab.

Subnet

— Subnet e.g. 192.168.1.0/24
e.g. 192.168.1.0/24 Management level

Sl Management level

Subnet
EPLCB e.g. 10.1.13.0/24
I I Control level

Subnet
e.g. 10.1.13.0/24

I | Control level

Trans Tech International® 2024 IBH Link UA Workshop
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8 + A If Activate AnyViz Cloud Adapter is

e c o O B re21681047 e %o v @ & = | sSelected, access URLs are displayed
RN o ; togou]| g psevord | T under Status. These are the URLs (via
Management Level Control Level Routes 802.1X OpenvPN TeamViewer IoT - .
s Sarhgs : IBH Link UA management level / control
Use AnyViz Cloud Adapter [ Activate Activate or deactivate the AnyViz

Gl e level) with which the AnyViz Cloud
st Curert Stetus ) i
Adapter browser window is called.

The AnyViz Cloud Adapter can only be called using the subnet URL in which the PC to

active hitp://10.1.13.14:8888 http://192.168.1.14:8888 D€ called and the [BH Link UA are
L LS located (with port 8888). The PC must

v
Management level Control level have Internet access.

Note:
There is no need to install the AnyViz Cloud Adapter for Windows. If this software is
installed, uninstall it.

OPC UA Tag CounterValuel500 as a diagram

Q
i % Qsuchen ¢ & o]
4 |BH LINK UA
SisOnline
. m \¢ i
n TR  Enstelngen T Countervaluel 500742 e BEEY
Festa ete o 4 OF  gloud Adapter 1BH Link DA \/
Q Datenpunkt Madioldn 9 b
S IBHLINK LR B Countervalug1500 Machiommastzlen o3 A FLES
SisDnine 27.10.20221909-19710 Bnzeigename » CPU 1200
n Counter¥alue 1500 Tom0q I\ e 4 CPU15D0D
e T— o | AnyViz Cloud HMI offers many display
Eingabe akfivieran .
. ~* types. All OPC UA variables from
e —! controllers, sensor and measuring systems
- “——" provided by the IBH Link UA can be
> settiat displayed.
» Fartwechsel A )
Kok Rkt The manual and example for using AnyViz
v ~ | are available for download on the IBHsoftec
WIKI website.
@ Coud Adapter hinzufgen

1.10 Security browser window

a + 8 The connection security between an OPC

» - .
Bt © &« o a =] UA client and OPC UA server (also OPC
C = s quad-core . H
UA server / OPC UA server) is available
Nene (not recommended) . . . .
O oasci2sRens (ol recommended e v for selection in this window and can be
(m] Basic256 (not recommended) Sign v .
Basic2565ha256 [5ion + Sign and Encryet v | Speclfled.
Aes1285ha256Rsa0azsp | Sign + Sign and Encrypt v |
Aes2565halsERsaPss [ Sign + Sign and Encrypt v | . .
Pamit Anonymous Ascess wihout User Authentisation (Defaul = On) To establish a connection between an
[m} Let a Client connect if the hostname in the certificate does not match (not recormended)
[m} Let a Client connect if the date in the certificate does not apply (not recommended) H
B o e A OPC UA client and an OPC UA server,
(m] Disable certificate usage checks for compliance(not recommended) . .
Reerse Comecions security settings must be performed.
( v
Add reverse connection | | Remove reverse connection | H B
T S o The IBH Link UA has certificate
I v
e management to enable secure
Integrated Client Security . . .
(R et i S D ) O o) communication defined by OPC UA
[[] Permit connecting to a Server if the date in the certificate does not apply (not recommended) R
0] Verify the Server certficate on secure connections (manual upload of the server certiicate maybe required) (Sec u reCh ann e|) The Web browser is
[J Transmit Usemame and Passwort unencrypted, if a encrypted transmission is nat possible {required for some NanoServers). "
Download 1 1
[m] Fatbid project download with STEP@? or TIA Partal Used to Conflgure the SeCUI’Ity Ievels and
[m} Forbid writing of the server configuration s
o Fotid ecin of 1 ene onfgreion manage the certificates.
Firewall
(m] Perrmit only OPC UA on Management Levsl H H
o The mechanisms defined by the OPC
(m] Permit only HTTPS and OPC UA over OpenvPh .
3] Dissbls oo travsing Foundation are used as a base. OPC
Webconfiguration
Permit HTTP access for the Webconfiguration UA Secunty |ncludes authen“catlon and
(m] Use custom Certificates Upload Server Cartificats
S e e et e authorization, encryption, and data
1 1
App\y Revert
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integrity by signing. This allows the control system to be protected against uncontrolled
access via a higher-level system.

In the IBH Link UA Browser window Security, the security levels offered by OPC UA are
listed for selection.

The client queries the server's security configuration via SecureChannel to then set up a
communication channel in which the security (confidentiality) and the completeness
(integrity) of the messages exchanged are guaranteed.

Note:

Encrypted messages prevent or at least make it exceedingly difficult for untrustworthy third
parties to read the content of the messages that are exchanged between the OPC client and
the OPC server.

Note:

If a change is made in the security browser window, the buttons Apply and
Revert are activated. If the change is to be adopted, click the Apply button.

Apply | Revert |

Server Security

There are different levels of encryption. These are
A Mane (not recommended) HS H
] Bt ZReatS (not resormmendd o @ all specified by the OPC UA Foundation.
[1Basic255 ot recormmendec) Sign Is the security level for the OPC UA client /
Basic2865ha2sh @ Sign + Sign and Encrypt ~ .
[ Aes1285ha256R 53 0aep Sign - server connection
[ Aps2865ha286Rsa P ss Sign + Sign and Encrypt Selected in addition the |Si l e
@ Permit Anonyrnous Access without User (Default = O _’ ) 5
Authentication IeVeIS S|gn, S|gn and Sign
[JLet a Client connect if the hostname in the .
certificate does not match (nat recommended) o Encrypt as We” as Slgn Sigl"l and Encrypt
[JLet a Client connect if the date in the cerificate + S|g n and Encrypt can
does not apply (hot recomrmended)
be selected?

The security level is set by opening and selecting.

Sign The messages contain security signs. It is signed with the associated Private Key of the
Application Instance Certificate of the OPC UA client. Signed messages can detect
whether a received message has been manipulated by an untrustworthy third party.

Sign und Encrypt = The messages contain security tokens and are encrypted. They are also
encrypted with the Public Key of the Application Instance Certificate of the OPC server.

Sign + Sign and Encrypt The messages contain the security labels of Sign and additionally those
of the Sign and Encrypt definition.

@ Anonymous access without user authentication is allowed as a standard and can be
deactivated.

@ Settings can be made to allow OPC UA client / server connections not recommend for
security reasons by the OPC UA specifications.

However, it has been shown that in some applications these settings are unavoidable to
establish an OPC UA client / server connection.

Reverse Connection

Reversolonnoclion e In contrast to conventional client-server connections, in
|npc.tcp:,-",-’lgz‘lﬁe.l.lﬁ:48011 ~ . . . . .
A reverse connection | | Remave reveres connection | which the client establishes the connection with the server,
in the reverse connection the server actively connects to
Reverse Connection .
the client.

Endpoint Url: |Dpc.tcp:,.f/192.168.1.15:48011 |

An inverse server connection can be set up if the server is
tok] cancsl| | jn @ more protected area behind a firewall than the client.

To do this, the endpoint URL of the OPC UA client must be entered. This makes it easier to

configure the firewall. Of course, the client must support incoming server connections.

TTI Trans Tech International® 2024 IBH Link UA Workshop
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Redundant servers (only HOT mode supported) — quad core only

The software in the IBH Link UA — quad-core offers the possibility to set up redundant OPC
UA servers. Of the server redundancies defined by OPC UA, the IBH Link UA supports
the following modes:

e Non-transparent redundancy, with the sub mode Hot.

All servers in the redundant set have their own server URL and endpoint URL. Each
server in the redundant set provides a list of the other redundant servers in the set (server
URI) with the failover mode Hot. With this feature, a client only needs to know one of the
servers and can find the other available servers using the information in the server object
(Objects — Servers — ServerRedundancy). The advantage of non-transparent
redundancy is that it can be easily supported on the server side. The disadvantage is that
the client must do something to benefit from the redundancy. However, implementing
generic support in a client can be done without much effort using the information provided
by the server.

Note:

If the IBH UA Editor was used to configure the first redundant IBH Link UA (OPC
server), this configuration can be transferred to other IBH Link UA (OPC server) after
changing the server settings.

The configuration of the individual redundant IBH Link UAs must be adjusted as described in
the IBH UA Editor manual (enter IP addresses of all IBH Link UAs (OPC server) belonging to
the redundancy).

Hot failover mode

All servers are powered on and operational. In scenarios where servers are collecting data
from a downstream device such as a PLC, one or more servers are actively connected to
the downstream device(s) in parallel. These servers have minimal knowledge of the other
servers in their group and function independently. If a server fails or encounters a serious
problem, its service level drops. Upon recovery, the server returns to the redundant set of
servers with an appropriate service level to indicate that it is available.

Integrated client security

Integrated Client Security The hostname should
@D Permit connecting to a Server if the hostname in the certificate does not match (not preferably be used to
recommended)

connect to a server. If

. . . ] there is no DNS server,
@El\ferlfythe Server certificate on secure connections (manual upload of the server certificate maybe .
required) no host name is

[JTransmit Usemame and Passwort unencrypted, if a encrypted transmission is not possible available.
(required for some NanoServers).

[[JPermit connecting to a Server if the date in the certificate does not apply (not recommended)

If the option is selected,
the absolute IP address can be used for the connection to the server, even if only its host
name is entered in the server's certificate. The better way is to include both the host name
and its IP address(es) in the server's certificate.

® This setting is not recommended by OPC UA.

For security reasons, OPC UA works with time stamps. The date and time must therefore
be set correctly. If a correct time setting is impossible, this setting must be marked. This
setting is not recommended by OPC UA.

The server certificate is checked for an encrypted connection. For this, it is necessary that
the required server certificate is installed on the IBH Link UA and is available as trusted. A
manual upload of the server certificate may be required.

@ With some OPC UA servers, especially with NanoServers, a connection can only be
established if the username and password are transmitted unencrypted.
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Download

Download The downloading of STEP® 7 or TIA Portal projects
(1) OForbid project download with STEP®T or TIA Portal in the IBH Link UA can be prevented.
@D Forkid wiing of the server conliguralion It is prevented that new server configurations can

be written / transferred to the IBH Link UA. The

©D Forbid reading of the server configuration L. . .
existing server configurations cannot be changed.

Server configurations in the IBH Link UA cannot be read out. This prevents a server
® configuration from being multiplied for reading into other OPC UA servers.

Firewall
Firewall The firewall can be instructed only allowing OPC
@D Permit only OPC UA on Management Level UA connections on the management level. With a

web browser, it is no longer possible to address /
configure the IBH Link UA via the management
@D Dizable device browsing level (Ethernet port 1)_

The encrypted SSL connection to a virtual network (VPN) can be restricted to the use of
the HTTPS, and OPC UA protocols.

The broadcast functions of the IBH Link UA are prevented. If ProfiNet 10 devices are
present in the same network, the device search should be deactivated, since the Profinet
IO data, exchange also works without a connection.

(2)Permit only HTTPS and OPC UA over OperivPN

A ping also works when the device search is deactivated.

Web Configuration

@Webwnﬁguration _ For security reasons, access to the

® Permit HTTP acc.ess for the Webconfiguration | Configuration of the IBH Link UA

. :f:ncsrset:t:: S s mener pe et should only take place via secure
g new Keys @ Generate new Keys .
transport encryption (HyperText

Transfer Protocol Secure - HTTPS). Therefore, the option Allow HTTP access to the
web configuration should be deactivated.

@ Every IBH Link UA has the same parameter set for negotiat-

. : o Upload Server Certificate
ing the keys for encryption. This is usually not a problem.

However, it is possible to create a new parameter set for the encryption.

If Use custom certificate is selected, a dialog box is opened via the Upload Server
Certificate button. There are buttons here for searching, reading in, and installing the
server certificate and private key.

The button Generate new Keys opens a message that must be
confirmed to generate a new key.

The note must be observed, as the generation of a parameter set for negotiating the keys
for the encryption can take several hours.

Generate new kKeys

1.11 Certificates browser window

L e The existing certificates with data
&« c o © & 1001389, o @ 1 hnme xXOo = . .
and status are displayed in the

e o Logout || Update password single-core
: L T I Tt - window. Buttons are provided to
View w«s;-; Certificate | Replace Server Certificate | Upload Certificate from Client or C4 ’ trUSt’ bIOCk or delete IISted
: ttings v
Certificates can be created,
T downloaded, or read into the

You should continue only, ifthe date and time sattings ara conect. Otherwise the clock should be sat first

designated certificate store.
@‘_m\ Cancel

TTI Trans Tech International® 2024 IBH Link UA Workshop
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1.12 Browser window GDS

= n m GDS stands for Global Discovery Server.

PN e — o e » = | The OPC UA GDS concept allows the
. o Loge | et passrord quad-core configuration of cross-subnet discovery
e i
,,,,,,,,,,,,,,,,,,,,,,,, services on the one hand and on the other
e D e hand it provides interfaces to operate central
GDS server URL ry
T certificate management.

GDS update intenval Every hour
rrrrrrrrrrrrrrrrrrrrrrrr

GetSignedCertificatendTrustiist | | UpdateTrustist

Apply GDS configuration | | Delete GDS configuration | | Download logfile | | ¢

1.13 Time settings browser window

+ @ By clicking on Show Shaw MTF status

« 9 C @ O 8 192.168.1.14/7_= fisteandtime E ] ® & = | NTP status, the status
SR o 0 — Lot ] Undate paseword quad-core of the transmitting time server is displayed
i i
__________________________ (Time settings ) with their IP address.
Set date and time
,,,,,,,,,,,,,,,,,,,,,,,, Show time in UTC (m]
Time 18:13:12
"""""""""""" W NTP status
-------------------------- b e e T [ [ st s I —
Time settings 1 -
- g rera on ovene:
"""""""""""" 9 (1011213 ] 14118 remote refid st t when poll reach delay offset jitter
777777777777777777777777 16 | 17 | 18 19 | 20 | 21 | 22
23 |24 |25 | 26 | 27 | 28 -193.30.35.11 94.198.159.10 2 u 19 &4 377 34.703 -0.921 165
"""""""""""" 30 +51.75.67.47 207.197.87.129 4 u 40 64 377 31.2129 -0.897 231

Time Server settings
Get time from NTP server

o

o
+za01:4£68:017:64 147.231.2.6 2 u 29 64 377 34.980 1.056 0.178
*125.70.132.37 129.70.130.70 2 u 35 64 377 39.162 2.094 0.176

"""""""""""" NTP Senver #1 0.pmalntp.org
,,,,,,,,,,,,,,,,,,,,,,,, NTP Server #2 1,pool nitp.or .

TP Saner el e The date and time can be entered manually
"""""""""""""" NTP Server #4 3.pool.ntp.org

or automatically via the time server. Four (4)

"""""""""""" Apply | Revert | | Show NTP EBMEP .
time servers are already preset.

The date and time must be set correctly because OPC UA works with time stamps.
Certificates lose their validity if the time comparison is incorrect. A correct time for
¥ communication between server and client is, therefore, important.

Information about the IBH Link UA is
listed and system settings are offered
in the System browser window.

quart-cora

important information
for firmware update

Festatethe dzice. Al corvmurication wth FLE and OF'S UA Bl vl be rtempzed. Sick anly. 7 au sre abaolely zee
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1.14.1 Device Information

System Firmware version

grsion  [BH Link LA %5 18 Dec 22 2020 15:09:00

Firmmware \ersion IEH Link UA 5,18 Dec 22 2020 15:08:00 m i The version number is important to

Serial number 10331 carry out a firmware update. Only the

HWY rewision 2.0.1 imxB single-care ! : :

MAC address 1 50:20:F4:19:90:16 flrmware updatEd with a hlgher

MAC address 2-4  50:20:F4:15:AB:07 B version number should be done.

“ariable count o Ml Serial number

CPU load (%) 15.0 “HOPC .

Wiy ueage BF) 257 Lzl serial number 10331

Termperature (°C) 492 The serial number gives the

WBAT_BY 5.00% IBHsoftec hotline information about

WIN_24 23 80V : -
the series and the age of the device.

HW revision Hy revision 2.0.1 imx6 single-core

The HW revision indicates with which
firmware version (HW1, HW2 SC, HW2 QC or HW3 QC-64) a firmware updated can be
carried out (see page 1 - 40).

MAC addresses
The IBH Link UA (SC, QC) has two separate
MAC addresses. One MAC address is for the
management level, and the other MAC address is for the three ports of the control level.

MAC address 1 S0:20:F4:19:90:16
MAC address 2-4 S0:20:F4:15:A5:07

Variable count

“ariable count 0
The number of variables registered as OPC UA variables is
displayed.
Hardware information CPU laad (%) 15.0
The current CPU load, memory usage and temperature as well ~ Memery usage (%) 25.7
. Temperature (°C) 492
as an internal voltage (VBAT_5V) and the supply voltage VBAT 5v £ o0y
(VIN_24) of the device are displayed. WIN_24 23.80v

1.14.2 Backup and Restore the settings
In this field, there are buttons to save or restore the IBH Link UA configuration or to carry
out a firmware update.

Saving the IBH Link UA configuration

After downloading the configuration file ibhlinkua-settings.xml, This procedure saves the

FEEET Downloady, it is possible to perform a firmware update. existing settings.
‘

After downloading the configuration file ibhlinkua-settings.xml, it is possible to perform
a firmware update.

Restore the IBH Link UA configuration

An already saved configuration can be restored at any time. Click the Browse button. The
Select file to upload window opens. Browse...
Select the storage location (Path) and the file (ibhlinkua-settings.xml) and

confirm with Open.

Backup and Restore settings

The selected file name is
Configuration file ibhlinkua-settings.xml | Configuration file to restore previously saved settings.

Typically the file name is ibhlinkua-settings xml. dlsplayed next to the Browse
Restore Upload Configuration J‘ (Elick) button.
Click the activated Upload

Backup and Restore settings . .
P - Configuration button.

Configuration file E—"“"dj Configuration file to restore previously saved settings.
Typically the file name is ibhlinkua-settings.xml. The progress of the upload is

displayed.

Restore

TTI Trans Tech International® 2024 IBH Link UA Workshop
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A restart must be performed to complete the configuration
transfer.

Applying the configuration requires a reboot. Reboot Now?

confiem m Cancel

1.14.3 Firmware Update

IBHsoftec Support will send you a link to
the firmware update via email.

[[llIGHSaften

-~ Homapage -Download - BH LnkUA RS The firmware can be downloaded as a ZIP

Anout IBH Link UA 1
< Procs 22 file.
g zl\’vﬁ:‘?:m Description Dowenload Link
S5/S7 for Windows . H 1
1BH Link UA 18H OPC UA Editor 760 To unpack the ZIP file, you will need a
o SR GRS ER oL Administr ation \ia web browser. Documentation / Wiki H i i
c 1BH OPC UAEditor To get thelgurrent firmware version for the 1BH Link UA )
i oo e S S ST e Ttor password that is attached to the link in the
Bt A Manual email.
_ Mitsubishi_Electric_loT_Gatew Samples
.
USB-87 Adapter

The date and time must be set correctly in the browser window, as an OPC UA certificate
with time stamps is required for the update.

Certificates lose their validity if the time comparison is not correct.
It is then no longer possible to update the firmware. (Error message).

Device information
Firmware Version IBH Link UA %517 Dec 8 2020 13:42:17

Serial number

|HW revision

Device information

Firmware Version IBH Link LA %517 Dec § 200 13:42:17

Serial number 10331, pnumber of CPU cores
| HW revision 2.0.17imxE single-core |
System

Device information

IBH Link LA %518 Dec 22 2020 15:02:00
10333 number of CPU cores

Firmware Version
Serial number

@u" revision 2.0.4 1mx6 quad-c@
HW3 QC-64
System

Device information

Firmware Version

Serial number
[HW revision

IBH Link UA V5.34 Sep 25 2024 13:12:57
{myNumber of CPU cores

3.0. |rr1:g3*quad-cure]

Hardware version Processor Name

« v 4 $ > ThisPC > Downloads ~ @ | Search Downloads »
Organize v New folder = M@
[ This PC A Name Date modified Type size ~
1B Desktop (D fw-update-vs_20-sc.tar 05.01.2021 13:05 tar Archive 98.280 8
| Documents (15 fiw-update-v303.tar z:‘:q‘ 1256 tarArchive 42120 KB

4 Downloads

v

isinserted

File name: [ fw-update-us_20-sc tar | [ Custom Files ttan) v

(Gt

Cancel

IBH Link UA  Workshop

This firmware version is only intended for IBH Link UAs in
whose browser window the system, under HW revision,
shows a number separated by dots without any additions.

HW2 SC

This firmware version is only intended for IBH Link UAs,
in their browser window system, under HW revision, a
number separated by dots (2.0.1 - the last digit indicates
the number of CPU cores) and the Addition imx6 single-
core (1 CPU core) indicates.

This firmware version is only intended for IBH Link UAs,
in their browser window system, under HW revision, a
number separated by dots (2.0.4 - the last digit indicates
the number of CPU cores), and in the Additional quad-
core (4 CPU cores) is included.

This firmware version is only intended for IBH Link UAs,
in their browser window system, under HW revision, a
number separated by dots (2.0.4 - the last digit indicates
the number of CPU cores), and in the Additional quad-
core (4 CPU cores) is included.

Select saved firmware file

The firmware file * .tar is displayed in the IBH Link UA's
System browser window.

TTI Trans Tech International® 2024
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Firmware Update: is inserted

Select firmware File |ﬁN-update—v57ED-sc‘tar l Firmware file to perform an update. Typically

the file name is ibhlinkua-update-v}XX-revision-
type.tar.

{click}
Upload Firmware: After a firmware file to perform an update has been selected,
it must be uploaded, before the new firmware can be applied.

| Important information about the firmware download |

Upload Firmware

IBH Link UA — Setup

Page 1-17

Click the Upload Firmware button to load
the new firmware into the IBH Link 10T. The
new firmware is not yet accepted (updated).
Confirm the message.

The firmware update

i To update the firmware all communication must be cancelled. This may take a |
morment.

-t =
L —

process is indicated. In &
the upper-right corner of
the browser window
Loading appears.

In @O @

single—cow 2

| The upload starts then immidiately. Cancel now?

Cancel | |

Firmware Update:
Select firmware File

Firmware file to perform an update. Typically
the file name is ibhlinkua-update-v}XX-revision-
type tar.

Important information about the firmware download

i Updating the firmware can take up to 2 Minutes. Do not remove power from the IBH Link UA during that : If the Ioad|ng |S Completed, the fOIIOW|ng
time. . .
message is displayed.

The LEDs show the current update step. After the LEDs return to normal operation the process has finished.

The loading of the firmware is indicated.

Update firmware now?

) CONfirm the message.

Firmwareupdate in progress. x [l Firmwareupdate in progress. > Jjf Firmwareupdate in progre=ss |

Progress: Progress: | Progress:

The firmware update is active. Firmware update completed.

Preparing system for the firmware update ___
parnng sy pd There will be 3 reboots .

This will take approximately 2 Minutes.
Please wait ___ |

100%

If the LEDs show normal operation, the browser window of the IBH Link
UA must be reopened and the firmware updates are completed.

In normal operation, the RUN LED is lit, the SYS LED flashes, and the
LED's Status and Error are off.

#
& 47O ‘ ®

Update completed

« > C @ O B 19216811477 = backuprestore 2 Ty L @ f =
i o] e s Restart the IBH Link UA
System
Device information . .
,,,,,,,,,,,,,,,,,,,,,,,, (v T rwE T T ETE) By clicking the Reboot button, the
Serial number 5BES
HW revision 2.0.4 imx5 quad-care 1 1
bl - 20 IBH Link UA software is restarted.
"""""""""""" MAC address 2-4 50:20:F4.0F:EC.OC
Variable count 72 Restart IBH Link UA
__________ :\'A:g‘:;?‘:wép ) T;g Reboot Reboot Restarts the device. All communication with
Uptime 0 Days 0 Hours 16 Minutes (@K PLCs and OPC UA Clients will be
Temperaturs () 672 interrupted. Click only, if you are absolutely
VBAT_5Y 4,99V
"""""""""""""" VIN_24 2387 SIes

1.14.4 Variable format

The representation of the variables

Classic @®  Variable names compatible with older versions

Compact () The identifiers ".GlobalVars" ".Programms” ".Generic” are omitted. If such can be adapted'
a name appears as a variable name, it is placed in quotation marks.
Variable names that contain a point are placed in quotation marks.

S7-1500 compatible (O The identifiers ".GlobalVars" " Programms" ".Generic" are omitted.

All Variable names are placed in quotation marks.
Data blocks from OPC Editor under ".GlobalVars”
Compatible to older Versions (2017..2019).

Compatible

Note:
The programming systems S7 SIMATIC Manager and the TIA Portal allow dots in variable
names (e.g. Switch 7.1).
The OPC UA specification does not allow periods in variable names.

The S7 SIMATIC Manager programming system does not transfer any variables for a
period in the name to an OPC UA server !

The IBH Link UA software offers four options for variable acceptance.

TTI Trans Tech International® 2024 IBH Link UA Workshop
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Classic:

Identifier

IBH Link UA — Setup Chapter 1

CPU 416.CPU 416-3 PN/DP.Programs.DatenBlock.Var _INT The IBH Link UA software only accepts variable

Identifier CPU 416.CPU 416-3 PN/DP.GlobalVars.Bit_Var names who correspond to the OPC UA
Identifier IBH Link UA.CPU414.Generic.Off_2 specification.
Points in variable names must be removed in the symbol tables (S7 SIMATIC Manager) or
TIA Portal) before transferring to the IBH Link UA. The identifiers ".GlobalVars",
".Programs”, ".Generic" are added to the name of a variable.
The IBH UA Editor accepts variable names with a period. These names who contain a
point are placed in quotation marks by the IBH Link UA software during transmission.
Compact:
Identifier CPU 416.CPU 416-3 PN/DP."GlobalVars" Points in variable names must be removed from
Identifier CPU 416.CPU 416-3 PN/DP.DatenBlock.Var_Bool  the Symbo| table (S? SIMATIC Manager) before
:3‘"":“’ :;:UL“'SSTC:E:’:':)’ Dz;"smp transfer to the IBH Link UA. Tag names with
entifier in : ."Off_47.8" . .
—— IBH Link UA.CPU414.OfF 2 perllods are accept.ed in the TIA F'>ortal. The IBH UA
|dentifier IBH Link UA.CPU414.Bit Var Editor accepts variable names with a period.

Variable names who contain a point are placed in quotation marks by the IBH Link UA
software during transmission. The identifiers ".GlobalVars", ".Programs", ".Generic" are
omitted in the variable names. If such a name occurs as a variable name, it is placed in
guotation marks. If Compact is marked, the identifier of a variable is shorter than in the
case of the Classic mark.

S7-1500 compatible:

Identifier ~ CPU 416.CPU 416-3 PN/DP." Generic" Points in variable names must be removed from
Identifier  CPU 416.CPU 416-3 PN/DP."Bit_Var" the symbol table (S7 SIMATIC Manager) before
Identifier ~ CPU 416.CPU 416-3 PN/DP." DatenBlock" "Var INT" transferring to the IBH Link UA.
Identifier  CPU 416.CPU 416-3 PN/DP,"DatenBlock."Programms” |y the T|A Portal programming system, dots are
\dentifier  57-400-Station_1.CPU 416 0n_3.3" allowed in tag names. The variable names who do
\dentifier 1BH Link UA.CPU414./0ft.2 not correspond to the S7-1500 format are placed in
quotation marks by the IBH Link UA software during the transfer and thus brought to the
name format of the S7-1500.
The identifiers ".GlobalVars", ".Programs”, ".Generic" are omitted in the variable names.
Compatible

Mark if data block variables (OPC tags) are defined as "GlobalVars" in the IBH OPC UA
editor / variable transfer in the target name. Only to be used in older IBH OPC UA Editor
versions (2017...2019)

1.14.5 OPC UA options

Variable Names
Classic
Cormpact

£7-1500 compatible
Compatible

OPC UA options

Build structure variables
Update Source Timestamp
only on change

Show Byte Arrays ag
ByteString

Route 57 connections
abways 1o slot 2

Allaw only one 57 frame to
the PLC

Client Timeout [ms]

No client initial update
Forbid datatype conversion

Build structure
variables

@ “ariable names compatible with older versions
The identifiers " Globalvars" " Programms” ".Generic" are omitted. If such a name appears as a variable name, it is placed in guotation marks.
“ariable names that contain 2 point are placed in quotation marks

The identifiers * Globalvars" * Programms” " Generic" are omitted

All Variable names are placed in quotation marks

Data blocks from OPC Editor under " Globalvars"

Compatible to older Wersions (2017..2019).

The use of structure
variables is
described in Manual
part 2 and part 3.
Structure tags are
not activated by
default.

Build structure variables. It will require more memory | Setting is applied when you restar
The source timestamp will not be refreshed on every successiul read. Instead, only a value change on the contraller will refresh the timestamp

If the PLC variable iz a ByteArray, the OPC variable is normally alzo a ByteArray. This can be changed to 8 BytaString
With some 57-PLCs the 57 communication points to the CF instead of the CPU. This can be forced to CPU slot 2
With some 57-PLCs the CPU can be overwhelmed by Requests. This can be restricted.

10000 ~ For some slow responding Servers it can be neccessary to increase the timanut for the client. The default is 10000 ms

If the connection between the client and a server is lost, forbid an initial update on reconnect.
If the PLC variable has a different datatype than the OPC variable, forbid the conversion to anather type, even if the value would fit

Update Source Timestamp only on change.

IBH Link UA  Workshop

The source timestamp is usually updated every time it is read. When the selection is
activated, the source timestamp is only updated when the value changes.

TTI Trans Tech International® 2024



Chapter 1 IBH Link UA — Setup Page 1-19

Show byte arrays as ByteString

The IBH Link UA software can allow variables that are defined as ByteArray in the PLC to
be used as OPC variables in the ByteString format.

Route S7 connections always to slot 2.

With some S7 controllers, the S7 connection, if configured with the S7 SIMATIC Manager,
points to the CP instead of the CPU. This can be redirected to CPU slot 2.

Only allow one S7 frame to the PLC

Some S7 controllers can be overwhelmed by the number of requests. The number of
requests is limited by activating this option.

Client Timeout [ms]

With some slow servers, it may be necessary to increase the timeout for the client. The
default client timeout is 10000 ms.

No client initial update

If the connection between the client and the server was interrupted, do not perform an
initial update when reconnecting.

Forbid data type conversion

If the PLC variable has a different data type than the OPC variable, do not convert, even if
the value matched.

1.15 Users browser window
| EprTE x Several users with differ-

€7 C @ |0 A 1001589 juselistiew @& @D e ¥ 0 = entaccess rights can be
SR o Logout | Update password single-core password-protected for
""""""""""""" ¥ alid Fl-j:ar:]::jo‘-::m acoess to PLC variables the use of the IBH Link
__________________________ Change user | Delete user | Mew userJ UA (OPC UA User)
.......................... m . I
If inadmissible characters
__________________________ Create / modify user x
User (e.g. spaces) are entered
gser name E.P.Schulz-Heise |n the username or paSS-
,,,,,,,,,,,,,,,,,,,,,,,,, assword Y Y
Retypa password: sasssssnens word, the background of
""""""""""""" Permissions Read and write access to PLC variahles TV\ . -
,,,,,,,,,,,,,,,,,,,,,,,,, the input line changes to
,,,,,,,,,,,,,,,,,,,,,,,,, SR — be red. The input must be
,,,,,,,,,,,,,,,,,,,,,,,,, fok] [ conce corrected accordingly.
Spaces are not allowed in the username. Username: B, P, Schulz-Heise
The username for browser access is always admin. Fassword:  |esssssssses

1.16 Browser window Siemens slots
| EETEre The projects that have

& c & © & 1001389/ _=/opc_slots AR * { In@ e % O = peen loaded into the IBH
S=. o 0P unning Logaut | Uprdate password | single-core Link UA are listed here.
,,,,,,,,,,,,,,,,,,,,,,,,, Upto 31 STEP 7 and / or
,,,,,,,,,,,,,,,,,,,,,,,,, > 57300/ET200M-Station_1 TIA prOjeCtS can be
.......................... e processed in parallel.
————————————————————————— T o sttt One slot is used per
7777777777777777777777777 'S‘ffai1SDD/ETEDDMP—Etat|Dm71 project.

__________________________ > IBH Link UA
Delets siat | | Delete au\ Load OFC Editar Prnject\ Save OPC Editor Project | Insert SoftPLC
————————————————————————— Insert SINUMERIK | Change SINUMERIK | | Delete SINUMERIK
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Load the OPC Editor project Load OPC Editor Project
An .XML file with the filename

Frojectfrom OPC Editor ("op): extension opx, which was created
Upload: Erawse...‘;Server - Server connection.opx Upload: | Load OPC Editor Project . .
lic Kiandiaclectkopa '"e® ®| i Upload a praject from OPC Editor (".opx). | for a project with the IBH OPC

Configured PLCs in the project file :

Editor or IBH OPC UA Editor, can
Project from OPC Editor (* apxy be accepted as an OPC project by
oad: T TR Upload: Loa itor Projec L .
Jplead B —— clicking on Load OPC Editor

Server - Server connection.opx H
Free IBH OPC Edito, |Configured PLCs in the project file : PrOJeCt.

After installation the
Get it from ibhsoftec

CPU_312 - Ok
CPU_1z200 - Ok
CPU_1500 - Ok

Free IBH OPC Editor (= V4.13) to create the opx projects not installed?
After installation the IBH OPC Editor can be used for free in combination with IBH Link UA_
Get it from ibhsoftec.com

9 ‘Apply OPC Project | Cancel |

Save the OPC Editor project
H B kLA Semens ot X An OPC project available under Sie-

€ 5 C R O A 192681147 /cpcslots Wy ©® & ® & = | mens Slots can be saved as an XML
%m ® 0 5 running Logout | Update password quad-core f||e W|th the flle name eXtenSlOﬂ OpX
.
——————————————————— o Such a file can be opened for further
""""""""""""" o p— processing with the IBH OPC UA
""""""""""""" Lt Al Editor.

Delete slot| Delete all| Load OPC Editor Project| Save OFC Editor Project ‘ Insert SoftPLC ‘

Insert SINUMERIK | Change SINUMERIK | Delete SINUMERIK | ek
7777777777777777777777777 Download XML file for manual editing

Insert SoftPLC
The IBH Link UA internal SoftPLC is  Insert SoftPLC|

Insert SoftPLC (BEST 611-4SB00-0YBT V4.6 compatible). | activated by clicking on Insert SoftPLC. The slot to be

occupied is freely selectable.
to Slot: | Slot 3 -
~
Note:
Slot 4 10K | Cancel| The SoftPLC must not be activated in
Slat 5 A Slot 2 under any circumstances. Slot 2
Slot6 is reserved exclusively for
slot 17 communication — I[E General.
Slot 18 =

Insert SINUMERIK

Variables can be taken as OPC tags from SINUMERIK CNC controls of
st e ‘S‘N“MER‘“”CEM | the PowerLine, SolutionLine and SINUMERIK One.
Comect e MPIPROFIBUS Gatevay £ The SolutionLine series has Ethernet ports (X120 / X130) here the IBH
SubnotiD: {0102 |-[osns | - IOBENIESE Link UA can be connected directly. If the IBH Link UA is connected to port
mRvRROTEUS ““’“:5 Lo X130, port 102 of the firewall must be activated in the SINUMERIK.
Read machine data €2
Read GUDs and R-Pararmeters The CNC controls of the PowerLine series do not have an Ethernet
Alarm language English ~ | interface.
Read SINUMERIK Model
CHE ol Here the connection is to be established via an IBH Link S7++, which is

Mumber Axes

Sameae | switched to the configured mode. These CNC controls have two (2)

umbor Spi connection channels to the SPS (PLC) and five (5) connection channels to
et o fle et the NCK. A connection channel to the PLC (PLC) is always occupied by
S Gwa | the connected HMIL.

Mumber Spindles

| Browse... | No file selected.

Import OEM alarms file

{oK] | Cancel
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Connect via MPI / Profibus gateway

Connoet over MPUPROFIBUS Cateway If this option is activated, the subnet ID, address and slot can be

Subnet-D: |0102 |- 0506 activated adJUSted-

can be changed

MPI/PROFIBUS address: Slat

Read SINUMERIK Model Read SINUMERIK Model

| By clicking on Read SINUMERIK model, a connection to
the CNC is established and information available in the

is inserted by .
MNumber Axes: |3 = cnumerik cne SOINUMERIK s read.

| If model, axis and spindle information can be read, the
SINUMERIK model name, number of axes and spindles

CHNC model: |Numeric ContSI72.07

MNumber Spindles: |2

. B BH Link UA- Siemens slots X [l SERR ale dlsplayed in the dlalog box. The
€5 C R |0 & 10013897 -fopcsior =~ ®% IO e % 0 =| complete information, prepared as an XML
SN o G Logout ]| Upeite pasward single-core file, is adopted under OPC Project by
_________________________ Siemens slots CIlelng OK.
»Slot 2
,,,,,,,,,,,,,,,,,,,,,,,,, ¥ OPC Project adopted from )
Onicrested A SHMERICCAC Import NC-VAR file

......................... v | M SINUMERIK CNC name
,,,,,,,,,,,,,,,,,,,,,,,,, Yo The SINUMERIK auxiliary program NC VAR
,,,,,,,,,,,,,,,,,,,,,,,,, e Selector lists variables according to the

»71 .
------------------------- ¥ CnochannalList SINUMERIK CNC software version.

> CHAMNT .
¥ CnospindleList Variables that are to be used as OPC tags
""""""""""""" o can be selected from this list.
""""""""""""" wendorhame

vendarkenision The program can generate a file (* .awl)

wersion . .
......................... Delete slot | | Delats all‘ Load OPC Editor Prn]e(t‘ Save OPC Editor Prnjectl from a flle (* -Var) Sa.ved Wlth the NC VAR

InsertSofPLC | Insert SINUMERIK | Change SIMUMERIK | Delete SINUMERIK | Selector program

selected * .AWL The variable information from such an STL file can be

(CligK) file is displayed . .
M transferred in addition to the data read from SINUMERIK CNC.
—Elrowse... CNC wvariable file.awl

This information, prepared as an XML file, is accepted under
Import NC-VAR-Selector ﬁle| Only Existing  OPC project by clicking OK.
(chck take over data

| B & Change SINUMERIK

<~ c o © & 10013897 =/opc slots e pnd N @D 6 ¥ O =] A prOjeCt that haS been
=N o oF ris running Logout | Update passward single-core adopted by SINUMERIK CNC
————————————————————————— s Slot 2 can be changed.
7777777777777777777777777 ¥ OPC Project
OnlineCreated, , ™o e SINUMERIK name If the name Of a SINUMERIK
Delete siof | Delete all || Load OPC Editor Project | | Save OPC Editor Project | CNC is hlgh“ghted. CIiCking on
7777777777777777777777777 Insert SoftPLC | | Insert SINUMERIK | | Change SINUMERIK | | Delete SINUMERIK | Change SINUMERIK opens
7777777777777777777777777 N Change SINUMERIK controller in OPC Editor project | the Insert Station dlalog box.
,,,,,,,,,,,,,,,,,,,,,,,,, Changes can be made here.
jlSiemens slats)

Save OPC Editor Project

A SINUMERIK CNC project that is available in the Siemens Slots browser window (OPC
project) can be saved to be further edited with the IBH Link UA Editor.

1.17 History browser window

OPC Historical Data Access, also known as OPC HDA, supports access to data stored in
a buffer.

From simple data logging systems to complex SCADA systems, historical data can be
queried in a standardized way.

Trans Tech International® 2024 IBH Link UA Workshop
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History tree
e

C @ © & 192.168.1.14/7_=history

History vars

Address space

¥example 7 - mulki CPUs 57
> CPU 416 Master
»S7PLC 1 CPU 312
VS7PLC 2 CPU 312

DeviceManual

DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCaunter

SerialMumber

Cortrol_ON_g2
Cortralling_is_ON_2

» Tasks

DeviceHealth
»55PLC 3 CPU 103
»55PLC 4 CPU 941

Logaut | Update password
History active | Sampling Rate | History Buffer Size | Minimum Change

Activate/Change history,|  Deactivate history | | Load XML

IBH Link UA — Setup

154 1BH Link UA - History X

- O W In@D e % 0

single-core

will be opened
History parameter
Enter the sampling rate [saconds]
(ER——

Enter the histary bufer size [number of values]

1000 can be changed

Store on minimum change:

SoftwareRevision ) can be changed
¥ Programs
SupportedTypes ©) fok || cancel |
¥ Courter Values
Mirtvalue_2 History active 0.5 1000 o
Maxvalue_2 History active 0.5 1000 0

1000

Store XML | | Remove all | Remanent history off

Remanent hist

Chapter 1

Historical data is activated via the
IBH Link UA history browser
window. The historical data are
organized in the IBH Link UA as a
ring buffer in RAM.

In the opened history parameter
input field, the required values
must be entered and confirmed.

History vars (variables)

B 1BH Link UA - Histary x

D [ )

B o

0 & 192168114

OFC sarver is mnning Logout ! Update password
sistory ee( vistary vars ]

Address space

Deactiate historyg,

- @ n@0ex O

single-core
Sampling Rate | History Buffer Size | Minimum Change

1000 0
[

1000

The OPC UA variables declared as
history variables are listed. Marked
history variables can be removed
from the list of declared history
variables by clicking on Deactivate

History

Retentive history

OPC server is running

Logout ‘ Update password |

History.

If a micro-SD-card is installed

Address space

and formatted, the retentive

| history function can be

activated.

» example 7 - multi CPUs S7
<
T e b - ‘ ey
Ré — thm ff { Stores History on SD card remanently
manen O
Lemenent o O R \(Elick)

Remanent history on

[History |

History variable list as XML file

By clicking the Save

button, the currently available

history variable list is

downloaded as an XML file for

manual editing.

=] ibhlinkua-histor.xml 3 |

Pl L
S

ML |

5 running

History tree History vars

Address space

Logout| Update password ‘
»oxample 7 - multi CPUs 57

History active I
<

Activate/Change histor THEN e !
%ﬂ Stores History on 50 card
Remanent history an

Remanent history of

Lot |
remanently |

[History ]

Store XML | Rernowe all | Rermanent history on |

(k™ Download XML file for manual editing |

1 <?zml version="1.0"7:

2 <ibhlinkua-history-config>

3 <historyconfiguration>

4 <node  gamplinginterval="0.5"
- multi CPUs 87.87 PLC 2 CPU

5 <node zamplinginterval="0.5"
- multi CPUs 87.87 PLC 2 CPU

g <node zamplinginterval="0.5"
- multi CPUs 87.87 PLC 2 CPU

7 </higtoryeconfiguration

] </ibhlinkua-history-config>

By clicking the Load
XML button, a manually

gueuszize="1000" absulutechange="0">ns=4;s=example 7
312.Prograns.Counter Values.MinValue 2</node>
gueuszize="1000" absulutechange="0">ns=4;s=example 1
312.Prograns.Counter Values.MaxValue 2</node>
gueuszize="1000" absulutechange="0">ns=4;s=example 1
312.Prograns. Counter Values.Value 2</node>

| Load ¥ML | Store XML | Remove all |

STk Upload manually edited XML file |

edited list of history
variables is uploaded to
the IBH Link UA in XML
file format.

IBH Link UA  Workshop
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1.18 OPC Client browser window

<« (& Q © & 192188114/ _=/opc_client e @ T} i N o e :‘: =
%M ® ris running Logout | Update password single-core

Connected Servers
Add Server | | Add variable to read | Cornect variable | ﬂ Q g Upload client xML canfiguration

(click )

Download client ¥ML configuration ‘ Delete client configuration |

Add a server to read variables from and to connect to other servers ‘

Discovery Servers x

Url of a computer with discovery semvice running
Gonfirm]
e &)

ope.topi/192.168.1.14:48010 @ enter the URL of the server (1)
| Password tleave empty for none): [ |

Security Mode

MNane

ge | enter if specified

[F'uhhshmg interval [ms]: [500 |‘Synthmnenu5 read: [ Usemame (eave empty for none): |

urn:ibhlinkua,

IBHLInkUA@ibhlinkua_sc
.| IBHLinkUA@ibhlinkua_sc

opc.tep:, ff\bhh http //npl:fnundatlnn org/Us/SecurityPolicy#None

[l rniibhlinkua,

an

SecuntyPuhwftBas\cESEShaESE

httn: ffoncfnundatinn nrn/

urn:ibhlinkua_... IBHLinkUA@ibhlinkua_sc ope.frne mhhh SignAndEncrypt
urn:ibhlinkua_... IBHLinkUA@ibhlinkua_sc ope. _L“mm“eom'e"swmymhcmmwlayw ecurityPolicy#Aes128_Sha2S6_R.. Sign
| wrniibhlinkua_... IBHLnkUA@Ibhlinkua_sc  opetopfibhli. hitpfopcfoundation.org/UA/SecurityPolicy #425128_5ha236_R. SionAndEncrypt
| urniibhlinkua_.. IBHLnkUA@ibhlinkua_se  opetep:fiohii.  http:/fopcfoundation.org/Us/SecurityPalicy #425256_Sha2Se_R.. Sian

urrcibhlinkua_.. IBHLinkUA®ibhlinkua_sc  opctep:ffibhli.  http:fopcfoundation.org/Ua/SecurityPolicy #825256_Sha256_R... SignAndEncrypt

| Remote server certificate details
IEHLinkUAGibhlinkua_rescued
Organization

Unit

is inserted
Common Mame:

Organization
Organization Unit;

Locality: LocationName
| State
Country. DE
| walid from 2020-08-31
Waild to 2025-08-30

Application URI:
Encryption strength

urnzibhlinkua_sciBHeoftec: BHLinkUA
RSA-SHAZSE - 2048 Bit
The cerificate is valid

.confirm
@) ok | | Cancel | |
8% I1BH Link U& - OPC Client

<« (<R © & 192.168.1.147_=fopc dient o Lin @O %O =
% m L] Logout | Update password single-core
Connected Servers a
123 urniibhlinkua_sc:BHsoftec: IBHLinkUA (ope.tep: /fibhlinkua_sc: 45010)“ Good (0x00000000) SecurityPoli i a;
< added servers with status >

Add Server | | Add variable to read
Delete client configuration

Cornectvariable | x| @3] @ Upload client XML configuration | | Download client XML configuration |

OPC Client )

[
e

BH IBH Link L& - OPC Client

x_

@R L IND o ¥

Logout | Update password

¢ @

© B 192.168.1.14/7_= jopc_client

smgle-core

urn:ibhlinku AHs0 3 HLinkU
Add Eerver| Add varisble to read Connectvar\ab\e|ﬂ ﬂ o

Upload client XML configurafpn | Download client XML configuration

K
Delete client configuration ‘—’

Add a variable to read from the selected server ‘

=ciIBHE oftec 1BHLInkUA (opctop; //ibhlinkua_sci48010)

The OPC client function is
used to read data from an
OPC server and to write this
data to the other OPC server.
This function can be used by
both OPC servers.

The IBH Link UA from
IBHsoftec is a server / client
module.

The OPC client function
enables data to be
exchanged between OPC
servers. This makes it
possible to exchange
variables between two CPUs.

In the IBH Link, UA web
browser window OPC Client,
the server and the variables
for the data exchange are
specified. The endpoint URL
should preferably be entered
with a symbolic IP address.
An absolute IP address can
be entered in the Security
browser window (not
recommended).

Connected servers with
status are listed.

Define read variables
If the listed server is marked,
the variables that are to be
read by the IBH Link UA
client can be selected.

Clicking on Add read variable
opens the Select read
variable window. The OPC
variable that is to be read
must be selected here.

The selected variable (Counter Values) as OPC variable with

value, time stamp and status) is listed and can be linked to another
variable that is available on the same or a different server.

= 57 PLE 2 CPU 312
= 2 S5 PLC 3 CPU 103
» 3 S5 PLC 4 CPU 9a1
= 2 slots
= i3 Types

|(Sampiing mterval (ma1 [1000

changs { snter if apecified

| aueue size: [x ]

Discard aldest: ]

Datatype of variabla

Trans Tech International® 2024

- WY [BH Link U2.- OPC Clent *

<« c @ © & 192168.1.14/7_= fopc_client - O L' nD e %0 =

Logaut | Update passward

single-core

. Statc

% Good

"""""" @ Examme 7 - multi CPUs 57.57 PLC 1 CPU 312 ngrams Counter values \/alua 1.Timestamp
_________________________ @ example 7 - multi CPUs §7.57 PLC 1 CPU 312 Programs Counter Values Value 1 Status

b Server | 40l varisble i read | Cornectyariable| x| €3] | Upload client XML configuration
Download client XML configuration — Delet client configuration

[ Connect variable from the source server to the destination variable |

IBH Link UA Workshop
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Connect with variable
| Connected Servers
¥ (3 urn:ibhlinkua_sc:IBHsoftec: IBHLinkUA (opc.tcp:/fibhlinkua_sc:48010)
12 Views
¥ [ Objects
» [ Server
» [ Modbus
| > |3 Stations
|
¥ ) CPU 416 Master
& DeviceManual

& DeviceRevision

@& SerialNumber
@& SoftwareRevision
=3 SupportedTypes
| » ) variable to CPU's
[[* & variable from cPU's_]
& Controlling_is_ ON_1
& Controlling_is_ ON_2
& Controlling_is_ ON_3
& Controlling_is_ ON_4
@value_2 X mark)
@ value_ 3
@ value_4
| » [ Tasks
| @& DeviceHealth
| » [ 57 PLC 1 CPU 312
» ) 57 PLC 2 CPU 312
» [ 55 PLC 3 CPU 103
> [) S5 PLC 4 CPU 941
» [ Slots
» [ Types

<

| Variable to read
| Datatype - Int16

| | Field index range (Format 1 or 2:3)

Variable to write
Datatype - Int16

Field index range (Format 1 or 2:3) :

Cancel | |
|

- Setup

Chapter 1

Clicking on Connect variable opens the Select
variable to write window. The OPC variable to
be written must be selected here (as
TimeStamp, Status and Value).

The OPC variable value is available in the data
block Variables from CPU’s. This variable is
connected to the read variable provided. If
further variables are to be linked, the procedure
described must be repeated for each variable.

The connected OPC variable is listed.

Buttons are available to configure the
connection of OPC variables directly via XML
files.

By clicking the Download client XML
configuration button, the currently available
configuration of the OPC variable connections is
downloaded as an XML file for manual editing.

Daownload,client XML configuration ‘ Delete client canfiguration |

By clicking the Upload client XML
configuration button, a manually edited
configuration of the OPC variable connections is
uploaded to the IBH Link UA in XML file format.

client XML configuration | Download client XML configuration |

Download a client XML configuration (*xml). ‘

Upload

Upload a client XML configuration (*xml). |

1.19 Diagnostics browser window

The browser window Diagnostics has several tabs to display details about established or

faulty connections.

Controller diagnosis

<« c @ © & 192168.1.14/1_= fdiaglistview e o N D & ¥ O = The Conflgured

SeR o EXETT] | cosout || vpdste possword single-core connections and their
| comectin ame [time —— —Towuee]crormamber | oo ron status (error-free / faulty)
@ 1-1 CPU 416 Master 192.168.1.35:102 1.10.2020 15:39:9 PLC o Connection established (6ES7 416-2XN05-0ABO ) .
#3.1 S7PLC1CPU312 102.168.1.12:102 1.10.2020 15:44:0  MNetw.. 115 Trying to establish connection are dlsplayed .
@41 S7PLC2CPU312 192.168.1.17:102 1.10.2020 15:44:0 Netw 115 Trying to establish connection
@5-1 S5PLC3CPU 103 192.168.1.13:102 1.10.2020 15:44:0 Netw.. 115 Trying to establish connection
@6-1 S5PLC 4 CPU 941 192.168.1.19:102 1.10.2020 15:44:0 PLC 16 Error=16, Davice of resource busy

5 5
....................... Clear diagrose | | |
Diagnostics

Client diagnostics

W e < R | . .. rent states of the

<« Cc @ © # 192.168.1.14/7_= /diaglistview - U0 ¥y IN@D 6 ¥ 0 =
S R s R smweaw | coONfigured OPC client
Controller di Network di System Log COﬂneCthﬂS (error_free /

Diagnostic output of the client
& 1.10.2020 12:54:19:320 : 0x0 Good (0x00000001) : opc.tcp://ibhlinkua_sc:48010 : C isChanged faulty) are d|sp|ayed
@ 1.10.2020 12:54:19:320 : 0x0 Good : opc.tep://ibhlinkua_sc:48010 : Connect "
@ 1.10.2020 12:54:19:323 : 0x0 Good : opc.tep://ibhlinkua_sc:48010 : CreateSubscription

,,,,,,,,,,,,,,,,,,,,,,,, % 1.10.2020 13:40: 0:727 : 0x0 Good : ope.tep://ibhlinkua_sc:48010 : DeleteSubscription
@ 1.10.2020 13:40: 0:740 : 0x0 Good : opc.tcp://ibhlinkua_sc:48010 : CreateSubscription

"""""""""""" @ 1.10.2020 13:40: 0:742 : 0x0 Good : opc.tep://ibhlinkua_sc:48010 : CreateMonitoredItems

ystem Download logfile | Clear diagnose | ¢ |
IBH Link UA  Workshop TTI Trans Tech International® 2024
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B C:\Users\TT\AppData\Loca Temp\IBHLinkUA-ClientDiag.log - Notepad- + By CI|Ck|ng the DOWﬂ|0ad

Y WL e e L S PO T logfile button, the saved states

Download Jogfile | Clear diagnose | ¢
B bhlinkuerbistony sl £3 E\EHLlnkUA-ChenlD\ag.IngE| | g gl |

=

File Edit Search View Encoding Language Settings Tools Macro Run Pluging Window 7

1 === IBH Link UA Client Diagnestics === A
2 | Download the logfile of the client to correct project settings ‘
3 1.10.2020-15:39:14: .15 : - 0x0- Good (0x00000001) - .tep://192.168.1.15: 48010 + H
; x0-Good  (0x )t ope.tep of the configured OPC client
Connecticn§tatusChanged K
4 1.10.2020-15:39:14: 19 -: - Dx0 Good : ope.tep://192.1A8.1.15: 48010 : Connect connections (error-free/faulty)

5 1.,10.2020-15:39:14: - 22.: - 0x0 Good : -opc.top://192,.168.1.15:48010-: Createfubscription . . .
£ 1102020 15:39: 141 26 Dx0-Good  ope.top.//192. 160, 1 15:48010 ¢ creatsmonizoredtrens | CaN D€ displayed in an editor or

Mormal textfile length: 3.239 lines: 24 Lni1 Colil Sel:0]0 Windows (CRLF)  UTF-B NS saved as a text file.

Network diagnostics

8 |BH Link UA - Diagnostics x

<« ¢ @ © A 192.1681.14/7_=/diaglistview - O Y in @ e & = . . L g
= An ICMP ping is sent to the specified IP
% m ® Logout | Update password single-core

E— address (host name) by clicking the Send
ping button.

end a ping to 3 host to-test DNS and network connectivity |

agnostics Client diagnostics

Network diagnostics

Diagnostic output

Hastname / IP Address: 192,168,135 {enten) Send ngﬁ‘fs‘

Select ar type Trace filter || | Stamrace\ Stop race |
Dawiload Trace | | Delete Trace |
B IBH Link U& - Diagnostics x
<« G @ | O & 1921681147 _=/diaglistview *++ & ¢ L IN D O ¥ =

. ~
E‘g¥‘; L] Logout | Update password single-core

Controller diagnostics Client diagnostics Metwork diagnostics

3 System L
Dlagnostlcs palL 00
""""""""""""" | Diagnostic output

__________________________ & ping 192.168.1.35
&= 192.1658.1.35: [0], 84 bytes, 1.11 ms {1.11 avg, 0% loss)
""""""""""""" &= 192.168.1.35: [1], 84 bytes, 0.74 ms (0.92 avg, 0% loss)
&= 192.168.1.35: [2], 84 bytes, 0.75 ms (0.86 avg, 0% loss)

.......................... &= 192.168.1.35 : xmtfrov/%loss = 3/3/0%, minfavg/max = 0.74/0.86/1.11

————————————————————————— Hostname / IP Address: |192.168.1.35 | Send Ping |

-------------------------- [Select or type Trace filter - H | Start trace |

__________________________ |Stop trace |
lBHsoftec

__________________________ Download Trace | Delete Trace |

~ pET— x fthe Wireshark

wrwiibhsoftec.com Contact Wviki

> ¢ @ © & 192.168.1.1477 - fiaglstveve R m @ @ =| diagnostic
SR o Logout | Update password single-core software is | WVPES TS

Controller diagnostics Client diagnostics System Log |nsta”ed On the PC, a Very

,,,,,,,,,,,,,,,,,,,,,,,,, err— extensive network analysis can
= tepdump pid: 157?5 Ao .
7777777777777777777777777 = tepdump exited with status 9 be Carrled Out_
_________________________ Hostname / IP Address:‘ | Send Pingl (iKY Starts the network trace . .
By clicking on Download
,,,,,,,,,,,,,,,,,,,,,,,,, i ethl host 192.168.1.14 [~] [ eth1 host 192.168.1.14 | startirace| stop trace y . 9 .
Select or type Trace fiter SO recording and confirming the

-i eth0 -s0 -| port 48010
-i ethl -s0 -| port 102
-i eth1 -s0 -I port 502

Download Trace for inspection with Wireshark

opening with Wireshark, the
Wireshark window - Trace is
opened or can be saved in a

_________________________ file. Since the evaluation of
[IEpos(Es] Wireshark-Trace requires some

-i ethl host 192.168.1.14

- 1B 1BH Link UA - Diagnastics by + = o SDECia”St knOW|edge, th'S
< c @ © & 19216811477 = fdiaglistview - @ L IN@D e X0 = diagnosis should be carried out
T T single-core in the event of a malfunction
Controller diagnostics Client diagnostics Network diagnostics System Log USIng the IBHSOfteC hOt'Ine.

Diagnostic output

= tepdump pid: 24052 s displayed
= topdump exited with status 9

Hostname / IP Address: l J send Ping |

__________________________ [-iethl host 192,168,114~ |[-1 eth host 192,156.1,14 | starttrace | | Stop trace 0
,,,,,,,,,,,,,,,,,,,,,,,,, Download Trace lete Trace s,

| Download Trace for inspection with Wireshark

TTI Trans Tech International® 2024 IBH Link UA Workshop
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IBHLinkUA-Trace-1.pcap

Chapter 1

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amz® RERe==Ef S =EQaQaan
W [ 4pply 2 display fiter .. <Ctrl-/> =)+
No. Time Source Destination Frotocol  Length Info ~
428 16.195278 192.168.1.18 192.168.1.14 HTTP 1039 POST /2wtd=3rqllNx@rNsnoTwz HTTP/1.1 (application/x-wwi-form-urlencoded)
429 16.207646 192.168.1.14 192.168.1.16 HTTP 351 HTTP/1.1 200 OK (text/javascript) o IBHEkUAT
438 16.249276 192.168.1.18 192.168.1.14 Tep 60 51540 » 88 [ACK] Seq=51672 Ack=50938 Win=1823 Len=8 PERING SR ace-poan
431 16.389513 192.168.1.14 192.168.1.16 S7COMM 85 ROSCTR: [Job ] Function:[Read Var]
432 16.394255 192.168.1.16 192.168.1.14 S7COMM 81 ROSCTR: [Ack_Data] Function:[Read var] You have chosen to open:
433 16.394358 192.168.1.14 192.168.1.16 TcP 54 39114 - 102 [ACK] Seq=528 Ack=460 Win=29200 Len- T |BHLinkUA-Trac
434 16.404419 192.168.1.14 192.168.1.16 S7COMM 135 ROSCTR:[Job ] Function:[Write Var] o
435 16.485263 192.168.1.18 192.168.1.14 S7COMM 78 ROSCTR: [Ack_Data] Function:[Write Var] which is: Wireshark capture file
436 16.485396 192.168.1.14 192.168.1.10 TCP 54 34664 > 102 [ACK] Seq=1378 Ack=429 Win=457 Len=@ from: https://10.0.13.89
437 16.546137 192.168.1.14 192.168.1.12 s7COMM 85 ROSCTR: [Job ] Function:[Read Var]
438 16.573524 192.168.1.12 192.168.1.14 S7COMM 87 ROSCTR: [Ack Data] Function:[Read Var]
439 16.573676 192.168.1.14 192.168.1.12 Tcr 54 52326 > 102 [ACK] Seq=1055 Ack=1123 Win=29260 Len=6 What should Firefox do with this file?

Frame 1: 60 bytes on wire (480 bits), 6@ bytes captured (48@ bits)

Ethernet II, Src: Siemens 13:23:cb (88:1b:1b:13:23:cb), Dst: PhytecMe 15:a8:67 (58:2d:f4:15:a8:7)
Internet Protocol Version 4, Src: 192.168.1.29, Dst: 192.168.1.14

Transmission Control Protocol, Sre Port: 49153, Dst Port: 102, Seq: 1, Ack: 1, Len: &

@:Qpen with: Wireshark (default)
(O Save File

5@ 2d 4 15 a8 87 @0 1b 1b 13 23 cb @8 @@ 45 @8 P---- - - # - E-
@@ 25 @2 b3 B2 00 le 06 ©9e 9d c@ a8 @1 1d c@ a8 - - -
@1 Be B @1 B2 66 @@ 83 8= 86 6c Sc 29 fa 50 10 EEEE AR AV RS

10 @@ bb 11 60 90 90 60 @0 00 62 00

Cancel

@ 7 BHLinkUA-Trace-1.pcap || Packets : 433 -

439 (100.0%) || Profi: Default ‘

System Log
- 8% 1BH Link UA - Diagnostics

&« ¢ @ © & 192.168.1.14/7_= /diaglistview e @ 9 In D @ % O
SR o Logout | Update password single-core

Client di.

Network diagno

| Logged Events

@ 1.9.2020 8: 6:18 : Status Oz0 : Network : Gateway 192.168.1.1 removed

% 1.9.2020 8: 6:30 : Status Ox0 : Network : Hostname changed from ibhlinkua_rescued o ibhlinkua_sc
7777777777777777777777777 @ 1.9.2020 8: 6:34 : Status O=0 : Network : Metwork configuration saved
,,,,,,,,,,,,,,,,,,,,,,,,, @ 1.9.2020 8; 6:34 ; Status Ox0 ; System : [BH Link Ua stopped

@ 1.9.2020 8; 6:36 ; Status Ox0 ; System : [BH Link Ua done
""""""""""""" @ 1.9.2020 8: 7: 6 Status 0«0 : System ; Starting device up
__________________________ @ 1.9.2020 8: 7116 ; Status Ox0 : System : IBH Link UA started

@ 1.9.2020 8: 7:33 : Status Ox0 @ Wehinterface @ User admin logged in
.......................... @ 1.9.2020 8: 7:55 : Status Ox0 : Teamviewer : Starting assign

% 1.9.2020 8: 8:39 : Status Ox0 : Webinterface : User admin logged in
""""""""""""" @ 1.9.20208: 9152 | Status 0x0 : Teamviewer | Assign failed - Retry with previous taken

@ 1.9.2020 8; 9:52 ; Status Ox0 ; Teamviewer ; Starting assian

@ 1.9.2020 8:12;15 : Status Ox0 : Teamiiewer : Assian retry failed - Giving up

@ 1.9.2020 8:18:24 ; Status Ox0 : Teamiiewer : Starting assign

@ 1.9.2020 8:19:10 : Status Ox0 : Teamviewer : Check Teamviewer online state

@ 1.9.2020 8:19:20 : Status Ox0 : Teamiiewer : Assign done - Token saved

@ 1.9.2020 8:22:39 : Status Ox0 : Teamviewer : systemct] start wg-quick@wg0.service ok

2 ]

The IBH Link UA diagnosis
creates a log file in which IBH
Link UA activities are recorded
with a time stamp.

Buttons are provided to display
the log file in an editor or to
save it as a text file or to delete
it. In the event of a malfunction,
an analysis can be carried out
using the IBHsoftec hotline.

R o vnioad logfile | | clear,gystem Iog

Download the logfile of the system for inspection
softec Clear all entries logged by the system

e ibhsoftec corm  Contact Wik

IBH Link UA

embedded OPG UA server / client

“#OPC UA

1.20 MQTT browser window

It is possible to load or delete
an MQTT configuration. An

€ 5> C @ O B o 192168.1.14/7 =/mattview LA @ 8 =
S o = T = existing MQTT connection

@ 10,1,1330 MOTT_11 connecting
......................... J Upload MQTT ML configuration ‘ Download MQTT, XML configuration ‘ Restart MQTT, connectians | Delete MQTT, (ML canfiguration ‘
[click) Lclick) {click) {click)

Broker address Client ID Connection status

can be restarted. Information
about connections to existing
MQTT brokers is displayed

[ Uplosd MOTT ML configuraton | | Danload the MaTT XML (i) on the PC. | [ RestartallMGTT connections | Delete MQTT XML configura

in the connection status.

1.21 Browser window variables

ﬂ-@” adbelidahictich -

« - C O & 192.168.1.14/7_=/generic ¥ @ 9

Logout | Update password

qguad-care

Variahlen

¥ PlcConfighame
PlcParameter

¥ Generic

Item
Load xML | Store L | | Remove all

(Click]
-,\flew and manage custorn variables |

Upload manually edited XML File] D awnload XML file far rmanual editing|

IBH Link UA  Workshop

If variables that were created in
the IBH OPC UA Editor and
transferred from there are not
required as OPC variables, they
can be removed by clicking on the

Remove all button. Remave all

Clicking on the Store XML button

automatically saves Stare ¥ML

the XML file.
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By clicking the Load XML button, the desired file

ML configuration (% xml):

. o _ can be selected in the Upload File dialog box.
Upload: | Search... | varishle PLv416 xm] Upload:  Load XML configuration . . . .
W 4"?1 Clicking the Load XML Configuration button starts

Apply %ML confiquration | cancel| | the loading process. The file is accepted by
Load XML configuration 5 clicking Accept XML Configuration.

AWML configuration (*.xmi OPC variables created in the IBH OPC UA Editor
Upload: Upload: Load #ML configuration can be exported as an .xml file

[2pply XML configuration (*‘xml).MmApplv XML configuration | Cancel |

1.22 Browser window node set

ﬂ B IBH Link U& - Nodeset

This option is only acti-
vated in the IBH-Link-UA-

« = C O 8 192.168.1.14/7_=/modesst E A @ ¥ ® & = QC'64 / QC'32, as this
*m L) 5 Logout| Update password| quad-core requ"es more memory'
ey Data models or compan-
__________________________ Python-workshop SoftPLC418.0Y  existing Node Set ion specs can be read in
__________________________ SIOME Modeset Workshop Erample.xml ) .
Load XML| load Python‘ Delete aII| on the IBH Link UA using
Python modules. To do
-------------------------- this, the desired compan-

__________________________ ion spec or data model is
integrated into a project
on the IBH Link UA. To do this, the corresponding XML file is uploaded to the IBH Link UA.

Load XML configuration X load python X

#ML configuration (*.xml): Python file (" pyl:
Upload | Sealch...:\ SIOME Modeset Warkshop Example.xml Upload:  Load XML configuration load | Search... | Python-Wworkshop.py logd: _ load python
Weiee) @)
Apply XML configuration | Cancel Apply Python | Cancel
Load XML configuration X load python x

FMWL configuration (7. xml): FPython file (".py):
Upload: Upload: | Load #ML configuration | load: load: | Ioad python

[Apply XML configuration (*.xml).Apply XML configuration | Cancel | Apply Python (*.pyd. FNApply Python | Cancel |

1.23 SoftPLC browser window
B e e Browser window SoftPLC /

<« c o © & 10013897 =/softplc -~ 2% INnD e ¥ o = f
%m o 0 g Logout | Update password single-core SO tPLC Status
_________________________ SuftPLC Connections The SoftPLC status and settings are
_________________________ b e s listed here. The SoftPLC connections tab
,,,,,,,,,,,,,,,,,,,,,,,,, SP fosd et PLE shows the connections created by the
rrrrrrrrrrrrrrrrrrrrrrrrr SRUIHGE e SoftPLC during startup.
7777777777777777777777777 PLC Status .
e The proportion of CPU power
""""""""""""" 0B1 Count 186282 33 v . .
| that is given to the PLC can be
""""""""""""" QOE1 Time {ms) 12 %
------------------------- m:‘;m’; 23 20 % set.
------------------------- Actual 2 23 %
Jitter (ms) 33 % . .
Maximum En 50 % Buttons for starting and stopping
Actual 1 n
‘ 2% | SoftPLC are available.
,,,,,,,,,,,,,,,,,,,,,,,,, 75 %
7% PLCStp| Newstart (OB100) |
_______ P (OB100)

I ————————————
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W Vanals for handing the

SoftPLC, IBH Link UA

<« C @ O & 192168.1.14/_=/opc slots @ W IND 6 ¥
Manual PLC projects
% ® 0 FLnRin g Logout | Update password single-core . P J
with TIA Portal and IBH
.
————————————————————————— > Siot 1 Link UA Manual PLC
------------------------- > Slot 2 Mot projects with S7
ote:
------------------------- - SZ&DLC is inserted The SoftPLC must not SIMATIC Manager; are
o i - .
,,,,,,,,,,,,,,,,,,,,,,,,, e . beinsertedin slot 2! available for download on
_________________________ > slot 6 the IBHsoftec WIKI
Delete slot | Delets all | Load OPC Editor Project | Sawve OPC Editor Project | | Insert SoftPLC | .
""""""""""""" Insert SNUMERIK | | Changs SINUMERIK | | Delete SINUMERIE | i website.

......................... Insert ScftPLC (EEST 611-45800-0VEQ V4.6 compatisle) |
Siemens slots
Insert SoftPLC x

Insert SoftPLC (BESY 611-43B00-0%E7 W4.6 compatible)

The IBH Link UA internal

_________________________ 5ot (openTselecy SpﬂPLC is activated in the
Slot 3 Siemens Slots browser
""""""""""""" window.

Slot 17
Slot 18

1.24 Modbus browser window

- B4 IBH Link U - Modbus by +

&« ¢ @ © & 192168.1.14/7_=fmodbus @Y% IND e X

A created Modbus configura-
tion can be transferred directly
i to the IBH Link UA from the
%m L] oPC s running Logout | Update passward P single-core IBH OPC UA Editor.

@ PLC416_Yellow 192.168.1.10 Buttons are provided to con-

@ PLC416_RED 192.168.1.23 . . .
[Soexm] Remove al | figure OPC variables directly

""""""""""""" ? via XML files.
""""""""""""" Upload manually edited XML file Download XML file for manual editin, .
£ z | S The created Modbus variables

[Modbus ] cannot be seen in the web in-
"""""""""""" terface. The existing Modbus

Select variable to read x variables can be displayed via
the OPC Client browser window.

= 2 urn:ibhlinkua_sciIBHsoftec: IBHLINkUA (opc.tep: ffibhlinkua_sc:48010)
£ wiews
¥ [ Objects
» 2 Server
¥ [ Modbus
& Status

» 3 PLC416_RED

» 1 Client

1.25 Mitsubishi browser window

H 8 1BH Link UA - Mitsubishi % [ v BT |In the Mitsubishi browser
c > co O B 1921601147 /s _— = window (?ontrollers, variables
B of an online connected
S=T. o uniing Logout | Update password | quad-core Mitsubishi PLC can be read in,
Robots declared as read / write or as

variables to be connected.
""""""""""""" ¥ Melsec-Fx5U

,,,,,,,,,,,,,,,,,,,,,,,,, > FrSU-CPU There is also the possibility of
Insert station ‘ IModify stati0n| Rermove station ‘ inserting or Changing a Station

""""""""""""" tnsert cpu | Modify cpu | | Load project| | Remove cpu | / CPU and of configuring OPC
Load x| Store XL | Remove al | variables directly via XML files.

IBH Link UA  Workshop TTI Trans Tech International® 2024
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Load Melsoft XML Project 2 The Load XML button enables an Load %ML |
rropeet form Melscft €l XML file exported with the
Upload: | Search... | vworkshop Exarnple.xml Upload: | Load Melsoft XML Project . . . .

Mitsubishi Melsoft software to be loaded directly

Apply Melsoft XML Project || Cancel |nt0 the |BH L|nk UA

With the IBH OPC UA Editor, a created OPC UA variable configuration for a Mitsubishi
controller or a Mitsubishi robot can be transferred directly to the IBH Link UA.

Mitsubishi robot

ﬂ B IBH Link U - Mitsubishi X

« > C @ O & 1921681147 _=/lmp FAEA ® L ® & =
,:‘ .:;F () OPC server is tunhing Logout | Update password quad-core
Controllers
""""""""""""" @ Mitsubishi MELF& 4551574 192.168.1.85

,,,,,,,,,,,,,,,,,,,,,,,,, Add Robot | | Edit Robot | | Delsts Robot

Load XML | Store XML | Rermaove all ‘

In the Mitsubishi browser
window Robots, variables of
an online connected Mitsubishi
Robot can be read in, declared
as read / write or as variables
to be connected.

There is also the possibility of
inserting or changing a station /
CPU and of configuring OPC
variables directly via XML files.

- B BH Link LA - Rockuell x oy

1.26 Rockwell browser window

&« c o © & 10013897 =/ethernetp % In@D e ¥ 0

B .
% F L) SEerver is running Logout | Update password ‘ single-core

¥ Compactlogix
¥o069-L306ER
DeviceManual

.......................... DeviceRevision
SenalMumber

SoftwareRevision
¥Programs
SupportedTypes
-------------------------- ¥ Main_Program
ActiveComm
ActiveCommTemps
wirite_cre_high_byte
wirite_cre_low_hyte
-------------------------- »wite_serial_port
Cycleprg
»Tasks
DeviceHealth
¥ Globalvars
--------------------- _ COMNTAIMNER
> strk
Ftest
Mod_Active
Mod_Echio_MaxTime
""""""""""""" Mod_Scan_Preset
Inp
Outp
__________________________ Fopcua_ctt

""""""""""""" Insert station | Modify station ‘ Remove station |

Insert cou | Maodify cpu | Load Tags from cpu | Load project | Remave cpu

Load XML | Store XML | Remove all |

It is possible to insert or
change a station / CPU
and to configure OPC
variables via XML files.
Variables (tags) can be
read from Rockwell PLC
controllers (ControlLogix
and CompactLogix
series) via the Ethernet
connection.

If an XML file of a
Rockwell PLC controller
is loaded into the IBH
Link UA, the variables
(tags) of the controller are
listed.

1.27 MicroSD browser window

The IBH Link UA Quad Core 64 has a slot for a MicroSD card on the front and the IBH

Link UA Quad Core 32 and the IBH Link UA Single Core
on the back.

Trans Tech International® 2024

have a slot for a MicroSD card
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If a Micro SD card is installed and formatted, the
Remanent History function can be activated in
the History browser window.

‘”'IQ_"!E'J g If the function is activated, the historical
Siot for 2 variables are also saved on the Micro SD card
i i and can be accessed after a power failure of the & Siot for
IBH Link UA. -

Information on formatting is displayed and must
be confirmed.

Note:

If there is a formatted Micro SD card in the IBH Link UA, the current IBH Link UA configuration
is saved on the Micro SD card.

If the software is reset to factory settings using the reset button, the configuration saved on
the Micro SD card is transferred to the IBH Link UA at the end of the procedure.

- B IBH Link U& - MicroSD X

<« c @ © £ 192.188.1.14/7_=/optsoftware s w In @D e ¥ © = Information on formatting
%F L) Logout | Update passward single-core |S dISp|ayed al’ld mUSt be

confirmed.
Faormat 3D Card 5 5
Important information about the SD Card format

......................... Format SD CardJ 50 Card not inserted! | Activate Docker | | Deactivate Docker
i The SD Card will be completely deleted |

_________________________ Insert micro 5D card Farmat 50 Card now?

and click

m Cancel

"""""""""""" Formatting done.

lBHsoftec © | 5 Fomatingcone
=55PC UA o

wwibhsoftec com  Contact  Wyiki

ﬂ B 1BH Link UA - MicroSD =

« 5 C @ O @ 1921681147 =foptsoftuare % ® & @ @ = | Theformatted SD-card
?ﬁ_ L] ) is running Logout | Update passwmrdl guad-core WI” be mounted

SD Card automatically.
Format S0 Card

-------------------------- Format SO Card

The SDCard is mounted. Filesystem: extd

Disk fdewimmchlkd: 2912 GIB, 31267487744 hytes, B1069312 sectors

__________________________ Units: sectors of 1 *512 =512 hytes 1 k
Sector size (Jogical/physical): 512 bytes /512 bytes ACt I Vate DO C er

__________________________ IO size (minirmurn/optimal): 512 bytes /512 bytes

Disklabel type: dos Artivate Docker |
---------------------- Disk identifier: 0x00000000

"""""""""""""" Device Boot Start End Sectors Size |d Type m
fdevimmeblkOpT 2048 61062311 61067264 29.1G 83 Linux o o

————————————————————————— B Important information about the reboot

,,,,,,,,,,,,,,,,,,,,,,,,, Filesystem Type Size Used Available Use% Mounted on -

. . . )
fdevimmcbikipT extd 20.56 463,30 25,65 2% fmint/sdcard 1 Changing the system settings requires a reboot. Reboot Now?

Activate Docker | | Deactivate Docker

Elick confirm m Cancel

1.27.1 Docker Container

The Docker option can be activated in IBH Link UA devices with the Quad quad-r:ore 64
Core performance level (QC-64, QC-32). The Docker container

software provides an interface for creating and managing containers. The Uad-core
following containers are already present in the base package:

IBH Link UA  Workshop TTI Trans Tech International® 2024
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e ssh-server (ibhsoftec/arm7hf-alpine-ssh)

e node-red-v1.0.6-12 (nodered/node-red:1.0.6-12)

e debian-buster (ibhsoftec/debian-buster)

e ubuntu-18.04 (ibhsoftec/ubuntu 18.04:1.00)

e opcua-webclient (ibhsoftec/opocua-webclient: 1.0)

e portainer (portainer/portainer)

e aws-iot-greengrass-v2.10.3 (ibhsoftec/aws-iot-greengrass: 2.10.3)
e aws-iot-greengrass-v1.10.1 (ibhsoftec/aws-iot-greengrass: 1.10.1)

Activate Docker

ﬁ B IBH Link UA - MicroSD X + = o

« = C @ O G o nttpe/192.168.1.14/7_=joptsoftware BTy 9 ® 8 =
%M () Logout | Undate password quad-core
50 cord
T — T — . —
""""""""""""" ssh-server bhsoftec/arm ine-ssh

debian-buster
ubuntu-18.04
opeua-wehclient

portainer
aws-iot-greengrass-+2.10.3

......................... ibhsoftec/ubuntu1g.04:1.00
ibhsoftec/opcua-webclient: 1.0
portainer/portainer
ibhsoftec/aws-iot-greengrass:2.10.3

aws-iot-greengrass-v1.10.1 ibhsoftec/aws-iot-greengrass: 1.10.1
Build| ' Load | |Import |  Save | Export| | Delete | Start|  Stop Up\nadym\‘ Download yml Deleteym\‘ Log | | Help g

Build Container

Page 1-31

An SD card is
required for the
additional stor-
age space re-
quired for a
Docker con-
tainer. Docker
can then be acti-
vated. This re-
quires a restart
of the IBH Link
UA

Clicking the Create

Creating network "docker_default™ with the default driver

creation.

Pulling node-red (nodered/node-red:1.0.6-12)...
1.2.6-12: Pulling from neodered/node-red
Digest: sha2S6:f3d5d70ca4fo03614bfddo00b22e38322a303b2ddc2c5ca6963da93f2e6e7c55bT

Status: Downloaded newer image for nodered/node-red:1.@.6-12
Creating node-red-vl.@.6-12 ...
Creating node-red-wl.@.6-12

Open Node-RED

ssh-server ibhsoftecfarm?hf-alpine-ssh
a4ac73bs7eaf node-red-v1,0.6-12 nodered/node-red:1.0.6-12 0.0.0.0:1880-€1880/tcp)  Up About an hour (healthy)

dehian-buster
ubuntu-16.04
opcua-wehclient

portainer
aws-iot-greengrass-v2.10.3

ibhsoftec/debian-buster
ibhsoftecfubuntu1s.04:1.00
ibhsoftecfopoua-wehdient: 1.0
partainer/portainer
ibhsoftec/aws-iot-greengrass:2.10.3

aws-int-greengrass-v1.10.1 ibhsoftec/aws-iot-greengrass: 1.10.1

% % Import | Save | Export| Delete | Start % Up\nadym\‘ anmlnadymll Delets ym\‘ @ M g

control

button starts container

The creation

process is displayed.
Once the container has
been created, it is listed
in the MicroSD/Docker
Container browser

BEraaff[ax . .

%‘eating node-red-v1.@.6-12 ... [i[32mdonellii[em window. The container

S Z) | can then be used, e.g.
cancel| | Node-RED.

Once Node-RED has
started, Node-RED can
be called up. To do
this, enter the IBH Link
UA address
(management or

level) in the

web browser with the port specified under Ports

> C @ O R (CEEELIE T How/c3c43951 f6d:88 (1880).
. . The Node-RED input field is displayed in the web
a Nod Flow 1 + = i info ijw) - . .
-~ common * iformationen browser and is ready for input.
—— e st Other programs in the Docker container are called in
" U y Narne Flow 1
T £ sous  aven much the same way.
complete v Description
comment
~ Funktion o
link in 0
function ()
f switch [
D = O+

Trans Tech International® 2024 1B
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1.28 IBH Link UA default factory configuration

The reset procedure resets the IBH Link UA to the factory settings of the firmware currently
in the device.

Procedure:
e Power down the IBH Link UA
e Press and hold the reset button
e Power up the IBH Link UA
e Wait until all four LEDs turn red and go off again
o Release the reset button

Note:

If there is a formatted SD-card in the IBH Link UA, the currently available IBH Link, UA
configuration is saved on the SD-card.

If the software is reset to factory settings with the reset button, the configuration stored on the
SD-card is transferred to the IBH Link UA at the end of the procedure.

Reset button hardware revisions HW3 Quad-Core 64

The reset button for resetting the software to factory settings is located
on the front of the hardware revisions HW3 QC, below the display
LEDs.

I

I
L

ink ya

g =y
JgH
= Reset button hardware revisions .G,

HW2 SC a. HW2 QC

Reset button ,./

P 8l HW2 SC and HW2 SQ

’ The reset button for resetting the software to
the factory settings is in the hardware revisions
HW2 SC and HW2 SQ on the printed side of
the IBH Link UA, behind the second ventilation
slot above the printing.

Reset button hardware revisions HW1

With hardware revisions HW1, the reset button is located behind
the middle ventilation slot below the QR code.

Reset button
hardware revision

HW1

1.29 Open the Wiki

IBHsoftec GmbH maintains a WIKI site on the Internet. An extra section for the IBH Link
UA is provided. Here the use of the IBH Link UA is described in detail.

B | [ BHLinkUa- BN B |BHsoftec Wiki English X [ S s

« =2 C @ O B httpsypuikiibhsoftec.com feriain P e ® a =
HEEE o Logout | Update psssward quad-core
IBH Link UA
IEH Link UA V5.3 Jun 17 2024 08:50:48
5568
204 m quad-core
50:20 F4:2589 2F
. 50:20:FAOFECOC
LA L] EE]
164
System 49
0Dsy=0 H Minct
511
"‘fﬁg’ IBH Link UA®
ey
= Description
. ° Manual
lBHsoftec Ll « Sarup operatons
embacisd OG A serve clent
wny ibhsofiec com  Contact MWiki % uA » Configuration with TI4 Portal
« Configuration with STEP7
tpsi/pwikiibhsofte c.comen/Main_PageiBH Link_UA » Consistent Reading/Writing arrays and structures
If your PC is connected to the = SINUMERIC 6400/6400 5L
= SINUMERIC ONE
Internet, the WIKI page can be - Reset budton
° Mew features

directly called from the IBH Link UA.

IBH Link UA  Workshop TTI Trans Tech International® 2024
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2
UA Server

Unified Automation UaExpert —-OPC UA Client and OPC UA Server

Page 2-1

Unified Automation UaExpert —OPC UA Client and OPC

The tool kit manufacturer Unified Automation offers an OPC UA client as free software on
its homepage, which is particularly suitable for testing and displaying OPC variables (OPC

tags) provided by an OPC server.

2.1 Unified Automation UaExpert —
OPC UA Server

15 OPC UA Clients - Unified Autor X S

(S (i} = o

« 5> C @ O B o nttps/iwerunified-automation.com/downloads/opc-ua-clients - %a ¥3 ®

L[J:l Auto:il;li:gg:

Downloads

Out valve Hot
[ e

Products

Home | Solutions Services Support | Partners

© pownloads 0OPC UA Clients - Downloads

Please note: You need o log in to download.
© Documentation

© OPC UA Clients

UaExpert
© OPC UA Development 'S (7 Uskxpert - Unified Automation X
© OPC UA Servers UsExpert is a full-featured OPC
Ua, Client which is capable of P
i >
© webinars several OPC LA Profiles and G a
features,
O Login
© user login

Enter your usermame and
password here in order to log in
on the website

Home | Solutions ‘ Products ‘ Sel

O Downloads
Username

© Documentation

password

© Online Documentation SDKs

© 0nline Manual for Tools

Foraot your password?

O CMake Troubleshooting

© Build Instructions OpenssL

© 0PC UA Quickstart Guide
O Build Instructions SDKs

© OPC UA Clients
O UaExpert:

© OPC UA Development

They can be downloaded
via: http://www.unified-
automation.com

Free download requires
Unified Automation
registration.

© High Performance 50K

© BNSIC Client/Server+PubSub
© C++ Client/Server+Pubsub
© NET Client/Server+PubSub
© 1804, Client/Server+Pubiub
© DELPHI Client/Server SDK

© UaModeler

Q & hittpsy/ferunified-automation.com /dovnl oads/opc-ua-clients fuas

Unified

L[;' Automation

The OPC UA Client and

To demonstrate the work of the IBH
Link UA, it is helpful to have an OPC
client and an OPC Server program
running on the PC. It is recommended
to use the OPC UA client program
UaExpert and the OPC Server
program UaCCPServer from Unified
Automation.

+ [t = o

T @

rvices ‘ Downloads ‘ Support ‘ Partners ‘

OPC UA Clients — Downloads

UaExpert v1.7.1

[ UaExpErtgetup File - Windows 64blt]

UaExpert App.Image File - Linux x86/54

UaExpert Checksums

UaExpert is a full-featured OPC UA Client which is capable of several OPC Ua Profiles
and features,
Most important ehanges in this serviee release:

+ Updates C++ SDK to latest version 1,8.2
+ Updates UaStack to latest version 1.5.5
+ Updates to OpensSL 3.0.10

+ Updates to LibXML2 v2.11.5

« Various fixes in PubSubCanfig Plugin

+ Various minar fixes in GUI and Plugins

Information on PGP signatures

2.1.1 Starting UaExpert

™ Welcome to the UaExpert Initial Application Setup

When starting UaExpert for the first time, you have to create an application
instance certificate to identify your installation.

This is needed to use OPC Unified Architecture security. UA security allows you to
authenticate your application as well as to use encryption and digital signatures
to protect your communication.

program. Sev-
eral presets are
to be made and
confirmed.

Press OK to generate your personal X.509 application instance certificate and the

corresponding RSA keys. (Donﬁrmi

»  Automatic Update Settings

If desired, UaExpert can check for updates in regular intervals. Below you can configure if and
when UaExpert should check if updates are available. These settings can be modified later at
'Settings -= Configure UaExpert...".

UaExpert will NEVER send or collect any information about your usage.

‘fou can also check for updates manually by dlicking 'Help -= Check for Updates...".
Automatically check for Updates

Update Interval: 7 days = |

{confirm

Trans Tech International® 2024

After downloading and installation of the soft-
ware, a UaExpert icon double-click starts the

™ New Application Instance Certificate

Subject:
Common Name:  [UaExpert@TTI-RED-WINIO-6 !
— 5 II5ERRErE
2
Organization Unit: | = -
=
Locality; [ E ] &
State: [ ] %
Country [o= -
(Two letter code, e.g. DE, US, ...)

OPC UA Information
Application URL: | urn:TTT-REC-WIN 10-6:Unified Automation:UaExpert L4
Domain Names TTI-RED-WIN10-6 Y

-
1P Addresses: +

#
Certificate Settings
RSA Key Strength: | 2048 bits ~ | Signature Algorithm: |Sha256 = | Certificate validity: | 5Years v
[ Password protect private key
Password: £33
Password (repeat):

{repeat) {confirm. ®
Gancel

IBH Link UA Workshop
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d p d O
File View Server Document Settings Help
De BB = i g
Project = 58 IBH Link UA - Netzwerk ® =
v [3 Project « > C B QO & o+ 192.168.1.14/7 =/ A ©
3 Servers
v [3 Documents HEMN o Logout | Update passward |
[ Data Access Vi Management Level Routes | [ 802.1% | [ OpenvPN

TeamViewer IoT Anyviz

Metwork Configuration
Endpoint URL

Address Space

DHCP
IP address
Subnet mask

Global Systemn Caonfiguration

opc.tep:/fibhlinkua-005668:48010
or opc.tep://192.168.1.14:48010
[m]

255.255.255.0

Hostname ibhlinkuia-005668

rrrrrrrrrrrrrrrrrrrrrrrrr Patt
Default gateway|10.1.13.1

48010

Nameserver 1 |10.1.13.1

2 19216811

@ &

quad-core

Chapter 2

After confirming the
Features, the UaExpert
program window
: opens. All necessary

tools to establish a
connection to an
OPC UA server (IBH
Link UA) to display
the security options
and the transferred
data are available.

2.2 Establishing a connection to the IBH Link UA

PC with the
Unified Automation
UaExpert software
OPC UA Client

OpenSecureChannel Requests
Endpoint URL

IBH Link UA
connected with a

SIMATIC PLC

Client Collateral

OpenSecureChannel Reply

)

Server Collateral

OPC UA Client

[Client and Server Collateral

Encryptionis used for
transmission

OPC UA Server

[Client and Server Collatera|

Several steps are necessary
to establish the connection
between an OPC UA client
and an OPC UA server. The
connection is only possible if
the server and the client
have identical certificates.

To establish a connection to
the IBH Link UA, the
Endpoint URL, from the
IBH Link UA browser
window Network / Control
Level must be entered.

Preferably, the Endpoint URL with the hostname should be used to enable the client to
validate the names of the endpoints and the names in the certificate.

Note:

If an absolute IP address is used as the host name when entering the endpoint URL,
an error message is displayed when establishing the connection from the OPC UA
client (UaExpert) to the OPC UA server (IBH Link UA) stating that the host name or
configuration name do not match. These messages can be ignored !

In this manual, the absolute IP address is used as the host name in the examples when

entering the endpoint URL.

To do this, the endpoint URL is copied from the browser window to the clipboard.

- B IBH Link U2,

Metwork Configuration
Endpoint URL

or
-------------------------- DHCP

fibhlinkua_sc:43010

<« c @ O # 192.168.1.14/7 = /network 1w In @D e ¥ 0 =
; ‘;F o r g Logout | Update password single-core
Management Level Control Level 802.1% Open¥PN TeamViewer IoT

PRIEERREREIG Py and
transfer

IF address

[192.188.1.14 |

Subnet mask

|2s5.255.255.0 |

Global Systern Configuration

Hostnarme

|ibh|inkua_sc

IBH Link UA  Workshop
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Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject X CI'Ck'ng on the pl us i
File View Server Document Settings Help Symbol Opens the
N 3 7| ™~ r .
DePPO_+ X 4 X AddServer dialog box.
Praject %‘ x Data Access View o Attributes g x
Add Server
v [3 Project # Server MNode Id Display Name LAy [+]
0 Servers Attribute Value
v [J Documents
ﬂ Data Access View
Address Space 5 X
References g X
4 o & i Forward v [+]
Reference Target DisplayMame
< >

Add Server 7 Double-clicking on < Double click to Add
Server...> =
Configuration Name || | | < Double click to Add Server... > |
opens the

Discovery Advanced

Enter URL dialog box. The endpoint URL

Endpoint Filter: | Mo Filter - 3
o from the IBH OPC UA Server/Client
|, Loca .
v & Local Network Browser window Network / Control Level
> Q M?crosoftTe.rminaI Services must be entered here_
> & Microsoft Windows Network
> @ Web Client Network Preferably, the endpoint URL should be
v % Reverse Discovery . )
4 < Double click to Add Reverse Discovery... » used with the hostname so that the client
v @ Custom Discovery can verify the names of the endpoints and
% < Doubleglick to Add Server... > ) -
() Recently Used the names in the certificate.
< Double click to Add Server... > h\

Enter the URL of a computer with discovery service running:
| opc. tep:ff - |

Enter the URL of a computer with discovery service running:
| ope.tep://192. 168. 1. 14:430 10 {Enter) v

confirm
Cancel

If no DNS server is available to supply a hostname, the absolute IP address is used as an
exception. In this case, the absolute Endpoint URL is copied from the browser window to
the clipboard.

Add Server ? The Endpoint URL has been accepted and
Configuration Name IBHLinkUA@ibhlinkua-005668 iS dISplayed in the Addserver d|al0g bOX.
PKI Store Default ~ | With a click on the inserted
Discovery  Advanced |BHL|nkUA@|bh||nkua'005668 opens the
Endpoint Filter: | No Filter v security levels marked in the IBH Link UA
2, Local browser window Security / Server Security.
» ), ServersOnNetwork L. .
v &3 Global Discovery Server Double-clicking the security level None
4 < Double dlick to Add GDS Server.. > (uatcp-uasc-uabinary) in the AddServer
hd 8 Custom Discovery o is inserted —
4 < Double click to Add Server...gonnec ion to the absolute IP address |j None . None (uatcp-uasc-uabinarLH
w 9 [opc.tcp:ff192.163.1.14:43010 returned hostname in the endpoint
tf,':f;‘e’.,'v D [IBHLinkUA@ibhlinkua-005662 (op%ﬁp:mbhnnkua-oossss:mw)] dialog box sets the security level, the
[ N°"e-N°"e(“tcp-“a=°“ﬂbi"ﬂ'ﬂ AddServer dialog box is closed and the
#° Basic2565ha236 - Sign (uatcp-uasc-uabinary,

|} Basic2365ha256 - Sign & Encrypt (uatcp-uasc-uabinary) UaEXpert window OpenS.

f Aes128 Sha236_RsaOaep - Sign (uatcp-uasc-uabinary)
|} Aes128_Sha236_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)
f Aes2536_Sha236_RsaPss - Sign (uatcp-uasc-uabinary)
|} Aes256_Sha256_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)
~ % Reverse Discovery
# < Double click to Add Reverse Discovery... »
(=) Recently Used

Authentication Settings

o Anonymous

Trans Tech International® 2024 IBH Link UA Workshop
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UaExpert window

* Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

File View Server Document Settings Help

DZPBO =0 X% B RG

Unified Automation UaExpert —-OPC UA Client and OPC UA Server

Chapter 2

To display the contents of
OPC Variables (OPC-Tags
and the corresponding
OPC UA connecting

) information, the selected

|2 IBHLinkUA@ibhlinkus;005668 |

v 1 Documents

(1 Data Access View

f X

Address Space

* Certificate Validation ? *

___ Vvalidating the certificate of server 'IBHLinkUA@ibhlinkua-005668' returned an error:

Project B X Data Access View
v 1 Project Connect Server £ Server Node Id Display Name
v [ Servers

e | BadCertificateUntrusted

|

Certificate Chain

Name

Trust Status

€ |BHLinkUA@ibhlinkua-005662 Untrusted

Certificate Details

Error

Common Name
Organization

ok [BadCertificateUntrusted)

IBHLinkUA®@ibhlinkua-005668
Organization

DomainComponent

Common Name
Organization

OrganizationUnit Org ionUnit
Locality Locality

State State

Country DE

IBHLinkUA@ibhlinkua-005668
Organization

Valid From
Valid To

Serial Number
Signature Algorithm
Cipher Strength

Org ionUnit [o] izationUnit
Locality Locality
State State

DE

Do Apr 27 14:30:46 2023
Sa Apr 26 14:30:46 2025

B44A6AF6
RSA-SHA256
RSA (2048 bit)

AuthorityKeyldentifier DirName:/C=DE/ST=State/L=Locality/O=0Organization/

0OU=0rganizationUnit/CN=1BHLinkUA@ibhlinkua-005668..

" Certificate Validation

The certificate of server 'IBHLinkUA@ibhlinkua-005668' was validated successfully.

server IBH Link
UA@ibhlinkua-005668
must be connect. Mark the
Server and click the
Connect Server icon.

Connect Server " (2

The Certificate Validation dialog box for

accepting the OPC UA server certificate of

the IBHLinkUA@ibhlinkua-005668 is

displayed.

Click the Trust Server Certificate button to
firm th

confirm the Trust Server Certiﬁmte

selected

certificate.

The confirmed server certificate
IBHLinkUA@ibhlinkua-005668 is
displayed.

Clicking the Continue button closes the
dialog box.

+ IBHLinkUA®ibhlinkua-005668 Trusted

Trust Status

Thumbprint (SHA1)  ACB257C5206C34DF3C142E3A0F072FB06940E9B8 l i
UA Extensions
urn:ibhlinkua-005668:1BHsoftec: BHLinkUA Certificate Chain
192.168.1.14
IPAddresses 10.1.13.14 Name
DNSNames ibhlinkua-005668
BasicConstraints CA:FALSE § i
SubjectKeyldentifier E8:E0:BF:EC:AQ:10:81:9E:43:88:E9:CD:23:7B:79:F5:9D: CE:47:pf ~ Certificate Detais
keyic:E&:EQ:BR-EC:A9:10:81:0E:43:88:E0:CD:23:7B: 79:F5:0D:CE [T

Common Name
Organization

IBHLinkUA@ibhlinkua-005668
Organization

KeyUsage Digital Signature, Non Repudiation, Key Encipherment, Dat, o Init 0 s
ExtendedKeyUsage ~ TLS Web Server Authentication, TLS Web Client Authentical Locality Locality
State State
Tru Country DE
DomainComponent
(E) eceptihe sever e=rhficate tevorriy for e semaon cont] | 55 oomon Name IBHLinkUA@ibhlinkua-005668
o] [o] izati
OrganizationUnit OrganizationUnit
Locality Locality
State State
Country DE
DomainComponent
Valid From Do Apr 27 14:30:46 2023
Valid To Sa Apr 26 14:30:46 2025
Serial Number B44A6AF6
Signature Algorithm ~ RSA-SHA256
Cipher Strength RSA (2048 bit)
Thumbprint (SHA1)  AC8257C5806C34DF3C142E3A0F078FBO6940E9B8

URI
IPAddresses
DNSNames

BasicConstraints
SubjectKeyldentifier

KeyUsage
ExtendedKeyUsage

AuthorityKeyldentifier DirName:/C=DE/ST="State/L=Locality/O=0Organization,

urn:ibhlinkua-005668:IBHsoftec:BHLinkUA
192.168.1.14

10.1.13.14

ibhlinkua-005668

CAFALSE
E8:E0:BF:EC:A9:10:81:9E:43:88:£9:CD:23:7B:79:F 5:9D:
keyi <EC:A:10:8 D:23:7B:79:

CE:AT:DA
0U=OrganizationUnit/

CN=IBHLinkUA@ibhlinkua-003668...
Digital Signature, Non Repudiation, Key Enci Data Enciph
TLS Web Server Authentication, TLS Web Client Authentication

Certificate Sign

Accept the server certificate temporarily for this session

Trust Server Certificate

Cancel

I ———————
IBH Link UA  Workshop
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The connected server with the defined security level is displayed in the opened UaExpert

program window.

" Unified Automation Uz Expert - The OPC Unified Architecture Client - NewProject®

File  View Server Document Settings Help

NZBBRE #=0XX4 8 8D

In the UaExpert program
window, information

{3 Data Access View Message Security Mode: None

Address Space g x
## NoHighlight v
2 Root

> [ Objects

> B Types

> D Views

+" Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject™

File View Sever Document Settings Help

DPBE| +=2 x%28 2 EO

Project & X DataAccess View [x]
v [A Project #  Server Nedeld Display Name Value Datatype Source Timestamp Server Timestamp Statuscode abOUt the ConneCted
v S
B Serves mark® IBHLinkUA@ibhlinkua-005668 server is displayed under
(% 18HLnkUA@ibhlinkua-005668 Endpoint Uri ope.tep:/fibhlinkua-005668:48010 Address Sp ace. After
v 1 Documents Security Policy: None :

opening Server/Server
Status, information from
the IBH OPC UA
Server/Client software is
listed.

Using Drag & drop
o information (server) can

Project B X Data Access View
v @ Project # Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode H
~ [ Servers 1 IBHLinkU. I 22 - Double click to display value Extan:. 12:58:16.744 ’ 12:58:16.744 ’ Good be pu”ed |nt0 the Data
[ IBHLinkUA@ ibhlinkua-005668 A V . d
~ [ Documents
3 Dato Access View drag & drop CCess vViewer window.
s pace o x Details of the IBH OPC
“2 No Highlight
N Val ;
O ame alue UA Server/Client are
- ;;”:f:m e ServerStatusDataType .
» % peresse StartTime 2024-10-03T08:39:47.760Z displayed here.
. ﬁ :;:r"'e CurrentTime 2024-10-03T10:59:43.750Z i
5 & i vELEA ASSSTA State 0 (Running) With drag & drop any
> & Modous ~ BuildInfo Buildinfo . .
[=]T
& et ProductUri urni|BHsoftec:iBHLinkUA number of information
¥ &f’:'mmg ManufacturerName |BHsoftec GmbH can be pu”ed from the
> Client ProductMame IBH Link UA .
R SoftwareVersion 533 AddressSpace window
» B serveRedundancy - .
> (8 Semsion Euildhiumbes into the DataAccess
£ et BuildDate 2024-06-17T07:50:42.000Z
> & Sots . .
i SecondsTillShutdown 0 Viewer window to show
> & Trace .
- ShutdownReason | details.
> I Slots
> I Stations.
> B2 Tpes Write C |
O v L ==

2.3 Encrypted connection to the IBH Link UA

*  Unified Automation UaExpert - The OPC Unified Architectur...
Help

File VWiew Server Document Settings

IPBBE +

Project & X| DataAccess View

~ [1 Project EEEO £  Server Modeld Display Name
v [1 Servers

ta [BHLinkUA@ibhlinkua-005668
~ [ Documents
{3 Data Access View

*  Unified Automation UzExpert - The OPC Unified Architectur...

File View Server Document Settings Help

D BB =0 X< 28 X O

Project (click#™ @ % Data Access View [x]
Remowve Server #

~ [ Project Server Modeld Display Name
~ [ Servers

|Q} IBHLinkUA®@|bhlinkua-005668
~ [ Documents Y mark)

[0 Data Access View

Trans Tech International® 2024

To establish another (e.g.
encrypted) connection to the
IBH Link UA, the existing must
be disconnected, as only one
connection can exist. Mark the
connected server name
IBHLinkUA@ibhlinkua-005668
and then click the Disconnect
Server icon.

To remove the Server out of the
Project, mark the connected
server name
IBHLinkUA@ibhlinkua-005668
and then click the Remove
Server icon (minus
symbol)

IBH Link UA Workshop
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»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

File View Server Document Settings Help To establish an encrypted

= W ~ connection to the IBH
NDe BB E‘],ﬁ' = O X B icuacickte plus ¥
I 2 % Data Access View © icon in the Unified Automation

v [A Project
[3 Servers
v [0 Documents
3 Data Access View

& Server Mode Id Display Mame UaExpert window to open the
AddServer dialog box.

Open the recently activated connected
server IBHLinkUA@ibhlinkua-005668 to
display the list of the security levels marked
in the IBH Link UA browser window Security
/ Server Security.

Configuration Name IBHLinkUA@ibhlinkua-005668

PKI Store Default 4

Discovery Advanced

Endpoint Filter: Mo Filter e .
o The encrypted connection to the OPC UA
L, Loca .
> @ ServersOnNetwork server of the IBH OPC UA Server/Client
v & Global Discovery Server software is configured here.
@ < Double click to Add GDS Server... »
v @ Custom Discovery .
4 < Double click to Add Server... > DeS| red en Cl’ypted
v O opctep://192.168.1.14:48010 con nectlon
ij ' IBHLinkUA®ibhlinkua-005668 (opc.tep://ibhlinkua-005668:48010)
open - ! . .
; Mene - None (uatep-uasc-uabinary) In the AddServer dialog box double-click the
Basic2365ha256 - Sign (uatcp-uasc-uabinary) . . .
(Y} Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary) desired encrypted_ connection. This closes
/ Aes128_Shal36_RsaOaep - Sign (uatcp-uasc-uabinary) the Add Server dlalog bOX-
) Aes128_Sha236_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary) _nli . .
47 Mes256_Sha256_RsaPss - Sign (uatcp-uasc-uabinary) A dOUbIe CIICk on the reqUIred encr_'yptlor.]
|[ﬂ Aes236_Sha236_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary) d|5p|3-y5 amessage. A server Conflguratlon
¥ 8 Reverse Discovery with the same name already exists, but it
4 < Double click to Add Reverse Discovery... ;i00uble-click) differs from the current one. CI|Ck|ng OK will
() Recently Used Endpoint URL: opc.tcp:/fibhlinkua-005668:48010 .
Security Policy: Aes256_Sha256_RsaPss apply the selected encryption.
Authentication Settings Message Security Mode: Sign 8 Encrypt : . .
Security Level: 125 Confirming this message, the selected
© Anonymous Certificate Key Size: 2048bit . . .
encrypted connection is displayed under
— Project / Servers in the Unified
The 'Recently Used' list already contains a server configuration with this name Automation UaEXpert window.

that differs from the current one. Press OK to overwrite it, press Cancel to return
for changing the configuration name.

Cance

UaExpert window — encrypted connection

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject” X TO d |Sp|ay the con-

tents of OPC Vari-
ables (OPC-Tags

Eile View Server Document Settings Help

DePBE =0 X% 5B B

Project (clicky & X Data Access View Q
v M Boiet‘t IM & Server MNodeld Display Name Value Datatype Source Timestamp Server Timestamp and the corre-
hd Servers
- = 1 i
D IBHLinkUA®ibhlinkua; 005668 101 b8 kit 005668 spondlng OPC UA
~ (3 Documents Ymark® Endpoint Url: opc.tep://ibhlinkua-005668:48010 . H
{3 Data Access View Security Policy: Aes256_Sha256_RsaPss connecting infor-

Message Security Mode: Sign & Encrypt

mation, the se-

e Spoc & = . lected server IBH
= s x| Link UA@ibh-
LA linkua-005668
Timestamp Source Server Message

03.10.2024 17:12:40.653  ServerMode  IBHLinkUA@ibhlinkua-005668 Endpoint: 'opc.tep://fibhlinkua-005668:48010" must be connect.
03.10.2024 17:12:40.653 Server Node  [BHLinkUA@ibhlinkua-003668 Security policy: 'http://opcfoundation.org/UA/SecurityPolicy®Aes256_Sha256_RsaPss'

03.10.2024 17:12:40.653  Server Node  IBHLinkUA®ibhlinkus-005668 ApplicationUri: 'urniibhlinkua-005668:BHsoftec:BHLinkUA' Mark the Server
03.10.2024 17:12:40.653 Server Node  [BHLinkUA®@ibhlinkua-003668 Used UserTokenType: Anonymous .

03.102024 17:1240.701  Server Node  IBHLinkUA®ibhlinkua-005652 Error ‘BadSecurityChecksFailed' was returned during OpenSecureChannel and click the Con-

03.10.2024 17:12:40.701 Server Node  [BHLinkUA®ibhlinkua-003668 Connection status of server [BHLinkUA@ibhlinkua-003668' changed to 'Disconnected'.

nect Server icon.

Connect Server b % The connection to the name IBHLinkUA@ibhlinkua-005668 OPC server cannot
be established. An error message is displayed in the UaExpert log.

IBH Link UA  Workshop TTI Trans Tech International® 2024
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Trusting the IBH Link UA Certificate

a@n 1BH Link UA - Certificates x [ o — O
« 2 C @ O B hitps:/192.168.1.14/7_= fcertificate %t ® & =
9 () Logout | Update password quad-core
Taalw

From
04/27/2023 12:30:46

ame
IBHLinkUA@ibhlinkua-

Valid To Organization Unit

04/26/2025 12:30:46 . Organization QrganizationuUnit
14 . |TTi

IBH ceryer

Reject | Wiew | Deletz | New Server Certificate ‘ Replace Server Certificate | Upload Certificate from Client or CA |
Download Certificate for the Client | e

Trust the selected certificate,

ﬂ B 1BH Link LA - Certificates x [ o - [}
« = C @ O G hitps/192.168.1.14/7_= feertificate T v @ ® 9 =
* m o Lagout | Update password quad-cora

ame

E,g Server [BHLinkUa@ibhlinkua-.. 04/27/2023 12:30:46 .. 04/26/2025 12:30:46 .. Organization  OrganizationUnit
l + Trusted I UaExpert@TTi-Red 10/03/2024 09:95:14 ... 10/02/2029 09:55:14 .. TTi

Trust | Reject | Wiew | Delet= | New Server Certificate | Replace Server Certificate ‘ Upload Certificate from Client or CA ‘
Download Certificate for the Client | e

JPC Unified Arc|

File View Server Document Settings Help
N . ~
DZBBE # =0 X%~ B X
Project & X Dats Access View Q
v 3 Project Connect Server # Server Nodeld Display Name Value Datatype Source Timestamp Server Timestamp Statusco
~ [3 Servers

1
IBHLinkUA®@ibhlinkua-005668
Endpoint Url: opc.tep:/fibhlinkua-005668:48010
Security Policy: Aes256_Sha256_RsaPss
Message Security Mode: Sign & Encrypt

Q IBHLinkUA@ibhlinkua 005668
~ [1 Documents {mark}

[ Data Access View

Address Space & x

J
Log g X
fadl =)
Timestamp Source Server Message
03.10.2024 17:43:24.271 Server Node IBHLinkUA@ibhlinkua-003668 Endpoint: 'opcitcp://ibhlinkua-005668:42010"
03.10.2024 17:43:24.271 Server Node IBHLinkUA@ibhlinkua-003668 Security policy: 'http://opcfoundation.org/UA/SecurityPolicy®Aes256_Sha236_RsaPss'
03.10.2024 17:43:24.271 Server Node IBHLinkUA@ibhlinkua-003668 ApplicationUr: ‘'urniibhlinkua-005668:BHsoftec:lBHLinkUA'
03.10.2024 17:43:24.271 Server Node IBHLinkUA®@ibhlinkua-005668 Used UserTokenType: Anonymous
03.10.2024 17:43:24.439 AddressSpaceModel  [BHLinkUA®@ibhlinkua-005668 Registered for ModelChangeEvents
03.10.2024 17:43:24.439 Server Node IBHLinkUA@ibhlinkua-003668 Connection status of server '|BHLinkUA®@ibhlinkua-003668' changed to 'Connected',
03.10.2024 17:43:24.440 Server Node IBHLinkUA@ibhlinkua-005668 Revised values: SessionTimeout=1200000, SecureChannelLifetime= 3600000
03.10.2024 17:43:24.444 AddressSpaceModel  [BHLinkUA®@ibhlinkua-005668 Browse on node 'i=84' succeeded.
03.10.2024 17:43:24.454  AddressSpaceModel  BHLinkUA@ibhlinkua-003668 Browse on node 'i=85" succeeded.
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In the IBH Link UA
the certificate for
the encrypted
connection must
be trusted.

After trusting the
certificate, with the
UaExpert client,
the validation of
the certificate can
take place.

O

\ Connect Server

With a new click on
Connect Server
the connection to
the OPC UA server
is established.

2.4 UaExpert window Data Access View

e Automation UsEx

Trans Tech International® 2024

File View Sever Document S
DFPPE =2 X423 BED
Project B X Cata Access View L)
~ [ Project * Server Nade ld DisplayName ~ Volue  Datatype Source Timestamp Server Timestamp Statuscode
~ [ Servers 1 IBHLinkUA@ibhlinkua-005T11  NS4[String|IBH Link UA-.. DeviceHeslth 0 [NORMAL) Int32 18:20:40,643 18:46:04.937 Good
@ 18rL ST 2 gL 005711 %000 Int1g 184619479 18461959 Good
» 3 Documents 3 B Q0571 ink Ua- ) s 1B4E214T 18462181 Good
4 IBHLnkUAibhinkua-005711  NS4ftring|IBH Link UA-.. ON1Z03 true Boclean 184624479 184624562 Good
Address Space B x ,
5 IBHUnKUAGhEnkus-005T!1  NS4[String]IBH Link UA-... Value1200 a4 15 184748599 18474850 Good
> Mo Highight v
= Reat drag & drop
~ 2 Objects
>
>
L fData Access View 3
> £ Server Mode Id Display Name Value Datatype
- 1 IBHLinkUA@ibhlinkua-005711  NS4|String|IBH Link UA-PLC-Block.CPU 1200.DeviceHealth DeviceHealth 0 (NORMAL)  Int32
Py — 2 IBHLinkUA®@ibhlinkua-005711  NS54|String|IBH Link UA-PLC-Block.CPU 1200.Programs.CounterValues 1200.MaxValue1200  MaxValue1200 9000 Int16
@ DeviceRevision 3 IBHLinkUA@ibhlinkua-005711  NS4|String|IBH Link UA-PLC-Block. CPU 1200.Programs.CounterValues 1200.MinValue1200  MinValue1200 200 Int16
: :a,’,";:::w‘ 4 IBHLinkUA@ibhlinkua-005711  NS4|String|IBH Link UA-PLC-Block.CPU 1200.Programs.CounterValues 1200.0M1200 ON1200 true Boolean
. ;“:7:;:.” 5 IBHLinkUA@ibhlinkua-005711  N54|String|IBH Link UA-PLC-Block.CPU 1200.Pragrams.CounterValues 1200.Value1200 Valuel20D 5240 Int16
» 3 AirConditionerDataMog - T
~ 3 CounterValues 1200
ey ' ™\
> @ MinValue1200 Data Access View
> @ o
D 0 3 Server  Nodeld  Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
» 13 Supportedypes . -
> 3 o PLC 1500 1 IBHLink... N54|.. DeviceHealth O (NORMAL) Int32 18:29:49.643 18:46:04.937 Good
@ RevisionCounter
¢ satmi 2 IBHLink.. NS4|.  MaxValuel200 9000 Int16 18:46:19.479 18:46:19.559 Good
> Tasks . .
> & U0 3 IEHLink... NS54|... MinValue1200 200 Int16 18:46:21.479 18:46:21.811 Good
> & cPU2
T ok WescH 4 IBHLink... NS4|..  ON1200 true Boolean  18:46:24.479 18:46:24.562 Good
> By Server :
>0 St 5 IBHLink... N54|.. Value1200 5806 Int16 19:01:42.958 19:01:43.208 Good
5 2 eations 'l A
> 0 Tpes
> 12 Views J

IBH Link UA Workshop
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Chapter 2

2.4.1 Historical data

»  Unified Automation Uakxpert - The OPC Unified Architecture

v [1 Documents

Eile View Server Document Settings Help
ﬁ [E Add... B
- E Remove
I : Oh  Hide/ unhide all dd Add Document 7
hd ﬂ Project —_—
v [ Servers Document Type:

{b IBHLinkUA®@ibhlinkua_sc

[3 Data Access View

I]_I—ﬁstory Trend \ﬁew_]

Description:

This document type can be used for obtaining [l

Addresz Space

historical data for one or more OPC UA Nodes,
8 |The received values are displayed in a graphical

£ |No Highight

trend view.

[ Root
v [ Objects
> &b Client
> & DeviceSet
> e MQTT
> & Modbus

License Type: Runtime License

There are no functional limitations. W

confirm
Add

|| Cancel

The historical data of values

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”

Click in UaExpert Document / Add. In
the opened dialog box, select History
Trend View and confirm.

File View Sever Document Settings Help

D@ & =0
Project a8 x
~ [ Project

v 3 servers

13 IBHLinkUA®ibhlinkua-005711
> [ Documents

Address Space 8 x
7 | No Highlight
Root
~ Objects
> % Client
> & DeviceSet
> & Example
> & marT
> & Modbus
~ 2P
v & CPUI200
@ DeviceHealth
@ DeviceManual

@ DeviceRevision
@ HardwareRevision
@ Manufacturer

@ Madel

& Programs

> 2 AirConditi

<

DataMod

X% &

Data Access View

Configuration

B XD

History Trend View

Server
IBHLInkUA@ib.

drag & drop

() Single Update
Start Time:

Nede Id Color

NSA[String|BH

DisplayName

Value1200 blue

End Time:

Numeric Values

[l 1:545tring | [BH Link UA-PLC Block.CPU 1200.Programs. CounterValues 1200.Value 1200
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