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PLC Programs

Project from chapter 3.
OPC UA 3E S7 Tank Level STEP® 7 (SIMATIC® Manager V5.6);
CPU 416-3 PN/DP.

Project from chapter 3.
TIA 15 Portal; CPU 416-3 PN/DP.

Project from chapter 5.
OPC UA 5E S7 Client Function | STEP® 7 (SIMATIC® Manager V5.5);
CPU 416-3 PN/DP.

Project from chapter 6; TIA 15 Portal;
CPU 312, IBH Link S7++.

Project from chapter 7.
OPC UA 7E S7 S5-CPU STEP® 7 (SIMATIC® Manager V5.5);
S5 CPU 103U, IBH Link S5++.

Project from chapter 7; TIA 15 Portal;
S5 CPU 103U, IBH Link S5++.

Examples from chapter 7.

Tank Level SW5.S5

— S5 program in S5W format.
TANKLEST.S5D

— S5 Program in the SIMATIC S5 format.

Project from chapter 9.

STEP® 7 (SIMATIC® Manager V5.5);
CPU 416-3 PN/DP, IBH Link UA SoftPLC
(Compatible with Siemens.WinAC RTX.)

OPC UA 9E TIA 15 SoftPLC T-S | Project from chapter 9; TIA 15 Portal;
CPU 416-3 PN/DP, IBH Link UA SoftPLC
(Compatible with Siemens.WinAC RTX.)

OPC UA 10E TIA 15 Tank Alarm | Project from chapter 10.
TIA 15 Portal; CPU 416-3 PN/DP.

OPC UA 3E TIA 15 Tank Level

OPC UA 6E TIA 15 CPU312

OPC UA 7E TIA 15 S5-CPU

S5 Programs
Folder with the PLC programs.

OPC UA 9E S7 SoftPLC T-S
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Preface

OPC Foundation — OPC Classic

In the mid-nineties, several companies of the automation world
formed a task force to create a standardized, cross-manufacturer
interface for data transmission. From this task force - OPC Task
Force - the OPC Foundation formed later.

Due to the cooperation of the OPC task force with Microsoft, the
OLE / COM / DCOM technologies were developed as the standard
for accessing real-time data in the Windows operating systems.

This Windows-based interface, referred to as the OPC Classic, is
now widely used as an important communication standard for the
problem-free, standardized data exchange between components of
the automation technology (PLC, HMI, etc.).

OPC ciassic OPC ciassic 0
Client — Server — w= |
Windows- Windows-

Operating System Operating System m

Machine Control

IBHsoftec has an
OPC server for
linking visualizations
to the SIMATIC PLC
in the delivery
program.

OPC-UA (OPC Unified Architecture)

The new OPC UA specifications of the OPC Foundation differ
considerably from their predecessors. It was determined that
machine data (process values, measured values, parameters, etc.)
cannot only be transported, but can also be described semantically in
a machine-readable form.

The two OPC UA transport profiles UA-Binary and UA-XML have
been specified independent of the operating system.

I ————————
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The UA-Binary transport profile is optimized for speed and
throughput, while the UA-XML transport profile based on HTTP and
SOAP protocol can be classified as firewall-friendly.

OPC UA aims to establish a comprehensive standard for Machine-
to-Machine communication (M2M). Different devices and tools
exchange data via a common communication platform

The PLC is no longer at the center of the automation solution. Rather
OPC UA acts as a communication backbone in the machinery
(process level) as well as an interface for all tools in the management
level.

Management Level

Manufacturing Execution System (MES)

Machine Management Quality Management Enterprise Resource Planning (ERP)

Process Level

OPC UA OPC UA| Q) OPC UA OPCUA| Q) OPC UA OPC UA| Q)
Client Server |l Client Server | Client Server |
IBH Link UA o IBH Link UA o IBH Link UA o
Machine Control Plant Control Robot Control
. . —
. e b o ; L,.:‘-"j-]--x ==
L] e ‘r\-‘.-.h [ = s
B L r
o [T
IBH Link UA

Since in the existing machine systems not all control components are
equipped with OPC UA interfaces, the IBH Link UA is used.

The IBH Link UA is an OPC UA server / client module with firewall for
SIMATIC® S5 and SIMATIC® S7 controllers.

Communication with an SIMATIC® PLC takes place via TCP / IP.

If the controller does not have an Ethernet connection, this is realized
via the IBH Link S7 ++ or IBH Link S5 ++ communication adapters.

Three Ethernet ports for the process level (machine level) and an
Ethernet port for the management level, which only allows OPC
accesses, are integrated.

There is a firewall between the two layers.

The OPC client function enables data exchange between OPC

Servers.
I —————————
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IBH Link UA — Construction

IIA
CI|ent Server Node RED

1158

= O Firewall -

“#OPCUA_Server j@jﬂc o UA
Client

& “ Client

SoftPLC

M
o
3“8 900} 04

A
m
(¢}
—_
=)
(=]
o

OB

FC

The IBH Link UA is a server / client module. The OPC client function
allows data exchange between OPC servers.

Via this function, other devices with OPC UA from a different
manufacturer may exchange data. The client function is configured
via the web browser.

OPC Data Access allows real-time access to data. The OPC
Historical Access, also called OPC HDA, supports access to already
stored data. From simple data logging systems to complex SCADA
systems, historical data can be queried in a standardized way.

The historical data function is activated via the web browser.

The IBH Link UA also hosts a SoftPLC. This SoftPLC can read and
write variables from the OPC UA server. The integrated SoftPLC is
used for data preprocessing and is programmed with STEP® 7 using

LAD, FBD, STL, SCL or S7-GRAPH®.

I ————————
TTi Trans Tech International® 2019 IBH Link UA Training



Page 4 Preface

IBH Link UA Highlights

e OPC UA Server for easy connection to MES, ERP and SAP
systems and visualizations

e OPC UA Client functions for data exchange between different
OPC UA Servers

e Certified from the OPC Foundation
e Integrated SoftPLC for data preprocessing

e 4 Ethernet Ports with Firewall for clean separation of machine
and supervision level

e Scalable security levels through exchange of digitally signed
certificates

e Connection to S7-PLCs over S7 TCP/IP or IBH Link S7++
e Connection to S5-PLCs over IBH Link S5++

e Comfortable configuration with the IBH OPC Editor, Siemens
STEP7 or the TIA Portal

e Handles up to 31 projects simultaneously
e Administration via web browser

e Historical Data

e Alarms & Conditions

e No Runtime Licenses required

The workshop examples demonstrate the use of the IBH-Link UA
functions.

The setup of the IBH-Link UA is accomplished via its integrated web
interface by using a web browser. The visualization of the transferred
data is done using the OPC Unified Architecture Client software
(UaExpert) from Unified Automation.

The original Siemens Software TIA Portal (V13 /V14 /V15) or
STEP®7 SIMATIC® Manager V5.5 / V5.6 is used to adapt SIMATIC®
S5- or SIMATIC® S7-CPUs.

The configuration of the data to be transferred to the IBH-Link UA
Server by using the IBH OPC Editor without any software from
Siemens is also demonstrated.

I —————————
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MQTT connection

MQTT

The configuration takes place via an XML file, which is read in via the
web interface under "Client". Multiple connections to different MQTT
brokers can be made simultaneously.

Unsecured connection

<MQTTConfiguration>
<MQTTServer
MOTTServerfddress="mgtt .brokeradresse.com:1583"
MOITClientID="kbelickbiger Servername™
MQTTClientUserName="Benutzername im MQTT Broker"
MQTTClientPassword="passwort">
<MOTTTopicDefinition>
<publish>
</publish>
<subscribe>
</subscribe>
</MQTTTopicDefinition>
</MQTTServer>
</MOTTConfiguration>

Example

<MQTTConfiguration>
<MQTITServer
MOTTServerfddress="mgtt .ibhsoftec.com: 183"
MOTTClientID="MQTT-Test"
MOTTClientUserName="axel"
MOTTClientPassword="password">
<MQTITopicDefinicion>
<publish>
</publish>
<subscribe>
</zubscribe>
</MQOTTITopicDefinition>
</MQTTServer>
</MQTIConfiguration>

An MQTT connection to the MQTT Broker RabbitMQ
(http://www.rabbitmag.com) will be established on mqtt.ibhsoftec.com.

In parallel, the structure "MQTT-Test" is set up in the OPC UA server
with its own namespace under MQTT.

TTi Trans Tech International® 2019 IBH Link UA Training




Page 6 MQTT connection

View of the MQTT structure in the UA Expert

Address Space
<> No Highlight
2 Root
v & Objects
> & Client
> & DeviceSet
v & MQTT
vAMQITTest
¢ ClientID
¢ ClientUserName
> % Connect
> # DisConnect
> & Publish
¢ ServerAddress
v ServerStatus
> & Subscribe
¢ TopicDefinition
* WillQos
¢ WillRetain
¢ Will_Message
+ Will_Topic
> B PLCs
> & Server
> 3 Slots
> & Stations
> B Types
> @ Views
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1 IBH Link UA: Setup

1.1 Installation and connection

The IBH Link UA is designed for DIN rail mounting:

The IBH Link UA has two (2)
interfaces, which are separated
by a firewall, which are
designed for data exchange
within the management level or
in the process level.

The interface of the process
level consists of a 3-port switch.

The power is supplied via the included plug.

K-—' ATTENTION!
A A supply voltage of 12V to 36V is to be used for the operation of the

IBH Link UA. A higher supply voltage may destroy the device.
| | I

0000

Power supply: 24VDC / 0.2A

TTi Trans Tech International® 2019 IBH Link UA Training
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1.2 Configuration of the IP addresses (default setting)

If the IBH Link UA is in its default factory setting the configuration can
be done with an up-to-date web browser via the Ethernet ports 2 to 4
using the IP address 192.168.1.14.

The Ethernet port 1 can only be used to configure the IBH Link UA if
a DHCP server assigns the IP address, and a DNS server resolves
the name by specifying the hostname

http://ibhlinkua_<serial number>

(Example: http://ibhlinkua_001037)

No additional applications or drivers are required.

The following information is printed on the IBH Link UA housing.

Default logon data

Username: admin

Password: admin

I —————————
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Standard IP-Address configuration:

Page 1-3

Level Port Address
Management level Port 1 Hostname: ibhlinkua_<serial number>
Control level Port2-4 192.168.1.14

Management Level

Control Level
(Machine Level)

Note:

followed:

network has the sub-address 192.168.1.nn.

Otherwise, a fixed IP address from the subnet 192.168.1.nn
(e.g., 192.168.1. 10) must be provided to the connected PC.

In the IBH Link, UA default factory setting the configuration may be
accessed using an Internet browser (Internet Explorer, FireFox, etc.) as

Via the management level (port 1) with the host name, if the port is
connected to a network with a DHCP server and DNS server.

Via the ports of the machine level, it is only possible if the connected

LSRN © hitp/192168.1047 = P~ S | @ iBH Link U
Sl L] a A
* F OPC server is running
Login
The password is case-sensitive.
jenter)

User name -
Enter your user name admin

Password

Enter your password admin

Remember me
Keeps login for 2 weeks

Lost password

BN softec

Contact

Wiki

www.ibhsoftec.com

IBH Link UA

embedded OPC UA server | client

TTi
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IBH Link UA: Setup

Change Password

For security reasons, the password should be changed. The

username may also be changed.

Chapter 1

In the open browser window Management level / control level klick
the button Update password.

B httpy/ 1021681147 =/netw O + O

& IBH Link UA - Netwark

_ Network Configuration
Update password

Update password

Enter a new password below

User name -
admin @) cannot be changed

Password
Enter your password |®®*%*®

Choose Password

Repeat password

(@’ﬂ Cancel

Valii ssessssesssssesasese

it E—

If the password is not long enough or

if you have not entered enough

:"qu_-.; F OPC server is running Logout] Update password .
Network «___Management Level 3 Confrol Lef§|

Choose Password

Too short *eeee .

different characters (A - Z; 0 - 9; special characters), the background
is "red". For security reasons, the password must be 12 or 16

characters long.

The browser access username cannot be changed.

1.3 Network browser window

1.3.1 Settings Management Level
Port 1 Network Configuration and Global System Configuration

LS © it //1921681.14/ =/netw O = & || @ 1BH Link UA - Netwark

s . OPC server is nning Logout | Update password
Control Level

Network Configuration

Endpoint URL. opcicp:/iibhlinkua_001037:48010
or

DHCP &)

IP address 192.168.110.49

Subnet mask 255.255.255.0

Global System Configuration

no changes
possible if
DHCP selected

Hostname [ibhlinkua_o01037

Port 48010
Default gateway ~ 192.168.110.1

— 1
2
Apply | Revert
lBHsofrec | B
wwwibhsoftec com  Contact  Wiki % uA
IBH Link UA Training TTi Trans Tech International® 2019
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Management Level Settings
If DHCP is disabled, the Network Configuration and Global
System Configuration may be modified. The hostname can always
be adjusted.

(= hitp:/192.1681.14/7 =/retr O = O | & 1BH Link UA - Network

Sl L
ﬁ E OPC server is running Logout | Update password
Management Level Control Level

Network Configuration

......................................... Endpoint URL opc.tep:/libhlinkua_001037:45010
or
disabled
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr DHCP [l
7777777777777777777777777777777777777777 IP address 192.168.110.49
Subnet mask 2552552550

Global System Configuration p———

Hostname ibhlinkua_001037 adjusted |

Port 48010

Default gateway |192.168.110.1

Nameserver 1 |192.168.110.20

Nameserver 2 |192.168.110.1
“confirm

Apply | Revert |

lNBHsoftec i einkua

www.ibhsoftec. com Contact Wiki

Control Level Settings

Ports 2 to Port 4 Control Level Network Configuration and Global
System Configuration.

(= bt /19216811477 =/netr O = & | & 1BH Link UA - Network

Sl L
,:EIE E OPC server is running Logout | Update password ‘
Management Level Control Level

Network Configuration

......................................... Endpoint URL opc.tep:/libhlinkua_001037:45010
or opc.tep:/iH92.166.1.14:48010
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, DHCP [ disabled
IP address 192.168.1.14
Subnet mask 2552552550

Global System Configuration
Hostname ibhlinkua_001037 ~
Port 43010

Default gateway |192.168.110.1
Nameserver 1 |192.168.110.20
Nameserver 2 [192.168.110.1

_______________________________________________ Aoty Rever:|
confirm’

IBHsoftec  einkua
=0PC UA

can be

www.ibhsoftec.com Contaci Wiki

If DHCP is disabled, the Network Configuration and Global
System Configuration may be modified. The hosthame can always
be adjusted.
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Management Level / Control Level adjustments

If adjustments have been done in the Management- or Control Level
the Apply button should be clicked for each level separately.

The transfer of the adjusted settings is
displayed in the upper right corner of the
browser window. Since the changes require a
restart of the IBH Link UA, a corresponding
information is displayed

Citormation |
| i Changing the hostname requires a reboot. Reboot Now? -

| {% Cancel|

Note:

The management level (port 1) must have a different subnet address
than the control level (port 2 to port 4) to clearly identify the belonging of
the port to the Ethernet interface.

Endpoint URL

The Endpoint URL is displayed in the Management Level and in
the Control Level. The endpoint URL is generated by the IBH Link
UA based on the settings. The endpoint URL consists of the
protocol: // hostname: port.

< Eanagement Level = Control Level

Metwork Configuration

Endpoint URL opc.tcp:/iTest_001037:43010
or opc.tcp:/i192.166.110.49:48010

Management Level Control Level

Metwork Configuration

Endpoint URL opc.tcpfTest 001037:43010
or opc.tcp:f192.166.1.14:48010

This Endpoint URL is required to set an OPC UA client.
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1.4 Time setting's browser window
For the correct allocation of certificates, the date and time of the IBH
Link UA must correspond exactly to the actual values.

The date and time can be entered manually or automatically via the
time server.

Two-timeservers are already specified.

& hitp/1921681.14/7 =/dste O = & f & IBH Link U - Tirne settings %

% M OPC server is unning Logout | Update password

Set date and time

Show time in UTC O
Time 11:16:02 @ enter)
: - April hd 2017
Time settings - L >
.................................. Mon | Tue |Wed| Thu | Fri | Sat | Sun

1 2

10|11 |12 [ 13 | 14| 15 | 16

24 | 25 | 26 | 27 | 2B | 29 | 30

Time Server settings
Get time from NTP server )

NTP Server #1 0.pool.ntp.org

NTP Server #2 1.pool.ntp.org

NTP Server #3 . : ; ; ; ; - e

R — (ppdcpn
i ntpde -pn output:

Apply | Revert | Show NTP status |

remote local st poll reach delay cffset disp

softec *82.100.2468.10 192.168.110.55 2 64 1 0.03023 -0.001038 0.43330
www ibhsofteccom  Contact Wik | =37.5B.57.238 192.168.110.55 2 64 1 0.03052 -0.001592 0.66162

Clicking on NTP status displays the status of the transmitting time
servers with their IP address.

Note:

The date and time must be set correctly, since OPC UA works
with time stamps.

Certificates lose their validity in case of incorrect time
comparison.

A correct time for communication between server and client is, therefore,
very important.

I ————————
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IBH Link UA: Setup

Chapter 1

1.5 System browser window

The system browser window lists information about the IBH Link UA.

The configuration of the IBH Link UA can be saved in a file. This file
may be used to restore the configuration later.

From this window, the download and transferred of new firmware for
the IBH Link UA can be initiated. The IBH Link UA can be restarted
and OPC UA options can be specified.

B http 1021681147 = /hack O ~ ¢

&2 IBH Link U - System

LSy M
Faalu™ A

ww.ibhsoftec.com

OPC server is unning

Logout

Update password

System
Device information

Firmware IBH Link UA V3.03 Feb 14 2017 12:04:22
Version

Serial number 1037

HW revision 110

Board ID 201400000000000211

MAC address  68-CS9-0B-88-9E-C9

CPU load (%) 3.6
Memory usage 8.7

(%)

Temperature (* 37.5
c)

VAUX2 3.30v
V3_3D 3.23v
V1_2SWITCH 1.24V
VBAT 5V 507V
VIN_24 17.86V

Backup and Restore settings

Configuration file

Restore

Backup

Firmware Update:
Select firmware File

Upload Firmware

Restart IBH Link UA
Reboot

OPC UA options

Build structure variables

Update Source Timestamp
only on change

Apply

lBHsoftec

Wiki

Contact

Browse...

Upload Configuration
Download

Upload Firmware
Reboot

O

O

Configuration file to restore
previously saved seftings. Typically
the file name is ibhlinkua-

settings xml

After downloading the configuration
file ibhlinkua-settings xml, it is
possible to perform a firmware
update.

Firmware file to perform an update
Typically the file name is fir-
update-vX3O tar.

Restarts the device. All
communication with PLCs and
OPC UA Clients will be interrupted
Click only, if you are absolutely
sure

Build structure variables. It will
require more memeory ! Setting is
applied when you restart

The source timestamp will not be
refreshed on every successful
read. Instead, only a value change
on the controller will refresh the
timestamp.

IBH Link UA

embedded OPC UA server |/ client

IBH Link UA Training
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Saving the IBH Link UA configuration

Click on the button Download and select Save As
from the open dialog box.

€__Backup and Restore settings >

Configuration file Browse. . Configuration file to restore
previously saved settings.
Typically the file name is
ibhlinkua-settings.xml.

Download

Restore Upload Configurati0n|

Download After downloading the

{open | select) configuration file ibhlinkua-

sible
Do you want to open or save ibhlinkua-settings.oml from 192.168.1.147 Open Cancel B
Sawe
Sawe as

Save and open

Specify the path and filename in the Save As dialog box and confirm
by clicking Save.

LN » This PC % PLC Projects (&) » [BH Link U4 v | Search IBH Link LA, P
Organize « Mew folder B= - 9'
“ gm PLC Projects (&) 2 Marme Date modified Type Size
IBH Link LA, @ ibhlinkua-settings.aml /972017 837 PM XML Document 15 KB
Systern Wolume Information allready saved
configuration
LB 4 >
File name: | ibhlinkua-settingsxml @ may be modified -
Save as type: | XML Document (*xml) ~
{confirm
A Hide Folders Cancel

This procedure saves the existing settings.

Restore the IBH Link UA configuration
An already saved configuration can be restored.

Backup and Restore settings
Configuration file

Click the Browse button.

Configuration file to restore previously
saved seftings. Typically the file name iz
ibhlinkua-settings xml.

Browse...

TTi Trans Tech International® 2019 IBH Link UA Training
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The Select file to Upload dialog box opens.

/£ ChooseFileto Upload

« - P » This PC » PLC Projects (&3 » [BH Link U&, w O Search IBH Link UA, »

Organize ~ New folder == @
- PLC Projects (40 e Marme . Date rmodified Type Size
Ml Lial L% @ ibhlinkua-settings sl 00.04.2017 18:37 HML Docurnent 15 KB
< mark’
v o< >
File name: | ibhlinkua-settingz.xml @) is inserted v| Custam Files (*xml) i
<W Cancel

Close the Choose File to Upload dialog box and click the Upload
Configuration button.

Backup and Restore settings
Configuration file AMBH Link UAlibhlinkua-settings. xml,  Browse... | Configuration file to restore previously
saved settings. Typically the file name is

is inserted
ibhlinkua-settings.xml.

After a configuration file to restore the settings has been selected,
Restore Upload Configuration ‘ it must be uploaded, before it's contents can be applied.

Backup Download km After downloading the configurafion file
ibhlinkua-settings.xml, it is possible to
perform a firmware update.

The successful restore of the configuration is displayed.

Backup and Restore settings

Configuration file 0%

Firmware Update
From the IBHsoftec home page download the firmware for the
IBH Link UA.

LN I5H https/fuwibhsoftec.com/e © = @ & |l IBH 1BH Link UA - The latest Fir...

llllIBHSoften

» Contact 4 Your basketis empty. =8 £

H Homepage » Download »IBH Link UA
lomepage

[ About us IBH Link UA
* Products
# Support select Description Download Link
=] Download‘-
1 S5/S7 for Windows IBH Link UA IBH Link UA Firmware V3.04
) IBH OPC UA Server/Client L
1 IBH OPC Server Administration via web : Documentation / Wiki ‘Slick>
) SoftPLC S7
[ SoftPLC S5 Samples
CJIBHNet /IBH Link__
1 1BH Link UAECEK)
() USB-S7 Adapter
 IBH USB-S5 Adapter Display per page | 30[] Sortby Relevance [v]
L) §7-PCI315 v
[0 87-CX315 / S7T-CX317

IBH Link UA Training TTi Trans Tech International® 2019
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Click the Download button to save the current configuration of the
existing firmware.

Restore Upload Cenfiguration After downloading the configuration file

Backup Download ibhlinkua-settings.xml, it is possible to
perform a firnware update.

After downloading the configuration file ibhlinkua-settingsxml, it
is possible to perform a firmware update.

Click on the Browse button to select the firmware file * .tar for
uploading

£ ChooseFileto Upload

“ v A * » This PC » Downloads w O Search Downloads el
Organize « Mew folder =~ [ 0
[ This PC “ MName Date mod\i;‘ied Type Size ~
} Desktop fw-update-v30d.tar 04.05.2017 1&31 tar Archive 42120 KB
Documents fw-update-v303.tar 22.04.2017 12:56 tar Archive 42120 KB
- Downloads
v v
File name: | fiv-update-w30d.tar v| Custom Files {*.tar w
( Cancel

The firmware file *.tar is displayed in the IBH Link UA browser
window.

Firmware Update:
Select firmware File  C:\Users'\Pete\Downloads\fw-update-v304.tar| Browse... | Firmware file to perform an update. Typically

the file name is fw-update-vXXOK tar.
Upload Firmware Upload Firmware

Click the Upload Firmware button to load the new firmware into the
IBH Link UA. The new firmware is not yet accepted (updated).

The progress of loading the firmware update is displayed.

Firmware Update:

Select firmware File 3%

Click the button Apply new firmware and reboot and confirm the
information about the firmware update. Apply new firmware and reboot |

Important information about the firmware download

i Updating the firmware can take up to 2 Minutes. Do not remove power from the IBH Link UA during that time. |

The LEDs show the current update step. After the LEDs return to normal operation the process has finished.

Update firmware now? {confirm |
|
Cancel | |

TTi Trans Tech International® 2019 IBH Link UA Training
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Upload Firmware (Update)

The loading / updating of the firmware is indicated in the upper-right
corner of the browser window.

If the LEDs show normal operation, the browser window of the
IBH Link UA must be reopened and the firmware updates is
completed.

In normal operation, the RUN LED is lit,
the SYS LED flashes and the LED's
Status and Error are off.

L SRl 5! http://192.168.1.14/2_=/back O = & | B |BH Link UA - System

% F OPC server is running Logout | Update password ~
System

Device information
e ™ Firmware IBH Link UA V3.04 Apr 3 2017 134520
Versioh
------------ Serial number 1037
HW revision 1.1.0 [
Board ID 201400000000000211 ‘6%0 w‘*‘f
MAC address 68-C9-0B-88-9E-C9 i
CPU load (%) 4.5
............ Memory usage8.8 PRy
(%)

(CERTIFIED

1.6 IBH Link UA default factory configuration

The button to reset the software to
the default factory configuration is
located on the printed side of the
IBH Link UA, behind the middle
ventilation slot below the QR code.
The reset procedure reset the IBH
Link UA is to the default factory
configuration with the current
firmware loaded into the device.

Procedure:

* Power down the IBH Link UA Reset Button
* Press and hold the reset button
» Power up the IBH Link UA
» Wait until all four LEDs turn red and go off again

* Release the reset button
I —————————
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1.7 Open the Wiki

IBHsoftec GmbH maintains a WIKI site on the Internet. An extra
section for the IBH Link UA is provided. Here the use of the
IBH Link UA is described in detalil.

If your PC is connected to the Internet, the WIKI page can be directly
called from the IBH Link UA.

(= htbp /192.168.1.04/7 =/netw O = & | (& BH Link U& - Network

EE; m OPC server is running Logout | Update password

Network Management Level Control Level
"""""""""""""""""""""""""" Metwork Configuration
................................................. Endpoint URL opc.tep:/fibhlinkua_001037:48010
or opc.tcp:/(192.168.110.55:48010
DHCP )
IP address 192.168.110.55
Subnet mask 255.255.255.0

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Global System Configuration

Hostname ibhlinkua_001037
................................................. Port 18010
_________________________________________________ Default gateway 192.168.110.1

Nameserver 1 192.168.110.1
-------------------------------------- Mameserver 2

Apply | Revert |

INBHsoftec @ erunkua
=PC UA

www.ibhsoftec.com Contact Wiki

‘ https://wiki.ibhsoftec.com/en/Main_Page#|BH_Link_UA

LSl B https: ik ibhsoftecc.. O - @ € 172 1BH |BH;0fte c Wiki English
IBH Link UA ~
IBH Link UA &
+ Description

Startup operations

Configuration with TIA Portal

Configuration with STEP7

Consistent Reading/\Writing arrays and structures
Loading multible projects into the 1BH Link UA
Configuration with IBH OPC Editor

Logos Configuration with IBH OPC Editor
Variable Syntax

Client functions

Integrated 37 SoftPLC

IBH Link UA with WinCC 7

Technical data

Reset button

v

I ————————
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1.8 Certificates

To establish a connection between an OPC UA client and an OPC
UA server, security settings must be performed.

The IBH Link UA has a certificate management to enable a secure
communication defined by OPC UA (SecureChannel). A web
browser is used to configure the security levels and manages the

certificates.

The mechanisms defined by the OPC Foundation are used as a
base. OPC UA Security includes authentication and authorization,
encryption and data integrity by signing. This allows the control
system to be protected against uncontrolled access via a higher-level

system.

In the IBH Link UA Browser Security window, the security levels
offered by OPC UA are listed for selection.

(& http://192.168.1.14/7 =fsec0 O = & | & IBH Link U - Security

% F OPC server is running Logout | Update password |

Security
----------- [¢] None (not recommended)
Security ¥ Basic128Rsa1b
"""""" Basic256 are listed
........... [] Basic2565ha2h6
Permit Anonymous Access without User
"""""" Authentication

Integrated Client

Download
........... [[]Forbid project download with STEP®T or TIA Portal

Firewall
[[]Permit only OPC UA on Management Level

Webconfiguration
Permit HTTP access for the Webconfiguration
[1Use custom Certificates

Start creating new Keys

ﬂ Revert
liNBHseftec

www.ibhsoftec com Contact Wiki

[/] Permit connecting to a Server if the hostname in the certificate does not match

Sign
Sign and Encrypt
Sign + Sign and Encrypt

|Sign + Sign and Encrypt W,
[Sign + Sign and Encrypt | {open!sslect}
(Default = On)

Upload Server Certificate

Generate new Keys

IBH Link UA

embeadded OPC UA sarver / cliant

The security configuration of the server is requested by the client via
the SecureChannel to set up the communication channel. This
guarantees the security (confidentiality) and integrity of the

transferred messages.

IBH Link UA Training
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Note:

For non-trusted third parties, it is difficult or nearly impossible to read the
contents of Encrypted messages exchanged between the OPC client and
the OPC server.

Security
Security
N ded Sign
[v| None (not recommended) Sign and Encrypt
Basic128Rsal5 Sign + Sign and Encrypt
Basic256 are listed |Sign + Sign and Encrypt v
lv| Basic2565ha256 |Sign + Sign and Encrypt v| {open | select )
Permit Anonymous Access without User (Default = On)
Authentication

Security Configuration of the Server (Security Modes)

The different encryption levels:

None (not recommended) No encryption

Basic1l28Rsal5 128 bit encryption
Basic256 256 bit encryption
Basic256Sha256 256 bit encryption

Permit anonymous access without user authentication
(Default = On)

The IBH Link UA supports the level Sign and Sign and Encrypt

None No security level, fastest data transfer.
The message is not secured.

Sign The messages contain safety signs.

The message is signed with the corresponding Private Key of the
Application Instance Certificate of the OPC UA client. Signed
messages can detect whether a received message has been
manipulated by an untrustworthy third party.

Sign and Encrypt The messages contain security identifiers and
are encrypted.

The message is also encrypted with the Public Key of the
Application Instance Certificate of the OPC server.

The anonymous access, without user authentication, is allowed by

default and can be disabled.

I ————————
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Integrated client

Integrated Client
[ Permit connecting to a Server if the hostname in the certificate does not match

It is preferred to use a hostname to connect to a server. If no DHCP
server is available, no hostname is available.

If the option is enabled, the absolute IP address can be used to
connect to the server.

Download
Download
[| Forbid project download with STEP®7 or TIA Portal

Downloading STEP® 7 or TIA Portal projects can be disabled.

Firewall

Firewall
[ ] Permit only OPC UA on Management Level

The firewall can be instructed to allow OPC UA connections on the
management level only.

Web Configuration

Webconfiguration

Permit HTTP access for the Webconfiguration

[ ]Use custom Certificates Upload Server Certificate
Start creating new Keys Generate new Keys

If the access to the configuration of the IBH Link UA via a secure
transport encryption (HyperText Transfer Protocol Secure —
HTTPS) is only permitted, the option Allow HTTP access to the
web configuration must be disabled.

Every IBH Link UA had the same parameter set for negotiating the
keys for encryption. This normally causes no problems. However, it is
possible to create a new parameter set for the encryption.

Note:
The generation of a parameter set for negotiating keys for encryption

may take several hours.

I —————————
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2 Unified Automation UaExpert - The OPC Unified
Architecture Client

To demonstrate the work of the IBH Link UA, it is helpful to have an
OPC client program running on the PC. It is recommended to use the
OPC UA client program UaExpert from Unified Automation.

This can be downloaded via:

http://www.unified-automation.com
Free download requires Unified Automation registration.

{5 httpsi/usw.unified-a.. O ~ @ & (B Home - Unified Automation %

>Contact »Sitemap

7 https:/fonvunified-a., O~ @ C

L':':' Autogllgggg

Home | Solutions ‘ Products ‘ Services ‘ Downloads ‘ Support ‘ Partners ‘

© Downloads Unified Automation Downloads

©n this page you will find |atest downloads and decumentation. All content is offered free
© Documentation of charge, however if you download or install software from this page you automatically
accept the Unified Automation Software License Agreement (SLA). The use of Software
and Information is granted as described under “Evaluation License”. Al rights reserved
© OPC UA Development by Unified Automation GmbH

© OPC UA Clients.

© OPC UA Servers The Software and Information available on this page is for evaluation purpose only. It is
provided "AS IS with no warranty of any kind, including the warranty of design,

© Webinars. merchantability and fitness for a particular purpose.

To access the download links you must register at the Unified Automation web site and

O Login you must activate your account.
By and/or i ion you accept the conditions in the Software
User login License Agreement.

Download Categories

O Register ~ | Documentation

In this section you can find different documentation and technical information.

Not a member vet? Click here to )
5 | OPCUA Clients
register. &

(7 https:/ /v unified-autormation.c.. O - @ ©

ﬂ UnifiEd H >Contact > Sitemap
U Automation g B

Home | Solutions ‘ Products ‘ Services ‘ Downloads ‘ Support ‘ Partners ‘

© Downloads OPC UA Clients - Downloads

© Documentation UaExpertMobile for Android v1.1.0 UaExpert v1.4.4

© OPC UA Clients Category: OPC UA Clients Category: OPC UA Clients
© OPC UA Development Release Date: 2015-12-14 Release Date: 2017-02-28

UaExpertMobile i the mobile edition of our
popular OPC UA Client and requires at least
© Webinars Android 2.3.x.

UaExpert is a full-featured OPC UA Client which
is capable of several OPC UA Profiles and
features.

© OPC UA Servers

Please login first Please login first

O Login

You have logged out.
Username/E-mail
Password:

Login

Forgot your password?

O Register

Not a member yet? Click here to
register.

© Unified Automation Gmbti - All rights reserved.

>>Imprint > Privacy Policy v

TTI Trans Tech International® 2019 IBH Link UA Training
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Starting UaExpert

After download and installation of the software, a
UaExpert icon double-click starts the program.

Several presets are to be made and confirmed. WS i

™ Welcome to the UaExpert Initial Application Setup

When starting UaExpert for the first time, you have to create an application

WV instance certificate to identify your installation.

This is needed to use OPC Unified Architecture security, UA security allows you to
authenticate your application as well as to use encryption and digital signatures
to protect your communication,

Press OK to generate your personal X309 application instance certificate and the

corresponding RSA keys, (Confirm

" New Application Instance Certificate

Subject:
Common Name: | UaExpert@TTI-RED-WIN10-6 | w
Organization: |'|T| = | 4
=]
Organization Unit: | o | b4
[=9
Locality: | E | b4
State: | | 88
Country: |DE | 4
{Two letter code, e.g. DE, US, ...)
OPC UA Information
Application URI: | urn:TTI-RED-WIN10-6:UnifiedAutomation:UaExpert L 4
R TTI-RED-WIN10-6 +
&
-
IP Addresses: P
8
Certificate Settings
RSA Key Strength: | 2048 bits | Signature Algorithm: |Sha256 « | Certificate Validity: |5 Years
[] Password protect private key
Password: 4
Password (repeat):
(repeat) = ®8
Cancel

Automatic Update Settings

If desired, UaExpert can check for updates in regular intervals. Below you can configure if and
when UaExpert should check if updates are available. These settings can be modified later at
'Settings - Configure UaExpert...".

UaExpert will NEVER send or collect any information about your usage.

‘You can also check for updates manually by dicking ‘Help -» Check for Updates...".
Automatically check for Updates

Update Interval: 7 days > |

(confirm

IBH Link UA Training TTI Trans Tech International® 2019
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After confirming the Features, the UaExpert program window opens.
All necessary tools to establish a connection to an OPC UA server

(IBH Link UA) to display the security options and the transferred data
are available.

Eile View Server Document Settings Help

DB Pl # = X SN
Project & X | Data Access View 0. Attributes

4 [ Project E Server Nodeld Display Name | 2 [&) &
[ Servers Attribute
4 [1 Documents |

[0 Data Access View

References f X

|| &l @ Forward ~ (4]

Reference Target DisplayName

2.1 Establishing a connection to the IBH Link UA

Several steps are necessary to establish the connection between an
OPC UA client and an OPC UA server. The connection is only
possible if the server and the client have identical certificates.

PC with the
Unified Automation IBH Link UA
UaExpert software connected with a
OPC UA Client OpenSecureChannel Requests SIMATIC PLC

Endpoint URL

[Client Collateral|
OpenSecureChannel Reply
s [Server Collateral|

OPC UA Client OPC UA Server

[Client and Server Collateral Client and Server Collatera|

N d

Encryption is used for
transmission

To establish a connection to the IBH Link UA, the Endpoint URL,
from the IBH Link UA browser window Network / Control Level
must be entered.

TTI Trans Tech International® 2019 IBH Link UA Training
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Preferably, the Endpoint URL with the hostname should be used to
enable the client to validate the names of the endpoints and the
names in the certificate.

Since no DNS server is available in the workshop, the absolute IP
address is used as an exception.

In this case, the absolute Endpoint URL is copied from the browser
window to the clipboard.

(& hitpy//192.168.1.14/7 =/netv O = & | E 1BH Link LA - Netwark

> " .
,5""-:,; m OPC server is running Logout | Update password |
Management Level ( Control Level )

Metwork Configuration
Endpoint URL opc.tep:/fibhlinkua 001037:48010
or opc.tcp:ii192.168.1.14:48010]

Copy and
transfer

DHCP [l
IP address 192.168.1.14
Subnet mask 255.255.255.0

Global System Configuration
Hostname |ibh|ir1kua_0|]‘11)3?r |

Clicking the Plus icon opens the AddServer dialog box. g

Eile View Server Documenf_ Settings Help
DeBEE(+)r o XL B H w

Project ThickData Access View € Atiributes g X
4 [A Project A = Server MeodeId Display Mame "__I By L]
3 Servers -
4 f1 Documents
|[J Data Access View

Configuration Name

Discovery Advanced

Address Space 1 Endpoint Filter: [No Filter

2, Local
4 % Local Network
[ t_;} Microsoft Terminal Services
[ g Microsoft Windows Network
I & Web Client Network
4 % Custom Discovery
|4k < Double click to Add Server... >
() Recently Used

Authentication Settings

@ Anonymous
Enter the Url of a computer with discovery service running:

_\ Username bopc. top:/J} . enter IBH Link UA Endpoint URL

Password [ aK

_ Certificate

- Private Key

Connect Automatically

I —————————
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A double-click on |+ -
<Double click to Add < Double click to Add Server... =

Server ...> opens the Enter URL dialog box.

Here the Endpoint URL from the IBH Link UA browser window
Network / Control Level must be entered.

Preferably, the Endpoint URL with the hostname should be used to
enable the client to validate the names of the endpoints and the
names in the certificate.

Endpoint URL copied and transferred to the Enter URL dialog box.

Enter the Url of a computer with discovery service running:

opc.tcp://192.168.1.14:48010

O |wmoncice

The Endpoint URL has been accepted and is displayed in the
AddServer dialog box.

Configuration MName

Discovery | Advanced

Endpoint Filter: |No Filter

1 Local

4 % Local Metwork
+ &8 Microsoft Terminal Services
- &8 Microsoft Windows Network
- &8 Web Client Network

L e Custom Discovery

- Aep://192.168.1.14:48010
opctep//l was added

{-) Recently Used

Authentication Settings

TTI Trans Tech International® 2019 IBH Link UA Training
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A double click on ¥ IBHLinkUA@ibhlinkua-001037 (opc.tcp)
IBHLinkUA @ ibhlinkua_001416 (opc.tcp) opens a message
stating that the requested URL Endpoint hosthame does not match
the returned URL endpoint hostname. This is clear because the
requested URL endpoint was an absolute address and a symbolic
address was returned.

" Replaced Hostname

The hostname of the discovery URL used to call GetEndpoints (ibhlinkua_001037)
was replaced by the hostname used to call FindServers (192.168.1.14),
Do you also want to replace the hostnames of the EndpointURLs with this

hostname? (@

Yes Mo

By confirming the message, the security levels marked in the IBH
Link UA browser window Security / Security are listed.

»  Add Server

Configuration Mame | IEHLinkUA @ibhlinkua_001037 - None - Mone {uatcp-uasc-uabinary)

Discavery Advanced

Endpoint Filter: | Mo Filter -

hd e Local Metwork A
> E_ﬁ' Microsoft Windows Metwork
> ’Q Microsoft Terminal Services
> 2 Web Client Network
v &% Custom Discovery
Gi < Double click to Add Server.., >, connection to the absolute IP address

; [ ope.tep://192.168.1.14:48010 ]‘

T Q[EHLinkUA@ibminkua_mma?(opc.tqi:'
pu

down

returned hostname in the endpoint

a Mone - Mone (uatcp-uasc-uabinary)-#= marked safety level

[ Basic128Rsal3 - Sign (uatcp-uasc-uabinary)

(.} Basic128Rsal3 - Sign & Encrypt (uatcp-uasc-uabinary)

(Y Basic256 - Sign (uatcp-uasc-uabinary)

() Basic236 - Sign & Encrypt (uatcp-uasc-uabinary)

() Basic2365ha236 - Sign (uatcp-uasc-uabinary]

(Y Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)

() Recently Used v

Authentication Settings
@ Anonymous

Username

Password Store

Certificate

Private Key

[] Connect Automatically

Corcel

Clicking the listed security | g4 None - None (uatcp-uasc-uabinary) |
level None (uatcp-uasc-uabinary) in the AddServer dialog box sets

the security level and the AddServer dialog box is closed.
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The connected server with the defined security level is displayed in

the opened UaExpert program window.

Unified Autemation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Decument Settings Help

PEOBE =2 x4~ R | <
ect

[x]

Proj _ & X Data Access View
- chick } Connect Server
~ [1 Project 2 Server  Modeld

v [1 Servers
@ IBHLinkUA@ibhlinkua-001037 - None - None (uatcp-uasc-uabinary)
~ [1 Documents
[0 Data Access View

Address Space [

Display Name

Clicking Connect Server opens the dialog box to accept the
OPC UA server certificate.

Dialog box for accepting the OPC UA server certificate

Certificate Validation

validating the certificate of server 'TBHLinkUA@ibhlinkua_001416 returned an error:

0 | BadCertificateUntrusted |

Certificate Chain

MName Trust Status
‘ﬂ IBHLinkUA@ibhlinkua 001416 Untrusted

Certificate Details

Common Name IBHLinkUA@ibhlinkua_001416
Organization Organization
OrganizationUnit Unit

Locality LecationMName

State

Country DE

DomainComponent  ibhlinkua_001416

Issuer

Common Name IBHLinkUA@ibhlinkua_001416

Organization Organization

OrganizationUnit Unit

Locality LecationMName

State

Country DE

DomainComponent  ibhlinkua_001416
Validity

Valid From Do 10. Mrz 13:58:38 2016

Valid To Di 9. Mrz 13:58:38 2021
Info

Serial Number S6E16FTE

Signature Algorithm  RSA-SHA256

Cipher Strength RSA (2048 bit)

Thumbprint (SHA1)  DEOB4A42CE2D85950D31440F4812A01EB2EB6188

URD urn:ibhlinkua_001416:[BHsoftec:IBHLinkUA
IPAddresses

DMSNames ibhlinkua_001416

BasicConstraints CA:FALSE

SubjectKeyldentifier  9E:62:C3:13:B2:71:1 E:CCEB:FD:EC:OATA:25:6E:08:88:28:45:29

keyid:9E:62:C3:13:B2: 7L E: CCEB:FD:EC:0A:1 A:25:6E:98:88:28:45:29

AuthorityKeyldentifier oy o0 /DCoibhlinkua_001416/C=DE/L =LocationName/O=Organization...

KeyUsage Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, ...
ExtendedKeyUsage  TLS Web Server Authentication, TLS Web Client Authentication

confirm
{Trust Server Certificate
[] Accept the server certificate tempararily for this session Continue

O

Click the Trust Server Certificate button to [Trust Sarver cerﬁﬁate]

confirm the selected certificate.
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The IBH Link UA confirmed server certificate is displayed.

' . The certificate of server TBHLinkUA@ibhlinkua_001416' was validated successfully.

v

Certificate Chain

Marme

Trust Status

A& [BHLinkUA@ibhlinkua_001416 Trusted

Certificate Details

Subject
Common Mame
Crganization
OrganizationUnit
Locality
State
Country
DomainComponent

Common Name
Crganization
OrganizationUnit
Locality
State
Country
DomainComponent
Validity
Valid From
Yalid To
Info
Serial Mumber
Signature Algorithm
Cipher Strength
Thumbprint (SHAL)

LRI
IPAddresses

DMSMames

BasicConstraints
Subjectkeyldentifier

AuthorityKeyldentifier

KeyUsage
ExtendedKeyllsage

IEHLinkUA@ibhlinkua_001416
Crrganization

Unit

LocationMame

DE
ibhlinkua_001416

IEHLinkUA@ibhlinkua_001416
Crganization

Unit

LocationMame

DE
ibhlinkua_001416

Do 10, Mrz 13:58:35 2016
Di 9. Mrz 13:58:38 2021

SBELGFTE
R5A-5HA25G
R34 (2045 bit)

DEOB4A4A2CE2DE5950D0351440F4512A01 EB2EBE1EE

urrzibhlinkua_001416:1BH=oftec:IBHLInkUA

ibhlinkua_001416

CA:FALSE

9E:62:C313:B2: 711 ECCERFDEC:0A:1 A2 5:6E:08:88: 28:45:29

keyid:9E:62:C3:13:B2: 711 E:CCEB:FDEC:0A1 A:25:6E:08:88:28:45:29
DirMame:/DC=ibhlinkua_001416/C=DE/L=LocationMarme/C0=0rganization/...

Digital Signature, Nen Repudiation, Key Encipherment, Data Encipherment, ...
TLS Web Server Authentication, TLS Web Client Authentication

Accept the server certificate temporarily for this session

Clicking the Continue button closes the dialog box.

IBH Link UA Training
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AddressSpace in the UaExpert program window, displays
information about the connected server. Pull down Server /
Hardware to list the information from the IBH Link UA browser

window System.

Drag & drop an information (for example, VIN_24) into the Data

AccessViewer window. Details of VIN_24 (voltage supply of the IBH
Link UA) are displayed. With drag & drop any number of information
can be pulled from the AddressSpace window into the DataAccess
Viewer window to show details.

File View Server Document Settings Help
DEBPE #=° X402 @K <
IProject & x(  Data Access Vien © |attributes & X
+ [ Project 2 Server Node Id Display Name Value Dotatype  jource Timestamy server Timestamp  Statuscode | 47 [ B [+]
4 (3 servers 1 BHLinkUA@b... NSEINumericl6036 BoardID 20140000000000... Ulnt64 22500687 220520687 Attribute Value A
2, IBHLinkUA@ibhlinkua 001416 - (|2 IBHLIkUA®ib.. NS6[Numericls035 HW revision 110 tring 223524450 22:25:24450 T
. u Documents 3 IBHLinkUA@ib... , NS6|Numeric] 16015 VIN_24 16.2408130402 Double 22:25:35986 22:25:35.986 4 Nodeld MNedeld |
Namespacelndex 6 E
3 Data Access View P IdentifierType Humeric
g 5 Identifier 6015 W
NodeClass Variable
[Address Space 8 x BrowseName 6, "VIN 24"
£ |No ighight - DisplayName VN4
oot = Description
FEETT T WriteMask 0
UserWriteMasic 0
4 Value 2
> &% DeviceSet O = J S
=t
References & X
7 Auditing || gl B |Forward ~
> & Client Reference Target DisplayName
E’”S HasTypeDefiniti.. AnalogltemType
HasProperty ~ EURange
» &) BoardID HasProperty  EngineeringUnits
» @ CPU_Load
> 4@ DeviceTemperature
> € HW_revision
» @@ Memoryload L4
> 4@ Serial number
> ) V12SWITCH
> 4@ V33D
> @ VAUX2
> 48 VBA
ST E—
b o Histor
@ NamespaceArray
> % ResendData ~ L L D

IBH Link UA browser window System

The following information are displayed in the Address Space
window.

Bl © hitp:/192.168.1.14/7 =/bach O = & | & IBH Link UA - Systern

Logout | Update password

Device information
Firmware IBH Link UA V3.05 May 9 2017 14:08:07
Version

Serial number 1037

HW revision  1.1.0

Board ID 201400000000000211

MAC address 68-C9-0B-88-9E-C9

CPU load (%) 3.6

Memory usage 9.3

(%)
""""""""""""""""""""""""""" Temperature (* 38.5

C)
.................................................. VAUX2 330V
.................................................. V3_3 D 3 - 23V

VI_2SWITCH 1.24V

.................................................. BAT! 0
VIN_24 17.86V

Backup and Restore settings

Configuration file

Browse...

~
Q,
61“"¢U\1|a\.\"“k
Fouwd T 29
Configuration file to
restore previously >
saved seftings.

TTI
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2.2 Encrypted connection to the IBH Link UA

Click the Plus icon in the Unified Automation UaExpert window 1
to open the AddServer dialog box.

A double-click on ¥ IBHLinkUA@ibhlinkua-001037 (opc.tcp)
IBHLinkUA@ibhlinkua_ 001416 (opc.tcp) displays a message to
indicate that the requested URL endpoint hostname does not match
the returned URL endpoint hostname.

This is understandable since the requested Endpoint URL had an
absolute address and a symbolic address was returned

" Replaced Hostname

The hostname of the discovery URL used to call GetEndpoints (ibhlinkua-001037)
was replaced by the hostname used to call FindServers (192,168.1.14).

Do you also want to replace the hostnames of the EndpointURLs with this
hostname?

{confirm

Yes Mo

Confirming this message to display the security levels marked in the
IBH Link UA Browser Window Security / Security.

»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

File View Server Document Settings Help
De B P & = 0 X 9 R | <
Project : ata Arre g X
v [ Project [+]
3 Sservers +  Add Server
v [A Documents
[ Data Access Configuration Mame |1Iinkua_00103? - Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary) |
Discovery  Advanced
Endpoint Filter: | Mo Filter -
2, Local A
v % Local Network
£ Microsoft Terminal Services
g_) Microsoft Windows Metwork
£ Web Client Network
v 8 Custom Discovery
4 < Double click to Add Server... »
Address Space v‘ ), opcitep://192.168.1.14:43010 g x
@) . v’g IBHLinkUA@ibhlinkua_001037 (opc.tep) ad v [+]
dp:ywn @i None - None (uatcp-uasc-uabinary) rget DisplayName
|} Basic128Rsal5 - Sign (uatcp-uasc-uabinary)
|} Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
() Basic236 - Sign (uatcp-uasc-uabinary)
|} Basic236 - Sign & Encrypt (uatcp-uasc-uabinary)
@oubleclick () Basic2565ha236 - Sign (uatcp-uasc-uabinary)
() Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
v () Recently Used
i [BH Link UA v
Authentication Settings
@ Anonymous
Username
Log Password Store g x
8D
; Certificate
Timestamp Source &
24,08.2016 12:37... UaExpert Private Key
24,08.2016 12:37... UaExpert
24.08.2016 12:37... UaExpert )
24.02.2016 12:37... UsExpert | B Comnect Automatically
24.08.2016 12:37... UaExpert Cancel
v
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Desired encrypted connection

In the AddServer dialog box double-click the desired encrypted
connection.

v O opctep://192.168.1.14:48010
v J IBHLinkUA@ibhlinkua-001037 (opc.tcp)
@ None - None (uatcp-uasc-uabinary)
(4 Basic128Rsal5 - Sign (uatcp-uasc-uabinary)
(4 Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
(4 Basic256 - Sign (uatcp-uasc-uabinary)
(4 Basic256 - Sign & Encrypt (uatcp-uasc-uabinary)
4 Basic2 il =uascouabi
L4 Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary) >

The Add Server dialog box is closed, and the selected encrypted
connection is displayed under Project / Servers in the Unified
Automation UaExpert window.

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”

File View Server Document Settings Help

PBBO =0 x4l B K|

Project B X Data Access View
v [ Project £ Server Modeld Dis
hd El Servers

2y IBHLinkUA@ibhlinkua-001037 - Nene - None (uatcp-uasc-uabinary)
Q IBHLinkUA®@ibhlinkua-001037 - Basic2565ha236 - Sign & Encrypt (uatcp-uasc-uabinary)

v [A Documents
[3 Data Access View @q IBHLinkUA@ibhlinkua-001037 - Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary) |
il

Clicking Connect Server opens the dialog box to O

accept the OPC UA server certificate.
{ Connect Server]
The connection to the OPC UA server cannot be established jet.

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File VWiew Server Document Settings Help
D BBEQ + =0 XK B R w
Praject ok & X Data Access View (]
v [3 Project Connect Server % Server Nodeld 1
v [A Servers
2y IBHLinkUA®ibhlinkua-001037 - Mone - None (uatcp-uasc-uabinary)
Q IBHLinkUA®@ibhlinkua-001037,- Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
v [1 Documents k
n Data Accesz View desired encrypted connection
Address Space g X
‘ < >
Log g X
8 B connection not established
Timestamp Source Server Message 2
2201.2017 1&54... Server Node IBHLinkUA@ib. onnecting failed with error 'BadSecurityChecksFailed’
22.01.2017 1&:54... Server Node IBHLinkUA®ib... Error 'BadSecur returned during OpenSecureChannel
22.01.2017 1&54... Server Node IBHLinkUA@ib... ApplicationUri: 'urn:ibhlinkua-001037:[BHsoftecBHLinkUA v

I ————————
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Create a new certificate in the IBH Link UA

In the IBH Link UA a certificate for the OPC Client (UaExpert@TTI-
Yellow) must be created to establish an encrypted connection.

& httpi//192.168.1.14/7_=/certificate L~ &) & IBH Link UA - Certificates

* OPC server is running Logout | Update password

Valid From Vvalid To Organization Unit

IBH Server IBHLinkUA@ibhlinkua_001037 05/13/17 14:54:27  05/12/22 14:54:27 Organization Unit LocationName
< >

Certificates
Trust | | Reject | Delete | New Server Certificate | Uplead Server Certificate ‘ Dewnload Client Certificate ‘ ﬂ

Upload a server certificate (*.DER,*.CER) or a certificate revocation
list (".CRL) from a certificate authortity.

Clicking on New Server Certificate displays the message that all
devices must have the same time settings.

Important information about date and time settings

i Certificates will only work proper, if the clock is set correctly. Your device reports:
2017-06-1217:21:18
You should continue only, if the date and time settings are correct. Otherwise the clock should be set first.

Continue? {confirm

m Cancel

Confirming the message opens a form for the (Emor ]

new certificate. The subject fields must be g  FieldState’is empty

completed. (oM o
| New Certificate ®
| - Subject: I
| | Common Name: IBHLinkUA@ibhlinkua_001037 -
| | Organization: Organization
| | Organization Unit: Unit L :

) - completion —

| | Locality: LocationName
| | State: He
| Country: DE

(Two letter code e.g. DE,US, ..}
OPC UA Information
Application URI: urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA

| | Domain Names: ibhlinkua_001037

| |IP Addresses:

ole [ [e

Certificate Settings

RSA Key Strength: [2048 bits /| Certificate Validity: Signature algorithm: [SHA25( v

i
( Cancel
| Important information about the reboot

| i To make the Webserver use the new Server Certificate, a reboot is required. Reboot now ?

( Cancel
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Trusting the IBH Link UA Certificate

In the IBH Link UA the certificate for the encrypted connection must
be trusted.

L MECN 1 i /192,168,1,1477 =/certificate O = O fl 84 IBH Link LA - Certificates

% m OPC server is running Logout ‘ Update password ‘

IBH Server 1BHLinkUA@ibhlinkua_001037 06/12/17 16:01:42 06/11/22 16:01:42  Organization Unit

UaExpert@TTI-RED-WIN10-6  |06/12/17 11:28:36 |06/11/22 11:28:36
<

Trust| Reject ‘ Delete | Mew Server Certificate | Upload Server Ceniﬂcate| Download Client Certiﬁcate| ﬂ

Trust the selected certificate.

EH hittp192.1681.14/7 =/eertificate O~ @ | BY |BH Link UA - Certificates x

"""""""""""""""""""""""""" % OPC server is unning Logout | Update password |

-------------------------------------------------- T — T

.................................................. IBH Server IBHLinkUA@ibhlinkua_001037 06/12/17 16:01:42 06/11/22 16:01:42 Organization
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr ¢~ Trusted - UaExpert@TTI-RED-WIN10-6 06/12/17 11:28:36 06/11/2211:28:36 TTi

I <

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, encrypted connection
|||||IIIBH£ Trust |  Reject | Delete | New Server Certificate | Upload Server Certificate ‘ Download Cl

www.ibhsoftec.com

After trusting the certificate, in the UaExpert client the validation of
the certificate can take place.

* Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject™

File Wiew Server Document Settings Help

DB #=2 X% | B X =
ect

Proj - @ X Data Access View [x ]
X EHEK) Connect Server
~ [ Project #  Server Modeld [
~ [ Servers
2y IBHLinkUA®@ibhlinkua-001037 - Nene - None (uatcp-uasc-uabinary)
Q IBHLinkUA@ibhlinkua-001037 - Basic2365ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
“ [1 Documents
[1 Data Access View =
Address Space F X
L4 >
Log g X
8P
Timestamp Source Server Message )

22.01.2017 20:01... Address5paceM.. |BHLinkUA@ib... Registered for ModelChangeEvents

22.01.2017 20:01... AddressSpaceM... IBHLinkUA@ib... Unregister for ModelChangeEvents returned Good

22.01.2017 2(n01... Server Node IBHLinkUA®@ib.., Connection status of server 'IBHLinkUA@ibhlinkua-001037 - Mone - None...
22.01.2017 20:01... Server Mode IBHLinkUA®@ib... Connection status of server 'IBHLinkUA@ibhlinkua-001037 - None - None.. w

I ————————
TTI Trans Tech International® 2019 IBH Link UA Training
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The Certificate Validation dialog box to accept the OPC UA server
certificate is opened.

Validating the certificate of server 'IBHLinkUA@ibhlinkua_001416' returned an error:

e BadCertificateUntrusted

Certificate Chain

Mame

Trust Status

|k BHLinkUA@ibhlinkua 001416 Untrusted

Certificate Details

Subject
Commen Mame
Crganization
OrganizationUnit
Locality
State
Country
DomainComponent

Common Mame
Crganization
CrganizationUnit
Locality
State
Country
DomainComponent
Validity
Yalid From
Yalid To
Info
Serial Number
Signature Algorithm
Cipher Strength
Thurmbprint (SHAL)

LRI
IPAddresses

DMSMames

BazicConstraints
Subjectkeyldentifier

AuthorityKeyldentifier

Keylsage
Extendedkeylsage

I[EHLinkUA@ibhlinkua_ 001416
Organization

Unit

LocationMame

DE
ibhlinkua_001416&

[BHLinkUA@ibhlinkua_001416
Organization

Unit

LocationMame

DE
ibhlinkua_001416

Do 10, Mrz13:58:38 2016
Di 9. Mrz13:58:38 2021

SBELGFTE
R5A-5HAZ5G
R34 (2048 bit)

DEOB4A42CE2DE5A50051440F481 2A01 EBZEBG1AE

urrzibhlinkua_001418:IBH=oftecIBHLIinkUA

ibhlinkua_ 001416

CA:FALSE

QE:62:C3:13:B2 711 E:CCEBFIMEC:0 AL A2 5B E:98:88:28:45:29

keyid:9E:62:C3:13:B2:71:1 E:CC:EB: FD:EC:0 A1 A:25:6E:98:88:28:45:29
DirMame:/DC=ibhlinkua_001416/C=DE/L=LocationMame/0=0rganizaticn/...

Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, ...
TLS Web Server Authentication, TLS Web Client Authentication

[7] Accept the server certificate temporarily for this session

IBH Link UA Training

TTI

confirm
li:*[Trust SErver Cerﬁﬁmte]

Continue Cancel
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Chapter 2 Unified Automation UaExpert - The OPC Unified Architecture Client Page 2-15

Click the Trust Server Certificate button to [Trust Server Certiﬁcabe]
confirm the selected certificate.
The confirmed server certificate from the IBH Link UA is displayed

- Een =)

' . The certificate of server 'IBHLinkUA@ibhlinkua_001416' was validated successfully.

v

Certificate Chain

Marme Trust Status

A EHLinkUA@ bhlinkua_ 001416 Trusted

Certificate Details

Subject
Common Mame
Organization
OrganizationUnit
Locality
State
Country DE
DomainComponent  ibhlinkua_001416

[BHLinkUA®@ibhlinkua_001416
Organization

Unit

LocationMame

Coemmon Name
Organization
OrganizationUnit

[BHLinkUA@ibhlinkua_001416
Organization
Unit

Locality LocaticnMame

State

Country DE

DomainComponent  ibhlinkua_001416
Validity

Valid From

Yalid To
Info

Serial Number S6E16FTE

Signature Algorithm  RSA-SHAZ256

Cipher Strength R5A (2048 bit)

Thumbprint (SHA1)  DEOB4A42CE2DE5950D31440F4812A01 EBZEBG1EE

Do 10, Mrz13:58:38 2016
0i 9, Mrz13:58:38 2021

URI urnzibhlinkua_001416:1BHzofteclEHLIinkUA
IPAddresses
DMSMarmes ibhlinkua_001416

CA:FALSE

OB:62:C3:13:B2:71:1E: CCER:FIREC:0 AL A: 25:6E:08:88: 28:45:29

BasicConstraints
Subjectkeyldentifier

AuthoritvKevidentifi keyid:9E:62:C3:13: B2 711 ECCEE: FIREC:0 A1 Ax25:6E:08:88:28:45:29
uthontykeyldentfer b Name:/DC=ibhlinkua_001416/C=DE/L=LocationName/O=0Organization/...
Keylsage

ExtendedKeylsage

Digital Signature, Mon Repudiation, Key Encipherment, Data Encipherment, ...
TLS Web Server Authentication, TLS Web Client Authentication

Trust Server Certificate

{1[:w::nnﬁmlii
Continue ][ Cancel ]

Continue

Accept the server certificate tempararily for this session

Clicking the Continue button closes the dialog box.

TTI
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A warning is indicated that the requested endpoint URL was an
absolute address and a symbolic address has been returned.

Error 'BadCertificateHostMamelnvalid' was returned during CreateSession, press
i lh 'Ignore’ to suppress the error and continue connecting.

il
(oMM orore ] [ Abor

»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

Eile View Server Document Settings Help

N PDBE % =0 X% 25 R | <

Project & X Data Access View o
v [ Project #  Server MNodeld [
v (A Servers
12 IBHLinkUA®ibhlinkua-001037 - None - None (uatcp-uasc-uabinary)
Q} IBHLinkUA®@ibhlinkua-001037 - Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
v D Documents kencrypted connection
[ Data Access View | IBHLinkUA@ibhlinkua-001037 - Basic2365ha256 - Sign & Encrypt (uatcp-uasc-uabinary) i
Address Space B X
4 | No Highlight -
I Root
v [ Objects
> &% Client .
> & DeviceSet It is useful
s 3 PLCs to save the
> % Server UaE_xpl?rt
> | Slots project!
> [EJ Stations
> 2 Types
> (D Views £ >
Log & X
8B Connected !!

Timestarmp Source Server Message &
22012017 20:24... AddressSpaceM... IBHLinkUA@ib...& Browse succecded, 3

2201.2017 20:24... AddressSpaceM... IBHLinkUA@ib... Browse succeeded.

22,01.2017 20:24... Server Node IBHLinkUA@ib... Revised values: SessionTimeout=1200000, SecureChannellifetime=3600000 w

IBH Link UA Certificate Encryption

Only encrypted connections should be allowed to prevent
unauthorized access to the OPC server.

& hittp//192.1681.14/7 =/security O ~ & | & BH Link UA - Security

* m OPC server is running Logout | Update password

Securi

Noene (not recommended not release
Basic128Rsa1b Sign + Sign and Encrypt v
Basic256 Sign + Sign and Encrypt v
[¥] Basic2565ha256 Sign + Sign and Encrypt
Permit Anonymous Access without User (Default = On)

Authentication

Client

[+ Permit connecting to a Server if the hostname in the certificate does not match
Download
[ Forbid project download with STEP®7 or TIA Portal
Firewall

[] Permit only OPC UA on Management Level

Webconfiguration
Permit HTTP access for the Webconfiguration

[JUse custom Certificates Upload Server Certificate
Start creating new Keys Generate new Keys
VG

Apply | Revert

INBHsoftec " | g
www ibhsoftec com Contact Wiki % uA
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Chapter 3 Project with STEP® 7 (SIMATIC® Manager) or TIA Page 3-1

3 Project with STEP® 7 (SIMATIC® Manager) or TIA

The following example shows a project with STEP® 7
(SIMATIC® Manager V5.5 / V5.6) connecting a .
CPU 416 and the IBH Link UA via Ethernet. SIMATIC IS,

lager

A CPU having an Ethernet port has been selected.

CPU 416-3 PN/DP
also available as SoftPLC

IBH Link UA

Ethernet bus

IP address
192.168.1.10

IP address
192.168.1.14

3.1 Software PLC CPU 416-3 PN/DP

The example uses a CPU available as a software PLC
from IBHsoftec (already installed on the PC).

The PG/ PC interface (TCP IP) must be selected
accordingly.

The SoftSPS CPU 416-3 PN/DP from IBHsoftec is installed on the
PC and running. A right-clicking on the SoftSPS icon in the taskbar
opens the IBHsoftec S7-SoftPLC window for configuring and
diagnosing the SoftPLC.

SoftPLC Operating, Diagnostic and Configuration windows

In the status bar right-click the SoftPLC icon to open the window to
configure and operate the SoftPLC. This window displays the status
of the CPU and diagnostic elements are presented.

108fold O1d

[9AS7 Muel /S 3€ VN OdO

_____________________________________________________________________________________________________________________|]
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Page 3-2 Project with STEP® 7 (SIMATIC® Manager) or TIA Chapter 3

SoftPLC Operating and Status windows

-1 IBHsoftec S7-SoftPLC

File Edit  View Help

EHO GO donth 2]

E“'.I] 57-416 00 TTRED-WINTO-6 | gy gy e Lotk / Enable sftings ~
CPU Parameters N
:ﬂ: CP343/a43 ~ Cucles: RUN ‘warm Restart (OB100] Lock | T
; Diagnostics 123923 M
m Add/Remove driver.., STOP PLC Stop operating Change passward
) ~ elements
i~ Cycle time [msz]
b inimum b aximum: Current; —PLC-Program and data blogks: ————————————
] el [ ol
Load | Save
il o] b anirnurm: Current: = ——
== e

Serial number: “Wersion:
’7| P74-010336-0000 ’7| 413

Load memory [Bytes] Free load memary [Bytes]
{ [ emaEs { [ szmam w Haime:
I Pete

~ PLC type "Dlganizalinn'
Terminate PLC |

I EES7 416-3ER0G-0AB0

W

Done [ |Num P

SoftPLC Diagnostic window
The diagnosis provides four tabs.

e IQM Status display of individual bits of an operand. The
status of freely selectable inputs (In._), outputs (Qn._) or flags
(M n._) are displayed and changeable in these ten fields.

e Datablocks The status of existing, freely selectable data
blocks can be displayed and its values can be changed as a
byte, word or double word.

e Diagnostic buffer  The diagnostics events of the CPU are
listed in clear text with explanations in the order of their
occurrence.

e Connections The connections of the CPU with ID, status,
type etc. are displayed.

“ 1| IBHsoftec S7-SoftPLC

File  Edit \iew Help
EH@ A | 0P
E‘"'I] S7-46on TTI-RED-WIN10-6
CPU Pararneters

—— -

< — Diagnostic:
L 10M | Data Blocksl Diagnostic bufferl Connections
o —

- ol ol ol ol ol
ermove driver... o o Cn Ca Cn
M M M M M
ro ro ro ro ro
1 1 1 1 1
2 rz Iz rz Iz
3 2 2 2 2
4 4 4 4 4
5 5 5 5 5
(Il [l & [l &
rr r7 rz rz rz

v

£ >
Done [ [NUMm Y
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3.1.1 PLC program of the CPU 416
The project OPC UA 3E S7 Tank Level with the SIMATIC 400
Station CPU 416 provides the S7 program Tank level.
It simulates the filling and emptying of a tank with the following
characteristics:
The tank is filled is filled up to reach a Max_value (Tank filled more
than 90%) and is emptied to reach Min_value (Tank filled less than
10%).
The filling and emptying are controlled via an Down (Output valve)
and Up (Input valve).
The variable Value (Tank level value) delivers an integer number to
the CPU. The variables Max and Min are only used internally.
In the Data Block DB2 (Tank_level_values) the integer number of the
minimum and maximum tank level are stored.
The PLC block FC5 is used to control the up and down of the tank
level.
The input valve (Up) is open when the tank content is between 0%
and Max_value.
When Max_value is reached, the input valve is closed and the output
valve (Down) is opened until the tank level drops to the Min_value.
Now the output valve is closed again, and the input valve is opened,
so that the tank reaches the Max_value again.
When the Max_value is reached, the input valve is closed, and the
output valve is opened, etc., etc.
The variable ON (Control ON) enables the level control. If the control
is switched off, the tank level remains at its current value.
The PLC symbols listed in the Symbols table and the data defined
in the Data Block DB2 (Tank_level_values) will be routed via the IBH
Link S7++ to the OPC-Server IBH Link UA (OPC tags).

PLC Program tank level Symbol Table

%] Symbal Editar - [Tank level (Symbals) - OPC L& 3E 57 Tank LeveRCPU H16,CPL 416-3 PN/DP] | = || & [[sE3a)
@ Syimbol Table  Edit  Insert View  Options  Window  Help - 8 x
IR |l Symbols = N2

Status | Symbol Adres Drata type Commenrt
1 Tank_level_walues D 2 e 2 Tark values DB 2
2 Tank_level_contral FC & FC 5 Tank level contrall FC 5
8 on | o0 BOOL Coritral O
4 Tl il 1.2 BOOL Maximum reached
S fdin il 1.3 BOOL Minimum reached
] wallue bl 2 IMT Tark level value
7 Cyicle o 1 o 1 Cyicle 081
g Do o] 245 Bl Output valve
9 Up o] 26 Bl Input valve
10 Tank Operands VAT A Tank level control
1 |
Press F1to get Help,

_____________________________________________________________________________________________________________________|]
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Page 3-4 Project with STEP® 7 (SIMATIC® Manager) or TIA Chapter 3

PLC Program Data Block DB2 Tank_level values

{5 LAD/STL/FED - [DBZ -- "Tank_level_values” - OPC UA 3E 57 Tank Leve\CPU HIG,CPU 416-3 PN/DPV. DB [ = || B [[23]
iF File Edit |nsert PLC  Debug  Wiew Options Window Help - 8 x
= = M=) L= R OB k2
Rddrezz |Name Type Initial wvalue Comment

0.0 STRUCT
100 [Min_walue INT o0 Tank filled less than 10%
tz_ 0 |Max_walue INT 10000 Tank filled more than 20%
+d .0 |Dumms INT u] Duammyy
t6.0f |Tank_level INT o Tank lewvel walus
+8. 0f |Structure STEUCT Complex wariable - STRUCT - ™y
+0.0 Current Tenp RELL 0.000000e+000 Current Temperature
+4._0 SetTenp RELL 0.000000e+000 RBequested Temperature
=8.4 | END_STRUCT Currently not used
=16.D= END STRUCT ﬁ

Set PG/PC interface as an Ethernet interface

& SIMATIC Manager - [OPC L& 3E 57 Tank Level -- AAOPC UA 3E 57 Tank Level] =N ER =
% File Edit |nsert PLC View Options  Window Help -8 %
O = | &af & Customize.., Ctrl+4lt+E =
E--% OFC U 3E 57 Tank Level  |& Access Protection »
=-[ CPU 416
E‘ CPU 416-3PN/DF Set PG/PC Interface..,

Set PG/PC Interface

Access Path | LLDP /DCP | PNIO Adapter | Info |

Access Paoint of the Application:

|S?‘DNLINE [STEP 7] > &SI< &<88178 USEZ.0 to Gigakit EtherrJ

[Standard for STEP 7]

Interface Parameter Aszighment Used:

|51 2485178 USB2.0 to Gigabit Ethernet i Properiies
B 451 AX35178 USEZ.0 to Gigabit E A Diagnostics...

HE ASIX 489178 USE2.0 to Gigabit £
HE 451X 2488178 USB2 to Gigabit E
2 IBHS oftPLC.MPL1 v
- (select )

£ >

[Parameter aszigment for the IE-PG access
ta paur MOIS CPz with TCPAP Pratocol
[RFC-1008])

¢ confirm

0k, Carcel | Help |
Press F1 to get Help. ' 251 2358178 USE2.0 to Gigab®

Warning

y "_"‘-.I The following access path(s) was (were) changed:

STOMLIME {STEP 7y == AS[X AX8E178 USB2.0 to Gigabit Ethernet
Adapter TCPIP.Auto. 1

{confirm

0K Cancel Help
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Note:
The connection to be selected depends on the Ethernet interface present
in the PC.

The name is made up as follows:
PC Ethernet interface. TCPIP.Auto.1 <Active>

HR ASIX £X88178 USB2.0 to Gigabit Ethernet Adapter. TCPIP.Auto.1 <Active>

Project OPC UA 3E S7 Tank Level — Hardware Configuration
The project OPC UA 3E S7 Tank Level was created as follows:
A SIMATIC 400 station, which has been renamed in Tank level, has
been inserted as a new object.

Double-click Hardware to open the HW ﬁ Hardware

Configuration window.

.'-,u SIMATIC Manager - [OPC LA 3E 57 Tank Lewel -- AN0OPC LA 3E 57 Tank Lewel]
% File Edit Insert PLC  Wiew Options  Window Help

JD@|E?§|%E|ﬁ||?%|22|§§5§5%|||<NnFiIter> ;I
E--% OPC U& 3E 57 Tank Level ﬁ Hardware CPU 416-3 PM/DP

=@
= CPU 416-3 PH/DP
Bz Tank level

Next, the Rack 400 / CR 3 (with 4 slots) was inserted.

The standard PS-400 / PS 405 4A (position 1) power supply was
inserted into the rack.

% Hyi Canfig - [CPL 416 (Canfiguration) -- OPC L& 3E 57 Tank Level] o =]
Bl station Edit Insert PLC  iew Options  Window  Help - 8 x
DS %G =0 da DD B W
Py o
o cr3 End | nﬂ n=!|
1 PS 405 44 Brofile: [ Standard =
3 E-El SMATIC 400 "
1 | &3 CP-400
&3 CRU-400
&-(] Fr-400
B0 IM-400
-1 Ps-400
v {:I Redundant PS-400
B2 Standard PS-400
< ’ o[PS 405104
PS 405 104
-0 crs PS5 405 104
PS 405 204
Slat Madule | O Fi M| T | G| Comment PS5 405 204
1| Ps 4054 EES7 PS5 405 204
Z ;
a [ PS 408 44, v
T .
BES7 405-0DA00-0840 £,
DC power supply 24V /4 A =
Press F1to get Help, [ [ v
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Next, a CPU having an Ethernet port is inserted.

In the example, the CPU 416-3 PN/DP (6ES7 416-3ER05-0ABO0)
firmware version V5.1 is used, which is also available as a software
PLC from IBHsoftec (already installed on the PC).

2% HWW Config - CPU 416 = E=EE

Station  Edit  [nsert PLC Miew Options  Window Help

D@8 &g | -0 da Do %8 e

@} CPU 416 (Configuration) -- OPC LA 3 S7 Tank Level === EE
o I i

o) U Profle:  [Standard =l

| 1 i FS 405 44 ~ =

-3 CPU 4124
v -1 CPU $1220P
w1 T3 PPl 4122 PN

oo |

-3 CPU 41641
-1 CPU $16-20P
B -2DF

: al |y

o v
Slat Iodule ... | Order number Firmware | MPladdess | [ | 0. ] C..
1 PS 405 44 BESY 405-00.400-0440 A v
2 =
3 EEST 416-3EROG-04R0 - E(l
I © work memary 5.6 MB code and 5.6 MB -
data; 0.030 ms/1000 instructions; 16 KB
DI/0; B4 connections; T'DP/MPL 1PN,
Press F1to get Help.

The dialog box Properties - Ethernet interface PN-IO (R0/S2.5) /
Parameters is opened by double-clicking on V5.1 of the
CPU 416-3 PN/DP.

The required IP address is specified under Parameters. In the
example, the IP address of the PC is - 192.168.1.10 (other PCs in
may have another address).

The Ethernet connection is direct without a router.

Properties - Ethernet interface PM-10 (R0/52.5)

General  Parameters |

If a subnet iz selected.
IP address SoftPLC 416 o the next available addresses are suggested.
CPU 416-3 PN/DB

| -
1P address: |‘| 92163.1.10 -
Subnet mask: | 255.255.255.0 =

7 Use router

Addreszs: I

Subnet;

- hiot hebworked -

Froperties. .. |
Delete |

Cancel | Help |
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Chapter 3 Project with STEP® 7 (SIMATIC® Manager) or TIA Page 3-7

Clicking on the New button opens a dialog box
to add the properties of the Ethernet connection.

Confirming the dialog boxes insert the CPU into the PLC rack.

It is useful to enter additional information to allow the project to be
tracked later.

Properties - New subnet Industrial Ethernet

Mame: [CPU 416 —BH Link L& 9% e"“*"”@
57 subnet |D: IDD4IZI - IEIIZIIZIE
Project path: JOPC UA 3E 57 Tank LevehCPU 416 - IBH Link LA
Storage location
of the praject: IA:\DF‘E L& 3B 57 Tank Level
Authar: IW was entered
Date created: 06/13/2017 0B 24: 34 P
Last modified: 0B13/2017 06:24:34 PM
Eomment: Ih the project, a CPU 416 waz connected ta the 1BH Link A via
Ethemet.
was entered

Properties - Ethernet interface PN-10 (R0/52.5)

Gereral  Parameters

If a subnet iz zelected,
the nest available addreszes are suggested.

P address: [132168.1.70 Gateway
& Do not uzse router
Subret mask: |255.255.256.0
 Use router
Address: I
Subnet:

- hat networked -

CPU 416 - IBH Link L&,

Propertigs. .. |
Delete |

] | Cancel | Help |

‘confirm

B HW Config - [CPU 416 (Configuration) -- OPC LA 3E 57 Tank Level] =nE=R =
Eﬂ] Station  Edit  lnsert PLC  Miew Options Window Help - 8 x
D=8 & G | 2e dda B 8w
]
i o uR
1 PS 405 46 P
2 CPU 416-3 PN/DP
IF1
Xt MPIDP :
e o CPU 416 -~ IBH Link UA: PROFINET 10 system [100)
X5 FT Post T
O Port 2 y
: W
< >

Slotis occupied, module is too wide, or the functionality of the inserted module is not trans -
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Project with STEP® 7 (SIMATIC® Manager) or TIA

Chapter 3

Clicking on the Save and Compile icon and then on the icon
Download to Module takes the configuration and starts the transfer

of the configuration to the CPU.

@ H Canfig - [CPU 416 (Configuration) - OPC UA 3E S7 Tank Level] =N (==
E“Igtation Edit  Imsert PLC  Wiew Options Window Help - 8 X
D8 &g <o daa B0 B

clicich A

Save and Compile

EHQ Hyi# Canfig - [CPU 416 (Configuration) -- OPC L& 3E 57 Tank Lewel]
E“] Station  Edit  [nsert PLC Miew Options MWindow Help

D@8 &= e did O 8
,.9

| Download to Module|

A dialog box to select the CPU to transfer the configuration to is

opened.

Select Target Module

Target modules:

Maodule Racks Slot

CPU 416-3 PN/DP 1] 2

Select Al |

¢ confirm

Cancel | Help |

Confirming the Select Target Group dialog box opens the Select

participant address dialog box.

Select Node Address

Ower which station address iz the programming device connected to the madule CPU 416-3

PH/DP?
Rack: IIJ _lj
Slot; |2 _l:l

IBH Link UA Training

dd/Nd €-9T NdD 9@yl 19suuod

01 8|iym e ainb axel 1ybiw

Target Station:

& Local

{~ Can be reached by means of gateway

Enter connection to target station;

IP address | MAC add... | Muadule type | Station name | Module name
M CPU416-3PMN/DP CPU 416 CPU 416-3 PN/DP
< IP address SoftPLC 416 ?
Accessible Wodes CPU 416-3 PN/DB

< >

View |

Devices connected o an enterprize network. or directly ta the internet
muszt be appropriately pratected against unauthorized access,

e.g. by use of firewalls and network, segmentation.

For more information about industrial securnity, please visit:

hitkp: 4 v, gigrmens, com/industrialsecurity

confirm

Cancel | Help

TTI Trans Tech International® 2019



Chapter 3 Project with STEP® 7 (SIMATIC® Manager) or TIA Page 3-9

If the desired information is correct, confirm with OK.

Stop Target Modules

The fallawing maodules will be stopped far laading of the sustem

data.
Module | Facks | Slat |
CPU 416-3 PM/DP 1] 2

{confirm

i Cancel Help

The configuration can only be transferred in the CPU is in its STOP
mode.

Download (13:4363)

The module CPU 416-3 PN/DP [R 045 2]is inthe STOP

_IA e,

Do you want ko start the madule now [complete restart]?

¢ confirm

The progress of loading is displayed.

Download

Station:
CPU 416
M odule:
[0/2/0] CPU 416-3 PH/DP

Cancel |

3.1.2 Transferring the program (Tank level) into the PLC
The connection from the PC to the CPU 416-3 PN/DP is made via
the Ethernet interface of the PC. The PG/PC interface must be
selected accordingly in SIMATIC Manager.

The name of the Ethernet connection may vary depending on the

network card used in the PC.

_____________________________________________________________________________________________________________________|]
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Page 3-10 Project with STEP® 7 (SIMATIC® Manager) or TIA Chapter 3

Transfer of PLC Blocks into the CPU 416-3 PN/DP

P

&, SIMATIC Manager - [OPC U 3E 57 Tank Level - AA0PC LA 3 57 Tank Level] =nEeR
g X

% File Edit |nsert PLC iew DQptions Window Help -
DS |20 | % 2@ |2 % %) 55| @ |[<NoFiler -]
-9 OPC LA 3E 57 Tank Level (SjSystemdata 4 0BT o FC5

= CPU 416 o DEZ W2 Tank Operands

=@ CPU 4163 PN/DP
E-{z7] Tank level

Press F1to get Help, | |AS1 AXEE178 USE2.0 to Gigahit Etheg

Transfer System Data is not required.

The Hardware configuration of the CPU 416-3 PN/DP does not need
to be transferred again

Download (294:36)

Do you want ta load the system data’

-

e Mo |

The CPU 416 is not yet available in the UaExpert program window,
since an Ethernet connection (S7 connection) has not yet been
established.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

DD =0 X428 K <

Project B X Data Access View © Attributes & X
v [A Project # Server Gl b ()
v [3 Servers Attribute Value
i ibhlinkua 001037 - None - None (uatcp-uasc-uabinary) v Modeld Nadeld

IBHLinkUA®@ibhlinkua_001037 - Basic2565ha236 - Sign & Encrypt (uatcp-uasc-uabinary)
v [A Documents
{3 Data Access View

Mamespacelndex 1
|dentifierType  String

|dentifier PLCs
Address Space 8 X ModeClass Object
2 [No Highlight - BrowseMName 1, .'.)Lcs ]
DisplayMame . "PLCs
3 Root Description BadAttributeldinvalid (00!
v [ Objects WriteMask ]
> % Client UserWriteMask 1]
> % DeviceSet EventMotifier Mone
i PLCs :
% Server k

>

> 3 slots no CPU is
> I3 stations listed

> 2 Types

> 2 Views L4 >

€ >

If the UaExpert program window was still active (see chapter 2) in the
PC background, the connection to the IBH Link UA must be
interrupted and restarted.
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Chapter 3 Project with STEP® 7 (SIMATIC® Manager) or TIA Page 3-11

3.1.3 IBH Link UA as SIMATIC PC station.

A right-click on the Project Name Workshop will initiates the
command Insert New Object / Activate SIMATIC PC Station.

& SIMATIC Manager - [OPC UA 3E 57 Tank Level -- ANOPC LA 3E §7 Tank Level] =N =R =<
% File  Edit Insert PLC  Wiew Options Window Help - 8 %
O | &7 . | < Mo Filter » ~ | wmE BEM
CPU 416 ?Mplﬂ] ?CF’U 416 - |BH Link &
[ CPU L rﬁ_“
=- [ CPU 415-3 PN/DP
El-{E0 Tank level Cut Ctrl 43
(B Sources Capy Ctrl+C
- Blocks Paste Ctel +4
Delete Del
Insert Mew Object > SIMATIC 400 Station
PLC » SIMATIC 300 Station
SIMATIC H Station
Renarme F2
Object Properties.., Alt+Return SHEING (PG Seiion
Other Station
57 Program
Press F1 to get Help. ' A3 AX88178 USB2.0ta Gigabit Ethe

Rename the inserted SIMATIC PC station (1) to IBH Link UA.

o SIMATIC hanager - [OPC L& 3E 57 Tank Level -- A30PC UA 3E 57 Tank Level] [r=] -] (S
@File Edit Insert PLC  ‘Wiew Options ‘Window Help - 8 x
O o= | 27 & g |2 | % |- EEEE | < Mo Fiter > % | E@® BEBMN

B OPC UA Workshople 57 CPU 416 |Hp) WHCPL 416 - IBH Link U,

=-Ff CPU 416 LR SIMA
CPU 4163 PN/DP

(B Sources
: @ Blocks
-, SIMATIC PC Station(1)

Press F1 to get Help. ASI AXBETTE USE2.0to Gigabit Ethe

o SIMATIC Manager - [OPC L& 3E 57 Tank Level -- AA0PC UA 3E 57 Tank Level] [r=][- =] [mESm]
@Eile Edit Insert PLC ‘iew Options Window Help - 5 X
O = |af & gin |2 g | % |- EEE | < NoFiter> - @ BB

DPC Ua Workshople 57 CPU 416 BEFI(1) B CPL 416 - [BH Link UA

[ CPU 416 EAIEH Link UA

=@ cPU 2183 PNDP SIMATIC PC Station

(- B, 1BH Link Ua

Press F1to get Help, AS[ AXBE178 USBZ.0 to Gigabit Ethe

Double-click the renamed SIMATIC PC Station IBH Link UA in the
left window and a double click on Configuration in the right window
opens the hardware configurator.

M SIMATIC hanager - [OPC L& 3E 57 Tank Level -- AAOPC UA 3E 57 Tank Level] [r=] -] (S
%File Edit Insert PLC  View Options Window Help - 8 X

O = | & & g |2 25| % | < Ma Fiter » ~ @ BB M e

OPC UA Workshople 57 it Configuratio

=-Fl CFU 416

E|"- CPU 416-3 PN/DP
[-{27] Tank level

Press F1 to get Help. ASIH AXBETTE USE2.0to Gigabit Ethe
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Project with STEP® 7 (SIMATIC® Manager) or TIA

Chapter 3

Configuration IBH Link UA (SIMATIC PC Station)

Note:
The Siemens OPC Server SW V8.2... and the CP Industrial Ethernet
interface IE General SW V8.2... are available in the hardware catalogs of
STEP7 SIMATIC Manager, TIA V13, TIA V14 and TIA V15.

Double-clicking on <SW Vv8.2...> @ takes the OPC server into the

PC station. Double click on <IE General> <SW V8.2...> @ opens the
dialog box Properties - Ethernet Interface IE General (RO / S2).

@l Hy Canfig - [OPC L& 3E 57 Tank Level -- AAOPC LA 3E S7 Tank Level] [ |
E“] Station  Edit  Insert PLC View Options Window  Help -
(DE%% %8| @e | bl @0 %8
~ ol xl
LoFc End | ot o]
1 QPC Server ~
2 |E General Profile: I Standard ;I
3
4
5
f, W EID CP Industrial Ethemet
v -3 CF 1411
< % =00 CP 1413

- m e

Mame:

57 subnet ID:

Froject path:

Press F1 to get Help. Storage location

of the project:

Authar:

Date created:
Last modified:

6

Commerit:

{confirm

CPL 416 — [BH Link LA
IDD4D - IDDDE

|\EF'U 416 - [BH Link UA

information

2

3

PRl Properties - Ethernet interface |E General (R0/52)

5

5 | General

7

T | I~ Set MAC address / use 150 protocal —
£l . l— If & subret is selected,

10 LAE eebins the next available addreszes are suggested.

il IP address

12 ¥ IF protocal is being used IBH Link UA

2 address FACIAT faleway —
AL ) S @ Do not use router |
15 Subnet mask: W

5  Use router

17| Address: I - |
18

13 Subnet:

20 --- hot hetworked - Mew... —_—
A CPU 416 --- [BH Link UA

Z] —
23

o was entered o Delete | - |
25 X X

26 | Properties - Industrial Ethernet

27

=] 5

2 Enter

30

kil

32

IA:\DF’E L& 3E 57 Tank Level

|PSH

06/13/2017 06:24:34 P
06/13/2017 06:43:26 P

I the project. a CPU 416 was connected ta the IBH Link UA via

Ethernet.
e Enter

information

m-{Z3 CP 15N
m-{I3 CP1512
w3 CP 1604
m-23 CP 1612
B CP1613
&1 CP1E1E
-1 CP 1616 onboard
B CP 1623

B User Application
-] izatio

. Sw V.0 5P4
S VELD G5
SWVET .

S VEZ GPT
SWVED
SWAES
SWYT.0 .
SwWaD .
SWYET .
S 8.1, 1 double click
Y812

< >

IE_CP

Promy for any Industrial Ethernet
module, 150, TCRAP, 57 and 57-H
communication [via |S0onTCP), PG .,

| Chg

Cancel | Help

By clicking the subnet Ethernet(1) ® — @, the IP address and the
subnet mask of the IBH Link UA, which were entered during

configuration,

are accepted.
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Loading the configuration into the IBH Link UA.

After Save and Translate the configuration may be loaded into the

IBH Link UA.
B Hur Canfig - [IBH Link UA (Configuration) -- OPC U 3E 57 Tank Level] e[| [ES]
Eﬁlgtatiu:un Edit Insert PLC  Miew DQptions Mindow Help - 8 %

B2 %8 w2

| save and Compile|

DS &E 9 & = e b
4-@ A

El‘ﬂ HuW Canfig - [IBH Link U (Configuration) -- OPC LA 3E 57 Tank Lewel]
E“] Station  Edit  lnsert PLC Yiew Options  Window  Help

D= g. t%'ee.léngnl%ﬁlk?
e Chick 2

| Download to Module |

Loading into the IBH Link UA requires several steps.

Select Target Module

Target modules;

Over which station address iz the programming device connected to the module
Stationmanager’y

Select Node Address

Gelectl || Back

confirm | Skt

Target Station:

U =
5=

% |Local

{~ Can be reached by means of gateway

Enter connection to target station: |

IP address

| MAC address | Module type | Station narme | Module na

AT

Aceessible Nodes  |BH Link UA

IP address v

0 Target Modules

The following modules will be stopped for loading of the spstem

data.
h odule | |ndex |
OFC Server 1
IE General 2

VN U7 HgI 8Y) 198UU09
01 3|iym e aunb axe1 1ybiw

Devices connected tg
muzt be appropriately

e.q. by uze of firewalls
Far more infarmation a

hittp: A v sigmnens.

G S
Cancel I Help I

{'confirm

Cancel | Help

Trans Tech International® 2019

IBH Link UA Training



Page 3-14 Project with STEP® 7 (SIMATIC® Manager) or TIA Chapter 3

The progress of loading into the IBH Link UA is displayed.

Download

Station:
IBH Link LA
M odule:
[0/2/0] IE General

Cancel

Clicking on the Configure network icon displays the CPU-416 and
IBH Link UA link graphically.

m Hw Config - [IBH Link L& (Configuration; -- OPC L& 3E 57 Tank Lewvel]
Olj station Edit Insett PLC  Wiew Options  Window  Help

D@88 & G||=e da DB W

S mec Configure Metwork
i :E: OPC Server A ) .
2 IE General The CPU 416 is still not
3 . .
1 displayed in the
]
c 5 UaExpert program
- window.
B NetPro - [OPC LA 3E S7 Tank Level (Wetwork) -- AAOPC LI 3E 57 Tank Level] E’
B2 Metwork Eeit Inset PLC Miew Options Window Help & x
SE S
1 ~

CPU416 — IBH Link UA
Industrial Ethernet

CPU 416 IEH Link UA

=] [oFc TiE
(g | Server |Benera

e ||
2
MPIET)
WP
.
< >

Station [ Interface | P address MAC address Device number
CPU416  PRHIO 19216815010 g ER
IBHLiRk U4 | [E General 1921 (168 . 1. 14 (- - - --0

J

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

DN BB =" XYL B R

Project B X Data Access View © attrbutes g x
v [3 Project L Server v [+]
v 3 Servers ) . . Attribute Value

~ Nodeld MNodeld
Namespacelndex 1
IdentifierType  String

IBHLinkUA®@ibhlinkua 001037 - Basic2565ha236 - Sign & Encrypt (uatcp-uasc-uabinary)
v [1 Documents

(0 Data Access View Identifier PLCs
Address Space 8 x MedeClass Object
£ |No Highiight - BrowseName 1, "PLCs"
DisplayMame " PLCE"

(3 Root Description BadAttributeldinvalid (020
~ I3 Objects WiriteMask ]

> &% Client UserWriteMask 0

> % DeviceSet EventMotifier Mone

I PLGs |
> % Server a3

> 53 Slots no CPU is
» [ Stations listed

> 2 Types

> 3 Views < > ¢ >
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Chapter 3 Project with STEP® 7 (SIMATIC® Manager) or TIA Page 3-15

Connecting the CPU-416 with the IBH Link UA

Using the following four steps, an S7 connection is established
between the Chapter 3 (CPU-416) and the IBH Link UA.

B2 NetPro - [OPC LA 3E 57 Tank Level (Network) - A40PC LA 3E 57 Tank Level] ==
#P Network Edit Inset PLC View Options  Window Help -
AEIEET T T ERr T
1 ~
CPU 416 — IBH Link UA
Industrial Ethernet
Chapter 3 IBH Link UA
= |||||| CPU_ {MFIIDF {FN-ID IE
T 4163 | H — Genera
FN/DP | I MName: IBH Link UA
m_ . B Type: SIMATIC PC Station
2
Insert New Connection Ctrl+N
ainihs 9 Insert New Connection
Download r— Connection Partner
Rearrange E@ I the current project
- = OPC A 3E 57 Tank Level
Object Properties... - CPU 41E
s v
e il =
- [Unspecified)
Local ID Partner ID| Partner T - &l broadcast stations ~
S7 connection_1 i 1 Chapter 3/ CPU 416-3 PN/DP - &l multicast stations —
@ Inurknown project |77 w
s - 57 conneciion =
= >
. . PI Ry —
OPC I Status Information Project: IDPE Ud 3E 57 Tank Level = 0.1 4
r Local Connection End Point——————————— ~Connection identification Statian: IEPU 418
™ Configured dynamic connection Local ID: Module: IEPU 416-3 PM/DP
™ Configured at one end IS_"' connection_1 )
— Connection
[V Establish an active connection VFD Name:
[T Send operating mode messages IOPC Server Tope: IS? Eannection LI
T [V Display properties before inserting
from the Configuration! @ conirm(3)
—Connection Path
Local ET il Apply Cancel | Help |
] IBH Link UA/ CPU 416/
End Poirt. Q@Sen«er CPU 416-3 PN/DP
Interface: IIE General j ICPU 416-3 PN/DP, PN-IO(R0/52)
Subnet: |CPU 416 — IBH Link UA [Industrial Ether |CPU 416 — |BH Link UA [Industrial Ethen
Addess:  (C[192.168.1.14 ) Clis2168.1.10_ 2
IP address IP address SoftPLC 416 ]
IBH Link UA CPU 416-3 PN/DB Address Detals... |
Cancel |  Hep |
If no error has been determined with Save and Compile, the
following confirmation is displayed.
L
%% MetPro - [IBH Link U& {Canfiguration) -- OPC LA 3E 57 Tank Lewel]
%@ Metwork Edit  Inset PLC  View Options Window Help
—~ . s =
| 1
98 5 Be dad 0 T0 Bal e
click
| Save and Com P l E| £ COutputs for consistency check for ANOPC-UA-Workshople SMOPC UA Workshople 57 — O
File Edit
Messa... I Message Type Project name Project path
Mo errors,
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Page 3-16 Project with STEP® 7 (SIMATIC® Manager) or TIA Chapter 3

Download of the configurations

Now the configuration can be loaded into the IBH Link UA and the

BB NetPro - [IEH Link UA {Canfiguration) -- OPC LA 3E §7 Tank Level] = EER ==
22 Network Edit Inset PLC View Options  Window Help - &8 %
AT e I L

1 A
CPU 416 —— IBH Link UA
Industrial Ethernet
Chapter 3 IBH Link UA H
- CPU_ ' MPIIDP {PN-ID = -
r”H” 4182 | ' H e Name: IBH Link UA
FN/DF : Type: SIMATIC PC Station
ju] | 7
2
Insert New Connection Ctrl+N
Highlight >
Download > Selected Stations Ctrl+L
R Selected and Partner Stations
earrange
Object Properties... Alt+Return [ v
< >
Local I Partner ID{ Partner Type Active connection partner | Subnet -~
57 connection_1 1 CPL 416 f CPU 416-3 PRIDP 57 connection es CPU 416 — IBH Link UA [IE]
v
J Ready |ASIX AXB3178 USB2.0 to Gigabit Ethernet Adapter, TCPIP.Auto.1 | v

Loading into the PLC 416 and the IBH Link UA requires several
steps.

e The PLC configuration is overwritten, identified and stopped

Thiz action will ovenwrite the configuration data that are already on the PLC[z]. Do pou
i l B, zhill want to download?

Help |

e The loading into the IBH Link UA (OPC Server / IE General) is
started.

e After loading the configuration into the PLC 416 the CPU must
restarted.

PLC Download to Current Project Selected and Partner Stations (13:4363)

The module CP 416-3 PHADP [R 045 2] iz inthe STOP mode.
i l b Do pow want bo start the module now [complete restart]?
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Chapter 3 Project with STEP® 7 (SIMATIC® Manager) or TIA Page 3-17

UaExpert Program Window

The CPU 416 is still not displayed in the UaExpert program window.

»  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”

File View Server Document Settings Help

D BBR #=0 XK2& B E @
Project & X Data Access View o Attributes (=4
v [ Project # Server a7 b (]
Attribute Value
v MNodeld Modeld
Mamespacelndex 1
v [ Documents ) IdentifierType  String
B Data Access View Identifer PLCs
Address Space g X ModeClass Object
_ BrowseMame 1, "PLCS"
5 Notihight T DisplayMame ", "PLCS"
3 Root Description BadAttributeldinvalid (030
v (3 Objects WriteMask v
&% Client UserWriteMask 0
&% DeviceSet EventMotifier Nene
L) PLCs
&% Server k
3 Slats no CPU is
[ Stations listed
@ Types
3 Views < > ¢ >
Select the symbols to be used (OPC tags)

@A NetPro - [OPC LA 3 57 Tank Level (Metwork) -- ANOPC UA 3E S7 Tank Level] =] E S
%@ Metwork  Edit  |nsert PLC  Miew Options Window Help - & X
=9 S a8 TS BEa N

1 A
CPU 416 — IBH Link UA
Industrial Ethernet
Chapter 3 IBH Link UA
i ==
L ||| 483 — Name: IBH Link UA
PNDF , : Type: SIMATIC PC Station
! ! ]
2
Insert Mew Connection Ctrl+M
Highlight ¥
Download >
Rearrange
Object Properties... Alt+Return
W
L4 >
Local IDv Partner ID| Partner Type Active connection partner | Subnet ~
ST connection_1 1 CPU 416 fCPU 416-3 PMNDP ST connection Yes CPU 416 — IBH L... v
J Ready |ASIX AXB8178 USB2.0 to Gigabit Etl

Clicking the Object Properties command starts the opening of
several dialog boxes to define the symbols to be used for the S7
connection.
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Properties - OPC Server

The tab S7 defines whether symbols should be used.

Properties - OPC Server

Chapter 3

—Accessz Protection

[T Activate

Diefault rights; I - I
[T Rights specific to OPC jtems Edit... |

— Jze Symbaols

" Mone
i Al

(& Confinired cnnfigurr |

[ Apay elements vizible at runtime

Time after which an unfonsardable protocal alarm is removed: IEUUUU ms
h aximurm number af pending alarms: 500

SMMP | PROFINET 10 | 57.Ll Redundancy
General OP |  DPmasterclass2 | FOL ISO/TCP

Cycle time: 100 ms

Cancel |

Help |

The Configure button opens a dialog box listing the operands

defined in the symbol table or the data from the data block

Tank_level _values. These operands can be selected as OPC tags.
Due to the previously configured S7 connection the PLC knows the

variables.

Configurable global symbolic named operands

Configure Symbols

(=3 OFC Ui 3E 57 Tank Level Variable symbol
= CPU 415 )

=1 [
E-LF Tank_level values

r Elements in active branch
Symbals: 11 SN Access permissians:
Armay elements: - / Cannection; 57 connectionj_pem selec‘t
¥ Download only visible spmbals EditEL La /Hi ¥ Include lower-level symbols
Acocess pat —
OPC A 3E 57 Tank Lewel CPU 416.CPU 416-3 PN/DP -
confirm Import file Erport file LCancel Help
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Data from data block DB 2 Tank_level values

Configure Symbols

(= OFC UA 3E 57 Tank Level Variable sprbol
=-F CPU 416

=@ CPU 418-3 PH/OP

S T ar

L4
r Elements in active branch
Symbols: 11 A1 Arccess permissions:
Auray elements: - ! Connechion: 57 connection_'l_openr selec‘t
[+ Download only visible symbols EditEU Lo /Hi W Include lower-level symbols

Aocess pal
c&npc L& 3E 57 Tank Level CPU 416.CPU 416-3 PNHDP.Tank_IeveI_ialiD

confirm ; .
Import file | Expoit file Cancel Help

Configure Symbols

=B OFC UA T 57 Tank Level
B CPU 418
=-[@ cru 4163 PN/DP

ﬂ- Tank_level_values
@oen” T

"ariable symbol ... | Address
CurrentT emp iEA
SetTemp

Currently not used

>

— Elements in active branch # — Symbol setting ——
Symbals: - so2 ( I Visible | ACCess permissions: INone I ;I
Array elements: - / Connection: IS? connection_1 ;I

v Download only visible syrbols

EditEU Lo/ Hi | v Include lower-level sprbols
—icoess path

IDF'E Ua 3E S7 Tank Level CPU 416.CPU 416-3 PM/DP.T ank_level_walues. Stucture

confirm
Import file | Expant file | Cancel | Help

Click OK to close the Properties — OPC Server / S7 dialog box.

Properties - OPC

SNMP | PROFINET 10 | 57-U4 Redundancy
General DF | OPmasterclass2 | FOL | isomce

Cucle time: 100 ms

—&cocess Protection

[~ Activate

Default rights: I - |
[T Rights specific to OPC items Edi... |

—Usze Symbalz
~ None
oAl

[~ Anay elements visible at untime

Time after which an unforwardable protocal alarm is removed: IEUUDU ma
M asimum number of pending alarms: a00
L confirm
(u] Cancel | Help
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If all global symbolic operands and the data from all Data blocks
should be used as OPC Tags, mark All in the Properties — OPC
Server dialog box.

Properties - OPC Server
SNMP | PROFINET 10 | ndancy
Genersl | DP |  DPmasterclass2 | FOL 1504TCP

Cocle time: 100 e

—dccess Protection

[ Activate

Default nghta: I - I
™ Rights specific to OPC jtems Edit... |

— Uze Sumbalz

i Mone —aric Al global symbolic operands and the
o data from all Data blocks is used
All
" Configured Configure. .. |

[T Aray elements visible at runtime

Time after which an unforwardable pratacol alarm is removed: IEUUDD mz
b @i number of pending alarme: B0

R Cancel | Help

Save and translate the configuration, and load it into the
IBH Link UA

e

%’% MetPro - [OPC UA 3E 57 Tank Lewvel (Metwark) -- A80PC LA 3E 57 Tank Lewel]
B Network Edit Inset PLC  View Options  Window  Help
WS WS BR k| S FLBE N
click Save and Compile
|Sa1.re and Compile|

Compile

& Compile and check eventhing

" Compile changes only

confirm
] I Cancel | Help

The successful compiling and saving is displayed.

£ Outputs for consistency check for ANOPC UA 3E 57 Tank LevelOPC UA 3E 57 Tank Level

File  Edit

Message type I Message Type I Project narme I Project path

Mo errors,
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If Save and Compile does not show any errors the configuration can
be loaded into the IBH Link UA.

B8 NetPro - [OPC L& E 57 Tank Level (Metwork) -- AAIPC L& 3E S7 Tank Level] (= ===
B® Network Edit Insert PLC View Options Window Help - & %
LR IR

1 ~
CPU 416 — IBH Link UA
Industrial Ethernet
Chapter 3 IBH Link UA “
z CFU_ 1 MPIIDF PN-I0 = e
_FH”” 4183 | ! H e Mame: IBH Link UA
PH/DP | Type- SIMATIC PC Station
H=) i) ]
2
Insert New Connection Ctrl+ N
Highlight » click
Download » Selected Stations Ctrl+L
R Selected and Partner Stations
earrange
Object Properties... Alt+Return [ v
< >

Local ID Partner ID| Partner Type Active connection partner | Subnet ~
ST connection_1 1 CPU 416 f CPU 416-3 PN/DP ST connection Yes CPU 416 — IBH Link UA [IE]

W

J Ready |ASIX AXB88178 USB2.0 to Gigabit Ethernet Adapter. TCPIP.Auto.1 | v

Several information must be confirmed to complete the download.

3.1.4 UaExpert — Program Window
The CPU 416 is now displayed in the UaExpert program window.

" Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject*

File View Server Document Settings Help
D PDBR =0 XK:E B E @
Project T X Attributes T X
v [ Project | [+]
v O severs Attribute Value
@\EHLmkUA@lthmkua_l]]'llB? - None - None (uatcp*uasc*uabma&)l v Nodeld Nodeld
~ (1 Documents N Index 4
X amespacelndex
0 Data Access View IdentifierType ng
Address Space & x Identifier CPU 416.CPU 416-3 PN/DP
. MNodeClass Ohbject
kG b BrowscName 4,"CPU 416-3 PN/DP"
I Root DisplayName ", "CPU 416-3 PN/DP"
v D Objects Description BadAttributeldinvalid (0x80350000)
% Client Writehask 0
&% DeviceSet UserWriteMask 0
PLCs EventMotifier None
i cPUa16-3PN/DP A :
ENVEr
I3 Slots
I3 Stations
2 Types
2 Views

If the UaExpert program window was still active in the background of
the PC, the connection to the IBH Link UA must be interrupted and

Disconnect the IBH Link UA Server Connecting to the IBH Link UA Server
" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject” " Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™
File View Server Document Settings Help File View Server Document Settings Help
- 1 3 o ~ _ N 7 . 3 ~ _
DePBEE =0 XKE 0 <« DgPBER| =0 XKE B | <
Project [ Project ,—L =4
kL Disconnect Server L Connect Server
~ [ Project _ 1 ~ [ Project

~ [0 Servers

v [A Servers
Q} IBHLinkUA®@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary)

Q IBHLinkUA®@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary)
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The operands defined in the symbol table and the data from the Data
Block DB2 — Tank_level _values —, which have been defined as
OPC tags, are listed under GlobalVars and Programs. Using
Drag&Drop the status of the tags can be displayed in the Data
Access View.

*  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Sever Document Settings Help

~ 8 CPU 416-3 PN/DP

%" DeviceManual
#_DeyiceRevision
» & Down
> @ Max
> @ Min
» @ On
> @ up
> 4@ Value
@ HardwareRevision
@ Manufacturer
@ Model
> & ParameterSet
v & Programs

> ) SupportedTypes  paia Block DB2
T Tank Jevel valus >

> & Dummy

> @ Max_value
> @ Min_value
> @ Tank_level

@ RevisionCounter
@ SerialNumber
@ SoftwareRevision
> o Tasks
> & Server

N % = s -~ -
DEPBE@ # =2 X\ & B <
Project 8 X Data Access View P (=]
v [3 Project # Server Node Id Display Name # Value Datatype  Source Timestamp ~ Server Timestamp ~ Statuscode
v (3 Servers 1 IBHLInkUA@ib.. NSAIString|Cha.. Down Boslean 12:01:00253 Good
123 IBHLinkUA@ibhiinkua 001037 - None - None (ustcp-uasc-usbinary] | |2 IBHLnkUA@Ib.. N&4|StringICha.. On Boclean 115032732 Good
- 3 IBHLinkUA@ib... NS4|String|Cha... Max Boolean Good
3 Documents 4 IBHLinkUA®ib... NSd[String|Cha... Min Boolean Good
7 Dats Access View 5 IBHLinkUA®ib.. NSA[String|Cha.. Up Boclean Good
& IBHLUnkDA@ibe N3|String|Cha.. Value Int16 Good
add 8 x |7 IBHLinkUA@ib.. NS4[Sting|Cha.. Dummy Int16 Good
e 8 IBHLInkUA@ib.. NS4[String|Cha.. Max value Int16 11:59:40.503 Good
5 | Highiight + |8 IBHLinkUA@ib.. NS4fString|Cha.. Min valus Intl5 11:58:51921 Good
0 IBHUnkDA@ibe  N3AIStringlCha... Tank_level Int6 12:01:10.286 Good
12 Root A
~ () Objects Changes are
> & Client vy dreaidiop displayed
> &% DeviceSet
~ (3 PLCs

If the PLC program Tank Level is processed, the changes are
displayed in the Data Access View / Value window.

The program Tank Level can be started in the SoftPLC Diagnostics
/ IQM window. The status of the values is displayed in the tab Data

Blocks.

1] IBHsoftec S7-SoftPLC

File Edit ‘View Help
= III 57-416 on TTI-RED-WIN10-6 Bl vEsls A
& CPUP; t
CP343;¢:?E i Data Blocksl Diagnastic buffer
| (o] (o] (o] Lol
-l 2dd fal o || ca co || ca
M M @ M & M M
EI‘ 2 2 I 3
Oned[v i o o o o
i 1 iy ) r
r2 ra2 ra2 W2 rz
2 3 3 Oz r:
[~ 4 Down[~ 4 v 4 T4 I 4
rs | 5 s W5 s
11 IBHsoftec S7-5oftPLC e Ve e B B
C7Up [C7 rz 7 rq
File Edit View Help A ~
>
SHP H4® doainth U P
E‘““ 57-416 on TTI-RED-WIN10-6 — BhErEeE A
CPU Parameters
& Cpasa/a 1am 'agnostic buffer | Connections |
 Selection:
Add/Remove driver... " Byte
DB Mo.: 2 & Word Change value |
" Double word
Address | Hex | Decimal
DB2.DBWO (64 100
DB2.DBW2 k2710 e — 10000
DE2.DBW4 00 ankvalue, g
DBZ DBWE
< > 1% v
Done A
IBH Link UA Training TTI Trans Tech International® 2019



TTI

Chapter 3 Project with STEP® 7 (SIMATIC® Manager) or TIA Page 3-23

3.2 Complex Variable = STRUCT —in the IBH Link OPC
UA Server

Creating an additional structure in the global data block DB2

The symbolic name of the data block DB2 is Tank_level values.

i "

F SIMATIC Manager - [OPC UA 3E 57 Tank Level - 30PC A& 3E 57 Tank Level] = || & |[o23s

%File Edit Insert PLC View Options Window Help - & X
[ & | &7 & ol (|2 %5 s |- EEE < No Fiter >
=8 OPC LA 3E 57 Tank Level System data o OB o3 FC5

El CFU 416 = W2 Tank Operands

- [@ CPU 416-3 PN/DP
E-{z7] Tank level

-1, 1BH Link U

Press F1 to get Help.

fi¥; LAD/STL/FBD - [DB2 -- "Tank _level_values" -- OPC UA Workshople ST\Chapter 2\CPU 416-3 PN/DP\..\DB2] | = || = |[side]
IF File Edit Inset PLC Debug View Options Window Help - 8 X%
D&l & i) TSR OB »?
Addresa |(Hame Type Initial walue |Comment
0.0 STRUCT
+0.0| |Min_walue INT 100 Tank f£illed less than 10%
+2_0| |Max_walue INT 10000 Tank filled more than 30%
+4_0| |Durmy INT i Dummy
+&.0| |Tank lewvel INT a Tank level value
+8.0 Structure STRUCT Complex variasble - STRUCT - ™y
+0.0 CurrentTemp RERL 0.000000e+000 |Current Tempersture
+4_0 SetTemp REAT 0.000000e+000 |Requested Temperature
=2l | END_STRUCT y
=1c.0 END STRUCT
< >
Press F1 to get Help. 2 |offline Abs <

A structure was created in the data block DB2 Tank_level_values.
The DB has been defined in the symbol table.

The modified Data Block must be loaded into the CPU.

&, SIMATIC Manager - [OPC UA 3E 57 Tank Level -- AAOPC UA 3E 57 Tank Level] [=x EoR <"
%File Edit Inset PLC View Options Window Help - 8 %
O &8 & | & w9 Za | %o |- EE EE < No Fiter > ~ | W@
=3P OPC LA 3E 57 Tank Level o OB o FL5

= CPU 416

- B-[@ cru 163 PN/DP
=-{z7] Tank level

(B Sources

: chs

W2 Tank Operands

- B IBH Link U

Press 1 to get Help. ' ASIX AXB8178 USB2.0 to Gigabit Ethe s
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Re-select OPC tags
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Chapter 3

The graphical network configuration is opened.

B NetPro - [OPC UA 3E 57 Tank Level (Metwark) -- A30PC UA 3E 57 Tank Level] =R
%‘E Metwork Edit  Insert PLC  View Options Window Help - 8 X
8§ S R dd S BE N

1 A
CPU 416 — IBH Link UA
Industrial Ethernet
Chapter 3 IBH Link UA
= CFU  {MFI/DF {FN-IO =l -
r 4183 4 — Mame: IBH Link UA
FNDF ‘m Type: SIMATIC PC Station
. T
2
Insert New Connection Ctrl+M
Highlight >
Download ¥
Rearrange
Object Properties... Alt+Return
L
< b3

Local I Partner ID| Partner Type Active connection partner | Subnet -
S7 connection_1 1 CPU 416 ¢ CPU 416-3 PMNIDP 57 connection Yes CPU 416 —IBH L... v

J Ready |ASIX AX88178 USB2.0 to Gigabit Etl

Clicking the Object Properties command starts the opening of
several dialog boxes to define the symbols to be used for the S7

connection.

Properties - OPC Server

The tab S7 defines whether symbols should be used.

Properties - OPC Server

SNMP |
DP |

PROFINET 10 |

General DF master class 2 I FDL

LCycle time: 100 ms

—Access Protection

57 edundancy I
1S0/TCP

I Activate
Default rights:

[T Rights specific to OPC jtems

I j'
Edit... |

—Usze Symbaol
 None
Al

[~ Array elements visible at runtime

jclick’

Configure. .. |

Time after which an unforwardable protocal alarm iz removed:

td agimum number of pending alarms:

[Eo0oa e

IBH Link UA Training
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The Configure button opens a dialog box listing the operands
defined in the symbol table and the data from data blocks.

The data in the data block Tank_level_values with the newly
created structure must be selected as OPC tags.

Data from data block DB 2 Tank_level values

Configure Symbols

=B OFC UA 3E 57 Tank Level Wariable symbol
=-f§ CPU 418
e[ CPU 4163 PN/DP
[SEM 3 T ank_level values
LT} Structure

Connection Access rights

¥ Download only vizible symbals Edit ELl Lo/ Hi

£
i~ Elements in active branch
Symbols: 1 SN ACcess permissions:
Array elements: - ¢ Connectior: 57 connection_T

¥ Include lower-level symbols

Access path
PC 1A 3E 57 Tank Level CPU 416.CPU 416-3 PNADP. Tank_level values =%

—

Impart file

| Export file |

LCancel

Help |

Configure Symbols

Data from the structure of data block DB 2 Tank_level values

(=B OFC Ub Wakshople 57
=-E CPU 416
- [fl CPU 4163 PN/DP

... | Address
REAL DE 2
REAL DE 2

“ariable symbal
CurrentTemp
SetTemp

Vizible

Access rights

i~ Elements in active branch
Symbols: 11 P |

Array elements: - !

¥ Download only vizible symbals Edit ELl Lo/ Hi

Access permissions:
Connection:

¥ Include lower-level symbols

57 connection_T,

Access |
ch OPC L& 3E 57 Tank Level. CPU 416.CPU 4163 PNJDP.Tank_IaveI_vaIuesit@

Impart file

—

| Export file

LCancel Help |

Properties - OPC Server

If all global symbolic

PROFINET 10
DP master clase 2

ms

| ndancy
| oL dﬂ) i

operands and the L
data from all Data
Lycle time:
b|OCkS ShOUId be — Access Protection
used as OPC Tags, o
LDrefault nghts:

mark All in the

™ Rights specific to OPE jtems

I jv
Edil. |

Properties — OPC

 Use Symbal

Server dialog box.

 Configured

I~ &ray elements visible at nuntime

s Mone ‘mark All global symbolic operands and the
C:(;- l jc data from all Data blocks is used

Configure... |

I agimum number of pending alams:

Time after which an unforwardable protocol alamm is removed:

[50000 i

500

£om

Cancel | Help |

TTI
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Save and translate the configuration, and load it into the
IBH Link UA

i

%‘% MetPro - [OPC UL 3E 57 Tank Lewel (Metwork) -- A50PC LA 3E 57 Tank Lewel]
&2 Metwork Edit Insert PLC  View Options  Window  Help
& e dadn| 8 IS BE N

click
| Save and Compile|

= E

The successful compiling and saving is displayed.

£& Outputs for consistency check for ANOPC UA 3E 57 Tank Level\OPC UA 3E S7 Tank Level — O
File  Edit
fessage type I Message Type Project narme Project path

Mo errors,

Note:
If the newly defined symbol has not been released for use in the dialog

box Properties - OPC Server, clicking Save and Compile will display
an error message and the faulty station is marked in red.

e Outputs for consistency check for ANOPC UA 3E ST Tank Level\OPC UA 3E 57 Tank Level
File Edit
Message type I Message I Type I Project name I Project path
Outputs for station 'IBH Link UA'": SIMATIC PC Station  OPC LA 3E 57 Tank Level  ANOPC LA 3E 57 Tank Level
Error Error, Some of the last settings made for the selected symbols ofthe SIMATIC PC Station  OPC UA 3E 57 Tank Level  ANDPC U& 3E 57 Tank Lewvel
OPC semver are no longer valid because corresponding settings in the
project have changed. Check and confirm the settings ofthe selected
symbols ofthe OPC server. You will find the set
Result: 1 error(s), 0 warning(s) (07/13/2017 01:21:24 PM)
IF{esuIt: 1 error[s), 0 warning(s] [07f13f2017 01:21:24 PM)
B NetPro - [OPC LA 3E 57 Tank Level (Metwork) -- AAOPC LA 3 57 Tank Level] [ [-E ]
B® Network Edit Inset PLC View Options Window Help -5 X
~a - i g
8§ & e dodn 2 O Bl
1 ~
CPU 416 — IBH Link UA
Industrial Ethernet
= i =
Ly : —
2
L
£ >
| Ready [ASIX AXBB1TB USBZ
TTI Trans Tech International® 2019
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If Save and Compile does not show any errors the configuration can

be loaded into the IBH Link UA.

R NetPro - [OPC LA 3E $7 Tank Level (Netwark) -- AAOPC UA 3E 57 Tank Level] [ ]
%2 Network Edit Inset PLC View Options Window Help REN]
AT Y s

1 ~
CPU 416 — IBH Link UA
Industrial Ethernet
Chapter 3
Bl [cro o oo
_rm” 4163 | |
PN/DP | H
! ]
2
Insert New Connection CrleN
Highlight >
Download > Selected Stations Curl+L
o Selected and Partner Stations
earrange
Object Properties... Alt+Retum [ .
< >
[LocaliD [ Partner D] Partner Type [ Active connection partner | Subnet | ~
| 57 connection_1 1 CPU 416 / CPL 416-3 PNDP s7 Yes CPU 416 — IBH Link UA [E] .
|
| Ready [ASIX AXBB178 USB2.0 to Gigabit Ethernet Adapter. TCPIP.Auto.1 | Y

Several information must be confirmed to complete the download.

The information downloaded into the IBH Link UA is shown in the
IBH Link UA browser window OPC Slots. Slot 1 contains the
information of the CPU 416 and Slot 2 the interface |IE General.

& hrtp:/192.1681.14/7 =fape O = & | & IBH Link UA - OPC slots x

B = p
ﬁ E OPC server is mnning

OPC slots

Lagout ‘ Update password

¥5lot 1

¥ CPU 416-3 PN/DP
DeviceManual
DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialNumber
SoftwareRevision
¥ Programs
SupportedTypes
¥ Tank_level_values
Min_value
Max_value
Dummy
Tank_level
¥ Structure
CurrentTemp
SetTemp
* Tasks
* ParameterSet
¥ Globalvars
up
Down
Value
Min
Max
On

¥ Slot 2

Delete slof | Delete all| Load OPC Editor Project | | Insert SoftPLC |

www.ibhsoftec.com

BHsoftec

Contact

embedded OPC UA server / client

Z50PC UA

a IBH Link UA

Wiki

TTI
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UaExpert - Program Window

The DB2 Tank_level values with the structure is displayed in the
UaExpert program window. The identifier and the identifier type give
a unique name that avoids a name conflict.

+" Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject™

File View Server Document Settings Help

D DB =0 XYW, bR »
Project 5 X Attributes (-4
v @ gojact Glwbh ® [+]
~ [0 Servers

( ) Attribute Value
Q} IBHLinkUA@ibhlinkua_001037 - Mone - None (uatcp-uasc-uabinary) -

Nodeld Nodeld
v [1 Documents o £e

Namespacelndex 4
O Data Access View |dentifierType  String
Address Space 5 % N dldentlﬁer CPU 416.CPU 416-3 PN/DP.Pragrams.Tank_level_values.Structure
odellass

Ubject
4 |No Highlight BrowseName 4, "Structure”
v i CPU416-3 PN/DP ~ DisplayMame " “Structure”
# DeviceManual Description BadAttributeldinvalid (0:x20350000)
# DeviceRevision WriteMask 0
&% GlobalVars UserWriteMask 0
@ HardwareRevision EventMotifier MNone
# Manufacturer
# Model
&% ParameterSet
~ & Programs

=) SupportedTypes
~ (2 Tank_level_values
@ Dummy
DB @ Max_value
@ Min_value
i) Structure
@ Tank_level
 RevisionCounter
 SerialNumber
# SoftwareRevision

&% Tasks v

3.2.1 Using Structure Variables

Within the IBH Link browser window System the OPC UA option
Use Structure Variables may be activated. With S7-300 / S7-400,
64-byte structures are consistently possible.

IBHsoftec WIKI

The structure variables are described in detail in IBHsoftec WIKI
under the heading Consistent Reading/Writing arrays and structures.

/5 IBHsoftec Wiki English - Internet Explorer =]
—
CI 6 = [ vttps: viciohs... OF 3| IBH 1Brisoftec wik Engish x |l NI L

IBH Link UA ~

IBH Link UA &

« Description

« Startup operations

« Configuration with TIA Portal

« Configuration with STEP7

+ Consistent Reading/Wiiting arrays and structurss =
« Loading mufibie projects into the 187 Link UA
« Configuration with IBH OPC Editor

« Logo8 Configuration with IBH OPC Editor

+ Variable Syntax

s Client functions

« Integrated S7 SoftPLC

« IBH Link UA with WinCC 7

s Technical data

» Reset button

W
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Programs in the UaExpert window prior activating the structure

variables

In the Address Space window, below Programs, the structure is

listed with the variable CurrentTemp, and SetTemp.

Below Structure, no further information is displayed.

Address Space
+# Mo Highlight

=) Root
v [ Objects

> % Client
> b DeviceSet
v 3 PLCs

¥ DeviceManual

» &% GlobalVars
¥ Manufacturer
¥ Model

> % ParameterSet
v &% Programs

> M
~

v & CPU416-3PN/DP

¥ DeviceRevision

Structure .

¥ HardwareRevision

> B2 SupportedTypes
~ 3 Tank_level_values
> @@ Dummy
> @ Max_value

¥ SerialMumber

> iy Tasks
> % Server

> @@ CurrentTemp
> @@ SetTemp

> @ Tank_level
¥ RevisionCounter

¥ SoftwareRevision

Browser window System

/C 1BH Link UA - System - Tnternet Explorer A=

= & heos 7 —ackupresto =1«
&:.vhk http://192. 168.1.147_=fbackuprestore O 7| |2

1 IBH Link UA - System X

Hi= - Logout || Update password

System
Device information

Serial number 1037

Firmware Version |BH Link UAV3.05 May 9 2017 14:08:07

HW revision 110

Board ID 20+1400000000000211
MAC address 68-C9-0B-88-9E-C9
CPU load (%) &5

Memory usage (%) 9.0

Te (°C) 385

VAUX2 33v

V3_3D 323v
V1_2SWITCH 1.24v

VBAT_&V 507V

VIN_24 17.86V

Backup and Restore settings
Configuration file

Restore

Backup

Firmware Update:
Select firmware File
Upload Firmware

Restart IBH Link UA
Reboot

OPC UA options.
Build structure variables

Update Source Timestamp
only on change

Show Byte Arrays as
ByteString

l— Browse...

Download

l— Browse...

Upload Firmware

Reboot

™

O

O

Information

Apply

IBHsoftec  *

www.ibhsoftec com Contact Wiki

Changing the system settings requires a reboot. Reboot Now?

( Cancel

Configuration file to restore previously saved settings. Typically the file name is

After downloading the configuration file ibhlinkua-settings.xml, it is possible to
perform a firmware update.

Firmware file to perform an update. Typically the file name is fw-update- )00 tar.

Restarts the device. All communication with PLCs and OPC UA Clients will be
interrupted. Click only, if you are absolutely sure.

Build structure variables. It will require more memory | Setting is applied when

The source timestamp will not be refreshed on every successful read. Instead,
only a value change on the controller will refresh the timestamp.

If the PLC variable is a ByteArray, the OPC variable is normally also a ByteArray.
This can be changed to a ByteString.

ok L

1,
%,

&
&
o

i

IBH Link UA

embedded OPC UA servar | cliant

=5PC UA

TTI
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Marking the check box Build Structure Variables and additionally
clicking on the Apply button and confirming it the function will be

activated.

Structure variables created require additional memory

If the option Use Structure Variables is activated, the OPC server is
restarted. In the UaExpert window Data Access View the variables
of the structure are displayed in red while the OPC server is not
running (the connection to the OPC server is interrupted).

After restarting the OPC server and restarting the connection of the
UaExpert to the IBH Link UA, the system variable Consistent is
displayed. If this variable is true, consistent data can be read from
the CPU (read) and written to the CPU (write).

Use Drag&Drop to pull Consistent and Structure into the Data
Access View field.

»" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

Historizing

= § 1 t ~ -
DPPED =0 X428 R |
Project & X Data Access View [ ]
v [ Project # Server Modeld  Display Mame Value Datatype  Source Timestamp Server Timestamp Statuscode
v [ Servers 1 IBHLinkUA@i.. NS4[String|Ch... CurrentTemp 0 Float 16:03:16.153 16:03:17.150 Good
%2, IBHLinkUA@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary) | |2 1BHLnkUA@i. NS4fstring|Ch... SetTemp 0 Float 16:03:18.560 16:03:19.407 Good
v Hb - 3 IBHLinkUA®i... NS4[String|Ch... Consistent _true Boolean 6:03:02.549 16:03:22.878 Good
B Documents 4~ IBHLINkUA®i... NS3[String|Ch... Structure e ExtensionObject 16:04:49.878 16:05:00.169 [
1 Data Access View
Address Space & x ZIEAGIE
| No Highlight -
2 Root ~
v 2 Objects / Cancel
& Client Values can be modified —
&% DeviceSet and are online visible
v O in the CPU.
v CPU416-3 PN/DP
@ DeviceManual
@ DeviceRevision
& GlobalVars Attributes & x
@ HardwareRevision
@ Manufacturer FAW =
@ Model 2 2k @ L)
ParameterSet .
. i pae Attribute Value
rograms
D SupportedTypes £ Nodeld Modeld N
v [ Tank_level_values
@ Dummy MNamespacelndex 4
D Maxyalue IdentifierType String
@ Min_value -
v [@ Souctore Identifier Chapter 3.CPU 416-3 PN/DP.Programs. Tank_level_values.5Structure
@ Consistent MNodeClass Variable
@ CunrentTemp " =
@ SetTemp BrowseMame 4 "Structure
@ Tank_level DisplayMame " "Structure”
@ RevisionCounter i
@ SerialNumber Description .
@ SoftwsreRevision e WriteMask 0
8 T <1
\ UserWriteMask 0 J
v Value
SourceTimestamp 13.07.2017 16:04:49.878
SourcePicoseconds 0
ServerTimestamp 13.07.2017 16:04:49.879
ServerPicoseconds 0
StatusCode Good (0x00000000)
v Value Chapter 3.CPU 416-3 PN/DP.Types.Programs.Tank_level_values.5tructure
CurrentTemp 0
SetTemp 0
¥ DataType
Mamespacelndex 0
IdentifierType MNumeric
Identifier 0
ValueRank -1
ArrayDirmensions BadAttributeldinvalid (0x20350000)
AccessLevel CurrentRead, CurrentWrite
UserAccessLevel CurrentRead, CurrentWrite

MinimumSamplinglnterval 0

false
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Chapter 3 Project with STEP® 7 (SIMATIC® Manager) or TIA Page 3-31

Double-clicking on the icon in the Double click to display value
Structure line opens a dialog box to display and modify the variables
of the Structure.

CurrentTemp | 25,123

Setfemp | 21.5

Wirite Cancel

Display online the variable of the Structure

The modified variables can then be observed in Tank_level values
DB2 of the CPU-416.

DB2 online (Status) Display in SIMATIC Manager

fi; LAD/STL/FED - [@DB2 -- "Tank_level values" -- OPC UA Workshope ST\Chapter 3\CPU 416-3 PN/DP\..ADB2 ONLINE] | = || B [[=£5]

L} File Edit |nset PLC Debug View Options Window Help o - 8 %
ClIC]
24 12 b, —
Diqu|§|x’ E|nm|tﬂaﬁ|g|%§d‘ -Monibar(onfoﬁ)lk?

Address (Hame Type Initial walue |Actual wvalue |Comment
-0Min wvalue INT 100 1a0 Tank £filled less than 10%
-0[Max wvalue INT 10000 10000 Tank filled more than 50%
- 0| Dumrmy INT a a Durmy
-0|Tank level INT [4] a Tank lewvel wvalue
-0|Structure.CurrentTemz |REAL 0.000000e+000 |Z5.123 Current Temperzture I
-0|Structure.SetTemp EERL 0.000000e+000 |Z1.5 Requested Temperature !

>
Press F1 to get Help. <1 R [Abs <52 [Rd | 4

DB2 Tank_level values online Display using the SoftPLC diagnosis

‘11 IBHsoftec 57-5oftPLC

File Edit Wiew Help
SEHE 6D | dudath 0T
E|--'I] S7-46 an TTI-RED-IN10-6 e ~
-- CPU Pararmeters
& cPaazan Ik & Data Blocks DDiagrostic bufferl Cornections
; E — Selection:
-, Add/Remove driver.., " Byte
DE Mo.: I 2 T wwhord Change value
% Double word
Address | Hex | D ecimal |
DBZDEBOO 642710 B5E3600
DBZ2DED4 Ox1691
Ox41c8fbe? 27
DB2DBO1Z Oxd1ac0000 1101791232
]
< >
Dare ]
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3.3 Project using TIA 15 (IBHsoftec SoftPLC)

CPU 416-3 PN/DP (IBHsoftec SoftPLC) - Hardware configuration

TIA

The following example shows the programming of a
project using the TIA V15 portal and the
connection of a CPU 416 with the IBH Link UA H15
via an Ethernet connection. Ul AEhA

A CPU having an Ethernet port has been selected.

CPU 416-3 PN/DP
also available as SoftPLC

IBH Link UA

o

IP address ~ - I : IP adress
192.168.1.10 e 192.168.1.14

[9A87 3uUel GTVIL 3€ VN OdO :193loid O1d

3.3.1 Software PLC CPU 416-3 PN/DP

The example uses a CPU, which is also available as
a software PLC from IBHsoftec (already installed on
the PC).

The PG / PC interface (TCPIP) must be selected
accordingly.

The SoftPLC CPU 416-3 PN/DP from IBHsoftec is installed on the
PC and is already running. Right-clicking on the SoftPLC icon in the
taskbar opens the IBHsoftec S7-SoftPLC window for Configuring and
Diagnosing the SoftPLC.

SoftPLC Operating, Diagnostic and Configuration windows

In the status bar right-click the SoftPLC icon to open the window to
configure and operate the SoftPLC. This window displays the status

of the CPU and diagnostic elements are presented.

_______________________________________________________________________________________________________________________|]
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SoftPLC Operating and Status windows

- 11| IBHsoftec S7-SoftPLC

File Edit View Help

Duﬁ|wu 101 ®|ﬁlﬂlﬁf&|lﬁl ‘?|

B~ III ST-416 on TTI-RED-WINTO-6 | PLC-Program: — — r~Lock / Enable settings: ~
CPU Pararneters
. ;ﬂ: CP343,443 — Cycles: BUN & ‘wiarmn Restart (DB 100) Lok | —
[ Diagnostics 123908 Hot Restart (DB101)
- m Add/Remave driver., STOP FLLC Stop operating Change password
T _~elements
r— Cycle time [mz]
b inimninn: 1 imuim: Current: —PLC-Program and data blocks:————————
] (]
—Jitter [ms] - T— Ny
M awimum: Cuiment:
[l ]

Serial number: Wersion:
’7| F74-010936-0000 ’7 413
Load memory [Bytes) Free load memary [Bytes)

{ [ = { [ se=am W o
I Fete

~ PLC typ Organization:
| EEST 41E-3EROG-0ARD ’7|

Teminate PLC |

w

Dane [ Mo y

SoftPLC Diagnostic window

The diagnosis provides four tabs.

e IQM Status display of individual bits of an operand. The
status of freely selectable inputs (In._), outputs (Qn._) or flags
(M n._) are displayed and changeable in these ten fields.

e Datablocks The status of existing, freely selectable data
blocks can be displayed and its values can be changed as a
byte, word or double word.

e Diagnostic buffer  The diagnostics events of the CPU are
listed in clear text with explanations in the order of their
occurrence.

e Connections The connections of the CPU with ID, status,
type etc. are displayed.

‘11| IBHsoftec S7-SoftPLC

File  Edit ‘iew Help
Enﬂ||00 |D|®|ﬁw%|m?|
=l S7-416on TTI-RED-WINTO-6_frfin A
[ . CPU Parameters <
L 106 |Data Blocksl Diagrostic bufferl Eonnectlons
eme driver ol ol ol ol vl
i Ca ol Ca ol Ca
M oM M M M
o o ro o o
1 1 "1 ™1 1
2 2 2 2 2
3 [ 3 3 3 3
[ 4 4 4 4 4
\s | "5 & | W3
s (= e e e
7z rz rz rz rz
v
< >
Dane MURA A
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Project with STEP® 7 (SIMATIC® Manager) or TIA Chapter 3

3.3.2 PLC program of the CPU 416

The project OPC UA 3E TIA15 Tank Level with the SIMATIC 400
Station CPU 416 provides the S7 program Tank level.

It simulates the filling and emptying of a tank with the following
characteristics:

The tank is filled is filled up to reach a Max_value (Tank filled more
than 90%) and is emptied to reach Min_value (Tank filled less than
10%).

The filling and emptying is controlled via an Down (Output valve) and
Up (Input valve).

The variable Value (Tank level value) delivers an integer number to
the CPU. The variables Max and Min are only used internally.

In the Data Block DB2 (Tank_level values) the integer number of the
minimum and maximum tank level are stored.

The PLC block FC5 is used to control the up and down of the tank
level.

The input valve (Up) is open when the tank content is between 0%
and Max_value.

When Max_value is reached, the input valve is closed and the output
valve (Down) is opened until the tank level drops to the Min_value.

Now the output valve is closed again, and the input valve is opened,
so that the tank reaches the Max_value again.

When the Max_value is reached, the input valve is closed, and the
output valve is opened, etc., etc.

The variable ON (Control ON) enables the level control. If the control
is switched off, the tank level remains at its current value.

The PLC symbols listed in the Symbols table and the data defined
in the Data Block DB2 (Tank_level_values) will be routed via the IBH
Link S7++ to the OPC-Server IBH Link UA (OPC tags).

Open the project OPC UA 3E TIA15 Tank Level

Project |Edit Wiew Insert OnRelELNI0] ] 3¢
[3F New... I
ol Copen... Recently used
Migrate project... Project Path Last change
Close ] OPCUA ZETIATS Tank Level.ap15 | AACPC UA 3E TIATS Tank Lewvel (392018
=
58Ve as...
i £ Il >
Dele_te project... | ” ( Confirm |
Archive...
Retrieve... | Browse | | Remove | r Open 1 | Cancel |
Manage multiuser server projects
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Program Tank level Default tag table ~ L@ PLC tags

Trans Tech International® 2019

%5 showalltags
Double-click on Default tag table to open I’ Add new tag table

L. 2 Default tag table [4]
he listing. -
the list 9

OPC UA 3E TIA15 Tank Level » Tank level [CPU 416-3 PN/DP] » PLCtags » Default tag table [6] -0 EX

@Tags User constants "@ System constants |
= B 7o =
Default tag table
Mame Data type Address Comment
1 <2 On Bool %l0.0 Control ON
2 <2 Down Boal %Q2.5 Output valve
3 <2 Up Boal %Q2.6 Input valve
4 - Max Bool %12 Maximum reached
5 e | Min Bool %13 Minimum reached
6 <2 Value Int FahW2 Tank level value

Loading the PLC Program Tank level into the CPU

Double-click Device Configuration w [ Tank level [CPU 416-3 PN/DP]
to open the Device view window. 1 Device configuration
¥ double click

In the example, the CPU 416-3

PN/DP (6ES7 416-3ER05-0ABO) firmware version V5.1 is used,
which is also available as a software PLC from IBHsoftec (already
installed on the PC).

In the open field Properties, the required IP address is set under
IP protocol. In the example, the IP address of the PC is -
192.168.1.10 (all PCs in the workshop have this address). The
Ethernet connection is direct without a router.

OPC UA 3E TIA15 Tank Level » Tank level [CPU 416-3 PN/DP]

|; Topology view ”ﬁgh Network view  ¢J]f Device view
nﬂﬁ' Tank level [CPU 416-3 PMIDF] [+ ,:.I'“ e é ::5:1 ; b5
H | 1 H H H H

&
1 4 5 6 7 B8 9 10 11 12 13 14 15 16 17 18
SoftPLC H

[« gProperties >||"_i.'.lnfo ||ﬂ Diagnostic |
g General >” 10 tags ” System constants " Texts |

b General Eth t add
emet agdresses
» MFIDP interface [X1]
PROFINET interface [X5] Interface networked with Not networked
open-beneral FHIIE_1
esses; Subnet: il 6 n
Time synchronization r
add new subnet ] {open?
» Advanced options
. . {Click i o
Diagnostics addresses Click here to create & new subnet.
Y IP protocol 0
Startup
Set
Cycle -~ IP address SoftPLC 416
IP address 192 _ 168 .1 .10
Clock memary CPU 4163 PN/DB
P Interrupts Subnet mask-%, 255 . 255 . 255 . O
Diagnostics system m D Use router
- - "
» System diagnostics H Routeraddress: |0 .0 .0 .0
Time ofday _
»
Retentive memaory ol PROFINET
Mermory
Frotection [¥] Generate FROFINET device name automatically
» Webserver - il
. FROFINET 416
Overview of addresses EVIcE name ‘ Slpls
Converted name:  softpload ] 6c2f6

|
. |
Further settings are Device number: ‘0 |v|

default settings

IBH Link UA Training



Page 3-36

Hardware and software compilation

Use the command from the context menu to compile the software
and the hardware.

Project with STEP® 7 (SIMATIC® Manager) or TIA

Chapter 3

OPC UA 3E TIA15 Tank Level » Tank level [CPU 416-3 PN/DP]

|E Topology view "EE‘h Network viewt] ([ Device view ]

B Qs

ﬁﬂﬂ-{ Tank lewel [CPU 416-3 PMIDF] [+ b [5ez] iy :

Change device

SoftPLC gy G0 to network view

Download to device

ﬁ Go online

ﬁ Go offline

13| online & diagnostics

4
Ctrl+k
Crl+ b
Ctrl+D

17 18

Hardware and software (only changes)

Hardware (anly changes)
Hardware {rebuild all)
Software {only changes)
Software (rebuild all)

Software (reset mermory reserve)

_-|-> Export module labeling strips..

[ am |

Hardware and software compilation with warnings
Ignore the warnings. The SoftPLC 416 requires no I/O modules.

|§. Properties ||"_i.'.|nfo ||ﬂ Diagnostics |

| General || Cross-references q Compile P
@‘ show all messages

Compiling finished (errors: 0; warnings: 1}

1 |Path Description Goto |7 Errors | Warnings |Time

1~ Tanklevel P 0 1 11:34:34 AM
0 ¥ Program blocks A ] ] 11:34:34 AM
0 Mo block was compiled. All blocks are up-to-date. 11:34:34 AM

1 ¥ General warnings P 0 1 11:34:34 AM

1 Inputs or outputs are used that do not exist in the configured hardware. A 11:34:34 AM
(i ] ¥ Hardware configuration P 0 o 11:3434 AM
0 Hardware was not compiled. The configuration is up-to-date. ? 113434 AM
I1 Compiling finished (errors: 0; warnings: 1} 11:34:34 AM

Download the hardware and software into the CPU

With the commands from the context menu, the software and the
hardware configuration can now be loaded into the device.

OPC UA 3E TIA1S5 Tank Level » Tank level [CPU 416-3 PNADP]

||ﬁg‘h Network view ||[|'f Device view

|5'F Topology view

H R

.:, Tank level [CPU 416-3 PRIDP] [+ | 5 s
LY

Change device 17 18

SoftPLC g G0 to netwark view

Compile 4
Download to device
& Goanline Ctrl+k,
&N o offline Cerle
%) Online & diagnostics Ctrl+D

_-I-b Export module labeling strips..

Hardware and software {only changes)

Hardware configuration
Software (only changes)
Software (all)

click
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The Download command opens the dialog box to set the interface for
the device. Direct at slot '2 X5' must be selected because the
Hardware configuration has not yet been downloaded into the CPU.

nded download to device

Configured access nodes of "Tank level"
Device Device type Slot
CPU 416-3 PMN/DP 2x5

CPU416-3 FMIDP 231

Tank level

Type of the PGIFC interface:
PGIPC interface:
Connection to interfacefsubnet:

15t gateway:

I
X

Type Address Subnet

PHIIE 192.168.1.10 PI/IE_1

MPI 2
[¥_PniE [+
[l 451X ~x88178 USB2.0 1o Gigabit Ethernet Ad._ | vﬁ@
Direct at slot '2 X5’ - @
Flease select

©
Direct at slot ©

FMAE_1 open | select
Select target device: Show dewvices with the same address |+
Device Device type Interface type Address Target device
= = FYIE Access address =
Flash LED
p startsearch
Online status information: [ misplay only error messages
Load | | Cancel
The successful search is displayed
Extended download to device %
Configured access nodes of "Tank level”
Device Device type Slat Type Address Subnet
Tank lewvel CPU 416-3 PMNIDP 2X5 FMAE 192.165.1.10 FRIE_1
CPU 416-3 PNIDP 21 MFl 2
Type of the PGIPC interface: |1 PRIIE -

[| Flash LED

PGIFC interface:
Connection to intefacelsubnet:

15t gateway:

Select target device:

Device Device type

[l £51x AX88178 USB2.0 to Gigabit Ethernet Ad...| = | @

| Direct at slot '2 X5’

[-] ©

[]@©

Interface type

Address

Show device s with the same address A

Target device

= CPU 416-3 PMNIDP PMIIE

192.168.1.10 =

Online status information:

- - t PHIIE
(mark;

o Scan completed. 1 cormpatible devices of 1 accessible devices found.
%2 Retrieving device information...

Sean and information retrieval completed.

Access address -

Start search

D Display only error messages

<] ]

(e

[ load ||

Cancel

The loading process requires several confirmations of messages and
dialog boxes.

Trans Tech International® 2019
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A preview of the loading is displayed.

Load preview [%
9 Check before loading
Status ! Target Iiessage Action
4 &~ Tanklevel Ready for loading.
1 * Protection Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use of firewalls and network segmentation. For
more information about industrial security, please visit

5 httpzifwww siemens comiindustrialsecurity
(V] ¥ Stop modules The modules are stopped for downloading to device. stop all
(/] » Device configurati... Delete and replace system data in target Download to device
(] b Software Download software to device Consistent download
<] [ 2]
Load
Finish | ! Load ! | Cancel |
]
Finish loading
Load results X
9 Statusz and actions after downloading to device
status (! Target Meszage Action
l& @~ Tanklevel Downloading to device completed without error,
1 > Startrmodules Start rodules after downloading to device. [ startall
! The module "Tank level” can be started. M start
<] [ 2]
! Finish ! | Load | | Cancel |

Fault-free loading is displayed

|§. Properties ( "iJ.Info 11}% Diagnostics

General Cross-references " Compile |
@”I|| show all messages |'|
I Message Goto 7 Date Tirne
G Project OPC UA Workshop2e TA 14 opened. 6182017  11:20:38 AM
e ¥ Start downloading to device. 6/18/2017 12:52:28 PM
G * Tanklevel 6/18/2017  12:52:28 PM
Q Tank level stopped. 6/18i2017 1:07:10PM
e Hardware configuration was loaded successfully. 6182017  1:07:10 FM
Q Main (OB1) was loaded successfully. 611812017 1:.07:10 FM
e Generate analog value (FB5) was loaded successfully. 6182017  1:07:10 PM
Q Fill | empty the tank (FB10) was loaded successfully. 6182017 107210 FM
e Generate analog value_DB (DB5) was loaded successfully. 611812017 1:07:10 PM
Q Fill | empty the tank_DBE10 (DB10) was loaded successfully. 6182017 107210 FM
Q SoftPLC 416 started. 6182017 10727 FM
@ Loading completed (errors: 0; warnings: 0). 6/18/2017  1:07:27 PM
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SoftPLC diagnostics CPU 416-3 PN/DP

The Input 10.0 ON was set in the diagnostic window IQM of the
SoftPLC 416. The Outputs Q2.5 or Q2.6 indicate Down and Up.
The value is represented by M2 and M3.

‘11| IBHsoftec 57-SoftPLC

File Edit ‘Wiew Help

EEHE &5 | doadnth| 0T

Bl 57-416 on TTI-RED-WINTO-6 | 50 o,

CPU Parameters (
[1e]i} aBIDcksI Diaghostic bufferl Connectionsl
| Lol Lol Lol (ol
o q & q o q o q ©q
M M & M & M M
IEHIR N R N R R
On<p= 0 ro W0 o o

1 1 v 1 1 1
[z [z v 2 [z [z
3 3 3 3 3
F tpown 4 || W4 4 4
[C5 |l 5 5 5 5
6 WV & [ [ [
r2 o rr rr rr

Done l_

SoftPLC diagnhostic window

The Data word DW6 (DB2 - Tank_level values) displays the Tank
level.

G " Diagnostic buffer I Connections
— Selection:
" Byte
DB Mo.: I 2 * Word Change value
" Double word
Address | Hex | Decimal |
DBZ DBWD (obd 100
DB2.DBW2 2710 10000 Tank value
DBZ2.DEW4 DD 0
DBZ2 DBWG

The filling and emptying of the tank can be checked Online
(Tank_level_values - DB2).

...PCUA 3E TIA15 Tank Level » Tank level [CPU 416-3 PN/DP] » Program blocks }» Tank_level_values [DB2] — W & X

=4 _'*'b' o, d, E U?' Keep actual values ‘g Snapshot q. n; Copysnapshots to start values g & L 2
Tank_level_values
Name Data type Offset Start value Manitor value Comment
1 40~ Static
2 lag = Min_value Int 0.0 100 100 Tank filled less than 10%
3 |4 w Max_value Int 2.0 10000 10000 Tank filled more than 90%
4 |41 = Durmrny Int 4.0 1] 1] Dty
5 4@an Tank_level Int 6.0 o Tank level value
6 < ® F Structure Struct 8.0 Cornplexvariable -STRUCT -
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3.3.3 UaExpert Program window

The CPU 416 is not yet available in the UaExpert program window
because the IBH Link UA has not yet been inserted into the PLC
program.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”™

File View Server Document Settings Help

DWEE & = MY 2B

Project 2 X Data Access View o Attributes X
v [A Project # Server Sk @ L]
v [ servers Attribute Value
123 1BHLinkUA@ibhlinkua 001037 - None - None (uatcp-uasc-uabinary) v Nodeld Nodeld
EQ IBHLinkUA®@ibhlinkua_001037 - Basic2565ha236 - Sign & Encrypt (uatcp-uasc-uabinary) & Neamespacelndex y —
¥ [ Documents ) IdentifierType  String
{3 Data Access View Identifier PLCs
Address Space 8 X ModeClass Object
o BrowseMame 1, "PLCs"
& [Ebsano e DisplayMName ", "PLCS"
2 Root Description BadAttributeldinvalid (080
~ [ Objects WriteMask Y]
&% Client UserWriteMask 0
o DeviceSet EventMotifier Mone
i) PLCs ]
o Server k
3 Slots no_CPU is
I3 Stations listed
] Types
C Views < > ¢ >
3.3.4 IBH Link UA as SIMATIC PC station
A double-click on Add New Device |~ 1 OPCUA3E TIATS Tank Level
= z
opens the Device Selection dialog box. | B Add new device
P ; double click
If an OPC server is inserted into the

project, a SIMATIC PC station is automatically inserted.

Add new device 4

Device name:

(5
| DPC Server — IBH Link UA "N@n_ter information)g/ |

 emm | ~ [ PCsystems Fofae oPC
] [ﬁ PC general Server
» [\_Q Industrial FCs
r—
Contrallers b Ll SIMATIC 57 Open Controller

» (il SIMATIC S7 Embedded Controller
4 'E' SINUMERIK operator components
» (il SIMATIC Controller Application
» [ SIMATIC HMI application

[[@ Userapplications
HI (2) OPC server

{open} - Version:
g (2 spplication m@
Description:

OFC server for the DF, FOL, 57 (between different
subnets), 57 alarms, ISOIMCP, SNMP, DP master
class 2, PROFINET 10, SIMATIC NET PC software
VB2 ..

OPCserver

N

Article no_: | OPC Server

0|

FCsystems

click

S

(oonﬁml
[+ Open device view ’—GK—1 | Cancel |
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Insert the communication module into the IBH Link UA

] r‘_;! PC general

e i
SIMATIC PC station ¥ [ SIMATIC HMI s pplication
» (@ Userapplications

{p_m Communications modules

[}z FROFINETIEthernet

4
(open » [z CP 1604
» | CP 1612 (A2)

o

2

a

wvi

je)

o

=]
» 1z CP 1613 (A2)
» [}z CP 1616 onboard
» (i@ CP 1616

» 1 CP 1623

| ]

» [l SIMATIC Contraller Application

|5'3J Topology view Options 2]

,;Eg- [ IBH Link UA [SIMATIC PC Statid = | [zes] e = ;
| - €] Catalog > g

| it ] 2

& i E

5|00} aujjuQ |£||

syse| @l”

» [}@ FROFIBUS

Setting the Properties of the Communication module

OPC UA 3E TIA15 Tank Level » IBH Link UA [SIMATIC PC station]

» @ CP1628 {double click} |
=2

aueiq &

SIMATIC PC station

ar

|E Topology view ||ﬂi|ln MNetwork view |||]'f Device view

|~ | | =

£]

>
(<[ m 100% [*] —%—
QPruperties "_i.'.lnfu ”ﬂDiagnustics |

1m' 10 tags || System constants " Texts |

b General Eth t add
PROFIMET interface (1) BMEL anEresses
— General Interface networked with Mot networked
Optiohs FHIIE_1

PMIE_1 m@

r Add new subnet

Ethernet add Subret:

b Advanced options

OFC configuration @

o p Click here to create a new subnet.
1SO protocol

D Use 150 protocol

MAC address: [0a -00 -08 -01 -00 -00]

E IP protocol
H IP address
\w] Use IF protacol IBH Link UA
(mark) : : Set

D Use rou

Router address: | 0 .40 .o .0 |

Trans Tech International® 2019
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Create S7 Connection IBH Link UA OPC Server — SoftPLC 416

Use Drag&Drop to establish the S7 connection from the IBH Link UA
OPC Server to the SoftPLC 416 (Tank level CPU 416-3PN/DP.

OPCUA 3E TIA14 Tank Level » Devices & networks

Connections i 57 cohhection
Htdl connection

E-mail connection
o FDL connection
150 connection
150-0n-TCP connection
FtF connection
57 connection
TCP connection
UDP connection

Tank level IBH Link UA CP OPC
CPU 416-3 PMN/DP @ SIMATIC PC Stat... IE Server
drag & drop
[ .
— =
[PNIE_1} 'l
The established S7 connection is shown
N X

OPCUA 3E TIA15 Tank Level » Devices & networks

|E Topology view & % Network view _»([If Device view
=
—a

1 Highlighted: Connection

H Connections@? connectior?) |v| iy !g
- = : :

ﬁ—\u Network

IBH Link UA OPC
SIMATIC PC Stat... Server

Tank level
CPU 416-3 PNIDP

57_Connection_1

[ <] i S [>] [100% x| —%—

< gﬁoperties >||"_i.'.lnfo "ﬂ Diagnostics |

$ General>|| 10 tags || System constants || Texts

General
Local ID

General

Special connection properties Connection
Address details

Name: | 57_Connection_1

Connection path

Local Partner
ORC
m Server
: D
N
i End point: |Tank level [CPU 416-3 PNIDF] | | OPC_Server_IBH_Link_UA [OFCServer] |
Interface: | Tank level, PROFINETinterface_1[x5] [+|  |IBH Link UA Interface, PROFINET interface v |
Interface type: |Ethernet | [Ethernet |
Subnet: |PNIE_1 | = [PniE_1 | =
Address: [192.168.1.10 | [192.188.1.14 |
[ Find connection path |
IP address SoftPLC 416 IP address
CPU 416-3 PN/DB IBH Link UA

OPC UA 3E TIA15 Tank Level » Devices & networks
= Topology Network view i Device view_|
—— . — -
Network overview 9 Connections :& /0 communication ” VPN ‘
-~
. 't{ Local connection name | Local end point Local ID (hex) Fartner ID (hex) Fartner Connection type
57_Cannection_1 Il Tank level [CPU 416-3 PNIDP] 1 [:#l] 57_Connection_1 [ [l OPC_server_IBH_Link_UA[OFC Server] [~ 7 connection
S7_Connection_1 W OPC_Server_IBH_Link_UA [OPC Server] S7_Connection_1 1 [. Tank level [CPU 416-3 PNIDP] 57 connection

I
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OPC UA 3E TIA15 Tank Level » Devices & networks

Page 3-43

MNetwork view

|E Topology view o

l_: Network overview PCunnections || YO communication || VPN |

[>]

Port_1

2| Device Type Address in subnet Subnet Master [ 10 systemn Device number | Comment
* 57-400 station_2 57-400 station [~]
¥ Tank level CPU 416-3 FN/DF
E MFIDF interface_1 MPIDF interface 2 Mot connected
1 ¥ PROFINET interface_1 FROFIMET interface 192.168.1.10 FRAE_1
Port_1 Port
Port_2 Port
¥ IBH Link UA SIMATIC PC Station
OPC_Server_|BH_Link_UA QOFPC server
¥ |BH Link UA Interface IE general
¥ FPROFINET interface FROFIMET interface 192.168.1.14 FRAE_1

Fart

OPC UA 3E TIA15 Tank Level » Devices & networks

[ = Topology view [ Network view | [If Device view

E_ Topology overview P Topology comparison |

¢ Device port Slot Partner station Partner device Partner interface | Partner port Cable data
w 57400 station_2
¥ Tanklevel 2
¥ PROFINETinterface_1 2X5
Fort_1 2X5F1 Any partner ===
Fort_2 2X5P2 Any partner ===
¥ IBH Link UA
IBH Link UA Interface 2

Select OPC tags (symbols) in the OPC configuration
Open the OPC Server / Property configuration.

OPC UA 3E TIA15 Tank Level » IBH Link UA [SIMATIC PC station]

e €TIBH Link UA [SIMATIC PC Stati vy H

g

SIMATIC PC station

| v | | <

- 57

OFC alarms

57 Ua redundancy
I1S0/TCP
ShMP
FROFIMET 1O

[ <[] > [100% [*] —%—
|§.Pruperties ||"_i.'.lnfu ||ﬂ Diagnostics |
J General || 10 tags || System constants || Texts |
b General [
. DPC gymbols
DF master class 2
FOL () Mone

OFC prograrm alarms ma...

<] i

&l

(&) Configurad
'b |'

[ Field elements visible during runtime p Configuring...

Configuring... ||

T T a7

TTI
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The Configure button opens a r Configuring... 1
dialog box listing the operands defined in the symbol table or the

data from the data block Tank_level_values. These operands can
be selected as OPC tags. Due to the previously configured S7
connection the PLC knows the variables.

The access rights Read / Write etc. can be assigned to the individual
operands (OPC tags).

Configurable global symbolic named operands

Symbol configuration %

Symbol selector

- 3 OPC UA 3E TIA1S Tank Level Name Data type Address Visible | Connection Access EU Lo
- Tank level : Boal 3%10.0 True 57_Connection_1 ReadWrite o
= _ ' : :
E PLC tags: Bool %Q25 True 57_Connection_1 ReadWrite 0
- :D Frogram blocks Bool Q2.6 True 57_Connection_1 ReadWrite o
i Tank_level values Int N1 2 True 57_Connection_1 ReadWirite (1]
Bool M1 3 True 57_Connection_1 ReadWrite o
Bool M2 True 57_Connection_1 ReadWrite 0
Read
[<] [ Wirite

Readrite

S . hone
Elements with active branch [ Visible ~ Access right: ReadWrite v
b

Connection: 57_Connection_1 ﬂ

Low limit: High limit:

Symbals: 6

[
-
=]
=1
=]
=]
=1
=]
=i
=]
=1
=]

C5V Import / Export

| Import file | | Export file |

Access path

£ | OFC UA 3E TIA15 Tank Level. 57400 station_2.Tank level 23 |

{confirm
[ QK | Cancel
Data from data block DB 2 Tank_level values
Symbol configuration %
Symbol selector
- ] OPC UA 3E TIATS Tank Level Name Data type |Address Visible Connection Access EU Lo
- 3 Tank level L 1 %DB2.DBWO  True 57_Connection_1  ReadWrite o
:D PLC tags £ %DB2 DBWZ  True 57_Connection_1  ReadWrite (1]
Dummy Int %DB2.DBW4 True 57_Connection_1  ReadWrite 0
Tank_level Int %DB2.DEWE  True 57_Connection_1  ReadWrite 0
Read
[<] [T Write
Readiite
- hone
Elements with active branch [ Visible Access right: ReadWrite =
Symbols: 2 {mark;  Connection: |57_Connection_1 | ~ |
Low limit: High limit:
|0.00000000000 | [0.00000000000 |

CSV Import / Export
| Import file | | Export file |

Access path
mc U 3E TIA15 Tank Lewel.57-400 station_2 Tank level. Tank_level_values > |
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Selecting all OPC tags (symbols) in the OPC configuration

If all global symbolic operands and the data from all Data blocks
should be used as OPC Tags, mark All in the Properties — OPC
Server dialog box.

OPC UA 3E TIA1S Tank Level » IBH Link U A [SIMATIC PC station]

= Topology view i Metwork view E ||'|’ Device view S
: IBH Link U [SIMATIC PC Statig = i IS ] ]

{open/ select)

| v | |

SIMATIC PC station

arvar

[ <[] (3| [100% [v| — 95— ®

|§,Prnperties ||"ii|nfu ||ﬂDiagnustics |

J General || 10 tags || System constants || Texts |
b General [

- OFC symbols

DF master class 2

FDL

O Mane

- 57 @
OPC alartns : OConﬁgured
OPC program alarms ma... : | Configuring...
57 U redundancy il [ Field elements visible during runtime
ISOITCP
SHMP
FROFIMET 12

<] ] | £ I i ¥

Compiling the OPC Server configuration

OPC UA 3E TIA15 Tank Level » IBH Link UA [SIMATIC PC station]

|5'FTopologyview "ﬁﬁh Network view ¢[JIf Device view _}

A#CTIEH Link UA [SIMATIC FC Statid v JE R

Change device

E'F Go to topology view
Eg'h Go to network view

SIMATIC PC station

Cornpile Hardware and software (only changes)
Download to dewvice » Hardware (only changes)

ﬁ Go online Ctrl+K Hardware {rebuild all)

m@‘ Go .of'flme . . Ctrl+ b Software {(only .changes) e

g Online & diagnostics Ctrl+D Software (rebuild all) Click’

ﬂ Assign device narme Software (reset memory reserve)

Receive alarms

If no error occurs during the hardware compilation, the hardware can
be loaded into the IBH Link UA OPC server.

| =* Export module labeling strips...
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Load the configuration into the IBH Link UA OPC server

OPC UA 3E TIA15 Tank Level » IBH Link UA [SIMATIC PC station]

e Tien LmkUA[S\MAHCPCStamij )

|; Topology view ||EEH Metwork view  €/[lf Device view

Change device

I._.E Go to topology view
y Go to network view

SIMATIC PC station

Cornpile 3
Hardware and software (only changes)
ﬁ Go online Crl+k H: qui n
&V 6o offline Ctrl+ b Software {only changes)
| online & diagnostics Ctrl+D Sofrware (all)

B Azsign device name

Receive alarms

The selection of the interface is shown

Extended download to device X

[ Export rodule labeling strips

Configured access nodes of "IBH Link UA®

Device Device type Slot Type Address Subnet
IEH Link UA Interface  IE general 2x1 PMIIE 192.168.1.14 PMIIE_1

Type of the PGIFC interace: FMNIIE i
LG ﬁ_ {open | select
FGIFCinterface: Rl ASIX AX88178 USB2.0 to Gigabit Ethernet Ad— v | (€

Connection to intefacelsubnet: | FHAE_1 {open | sele{:‘li' @

15t gateway: | | - | @

Select target device:

Device Device type Interface type Address Target device
= = FMIAIE Access address =
Flash LED
Online status information: [ Display only error mMessagei) Startsearch
| Load | | Cancel |
Extended download to device [X
Configured access nodes of "IBH Link UA"
Device Device type Slot Type Address Subnet
IEH Link UA Interface  IE general 2x1 PMIIE 192.168.1.14 PMIIE_1
Type of the PGIPC interface: |—LPNI'|E M—'W“ I select
PGIFCinterface:  [Fll ASIX AX88178 USB2.0 to Gigabit Ethernet .o.d?F\ ©
Connection to interfaceisubnet: | FMIE_1 ﬂq @
Select target device:
Device Device type Interface type Address Target device
= = PMIIE 192.168.1.14 =
= = PMIIE ‘ Access address =
|| mark;
D Flash LED
Online status information: D Display only error messages

2 Retrieving device information... E

Iv]

€ scan completed. 1 compatible devices of 1 accessible devices found.

Scan and information retrieval completed.

Load 1 | Cancel |
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A check is carried out prior loading.

Load preview %
9 Check before loading
Status 1 Target Message Action
4 &~ IBHLinkUa Ready for loading.
1 ~ Protection Frotection frorm unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.q. by use of firewalls and network segrmentation. For
rmore information about industrial security, please visit
httpidfarsne. siermens.comiindustrialsecurity

(] F Device configurati... Delete and replace system data in target Download to device

(<] in |

(oonﬁmli Load
| Finish | Load ! | Cancel |

i
The progress of the loading process is displayed.
[ Properties ?i, Info Diagnostics

|| Cross-references || Compile |

@ml Show all messages | v|

1 Message Go to ? Date Time

G ¥ start downloading to device. 712712017 3:01:57 PM
) 712712017 3:01:57 PM

O ¥ Stationmanager 712712017 3:01:57 PM

0 Stationmanager stopped. 702712017 3:02:48 PM

Q Hardware configuration was loaded successfully. 702712017 3:02:49 PM

0 Stationmanager started. 702712017 3:02:49 PM

Q The RAM contents were copied to the ROM. 702712017 3:02:49 PM

0 ¥ Local modules 712712017 3:01:57 PM

Q ¥ |BH Link UA Interface 712712017 3:01:57 PM

0 Hardware configuration was loaded successfully. 712712017 3:02:53 PM

(] IBH Link UA Interface started. 7i2rizony 3:02:54 PM

o The RAM contents were copied to the ROM. 72712017 3:02:54 PM 3
0 ¥ OPC_Server_IBH_Link_UA 7i27iz0n7 3:01:57 PM

O Hardware configuration was loaded successfully. 712712017 3:03:00 PM

0 The RAM contents were copied to the ROM. 702712017 3:03:01 PM

Q OPC_Server_|IBH_Link_UA started. 712712017 3:03:01 PM

Q Loading completed (errors: 0; warnings: 0}. 712712017 3:03:01 PM

UaExpert - Program window
The SoftPLC 416 is displayed in the UaExpert program window.

+ Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject*

File View Server Document Settings Help
D BB #=0 XKE B K <
Project g X Attributes J X
v [ Project & bk @ [+]
v [ Servers Attribute Value
t& IBHLinkUA®@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary) v Nodeld Nodeld
v [ Documents I Index 4
) amespacelndex
[ Data Access View \dentifierType
Address Space 8 x Identifier 57-400 station_2.Tank level
s 8 NodeClass Ubject
| No Highiight s BrowseName 4, "Tank level"
2 Root & DisplayName ", "Tank level"
v D Objects p BadAttributeldinvalid (0
&% Client WriteMask 0
&% DeviceSet UserWriteMask 0
v [ PLCs EventNotifier Mone
G i Tank level ___> :
¥ DeviceManual
W DeviceRevision
&% GlobalVars
# HardwareRevision v

_____________________________________________________________________________________________________________________|]
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The operands listed in the symbol table, defined as OPC tags, are
displayed below GlobalVars. Using Drag&Drop they can be pulled
into the Data Access View.

» Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Fle View 5Server Document Settings Help

DFPBE =2 XY2 R E

Project @ X Data Access View o
v [ Project # Server Node Id Display Name Value Datatype  Source Timestamp  Server Timestamp  Statuscode,
v [ Servers 1 IBHLinkUA...  N54|String|57-4... Down Boolean 13:00:45.355 13:00:45.606 Good
12, IBHLinkUA@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary) | (2 IBHLinkUA... NS4[String|S7-4... Up oolean 13:00:45.335 13:00:45.606 Good
- b " 3 IBHLinkUA... MNS4|String|57-4.. On oolean 11:37:52.672 11:37:54.310 Good
[ Documents 4 IBHLinkUA... NS4|String|S7-4... Max colean 11:37:55.644 11:37:56.566 Good
[ Data Access View 5 IBHLinkUA... NS4|String|57-4... Min colean 12:46:08.541 12:46:08.791 Good
6 IBHLinkUA... NS4|String|S7-4... Value Iht16 13:01:03.663 13:01:03.914 Good
Address Space a8 x |7 IBHLinkUA... NS4|String|57-4... Dummy 16 12:14:22.017 12:14:22.785 Good
8 IBHLinkUA... MNS4|String[S7-4... Max_value t16 12:14:24.671 12:14:25.795 Good
3 N Highlight ~|[9 IBHLinkUA... NS4|String|57-4... Min_value nt16 12:14:27.728 12:14:28.804 Good
" 10 IBHLinkUA... MNS4|String|ST-4... Tank_level Int16 13:01:03.663 13:01:03.914 Good
@& Client A P
% DeviceSet drag & drop Changes are

v 3 pLCs displayed
v o Tank level /

# DeviceManual

@ _DeyiceRevision il
@) Down
& Max
@ Min
@ On
@ Up 1
@ Value

@ HardwareRevision

@ Manufacturer

@ Model

&% ParameterSet

~ & Programs

&%ma Block DB2
%) Tank_level_values

@l Dummy

@ Max_value

4@ Min_value

4@ Tank Jevel |
@ RevisionCounter
@ SerialNumber
@ SoftwareRevision
oo Tasks

o Server v| £ v

3.4 Complex variable = STRUCT -

Creating an additional structure in the global data block DB2
The symbolic name of the data block DB2 is Tank_level values.

... ¥ Tank level [CPU 416-3 PN/DP] » Program blocks » Tank_level_values [DB2]

|

=4 _‘ﬂ‘ u, = E D‘? Keep actual values JEE Snapshot B B ’

Tank_level_wvalues

Marme Data type Offzet Start value Comrnent
1 <0 * Static
e Min_value _|Ir'|t 100 Tank filled less than 10%
3 ] . Max_value Int 10000 Tank filled rmore than 90%
4 g . Durmrry Int 0 Durmrmy
5 4] = Tank_level Int ] Tank level value
£ < ® ™ Structure Struct Complexwariable -5TRUCT -
7 = CurrentTermp Real 0.0 Current Temperature
LRS- = SetTemp Real 0.0 Requested Termperature

A structure was created in the data block DB2 Tank_level values.

The modified Data Block must be compiled and downloaded.

_______________________________________________________________________________________________________________________|]
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% Siemens - A:\OPC UA 3E TIA15 Tank Level\OPC UA 3E TIA15 Tank Level

Page

3-49

Project Edit View Insert Online Options Tools Window Help
Zf 3 B saveprojece & X |

Project tree

Devices

e
Lt

¥ ] OPCUA 3ETIATS Tank Level
I ~dd new device
ﬁg‘h Devices & networks
+ [i Tank level [CPU 416-3 PN/DP]

[IY Device configuration
4| Online & diagnostics

- | gl Program blocks

ﬁ Add new block

) 'I:n-echnology objects ( Tight click )

External source files Download to device

I:i PLC tags ﬁ' Go online Crrl+K
[ PLC data types

|55 Watch and force tables

[d] Properties... Alt+Enter

v v v v v

Re-select OPC tags

Open the OPC Server / Property configuration.

OPCUA 3E TIA15 Tank Level » IBH Link UA [SIMATIC PC station]

T N - ﬁ' Goonline ¥ Go offline B2 [N [H

4 Msin [OB1] Open
48 Tank_level_contral [FC5] Rename F2
@ Tank_level_values [DB2] i Compile 3 Software (only changes)

Software (only changes)

g ¢IBH Link UA [SIMATIC PC Stati

e,

o . s

SIMATIC PC station

apvar

[ <[ (> [100% [« —§9— 4

= Topology view | g Network view € I|'|’ Device view

L | | =

|§,Prnperties ||"_i.LInfu ||ﬂDiagnustics

J General || 10 tags || System constants || Texts |
b General [ OFC bal

o svmbols

DF master class 2

FDL —— ) Mone

Mt Al

OPC symbaols

i (&) Configured

OFC alarms o ‘
OFC pragram alarms ma.. | . mark | Configuring.. |
57 UA redundancy il [ ] Field elements visible during runtirme p Configuring...

15 QITCP

SMMFP

FROFIMET [

(<] I | <[ m »

The Configure button opens the r Configuring...

Symbol Configuration dialog box.
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Chapter 3

A note is issued by the TIA Portal to inform that is it takes some time

to read the entire symbol table.

In the Symbol Configuration dialog box, the Structure defined in
the Data Block Tank_level_values (DB2) — (PLC program Tank

level) can be selected as OPC tags.

The access rights Read / Write etc. can be assigned to the individual

operands (OPC tags).

Data from data block Tank_level values (DB 2)

Symbol configuration X
Symbol selector
- j OFC UA 3E TIATS Tank Lewvel Name Data type | Address Visible Connection Access EU Lo
- 3 Tank lewvel : 1 %DB2Z.DBWO  True 57_Connection_1  ReadWrite 1]
:j PLC tags & Int %DB2.DBW2 True 57_Connection_1  ReadWrite 1]
- :j Program blocks Dummy Int %DB2.DBW4  True S7_Connection_1  ReadWrite o
i Tank_level_values: Tank_level Int %DB2.DBW6 True 57_Connection_1  ReadWrite o
-0 Structure Structure Struct %DB2.DBX8.0 True 57_Connection_1  ReadWrite 1]
Read
<] i Vitite
Readiirite
S : Hone
Elements with active branch W] Visible Access right: ReadWirite v
Symbaols: 4 { mark_; Connection: 57_Connection_1 n
Low limit: High limit:
|0.00000000000 | [0.00000000000 |
CSV Import / Export
| Impaort file ‘ | Export file |
Access path
C:I_O_PC UA 3E TIA1S Tank Level 57-400 station_2 Tank level Tank_level_va Iu_e_s::> |
[ oK l | Cancel
Data from the structure of data block DB 2 Tank_level values
Symbol configuration X
Symbol selector
- j OFC UA 3E TIATS Tank Lewvel Name Data type |Address Visible Connection Access EU Lo
- 3 Tank level : %DB2.DED8 True 57_Connection_1 ReadWrite o
:j PLC tags %DB2.DBD12 True 57_Connection_1 ReadWrite ]

~ [l Frogram blocks
- i Tank_level_values
BT S tructure;

click

Read
<] i Vitite
Readirite
L . None
Elements with active branch [ visible Access right: ReadWirite :
Symbaols: 4 { mark_; Connection: 57_Connection_1 n
Low limit: High limit:
|0.00000000000 | [0.00000000000 |
CSV Import / Export
| Imnport file ‘ | Export file |
Access path

| OPC UA 3E TIA1S Tank Level 57-400 station_2 Tank level Tank_level_values Structure

IBH Link UA Training
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Selecting all OPC tags (symbols) in the OPC configuration

If all global symbolic operands and the data from all Data blocks
should be used as OPC Tags, mark All in the Properties — OPC
Server dialog box.

OPC UA 3E TIA15 Tank Level » IBH Link UA [SIMATIC PC station] - X

= Topology view | g Network view € ||'|‘ Device view
EEQ-MUA [SIMATIC PT Stati e

.

L v | | =

SIMATIC PC station

arver

B > [100% | ——§—— ]

|§,Prnperties ||"'_i.l.lnfn ||ﬂDiagnusti|:s |

J General || 10 tags || System constants " Texts |
b General []

o DFC symbols

DF master class 2

FDL

O Mane

- o7 @Al
OPC alarms c @) g
OPC progratm alarms ma... : Configuring...
57 UA redundancy il [ Field elements visible during runtime
I5QITCP
SMMP
FROFIMET 12

(<] i | <[ w Y

Compiling the OPC Server configuration

OPC UA 3E TIA15 Tank Level » IBH Link UA [SIMATIC PC station]

iCTIBH Link UA [SIMATIC PC Statid w3 & 12

|; Topology view ||ﬁg‘h Network view ill

Change device

o Goto topology view

. gy Go to network view
SIMATIC PC station

Hardware and software (only changes)

Download to dewvice » Hardware (only changes)
ﬁ Go online Crrl+k Hardware {rebuild all}
&Y Go offline Corl+ Softweare (only changes) _
4] Online & diagnostics Ctrl+D Goftware (rebuild all}
'ﬂ Aszsigh device name Software (reset memory reserve)

Receive alarms

If no error occurs during the hardware compilation, the hardware can
be loaded into the IBH Link UA OPC server (Warnings are OK).

=P Export rodule labeling strips...
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Load the configuration into the IBH Link UA OPC server

|5'FTopulogyview ||EEhNetworkview 1||

OPC U4 3E TIA15 Tank Level » IBH Link UA [SIMATIC PC station]

f#CTIBH Link UA [SIMATIC PC Statig v [ 1] - B 1[E &=

&
\(\‘
Kis
&
Q\Q Change device
&
o Goto topology view
. Eg'h Gio ta netwark view
SIMATIC PC station
Cornpile 4
5 ad to = Hardware and software (only changes)
g ﬁ Go online Cirl+ K E iguration
o &Y Go offline Corl+ Software {only changes) ok
= %) Online & diagnostics Ctrl+D Joftware (all)
B Assign device name
D Receive alarms
LT = Export rmodule labeling strips...
A check is carried out prior loading.
Load preview %
9 Check befare loading
Status 1 Target Message Action
4 & v IBHLinkUA Ready far loading.
1 ~ PFrotection Frotection fraom unauthorized access
Devices cohnected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
acoess, .. by use of firewalls and network segmentation. For
rare information sbout industrial security, please wisit
H http:iiassas siernens. comfindustrial security
0 b Dewice configurati.. Delete and replace systern data in target Download to device
(<] i [2]
(confirmy | .
| Fitizh | ! Load ] | Cancel |
]
The progress of the loading process is displayed.
Downloadto device
8 Loading configuration
Download hardware configuration to [E general_1
The successful loading process is displayed.
g Properties & lJ. Info _[¥| Diagnostics
| Cross-references || Compile |
@El | Show all messages |"|
I Message Goto | ? Date Time
o ~ QPC_Sercer IBH_Link_UA 612102017  6:30:27 FM
@ Hardware configuration was loaded successfully. 62112017 6:31:33 PM
[\~] The RAM contents were copied to the ROM. 82172017 6:31:33 FM
[\~] OPC_Server_IBH_Link_Ua started. 6/21/2017  6:31:33 PM
Loading completed (errors: 0; warnings: 0. 621/2017  6:31:34 FM
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UaExpert - Program window

The Structure defined in the Data Block— Tank_level values —
(PLC program Tank level) with its data are displayed in the UaExpert
program window.

+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help
D BB =0 XKWE B K >
Project & X Data Access View Q
v [3 Project # Server Node Id Display Name =~ Value Datatype Source Timestamp Server Timestamp Statuscode
~ [ Sewers 1 BHLIkUA@ib.. NS4[String|S7-4.. CurrentTemp 0 Float 15:28:46.506 15:28:47.227 Good
1, IBHLinkUA@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary) | |2 [BHLInkUA®ib... NS4[String|S7-4..., SetTemp 0 Float 15:28:48.860 15:28:40.484 Good
~ [A Documents
1 Data Access View
Address Space B x
0 drag & drop
% Mo Highlight -
2 Root ~
v & Objects Attributes 8 x
& Client Gl b @© [+]
&% DeviceSet Attribute Value
v DL v MNodeld e
v & Tanklevel Namespacelndex 4 ‘—_—_--\
@ DeviceManual dentifierType  String >
@ DeviceRevision Identifier §7-400 station_2.Tank level.Programs.Tank_level_values.Structure
& GlobalVars Object
@ HardwareRevision /! BrowseName 4, Structure
@ Manufacturer DisplayName ", "Structure”
@ Model Description BadAttributeldinvalid (0x20350000)
% ParameterSet Writelask 0
~ & Programs UserWriteMask [
123 SupportedTypes | pata Block DB2 EventNotifier None
~ I Tank_level values
@1 Dummy
@ Max_value
Sudue et / ................................
@ SetTemp
@ Tank_level
@ RevisionCounter
@ SerialNumber
@ SoftwareRevision
& Tasks
& Server v £ Ed

3.4.1 Using Structure Variables

Within the IBH Link browser window System the OPC UA option Use
Structure Variables may be activated. With S7-300 / S7-400, 64-
byte structures are consistently possible.

The structure variables are described in detail in IBHsoftec WIKI
under the heading Consistent Reading/Writing arrays and structures.

IBHsoftec WIKI

/€ IBHsoftec Wiki English - Internet Explorer 1 [=] 3

5 B bitps s ... 2] |+ | 1BH tobsofiec ks engish x A
. ~
IBH Link UA
IBH Link UA
« Description

« Startup operations
« Configuration with TIA Portal
« Configuration with STEP7
« Loading multible projects into the IBH Link UA
= Configuration with IBH OPC Editor
= Logo& Configuration with IBH OPC Editor
= Variable Syntax
 Client functions
= Integrated S7 SoftPLC
« IBH Link UA with WinCC 7
» Technical data
= Reset button
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Browser window System

/& IBH Link UA - System - Internet Explorer =]
@4\:' |8 htmi/192.168. 1. 14/7_~fpackuprestore O =] | 42| B4 [BHLink UA - System x 3 57 6
B - —
S Logon | Upias psevor
System

Device information

Firmware Version 1BH Link UA V3.05 May 9 2017 14:08:07
Serial number 1037

HW revision 110

Board ID 201400000000000211

MAC address 68-C9-0B-88-9E-C9

CPUload (%) 55

2 &
) &
Copp®

Memory usage (%) 9.0 i‘m
Temperature (°"C) 38.5 Foun et
VAUX2 3.30v

V3 3D 323V

V1_28WITCH 1.24v

VBAT_5V 5.0

VIN_24 17.86V

Backup and Restore settings

Configuration file Browse... Configuration file to restore previously saved settings. Typically the file name is

ibhlinkua-settings xml.

Restore

Backup After downloading the configuration file ibhlinkua-settings_xml, it is possible to
perform a firmware update.
Firmware Update:

Select firmware File Browse... Firmware file to perform an update. Typically the file name is fw-update-vXXX tar.

Upload Firmware Upload Firmware

Restart IBH Link UA
Reboot Reboot Restarts the device. All communication with PLCs and OPC UA Clients will be
interrupted. Click only, if you are absolutely sure.

OPC UA options.

Build structure variables Build structure variables. It will require more memory | Setting is applied when
you restart
Update Source Timestamp  [] The source timestamp will not be refreshed on every successful read. Instead,
only on change only a value change on the controller will refresh the timestamp.
Show Byte Arrays as O If the PLC variable is a ByteArray, the OPC variable is normally also a ByteAmray.
ByteString This can be changed to a ByteString.
Information Tl

Apply

i Changing the system settings requires a reboot. Reboot Now? |
IlBHsoftec e @ oo
m Cancel embedded OPG UA server | client
www.ibhsoftec.com Contact Wiki % UA

Marking the check box Build Structure Variables and additionally
clicking on the Apply button and confirming it the function will be
activated.

Structure variables created require additional memory.

Programs in the UaExpert window prior activating the structure
variables
In the Address Space window, below Programs, the structure is
listed with the variable CurrentTemp, and SetTemp.

Below Structure, no further information is displayed.

If the option Use Structure Variables is activated, the OPC server is
restarted. In the UaExpert window Data Access View the variables
of the structure are displayed in red while the OPC server is not
running (the connection to the OPC server is interrupted).

After restarting the OPC server and restarting the connection of the
UaExpert to the IBH Link UA, the system variable Consistent is
displayed. If this variable is true, consistent data can be read from
the CPU (read) and written to the CPU (write).
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Use Drag&Drop to pull Consistent and Structure into the Data
Access View field.

" Unified Autemation UaExpert - The OPC Unified Architecture Client - New

File View Server Document Settings Help
D PBE =2 X2 8K <
Project & X Data Access View [x]
~ [3 Project # Server Modeld  Display Name Value Datatype  Source Timestamp Server Timestamp  Statuscode
v [ Severs 1 i.. NS4(String|Ch... CurrentTemp 9876.54 Float 16:03:16.153 16:03:17.130 Geod
12 IBHLinkUA®ibhlinkua_001037 - Nene - Nene (uatcp-uasc-uabinary) | |2 . NSd[String|Ch.. SetTemp 10345.3 Float 16:03:18.560 16:03:19.407 Good
¥ [ Documents Stcure  Soobe CH Lo o s Y Gocd
3 Data Access View
Address Space & x SEDAGTE
£ Mo Highlight - /
3 foot " CurrentTemp
&% Client
% DeviceSet Values can be modified | Wiz || cance
v O eics and are online visible v
v & Chapter3 in the CPU. contes
# DeviceManual
# DeviceRevision
& GlobalVars Attributes =) B
[ e alels @ ©
# Model Attribute Value
LR " ¥ Nodeld Nodeld
5 SupportedTypes Mamespacelndex 4
~ I3 Tank_level values IdentifierType String
‘@ Dummy |dentifier C:SEEOO station_2. Tank \e\.rel.Programs.Tank_Ievel_values.Structure.Con;_st_e_E}
& Max value ModeClass Variable
@ Min_value
v [{@ Structure BrowseMame 4, "Consistent"
@ Consistent DisplayMame ", "Consistent”
@ CurrentTemp Description BadAttributeldinvalic (0x80350000)
a gnij;?p erteM.ask 0
@ RevisionCounter UserWriteMask 0
@ SerialNumber v Value
7 coftwareRevision vl<l SourceTimestamp ~ 27.07.2017 16:14:21.934 b |
SourcePicoseconds 0 B
ServerTimestamp 27.07.2017 16:14:54.827
ServerPicoseconds 0
StatusCode Good ((x00000000)
Value true
v DataType Boolean
MNamespacelndex 1]
IdentifierType Numeric
Identifier 1 [Boolean]
ValueRank -1
ArrayDimensions BadAttributeldinvalid (0
AccessLevel CurrentRead
UserAccessLevel CurrentRead
MinimumSamplinglnterval 0
Historizing false

Double-clicking on the icon in the Double click to display value
Structure line opens a dialog box to display and modify the variables
of the Structure.

Display online the variable of the Structure

The modified variables can then be observed in Tank_level values
DB2 of the CPU-416.

DB2 online (Status)

bl

LB E

Tank_level_values

Keep actual values Jn Snapshot % Copysnapshots to start values g gg,.'

Name Data type Offset Start value Maonitor value Comment
1 @@ « Static
2 <l=  Min_value [ Int 0.0 100 100 Tank filled less than 10%
T L Max_value Int 2.0 10000 10000 Tank filled maore than 90%
4 <= Dumrmy Int 4.0 o 1] Dy
5 |« = Tank_|ewvel Int 6.0 0 0 Tank level value
6 < = ¥ Structure Struct 8.0 Complex variable -3TRUCT -
AT L CurrentTemp Real 8.0 0.0 9876.543 Current Temperature
& < u SetTemp Real 120 0.0 105345.54 Requested Temperature
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Historical Data - IBH Link UA

4 Historical Data - IBH Link UA

Page 4-1

While OPC Data Access allows access to data in real-time, OPC
Historical Data Access, also called OPC HDA, supports access to

data already stored.

From simple data logging systems to complex SCADA systems,
historical data can be queried in a standardized way.

The historical data are activated via the IBH Link UA History web
interface. The historical data are organized in the IBH Link UA as a

ring buffer in RAM.

One of the following projects are executed in the SoftPLC:

e OPC UA 3E S7 Tank Level with the SIMATIC 400 Station

provides the S7 program Tank level.

PLC Program tank level Symbol Table

|9A87 Mue] /S 3€ VN OdO :198loid D1d

5] Symbol Editar - [Tank level (Symbols) -- OPC UA 3E 57 Tank Leve\CPU MECPU 416-3 PN/OP] | = || B [l
@ Sptnbol Table  Edit  Insert View Options  Window  Help - & X
EEH & % | &)l Sypmbals | N2
Status | Symbal Addres Data type Cominert
1 Tank_level_values ez b 2 Tank %alues DB 2
2 Tank_level_contral FZ 5 FZ 5 Tank level controll FC 5
3 on | 0.0 BOOL Contral Gr
4 max Historical Datas 1.2 BOCL Maimum reached
5 fliny * Iil 14 | Bl Minitmuim reqched
B | | vane My 2 [ INT Tank level valus 1
7 ycle U [0 I Cycle OHT
g Doy 2 25 Bl output walve m
9 p o] 26 BinSL Input walve X
10 Tank Operands VAT 1 Tank level contral %
1 S
Press F1to get Help, )
RY
L.
e OPC UA 3E TIA15 Tank Level with the SIMATIC 400 Station @
piA
provides the S7 program Tank level. o
O
PLC Program Tank Level Default tag table g
OPC UA 3E TIA15 Tank Level » Tank level [CPU 416-3 PN/DP] » PLC tags *» Default tag table [6] - X (-
>
w User constants ||@ System constants | W
# & BT 2| M
Default tag table :(:>|
Mame Data type Address Comment =
1 < On Bool %I0.0 Control OM ol
2 < Down Bool %025 Output valve —
3 < Up Bool %Q2.6 Input valve %
R 4@ Max Historical Data %12 Maximumn reached ~
5 <2 Min Bool 1.3 Minimurn reached
6 < Value Int A2 Tank level value N |
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OPC Historical Data Access selection

LSl = hitp://192.168.1.14/7_=/histc O ~ € || @ BH Link UA - History

% m OPC server is running Logout | Update password |

¥ 57-400 station_2
¥
> Tank Ie:vel
DeviceManual

DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialNumber
SoftwareRevision

* Programs

» Tasks

» ParameterSet

GlobalVars i i
on Activate/Change history
Deactivate history

Up

Activate/Change history | Deactivate history

||IIIIIIBHsuftec

www.ibhsoftec.com

IBH Link UA

embedded OPC UA server / client

Wiki

Enter the required values in the opened History Parameter input
field and confirm.

History parameter

Enter the sampling rate [seconds]:

m Enter |

Enter the history buffer size [number of values]:

Enter

‘ ’W confirm ‘
m Cancel

The sampling rate is entered in seconds.
The number of values is entered per OPC tag.

Click Document/Add in the UaExpert Program window. Select and
confirm the History Trend View in the Add Document dialog box.
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UaExpert Program window

*  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

Dgﬁ?[E — O MY LD H|w

Remove
Project Data Access View

v [ Project
v [ Servers
Q; IBHLinkUA@ibhlinkua_001037 - MNone -
Q} IBHLinkUA@ibhlinkua_001037 - Basic23
v [0 Documents
| IBHLinkUA®@ibhlinkua_001037 - Basic2565ha236 - Sign & Encrypt (uatcp-uasc-uabinary) i History Trend View

Histary Trend Vi Data Access View
u story frend Yiew History Trend View

Event View

Mode Id Display Mame Value Datatype

Add Document

Decument Type:

< > Performance View
Image Viewer

Address Space g X Server Diagnostics View
# |No Highlight - Data Logger View
Jl 1gnig GDS View (Push Model)
) Root ~
v [ Objects

> & Client

> % DeviceSet

v [ PLCs [ add ] cancel

W & Tank level

# DeviceManual

The historical data of values

*  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

DePDBR #=0 XK:2 B R =
Project g X Dam»\ooess\ﬂe e

v (1 Project

- U Servers Configuration -
% IBHLinkUA®ibhlinkua_001 Server DisplayName Mode Id Celor | (O Single Update (®) Cydic Update
~ [A Documents k IBHLinkUA@\bh\inkua_ODmE?mialue N54|String|57-4... red Start Time: {markc Timespan:
| IBHLinkUA®@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary) ‘ 14.07.17 08:00:00.000 00:01:00
[ History Trend View drag & drop | "r‘ E“
73 ) End Time: Update Inter\ra\
= 5 x 14,07.17 20:00:00,000 [oowo:01 # =
Click to
3 [No Highiight - ey e ST
) Root ~
v () Objects
3 & Client Mumeric Value: . M54|String|57-400 station_2. Chapter 3.Globalvars. Value
> i DeviceSet 10.000 : ] ]
v P_LCs 4 NS4|String|S7-400 station_2.Chapter 3.Globalvars. value
A & Tank level 14.07.2017 17:52:21,951
# DeviceManual 1 54
@ DeviceRevision E
~ & GlobalVars i
> @@ Down
> 4@ On 5.000
> @ Max 1 ﬂ'd-
> . ™
> i
@ areRevision
0 MEHUfEdurer 0 T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T 1
@ Model
» & ParameterSet A A A A ) A A A
o o S s g g g & o & o
7 &% Progiams AV AV AV e S 2V S ¥ A oo
. Q' O Qe QA QA D Qe QA
@ RevisionCounter WG L R W& » G L3 L e
ey VA VAP YA oA AT R R
@ SerialNumber a, e a a e a, L 2,
@ SoftwareRevision
hd & Server ~
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5 IBH Link UA - OPC UA client function

The OPC client function reads data from an OPC server and writes
data to an OPC server. This does not have to be the same OPC
client/server device. IBHsoftec IBH Link UA is a server / client
module. The OPC client function allows data exchange between
OPC servers.

Double-clicking on the UA server icon will start
the additional on the PC installed external OPC
UA server.

The project OPC UA 5E S7 Client Function with the SIMATIC 400
Station CPU 416 provides the S7 program Air Conditioner.

In the S7 program Temperature Air Cond, data of an air
conditioning system are to be transferred via an external OPC UA
server to the operands used in the S7 program.

External OPC UA Server PLC Program CPU-416
Temperature Temperature = MD10
TemperatureSetPoint TemperatureSetPoint = MD14

uonound uald /S 35 VN 2dO :198loid O1d

The two operands are called in the OB1 of the S7 program.

% LAD/STL/FED - [OB1 -- "Start OB" -- OPC UA 5E 57 Client Func\CPU 2164CPLU 416-3 PN/DPY,. ADB1] == EEE ™
i File Edit Insert PLC  Debug Miew Options  Window Help - 8 x
DEsEH & & a@ ain || < | 2 6 O & £ % K2
~
OEl : "Main Program Sweep (Cycle)"
E‘m: Air Conditioner Temperature from external O0PC UL serwver
L "Temperature" M@0 —-- Temperature Air Conditioner from external OPC UL serwver
L "TemperatureSetPoint" ML 14 -- Temperature set point Air Conditioner from external OPC UL serwer
W
< >
Press F1 to get Help. D |offline Abs < 5.2 Insert

The two operands MD10 and MD14 data type REAL are defined in
the symbol table.

iy Symbol Editor - [Air Conditioner (Symbals) -- OPC U SE 57 Client FunchCPU 416.CPU 416-3 PN/DP] =N = ==
@ Symbol Table  Edit  Insert Wiew DOptions Window  Help - 8 x
v = =) ) |l Symbols | w2
Status | Symbal Address Data type Cammernt
1 Start OB 05 1 Lo = | Cyclic OB
2 Temperature MO 10 RE&L Temperature Ajr Conditioner from external OPC UA server
3 TemperaturesSetPoint MO 14 RE&L Temperature set point Air Conditioner from external OPC LA server
4
Press F1to get Help.

I ————————
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IBH Link UA - OPC UA client function

Chapter 5

Transfer the S7 Program Temperature Air Cond to the PLC

=@ cPU 4163 PN/DP
=-{z1] - Air Conditioner

----- ﬁ;{] Sources

Press F1to get Help,

"p SIMATIC Manager - [OPC UA SE 57 Client Func -- S30PC LA, 5E 57 Client Function] E@
% File Edit Insert PLC ‘Wiew Optluns YWifindowe  Help - 8 X
@ |87 4 B ﬁ By £ | < No Filter > ~| T
E--@ OFC LA BE 57 Client Fune cm; |59 System data o 081 '
= CPU 418 Duwnluad

Online access

ARSI AXEETTE USBZ.0 to Gigah@

The correct online access to the CPU must be set.

Opening of the Hardware Configuration

O =& | 8§ # Bz g T %

.,'—; SIMATIC Manager - [OPC LA 5B 57 Client Func --
%File Edit Insert PLC Miew Options ‘Window Help

AMNOPC LA 5E 57 Client Function]

o B e

- 8 X

| T

| < MoFilter »

= % OPC UA BE £7 Cient Func

= B CPU 416-3 PNDP
=-{z1] - Aijr Conditioner

----- (B Sources
----- fofgy Blocks

Press F1to get Help,

SIMATIC Station

CPU 416-3 PHN/DP

Online access

A S AXEE178 USBZ.0 to Giga®

Double-click the Hardware icon to open the HW

Config window.

ﬁ H dl |:| Wware

Double-clicking the line X5 PN-1O opens the dialog box Properties -
Ethernet Interface PN-1O (RO / S2.5).

I

% HW Canfig — [CPU 416 (Configuration) -- OPC LA SE 57 Client Func]

IBH Link UA Training

Eﬂl Station  Edit  Insert PLC Miew  Options  Window  Help
D= & &y El== - V4
W[D] CR2
1 PS 405 44,
2 CPU 416-3 PN/DP
IF1 [ double click
X -MFMDF
il _ External OPC LA PROFIMET 10 spstern [100]
4
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Properties - Ethernet Interface PN-IO (RO / S2.5)

The required IP address is specified in the open tab Parameters.
The IP address of the PC - 192.168.1.10 is used in the example (all
PCs in the workshop have this address).

The Ethernet connection is directly without a router.

Properties - PMN-10 (R0/52.5)

General |Addresses| PHDFINETI Synchronization | Time-of-Dag S_l,lnchronizationl
Shart dezcription: PR-IO
Device namne: IPN.|U
Properties - Ethernet interface PN-10 (R0/S2.5)
General .
r Interface
Type: Elieied IP address SoftPLC 416
Device number: 0 CPU 416-3 PN/DB
Address: 132.168.1.10
1P address: 192.168.1.10 Doty N
Metworked: Yes # Do not use rauter
Subnet mask: |255.255.255.D
" Lse router
LComment:
Address: I
Subnet:
- not networked - Mew.
ok |
Delete |

Cancel | Help |

Properties - Industrial Ethernet

General

Hame: |EF'U 416 — |BH Link & ) was entered@
57 subnet ID: IDD4D - IDDDB

Project path: |OPC UA 5E 57 Client FunctCPU 416 - [BH Link U
Storage location - -

of the praject: |A:\DPC & BE 57 Client Function

Authar; IPSH @ was entered

Drate created: 061372017 05:24:34 PM

Last modified: 0B/27/2017 06:37:19 PM

LComment:

In the project, a CPU 416 was connected to the IBH Link U via

Ethermet.
@ was entered

Cancel | Help |

A click on the Properties button opens the
dialog box Properties showing the added
Ethernet connection.

It is useful to enter additional information to allow the project to be
tracked later. Confirming the entered settings with the OK button will
close the dialog box.
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A click on the Save and Compile icon and an additional click on the
Upload to Module icon will take over the configuration and starts the
transfer to configure the CPU.

e

EEQ Hu Canfig - [CPU A6 (Configuration) -- OPC LA 5E 57 Client Func]
E“] station  Edit  |nsert PLC  Wiew Options Window Help

D@28 % & b dada Do %2
click

B HyW Canfig - [CPU 416 (Configuration) -- OPC LA SE S7 Client Func]
Eﬂ] Station  Edit  Insert PLC MWiew Options  Window  Help
D@8 § &/ e b o8

click

Uplead to Module

A dialog box for selecting the destination CPU the configuration is to
be transferred to is opened.

Select Target Module

Target modules;

b odule R acksz Slot

CPU 416-3 PM/DP

Select Al |

confirm

Cancel Help

Confirming the Select Destination dialog box closes it and the
Select participant address dialog box opens.

Select Node Address

It takes a while until the Select Node Address dialog box shows the
required information. Meanwhile an error message is displayed.

W Select Mode Address (Mo respond)

Ower which station addreszs is the programming device connected to the module CPU 416-3
FH/DF?

hittpc A A, giemenz. comdndustrialzecurity

Caricel Help
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Select Node Address dialog box

Select Mode Address

IBH Link UA - OPC UA client function

Page 55

FHADP?

Ower which station address iz the programming device connected to the module CPU 416-3

Rack: IEI E
Slat; E

Target Station; % Local

{~ Can be reached by means of gateway

Enter connection ta target station: |
IP address hAC address | Module type | Station narme | Module name
(: 192.168.1.10 CPU416-3 PMDP
< IP address SoftPLC 416 *
Acceszible Modes CPU 416-3 PN/DB
£ >
Wi

confirm

Devices connected to an enterprize netwark or directly to the internet
muzt be appropriately protected againzt unauthonzed access,

e.0. by uze of firewalls and network, seamentation.

For more information about industrial security, please visit:

hittp: A fvaaa. siemenz. comydindustrialzecurity

Cancel | Help |

If the desired information is correct, click to confirm the settings.

The configuration can only be transferred into the CPU's if the CPU is

in its STOP mode.

Stop Target Modules

The fallowing modulez will be stopped for loading of the spstem
data.
M odule | Racks | Slat |
CPU 416-3 PMN/DP 0 2
{ confirm
Cancel Help

TTI
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5.1.1 IBH Link UA as SIMATIC PC station.

A right-click on the Project Name OPC UA 3E S7 Client Func will
initiates the command Insert New Object / Activate SIMATIC PC

Station.
& SIMATIC Manager - [OPC UA SE $7 Client Func -- AAOPC UA SE 7 Client Function] = ol <
% File  Edit Insert PLC  Miew Ophions  Window Help - &8 X
2 Bg| | | < Ma Filter > | BB M|
CPU 41E aEMPI) 9HECPU 416 - IBH Link LA
B
Cut Chrl+3
Copy Chrl+C
Paste Chrl+4
Delete Cel
Insert Mew Object » SIMATIC 400 Station
FLC > SIMATIC 300 Station
SIMATIC H Station
Rename F2
Object Properties.., Alt+Return SIS PO S
Other Station
57 Program
Press F1to get Help, A5 AXEE1TE USEZ.0 to Gigabit Ethe

Rename the inserted SIMATIC PC station (1) to IBH Link UA.

(=] & ]

- &8 X

.’-; SIMATIC Manager - [QPC A SE 57 Client Func -- A%0PC U4 5E 57 Client Function]
% File Edit Insert PLC  ‘iew Options ‘Window Help

= ¥ g |2 %5 = | < Mo Filter > | R E BB
OFC 1A 5E 57 Client Func CFU 416 LYY SR 416 - IBH Link UA
o CPU 416 B

- &-[§ cPUHs3PNOP
: B A4ir Conditioner

SIMATIC PC Station

: {fH Blocks
- B, SIMATIC PC Station(1]

Press F1to get Help,

ASRCAXER1T7E USB2.0to Gigahit Ethe

.’-‘; SIMATIC Manager - [OPC UA 53E 57 Client Func -- ANOPC LA SE 57 Client Function]
@ File  Edit Insert PLC  Miew Options Mfindow Help

(o8]

- &8 X

= CPU 416
- =-[@ crussaPNOP
; [E-{z2] Air Conditioner

SIMATIC PC Station

Press F1to get Help.

0= | 87 & il |2 25| %o B | <MNa Fier > TR E BB D
OPC UA BE 57 Client Func CPU H1B @E MPI[1] @E CPU 416 - 1BH Link L&

ASE AXBITE USB2.0to Gigabit Ethe

Double-click the renamed SIMATIC PC Station IBH Link UA in the
left window and a double click on Configuration in the right window

opens the hardware configurator.

& SIMATIC Manager - [OPC UA 5E 57 Client Func -- SA0PC UA SE 57 Client Function] =N ==
@ File Edit Insert PLC  ‘iew Options ‘Window Help - 8 X
0O 87 ¥ g |2 %5 | < MoFilter > | @ BmEM

OPC LA BE 57 Client Func

Ajr Conditioner
k. LIA,

Press F1to get Help.

ASE AXBITE USB2.0to Gigabit Ethe
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Configuration IBH Link UA (SIMATIC PC Station)

Note:

In the hardware catalogs of STEP7 SIMATIC Manager, TIA V13 TIA
V14 and TIA V15 the Siemens OPC Server SW V8.2... and the CP

Industrial Ethernet interface |IE General SW V8.2... are available.

Double-clicking on <SW Vv8.2...> @ takes the OPC server into the
PC station. Double click on <IE General> <SW V8.2...> @ opens the
dialog box Properties - Ethernet Interface IE General (RO / S2).

E OPC Server

Press F1 to get Help.

Storage location

of the project:
Authar:

D ate created:
Last modified:

6)

Carnrment:

{confirm

2 El— IE General
3
PR Properties - Ethernet interface |E General (R0/52)
&
B | General
7
T | I SetMAC address / use IS0 protocol —
k] . l— If a subnet iz selected,
10 [HIAG extéiess the next available addresses are suggested
11 IP address
12 ¥ IP protocol is being used IBH Link UA
T s I AT aleway —
AT ) S @ Do ot use router |
15 Subnet mask: w
T3  Use router
17| Address: I - |
18
19 Subnet
20 - not networked - New.
21 CPL 416 - |BH Link L&
22 | I
2 | was entered -
24 |
25
96 Properties - Industrial Ethernet
27
=
> &
il Name: E—— infg:'l:‘?artion
31 57 subnet ID: [oos0™ - [ooce
32
Froject path: [\CPU 416 - IBH Link U,

IA:\DPE Ua 5E 57 Client Function

|FSH

061342017 06:24:34 PM
061342017 06:43:26 PM

Ir the project, a CPU 416 was connected to the [BH Link Ua via

Eth .
e Enter

information

@l Hw Config - [IBH Link LA (Configuration) -- OPC UA SE 57 Client Func] = Eoh==
Elh Station  Edit  Insert PLC View Options Window  Help -
D29 % & ee da DD %K
A o/
B(0)PC End | nj: nj
1 OPC Server -
2 E General Brofile: [ Standard ~|
3
4
5
B
: v ¥
v B3 CP 1411
a S -0 CP 1413
&3 CP 1511
-3 P12
- o rc -0 CP 1604
Index .| Order number D LR 1512

B-C0 CP 1613
B3 CP 1616
&2 CP 1616 onboard
- CP 1623

-

B Uzer Application
B-1 Anolicatio

~ T YD SP4
S WEOSPS ...
SWVET ..
SWWE.2SPT ...
SWVED ...
SWVES .
SWYZ.0...
SWwWWaD
SWVET L.
S/ 8.1, 1{double click
212

< >

IE_CP

Proxy for any Industrial Ethernet
module, |50, TCRAP, 57 and 57-H
communication [via [S0onTCPL PG o,

| [chg

Cancel |

Help

By clicking the subnet Ethernet(1) ® — @, the IP address and the
subnet mask of the IBH Link UA, which were entered during

configuration,

Trans Tech International® 2019

are accepted.
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IBH Link UA - OPC UA client function

Chapter 5

Loading the configuration into the IBH Link UA

After Save and Translate the configuration may be loaded into the

IBH Link UA.
@ H Config - [IBH Link UA (Configuration) -- OPC LA 5E 57 Client Func] = E=h
En]§tati0n Edit  Insert BELC Wiew Options Window Help -8 %
Sllaedodn @ %8 w2
~

Save and Compile

% Hw Caonfig - [IBH Link UA {Configuration) -- OPC UA SE 57 Client Func]
Eﬂ] Station  Edit  Insert PLC  Wiew Options  Window Help

D= gE fi?ea|§||a||l%%lk‘?
v'

| Download to Mc—dule|

Loading into the IBH Link UA requires several steps.

Select Target Module

Target modules:

Index

Select Mode Address

mo Ower which station address is the programming device connected to the module
Stationmanager?
Select All |
Conyir Rack: ID _IQ
Slot [z5
Target Statior: * Local
{~ Can be reached by means of gateway
o — Enter connection to target station: |
o g IP address | MAC address | Module type | Station name | Module name |
=) fio2.16a.1. 121
8 ‘Qj a IP address 5
Q — IBH Link UA
—_ Accessible Modes
55
® o
(v @)]
Ic.
- o
S Stop Target Modules
~ E <
)C> =3 The following modules will be stopped for loading of the system
o data.
8’ | Module | Index |
OPC Server 1
IE General 2
Devices connected to an ent
muzt be appropnately protect
e.q. by uze of firewallz and ng
For more information abaout in
hitkp: £ v, siemens. comying
g o
Cancel Help
|
IBH Link UA Training TTI Trans Tech International® 2019
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The progress of loading into the IBH Link UA is displayed. The
loading takes place in two steps.

e Loading the configuration is into the IBH Link UA — IE General.

e Loading the configuration is into the IBH Link UA — OPC
Server.

Download

Station; Download
[EH Link. &,
W adule: Station;
[0/2/0] IE General IEH Link LA
b odule:;
[04740] OPC Server

Cancel

NetPro Window

The possible link between the CPU-416 and the IBH Link UA are
displayed graphically by clicking on the Configure network icon.

E.Fa HY¥ Canfig - [IBH Link UA (Configuration) -- OPC UA SE 57 Client Func]
m] Station  Edit  Insert PLC  View Options Window Help

DS E &S e dda bo| %8k

B2 MetPro — [IBH Link U (Configuration) -- OPC U 5E 57 Client Func] = e =T
B8 MNetwork  Edit  Insert PLC  Wiew Options  Window  Help - 8 X

FE & Be dd 5 0

Bna ! w2

External OPC UA
Industrial Ethernet

If the Network is not
arranged as shown,
it must be rearranged.

£ >

To display the connection table, please select a module capable of a connection [CPU, FM module,
OPC server or application]. To display the network address overview, please select a subnet.

| Ready [#.50¢ 268178 USE2.0 to Gigahit Ethernet Adapter. TCPIP Auta,1 7
|

TTI Trans Tech International® 2019 IBH Link UA Training
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Chapter 5

Connecting the CPU-416 with the IBH Link UA

The following four steps will establish an S7 connection between
the CPU-416 and the IBH Link UA.

DIEQHetWDrk Edit  Insert PLC  Wiew Options  Window  Help

%‘% MetPro - [OPC UA SE 57 Client Func (Metwark) -- AADPC UA SE 57 Client Function]

GG Rk S gL BN

CPU 416 -— IBH Link LA
Industrial Ethemet

CPU 418

TR IWFUDF [FRIO

4163 ! '

PN/DP | |

| ol
2 [Name: IBH Link UA

WAFIET) Type: SIMATIC PC Station
WP

Insert Mews Connection

Highlight émb - DPccgﬁ is 857 Chiert Func
Downlozd CPU 4163 PN/DP
- [Unspecified)
Rearrange - All broadcast stations
X X - All multicast stations
Object Properties..,

Insert New Connection

 Connection Partner
SR ]I the currert project

@ Ir unknown project

connection

%
OPC | Status Information Erject JOPC UA 5E 57 Client Func :
i~ Local Connection End Paoint Connection identific:ation Sl IEPU i
I Corfigured dynamic cornection Local |D: tdadule: ICPU 416-3 PN/DF
57 connection_1
:: Configured at one end LFD . 1] P——
v Establizh an active connection arne:
. Type 57 connection -
I Send operating mode messanes IDPC Server I —I
All entries were taken ¥ Display properties before inserting
~ Connection Path from the configuration!
te= o Apply Cancel | Help |
ot IBH Link L&/ CPL 416
Erd Point (]gI Server CPU 4153 PN/DP
Intgrtace: |IE General x| |cPU41E3PN/DP, PNAORD/SZ) v
Subnet: |EPU 416 - IBH Link U& [Industial Ethen |EPU 416 - IBH Link L& [Industrial Ethen

I m——
Addiess (192168114 3 Qrs2188110 )

IP address IP address SoftPLC 416
IBH Link UA CPU 416-3 PN/DB Addiess Details.. |
‘confirm (4.
Cancel | Help
€ >
Local ID Partner ID | Partner Type Active connection | Subnet L
57 connection_1 1 Chapter 5 CPU 416-3 PMIDP 57 connection Yes CPU 416 --- IBH Link LA [IE] I o
JReady |AS1 281 T8 USE2 O to Gigabit Ethemet Adapter.TCPIP.Auto 1 | A

If no errors occur after clicking the Save and
Compile icon the configuration can be loaded
into the IBH Link UA and the CPU-416.

CPUA16 — IBH Link LA
Industrial Ethernet

|

|Sa=.fe and Cormpile

Marne: 1BH Link UA

Type: SIMATIC PC Station

CPU416

CPU :MFIJ’DP:PN-ID apc

463 ' Server |Genera

PFM/OP | i |

=] ] 5]
2

MPI(1)
WP

{right click

Open Object Cirl+AlE+0

Copy Cirl+C

Delete Del

Download > Selected Stations Cirl+L
Selected and Partner Stations

Rearrange

Object Properties... Alt+Return

IBH Link UA Training
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Re-select OPC tags

With a click on the Configure Network icon the graphical display of
the network configuration is opened.

=
With a right click on OPC Server within E‘é

the Object properties... context menu
the dialog box Properties — OPC Server Configure Metwork
opens.

Select the S7 tab and select Configure to display in the Configure
Symbols dialog box the newly defined symbolic operand names.

B2 NetPro - [OPC UASE 57 Client Func (Network) -- AAOPC UA 5E §7 Client Function] =R
%Q MNetwork  Edit  Insert PLC View Options  Window Help -8 %
AT I W

1 ~

CPU 416 — IBH Link UA
Industrial Ethernet
IBH Link L&
= CPU MPFOP PH-ID = T IE T
T 4163 | H = Genera
PH/DP | H |
| ' 7]
a a1
Properties - OPC Server X [HGHECEEE)
Insert Hew Connection Crl+N
SNMP | PROFINET IO | A ndancy
General DP |  DPmasterclass2 |  FOL 1S0/TCP Highlight >
Download >
Lycle time 100 ms Reamrange
e A Object Properties.. Alt+Retum
[ Activate

Default rights: I -
™ Rights specific to OPC jems Edit.

% OPC L4 5E 57 Client Func Yariable symbol Data by... | Addess Wisible Cornection Acce.. | EULo | EUHi
= CPU 416 Empe 1EAl WD 10 Yes S7 i
i Use Symbal ... REA MD 14 Yes
© Nane 2ee

Select by clicking

[l
< >
L F Corfinued Configure...
A g - ) i~ Elements in active branch Symbol setting
wray elemenis visible sl untime G Symboks 2 ;o2 W visble @lsslons: > =]
Time after which an unforwardable protocal alarm is removed: Anay elements B [ Connection: IS? connection_1 LI

. Edit EU Lo / Hi W Include lower-level symbol
Magimurn number of pending alarms: 1= Ol aeiEh i

{confirm j—, Access path
l8.l FC UA 5E 57 Client Func.CPU 416.CPU 416-3PN/DP |

Sonfrm mpartfle | Evportfie | Carcel Help |
-
< >

[Local o Pariner ID] Partner Tvpe | agiive connection [ Susnet | ~

w==— | |57 connection_1 i1 CPLU 416 § CFU 416-3 PNIDP =7 connection i Yes {CPU#16— IBHLink UA [E] & ——=mw v

| Ready [ASI AXEE178 USB2.0 to Gigabit Ethernet Adapter, TCPIP.Auta.1 | [0from 1 selected:[Insert [Chg 4
If no errors occur after clicking the Save and &
|0

Compile icon the configuration can be loaded into

CPU 416 — IBH Link UA
Industrial Ethernet

Mame: IBH Link UA

Type: SIMATIC PC Station (right click))

CPU 416 Open Object Chrl+Al+0
z CPU  MPUDP (PH-IO Bl [orc [iE
_r”” | 6 : Server |Genera Loy Gilo
PH/DP | |
B i 5] Delete Del
2
Dowvnload > Selected Stations Ctrl+L
MP|(1) Selected and Partner Stations
[%=] Rearrange

Object Properties... Alt+Return

TTI Trans Tech International® 2019 IBH Link UA Training
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Starting the external OPC UA server

o Select UA Server = O

The external OPC UA server has the endpoint URL:
opc.tcp: // TTI RED-WIN10-6: 48011

Since no NameServer is available, the PC name must be replaced
with the absolute IP address of the PC. The endpoint URL for the
connection is:

opc.tcp: //192.168.1.10: 48011

Creating OPC clients in the IBH Link UA

Enter the IBH Link UA as OPC Client with Security Mode None in
the IBH Link UA web browser window OPC Client.

From the IBH Link UA web browser window Network / control level
copy the required endpoint URL (opc.tcp: //192.168.1.14: 48010).

L =/net O = & 2 IBH Link UA - Metwark

% - Logout | Update password |

Network Management Level Control Level
"""""""""""" Metwork Configuration

tcp: kna (101037-48010
uctcp £192 168.1.14:48010

or

DHCP O

IP address 192 168.1.14
Subnet mask 255 255 2550

Add a Server

First set up the IBH Link UA server. To do so enter the previously
copied endpoint URL opc.tcp: //192.168.1.14: 48010 into the field
opened in the IBH Link UA Web browser window / OPC Client for an

external OPC UA server.

I —————————
IBH Link UA Training TTI Trans Tech International® 2019
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Add a Server

The Security Policy None and the Security Mode None have been
selected for data transmission.

© httpy/192168.1.14/7_=/apc_client O = & l @ IBH Link UA - OPC Client %

mEE‘; m OPC server is unning Logout | Update password |
Connected Servers b m

"""""""""""""""""""""""""" Add S}arver‘ Add variable to read| Conneclvan'ahle‘ ﬂﬂ ﬂ

"""""""""""""""""""""""""" Add a server to read variables from and to connect to cther servers

...................... | 1 Ud of a computer with discovery service running: confirm;
|l @

| [opetcpi192.168.1.14:48010 @ Endpoint URL (Network / Control Level) (2)

Server Name Endpoint Url | Security Policy Security Mode
IBHLinkUA@ibhlinkua_0010.__ |opc.tep://ibhli_. | http:f/opcfoundation.org/UA/SecurityPolicy#None None

urn:ibhlinkua_. .

| IBHLinkUA@ibhlinkua_0010... opc.tcp://ibhli.. http://opcfoundation.org/UA/SecurityPolicy#Basic128Rsa ign
_______________________ urn:ibhlinkua_... IBHLinkUA@ibhlinkua_0010... opc.tcp://ibhli... http://opcfoundation.org/UA/SecurityPolicy#Basic128Rsal5 0 SignAndEncrypt

| urn:ibhlinkua_... IBHLinkUA@ibhlinkua_0010... opc.tcp:/fibhli... http://opcfoundation.org/UA/SecurityPolicy#Basic256 Sign
rrrrrrrrrrrrrrrrrrrrr { urn:ibhlinkua_... IBHLinkUA@ibhlinkua_0010... opc.tep://ibhli... http://opcfoundation.org/UA/SecurityPolicy#Basic256 SignAndEncrypt

| urn:ibhlinkua_... IBHLinkUA@ibhlinkua_0010... opc.tcp://fibhli_. http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 Sign
"""""""""""" urn:ibhlinkua_... IBHLinkUA@ibhlinkua_0010... opc.tcp://ibhli. http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 SignAndEncrypt

| {confirm
"l |I ﬁl Cancel |

Second, the External OPC UA Server is defined. To do so the
endpoint URL opc.tcp: //192.168.1.11: 48011 of the external
OPC UA Server is enter the field opened in the IBH Link UA Web
browser window / OPC Client.

The absolute endpoint URL must be used because there is no
NameServer available.

For data transmission, the Security Policy None and the Security
Mode None have been selected.

& hitp:/192.160.1.14/7 =/opc_client O ~ & | & BH Link UA - OPC Client

S . Logout || Updae password|
Connected Servers Status
------------------------------------------------- [m] urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) A Good (0x00000
< >
"""""""""""""""""""""""""""""" Add Server | Add variable to read | Connect variable | ﬂ ﬂ ﬂ

""""""""""""""""""""""""""""" o Add a server to read variables from and to connect to other servers |

-
Discovery Servers

wrereeeeUrl of @ computer with discovery service running: confir 'E%
opc.tcp: //192.168.1.10: 48011 §f IP address of the local PC and port External Serwar® | o

B Server Uri Server Name Endpoint Url Security Policy Security Mode
[l um:TTI-RED-... |UaServerCpp@TTI-RED-WI... |opc.tep:/fTTI-... |http://opcfoundation.org/UA/SecurityPolicy#None None

UaServerCpp@TTI-RED-WI... opc.tep://TTI-... http://opcfoundation.org/UA/SecurityPolicy#Basic256 Sign
UaServerCpp@TTI-RED-WI... opc.tcp://TTI-... http://opcfoundation.org/UA/SecurityPolicy#Basic256 SignAndEncrypt
UaServerCpp@TTI-RED-WI... opc.tcp://TTI-.. http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 Sign
UaServerCpp@TTI-RED-WI... opc.tep://TTI-... http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256 SignAndEncrypt

------------------------ 4 &F™"™ K] canel

TTI Trans Tech International® 2019 IBH Link UA Training
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Add Read Variable

The two variables Temperature and TemperatureSetPoint from the
external OPC UA Server are declared to be read variables. They are
passed to the PLC program in the CPU-416 via the IBH Link UA
OPC Server.

& hitp/192.1681.14/7_=/opc_client O = &l & 1BH Link UA - OPC Client %

E .; m OPC server is running Logout | Update password ‘
Connected Servers S m

----------- I3 urn:ibhlinkua_001037:1BHsoftec:IBHLInkUA (opc.tep://fibhlinkua_001037:48010) & Good (0x00000

Add Server| Add van'able‘lo read‘ Connect variable ‘ ﬂ ﬂ ﬂ

(217

Select variable to read X

Connected Servers
T 3 urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tep://TTI-RED-WIN10-6:48011)
’ D views ~
[ Objects
@ » 2 Server
> (2 Demo
3 BuildingAutomation .
@ ControllerConfigurations
[®] airConditioner_1
@ State

» [ StateCondition 0
& State j select]
o1 Temperature

:1 TemperatureSetPoint

NBHs

@ PowerConsumption
ibhsoft » & Humidity e;gg@
= secm » & HumiditySetpoint |
‘ » (3 AirConditioner_2 v
< >
sampling interval [ms]:

discard oldest:

Datatype of variable : Double @ounﬁnn 0

The variables to read are listed

2 hitpu192.1661.14/7 =/opc_client O = G | & BH Link UA - OPC Client %

mEE; n OPC server is running Logout ‘ Update password |

Connected Servers S

I3 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA {opc.tep://ibhlinkua_001037:48010) % Good (0x00000000) Securit

[®] urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011)  [J Good (0x00000000) Securi
¥&@ AirConditioner_1.Temperature

@ AirConditioner_1.Temperature.TimeStamp

@ AirConditioner_1.Temperature.Status
-------------------------------------------------- ¥ AirConditioner_1.TemperatureSetPoint

@® AirConditioner_1.TemperatureSetPoint. TimeStamp
# AirConditioner_1.TemperatureSetPoint.Status
< >
Add Server | Add variable to read Connedvariahle| ﬂ ﬂ ﬂ

Connect to Variables

The two as read variables declared Temperature and
TemperatureSetPoint are connected to the IBH Link UA OPC
Server, which then feeds them to the PLC program in the CPU 416.

IBH Link UA Training TTI Trans Tech International® 2019
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Connect to Variables

(& hitp://192.168.1.14/7_ =fope_cliznt O = & | & 1BH Link UA - OPC Client

* m Logout ‘ Update password |
Connected Servers Ya
----------------------------------------------- 23 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) # Good (0x00000000) Securit
¥ ) urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tep://TTI-RED-WIN10-6:48011) # Good (0x00000000) Securit
AirConditioner_1.Temperature
irConditioner_1.TemperatureSetPoint

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Add Serve[| Add variable to read| Conneci_van'ahle| ﬂ ﬂ g

Connect variable from the source server to the destination variable

Connected Servers

¥ [ urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tep://ibhlinkua_001037:48010)
] Vie.ws ~
3 Objects
* 3 Server
» D) Deviceset
» [ Stations
---------------------------------------------- ¥ 2 PLCs

[®] cru 416-3 PN/DP
& DeviceManual

{open’

& DeviceRevision \
& HardwareRevision nt
& Manufacturer ‘
& Model

&l RevisionCounter
& SerialNumber
& SoftwareRevision

» |3 Programs

> ) Tasks

» ) ParameterSet

2 Globalvars

& TemperatureSetPoint

i Temperature W
» (2 Slots T ©),

< >

Datatype of variable to read : Double

Datatype of variable to write : Float @ @
confirm

m Cancel

In the IBH Link UA web browser window OPC Client the connections
are displayed.

@ hitp:/192,168.1.14/7_=opc_client (e |BH Link UA - OPC Client X

% m OPC server is running Logout | Update password ‘
Connected Servers T
2 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) & Good !

[=] urn:TTI-RED-WIN10-6: UnifiedAutomation: UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011)

¥ & AirConditioner_1.Temperature
@ AirConditioner_1.Temperature.TimeStamp
@ AirConditioner_1.Temperature.Status
[_-4 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp:/fibhlinkua_D01037:48010).CPU 416.CPU 416-3 PN/DP.GlobalVars.Temperature ]
¥ AirConditioner_1.TemperatureSetPoint
@ AirConditioner_1.TemperatureSetPoint.TimeStamp
@ AirConditioner_1.TemperatureSetPoint.Status
[_ ¢ um:ibhlinkua_001037:1BHsoftec:TBHLinkUA (opc.tcp://ibhlinkua_001037:48010).CPU 416.CPU 416-3 PN/DP.GlobalVars. TemperatureSetPoint_|

>
Add Server| Add variable to read | Conneci variable ‘ ﬂ ﬂ ﬂ

lilBHsoftec 18H Link UA
st a4 S30PC UA

Trans Tech International® 2019
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Connect to External OPC server
Clicking the Plus icon opens the AddServer dialog box.

Unified Automation Uakxpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

I BDBE =2 X5 R K <

? X Data Access View o

Proj clic
~ [A Project
1 Servers
v [A Documents
{3 Data Access View

»  Add Server

Configuration Name | IBHLinkUA @ibhlinkua_001037 - None - None (uatcp-uasc-uahinary) |

Discovery Advanced
Address Space

Endpoint Filter: |No Filter

3. Local
v % Local Network

> # Microsoft Windows Metwork

> @ Microsoft Terminal Services

» &8 Web Client Network
v @ Custom Discovery

% < Double click to Add Server... »
() Recently Used

< Double click to Add Server... »

Enter the URL of a computer with discovery service running:

| opc.tep: //192.168.1.10: 48011 Endpoint URL External OPC Server I

(oMK || cance

Authentication Settings

@ Anonymous

[ connect Automatically

e

Double-clicking Add Server opens |% < Double click to Add Server... > |
the dialog box Enter URL. The endpoint URL with the absolute IP
address of the external OPC server opc.tcp: //192.168.1.10: 48011

must be entered.

Add Server

Configuration Name |aServerCpp@TTI-RED-WIN10-6 - Mone - Mone (uatcp-uasc-uabinary)

Discovery Advanced

Endpoint Filter: | Mo Filter

1, Local
v % Local Metwork
> &8 Microsoft Windows Metwork
> @ Microsoft Terminal Services
> &3 Web Client Network
v &% Custom Discovery
# < Double click to Add Server... »
9, opec.tep: //192.168.1.10: 48011
“ (-) Recently Used
i UaServerCpp@TTI-RED-WIN10-6 - Mone - None (uatcp-uasc-uabinary)

(select ™ opc.tep://T TI-RED-WINT0-6:42011 |

[ connect Automatically

o1 cme

The external OPC Server UaServerCpp©<PC-Name> provides only
the security level None - None (uatcp-uasc-uabinary).

IBH Link UA Training TTI Trans Tech International® 2019
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In the opened UaExpert program window the connected server with
the defined security level is displayed.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File Wiew Server Document Settings Help
I BPDBE ## =0 X% 0B K| w
ect

v [0 Project

q—k—‘-{:lick
Connect Server g X
v [ Servers

UaServerCpp@T TI-RED-WIN10-6 - Mone - None Euatcp-uasc-uabinaryﬂ
v [0 Docurments
[0 Data Access View

Proj

The dialog box for accepting the OPC UA server certificate
are opened by clicking on the Connect Server button. >

Confirming the Certificate

Confirms the selected certificate by clicking the Continue
Trust Server Certificate button in addition click the
Continue button to closes the dialog box.

AddressSpace displays information about the connected external
OPC server in the UaExpert program window,

*  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

DFPPDBER =0 XYWi BX <«

Project & X Data Access View Q
v [3 Project # Server Node Id Display Name Value Datatype  Source Timestamp Server Timestamp  Statuscode
~ [3_Server 1 UaServerCpp®.. NS3|String|AirC... Temperature 70.599855  Double 18:28:13.510 18:28:13.510 Good
T2) UaServerCpp®TTI-RED-WIN10-6 - None - None (,m:p.msc.mbim,y)' 2 UaServerCpp@.. NS3|String|AirC... TemperatureSet... % Double 18:27:20.220 18:27:20.220 Good
v ocuments
[3 Data Access View drag & drop Double-click to
/ change the value
Address space a8 x
3 No Highlight /

~ |2 BuildingAutomation

~ & AirConditioner_1
> @ Humidity
» 4@ HumiditySetpoint
> 4@ PowerConsumption
> % Start
> “@ StartWithSetpoint
> 4@ State
> % StateCondition
» =& Stop

Temperature

> &% ArConamsmErTo

v

The Temperature and TemperatureSetPoint variables can be
dragged and dropped from the external OPC UA server into the Data
Access Viewer window.

TemperatureSetPoint can be modified.

Status OB1 - PLC program CPU-416

In OB1lof the CPU-416 PLC program, the two operands
Temperature = MD10 and TemperatureSetPoint = MD14 are
displayed.

I ————————
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OB1 Status

g ol - -- "Start - ient Func -
%, LAD/STL/FED - [@OE - "Start OB" -- OPC LA 5E 57 Client Func\CPU 416:CPL 416-3 BN/DEY, AGE1 OMLINE] = =]
F File Edit Insert PLC Debug View Options Window Help - 8 X

0 & & $ BE = i MO E K7

~ | BLO| STA | ETANDAID
OBl : "Main Program Sweep (Cycle)"

BN hir Condicicner Tewperature from external OPC UA server

L "Tewperature" MD10 -- Temperature Air Conditioner from external OPC UL server 0 1 +5.577e+001
L "TewperaturedetPoint" Mh1l4 -- Temperature set point Air Conditioner from external OPC TTA serwer o 1 +8_000e+001
w
< > £ >

Fress F1 o get Help, <5 RN b < 5.2 Rd

5.2 In Practice: Value — Status — TimeStamp

Each OPC UA value consists of:
e Value - Status — TimeStamp

e Not only should the Value of the source variable be
transmitted, but also the Status code and the TimeStamp.
With this information, the quality and age of the variables can
be evaluated.
Each OPC UA server also provides the actual time (variable
CurrentTime) to perform time comparisons.

1108l01d O71d

Example: Transferring TimeStamp and Status code
Project: OPC UA 5E S7 Client Function

The TimeStamps of variables and the actual time (variable
CurrentTime) as well as the Status codes of an external OPC UA
server are to be displayed or made available for further processing.

Variables FB 22

ualo LS 49 vN OdO

iR LAD/STL/FBD - [FB22 - "Value_TimeStamp_Status” -- OPC UA SE S7 Client Func\CPU #16.CPU 416-3 PR/DPY. \FB22] [ ]
i File Edit Inset PLC Debug ‘iew Options “Window Help RER
2 @,
DEeEd S =) uin | | &5 60 O E k?
Contents 0f< ' Environment' Inter face\0UT' >
E4F Iarerface [Mame ata Type | Address | Imitial Value |Ex|Ter |Comment
{1 ) = Temp_External Real 0.0 0.000000e+000 D D Temperature - from external 0PC UA serwver
@ SetPoint_External |Real 4.0 0.000000e+000 ] [ Setpoint Temperature - from external OPC UA server
=& Tewp External = Status_Tenmp DWord 8.0 DWgLEE0 D D Temperature status - from external OPC Uk server
B SerPoint External = Status_SetPoint DWord 1lz.0 Dugleg0 D D Setpoint Temperature Status - from external 0PC UA serwver
B Status_Temp T Status_Ex_Server Diord 16.0 DUELEF0 [0 [J status of external OPC Uk server
B Status_SetPoine a O 0O

@ Svatus_Ex Server
A 1 ouUT

I3 sTAT Contents 0£€_ Environment\Interface\STAT' 2
Teuperaturs Name [Tata Type . |Mddress |Initial Value [Ex] Ter | Comment
= TimeStamp Teup @ Tewperature Real zo.0 0.000000=+000 =] Temperature Valus
B Teup_Stacus = TimeStamp_Temp Date_ind_Time  24.0 DT#30-1-1-0:0:0.000 [ [] Temperature Time Stamp
= Teup_SecPoine = Tewp_status Dilord az.0 DugLESD 00 O Temperature status
= TimeSramp SecPoint = Tewp_secPoint Real 6.0 0.000000=+000 O O setPoint Temperature Value
@ SecPoint_Sratus 9 TimeStamp_SetPoint |Date_ind_Time  40.0 DT#30-1-1-0:0:0.000 [ [] SetPoint Temperature Time Stamp
= Currenc_TiueStamp @ SetPoint_status Dilord 2.0 DugLESD [0 O setPoint Temperature Status
CurrencTine Status @ Curremt_TimeStaup |Date_ind_Time  52.0 DT#30-1-1-0:0:0.000 [ [] Current Time Time Stamp
R = Currentlime_Status |DWord 0.0 DWgLESD [0 O current Time Status
B Year = OO
= Honth
@ pay =
Contents 02 €0 Brvironment Tnt ex face’ THHE o)
‘B2 Hour
@ Hinuce [ Name Data Type |Address | Comment
9 second = Tear Eyte
B me_veckday = Honth EByte 10
= Millisscomds = Der Byte 20
B Weskday = Hour Eyte 2.0
= Hinute EByte 10
= Second EByte 5.0
D ws_weckday Word 6.0
@ Hllliseconds |Word z.0
@ Weehday Eyte 10.0
=
\ :
Press F1to get Help, D [offline Bhs < 5.2 Insert

I —————————
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Block FB 22 - Segment 1 and Segment 2 -

FK LADSSTL/FBD - [FB22 -- "Value_TimeStarmp_Status" -- OPC U4 5E 57 Client Func\CPU A16VCPU 416-3 PN/DPY,.\FB22]
iF File Edit Insert PLC  Debug  View Options Window Help
D= &S 8 @ g | o | 25 6 M E | e R k?
FEZZ : External OPC UL Serwer - Temperature - ZetPoint Temperature L
E‘m: Display Temperature: Time BStamp - Value - Status
L IMf#TineStanp Tenp
LARL
L I [ARL,P#4.0]
L E [ARL,P#0.0]
T #Tear #Tear
L E [ARLl, P#l.0]
T Flonth FMonth
L E [ARL,PHz. 0]
T #Day #hay
L E [ARl,P#3.0]
T FHour #Hour
L E [ARL,P#4.0]
T #linate #linate
L E [ARL,P#E5.0]
T #Second #Eecond
L W O[AR1,P#E.0]
T #us_weekday #us_weekday
SR 4
T FMlllizeconds FMlllizeconds
L fus_weekday fus_weekday
SLW 1z
SR 1z
T #Weckday #WMeckday
L #Temp_Status #Tenp Status —- Temperature Status
T #Status_Tenp #5tatus_Temp —- Temperature status - from external 0PC UL serwver
L #Temperature #Tenperature —- Tewperaturs Valus
T #Temp External #Tenp External —- Temperature - from external OPC UL server
L #Tenp_ SetPoint #Tenp_ SetPoint == ZetPoint Temperature Value
T #SetPoint_External #SetPoint_ External -- Setpoint Temperature - from external OPC UA serwver
L #SetPoint_Status #SetPoint_Status —- ZetPoint Temperature Status
T #3tatus_SetPoint #3tatus_SetPoint —- Setpoint Temperature 3tatus - from external OFC Uk serwver
E Network 2 : Display Current Time: Time Stamp - Walue - Status
L P#Current_TimeStanp
L I [ARL,P#4.0]
L B [ALR1,P#0.0]
T Fiear Fiear
L E [ARL,P#1.0]
T Flonth FMonth
L B [LR1,P#Z.0]
T #hay #hay
L E [ARL,P#3.0]
T #Hour #Hour
L E [AR1,P#4.0]
T Flirate Flirate
L E [ARL,P#E5.0]
T #hecond #lecond
L W [ARLl, Pfe.0]
T #us_weekday #us_weekday
SR 4
T #Mllliseconds #Mllliseconds
L #us_weekday #us_weekday
SLW 1z
ST 1z
T Fleckday #leckday
L #lurrentTime Status #lurrentTime Status -- Current Time Status
T #itatus_Ex_Serwver #itatus_Ex_Serwer -- Status of external OPC UL server W
< >
Press F1to get Help. D |offline Abs < 5.2 Insert

Symbol Table

’fa Symbol Editor - [Air Conditioner (Symbols) -- OPC UA SE 57 Client FunchCPU A16,CPU 416-3 PMHADP]
@ Symbol Table  Edit  Insert  Miew Options  Window Help

=l & % ) |1l Spmbals ~| 7 | w2

Status | Symbal Addres Diata type Commert ~
1 Dl-value-Timest-Status ce 22 FB 22 Instance Data Block; value, TimeStamp, Status
2 Yalue_TimeStamp_Status |FB 22 FB 22 OPC UA Server external; Display: Value, Status, TimeStamp
3 Temperature MO 10 REAL Temperature Air Conditioner from external OPC UL server
4 TemperatureSetPoint Mo 14 REAL Tempersture set point Air Conditioner from external OPC UA server
5 Temperature_Status Mo 15 DORD Tempersture status - from external OPC LA server
5] SetpointTemp_Status MO 22 CoORD Setpoint Temperature Status - from external OPC UA server
7 Status_externer_Server MO 26 CooRD Status of external OPC U& zerver
g Start_0B oB o o1 B 1 Cyelic OB W

Press F1 to get Help,

I ————————
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Organization Block OB1 - Segment 2 —

1% LAD/STL/FBD - [OB1 -- "Start_OB" -- OPC UA SE 57 Client Func\CPU 416\CPL 416-3 PN/DPL. AOB1]
O File Edit Insert PLC Debug View Options Window Help
DS (S ¢ B@(o (o < OEERERAHOAL £ =K
EPAEEN cal) Tiwe Stamp - Value - Status - Extarnsl OPC UA Server ~
CALL "Value_TineSvawp Stavus' , "DI-Value-TimeSt-Status” FEZZ # DEZZ -- OMC UA Server exuvernal; Display: Value, Status, Time¥tewp / Instance Dava Block; Value, TimeStvauwp, Stavus
Temp_External r_Cond_Tewp" MmE0 =-- Temperature Air Conditioner frow external OPC UA server wvia FBZZ
ZevPoint_Extern: Rir_Cond_gecDPoint_Temp" 34 -- Temperature set point Air Conditiocner frow external OPC UA server via FEZZ
#natus_Tenp Temperature_Status" mis -- Temperature status - from external OPC UL server
Enatus_fecPoint FetpointTewp Status" mzz -- Zetpoint Tewperature ¥tatus - frow external OPC UL server
Shatus_Ex_Serve. Shatus_externer_Server" mze -- Status of external ODC Uk server
NOFP o
v
Press F1 to get Help. 2 [offline |Bbs <52 [Mw2 Ln1 [Insert (Chg | Y

Configure the Network

The variables in the PLC program to receive data from the external
OPC UA server are defined in the following ScreenShots.

%,% MetPro - [OPC LA SE 57 Client Func (Netwark) -- A40PC UA SE 57 Client Function]
B2 MNetwork Edit Insert PLC View Options Window Help
w1 RS R aad L BE L k‘?|
1 ~
CPUA16 — [BH Link LIA
Industrial Ethermnet
CPU 416 IBH Link LA
H6-3

Properties - OPC Server

SNMP | PROFINET 10 | z ndancy
Gieneral oP | DPmasterclassz | FOL 150/TCP

Insert Mews Cannection Ctri+M

Highlight >
Download >
Lycle time; 100 mg Rearrange

~ Acess Pratection
ress Flotee Object Properties.. Aft+Return
I™ Activate

Defaul ights: -

™ Rights spesific to OPC itsms Edit...
=& OPC UASE 57 Cliert Funs Variable symbol .. Visible | Connection

i~ Use Symbol B CPU 416
© None e-[§] CPU 4163 PH/DP

Al

SeiPaint_Eremsl  REAL 57 conneclio..

| Status_Ex Server  DWORD 57 connectic
& Eanligned Configure: Status_SetPaint  DWIORD 57 connectio.
I Status_Temp DWIRD 57 connsctic
13y elements visible al runime 5 | W click? Temp_Extemsl  AEAL 57 connsctic
Time after which an unforwardable pratocel alam is removed:
Magimum number of pending slarms
confirm, o
Select by clicking
= < >
- Elements in active branch
Syrbis: 5 ;13 @m\ssmns > |
Arrap elements - / Connection: |57 connection_1 -1
¥ Download onlp visible spmboks EditEULe /Hi ¥ Includs lowerlsvel symbols

Aoeess pa
FE U 5E 57 Cler Fur CPU 416,CPU 4163 PH/DF.DIVakie TineSolalus ‘
‘confil . .
% Inpottfie | Eponie | Cancel Hep |

<
[Localp Fartner ID| Partner T0e [ active connection | Subnet ~
=== [[S7 comnection_1 1 CPU_416 /CPU 416-3PNDP_: 57 connection “es CPL 416 --- IBH Link UA: [E] v
| Ready [ASI AXBB178 USB2.0 to Gigabit Ethernet Adapter TCPIP.Auto.1 | [0from 1 selected [Insert [Chg 2

If no errors occur after clicking the Save and =)
10

Compile icon the configuration can be loaded into

the IBH Link UA and the CPU-416.

CPU 416 — IBH Link UA
Industrial Ethernet

|Sa~.-'e and Compile

Name: IBH Link UA
Type: SIMATIC PC Statian,

CPU 416 Open Object Ctrl+Alt+0
TR0 WRTER RS Grc [iE
oz b Server [Beners Conpy @il®
PN/DP | i
m m m Delete Del
2
Download > Selected Stations Cirl oL
MPIT) Rearrange Selected and Partner Stations
VP N
Object Properties... Alt+Return [
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The variables Temperature and TemperatureSetPoint of the
AirConditioner_1, the OPC Client, the external OPC UA Server and
its ReadVariables have already been defined in the previous
example.

The assignment of the variable value Temperature and the value
TemperatureSetPoint must be cleared.

@ hittp:/¥192.168.1.1477_=fopc_client @\BH Link UA& - OPC Client X
% m OPC server is running Logout | Update password |
Connected Servers a m
2 um:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) # Good (0>
¥ 2 urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011) @ Good (0>

¥ @ AirConditioner_1.Temperature

o @ AirConditioner_1.Temperature.TimeStamp
{mark’y @ AirConditioner_1.Temperature.Status

=r. urn:ibhlinkua_001037:TBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010).CPU 416.CPU 416-3 PN/DP.GlobalVars. Temperature
¥ @ AirConditioner_1.TemperatureSetPoint

@ AirConditi _1.Te int. Ti

# AirConditioner_1.TemperatureSetPoint.Status

= urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010).CPU 416.CPU 416-3 PN/DP.GlobalVars.TemperatureSetPoint

<
Add Server| Add variable to read ‘ Connect variable | x ﬂ ﬂ
OPC Client 950

| Remove the selected item from the configuration

lBAsoftec a IBH Link UA

embedded OPC UA server { client
www.ibhsoftec.com Contact Wiki

i Z35PC UA

In addition, CurrentTime of the external server must be added as a
Read Variable.

(& bt 192.068,1.94/7_=/ope_client L = &l & IBH Link UA - OPC Client %

HEE: m OPC server is unning Logout ‘ Update password |

Connected Servers S

—————————————————————————————————————————————————— (£ umn:ibhlinkua_001037:1BHsoftec:IBHLinkUA {opc.tep://fibhlinkua_001037:48010) # Good (0x00000000) SecurityPolicy#None
1] urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tep:/fTTI-RED-WIN10-6:48011) [ Good (0x00000000) SecurityPolicy#None

<
__________________________________________________ Add Server | Add variableto read | Connect variable| x| @] |
click.

Add a variable to read from the selected server |

| Select variable to read

Connected Servers
¥ 3 um:TTI-RED-WIN10-6:UnifiedAutomation: UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011) ‘
I Views ~
¥ [ Objects
¥ 3 server
& ServerArray
& NamespaceArray

¥ &l ServerStatus me
"""""""""""""""""""""""""" & StartTime
& CurrentTime
"""""""""""""""""""""""""" & State
& SecondsTillShutdown

& ShutdownReason v
NBHss , = -

3 UA server | client

) -
www.ibhsoftec. com o m uA

TTI

discard oldest:

Datatype of variable : DateTime
mnﬁml
m Cancel

Trans Tech International® 2019 IBH Link UA Training
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The Read Variables of the external OPC UA server selected are
displayed.

(& hitpi//192.168.1.14/7_=/opc_client £ = Ol @ BHLink UA- OPC Client %

% m OPC server is running

‘Connected Servers e
3 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010)
¥ 3 urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011)
¥ @@ AirConditioner_1.Temperature
@ AirConditioner_1.Temperature.TimeStamp
@ AirConditioner_1.Temperature.Status
¥ & AirConditioner_1.TemperatureSetPoint
@ AirConditi 1T Point.TimeStamp
@ AirConditioner_1.TemperatureSetPoint.Status
@ CurrentTime.TimeStamp
% CurrentTime.Status

Logout ‘ Update password

@ Good (0x00000000) SecurityPolicy#None
¥ Good (0x00000000) SecurityPolicy#None

<

Add Server ‘ Add variable to read | Connect variahle| ﬂ ﬁ ﬂ

Connecting Variables

The variables Temperature and TemperatureSetPoint with the
corresponding TimeStamps and Status as well as CurrentTime and
CurrentTime.Status, which have been declared as Read Variables,
are connected to the IBH Link UA OPC Server and then they are
given to the PLC program in the CPU 416.

In the CPU-416 PLC program the variables are defined in a PLC data
block (instance data block).

& http://192.168.1.14/7_=/opc_client B = & | @ BH Link UA - OPC Client X
% m OPC server is running Logout ‘ Update password |
2 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tep://ibhlinkua_001037:48010) # Good (0x00000000) SecurityPolicy#None

¥ 22 urn:TTI-RED-WIN10-6:Unifi ion:UaServerCpp {opc.tep://TTI-RED-WIN10-6:48011) # Good (0x00000000) SecurityPolicy#None
¥ & AirConditioner_1.Temperature
@® AirConditioner_1.Temperature.TimeStamp
@ AirConditioner_1.Temperature.Status
¥ @@ AirConditioner_1.TemperatureSetPoint
@ AirConditioner_1.TemperatureSetPoint.TimeStamp
@ AirConditioner_1.TemperatureSetPoint.Status
¥ & CurrentTime
@® CurrentTime.TimeStamp
@ CurrentTime.Status

Connect variables

< >
Add Server ‘ Add variable to read ‘ Connect variable ‘ ﬂ ﬂ ﬂ
o Selel:t variable to write x i

Connected Servers

¥ 3 um:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tep://ibhlinkua_001037:48010)

- | 12 views |
| v I3 Objects .
>0 Server .
NBHs -5 s Link UA
v PLcs WPC UA server f cliant

www ibhsoftec.com v 3 CPU 416-3 PN/DP “ UA

@ DeviceManual

— ¥ [ Programs
(2 SupportedTypes Data block name
@ Temperature
&l TimeStamp_Temp
@1 Temp_Status Connect variables
@ Temp_SetPoint fmr.n data blocks to the
@ TimES.tam[LSetPu'\nt B"F[":"n:f:’:‘::r‘* external
& SetPoint_Status
@ Current_TimeStamp
@ CurrentTime_Status
> 2 Tasks

» (3 ParameterSet
< >

{confirm
Cancel |

IBH Link UA Training TTI Trans Tech International® 2019

Datatype of variable to read : DateTime

Datatype of variable to write : Float
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If the eight (8) variables are connected, they are displayed.

B http//192.168.1.14/7_=/opc_client (22 1BH Link UA - OPC Client x

% m Logout | Update password |
Connected Servers Y
& urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA {opc.tep://ibhlinkua_001037:48010)
[=] urn:TTT-RED-WIN10-6:UnifiedAutomation:UaServerCpp (apc.tep://TTT-RED-WIN10-6:48011)
¥ & AirConditioner_1.Temperature

¥ @ AirConditi 1. Ti
i ,_001037:1BF inkUA {opc.tcp://ibhlinkua_001037:48010).CPU 416.CPU 416-3 PN/DP.Programs.DI-Value-TimeSt-Status. TimeStamp_Temp
¥ & AirConditioner_1.Temperature.Status
_001037: inkUA (opc ibhli _001037:48010).CPU 416.CPU 416-3 PN/DP.Programs.DI-Value-TimeSt-Status. Temp_Status
_001037:1Bk inkuA (opc.tep://ibhli _001037:48010).CPU 416.CPU 416-3 PN/DP. .DI-Value-Ti t-Status.
V& AirConditioner_1.TemperatureSetPoint
¥@® AirConditioner_1. int.Ti
il _001037: inkUA (opc ibhli _001037:48010).CPU 416.CPU 416-3 PN/DP.Programs.DI-Value-TimeSt-Status.TimeStamp_SetPoint
¥ #_AirConditioner_1.TemperatureSetPoint.Status
il _001037:1Bt inkUA (opc. ibhli _001037:48010).CPU 416.CPU 416-3 PN/DP.Programs.DI-Value-TimeSt-Status.SetPoint_Status
_001037:18F inkUA (opc.tep://ibhli _001037:48010).CPU 416.CPU 416-3 PN/DP.Programs.DI-Value-TimeSt-Status.Temp_SetPoint
v&d CurrentTime
¥@® CurrentTime.TimeStamp
il _001037: inkuA (opc. ibhli _001037:48010).CPU 416.CPU 416-3 PN/DP.Pi DI-Value-TimeSt-Status.Current_Ti
¥ @ CurrentTime.Status
,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 0 ibhlinkua_001037:1Bk inkUA {opc.tcp://ibhlinkua_001037:48010).CPU 416.CPU 416-3 PN/DP.Programs.DI-Value-TimeSt-Status. CurrentTime_Status.
< >

Add Server | Add variable to read | Connect variable | x| | |

IIIBHsoftec * | B
SOPCUA |

www ibhsoftec com Contact Wiki

Connection to external OPC server

If the external OPC server is not displayed in the UAEXxpert program
window, the connection must be established (see chapter 5-7
Establishing a connection to the external OPC server).

[0 Servers Mot available

) UaServerCpp @ TTi-Yellow—leme—tere{uatcp-uasc-uabinary)

If the connection exists, AddressSpace displays information about
the connected external OPC server.

+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

File View Sever Document Seftings Help

DePBO #=° XYW2 B ¥ -

Project B X| Data Access View P - e Q
v [3 Project # Server Node Id Display Name Value Datatype | Source Timestamp | Server Timestamp | Statuscade
hd u Servers 1 UaServerCpp@... NS3[String|Air...| Temperature 7197018 Double 16:46:12.198 16:46:12.198 Good
2 UaServerCpp@TTI-RED-WIN10-6 - None - None (uatcp-uasc-uabinary) | |2 UaServerCpp@.. NS3[StringlAir..| TemperatureSet.., 72 Double 15:01:08.869 16:43:538.832 Good
Q IBHLinkUA@ibhlinkua_001037 Blone - None (uatcp-uasc-uabinary) 3 UaServerCpp@... NSO|Numeric|...| CurrentTime 2017-06-30T14:46:12.889Z JDateTime | 16:46:12.889 J 16:46:12.889 Geod

v 13 Documents [UaServerCpp@TTI-RED-WINT0-6 - None - None (ustcp-uasc-uabinary) |
[ Data Access View

Address Space g X drag & drop
% | No Highlight

2 Root w»

v () Objects

v i@ B_u\ldingAutomation

v @& AirConditioner_1
> @ Humiditv

> @ StateCondition
> =% Stop

T Temperature
‘@ TemperatureSetPoint
> & AirConditioner_10

~ & Server

> & AlarmsNoNodes

~ @ ServerStatus

> Buildlnfo

€@ CumentTime
> 4@ SecondsTillShutdown
» 4@ ShutdownReason

To pull the variables Temperature and TemperatureSetPoint as
well as the external OPC UA server into the Data Access View
window by using Drag&Drop.

Double-click TemperatureSetPoint to modify the value.
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PLC program: Air Conditioner/CPU 416-3 PN/DP

The resolved TimeStamps of the Temperature and the
TemperatureSetPoint as well as the Values and the Status are
displayed in the program of the CPU 416-3 PN/DP.

Note:

The status of the data block (DBxx; DIxx) does not display variables of
the type Date and Time.

The variable must be divided into its components.

Status FB22 - PLC program Air Conditioner/CPU 416-3 PN/DP

5% LAD/STL/FED - [@FB22 -- "Value_TimeStamp_Status” -- OPC LA SE S7 Client Func\CPL 4164CPU 416-3 PI/DPY..\FB22 ONLINE] =N E=E =)
iF File Edit Insert PLC Debug  Wiew Options Window Help - &8 %
0D e & a "

~ BLO | STA STANDARD
FEZZ : External OPC UA Server - Temperature — SetPoint Temperature

Em: Display Temperature: Time Stamp - ¥alue - Status
L PE#TineStany Temp o 1 850000c0
LaR1 o 1 o
L I [ARLl,P#4.0] o 1 29597236
L E [ARLl, P#0.01 o 1 17
T #¥ear fVear [1] 1 17
L B [ARLl,DP#1.0] o 1 13
T #FMonth FMonth o 1 6
L E [ARLl,P#2.0] o 1 30
T #Day #Day 1] 1 30
L E [AR1, Pg£3.0] [1] 1 15
T #FHour FHour o 1 15
L E [ARLl, P#4.0] o 1 29
T FMimate FMimate o 1 23
L E [ARLl, P#£5.01 o 1 53
T #8econd #Eecond [1] 1 59
L W [ARL,D#6.0] o 1 1296
T #us_weekday #us weekday [ 1 7296
SR 4 o 1 123
T #Mllliseconds #Mlllizeconds o 1 123
L #ms_weekday #ms_weekday 0 1 1296
SLW 1z o 1 €000
SR 1z o 1 6
T #ileekday Fileekday 0 1 &
L #Tenp_Status #Tenp_Status -- Temperature Status 1] 1 o
T #otatus_Temp #otatus Temp -- Temperature status - from external O0PC Ul serwver 1] 1 []
[+7.199e+001
L #Temperature #Temperature -- Temperature Value 0 1 [ azBfE557
T #Tenp External #Tewp_External -- Temperature - from external OPC UL server 1] 1 ‘ A28EE557
+7.200e+001
L #Tenp SetPoint #Tenp SetPoint -- Eetloint Temperature Value 1] 1 42900000
T §Sebpgint._Ext.ernal #SetDoint_External -- Setpoint Tewperature - from external OPC T server 1] 1 42900000
L #ZecPoint_Stacus #SecPoint_Stacus -- ZetPoint Temperature 3tatus o 1 L]
T #Status_SetPoint FStatus_SetPoint -- Setpoint Tewperature Status - from external OPC UA server [1] 1 1]

Em: Display Current Time: Time Stamp - Value - Status
L PEgCurrent TimeStamp o 1 850001a0
L I [ARLl, P#4.0] o 1 31412026
L E [AR1l, P#0.01 o 1 17
T #Vear FVear [1] 1 17
L B [ARLl, D#1.0] o 1 13
T FMonth FMonth o 1 13
L E [ARLl,P§2.0] o 1 30
T #Day FDhay 1] 1 30
L E [AR1, P#£3.0] [1] 1 15
T FHour FHour o 1 15
L E [ARLl, P#4.0] o 1 31
T FMimate FMimate o 1 31
L E [AR1l, P#5.01 o 1 41
T #Eecond #Hecond [1] 1 41
L W [ARL, D#e.0] o 1 2026
T #ms_weekday #us_weekday 0 1 2026
SR 4 o 1 202
T #Mllliseconds #Mlllizeconds o 1 202
L #ms_weekday #ms_weekday 0 1 2026
SLW 1z o 1 €000
SR 1z o 1 13
T Fileekday Fileekday 0 1 &
L #CurrentTime Status #CurrentTime Status -- Current Time Status a 1 o
T #Status_Ex_Server #Svatus_Ex_Server -- Status of external OPC Ui server 0 1 [

v
< > < >
Press F1tn get Help. <1 RO fbs 5.2 |Mw2 Ln6 Rd

I —————————
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Status OB1 - PLC program Air Conditioner /CPU 416-3 PN/DP

i

B LAD/STL/FED - [@OBT -- "Start_OB" -- OPC LA 5E 57 Client FunciCPU MIGWCPU 4163 PN, | = | B |[n23e]
F File Edit [nsert PLC  Debug  Miew Options  Window Help - 3
O e & a | 256

O & N2

BLO | =TA STANDARD A
OBl : "Main Program Sweep {(Cycle)"

H Netwmork 1: iir Conditioner Temperature from external OPC [JA =zerver

L M 10 L] 1 +7.198e+001
L M 14 L] 1 +7_200e+001

EM: Call Time Stamp - Walue - Status - Externsl OPC UA Serwer

Temp_ ‘00000719896
External '—HMD10

'

'

'

'

'

'

1 )
' SecPoint_  gooooo000072
! External :—HZDl4

' '

'

'

'

'

'

'

Fratus_ 16400000000
Temp —HMI13

Status_ ! 16¢H00000000
SetPoint —MDZZ

gtatus_  16H#00000000
Ex_Server —MDEg

Press F1to get Help, @.

I ————————
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6 IBH Link UA - TIA Portal connecting a CPU 312

The following example shows the creation of a project with the TIA
Portal connecting a CPU 312 (6ES7 312-1AE13-0ABO) with the IBH
Link UA using as an Ethernet connection the IBH Link S7++.

IBH Link S7++
The IBH Link S7++ is an Ethernet converter. The e
protocol used is the usual standard TCP/IP. All the O
advantages of Ethernet are thus without any g
problems to the user. @
The use of SimaticNet as well as the use of O
CP communication processors are neither (‘g
necessary on the PC nor on the PLC side. C
>
(o)
m
-
>
=
62
)
o
w
o
Q@
N
o
(@)

Ethernet-Bus

Example: Tank Level

The prepared sample project OPC UA 6E TIA 15 S7- TIA
300-400 (PLC Program Connect S7-300), is identical H1 5
with the program tank level, as described in 3.3.2. TIE Portal V15

PLC Program Connect-CPU 312 simulates the filling and emptying
of a tank.

The SIEMENS PLC programming systems TIA Portal V13, V14 or
V15 are used to create the network configuration.
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IBH Link UA configuration with the TIA Portal

S7-300 and S7-400 Controllers not having an Ethernet connection
cannot be connected directly to the IBH Link UA. To establish an
Ethernet connection an IBH Link S7++ or an IBH Link S7++ HS may
be used.

The routing mode must be activated in the IBH Link S7++. This mode
is available from firmware version 2.142 up. In this mode, no
unconfigured connections are possible via RFC1006!

Connections via the IBHNet driver continue to work.

IBH Link S7++

CPU 312 $7-412-2 PN |

MPI-Address 2 MPI-Address 10
IP-Address:
192.168.1.12

IBHLink UA
IP-Address:
192.168.1.14

MPI-BUS

Note:
The S7-412-2 PN CPU provides the Routing service.

This CPU available in the hardware catalog of the TIA Portal and Step 7
(Simatic Managers).

The firmware of the IBH Link S7++ emulates the routing capabilities of
the CPU S7-412-2 PN (6ES7 412-2EK06-0ABO V6.0).

The following properties are available (compatible with the
CPU S7-412-2 PN):

Interfaces / Bus Protocols
1x MPI/PROFIBUS DP MPI/PROFIBUS
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

I —————————
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Configuration of the IBH Link S7++

% IBH Network settings

File  Stations |EBHLinks Options Help
[~ Station: -

Station M ame Address

CPU 312 1BH Link 57

hanage IEHMet
statiohs

: Settings:

Search and configure |BH Link £7, Plus, 87++ and 57+ + |
HS devices,

IBH Lk 57 _|
-~ Found IBHLinks:
ose MAC Address

B-85-9E-14
21566

B 8 [BHLinks in the local network

| Type | Serial Mumber | IP Addess | Station narne | Firrmware
IBHLNKL, 1037 1EI2 1681, 14
MLSOMPI 25208 3 CPL 312 |BH Link 57

IBHLink settings - 00023208 MAC: 00-02-A2-21-36-CB X

v i i isali i i i
] G e R MF‘I#F‘rohbus | Tirme synchronisation | Firrnvware | Diagnosti

click

u] I Settings |

Hetiwark rame: I S7_IBH_Link
IP-Add | 192 . 168 . 1 . 12 @ oy

To set the properties of the IBHNet

Si nash 295 . 255 . 280 . 0
station follow the screen shots. I 5.0 .0 0
Activate Configuration with NetPro I 1Bkt prt (Por 10891 s sever [0
in the dialog box Properties ~Autheniiation
IBHLink/Network/Routing Options. Usemname: [adrin

— =

Change password

(mark}

v Configuration with NetPra

Fiouting options

The settings will be saved inthe IBH Links internal flash
—(Dollﬁml rermory and are kept after a power cycle,

S ave permanently

PC Network Adapter Setting

B |EH Link UA Properties

f | Rebaot Cancel |

Metworking  Sharing

Connect using:

I? AS1H AxE8E172 USB2.0 to Gigabit Ethernet Adapter

Thiz connection uses the following items:

I?Elienl fur Microzoft-M etzwerke A The Cf)nnectlon from the PC or
a?Datei- und Druckerfreigabe fur Microsoft-Hetzwerke IBH Link UA to the

v ?QDS -Paketplaner . . .

v i Internetpmtokoll Wersion 4 [TCPAPw4) IBH Link S7++ is made via

O Mlcrosnft My

gholl fiir Netzwerkadapter Ethernet.
[DCFY Deactivated ]
a v To ensure that no device search

‘ ’ can be performed via the

Install.. Urirstal Propeti .
ot =ninsta e PROFINET DCP protocol, this
Dezcription i i
Siemens protocol driver for PROFINET DCP and LLDP must be deactivated in the PC.
(oonﬁmli
QK Cancel
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6.1 TIA Example: IBH Link UA S7-312 routed via
IBH Link S7++

The PLC Program Connect S7-300 (Project OPC UA 6E TIA 15 S7-
300-400) simulates the filling and emptying of a tank with the
following characteristics:

The tank is filled is filled up to reach a Max_value (Tank filled more
than 90%) and is emptied to reach Min_value (Tank filled less than
10%). The filling and emptying are controlled via an Down (Output
valve) and Up (Input valve). The variable Value (Tank level value)

delivers an integer number to the CPU. The variables Max and Min
are only used internally.

The PLC tags listed in the Default tag > (@ PLCtags
table and the data defined in the Data  3gen; % Show all tags
Block DB2 (Tank_level_values) will be MU R E =R

OPCUA 6ETIA 15 CPU312 » Connect 57-300 [CPU 312] » PLCtags » Default tag table [6]

w User constants ”a@ System constants
= = B T B =
Default tag table
Marme Data type Address Comment
1 < On Bool %l0.0 Control ON
2 <20 Down Bool %Q2.5 Outputvalve
3 < Up Bool %026 Input valve
4 < Max Bool 1.2 Maximum reached
5 < Min Bool 1.3 Minimum reached
6 <0 Value Int W2 Tank level value

Online Access to the PLC (MPI = 2)

I Siemens - ANOPCUA 6E TIA 15 CPU312W0PC UA 6ETIA 14 CPU312

Froject Edit View Insert Online Options Tools  Window Help 5
Totally Integrated Automation
ok 5 = - = 5
GF (hH seveproject 3 M 5 g X o @ T [0 [H A & Goonline ¥ Gooffline fp MR 2 4" PORTAL
OPC UA 6E TIA 15 CPU312 » Connect $7-300 [CPU 312]
Devices |E Topology view ||5Eh Network view 1|| 2]
" o=
% j ##C Connect 57-300 [cPU312] | v il B _I IEHCR = ]
[~]z
I o g
» lg# Common data : E o
» 5] Documentation settings ﬂ
» r_‘-n Languages & resources %
- i@ Online access 5
'f Displayhide interfaces 7 8 9 10 11 -
» [0 InteliR) Ethernet Connection 12174 -] cPU312 wl
» [ ASD4x85178 USB2.0 to Gigabit Ethern... 1E o
» tu FC internal [Local] ] E
» [0 PLCSIM [PRAE] i A
°
» [ USE [57USE] T s
@
~ [1 IEHNet [MFI] Tl
? Update accessible devices =A
= v [ Connect 57-300 (direct) [MPI=2] —3
» L1 IBASS i
» [ TeleService [Automatic protocol detectio. 8 -
» [ Card ReadedUSE memory _
b
[<][w 100% ] —%— |
el T
< i RE a
» | Details view gProperties ||"A.'. Info y” 9 Diagnostics | -

4 Portal view 5 Overview I%’ Default tag t... |Eﬂh Connect S7-... II- 2 Code block |
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Compiling the Hardware and Software

To ensure that the programmed PLC blocks are without any fault and
the CPU configuration is correct, the hardware and the software
should be compiled prior loading the blocks into the PLC.

OPCUA 6ETIA 15 CPU312 » Connect 57-300 [CPU 312]

|E Topology view ||ﬁgh Network view ||—|]'|’ Device view L

ﬁﬂg-§|chnect5?-aun[CPu312] |v| ,:,l ﬂ?j _Ij@,i

—

Change device
Migrate to 57-1500 10 1

CPU312 e EE'!J G0 to netwark wview

Campile Hardware and software (only changes)
Dowenload to device [J Hardware (only changes)
ﬁ' Go online Crrl+ K Hardware {rebuild all)
¥ Go offline Crrl Software (only changes)
ﬂ Online & diagnostics Ctrl+D Software (rebuild all)
Softweare (reset mermoary reserve)

[ Export madule labeling strips...

[v]
The hardware and the software have been compiled without any error

& Properties "w" Diagnostics

" e——
| General || Cross-references q Compile D
@\E' Show all messages W

Campiling finished {errors: 0; warnings: 0)

1 |Path Description Goto |? Errors  Warnings | Time

ﬂ * Cohnect57-300 ’ a 1] 3:26:37 M
0 * Frogram blocks Pa ] 1] Ji26:37 PM
o Mo block was compiled. All blocks are up-to-date. 3:26:37 PM
0 * Hardware configuration Pa ] 1] Ji26:37 PM
o Hardware was not compiled. The configuration is up-to-date. ? 3:26:37 FM
Qﬁ Compiling finished {errors: 0; warmings: 0) 3i26:37 PM

Load PLC Program Blocks and Device Configuration in CPU 312

OPCUA 6E TIA 15 CPU312 » Connect S7-300 [CPU 312]

|§ Topology view ||5Eh MNetwork view |||]'f Device view L

ﬁﬂg-§|chnect5?-aun[c:Pu312] |v| ,:,lﬂ _Ij@,!

—

Change device

Migrate to 57-1500 10 1
CPU312 g | s ﬁg'h G0 to network view
Carnpile »
Download to device Hardware and software (only changes)
& Goonline Ctrl+K Hardware configuration
&Y Go offline el b Sofeware (only changes)
M Online & diagnostics Ctrl+D Saftware (all)

_-I-D Export rmodule labeling strips...
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Advanced Upload dialog box

Extended download to device %

Configured access nodes of "Chapter 68"

Device Device type slot Type Address Subnet
Connect 57-300 CPU 312 2x1 MR 2 hF_1
Type of the PEIFC interface: 1Pl Y Fdhd
% >
PaFCinterface] [Rl 1BHNer } select e—sdpy | ©
7 .
Connection to interfacefsubnet: Direct at slot '2 1" / #T\ @
— -
15t gateway: | m—— [~] ©
{open | select)

Select target device: Show devices with the same address

: : de ith th 12 address
o o Interf; -
R svice type neertace iype Show all corpatiole devices
- - MPI AC Show accessible devices
Flash LED
{confirm
Online status information: [ pisplay only error messages
Load | | Cancel
Note TIA 13

In the TIA 13 portal, in the Advanced Loading dialog box, the Show
all compatible devices option must be deactivated. Otherwise the
TIA Portal would search for devices via PROFINET DCP but could

not find any PROFINET devices.

Extended download to device X

Configured aceess nodes of "PLC_1"
Device Device type Slot Type Address Subnet
FLC_1 CPU 312 2x1 MFI 2

]

—'\w)\.\

-

Type of the PGIFCinterface: [\ mPI

|
PGIFC interface:  [RE IBHNet [~] ©[d]
|

nnection to interfacel/subnet: | Direct at slot'2 X1' - | @

15t gatewsay | _____,.--"T:I @

must be deactivated
Compatible devices in target subnet: D;Show all compatible devices _)
P il
Device Device type Type Address Target device

- — il Access address —

Flash LED

Start search

IBH Link UA Training TTI Trans Tech International® 2019



TTI

Trans Tech International® 2019

Chapter 6 IBH Link UA - TIA Portal connecting a CPU 312 Page 6-7

Extended download to device %

Configured access nodes of "Chapter 6"

Device Device type slot Type Address Subnet
Connect 57-300 CPU 312 2x1 [} 2 MPI_1
(]
Type of the PGIPC interface: |L,-|_ MFI |V|
FGIFC interface: @IBHNE{ |v| @
Connection to interfacelsubnet: | Directatslot'2 X1’ [+] ©
: I [-]©
Select target device: | Show devices with the same address |v|
- Device Device type Interface type Address Target device
II_L CPU_312 CPU 312 IWF 2 CPU_312
n - — NPl Access address —
J
["| Flash LED

Startsearch

Online status information: [ Display only error messages
0 Scan completed. 1 compatible devices of 1 accessible devices found.

+f% Retrieving device infarmation...

Scan and information retrieval completed.

KIRMREY

{confirm
[ Load || cancel |
A preview of the loading process is displayed.
Load preview %
9 Check before loading
Status |1 Target Message Action
M & ~ connects7-s00 Ready for loading.
1 ~ Protection Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, €.g. by use offirewalls and network segmentation. For
maore information about industrial security, please visit
httpdhwww.siemens.comlindustrialsecurity

(] » Stop modules The modules are stopped for downloading to device. Stop all
0 } Device configurati... Delete and replace system data in target Download to device
0 } Software Download software to device Censistent download
(<] ] [>]
{confirm
| Finish | ! Load ! | Cancel |
ol
Load results [X
9 Status and actions after downloading to device
Status | Target Message Action
4!;" & ~ connects7-aon Downloading to device completed without errar. (Tmark)
1 ¥ Start modules Start modules after downloading to device. Iw] Start all
(<] ll ¢'confirm’} [>]
: Fimizh ] | Load | | Cancel |
=l

IBH Link UA Training



Page 6-8 IBH Link UA - TIA Portal connecting a CPU 312 Chapter 6

The filling and the emptying of the tank can be checked online.

=k = W, B = Keep actualvalues g Snapshot ™% ™ copysnapshots to startvalues g 2 ’ =2
<Tank_level_values >
MNarme Data type Offset Start value Maonitor value Cormrment
1 < * Static
2 @| = Min_value | Int 0.0 100 100 Tank filled less than 10%
3 4 m= Max_value Int 2.0 10000 10000 Tank filled more than 90%
4 g e Durmntry Int 4.0 i} 1} DIty
5 4 = Tank_level Int 6.0 a 327 Tanklevelv@

6.2 Inserting the IBH Link S7++ as CPU 412-2 PN into
the project

The IBH Link S7++ is created in the TIA Portal as an S7-400 station
and connected to the corresponding bus system (MPI or
PROFIBUS).

The following module must be used as a substitute for the
IBH Link S7++:

e MLFB: 6ES7 412-2EK06-0ABO V6.0 in rack 0, slot 2

;';‘.f‘,] Siemens - ANOPC UA 6ETIA 15 CPU312\OPC UA 6E TIA 15 CPU312

Froject Edit View Insert  Online Options Tools b , , 5
= 5 = T - I
E R e e e Add new device X

Project tree Device name: @
Devices IBH Link 57 C1le! Name
e
| s .
~ i Controllers Device:
L3 r\_u SIMATIC 57-1200
» p_[. SIMATIC 57-1500
[
iy Devices & netwarks Controllers L I_—El SHEANE S50
= [ Connect 57-300 [CRU 312] E '-!llf'“W'C 37-400
uf Device configuration LD e —EF?PU CPU 412-2 PN
% Online & diagnostics ’ I:FCPU 421 e
[ = b Lig CPUA12-2 DP
ke | g HEES D o Article no-# | 6ES7 412-2EK0G-0AB0 ™, |
B Add new block SACHRCROEHE2 23RN y
o Main [0B1] HMI [l 6E57 41 2-2EKD6-0ABD Version: [vs0 7 T
4 Tank_lewvel_control [FCS] [l GEST 412-2ERO7-04B0 -
§ Tork_levelvalues [0B2]| [ m—— | » [ cPUa14-2 DF dEmspians
Fa N - » [l CPU 414-3 DP Wark memory 512KE code and 512KE data;
» Technaol bject:
r_f“ S e ® JE_ g g » rj. CPU 414-3 PHIDP 0.075rns/1 000 instructions; 4KB DIC; 48
4 External source files = connections; 1 x DFIMPI, 1 x PI; capable of
>[4 FLCtags » LW CPU416-2 DF sending and receiving in direct data exchange;
% Show all tags PC systems » r\-ﬂ CPU 416-3 DF constant bus cycle time and processing in
. g v [ CPU 416-3 FRIDF isochronous mode; routing; data record routing;
I 4dd newtag table I_‘E. capable of multicomputing; FROFINET 1O
% Default tag table [6] b g CPU 17 controller; suppaorts RTART; PROFIMET intetface
» [ FLC data types » [ CPU 414F-3 PMIDP fa_nd 2 ports; PROFINET CBa; PROFINET CBA prosy;
== = irmware V6.0
» (52 Watch and force tahles ’ r_El CPU 416F-2 DP
» I'j;. online backups » L[l CPU 416F-3 PNIDP
b 5. Device proxy dats » [ Unspecified cPU 400
_w'i Fragram info » r\_[l SIMATIC ET 200 CPU
= .
[ip PLC supervisions & alarms » Ui Device proxy
&) FLC alarm text lists
» r_h Local rodules
3 | Details view
4 Portal view (confi
[W] Open device view |I oK | Cancel |
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Insert the power supply in IBH Link S7++

|E Topology view ||Eg,] Network view |||]'|‘ Device view | Options

it [IBH Link 57++ [CPU 4122 PN][ = | 3] iy

8

H
~| v |catalog
4 ]
E Filter Profile:

] 5 Rack
~[mPs
75 Standard

» [ PS 405 104
» [ PS5 405 20A
» [ PS 405 44
» [ PS 407 104
» [ PS5 407 20A
~ (i F5 407 4A

7 8 9 10 M 12 13 14 15 18

|; Topology view ||ﬁgh Network view ||i]'f Device view L

1 [H @ =

=|

8 9 10 11 12 13 14 15 16 17 18

<]

1| [100% [+]

T S

e | v |

[y QProperties- )""_i.'.lnfo y"ﬂ Diagnostics |

J General

|| 10 tags || System constants

|| Texts |

» General
MPIIDP interface [X1]

Startup
Cycle
Clock memary

-

Interrupts
Diagnostics system

-

System diagnostics
Time ofday
Retentive memaory
Memaory

Protection

Web server

-

Overview of addresses

PROFIMET interface (X5)

MPI/DP interface [X1]

General

Mame: |MFIDF interface_1 enter name

Comment: N

MPI address

Interface networked with Mot netwaorked

T vl T«

Subnet: | MFi_1 @'} -

| Add new subnet |

Parameters

Highest address:

Transmission speed: [+]

b

Trans Tech International® 2019
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Ethernet interface of the CPU 412
Ethernet Interface IBH Link S7++ to IBH Link UA

OPC UA 6E TIA 15 CPU312 » IBH Link $7++ [CPU 412-2 PN]

"—I]'f Device view |_

|E Topology view ||5Eh Network view
o

M i

1 3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18
UR1_0

<l m [>] [100% [] —%— 4
T
(gProperties i*"_i.'.lnfo y"ﬂ Diagnostics |
J General || 10 tags || System constants || Texts | 2
» General I

PROFINET interface (X5)

w]>]

-

MPIDP interface [¥1]
PROFINET interface (X5
Startup

General

@enter name

Ethernet Intewrface I1BH Link 57++

Cycle

Clock memaory Mame:

||

-

Interrupts Comment:

Diagnostics system

-

Systern diagnostics

Time of day -

Retentive memory

e
mor%'r Ethemet addresses
Protection
» Wieb server Interface networked with Mot netwarked

FHIIE_1
FMIIE_1

Overview of addresses

B B |

Subnet:

Add new subnet |

IP protocol

IP address
IBH Link 57++

(#) setIP address in the project

IPaddress: | 192 . 168 . 1 [

Subnetmask: | 255 . 255 . 255 . 0__.,

D Use router

Routeraddress: ([0 .0 .0 .0
o IP address is set directly at the device

Deleting blocks (IBH Link S7++/ CPU 412)

No PLC blocks can be
loaded into the

IBH Link S7++.
Therefore, in the offline

Project tree m 4

Devices

o
&

2 | IBH Link 57++ [CPU 4122 PH][=

> ] OPCUAGETIANS CPUSTZ
B Add new device
EE,J Dewvices & networks

[>]

mode all PLC blocks of
the IBH Link S7++ /

» [ Connect $7-300 [CPU 312]

w [ IBH Link 574+ [CPL 412-2 PN]

Y Device configuration 3 UR1_D
g Online & diagnostics
CPU412 mUSt be - r:a Frogram blacks _ |
deleted ﬁhdd new block,
. 4 Main [OB1] Open
» E Technology objects x cut Crrlex
4 External source files EZ| Copy Crl+C
» Q FLC tags [ Paste Ctrl+v
» [ FLC data types -
= Copyas text
b Gzl Watch and force tables
» (i Online backups p 4 Delete Del
» [, Device proxy data Rename F2
‘_W'i Frograrm info Compile [
C.f PLC supervisions &ala Download to device 4

IBH Link UA Training
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Hardware and software (IBH Link S7++/ CPU 412)

The hardware configuration and the software must be compiled prior
loading into the device.

OPC UA GE TlA 15 CPU312 » IBH Link S7++ [CPU 412-2 PN]
|§ Topology view ||g%u Network view |||]'|‘ Device view L
ST

{OMRHE

fing [ IBH Link 74+ [CPU 412-2 PN][ = | PR

m_ [3] !

Change device

Migrate to 57-1500 12 13 14 15 16 17 18
UR1_0 ot Goto topology view

EE'IJ G0 to network view

Cornpile

Download to device » Hardware (only changes)
ﬁ Go online Crl+ k. Hardware (rebuild all) click
;3' Go offline Ctrl+h Software {only changes)
g Online & diagnostics Ctrl+D Software (rebuild all)

Software (reset memory reseree)

[=# Export madule labeling strips...

Download hardware to the device (IBH Link S7++/ CPU 412)

OPC UA GE TIA 15 CPU312 » IBH Link S7++ [CP!

|;Topologyview ||Eg'h Network view |||]'fDeviceview L

[H |

[1BH Link 574+ [CPU 4122 PR][] ] 1o E
it | [ & & (g

T 3 -

Tight click
Change dewice
Migrate to 57-1500 12 13 14 15 16 17 18

E-F Goto topology wiew
El'g'h Goto network view

Compile »
Hardware and software (only
& Goonline Crrl+ K, Hardware configuration
&Y Go offline Ctrl+ b Software (only changes) click
| online & diagnostics Ctrl+D Software (all)

[ Export madule labeling strips...

I ————————
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Loading the hardware configuration into the device
(IBH Link S7++/ CPU 412)

The settings are to be made in the dialog box according the screen
shots

ed download to device

Configured access nodes of "IBH Link 57++"

Device Device type Slot Type Address subnet
IBH Link 57++ CPI 472-2 Pr 2x5 FMIIE 192.168.1.12 FHJIE_1
CFL 4172-2 PR 2 bFI 10 MF1_1

Type of the PGIFC interface;

®_PriE

Tl A:51% AXBE8178 USB2.0 to Gigabit Ethernet Ad... |7 | ©)
[PRIE_1 [~] €

-

PGIFC interfage:

Connection to interfacefsubnet?

15t gateway:

Select target device:

Device Device type Interface type Address Target device

— PRIfIE Access address

Flash LED

Start search

[:] Display only error messages
p Start search

Online status information:

| Laoad | | Cancel |
Extended download to device %
Configured access nodes of "IBH Link 57++"
Device Device type Slot Type Address Subnet
IBH Link 57++ CPU 412-2 PN 2X5 PMNIIE 192.168.1.12 PMIIE_1
CPU 4122 PN 2x1 WP 10 MPI_T
]

Type of the FGIFC interface: W FHIE

-

PGIFC interface: |kl ASIX AX88178 USB2.0 to Gigahit Ethernet Ad... [ = | €

Connection to interfacelsubnet: |PNJ’IE_'I |‘| @

@

15t gateway: |

Select target device: Show devices with the same address  |=

Device Device type Interface type Address Target device
IBH Link S7++ CPU 412-2 PN PMIIE 192.168.1.12 IBH Link 57++
= = FMIIE Access address =

[ | Flash LED

Startsearch

Online status information:

[ Display only errar messages
) Scan completed. 1 compatible devices of 1 accessible devices found.

=19 Retrieving device information...

Scan and information retrieval completed.

<[u]>]

[ Load I| | Cancel

I —————————
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Several dialog boxes are opened to display the steps of loading.

Load preview X
9 Check before loading
Status ! Target Iiessage Action
4 & ~ IBHLink57++ Ready for loading.
1 * Protection Protection fram unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.9. byuse of firewalls and network segmentation. For
maore information about industrial security, please visit

! httpliwww.siemens.comiindustrialsecuri

- a Must be selected !
(] » Stop modules The modules are stopped for downloading to device. Stop all
(] » Device configurati... Delete and replace system data in target Download to device
0 » Software Download software to device Censistent download

(<] il 2]

click
Finish ” Load 1| Cancel |
|
The loading of the hardware configuration is completed.
Load results %
9 Status and actions after downloading to device
Status (! Target Ieszage Action
l@ @ ¥ |BH Link S7++ Downloading to device completed without error. Must be selected !
1 » Start modules Start modules after downloading to device. 4 E Startall Y
<] M [[2]
LClick;
! Finish ! | Load | | Cancel |
|
The stopped device (IBH Link S7++) is restarted after loading the
hardware configuration.
Successful load of the hardware configuration into the
IBH Link S7++ (CPU 412-2 PN) is displayed.
|§Properties [ 4 _i.'.lnfo Y| Diagnostics
J General || Cross-references || Compile |
@m|5howallmessages |'|
1 Message Goto 7 Date Time
tart downloading to device. 71312017 12:13:00 PM

0 ¥ |BH Link 574+ 71312017 12:13:00 PM

Q IBH Link 57++ stopped. 7132017 12:13:04 P

Q Hardware configuration was loaded successfully. 71312017 12:13:05 PM
o The software was not loaded. 71312017 12:13:05 PM E

IBH Link 57++ started. 7132017 12:16:01 PM

Loading completed (errors: 0; warnings: 0). 7i32017 12:16:01 PM

<| il |
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6.3 Creating an MPI connection between PC 1
(CPU 312) and IBH Link S7++ (CPU 412-2 PN)

The MPI connection is automatically created and displayed.

OPCUA BETIA 15 CPU312 ¢ Devices & networks

|E Topology view

e Mewwork 3%

£ ¥ Connections |HMI COnnECtion

-] B T HE Qs

Connect 57-300
CPU 212

<[]

IBH Link S7++
CPU 412-2 PN

MPI_1

||Eﬂ‘t| Network view

||[|'|’ Device view |

|
[][>]

[>][100%

m[<]

Lo oo oo
[ . |
J Metwork overview || Connections || O communication || VPN |
¥¢ Device Type Address in subnet |Subnet Master | 10 systemn
¥ 57-400 station_1 57-400 station A
T |BH Link 37++ CFU 412-2 FN il
MFIDF interface_1 MFIDF interface 10 MFI_1 Iz' =
* Ethernet Intewrface |... FROFINET interface 192.168.1.12 FRIIE_1
Fort_1 Fort B
Fort_2 Port
* S7300/ET200M station_1 S7300/ET200M station
* Connect 57-300 CFU 512
WPl interface_1 IMFl intedace 2 MPI_1 |7|

Note TIA V13
The MPI connection between PC_1 (CPU 312) and IBH Link S7++
(CPU 412-2 PN) In the TIA V13 portal must be created by using
Dragé&Drop.

OPCUA BETIA 13 CPU312 » Devices & networks

MY Device view_|

|E Topology view Network view

% Network| 3§ Connections | HMI connection |v| oy % =3 & Network overview 3| Connections 41
(=] -
'ﬂ' Device Type
¥ 57300/ET200M-Station_1 S7300/ET200M station
Connect $7-300 IBH Link 57++ 1 b Connect 57-300 CPU 312
CPU 312 CPU 412-2 PN w 57400 station_1 57-400 station
b IBH Link 57++ CPU412-2 P
drag & drop

MPI_1
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6.4

Inserting IBH Link UA as SIMATIC PC station

If an OPC server is inserted into the project, also a SIMATIC PC
station is automatically inserted.

& siemens - ANOPC UA GETIA 15 CPU3120PC UA 6ETIA 15 CPU312

Froject  Edit

Gf [ B saveproject 5

Insert  Online

o =]

iew Add new device

Device name:

ate
cH

Devices

¥ |] OPCUABETIA 1S CPU312

OPC Server - IBH Link UA . enter name
3

ﬁb' Add new device

. Controllers
o Devices & netwark: iL 'er—;"c"

» [ Connect $7-300 [CPU
= [ IBH Link 57++ [CPU 412

4

v r v wwrow

v [, Device prosy data

I Device canfiguration D

%] Online & diagnostics

!;5; Frogram blocks Hhl
‘L'Add new hlock s

[ Technology objects [ — |

External source files

& PLCtags

[ FLC data types

PC syst
[ watch and force tables ysrems

1 Online backups

(2)

<l

4 Portal view

> |Details view

[ Open device view

Enter the name of the device.

- I"_u PC systemns

» ?Q PC general

» (D Industrial PCs

» [l SIMATICS7 Open Contraller

v [l SIMATIC 57 Embedded Cantroller
] h SINUMERIE operatar camponents
» [ SIMATIC Cantroller Application

¥ [k SIMATIC HMI application

E_) User applications
(2) OPC server,
4 : ‘Jﬂ
9 (@ Application * LChCkY

X
Device: oprC
Server
OPFC server
Must be selected !
Article no OPCSerser TS— |
15)
Wersion: SWVE.D ... [+
“‘-——-’
Desctiption open | select

OFC server for the DF, FOL, 57 {(betwaen different
subnets), 57 alarms, ISOITCFE, SNMF, DF master
class 2, PROFINET 10, SIMATIC MET PC software

W82 ..

{confirm

Ok Cancel

Inserting the communication module into the IBH Link UA

OPC UA 6E TIA 15 CPU312 » IBH Link UA [SIMATIC PC station]

E Topology view ||n%h Network view ¢||_]
IEH Link UA [SIMATIC FC Statid » | - 5a 8 b4 =
it [ d=] Gl

B

SIMATIC PC station

Device has
been inserted

5
=
=
g
- O

mark position

@

[»] [100%

|V|

T S

Gotfy

/<]

e | v |

QProperties |"_i.'.lnfn

| %) Diagnostics

Options (23]
=
-
{=%
VdCataIug Y .E
g8
[ ]
| k| it o
e
Ftcr |8
@ = a3 g
b LB FC general -
v [ SIMATIC Controller Application |
v [ SIMATIC HMI application )|
¥ [[3 User applicstions o
=
Comrmunications modules E
[ FROFINETIEthermet e
b [ cF 1604 s
» g CP 1612 (AZ) B
» [ CF 1613 (AZ) |
» [jg CP 1616 anbaard -if
» g CF 1616 o
» g CP 1623 &
» g CF 1628 ||
L]
[
=
g
1)
=
m
“w
[<] I Bl
> |Infurmation
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Setting properties of the Communication module

OPC UA GE TIA 15 CPU312 » IBH Link UA [SIMATIC PC station]

|; Topology view ”EE'E] Network view ¢ ||1‘ Device view E

e

ITM IBH Link UA [SIMATIC PC Statiﬂ b D e :

SIMATIC PC station

ME =

<]

IP protocol

lw| Use IF protocol

Further settings are
default settings

< m [100% Fl —%—
I S
Properties ||"_i'.|nfu ”ﬂ Diagnostics |
J General || 10 tags ” System constants || Texts |
b General 1 Eth ¢ add i
+ PROFINET intetface (1) EIMEt anCresses =
General Interface networked with
Optiohs
Ethernet addresses: Subnet:
4 Advan.ced D!JIIDI"IS click Add new subnet | open | select
OFC configuration
150 protocol
n [Juse 150 protocal
U MAC address: [D8 -00 -06 -01 -00 -00)
»

IP address
IBH Link UA

——m—

"
IPaddressT 192 168 .1 [ | = @
set
Subnet masks 255 | 255 . 255 . 0 |

Router address:

O s

[0 o o o]

Loading the Hardware of the communication module into the

IBH Link UA
Prior loading into the IBH Link UA the Hardware must be compiled.

OPCUA GETIA 15 CPU312 » IBH Link UA [SIMATIC PC station]

|5'? Topology view "Eg‘h Network view Q\II-
;|

“m

Change device

x Cut

SIMATIC PC station £
5] Copy

Ctrl+x
Ctrl+C

= 5o ta topalogy view
ﬁg'h G0 to network view

Download to device » Hardware (only changes)
ﬂ Ga anline Ctrl+K Hardware {rebuild ally
o Go offline Ctrl+ Foftware {only changes)
g Online & diagnostics corl+D Software (rebuild all)
B2 Azsign device name Software (reset memary reseree)
Alt+Enter

g Froperties

=P Export module labeling strips..
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ce (IBH Link UA)

‘E Topology view

Hhﬁ, Network view

- €(IBH Link UA [SIMATIC PC Statid w13 45)

Change device

=
[2]

Sofoware (only changes)

and software (only changes)

[ Exportmadule labeling stips..

SIMATIC PC station X our CurleX
EE =1 Ctrl+
= Go to topology view
oy Goto network wiew
Compile 3
[ Hardware
& Go online
¥ Go offline CarleM
] Online & diagnostics ctrl+D Sofoware (sl
W Assign device name
[ Praperties Alt+Eniter

The settings are to be made according the screen shots in the

Extended download to device dialog box.

nded download to device

Configured access nodes of "PC-System_1"
Device
Interface Link UA

slot
2x1

Device type Type

IE general PMIIE

Address
192.168.1.14

subnet
PMAE_1

Type of the PGIPC interface;

[

[-]

FGIPC interfae:

ASIX AX88178 USB2.0 to Gigabit Ethernet Ad... [ v| @)

Connection to interfacelsubnet? ‘ FHAE_1

-]

e
st gateway: h
Must

Select target device

be selected ! =@

Device Device type Interface type Address Target device
= = PRIIE Access address =
|
Flash LED
Online status information: [ Display only error messages
B Start search
Load | | Cancel
The interface search was successful.
Extended download to device [X
Configured access nodes of "PC-System_1"
Device Device type Slot Type Address Subnet
Interface Link UA IE general 2X1 PHIIE 192.168.1.14 PNIIE_1

Type of the PGIFC interface:

®_enie

[+]

PGIPC interface:

Tl A5ix AX88178 USB2.0 to Gigabit Ethernet Ad__ | = | 06|l
9

D Flash LED

Online status information:
@ scan completed. 1 compatible devices of 1 accessible devices found.
%7 Retrieving device information..

Scan and information retrieval completed.

Connection ta interfacefsubnet: ‘ PHAIE_1 |v| @
15t gatewsay: ‘ |v| @
Selecttarget device: | Show devices with the same address | - |
Device Device type Interface type Address Target device
= = FHIIE 192.168.1.14 =
= = PRIIE Access address =

[7] Display only error messages

Startsearch

[~]
=
~

Cancel

Trans Tech International® 2019

IBH Link UA Training



Page 6-18 IBH Link UA - TIA Portal connecting a CPU 312 Chapter 6

A check is carried out prior loading.

Load preview F3
9 Check before loading
Status || Target Message Action
+ & ~ IBHLinkua Ready for loading.
1 ~ Protection Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use offirewalls and network segmentation. For
more information about industrial security, please visit
httpdiwwaw siemens.comlindustrialsecurity

(] } Device configuration Delete and replace system data in target Download to device

<] I =]

| Finish | Load ! | Cancel |

The successful loading of the hardware configuration into the
IBH Link UA (Simatic PC station) is displayed.

Q. Properties "_i.l.lnfo Diagnostics
J General ” Cross-references ” Compile |
@Imlshowall messages |'|
1 Message Go to ? Date Time
> OPCServer- |EH Link UA Fiziz0n 7 61513 PM
Q Hardware configuration was loaded successfully. Fiaizon 7 6:15:45 FM
(] The RAM contents were copied to the ROM. sz 7 6:15:45 PM
[] OFC Server - IBH Link U started. 7i3i2017 6:18:48 FM
E Loading cormpleted (errars: 0 warnings: 0). FIS2017 6:15:49 FM

S7 connection from the OPC server to the CPU 312

Use Drag&Drop to pull the S7 connection from the OPC server to
the CPU 312.

OPCUA 6E TIA 15 CPU312 » IBH Link UA [SIMATIC PC station]

|ETupulugyview (7 Network view ﬁ-.

@

& NetworkC % ¥ ConnectiongDJEREe ey

HMI connection
E-rnail connection
FDL connection

150 connection
150-0n-TCF connection
FtF connection

I

S7¥ cannection
TCP connection
UDF connection

drag & drop
SIMATIC PC Stat... IE Server

Connect 57-300 IBH Link $7++ PC-System_1 cp OPC
CPU312 ol CPU 412-2 FN

== Connect to subnet

Add 57 routed connection --
i

(3 ¥ ciick —=
MPI_1 $7_Connection_1 !
| i
PMJIE_1 H

H[<]

< m | [100% -] 5

| Network overview #Connections >|| /0 communication || VPN |

¥/ Local connection name | Local end point Local ID (hex) Fartner ID (hex) Partner Connection type a
57_Connection_1 @ oPcserver-IBHLI.. S7_Connection_1 [l connect 57300 [CPU312] 57 connection
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The created S7 connection is listed in the Network view window.

Ll -
@rk ove@ || Connections || IO communication ! VPN |
{ click »
'ﬂ' Device Type Address in subnet | Subnet Master [ |0 system | Device number Comment
~ 57-400 station_1 57-400 station [~]
> |BH Link 57++ CPU 412-2 PN
MPIDF interface_1 MPIDF interface 10 MPI_1
» Ethernet Intewrface IBH Link 57++ PROFINETinterface 192.168.1.12 PMIIE_1
* S7300/ET200M station_1 S7300/ET200M station
* Connect57-300 CPU 312
MPl interface_1 MPl interface 2 MPI_1
> |BH Link UA SIMATIC PC Station
OPC Server-IBH Link UA OPFCserver
¥ Interface Link UA IE general
* PROFINETinterface PROFINET interface 192.168.1.14 PMIE_1
Port_1 Port

Select OPC tags (symbols) in the OPC configuration
Configure in the OPC Server / Open Properties.

OPC UA 6E TlA 15 CPU312 » IBH Link UA [SIMATIC PC station]

|E Topology view ||Eg'h Network view |||]'|‘ Device view |_

d¢ [1BH Link Ua[simATIC e staidw] (] B [ (| @ s

SIMATIC PC station

<[ m [>] [100% [ —%—

[ S T

||"_i.'.lnfo ||ﬂDiagnostics |

ﬂ General * 10 tags || System constants || Texts |

b General OPC bol
- symbaols
DPF master class 2
O None
O Al
P 1 Configured
OPC program alarms ma... Gﬂﬂe [ Configuring... — 1
57 UA redundancy il [ Field elements visible during runtime 4
ISOMTCP M p Configuring...

A note is issued by the TIA Portal because the information on the
entire symbol table is accepted.

Open symbol configuration (0271:005000) X
Opening the symbol configuration may take some time. This
depends on the number of symbols configured in the PLC
connected via 87 connection to the OPC server.

D Do not show this message again.
¢ confirm

! o] ! | Cancel

TTI Trans Tech International® 2019 IBH Link UA Training



Page 6-20 IBH Link UA - TIA Portal connecting a CPU 312 Chapter 6

Clicking the Configure button opens the Symbol Configuration
dialog box. The operands defined in the symbol table (PLC program
CPU 312) are listed and may be selected as OPC tags.

The access rights Read / Write etc. can be assigned to the individual
operands (OPC tags).

Symbol configuration

Symbol selector
- j OPC UA 6E TIA 15 CPU312 Name Data type Address | Visible | Connection Access EU Lo |EUHi
~ [ Connect 57-300 fon " igodl %I0.0 True  S7_Connection_1 ReadWrite 0 0
:D PLC tags: Down Bool %025 True 57_Connection_1 ReadWrite (1] (1]
:D Frogram blocks Up Bool %026 True 57_Connection_1 ReadWrite 0 (1]
Max Bool 2601 .2 False S%7_Connection_1 MNone (1] (1]
Min Bool %013 False S7_Connection_1 MNone (1] (1]
Value Int M2 True 57 _Connection_1 ReadWrite (1] (1]
(<] M
Elements with active branch q Visible ~ Access right: ieadiirite
Symbols: 6 {mark} Connection: 57_Connection_1 n

Low limit: High limit:

CSV Import /| Export

Access path
OPC UA GE TIA 15 CPU312.57300iET200M station_1.Connect 57-300 = |

r oK 1 | Cancel |

The access right of the OPC tags Max and Min are set to None and
Visible are disabled (False).

Compiling the IBH Link UA OPC server software and hardware

OPC UA BE TIA 15 CPU312 » IBH Link UA [SIMATIC PC station]

|5'3’ Topology view ||ﬁg‘h Network view 4Ii]

Change dewvice

ﬁg'h Goto network vy

SIMATIC PC staticn

Compile

Hardware and software (only changes)

Download to device 4 Hardware (only changes)
& Goonline Cerl+k Hardware (rebuild all)
;.,‘Q' Go offline Ctrl+ M

Software (only changes)
B Online & diagnostics Ctrl+D Software (rebuild all)

- = | =* Export module labeling strips... Software (reset memary resernve)
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6.4.1 Setting the IBH Link UA

In the previous chapters different configurations have been loaded
into the IBH Link UA OPC server. To ensure that only the
configurations of this chapter exists in the OPC server it is wise to
delete a previous setting.

Delete all Slots except Slot 2

(& hitp://192.168.1.14/7 =fopc. O = & | & 1BH Link UA - OPC slots

% m OPC server is unning Logout | Update password ‘ ~

OPC slots

Slot 1
> Slot 2

Delete siot| Delete all| Load OPC Editor Project |  Insert SoftPLC |

Delete Slots

? Delete the selected slots

< OPC slots >

Make sure that the IBH Link UA as server and the status is Good.

0 httpi192.1881.04/7 =/ope client 9 = & | 5 IBH Link A - OPC Client %

SEn-.
=

OPC server is running Logout | Update password

Connected Servers S ‘ Status
[®] urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tep://ibhlinkua_001037:48010) [ Good (0x00000000) SecurityPolicy#None

Add Server | Add variable to read | Connect variable | ﬂ g ﬂ

OPC Client

Loading the configuration of the OPC server into the IBH Link UA

OPCUA GE TIA 15 CPU312 » IBH Link UA [SIMATIC PC station]

Change device

ﬁg-h Goto network view

SIMATIC PC station

Hardware and software {only changes)

Hardware configuration

ﬁr‘ Ga offline Sofeware {only changes)
y Online & diagnostics Ctrl+D Software (all)

[ Export maodule labeling strips...
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A check is carried out prior loading.
Load preview X
9 Check before loading
Status ! Target Ilessage Action
4 & ~ IBHLinkua Ready for loading.
1 * Protection Protection fram unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unautherized
access, e.g. by use of firewalls and network segmentation. For
mare information about industrial security, please visit
H httpdiwww.siemens.comiindustrialsecurity
(] » Device configurati... Delete and replace system data in target Download to device
(<] i 2]
ClicKh | .1
| Finish | ! Load ! | Cancel |

-]

The steps of the successful loading process are displayed as info.

QA00AVQA00A00000

|§. Properties  ¢[7il Info B| Diagnostics |
g General } Cross-references " Compile |
@’\I’|Showall messages |'|
Message Go to ? Date Tirne
Q 7iai2017 10:55:10 AM
> IBH Link Ua 7iarz017 105510 A
¥ Stationmanager 7iarz017 10:55:10 AM
Stationmanager stopped. 7iarz017 11:00:00 AW
Hardware configuration was loaded successfully. 7iarz017 11:00:07 AW
Stationmanager started. 7iarz017 11:00:07 AW
The RAM contents were copied ta the ROM. 7iarz017 11:00:07 AW
¥ Local modules 742017 10:55:10 A
* Interface Link LA 742017 10:55:10 A
Hardware configuration was loaded successfully. 7iarz017 11:00:05 AW =
Interface Link UA started. 742017 11:00:05 A
The RAM contents were copied to the ROM. 7iarz017 11:00:05 AW
* OPC Server - IBH Link LA 7iarz017 105510 A
Hardware configuration was loaded successfully. 7iarz017 11:00:09 AW
The RAM contents were copied ta the ROM. 7iarz017 11:00:09 AW
OFC Server - IBH Link UA started. 742017 11:00:09 A
Loading completed (errors: 0; warnings: 0). 742017 11:00:10 A

6.4.2 UaExpert - Program window

The PLC Program Tank Control is displayed in the UaExpert
program window.

»  Unified Automation UaBxpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help
1 A = < Ind i
DPPBB #=° XKL R K w
Project 5 X Attributes 5 X
v [1 Project G v k@ (1]
v 8 (Sgrver; : _— Attribute Value
: IBHLinkUA®@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary) v Nodeld Nodeld
[ Documents Mamespacelndex 4
Address Space 0 X |dentifierType String
4 | Mo Highlight - [ \dentifier 5$7300/ET200M station_1.Connect 57-300])
= = . NodeClass Object
o lii"lmt X BrowseMName 4, "Connect $7-300"
ObJECFs DisplayName ", "Connect 57-300"
= CI'E!“ Description BadAttributeldinvalid
% DeviceSet WriteMask 0
~ @_Pl L UserWriteMask 0
Q’?ﬁ@ﬁ'}m—j EventNotifier Nene
e Server v
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The operands of the symbol table, defined as OPC tags, are listed
below GlobalVars in the Address Space area. Using Drag&Drop
they can be pulled into the Data Access View.

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File

Project

View Server

DePBEB: ¢ =

Document  Settings Help

fo

~
N £

B

g X Data Access View

(]

~ [ Project

v [ Servers
12 IBHLinkUA@ibhlinkua 001037 - None - None (uatcp-uasc-uabinary)
~ 1 Documents

[1 Data Access View

B MNode Id

MS4|String|5730...
NS4|String|S730...
NS4|String|5730...
MNS4|String|S730...

Server
IBHLinkUA@ib.
IBHLinkUA@
IBHLinkUA@ib..
IBHLinkUA@ib...

A

Display Name

Bura—

Address Space
3 | No Highlight

drag & drop

& Client
&% DeviceSet
v B
~ & Connect57-300

¥ DeviceManual
@ DeviceRevision

v & GlobalVars

e
@ Down
@ On
@ up
@ Value
HardwareRevision
Manufacturer
@ Model
J& ParameterSet
&% Programs

<« <

Value

Value changes
are displayed

Source Timestamp  Server Timestamp  Statuscode
13:37:12.286 Good

A02 Good
Good
Good

Datatype
Boolean
Boolean
Boolean
Int16

:33:48.
13:37:12.286
13:37:16.300

If the PLC program tank level is processed, the changes of the
variables are displayed.

To change the value of a variable, double-click its value in the Data
Access View area.

The global variables (OPC tags) can also be displayed in the online
status of PLC block OB1.

T Siemens - A:\OPC UA 6E TIA 15 CPU312\0PC UA 6ETIA 15 CPU312

Project Edit  Wiew Insert  Online  Options Tools  Window  Help Totally Integrated Automation
G (W sevepraject & ¥ = B X O MM E R S coonline ¥ Gooffine 2 [ MM € H 1] " PORTAL
Devices A
=
Address Display format | Monitor value | # Cornment E
~ ] OFCUAEETIA 15 CPUET 2 Ee |00 | Boal [=] m TruE Control ON
B Add new device 2 %Q0.5 Bool 3 FALSE Output valve =
y Devices & networks E %Q0.6 Boal [ FALSE Input valve _3
~ g Connect $7-300 [CPU 312] 1K "value" M2 DEGC+- 2267 Tank level value ;
[ Device configurstion 5 "Tank_level_values".Dummy %DEB2.DEWA  DEC+- ] Dumpny .
% Online & diagnostics 6 "Tank_level_values" Max_value  %DB2.DBW2 DEC+- 10000 Tank filled more than 90% =
= | Program blocks 1 "Tank_level_vslues" Min_value %DE2.DEWD  DECH- 100 Tank filled less than 10% L"l_—l
B Add new black 8 "Tank_level_values"Tank_level  %DB2.DEWS DEC+- 2266 Tank level value =
4 Main [OB1] 16 <hdd news =
B Tank_level_cantrol [FCS] [ ] a
@ Tank_level velues [DB2] [ ] ||
» [ Technology abjects
» [} External source files
» [ PLCtags
] r‘ﬂ PLC data types
~ Lzl Watch and force tables
B¢ Add new watch table
Force table
= watch table_1
(] rj’, Online backups
» i Device proxy data
B Program info
[ PLC supervisians & alarms
E] PLC alarm text lists
» [l Local modules

» [ IEH Link 57++ [CPU 412-2 PhI]
+ (D IBH Link U& [SIMATIC PC station]
» [l Ungrouped devices
» (g common data
» (5] Documentatian settings
3 r:m Languages & resources
(] rfm Online access
» r‘-_w Card ReaderlISE memory

[<] [

B

* | Details view
4 Portal view 21 Overview I:I- Iain (OB1)

Watch table_1

ﬁ Properties “'A-;I Info iJl ﬂ Diagnostics
¥ Connected t

via addr...

TTI
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6.5 Diagnosis

The IBH Link UA and the IBH Link S7++ provide diagnostic
possibilities.

6.6 IBH Link UA Diagnostics

If no values are displayed or error messages are displayed in the
UaExpert Data Access View window, the IBH Link UA Diagnostics
window informs you whether the connection to the PLC is
established.

Ul & hiepi// 192,168,114/ =/diaglistview & IBH Link UA - Diagnostics
- ) - .
e _——
i Tcomecton e niror e s o amtn | oo
@ .. S7_Connection_1 192.168.1.12:102 4.7.2017 15:16:20 PLC 1] Connection established (6ES7 312-1AF13-0ABO )

<
Clear diagnose | *
# J (no) errer message

Diagnostics

lINBHsoftec " | B
www.ibhsofleccom  Contact  Wiki % uA

6.7 IBH Link S7++ Diagnostics

The IBH Link S7++ Web server provides further diagnostic options.
The web server diagnostic page is opened by using the
IBH Link S7++ IP address [example: http://192.168.1.12] within a

web browser.

LR EH 1t://192, 168,112 indexht © + & B

Home | Configuration | Diagnostics | Change Password
IBHLink S7++ configuration

IBHsoftec GmbH | Turmstr. 77 | 64743 Beerfelden | Tel: +49 6068 3001 | Fax: +49 6068 3074 | info@ibhsoftec.com
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IBH Link S7++ Web Server Diagnostics page

The connected IBH Link S7++ stations are listed.

IBH http://192.168.1.12/diagen. O ~ & I IBH BHLink 57++

INBMHsoftec rBHLink s7++

| Home | Gunﬁguaﬁon@agumﬁ_@{)hﬂnge Password

Connected PROFIBUS Devices:
Address Status Type Manufacturer
»2 M 6EST 312-1AE13-0AB0 Original Siemens Equipment

IBHsoftec GmbH | Turmstr. 77 | 64743 Beerfelden | Tel.: +49 6068 3001 | Fax: +49 6068 3074 | info@ibhsoftec.com

LR (EH /192168112 ndex en O = @& | IBH iBHLink 574+

llBHsoftec iswnvinksr

‘ Home | C: ration | Di ics | Change Password

IBHLink S7++ configuration

IBHsoftec GmbH | Turmstr. 77 | 64743 Beerfelden | Tel.: +49 6068 3001 | Fax: +49 6068 3074 | info@ibhsoftec.com

Windows Security X

iexplore.exe

The server 192.168.1.12 is asking for your user name and
password. The server reports that it is from IBHLink S7++.

Warning: Your user name and password will be sent using
basic authentication on a connection that isn't secure.

‘ admin x ‘

‘ admin ‘

D Save logon data

o

oK Cancel

The Password can be changed

LSl 51 b/ 1921681 12/passwd_ O ~ & [ 1BH IBHLink 57++

lBHsoftec isnvinksr
‘ Home | C ion | Di ics | Change P
Username ‘admin
Password ceses
Repeat password P

Save

‘ |IBHsoftec GmbH | Turmstr. 77 | 64743 Beerfelden | Tel.: +49 6068 3001 | Fax: +49 6068 3074 | info@ibhsoftec.com |

I ————————
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IBH Link UA - TIA Portal connecting a CPU 312

IBH Link S7++ Web Server Configuration page

IBH http://192.162.1.12/config_e 2 =

IBH \BHLink 57+ +

Chapter 6

~
lBHsoftec ks -
Hom :l' Diagnostics | Change Password
Firmware version NL50MPI V02.160 23.03.16 V1.55_release-25-g15512a6
Serial number / MAC Address 00:02:3:2201%55:08
Network name [S7_IBH_Link |
IBHNet port (port 1099 is always active) ’(I_ |
Configuration with NetPro Wi
DHCP
IP address 192.168.1.12
Subnet mask 255 255 255 0
Default gateway 0.0.00
IPvG (link-local) [FE&0::202-A2FF:FE21:56CB]
IPvE (SLAAC) [
IPv6 (static) 1
Baudrate 187 5 kBitfs v
Own station address 10
Highest station address 3 v
Set default bus parameters MPI PROFIBUS
Tslot_lnit 415
Max. Tsdr 400
Min. Tsdr 20
Tset 12
Tqui (]
Gap factor 5
Retry limit 2
Tir 9954
Activate Time-of-Day Synchronization
NTP update interval (10 - 86400 seconds) 60
NTP Server 1 (IP address) 0.0.00
NTP Server 2 (IP address) 0.0.00
NTP Server 3 (IP address) 0.0.00
NTP Server 4 (IP address) 0.0.00
MPI/DP update interval W
IBHsoftec GmbH | Turmstr. 77 | 64743 Beerfelden | Tel.: +49 6068 3001 | Fax: +49 6068 3074 | info@ibhsoftec.com W

I —————————
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7 IBH Link UA - Connection of an S5 CPU 103U

7.1 Example using the STEP 7 — Simatic Manager

The following example explains the creation of a

project with the STEP 7 Simatic Manager with the ;1!;
connection of an S5 CPU 103U and the -~ -
IBH Link UA via an Ethernet link via IBH Link S5++, |[SHATSHEERE S
(@]

IBH Link S5++ -
The IBH Link S5++ is an Ethernet converter. %
The protocol used is the usual standard C
TCP/IP. All the advantages of Ethernet are ::
thus without any problems to the user. (T)
The use of SimaticNet as well as the use of g)
CP communication processors are neither O
necessary on the PC nor on the PLC side. 8

Ethernet-Bus

The prepared sample program, executed in the S5 CPU 103U, is
identical to the PLC program Tank Level as described in the chapter
3.1.1. It simulates the filling and emptying of a tank.

The S5 program TANK-PST.S5D (or Tank Level S5.S5P) was
loaded into the CPU S5 103U with the STEP 5 programming system
S5 for Windows by IBHsoftec.

The SIEMENS PLC programming system SIMATIC Manager STEP 7

V5.5 is used to create the network configuration.

I ————————
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IBH Link UA configuration using the SIMATIC Manager STEP 7
S5 controllers do not have an Ethernet connection as standard.
If no communication processors with Ethernet interface are available,

the IBH Link S5++ can be used to establish an Ethernet connection
between the S5 CPU and the IBH Link UA.

Note:
The IM 151-8 PN/DP CPU V3.2 interface module provides a PROFINET
interface with an integrated switch.
Via the PROFINET interface, PG communication and S7 communication
are possible.
The IM 151-8 PN/DP CPU V3.2 interface module is available in the
hardware catalog of the TIA Portal and STEP 7 (Simatic Manager).
The firmware of the IBH Link S5++ emulates the PROFINET interfaces of
the IM 151-8 PN/DP CPU V3.2 (6ES7 151-8AB01-0ABO0 V3.2) as far as
this is required for the communication between the S5 CPU PG interface
and the IBH Link UA Ethernet Port.
The following properties are available (compatible with the
IM 151-8 PN/DP CPU V3.2):

Interface / Bus Protocol
1x PROFINET (1 Port) PG-Communication
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

S5 CPU103U IBH Link S5++

IBH Link UA

Ethernet-Bus

IM 151-8 PN/DP CPU V3.2
6ES7151-8AB01-0ABO

As a substitute in the project

The symbol table for defining the OPC tags is available in the
S5 CPU UA project. The hardware components necessary for the
communication between the S5 CPU and the IBH Link UA are

already specified.

I —————————
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S5 PLC Program: Tank Level S5
The PLC Program simulates the filling and emptying of a tank.
e The tank is equipped with a "level indicator”. This tank value
level (Value) is displayed.

e The tank level is controlled between a minimum (Min) and a
maximum (Max).

e The control can be switched on (On).

e The valves (Up - Input valve, Down - Output valve) to
control the tank level are displayed.

S5 Symbolic table (Tank Level S5)

The following operands are used in the S5 program. They are
defined in the symbol table of the S5 program and should be
available as OPC tags.

4 Symbolic table x |

Test Save Test and save Filter: |All symbols ﬂ
Symbol Operand Comment
on 101 Control OH
Max F1.2 Maximum reached
Min F1.3 Minimum reached
Value P 2 Tank level value
Cycle OB1 Cycle OB1
Down Q25 Output valve
Up Q2.6 Input valve
Tank_level_values 0B 2 Tank Value= DB 2
Tank_level_control FB 5 Tank level controll FB 5

o Tank filled less t
more than 90%
Not possible

using STEP 7

Tank level value

The operands are transferred to the Default tag table of the

IM 151-8 PN/DP CPU V3.2.

These variables will be routed via the IBH Link S5++ to the OPC-
Server IBH Link UA

7.2 Creating the projectin STEP 7 - Simatic Manager

Open the STEP 7 example project OPC UA 7E S7 S5-CPU.
Add a SIMATIC 300 station in the project, rename the station in
IBH Link S5++ to CPU 103 and save it.

EP SIMATIC Manager - [OPC U 7E 57 55-CPU -- ANOPC LA 7E §7 35-CPU]
=B OPC L4 7E 57 55-CPU A MR P IEH Link S5++ to CPU 103

TTI Trans Tech International® 2019 IBH Link UA Training
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Double-click the icon Hardware to open the configuration window.

& SIMATIC Manager - [OPC U& 7E 57 $5-CPU -- A30PC UA 7E 57 55-CPL] (=]
% File  Edit Insert PLC Miew Options ‘Window Help - 8 X
O = | 3% o EE | < Na Filter » | Ty | S8 =

E@ DPEU.& 7E 57 55-CFU
----- IBH Link 55++ ta CPLU 103

Press F1 to get Help. IBHMet.MPIL1

In the hardware configuration, double-click on
Profinet-lI/O-ET 200S-IM115-8 PN / DB CPU V3.2. The dialog box
Properties - Ethernet Interface PN-1O (RO / S2.1) will open.

The IBH Link S5++ IP address and its sub net mask are entered in
the desired fields. Clicking the New button to open the Properties —
Industrial Ethernet dialog box. Confirming the open dialog boxes with
OK will set the Ethernet connection. The interface is uniquely defined
with additional entries.

% H Config - [IBH Link 55+ + to CPU 108 (Configuration) -- ORC 14 7E §7 $5-CPLI] =B
@) Station Edit lnsert PLC View Options  Window  Help -8 %
D58 & s o || B9 | 2% | N2
Properties - Ethernet interface PN-10 (R0/52.1) - =T
Find: dat| i
General  Parameters ]
Profile: | Standard j
R4 PF\DFIBLIS DP ~
If & subnet is selected, FOF|BLIS-PA.
IP address the next available addreszes are suggested. ‘“‘ PROFINET | IFIHET o -
IBH Link S5++ A_["Addhanal Field Devices
__
sel— Galewa
1P address: 192.168.1.132
Sub k 255 255 256 0
—
uonet mas € Use router Z00eco PN
™ Use different method to ohtain IP address .
Address:
Subnet: 3 o
. Hew...
click . W M3 PN
< g M151-3PN
Delete g IM151-3 PN FOWAD
; - [-gg IM151-3PN FOVS.0
45 18H Link G gg IM151-3 PN FO V.1
. 9 g IM151-3 PN FOWT.0
Slot! Desi - g IM151-3FN HF
| — g IM151-3 PH HF vA.0
[:] g IM151-3 PN HF 5.0
Name: [BH Link 55++ 1o 55 CFL [l -§g IM151-3 PN HF V6D
- g IM151-2 PH HF V&1
57 subnet 1D: 0047 - 0003 g IM151-3 PN HF 7.0
[-gg IM151-3PN HS¥1.0
Froject path: |OPC U 7E 57 S5-CRUMBH Link 55++ to 55 CRU g M151-3 PN HS V20
Storage In_catinn - [ ﬁ IM151-3 PH H5 W21
of the project: |&:\0PC UA 7E 57 S5-CPU - IM151-3 FN HE a0
Author: |PSH Bl IMIB1-3PN STW4.D
= g IM151-3 PN 5TWED
Date created: 07/05/2017 D7:10:21 P [-gg M151-3PN 5T V6D
Last modified: 07/05/2017 D7:10:21 PM B g PR -2 PN STVE]
{do 3 PN ST w i
LComment: Ethemet connection of the 55 CPU 103U wia an IBH Link 55++ o
Enter < -
information . e
@ - IM151-8F PN/DP CPU V3.2
confi &[0 ET 2008F v
BEST 151-84B071-0480 ~ Ty
Cancel Help \w/ork. memary 192KE; 0.06ms/1000 =
instructions; PROFINET connection; 57
communication [loadable FBz/FCs): v

Press F1to get Help,
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Clicking the button OK ® in the Properties -

IBH Link UA - Connection of an S5 CPU 103U

Page 7-5

Ethernet interface PN-

10 (RO / S2.1) dialog box confirms the Ethernet connection and
transfers the settings to the hardware configurator.

Properties - Ethernet interface PN-10 (RO/52.7)

Parameters |
GE”E’E" IP address

IBH Link 55++

IP address: G abevuay

Subnet mask:

1192168113
255.255.255.0

" Lse router

[ Usze different method to obtain 1P address ]
Address:

Subnet:

' Do not uze router

—

H Link 55++ ta 55 CPL

was entered

Cancel | Help |

The specification of the Ethernet connection
hardware configurator.

has been adopted in the

E@ HW Config - [IBH Link $5++ to CPU 103 {Configuration) -- OPC LA 7E 57 $5-CPU]
E“] Station  Edit  Insert PLC View Options  Window Help

e &S - Y =

~

& (01 IM151-8 PN/DP CPU

1 ~

2 fif151-8 PN/DP CPU

X1 A0 IBH Link 55++ to §5 CPLU: PROFIMET 10 system [100)

X1PrA Pog ¥

X1P2R Port 2

XIPF Poit 3

) v

< was entered

Firrmweare

Order number

(=[5 ]

- 8 X

bix|

vt
=
Ll

End |

Profile: | Standard

%? PROFIEUS DP

(] Additional Field Devices
-0 Gatewan

- HMI

=0 10

EHIT ET 2008co PN
-0 ET 200

D ET 200MP

{:l ET 200pro

=0 ET 2003
IMIET-E PR/DP CPU | 6ES7 157-BABI-GAEE &0 GsD
i ] ] - IM1513PN
g -ma IM151-3PN
HEFRE Fhwe 7 S| X I41E1. 3P ST W7 [
AT FER A SR S| 5 ap Erp
HTFEF IR S S
®2 g M oTar PO Pl
3 E IM151-8F PMN/DP CPU W32
; -0 ET 2005P v
5 EES7 151-84B01-04E0 ~ T
7 ‘whork memory 192KE ; 0.06ms/1000 =
instructions; PROFINET connection; 57
a e communication [loadable FEs/FCs); w
Press F1to get Help. Chg
The configuration of the Profinet o E:
B S Bl
I/O CPU - IM151-8PN/DP can 1o

now be translated and saved.

Save and Compile

TTI Trans Tech International® 2019
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Renaming the IM115-8 PN/ DB CPU V3.2 to IBH Link S5++ at S5 CPU

i "

& SIMATIC Manager - [OPC LA 7E 57 $5-CPU -- AAOPC LA, 7E 57 $5-CPL] =nEcE =
% File Edit Insert PLC  Miew Options  Window  Help - 8 X
O =& | &7 & B B 2 % to - : u
El--% OPC L& 7E 57 55-CPU Eﬂ] Hardware
El-- IBH Link 55++ to CPU 103 R d
= {8 1BH Link S5++ at 55 CPU [M115-8 PNIDB CPU| =il =
E{z) Data trarsfer
(B Sources
“{gH Blocks
Renaming the devices can increase the clarity.
Delete PLC Block OB1; Create PLC Block DB 2
& SIMATIC Manager - [OPC UA 7E 57 $5-CPL -- AAOPC LA 7E §7 55-CPLI] =N =R =
% File Edit Insert PLC  “iew Options Window Help - 8 %
O = | 8¢ ® i || 2 Eg | %o e i OE |<NOFilter> ﬂ
=& OPC UA 7E 57 S5-CPU £ System data 3 D] 1
Sl IBH Link S5+ to CPL 103
- [§ 1BH Link 55++ 2t 55 CPU :
EHE0 Data ansfer Open Object Ctrl+A[t+0
@ Sources Delete Del
Insert Mew Object > Organization Block
PLC > Function Black
Press F1 to get Help, Rewvire...
Special Object Properties >
Properties - Data Block

General - Part 1 B eneral - Part 2 l ["all= | Atbriba |I=© /

enter name
Marme and type: DBz |Shaled DB - |
Symbaolic: Marne: |Tank_|eve|_va|ues

enter name / comment .
Symbal Comment: Tank Values DB 2
Created in Language: DE -
Project path: |
S locati
Spromet [&-A0PC LA 7E 57 S5-CPU
Code Interface

Date created: 07 A06/2017 04:40:21 PM
Last modified: 07 A06/2017 04:40:21 PM 07/06/2007 04:40:21 PM

Comment:

confirm 9
Cancel | Help |

DB 2 of the IBH Link S5++ at S5 CPU (IM115-8 PN/DB CPU V3.2)
The date block DB2 a symbolic name must be assigned to enable
the possibility to use the variables defined in the DB2 to be OPC
tags.
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DB 2 of the IBH Link S5++ at S5 CPU

E%% LAD/STL/FED - [DEZ -- "Tank_level_walues" -- OPC LA 7E S7 S5-CPUAEH Link S5++ ta CPUIM.. | = || B |23

LF File Edit Insert PLC  Debug  Wiew Options Window Help - F x
24 12

bDEzaEH S g | o | g 6 O & k2

Rddress |Name Type Initial value Comment
0. STRUCT
+0.0| [Hin_value INT 100 Tank filled less than 10%
+2.0| [MHax_walue INT 0000 Tank filled more than 20%
+4. 0| |Dummy INT a Crammyy
+6.0| |Tank lewel INT a Tank lewesl walue
=z.0 ENL_ETRUCT

< >

Press F1to get Help, 2 |offline

Insert S7 Symbolic Operand Names

The symbol table (Tank Level S5.SEQ) was imported from the S5
program with the command Table / Import. These operands should
be available as OPC tags.

%] Symbol Editor - [Data transfer (Symboals) -- OPC U 7E 57 S5-CPUNEH Link S5++ ta .. [ o |[ = |[E3e]
&l Symbol Table  Edit  Insert  VWiew Options Window Help -
o =2 | &0 Symbols | | w2

Status | Symbol Address Diata typ Comment
1 hdin I 13 BOOL Minimum reached
2 Doy e} 25 BOOL Cutput valve
3 on | oA BOOL Contral O
4 M I 12 BOOL Maximum reached
5 Up e} 26 BOOL Input walve
B Tank_level_values e 2 o 2 Tank Walues DB 2
7 Tank_level_contral FB &5 FB &5 Tank level controll FB 5
g Walue My 2 INT Tank level value
9 Cycle o 1 oB 1 Cycle OB1
10
Press F1to get Help,

7.2.1 Insert the IBH Link UA as a SIMATIC PC station

With a right-click in the left window open the context menu and
execute the command Insert New Object / SIMATIC PC Station.

& SIMETIC Manager - [OPC LA 7E 57 55-CPL - ANOPC UA, 7E $7 S5-CPU] =N (===
% File Edit Insert PLC  View Options ‘Window Help - 8 x
0O = | 29 @ Eg| 8y . i EE | < MoFiter > =

-Ep e P IBH Lirk 55++ to CPU 103 BEPI)
-l 1BH Link 55++ to CPUI 103 BH Link 554+ to 55 CPU
=@ IM151-8 PH/DP CPU

F-{7] Data transfer
right click

Cut Crl +3

Delete Del ‘

Insert Mew Object ¥ SIMATIC 400 Station
PLC ¥ SIMATIC 300 Station
Object Properties... Alt+Return SIMATIC H Station

SIMATIC PC Station

Other Station

57 Program

TTI
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& SIMATIC Manager - [OPC LA 7E 57 $5-CPU - AA0PC LLA 7E 57 S5-CPLI] =n =R
@ File Edit Insert PLC  ‘View Options Window Help - & X
0w |87 & |2 2| |- HEE | < Mo Fiter > ~Y Ba | B
-Bp OPC UA 7E 57 35-CPU IBH Link 55++ to CPU 103
S 1BH Link 55++ to CPLI 103 IBH Link $5++ ta §5 CPU
E|--- IBH Link 55++ at 55 CPU Renamed
EEn Datatiansfer SIMATIC PC Station
(B Sources

“{gH Blocks
B, IBH Link L&

Press F1 to get Help, IBHMet.kPI1

With a click in the left window on the renamed SIMATIC PC Station
IBH Link UA and a double click in the right window on the
configuration icon the hardware configurator is opened.

&, SIMATIC Manager - [OPC LA 7E 57 §5-CPL -- AAQRC 14 7E §7 $5-CPLI] =N IR
@Fi\e Edit Insert PLC ‘iew Options  Window  Help - & x
0O | 29 & | <NoFiter > ~| B B
OPC UA 7E 57 55.CRU

1 1BH Link 55++to CPU 103
-8 18H Link 55++ at S5CPU

Press F1to get Help, IBHMet.MPIL1

Configuration IBH Link UA (SIMATIC PC Station)

A double-click on <SW V8.2 ...> @ places the OPC server into the
PC station. A further double click on <IE General> <SW V8.2 ...> @
opens the Properties dialog box - Ethernet Interface IE General
(RO/S2).

& Hw Config - [1BH Link UA (Configuratior) -- OPC LA 7E 57 S5-CPU] [E=REEE 52

@) Station Edit Insert PLC Wiew Options Window Help - & x

D" B & i || 8 N2

~ 8=
-1}
Zmrc Find: dht| dhi
1 OPC Server ~
2 i IE General Erofile: [ Standard ~|
i SIMATIC PC Based Control 3004400 &
5 tion
< Properties - Ethernet interface |E General (R0/S2)
Gsneral
-
| ™ SetMAC address / use IS0 protocol
n
1 If & subnet is selected,
’ D et 1P add the nest availsble addresses are suggested.
< address
3] 7 IBH Link UA
5] @
5 Gateway &
—  IP address: 192168.1.14 i
3 aceEss (& Do not uss router D
7| Subnetmask. 205.265.255.0 =3
1 " Use router
9] Address:
0 S VB0 5P4
bl | Sibe=t S/ V.0 5PS
72 Mew.
14 (Tlck) Properties...
= Delete
15| @ IE_CP ~ Eg
17 Prawy for any Industrial Ethernet module, =
k| (Emi 150, TEPAP, 57 and 57H
= communication [via |50onT CP), PG v
m- Cancel Help
Press 4 4 Chg

By clicking the steps @ — ® as shown in the screenshots the
IP address and the subnet mask of the IBH Link UA, which were
entered during configuration, are accepted.
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Properties — Industrial Ethernet dialog box

Clicking the button Properties in the Properties —
Ethernet interface IE General (R0/S2) dialog box
will show the previous made settings.

Froperties. . |

click

Properties - Industrial Ethernet

M ame:; L SB++to 5
57 subnet 1D: 0047 - (0003
Project path: \OPC UA 7E 57 55-CPUMEH Link S5++ to 55 CFU
Storage location This was taken from —
of the project: |-é*3"*':'P': Ua 7E 57 S5-LPU previous settings
Author: \PSH
D ate created: 070842017 0710:21 P
Last modified: 07/06/2017 12:51:09 P
Camment: Ethernet connection of the 55 CPU 103U via an [BH Link 55++
confirm
Cancel Help

Save and compile the IBH Link UA configuration

Prior establishing the configuration between the IBH Link S5++ with
the CPU 103 and the IBH Link UA the configuration must be
compiled and saved.

I

% Huw Caonfig - [IBH Link UA (Configuration) -- OPC A FE 57 55-CPU]
E“] Station  Edit  |nsert PLC Miew Options  Mdindow  Help

D" B &S T = A Y
@ B lt{{:li{:k}
Save and Compile Configure Netwurk|
After saving and compiling, if no error is shown, click on 9
the Configure network icon to open the NetPro window. %&

NetPro window — Insert new connection

If the saving and compilation was successful, the symbols of the
network participants IBH Link S5++ to CPU 103 and IBH Link UA
displayed with an orange color background. A red background
indicates an error and a white background stands for configuration
not yet translated.
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NetPro Window
BR NetPro - [OPC UA 7E 57 55-CPU (Mekwork) —- AAOPC LA 7E S7 S5-CPU] = =R
B Netwark Edit Insert PLC  Wiew Options  Window  Help - 8 %
SE S e b5 F BN
1 ~
IBH Link 3%++to 55 CPU
Industrial Ethernet
‘IBH Link S5++ to CPIJ 103 IBH Link LA,
IBH L 1 AM-I0 = IE |
‘“" nk 55+ 1 Ganara
+as 1
i k =]
Mame: OPC Server (ﬂt‘:ﬁ(@
Type: OPC Server V8.2
Insert Mew Connection Ctrl+M
Dovwnload e »
Rearrange
Object Properties.., Alt+Return
w
< >
Local 10 Partner I0| Partner Type Active connection | Subnet -~
v
| Ready [IBHMNet.bPLT | 743 v 30 4

The Insert New Connection command opens the dialog box for

specifying the S7 connection.

Insert Mew Connection

— Connection Partner

L——_I--@ [ the curment project

El% OPC WA FE 57 55-CPU

=-EH] |EH Link 55++ta CPU 103
-

[Unzpecified]

All broadcast stations

All rulticast stations

% I unknown project

IBH Lirk S5++ at 55 CPL

—{ confirm

57 connection
ST connection fault-tolerant
TCP connection
IJOF connection

. £
Project: |EIF'E IJa FE 57 55-CPU =
Station: |IBH Link 55++ to CPU 103
tModule: |IBH Link 55++ at 55 CFL

— Connection {open/select)
Tvpe: 57 connechion
. [50-on-TCP connection ..a.
Iv_Display prog Paint-ta-paint connection

Help |

An S7 connection from the IBH Link S5++ to CPU 103 to the IBH
Link S5++ at S5 CPU (IM115-8 PN / DB CPU V3.2) must be defined.

IBH Link UA Training
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In the open Properties — S7 connection dialog box lists the
confirmed S7 connection.

Properties - 57 connection

OPC I Statuslnfnrmatiunl

~ Local Connection End Point — Connection identification
™ Corfigured dynamic connection Laocal D
[T Configured at one end IS? connection_1
W Establizh an active connection YFD Marne:
[T Send operating mode messages IDPE Server

— Connection Path
Local Partner
- IBH Link L/ IBH Link S5++ ta CPU 103/
End Point IIIIF'I: Server IIEH Link SE++ at 55 CPLI
Intertace: |IE General = |IBH Lirk 55++ at 55 CPU, PNAD[RD, = |
Subnet; IIBH Link S5++ to 55 CPU [Indusztrial Ethe IIEH Link. S5++ to S5 CPU [Industrial Ethe
Address: [192.165.1.14 |1 52*1'58.1 13
IP address IP address tadress Detail... |
IBH Link UA IBH Link S5++

Cancel | Help |

Showing the S7 connection in the NetPro window
The S7 connection is displayed in the NetPro window.

83 MetPra - [OPC UM 7E $7 $5-CPU (Metwark) — AAOPC LA 7E S7 35-CPU] [ ==

%ENetwork Edit Insert PLC View Options Window Help - | %

I T I R

IBH Link 55++ 10 55 CPU
Industrial Ethernet

T T

IBH Link S5++ to CPU 103 IBH Link LIA

IBH G PH-I0 |
LHII nk 56+ 1

+a§

W
£ >
LEE_auQ___ (= pty i (R =TT Type m'm———_______ -

CE’_connectionj 1 IBH Link S5++ to CPIU 103 ¥ IBH Link S5++ at 55 CPU 57 connection Yes IBH Link S5++ ta 55 CPL [E] >
e e i =" v
J Ready |51 Ax@E1 78 USB2.0 to Gigabit Ethermet Adapter. TCPIP Auto.1 2

Prior loading the configuration into the modules, the interface to the
modules must be set.

TTI Trans Tech International® 2019 IBH Link UA Training
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Set PG/PC interface as an Ethernet interface

The name of the Ethernet connection may vary depending on the
network card used in the PC.

%,% MetPro - [OPC LA FE 57 85-CPU (Metweork) -- AA00PC LA TE 57 85-CPU]

%@ MNetweork  Edit  Insert PLC View | Options | Window  Help
=H & | =] | [ =] | g | 28 Customize... Ctrl +Alt+E

Define Global Data

Set PG/PC Interface..,

Set PG/PC Interface

Access Path | LLDP /DCP | PNID adapter | Info |

Access Point of the Application:
IS?DNLINE [STEP 7] -» A5IX AXE8178 USE2.0 to Gigabit Elherrﬂ
[Standard for STEP 7)

Interface Parameter Assignment Used:

[T 848178 USB20 to Gigabit Ethemet Fraperties |
[ <None> A~ Diagnostics... |

B &5 24881 72 USB2.0 to Gigabit E

A5 283178 LISBY 0 to Gigabit E Copy.. |

ASIX AXEB178 USB2.0 to Gigabit Ethemet Adapter. TCPIP.Auta. 1 <Actives
— ]

{select)

[Parameter assigment for the IE-PG access

to your NDIS CPs with TCP/P Protocal

[RFC-1008])

|«

Warning

0. The following access path(s) was (aere) changed:
5 STOMLIME (STEP 7) =3 ASI{AXB5178 USB2.0 to Gigabit Ethernet Adapter.TCPIP.Auto.1
Tonfim)

Ok Cancel | Help |

Save and translate the configuration, and load it into the
IBH Link UA

%‘% MetPro - [OPC UA TE 57 55-CPU (Network) -- ANOPC LA 7E 57 55-CPU]

=&

B Metwork  Edit Insert PLC  View Options  Window  Help
ERIEE T IR s

1 .
Save and Compile

IBH Link S5++ to 55 CPLU
Industrial Ethernet

T T

IBH Link S5++ to CPU 103 IBH Link A
BHLU 1 PH-I0 |
i nk S5+ 1
+ats |
v
< >
Local ID Partner ID | Partner Type Active connection | Subnet M
57 connection_1 1 IBH Link S5++to CPU 103 f1BH Link S5++ at 55 CPU SY connection Yes IBH Link S5++ ta 55 CPU [IE]
v

JReady

A AXEE1TE USB2.0 to Gigabit Ethernet Adapter, TCPIP.Auto,. ]

The successful compiling is displayed.

£k Outputs for consistency check for A\OPC UA TE 57 55-CPUNOPC UA TE 57 55-CPU

File Edit

Messa.., | Message Praject name Praject path |

Type

Mo errors,

I —————————
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Select the symbols to be used (OPC tags)
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B8 NetPro - [OPC LA 7E 57 S5-CPL (Metwark) - AA0PC UA 7E 57 S5-CPU] = Eoh ==
B2 Metwork  Edit Insert PLC  View Options  Window  Help - 8 x
G e dhald S BE N

1 -
IBH Link S5++ to S5 CPLU
Industrial Ethemet
IBH Link S5++ to CPU 103 IBH Link UA
§F [ 1PN [
g PND | —
P CPU |
Name: OPC Server
Type: OPC Server V8.2 m
Insert Meww Connection Ctrl+M
Highlight: H]
Download >
Rearrange
Object Properties.., Alt+Return
< >

Local IO Partner 0| Partner Type Active connection | Subnet ~
57 connection_1 1 IBH Link S5++to CPU 103 £ IBH Link S5++ at 55 CPU 57 connection Yes |IBH Link S5++ to S5 CPU [IE]

v

| Ready |51 2%88178 USE2.0 ta Gigabit Ethernet Adapter TCPIP.AGta.1 | 2

Clicking the Object Properties command starts the opening of
several dialog boxes to define the symbols to be used for the S7

connection.

Properties - OPC Server

SHMP | FROFIMET IO
General OF I DP magter class 2
Cycle time: 100 ms

I 57 edundancy
| FoOL IS0/TCP

—Access Protection
[T Activate
Drefault rights:

[T Rights specific to OPC jtems

— Jze Symbols

" Mone

[ Apay elements vizible at ntime

Configure. .. |

Time after which an unfongardable protocal alarm is removed:

IEEIEIEIEI mz

b aimum number of pending alarms: a00
Cancel | Help

TTI

Trans Tech International® 2019
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Configurable global symbolic named operands

Configure Symbuols

Chapter 7

_@ OFC UA 7E 57 56.CFU
= 1BH Link 55++ to CPU 103
IEH Link 55 P

------ L} Tank_level_values
{open | select

Y ariable symbol

Vizible

Caonnection

£
— Elements in active branch
Symbals: g 49
Array elements: - !

Symbol settings

¥ Download only visible symbols

Edit EU Lo # Hi

>
@permissions: I = v |:i
Connection: | 57 conmection 1 LI

W Include lower-level spmbols

Access path
@A 7E 57 S5-CPLLIBH Link 55++ to CPU T031BH Link 55++at S5CPU____=»

confirm

Irnpart file | Export fil=

Cancel Help

Data from data block DB 2 Tank_level values

Configure Symbols

-8 OPC LA 7E 57 55.0PU
1 1BH Link 55++ to CPU 103
=1~ [ 1BH Link 55++ at 55 CFU

W ariable symbol

Vizible
DB Es
DB

DB
DB

Connection Access nghts

L4
— Elements in active branch
Symbals: 9 48
Auray elements: - !

Symbol zettings

Arocess peimigzions:

C—

Connection:

v Diownload only visible symbols

Edit EU Lo/ Hi | W Include lower-level sprmbolz

IS? connection 1

Access path
OPC 1JA FE 57 55-CPULIBH Link. 55++ ta CPU 103.0BH Link 55++ at 55 CPU.Tark_level walues -]

confirm

Import file | Ex=port file | Cancel | Help |
Properties - OPC Server
If all global
SNMP | PROFINET 10 | ndancy
symbolic General DOF | DPmasterclass2 | FOL dﬂ) 1S0/TEP
operands and the Lycle time: 1001 ms

data from all Data
Blocks should be
used as OPC
Tags mark All in
the Properties —
OPC Server
dialog box.

—&ccess Protection
[~ Activate
LDrefault rights:

I™ Rights specific to OPC jtems

I j'
Edit... |

— Use Symbal

" Configured

I~ Amay elements visible at runtime

" Hone ‘mark. Al global symbolic operands and the
C:(;- al j: data from all Data blocks is used

Configure... |

Time after which an unforwardable pratocal alarm is removed: IBDDDD ms
Mayirum number of pending alarms: =)
= el ||

IBH Link UA Training
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Save and Compile the configuration

B8 NetPra - [OPC LA 7E 57 $5-CPU (Metwark) -- A30PC LA 7E 57 §5-CPL]
B Network  Edit Insert PLC  iew Options  Window  Help

LR TR

Save and Compile

The successful compiling and saving is displayed.

Fo Qutputs for consistency check for ANOPC UA TE 57 55-CPUNOPC UA 7E 57 55-CPU — O

File Edit

Messa.., I Message Type Project narne Project path I
Mo errors,

Load the configuration into the IBH Link UA

98 NetPro - [OPC LA, 7E 57 55-CPU (Netwark) -- AADPC LI 7E §7 55-CPU] =N =R 5

%gNetwurk Edit Insert PLC  View Options  Window Help - & X

I TIPS

IBH Link S5++ to 5% CFU
Industrial Ethernst

IBH Link S&++ to CPU 103

WATET- 1 FN-IO
1 L

FCPU |

MName: OPC Server = =

Type: OPC Server vg 2| {right click
Insert Mewe Connection Ctrl+M
Highlight » {click
Dowenload > Selected Stations Chrl+L
13 Selected and Partner Stations

Barrange

Object Properties... Alt+Return [

v
£ »
Local I Partner ID| Partner Type Active connection | Subnet ~
57 connection_1 1 IBH Link S5++to CPL 103 /IBH Link S5++ at 55 CPU S7 connection Yes IBH Link S5++ to 55 CPU [IE]

W

J Ready | 830 AX38178 USE2,0 to Gigabit Ethernet Adapter, TCRIP.Auta.1 | v

Loading the configuration into the IBH Link UA

PLC Download to Current Project Selected Stations (2263:35)

This action will ovenwrite the configuration data that are already on the
i IE PLC[z]. Do pou il want ta dawnload?

- {confirm}

Stop Target Modules

YEE Mo The following modules will be stopped for loading of the spstem
data.
) W odule | |nide |
Confirm the output messages. OPC Server 1
IE General 2
¢confirm
Cancel Help

TTI Trans Tech International® 2019 IBH Link UA Training
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The progress downloading the configuration into the IE General- and
the OPC Server -module are shown.

Download 4 Download
Station: Station:
IBH Link L& 1BH Link L&
Module: odule:
[0/2/0] IE General [0/1/0] OPC Server

OPC tags in the UaExpert window

n UaExpert - The OPC Un ecture Client

File View Server Document Settings Help

DBPHEB + =2 X% & E |

Project 5 X DataAccess View [x]
v [3 Project # Server Node Id Display Name / Valu Datatype  Source Timestamp Server Timestamp  Statuscode
v [3 Servers 1 IBHLinkUA@ib.. NS4 IBH... Down Boolean 19:10:52472 Good

12y 1BHLinkUA@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary)| (2 EHLinkUA@Ib.. - NS4 Max Boolean 19:10:40.440 Good
a0 - 3 [BHLinkUA@ib.. N Min Boolean Good
ocuments 4 IBHLinkUA@ib.. NS4 On Boolean Good
ﬂ Data Access View 5 IBHLinkUA@ib... N54 Up Boolean Good
5 [BHLINkUA@ib.. NS4 Value int16 Good
7 IBHLinkUA@ib.. NS4 Dummy Int16 Good
Address Space 8 X |3 |BHLInkUAib.. NS4 Max_value 10000 Jinti Good
s 9 IBHLinkUA@ib.. NS4 Min value Int16 1010:57.735 Good
y - 1\
T |No Highiight 10 IBHLinkUA@ib.. NSd| Tank_level Int16 10:41:27.814 Good
v 3 PLCs A o w——
~ (T8 Link 55++ at 55 CPU drag & drop alue changes

# DeviceManual are displayed

@ DeviceRevision
v & GlobalVars
@ Down
@ Max OPC Tags
@ Min "
@ On
@ up
@ Value
HardwareRevision
Manufacturer
Medel
> & ParameterSet
v & Programs
> [ SupportedTypes
v (23 Tank level values
» @ Dummy
> @ Max_value
> @ Min_value
> @ Tonk level | OPCTagS

# RevisionCounter v

VOOV VVY VY

Online, the changes of the values in the S5 program are shown.

7 for Windows® - Tank Level 55 -- A:\55 Programs\Tank Level 55.55p

(EE ke O B CEEE [ A=
File  PLC Block Edit Insert Presentation Find WView Window Help
4 BB 1Status X | B
S RIFSFRIR i B &l o 81 JEB [e] S R V %o < |SLcsEia
m Internal S5 PLC simulation J PR El 20 .l 2
Internal 57 PLC simnulation
|_—__|\.,£ Metwork Title: Tank control values Y
EEI 55 CPU 103U IBH Link 55+ + | Operand | Contents | Modify value |
Em PLC 90495100 U [CPU 103]
: B Used d -0n KM 1 Control OH
3EG Dperands -Up KM D Input valve
- Free aperands -Down KM 1 Output valve
'[:g Program structure -Value KF +4639 Tank level value
R -Tank_level_values - Tank Values DB 2
B Trace el Min_value KH 0064 Tank filled less than 10%
w8 CPU 312 IBH Link 57+ + -Max_value KH 2710 Tank filled more than 90%
E|-- STEPT® -Dummy KH 0000 Dumimy
-Tank_level KF +4640 Tank level value
Offline | Online bl I I PI
[PC block list ]PLC block list lModuIe lAutomatictroubleshooting ISymboIictable IForce values ISearch results e
Press F1 for help. PLC 90/95,100 U [CPU 103) |
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7.3 Project S5 CPU to OPC UA in the TIA portal

The following example explains the creation of a
project with the TIA 14 / TIA 15 portal with the
connection of an S5 CPU 103U and the IBH Link UA | ClE
via an Ethernet link via IBH Link S5++.

IBH Link S5++

The IBH Link S5++ is an Ethernet converter.
The protocol used is the usual standard
TCP/IP. All the advantages of Ethernet are
thus without any problems to the user.

1108lo1d O1d

The use of SimaticNet as well as the use of
CP communication processors are neither
necessary on the PC nor on the PLC side.

NdD2-GS vT VIL 32 VN OdO

Ethernet-Bus

The prepared sample program, executed in the S5 CPU 103U, is
identical to the PLC program Tank Level S5 as described in the
chapter 3.1.1. It simulates the filling and emptying of a tank.

The S5 program TANK-PST.S5D (or tank level S5.S5P) was loaded
into the CPU S5 103U with the STEP 5 programming system
S5 for Windows by IBHsoftec.

The SIEMENS PLC programming system SIMATIC Manager STEP 7
V5.5 is used to create the network configuration.

IBH Link UA configuration using the TIA 15 portal
S5 controllers do not have an Ethernet connection as standard.

If no communication processors with Ethernet interface are available,
the IBH Link S5++ can be used to establish an Ethernet connection

between the S5 CPU and the IBH Link UA.

I ————————
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Note:
The IM 151-8 PN / DP CPU V3.2 interface module provides a
PROFINET interface with an integrated switch.
Via the PROFINET interface, PG communication and S7 communication
are possible.
The IM 151-8 PN / DP CPU V3.2 interface module is available in the
hardware catalog of the TIA Portal and STEP 7 (Simatic Manager).
The firmware of the IBH Link S5++ emulates the PROFINET interfaces of
the IM 151-8 PN / DP CPU V3.2 (6ES7 151-8AB01-0ABO0 V3.2) as far as
this is required for the communication between the S5 CPU PG interface
and the IBH Link UA Ethernet Port.
The following properties are available (compatible with the
IM 151-8 PN / DP CPU V3.2):

Interface / Bus Protocol
1x PROFINET (1 Port) PG-Communication
1x PROFINET (1 Port) ISO-on-TCP (RFC1006)

S5 CPU103U IBH Link S5++

IBH Link UA

Ethernet-Bus

IM 151-8 PN/DP CPU V3.2
6ES7151-8AB01-0AB0

As a substitute in the project

The symbol table for defining the OPC tags is available in the

S5 CPU UA project. The hardware components necessary for the
communication between the S5 CPU and the IBH Link UA are
already specified.

S5 PLC Program: Tank level S5
The PLC Program simulates the filling and emptying of a tank.
e The tank is equipped with a "level indicator”. This tank value

level (Value) is displayed.

I —————————
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e The tank level is controlled between a minimum (Min) and a
maximum (Max).
e The control can be switched on (On).

e The valves (Up - Input valve, Down - Output valve) to
control the tank level are displayed.

S5 Symbolic table (Tank level S5)

The following operands are used in the S5 program. They are
defined in the symbol table of the S5 program and should be
available as OPC tags.

q Symbolic table X |

Test Save  Test and save Filter: |All symbols ﬂ
Symbol Operand Comment
on 101 Control OH
Max F1.2 Maximum reached
Min F1.3 Minimum reached
Value P2 Tank level value
Cycle OB 1 Cycle OB1
Down Q25 Output valve
Up Q2.6 Input valve
Tank_level_values DB 2 Tank Values DB 2
Tank_level_control FB 5 Tank level controll FB 5

DWW D Tank filled less t

more than 90%
Hot possible in the

Tank level value T|A 14 Portal

The operands are transferred to the Default tag table 1 of the
IM 151-8 PN/DP CPU V3.2.

These variables will be routed via the IBH Link S5++ to the OPC-
Server IBH Link UA

7.4 Creating the project in the TIA 15 Portal

Open the TIA 14 Portal example project OPC UA 7E TIA 15 S5-CPU
TIA 15 or create a new project with this name.

T8 Siemens - ANOPCUA7ETIA 15 S5-CPUNOPC UA 7ETIA 15 55-CPU

- . . A I
Project |Edit View Insert OnReliELN:10][]=d »
j New... I

fl| Open... Recently used

Migrate project... Project Path Last change

Close ] OPCUATETA1S S5-CPU.apl4 i AMOPCUA7E TIA 15 S5-CFU 611712017 ...
H save

Save as...

Dele.te praject... | < ” i { confirm

Archive...

Retrieve... | Browse | | Remaove | l Open 1 | Cancel |

Manage multiuser senver projects

TTI Trans Tech International® 2019 IBH Link UA Training
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Insert the IM115-8 PN / DB CPU V3.2 device into the project

Double-click Add New Device to open the & Add new device
dialog box for selecting the modules.
Add new device X

Dewvice name:

IBH Link 55++ enter name |

e | ~ [ controllers Device:

» [l SIMATIC 57-1200

» [ SIMATIC 57-1500
» [ sImATIC 57-300
Cmtrl.lers b [ SIMATIC 57-400

tclick ~ [ SIMATICET 200 CFU

» [ ET 2005P CRU

~ (I ET 2005 CFU

I 151-8 PRIDF CRU

b (3 M 151-7 CPU Article no | 6ES7 151-8AB01-0ABD |
{ select
r :
v [l IM151-7 CPUFO Version: W32 7 -
~ [ M 151-8 PR/DP CPU e

[l cE37 151-84B00-04B0 Diescription:

HHd
5 192KE work mermong 0.06m s 000 instructions;
» r*_[. IM151-7 F-CPU PROFIMET interface; 57 communication {loadable
- FEs/FCs); PROFIMET 1@ controller; supports RT/IRT
* L[ IM157-8 FNIDF F-CPU 3 ports; MRP; PROFINET CBA; PROFIMET CBA, prosy;
PC systems » '"_[. Unzpecified ET 2005 CPU TCRIIP transport protocol, UDF and 150 an TCF;
» [ ET 200pro CPU data record routing; firmweare %3.2; expansion

e ) with maximum 63 modules afthe ET2005
P Li; Device proxy SpECTIUm

¢ confirm

[ Open device view r a]8 ‘ | Cancel |

IBH Link S5++ (IM 115-8 PN/DP CPU) property configuration

The IBH Link S5++ (renamed IM 115-8 PN/DP CPU) is displayed in
the Device view.

OPCUA 7E TIA 15 S5-CPU » IBH Link S5++ [IM151-8 PN/DP CPU]

|E Topology view ||5Eh Netwaork view |||]'f Device view
d¢ TBHLinks5er M5B PNDE | @l B |G| [ @

=
<Jelect devices ~
IEH Link 55++ [IM 151-8 PR | I:

v v v Vv v Vv Vv

Ra Cl-(_D SIEMENS

I —————————
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The Properties dialog box opens.

OPC UA 7E TIA 15 S5-CPU » IBH Link S5++ [IM 151-8 PN/DP CPU]

|E'F Topology view "EET: Network view ||T]1‘ Device view |_

| s O . |
|"_i.'.lnfu y"ﬂ Diagnostics |

kEeneral >|| 10 tags || System constants || Texts |

b Genera) PROFINET interf 1
| BFROFINET interfac interface (X1)

Startup
Cycle

Clock mermory

Retentive mermory Mame: |IBH Link L&

Interrupts

General

enter name

-

Comment: ~
Diagnostics system

-

System diagnostics
Time of day A

Frotection

-

F: t
arameter Ethernet addresses

wieh server
Connection resources Interface networked with

Orverdiew of addresses
Subner |png_1  Was added [+]
|I Add new subnet

B Click here to create a new subnet.

-

N IP protocol
0 . . IP address
L Set IP address in the project IBH Link S5++
IFaddress, A 192 . 168 .1 .13 ™
Subnet mask™|_ 255 . 255 . 255 . 0 | set
e
| Use router
e st
Router address:q—__'l 92 U168 .1 .14 _J_,
e e
() IPaddress is set directly at the device P address
IBH Link UA
PROFINET

[] PROFIMET device name is set directly at the device

E Generate PROFINET device name autormatically

PROFIMET device name |ibh link 55++

Further settings are
default settings

|
Converted name: |ibhxa|inkxa55xnxnd416 |
|

Device nurmber: |D |v

Time synchronization

| Link S55++ v Project OPC UA Workshopde TIA 14 cre...

Set OPC tags (symbols) in the Default tag table

Double-clicking the v [ o FLCtags
command Default tag

table opens the variable

% Show all tags

table. In this table, B Add new tag table
operands defined in the %f Defaulttag table [0]
symbol table of the S5 = =remreermnsmonsmiemnnsmmne g onnsnnsmion oz mnnemonmoss
program (Tank Level double click

S5.SEQ) must be entered to allow them to be as OPC tags (OPC
symbols) to be used by the OPC server.

A direct import of the S5 program symbol table (Tank Level S5.SEQ)
as in STEP 7 is not possible in the TIA portal.
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Default tag table

OPCUA 7E TIA 15 S5-CPU » IBH Link S5++ [IM 151-8 PN/DP CPU] » PLC tags » Default tag table [6] - X

|@ Tags || & User constants ||@ System constants

Ab ke [=h  Ooh
= =i = T B =

Default tag table

Mame Data type Address Comment
1 < on Bool HI0.1 Tank level contral ON
2 g | Do Bool (2.5 Count downh to pre setwvalue Tank empty
3 < Up Bool W26 Count up ta re setvalue Tank full
4 < M Bool 1.2 Maximurm reached
5 e | Min Boal Yhd1.3 Minirmum reached
[ ST | Yalue It hliiy2 Analog value (simulation)

Delete PLC Block OB1

Only data can be transferred using the IBH Link S5++. All PLC
program blocks, except data blocks, must therefore be deleted in the
Profinet I/O CPU.

T8 Siemens - ANOPC UA 7ETIA 15 S5-CPUNOPC UA 7E TIA 15 55-CPU

Project Edit View |Insert Online Options Tools  Window  Help

i (Y] saveproject S 0M g T W ) TN | A & Goonline ¥ Goof

Project tree

Devices

> ] OPCUATE MA1555-CFU
E Add new device
n—E'm Devices & networks
~ [ IBH Link 55++ [IM 151-8 PN/DP CPU]
[l'f Device configuration
%/ Online & diagnostics
- r:;:; Program blocks
E ~dd new block

3 Main [OE1]

v [ Technology objects
J External source files M cut Ctrl 4
» [g PLCtags 25| Copy Ctrl+ ¢
v L PLC data types B
v [z watch and force tables O3 Delet

T& onli —=
b L&) Cnline backups Renarne =
b p_m: Dewvice proxy data :

& Properties... Alt+Enter

B8 Frogram info

[.f FLC supervisians & alarms
] PLC alarm text lists
b p_[. Local modules
v i3 Ungrouped devices
v lg# common data
¥ 5] Documentation settings

Confirm deletion (0604:000239)

I Delete the selected objects?

confirm

¥ r:@ Languages &resources
¥ [ Online access
v [ card ReaderUSE memary
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Creating Data Block DB 2

Double-click the command
Add new block to open
the dialog box for creating
the desired block (DB 2).

IBH Link UA - Connection of an S5 CPU 103U
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mH Link 55++ [IM 151-8 PN/DPCPU] "0

[lT Device conhiguration
%/ Online & diagnostics

- r:i:; Program blocks

I Add new black

A symbolic name must be
assigned to the data
block. This is required to

[ = i |
b L3 Technology objects "o

J External source files
» g PLCtags

allow the data to be defined as OPC tags (OPC symbols) for the use

of the OPC server.

Add new block

Name:

%

Data blocks (DBs} save program data.
Function block (DBs) prog

rmore...

-

FC

Function

e
Data block T

» | Additional information

enter name
Tank_h?\.reli |
open | select
I Type: | @ Global DB [+
% Language: |[:E |v|
Organization Himber 2 E
block
G
O.ﬁummatic
1! Description:
FB

¢ confirm,)

[+ Add new and gpen

0K

Cancel

Data block DB2

OPC UA 7ETIA 15 55-CPU » IBH Link 55++ [IM151-8 PN/DP CPU] » Program blocks » Tank_level [DB2] |

- X

T

= = N, E= " keepactualvalues [jg @ Snapshot "af ':é‘l}
Tank_level
MName Data type Startvalue
1 @1 = Static
2 |4q] = Min_value Int 100
3 4] = Max_value Int 10000
4 | = Dummy Int 0
5 |40 = Tank_level Int 0
6 |l <Add news | B

Trans Tech International® 2019

Copysnapshots to startvalues g (2 b

bl

Comment

Tank filled less than 10%
Tank filled more than 90%
Durnmy

Tank level value
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Hardware (IBH Link S5++) compilation

To detect errors the hardware configuration (IM115-8 PN/DB CPU)
should be compiled. It is not possible to load PLC blocks in the
device (IBH Link S5++).

OPC UA 7E TIA 15 55-CPU » IBH Link $5++ [IM 151-8 PN/DP CPU]

|E Topalogy view ||EE1] Network view

e Br Link 55+ im1518 PDE]Dd B (| (B & s

Change device
Migrate to 57-1500

Go to topology view
palogy

Rack_0 gy G to network view

Cormnpile

Download to device

]

Hardware (only changes)

ﬁ Go online Ctrl+ k. Hardware (rebuild all)

;‘q Go offline Ctrl+M Software {only changes)
- Softw build all

g Properties Alt+Enter oftware {rebuild all}

Software (reset rmermony resense)

_-I-b Export rmodule labeling strips...

Insert the IBH Link UA as SIMATIC PC station

Double-click Add New Device to * ] OPCUA7E TIA 15 55-CFPU

open the dialog box for selecting

the modul

Add new device

Device name:

............... R R R4 R R R R R R

es.

enter name
€ IBH Link UA 04 |

Controllers

3
=

[w] Open device view

- p_u PC systems
» [Z PC general
» [ Industrial PCs
» [l SIMATIC 57 Open Contraller
» (il SIMATIC 57 Embedded Controller
» 'E| SINUMERIK operatar companents
» [l SIMATIC Controller Application
¥ [ SIMATIC HMI application
« [[3 User applications

[ o) OPC server.
=t

(3 application

g Devices & networks

%

OPC
Senver

Device:

QPCserver

Article no

\‘ |
GY 2
Must be selected !

OPC server for the DP, FDL, 57 (between different
subnets), 57 alarms, ISOMCP, SNMP, DP master
class 2, PROFINET 10, SIMATIC NET PC software
VB2 ..

|OPC Server

Version: [swvs2 ...

Description:

{confirm

| Cancel |

IBH Link UA Training
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Insert the communication module into the IBH Link UA

Open the hardware catalog and define the communication module

IE general.
OPCUA 7E TIA 15 §5-CPU » IBH Link UA [SIMATIC PC station]

= Topology view (g Metwork view 1Iil Options O]

gﬁg- IBH Link UA [SIMATIC FC Stati (5] ey a=mlE ® s = ] §

s Fa
£ (renamed) s | Catalog %
Has been Fit

inserted | HEI E;

@ Filter Frofile: o

=

=| » [DPcgeneral .
» [ SIMATIC Contraller Application |
SIMATIC PC station » [ SIMATIC HMI application 5]
] E} User applications E

2 l ieati E3

~ | = d

3 b g oF 1604 2

S v [ CP 1612 (A2) e
v (b CP 1873 (A2) —!

D ¥ [jgh CP 1616 onboard 43

oy v [ cP 1676 ]

v [ cP 1623 -3
v [ CF 1628 | |

5 }IE general} L[

b (i PROFIBUS e

Set the Communication module properties

OPC UA 7E TIA 15 S5-CPU » IBH Link UA [SIMATIC PC station]

J_ETupulugyview ||u—ﬂ—h Network view ¢ IIT Device view k
fﬂr@km[smmw@é =] E

SIMATIC PC station

LT

Clicking on Interface IBH Link UA in the IBH Link UA [SIMATIC PC
Station] device screen opens the Properties dialog box of the
Interface IBH Link UA [IE General].

The Ethernet address of the IBH Link UA must be entered. In
addition, the networking must be defined.

TTI Trans Tech International® 2019 IBH Link UA Training
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Features Communication module

OPCUA 7E TIA 15 S5-CPU » IBH Link UA [SIMATIC PC station]

Chapter 7

|5'? Topology view ||EI_E_EI Network view

| I I |

||[|'|‘ Device view

|

——

o

) qumperties w_i.'.lnfu y||ﬂ Diagnostics |

—_— —
i‘mlb Utags | System constants || Texts |

w General
Catalog information
Identification & Maintenance
w PROFIMET interface (X1)
General

Options

Ethernet addr
b Advanced options
OFC configuration

T W T a7

Ethernet addresses

Interface networked with

Subnet: | PHAIE_1

—

D

| add new subnet |

p Selectthe subnet to which the device will be connected.

ISO protocol

[ use 150 protocal

MaC address: |05 -00 -06 -01 -00 -00]

IP protocol

IP address

¢ [ use IP protocal IBH Link UA
p—

IFaddress #7192 1686 .1 .14 @
T‘Lset
Subnet mask™] 255 . 255 . 255 .0 |
D User

Router address: | o .o .o .o |

PROFIMET

[ Generate FROFINET device name automatically

Mot networked
FHIIE_1 I

-

FROFIMNET device name |ibh link wa.interface ibh link ua

Converted name: |ibhxaIinkxaua.inter‘facexaibhxalinkxauabDSS

Device number: |D |

M

Loading the hardware configuration of the communication
module in IBH Link UA

Prior loading, the hardware configuration must be compiled.

OPCUA 7FETIA 15 $5-CPU » IBH Link UA [SIMATIC PC station]

SIMATIC PC station

Change device

x cut

; Go to topology view
EE‘U GO to network view

Crl+x

Download to device ] Hardware (only changes)
& Go online Crrl+k Hardware {rebuild all}
¥ 5o offline Cerl+h Software {only changes)
g Properties Alt+Enter Software (rebuild all

Softeare (reset mermaory reserve)

|7 Export module labeling strips...

If no error occurs, the configuration shall be loaded inti the module.
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Loading the hardware configuration into the IBH Link UA

|5'? Topology view ”ﬁg‘h Network view ¢ IIT Device view 1)

##<ien Lnk U vanc e rend®) 1l B (4
- R —— i B

Change device

g [= Expart module labeling strips

SIMATIC PC station % cut crrlx

& G0 to topalogy view

50 to network view
Compile ] Hardware and software {only changes)
] ad to d iguration

ﬁ Go onlin Ctrl+K Software {only changes) Chick

ﬁ Go offline Ctrl+h Softerare (all)

g Froperties Alt+Enter

In the dialog box make the settings according to the screenshots.

Extended download to device

Configured access nodes of "IBH Link UA"
Device
Interface IBH Link LA

Device type Slot

IE general 2x1

Type
FHIIE

Address

192.168.1.14

Subnet
PRIE_1

Type of the PGIPC interface:

®_PilE

[-]

PGIFC interface

R A51X 488178 USB2.0 to Gigabit Ethernet Ad... | =] €

Connection to interface/subnet:

15t gatewsay:

Select target device:

Device Device type Interface type Address arget device
= = PMIAIE Access address =
.
Flash LED
Online status information: D Display only error messages  {click B Start search
Load | | Lancel
The interface search was successful.
Extended download to device X
Configured access nodes of "IBH Link UA"
Device Device type Slot Type Address Subnet
Interface IBH Link UA  1E general 2% FHIIE 192.1668.1.14 PRAE_1

Type of the PGIPC interface:

B _PHIE

[-]

PGIPC interface

[ ASIX AX88178 USB2.0 to Gigabit Ethernet Ad... | = | @)

Connection to interfacelsubnet: MIE_1

15T gateway:

Select target device:

Device

Online status information:
€ scan completed. 1 compatible devices of 1 acoessible devices found.
=7 Retrieving device information...

Scan and information retrieval completed.

Trans Tech International® 2019

Device type Interface type Address arget device
= = FHIIE 192.168.1.14 =
= = FHIE Access address =
|| Flash LED

|| misplay anly error messages
=)
confirm ’7‘
r Load | Cancel |
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Prior loading a check is carried out.

Load preview X
9 Check before loading
Status ! Target Iiessage Action
4 & ~ IBHLinkUA Ready for loading.
H * Protection Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. byuse of firewalls and network segmentation. For
more information about industrial security, please visit
httpidiwaaw siemens.comiindustrialsecurity

(] » Device configurati... Delete and replace system data in target Download to device

(<] i 2]

The successful loading of the hardware configuration into the IBH
Link UA (Simatic PC station) is displayed.

OPCUA 7E TlA 15 85-CPU  » IBH Link UA [SIMATIC PC station]

|E Topology view ||ﬁﬂ-h Network view |||]'|‘ Device view |_
| I B |
|_cﬂ, Properties ﬂ Diagnostics |

m Cross-references || Compile |

@lshnwall MEessages |"|

I Message Goto | ? Date Time
G Project OPC UA FETIA 15 55-CPU opened. 92017 T0:57:55 AM
Q ¥ Start downloading to dewvice. Flaj2017 3:54:02 PM
G * |BH Link UA 7972017 3:54:02 FM
Q ¥ Statiohmanager 792017 3:54:02 P
Q Stationrmanager stopped. Flaj2017 4:55:39 P
Q Hardware configuration was loaded successfully. Flaj2017 4:55:41 P
Q Stationmanager started. 792017 4:55:417 PM
Q The RAM contents were copied to the ROM. 72017 4:55:41 P
Q ¥ Local modules Farzmyz 3:54:02 PM
Q * Interface IBH Link LA 92017 3:54:02 P
Q Hardware configuration was loaded successfully. 792017 4:55:45 PM
Q Interface IBH Link UA started. 72017 4:55:45 P
Q The RAM contents were copied to the ROM. 792017 4:55:45 Ph
e * |BH Link UA Flaj2017 3:54:02 FM
Q Hardware configuration was loaded successfully. 792017 4:55:48 PM
Q The RAM contents were copied to the ROM. 72017 4:55:48 P
G IBH Link UA started. o201 7 4:55:48 FM
Q Loading completed {errors: 0; warnings: O). 792017 4:55:48 PM
< 1 »

S7 connection from the OPC server to the IBH Link S5++
(IM115-8 PN / DB CPU)

The S7 connection is created by drag and drop, from the OPC server

to the IBH Link S5++ (IM115-8 PN / DB CPU).
I —————————
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S7 connection

OPCUA 7ETIA 15 55-CPU » Devices & networks

|E Topology view C]EE"‘J Network vieix_::]ﬂ]'f Device view |

57 connection il C EHOR
HMI connection
E-mail connection
FOL conmection

150 connection
150-0n-TCF connection
FtF connectian
5 nnection
TCF connection
UDF connection

T Connections

mEe

Connect via
drag & drop

IBH Link UA
SIMATIC PC Stat...

IBH Link 55++
IM 151-8 PNIDP-..

oM E 1 1
PMNJIE_1

The S7 connection from the OPC server to the IBH Link S5++
(IM115-8 PN / DB CPU) is displayed.

OPC UA 7E TIA 15 55-CPU » Devices & networks

|[li'l Device view
¥ Netwol (L1 Connections [57 conneeton 3] B 55 L @2 B!
1 Highlighted: Connection
IBH Link 55++ IBH Link UA 0PC
IM 151-8 PN/DP.... SIMATIC PC Stat... Server
---------- S7_Connection_ 1 = s o s = o = o =
<] i 100% ¥ —¢— W
(i
Network overview S Connections )!0 communication ” VPN |
ﬂ Local connection name | Local end point Local 1D (hex) Partner 1D (hex} Partner a Connection type
57_cCohnection_1 BH 1BH Link UA [OPC Server] 57_connection_1 [l 1 |=l[ [l 1BH Link S5+ [IM 151-8 PM/DF CPU] || 57 connection
57 _Connection_1 [. IEH Link 55++ [IM 151-8 FNIDF CFU] 1 57 _Connection_1 W IEH Link UA [OFC Server] 57 connection
[<] i 1>

Select OPC symbols (tags) in the OPC configuration

OPCUA 7E TIA 15 55-CPU » IBH Link UA [SIMATIC PC station]

|ETupulugyview uiﬂ-nNelwurkview ||i]1‘Deviceview L The Conflguring button
i I ERLT 9
& opens the Symbol
=l
* & ; ; ;
o Tk U
& & configuration dialog box.
< &
SIMATIC PC station H
<] 100% = ¢ 6
1
@Dp@rﬁes w_illnfo Hﬂ Diagnostics |
JGeneraI H 10 tags ‘l System constants || Texts ‘
» General [l
e OPC symbols
DP master class 2
FDL () none
v 57 s b | OAl
OPCalarms ; * S
OFC program alarms me...
57 UAredundancy [ Field elements visible during runtime
150/TeP P Configuring
SHMF
PROFINETIO
<] Il ] < w ] >

TTI Trans Tech International® 2019 IBH Link UA Training
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In the Symbol Configuration dialog box, the operands defined in
the Default tag table (IBH Link S5++ - IM115-8 PN/DP CPU) and
the data of the data blocks (DB 2) can be selected as OPC tags.

The access rights Read / Write etc. can be assigned to the individual
operands (OPC tags).

OPC tags Default tag table

Symbol configuration X

Symbol selector

7 3 OFC LA 7E TIA 15 §5-CPU MNarne Data type Address Visible Connection Access EU Lo |EU Hi

- IBH Link 55++ ; | Bool %101 True 57_Connection_1 ReadWrite 1] 1]
:j PLC tags; Bool %025 True 57_Connection_1 ReadWrite 1] 1]

- :j Program blocks Bool ®O2.6 True 57_Connection_1 ReadWrite 0 (1]
i Tank_level Int B Ul True 57_Connection_1 ReadWrite 0 (1]

Bool M1 2 True 57_Connection_1 ReadWrite o (]

Bool EAT ] True 57_Connection_1 ReadWrite o (]

Read
(<] [ | (<] I Writ _
ReadWrite
Mone open | select
Elements with active branch [ visible ~ Access right: ReadWite e
L

Symbeols: 4 Connection: 57_Connection_1 n
Low limit: High limit:
CSV Import | Export
| Import file | | Export file |
Access path
£_[OPC UA 7E TIA 15 S5-CPU.ET 2005 station_1.IBH Link S5+ |
aK l | Cancel
OPC tags Data Block DB2 (Tank_level)
Symbol configuration X
Symbol selector
- j OFC UA FE TIA 15 55-CFU Mame Data type | Address Visible | Connection Access EULo |EUHI
w i [BH Link 554+ {Min_value  iint %DBLDEWO  True  57_Connection_1  ReadWrite O 0
:j PLCtags Max_walue Int %DEB2.DEW2 True 57_Connection_1 Readwrite 0O 1]
- :j Prograrn blocks Durnrmy Int %DE2.DEWS  True S7_Connection_1  ReadWrite 0 a
Tank_level Int %DE 2. DEWE True S37_Connection_1 Readwrite 0O i}

] i BN Il
Elements with active branch [ visible  Access right: Readwrite [+
Symbals: 4 Xmark}  Connection: 57_Connection_1 | = |
Lo limnit: High limit:
|0.00000000000 | [0.00000000000 |

CSY Import f Export

| Import file | | Export file |

Access path
OFC UA 7E TIA 15 S5-CPLLET 2005 station_1.16H Link 55++.Tank_level -] |

[ Ok ] | Cancel |

IBH Link UA Training TTI Trans Tech International® 2019



Chapter 7 IBH Link UA - Connection of an S5 CPU 103U Page 7-31

Define all OPC tags

If All is marked, the operands defined in the Default tag table (IBH
Link S5++ - IM115-8 PN/DP CPU) and all the data of the data blocks

are selected as OPC tags.

OPC UA 7E TIA 15 S5-CPU » IBH Link UA [SIMATIC PC station]
|E'F Topology view ||5%h Network view |||]1‘ Device view L

nﬂﬂ- [IBH Link Ua [SIMATIC PC Statid v | o] e = [1H C

| >] il

SIMATIC PC station

OPC server

IE ganaral

<]

(<] w 2| [100% [+] —5—
[ ]
< g Properties P'_i.'.lnfo ||ﬂ Diagnostics |
J General || 10 tags || System constants || Texts |
b General []
OF DPC symhbals
DP master class 2
ONnne
-
' () canfigured
OPC program alarms ma... [ | Configuring...
57 UA redundancy [ Field elements visible during runtime
IS OITCP
SHWP
FROFINET 1D
(<] i <[ w >
—

Compiling the configuration of the OPC server

OPC UA 7E TIA 15 S5-CPU » IBH Link UA [SIMATIC PC station]

|,5_5 Topology view "bﬂ‘h Network view 1||-
& [1BH Link UA [siManC PC stetidw | ) [F =
-~
& 3
Change device
SIMATIC PC station x cut Ctrlax
_ | = Goto topalogy view
g ﬁgh Goto neteork view
A
8 Compile Hardware and software {only changes)
= % Download to device » Hardware (only changes)
H ﬂ' Ga anline Ctrl+ K Hardware {rebuild ally
I] D m‘i Go offline Ctrl+ Foftware (only changes)
] " | g Online & diagnostics crrl+ D Sofoware (rebuild ally
| Export module labeling strips... Software (reser memary resenve)
TTI Trans Tech International® 2019 IBH Link UA Training
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Load the configuration of the OPC server in IBH Link UA

OPCUA 7E TlA 15 S5-CPU b [BH Link UA [SIMATIC PC station]

Chapter 7

|; Topology vie

w ”bﬁh Network view |

Change dewvice

M out

SIMATIC PC station

Compile

& Goonline

N Go offline

& Go to topology view
g Go to netwark view

%/ Online & diagnostics

Ctrl+x

= Export module labeling strips

Hardware and software {only changes)
H on

Sofeware (only changes)
Saoftweare (ally

Make the settings in the dialog box according to the screenshots.

Extended download to device

Caonfigured access nodes of "IBH Link UA"
Device

Intetface IBH Link U&

Device type slot

IE general 231

Type of the PGIFC interface:
FGIFC intetface

Connection to interfacel/subnet:

15t gateway:

Select target device:

Device Device type

PMIAIE

Flash LED

Online status information:

Interface type

Type
PM/E

Address

Subnet
PR/IE_1

192.166.1.14

W_FiE

|'|

I A51% AXBE178 USB2.0 to Gigabit Ethernet Ad...| | &

[:] Display only e

Address
Access address

arget device

Start search

{Device ow
=

[

rrormessages  (click# W P Start search
Load | | Cancel
The interface search was successful.
Extended download to device [X
Configured access nodes of "IBH Link UA"
Device Device type Slot Type Address Subnet
Interface IBH Link UA  |E general 2% PHIIE 192.168.1.14 PHAE_1

Type of the PGIFC interface:
FGIFC interface
Connection to interfacelsubnet:

15t gatewsay:

Select target device:

Device Device type

Interface type

W_FHiE

|'|

R 251 AX88178 USE2.0 to Gigabit Ethernet Ad...| = | )

Address

arget device

FHNIIE

192.168.1.14

FMIE
|
[ |Flash LED

Online status information:

€ scan completed. 1 compatible devices of 1 accessible devices found.
% Retrieving device information ..

Scan and information retrieval completed.

IBH Link UA Training
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Start search

splay only errar messages

Cancel |
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Prior loading a check is carried out.

Load preview X
9 Check before loading
Status || Target Message Action
4 & ~ IBHLinkua Ready for loading.
1 ¥ Protection Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, .9. byuse offirewalls and network segmentation. For
more information about industrial security, please visit

H httpziiwww. siemens.comiindustrialsecurity
(] » Device configurati... Delete and replace system data in target Download to device
(<] i 2]
click
| Finish | E Load ! | Cancel |

The successful loading of the hardware configuration into the IBH
Link UA (Simatic PC station) is displayed.

OPC UA 7E TIA 15 S5-CPU » IBH Link UA [SIMATIC PC station]

|; Topology view ||EI_E_EI MNetwork view |||]'f Device view L
| I I, |
|§. Properties { %y Info ¥/ Diagnostics |
Cross-references || Compile |
@lm|5howall MEessages |'|
I Message Goto | ? Date Time
Q Project OPC UA 7E TIA 15 55-CPU opened. 710/2017  10:02:27 AM
Q ¥ Start downloading to device. 711012017  10:03:16 AM
0 > IBH Link UA 710/2017  10:03:16 AM
O ¥ Stationmanager 701002017  10:03:16 AM
Q Stationmanager stopped. 7i10/2017  10:03:55 AM
Q Hardware configuration was loaded successfully. 710/2017  10:03:57 AM
Q Stationmanager started. 711012017 10:03:57 AM
Q The RA&M contents were copied to the ROM. 710/2017  10:03:57 AM
Q ¥ Local modules 7i10/2017 10:03:16 AM
@ * Interface IBH Link UA 7i10/2017  10:03:16 AM
Q Hardware configuration was loaded successfully. 70102017  10:03:59 AM
Q Interface IBH Link UA started. 7i10/2017 10:03:59 AM
Q The RAM contents were copied to the ROM. 710/2017  10:03:59 AM
Q ¥ IBH Link UA 7i10/2017 10:03:16 AM
0 Hardware configuration was loaded successfully. 710/2017  10:04:01 AM
O The RAM contents were copied to the ROM. 7i10/2017  10:04:01 AM
@ IBH Link UA started. 7i10/2017  10:04:01 AM
g Loading completed (errors: 0; warnings: 0). 7110/12017  10:04:01 AM

UaExpert - Program Window

The PLC Data Block (DB2) Tank_control is
displayed in the UaExpert program window.

ww GlobalVars

The operands defined in the symbol table, which have been declared
as OPC tags, are listed under GlobalVars. These can be dragged
into the Data Access View.

TTI Trans Tech International® 2019 IBH Link UA Training



Page 7-34 IBH Link UA - Connection of an S5 CPU 103U Chapter 7

In addition, the variables of the data block v & Programs
Tank-Level (DB 2) are displayed under » [ SupportedTypes

v & Tank_level
Programs.

aExpert - The OPC L

Document  Settings  Help

) — K: ~ _
SN~ Q=0 XKL BE <
Project & X Data Access View [x]
~ [3 Project # Server Node Id Display Name # Valu Datatype  Source Timestamp Server Timestamp  Ststuscode
v [ Servers 1 IBHLinkUA@ib... N54| Down Boolean 19:10:51.971 10:10:52.472 Good
Q IBHLinkUA®@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary) 2 IBHLinkUA@ib... NS4 Max Boolean 19:10:39.791 19:10:40.440 Good
v - 3 IBHLinkUA@ib... NS4 Min Boolean 19:10:41.839 1 A4 Good
B Documents 4 IBHLinkUA@ib... N54| On Boolean Good
[3 Data Access View 5 IBHLinkUA@ib... N54 Up Boolean 110:31. Good
6 IBHLinkUA@ib... NS4 Value Int16 19:11:27.312 19:11:27.814 Good
7 IBHLinkUA@ib... N54| Dummy Int16 10:10:50.535 19:10:51.469 Good
Address Space g8 X8 IBHLinkUA@ib... NS4| Max_value 10000 Int16 19:10:54.923 19:10:55.730 Good
£+ |No Highlight -9 IBHLinkUA@ib... NS4 Min_value Int16 19:10:57.000 19:10:57.735 Good
+ g 10 IBHLinkUA@ib... NS4| Tank_level Int16 10:11:27.312 19:11:27.814 Good
v 3 pLCs ~ o w——
~ 0 1BH Link S5++ at 55 CPU a0 sdrop alue cnanges

@ DeviceManual are displayed

@ DeviceRevision
~ & GlobalVars
@ Down
@ Max OPC Tags
@ Min P
@ On
@ up
@ Value,
HardwareRevision
Manufacturer
Medel
> & ParameterSet
v & Programs
> [ SupportedTypes
~ [ Tank_level values
» @ Dummy
> @ Max_value
> @ Min_value
> @ Tonk level | OPC Tags

# RevisionCounter v

VOOV VVVYVY

On-line the changes of the values in the S5 program are visible.

or Windows® - Tank Level 55 -- A:\S5 Programs\Tank Level 55.55p - [BB 1]

S ALk e Dh E O EEE W R
[Eile | PLc Block Edit Insert Presentation Find View Window Help
4 BB 1Status X | B
S RIFSFRIR i B &l ) 81 B [er] S R V %o < |SLcsEia
[l 1riternal 55 PLE simulation J PRRST! El 20 .m 2
Internal 57 PLC simnulation
=44 Network Title: Tank control values -
EEI 55 CPU 103U IBH Link 55+ + | Operand | Contents | Modify value |
E||m PLC 90/95/100 U (CPU 103)
i W Used d -0n KM 1 Control OH
: ed Operands -Up KM 1 Input valve
[ Free aperands -Down KM 0 Output valve
'[:g Program structure -Value KF +9703 Tank level value
R -Tank_level_values - Tank Values DB 2
B Trace g Min_value KH 0064 Tank filled less than 10%
@ CPU312 IBH Link 57+ + Max_value KH 2710 Tank filled more than 90%
-l sTERT® -Dummy KH 0000 Durnmy
-Tank_level KF +9702 Tank level value
Offline | Online bl I I PI
[PC block list ]PLC block list lModuIe lAutomatictroubleshooting ISymboIictable IForce values ISearch results e
Press F1 for help. PLC 90,/95/100 U (CPU 103) |
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8 IBH Link UA — Integrated SoftPLC

“#OPC UA :@D @
Cllent Server Node-RED

“#OPC UA
Client

¥ SoftSPS

900} O4d

OB

FC

The IBH Link UA contains a SoftPLC. The SoftPLC can read and
write variables from the OPC UA server.

The integrated SoftPLC is used for data preprocessing and is
programmed with STEP® 7 in LAD, FBD, STL, SCL or S7-GRAPH.

The access (status, program transmission) to the integrated SoftPLC
can be done out via STEP® 7 (SIMATIC Manager) or the TIA portal
(TIA 13; TIA 14).

The IBH Link UA - SoftPLC is compatible with SIMATIC WIinAC RTX

Software PLC (6ES7 611-4SB00-0YB7 V4.6).

I ————————
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8.1 Activating the integrated SoftPLC

First, the SoftPLC must be activated via the WEB interface of the IBH
Link UA.

& http://192.168.1.14/7 =/opc. O = & || & 1BH Link UA - OPC slots

:, ﬂ; OPC server is running Logout | Update password |

*Slot 1
....... * Slot 2

Delete siot | Delete all| Load OPC Editor Project | Insert SoftPLC
....... S

Insert SoftPLC (6ES7 611-45B00-0YBO V4.6 compatible)

_______ 0

Insert SoftPLC (6EST 611-4SB00-0YBT V4.6 compatible)

to Slot: (TN v

8.2 SoftPLC Status and Settings

The SoftPLC status is displayed on the WEB interface of the
Configurator.

(= hitp://192.168.1.14/7 = /soft| O ~ & | & |BH Link UA - SoftPLC

% m OPC server is running Logout | Update password

SoftPLC Status SoftPLC Connections

"""""""""""""""""""""""""" PLC informations
.................................................. PLC type 6EST 611-45B00-0YBT

Slot 3
-------------------------------------------------- CPU load part PLC

CPU load (%) 9.09
.................................................. PLC Status

[RUN PLC Stop| Newstart (OB100)
"""""""""""""""""""""""""""" 0B1 Count 17897

0B1 Time (ms)

__________________________________________________ Minimum 0
Maximum 14
.................................................. Actual 10
Jitter (ms)
Maximum 11
Actual

NBHsoftec T

www._ibhsoftec.com Contact Wiki
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The performance of the SoftPLC can be adjusted as follows:

CPU share PLC Computing time 1000 mixed instructions
50% about 360 ps

33% about 550 ps

25% about 720 ps

20% about 900 ps

12% about 1800 ps

8.3 Configuring SoftPLC with STEP® 7 (SIMATIC
Manager)

An OPC variable consists of the Value, the corresponding
TimeStamp and the Status. The TimeStamp and status can be used
to check the veracity of the transferred value.

1108l01d O1d

In the following example project OPC UA 9E S7 SoftPLC T-S, data
from an external server (Temperature, Temp_SetPoint) with the
corresponding TimeStamp and Status are passed to the SoftPLC
integrated in the IBH Link UA.

The temperature values and the TimeStamps are converted

(° Fahrenheit in ° Celsius; Date and Time in Daytime). After
conversion, the status data are sent to the PLC CPU 416 (IBHsoftec
SoftPLC) for display (VAT1 — AirCond1_ Data WinLC _RTX).

S-1 J071d40S LS 36 VN OdO

8.3.1 PLC CPU 416 Program (IBHsoftec SoftPLC)

The data from the IBH Link UA SoftPLC is transferred into the DB5
(Data_of WinLC_RTX) of the CPU 416. VAT1 — AirCond1_
Data WinLC _RTX is used to display this data. OB 1 has no

function.
& SIMATIC Manager - [OPC UA 9E §7 SoftPLG T-5 -- ANOPC L& OE 57 SoftPLC T-5] =N = =
@ File Edit Insert PLC  Miew Options Window Help - 8 X%
O | 37 b3 g || 2 =t - EEE | < Mo Fiter > =T m@E BEM
| =-&p OPC LA 3 57 SoftPLC T-5 | Object name | symbaiic name || Type | Wersion [Header]
=+ CPU 4183 PN/DP 59 System data DB
=@ cruae3PNDR o 051 Start_OB Orgarization Block 0.1
E-En Ar ESD”d'“D"E' Temp 4 DBS Diata_of_winLC_RTX Data Block 01
(@ Sources 2 BiCond_Data WinlC_RTX  AiCond]_Data WinLC_RTX  Variable Table a1
""" J0CKE
------ B, [BH Link LA
£ >
Press F1to get Help, AR AXETT7EUSE2.0to Gigabit Ethe

The configuration of the PLC CPU 416 (IBHsoftec SoftPLC) is

described in Chapter 3.1 Software PLC CPU 416-3 PN/DP.

I ————————
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Symbol Table Air Conditioner Temp

] Symbol Editar - [Air Conditioner Temp (Symbols) -- OPC L& 9 57 SoftPLC T-S\CPU 416-3 PN/DPYCRL 416-3 PN/DP] [ = || = |23
| Syrmbol Table  Edit  Insert View Options  Window  Help - 8 X
= & & B3 |l Symbols =~ w2

Status | Symbol Address Drata type Comment
1 AirCond] _Data_WinLC_RTX WAT A Ajr Conditioner Data from \WinLC RTX
2 Data_of _WinLC_RTH [0S B DB 5 Diata from the internal IEH Link LA SoftPLC
3 Start_0OB o 1 o 1 Cyele OB
4 Temp_SetPoint_AirCondt MO 42 REAL Durmimey variakle not used
B Temperature_AirConcd] MDD 35 REAL Durmimey variakle not used
-]
Press F1to get Help.

Note:

The variables Temperatuer_AirCond1 and Temp_SetPoint_AirCondl
are only required for the definition of the OPC variables.

The variables (MD 38, MD 42) have no further function.

Data Block DB5 — Data_of _ WIinLC_RTX —

The variables defined by the SoftPLC in the IBH Link UA to the PLC
CPU 416 (IBHsoftec SoftPLC) are defined here.

%% LAD/STL/FBD - [DES -- "Data_of WinL.C_FTX" -- OPC UA OE 57 SoftPLC T-S\CPU 416-3 PN/DPACEL 416-3 PN/DRY, ADBS] [ = || 1 |[25e]
LF File Edit Insert PLC Debug  View Options  Window  Help - 8 X
b=l &S g | | &5 6 O | x?
Type Initial walue
STRUOCT
Temp Time WinLC RTX TIME 0OF DAY TOD$0: 0: 0. 000
TempSet Time WinLC RTX TIME 0OF DAY TOD$0: 0: 0. 000
CPU_Time_WinLC_RTX TIME_OF_DAT TOD#0:0:0.000
Temperature WinLC_RTX REAL 0. 000000e+000
TempSet_WinLC_RTX REAL 0.000000e+000
Temp_Stat_WinLC_RTH DWORD DW#16£0
Tempfet_Stat_WinLC_RTH DWORD DW#16£0
ENL_STRUCT W

8.3.2 Transferring the program (Air Conditioner Temp) into the
PLC
The connection from the PC to the CPU 416-3 PN/DP is made via
the Ethernet interface of the PC. The PG / PC interface must be
selected accordingly in SIMATIC Manager. The name of the Ethernet
connection may vary depending on the network card used in the PC.

Note:

The connection to be selected depends on the Ethernet interface present
in the PC. The name is made up as follows:
PC Ethernet interface. TCPIP.Auto.1 <Active>

B ASIX AX88178 USB2.0 to Gigabit Ethemet Adapter. TCPIP.Auto.1 <Active>

IBH Link UA Training TTI Trans Tech International® 2019
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Transfer of PLC Blocks and Configuration

&, SIMATIC Manager - [OPC U 9 57 SoftPLC T-5 -- AAOPC UA OE STSoftPLC T-5] | = || B |[uiel
%Eile Edit Inset PLC View Options Window Help - & X

D |87 & | % B2 | |?%|EE?EEEEE|“<MHHH> |
£8P OPC UA 3E 57 SaftPLL T-5 Ciick Gystemdata | 4 OB
E| CPU 416-3 FHADP o DES A AT 1

=@ cPu 4183 PH/DP
[=J+{z7) Air Conditioner Temp
“{B] Sources

- B 1BH Link U

Press F1 to get Help. 51X AXB3178 USB2.0 to Gigabit Et 4

Configuration of the CPU 416-3 PN/DP Setting / Checking

Clicking on CPU 416-3 PN/DP in the left window ﬁ H
and double-clicking on Hardware in the right
window opens the hardware
configurator.

ardware

Mol cR3

1 E PS5 407 44,
The hardware is identical to the 2 CPU 416-3 PN/DP

configuration shown in chapter 3,
page 5 and 6, Project OPC UA 3E L4 A D

L

S7 Tank Level — Hardware
Configuration.

Double-clicking the line X5 PN-10O
opens the Properties PN-IO (R0/S2.5) dialog box.

In the open dialog box Properties — PN-10 (R0/S2.5), click the
button Properties.

Properties - PMN-10 (RO/52.5)

A.ddresses | F‘HDFINI:—I'I Synchronization | Time-of-Day Synchronization

Shart description: PM-10
Device name: IPN-|[3
— Interface
Type: Ethemet
Device number: 0
Address: 192.168.1.10
MNetwarked: Yes Properties...
Commert:

QK | Cancel Help

TTI Trans Tech International® 2019 IBH Link UA Training
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The dialog box Properties - Ethernet interface PN-10 (R0/S2.5) /
Parameters opens.

Properties - Ethernet interface PM-10 (R0/52.5)

General,  Parameters .

IP address SoftPLC 416 o the next available addresses are suggested.
CPU 416-3 PN/DB

If a subnet iz zelected,

Y
IP address: I'I 92.168.1.10
Subnet maszk: IEEE.EEE.EEE.D
" Use router
Address: I
Subnet;
— not networled — Mew...
_ Properties...
click
9 Delete

confirm

Ok

Cancel | Help

Properties - Industrial Ethernet

General
Name: Sy Was entered @
57 subnet |D: [oo49 - o004
Project path: |OFC UA 3E 57 SoftPLC T-55CPU 416 ~ BH Link UA
Storage location
of the project: Iﬁi‘«:"-.EIF"E & 9 57 SoftPLC T-5
Authar: psy_ was entered
Date created: 027062017 02:55:28 PM
Last modffied: 07152017 06:18:50 PM
Comment: In |he project, a CPU 416 was connected to the |BH Link UA via
Ethemet.
was entered
confirm
=0
QK Cancel Help

IBH Link UA Training
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Click the Save and Compile icon to save the configuration of the
Modules.

Efﬂ HW Caonfig - [CPU 416-3 PN/DP (Configuration) -- A40PC LA 9B 57 SoftPLC
E“] Station  Edit  Insert PLC  Miew Options Mindow Help

e eE B &S O e
click
| Save and Ccumpile|

8.3.3 Configuration of the IBH Link UA as SIMATIC PC station

Double-click the renamed SIMATIC PC Station IBH Link UA in the
left window and a double click on Configuration in the right window
opens the hardware configurator.

& SIMATIC Manager - [OPC U S 57 SoftPLC T-5 -- AAOPC U 9E 57 SaftPLC T-5] [r=|[ =[]
@ File Edit |nset PLC View Options Window Help - 8 x
0 = | 87 2 %5 : - B@ BEM

= OPC LA 9 57 SoftPLC TS
E-E] CPU 4163 PH/DP
. =-[§ cPu #1E3 PN/DP

Press F1 to get Help. ASIX AX8B178 USB2.0 to Gigabit Ethe

Configuration IBH Link UA (SIMATIC PC Station)

Note:
The Siemens OPC Server SW V8.2... and the CP Industrial Ethernet
interface IE General SW V8.2... are available in the hardware catalogs of
STEP7 SIMATIC Manager, TIA V13, TIA V14 and TIA V15.

Double-clicking on <SW Vv8.2...> @ takes the OPC server into the
PC station.

% HW Canfig - [IEH Link UA {(Configuration) -- AN0PC UA 9E 57 SaftPLC T-5] EI@

Bl station Edit Insert PLC  View Options  Window Help -
D@ § & ain ol | B3 | 95 [ 2

=
A

Find: #H hj

:E: OPC Server ~
IE General Profile:  [Standard |

b fon[ = [ea|ro|— | LB

ED CP Industrial Ethernet

< » Fl'l I General ouhle P

- :l [ PC ET
IS W I

MP| address Comment E| . User Application

-] Application o

[ =-[_] OPC Server dohlecllck

Index .| Order number ... | Firmware | address

[ OPC Server 3.2
i} |E General IE_CP V8.2 16383*

PETITT.
=]
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A double click on <IE General> <SW V8.2...> @ opens the dialog
box Properties - Ethernet Interface IE General (R0/S2).

Properties - Ethernet interface |E General (RO/52)

General  Parameters |

[~ Set MAC address / use 150 protocol;

MAC address:

P address:
Subnet mask:

Subnet:

¥ P protocol iz being used

IP address
IBH Link UA

Gateway
=t {* Do not use router

" Use router

Address: I

— not networked —

MNew...

. Properties... |
Delete |

was entered

Cancel |  Hep |

In the open dialog box Properties — IE General, set the IBH Link UA
IP address. Click the button Properties @ to open the dialog box
Properties — Industrial Ethernet.

The information shown have been entered during the CPU 416
configuration.

Properties - Industrial Ethernet

General |

MName:
57 subnet 1D:

Project path:

Storage location
of the project:

Authar:

Date created:
Last modified:

Comment:

confirm

was entered

CPLU 416 — |BH Link LA
ID'IMH - IDD'IM

IEIF'E A 9E 57 SoftPLC T-SACPU 416 - 1BH Link L&

I.-’-'-.:'xEIF'E A 9E 57 SoftPLC T-5

PsH was entered

02/06/2017 02:55:28 FM
07/15/2017 06:47:42 FM

In Ihe project, a CPU 416 was connected to the IBH Link UA via
Ethemet.
was entered

Cancel Help

IBH Link UA Training
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Loading the configuration into the IBH Link UA.

After Save and Compile the configuration can be loaded into the
IBH Link UA.

s

ﬁ Hu Config - [CPU 416-3 PN/DP (Configuration) -- OPC U2 9E 57 SoftPLC T
‘ atation  Edit  Insert PLC  Wiew Options Window Help

D@8 §g =

% HW Cenfig - [IBH Link UA (Configuration) -- OPC U4 9E 57 SoftPLC T-
|Save and Cnmpjlel Bl station Edit Insert PLC View Options  Window Help
DSe® § &= e dda DE %N

click
| Download to Module |

Loading into the IBH Link UA requires several steps.

ct Target Module

Select Mode Address

Target modules:

ki odule

Serne

Dver which station address iz the programming device connected to the module
Statiohmanager?

Back: IEI _l:
Slot: IE

T arget Station: = |ocal
" Can be reached by means of gateway
Select All | Ernter connection to target station; |
IP address | MAC address | Module type | Station narne | Module na
confirm

N adiros »
Acoessible Nodes  |BH Link UA

Devices connected
mugt be appropriatels
2.0, by uze of firew;

For maore informatio : . )
The following modules will be stopped for loading of the spstem

hittpe £ e zieme data.

confirm? Module | |ndex |
OPC Server 1
IE General 2

VN qul1 Hgl 924l 109UU09D

01 3|Iym e aunb axe1 1ybiw
1=
\i

{confirm

Cancel Help

TTI Trans Tech International® 2019 IBH Link UA Training
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The progress of loading into the IBH Link UA is displayed.

Download

Station:

IBH Link L& Download
Module: Station
. 0/2/0] IE General ———
AENNNNNNNNNNNNNNRENEE| Modue
¢ [0/1/0] OPC Server >

Cancel

Clicking on the Configure network icon displays the CPU-416 and
IBH Link UA link graphically.

e

E@ Hw Config - [IBH Link UA (Configuration) -- OPC UA SoftPLC T-5 57]
E“] Station  Edit  Insert PLC  VYiew Options Window Help

D= § &= dsln B %8 w2

-
2P |Cnnﬂgure Netwnrk|
Al OFC Server ~
2 ,‘:ﬁ: IE General
3
4
3
B
= W
B NetPro - [OPC LA O 57 SaftPLC T-S (Metwark) -- AAOPC LA OE 57 SoftPLC T-5] =0 ===
B¥ Metwork Edit Inset PLC  View Options  Window Help - &8 X

=8 8 5 e b 5 O

EERId

CPU 416 — IBH Link UA
Industrial Ethernet

|CPU 416-3 PN/DP
5 CFU :MPI.I'DP :F"N—IO =5 OPC IE
!”H” ;::?_—;P: | g |Server *lii-enera
'm E m
2

< >

To display the connection table, please select a module capable of a connection [CPU, FM module,
OPC server or application]. To display the network address overview, please select a subnet.

| Ready [ASIX AXB8178 USB20to Gir

IBH Link UA Training TTI Trans Tech International® 2019
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Connecting the CPU-416 with the IBH Link UA

Using the following steps, an S7 connection is established between
the CPU-416-3 PN/DP and the IBH Link UA.

Page 8-11

Cancel |

Help

28 NetPro - [OPC L& 9 57 SoftPLC T-S (Metwark) -- A30PC UA 9E 57 SoftPLC T-5]
%g Metwork Edit Inset PLC  View Options Window Help
F8 (S o n dnda| S BN
1 ~
CPU 416 - IBH Link UA
Industrial Ethernet
Chapter 3 IBH Link UA
& |H CPU  MPI/DP PN-IO
T 4183 . =
PN/DP | : Name: IBH Link UA
‘| ;. | — Type: SIMATIC PC Station
2
Insert New Connection
[CHilEE Insert New Connection
Download ~ Connection Parther
Rearrange =) @ In the current project
. B8P OPCUASE 57SalPLC TS
Object Properties... - CPU 416-3 PN/DP v
< [Unzpecified) >
| Local I | Partner D| Partner ‘ Tl Al broadeast stations ~
| 57 connection 11 | CPU 416-3 PN/DP { CPU 416-3 PN/DP : All multicast stations
. . @ In unknown project ©
Propertie: 7 conneciion T
o ) | & —
@ OPC | Status Information | Project: [0PC U 9E 57 SofPLE T-5 2| ol 4
~ Local Connection End Point Connection identfication Station: IEPU HE-3PNADP
™ Corfigured dynamic connection Local ID: Module: ICPU 416-3 PNDP
I™ Configured at one end IS7 connection_1
» . . . ~ Connection
[V Establish an active connection VFD Name:
I Send operating mode messages IOPC Server Type: ISF connection LI
All entries were made ¥ Display properties before inserting
from the Configuration! anﬁml 3)
~Connection Path
Local Fartner ak Apply Cancel | Help |
—
. IEH Link UA/ CPU 416-3 PN/DP/
End Port: Q@ Server CPU 4163 PN/DP
Interface: [IE Genersl ~| [cPU4ie3PN/DP. FNORD/SZ
Subnet: ICF‘U 416 — IBH Link UA [Industrial Ether ICF‘U 416 — IBH Link UA [Industrial Ethen
Address: ¢ [192168.1.14 CJ152168110 D
IP address IP address SoftPLC 416 ;
IBH Link UA CPU 416-3 PN/DB Addess Detais. |

The S7 Connection is listed.

%QNetwork Edit Inset PLC \View Options Window Help

%_Pg MetPro - [OPC LA 9E 57 SoftPLC T-5 (Netwark) -- A50PC LA 9E 57 SoftPLC T-5]

A AT A I L
1 -~
CPU 416 — IBH Link UA
Industrial Ethernet
CPU 416-3 PN/DP IBH Link UA
;MPIJ’DP :PN-\O
mm
2
v
< >
Local ID Partner ID | Partner Type Active connection | Subnet -
S7 connection_1 1 CPU 416-3 PN/DP / CPU 416-3 PN/DP : S7 connection Yes CPU 416 — IBH Link UA [IE]
i

J Ready

.0 to Gigabit Etherm
ASIX AXB8178 USB2.0 to Gigabit Eth v

TTI

Trans Tech International® 2019
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8.3.4 Select the symbols to be used (OPC tags)

B2 NetPro - [OPC U OE 57 SoftPLE T-5 (Metwork) -- AAOPC LA O 57 SoftPLC T-§ [ [ (]
%‘E Metwork Edit  Inset PLC  View Options Window Help - &8 x
8 S Rddd S Bl

1 ~
CPU 416 — IBH Link UA
Industrial Ethernet
Chapter 3 IBH Link UA
: CPU  « MPI/DF :PN-IO = -
L) ;LS_-;PE : — Mame: IBH Link UA
o | : - :
'm 'm Tyl.l'pe_ SIMATIC PC Station
2
Insert Mew Connection Ctrl+M
Highlight >
Download ¥
Rearrange
Object Properties... Alt+Return
L
< >
| Ready [ASIX AX88178 USB2.0 to Gigabit Etl

Clicking the Object Properties command starts the opening of
several dialog boxes to define the symbols to be used for the S7
connection.

Properties - OPC Server
The tab S7 defines whether symbols should be used.

Properties - OPC Server

SNMP | PROFINET 10 | 57.U Redundancy
General DP |  DPmasterclassz | FDL IS0/TCP

LCucle time: 100 mz

—Access Protection

[™ Activate

Default rights: I vl
™ Rights specific to OPC jtemns Edit... |

—ze Sumbols
" Mone
 pll

Configure... |

™ Amray elements visible at runtime
Time after which an unfonwardable protocal alarm is removed: IEDDDD s
M agimum number of pending alarms: a00

Cancel | Help

IBH Link UA Training TTI Trans Tech International® 2019
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The Configure button opens a dialog box listing the operands

defined in the symbol table. These operands must be selected as
OPC tags.

Due to the previously configured S7 connection the PLC knows the
variables.

Configurable global symbolic named operands

Configure Symbols

EI--% OFC LA SE 57 SaftPLC T-5 ariabl bl Data type | Address ble

Connection
=[] CPU ME-3FN/DP

Access nig...

r— Elements in active branch
Symbols: 3 s 3

Access pemissions:
Array elements: - !

Connection: 57 connection_T

# Download only vigible symbolz Edit EL Lo /Hi W Include lower-level symbols

— Access path
IDF'E J& 9E S7 SoftPLC T-5.CFU 416-3 PN/DF.CFU 416-3 PN/DP ]

confirm
Import file | Expart file | Cahcel | Help |

Confirm the OPC Tag selection by clicking OK in the Configure
Symbols and in the Properties - OPC Server dialog box.

Save and Compile the configuration changes

e

%E MetPro - [OPC U4 9 57 SoftPLC T-5 (Metwaork) -- ANOPC LA 9E 57 SoftPLC T
B8 Network Edit Insert PLC  View Options  Window Help
&S R dad S TL(BE DN
click
|Sa1.re and Compile|

Save and Compile

Compile

* Compile and check evemnthing

. mark

™ Compile changes only

(] I Cancel | Help |

If no error has been determined with Save and Compile, the
following confirmation is displayed

£ Outputs for consistency check for ANOPC UA SE 57 SoftPLC T-S\OPC UA 9E 57 SoftPLC T-5 — [
File Edit
Message type I Message | Type Project name Project path

Mo errors.

TTI Trans Tech International® 2019 IBH Link UA Training



Page 8-14 IBH Link UA — Integrated SoftPLC Chapter 8

Now the configuration can be loaded into the IBH Link UA and the

S NetPro - [ORC LA 9 7 SoftPLC T-S (Network) -- 830PC LA 9E §7 SoftPLC T-S] [l ]
22 Network Edit Inset PLC View Options  Window Help - 8 x
BE (S e 8T8 BE R

1 ~
CPU 416 —IBH Link UA
Industrial Ethernet
Chapler 3 IBH Link UA H
= GPU 1 MFI/DF 1PN-10 =
r||H|| fes i = Name: IBH Link UA
PN/DP | : Type: SIMATIC PC Station
Hu] ] I
2
Insert New Connection Ctrl+N
Highlight >
Download H Selected Stations Cirl+L
R Selected and Partner Stations
earrange
Object Properties... Alt+Return [ v
< >
Local I Partner ID{ Partner Type Active connection partner | Subnet -~
57 connection_1 1 CPU 416-3 PN/DP / CPU 416-3 PN/DP 57 connection es CPU 416 — IBH Link UA [IE]
v
J Ready |ASIX AX88178 USB2.0 to Gigabit Ethernet Adapter. TCPIP.Auto.1 | v

Loading into the PLC 416 and the IBH Link UA requires several
steps.

PLC Download te Current Project Selected and Partner Stations (2263:35) o

Stop Target Modules This action will ovenrite the configuration data that are already on the PLC[s). Do you

i l} still weart to download?
The following modules will be stopped for loading of the spstem
data

Stop Target Medules
confirm

Module | Racks | Slat | The following modules will be stopped for loading of the spstem
CPU 4163 PN/DP i N _ .............. i | data_
Module | Racks | Slot |
OPC Server 1
Download IE General 2

Download

Station
Pae U (I[= ; Station:

todule: IBH Link L&
[0/2/0] CPU 4163 PN/DP Module:

[0/2/0] IE General

PLC Dewnload to Current Project Selected and Partner Stations (13:4363)

The module CPU 416-3 PNADP [R 045 2] is in the STOP mode.
i I & Do you want to start the module now [complete restart]?

¢ confirm;

e |

e The configuration of the Modules CPU 416-3 PN/DP, OPC
Server and IE General are overwritten, identified and stopped

e After loading the configuration into the CPU 416-3 PN/DP the
CPU must restarted.

e The loading into the IBH Link UA (OPC Server / IE General) is
started.

I —————————
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Add a Server

Set up the IBH Link UA server. To do so enter the previously copied
endpoint URL opc.tcp: //192.168.1.14: 48010 into the field
opened in the IBH Link UA Web browser window / OPC Client for an
external OPC UA server.

The Security Policy None and the Security Mode None have been
selected for data transmission.

Set up the External OPC UA Server is defined. To do so the
endpoint URL opc.tcp: //192.168.1.10: 48011 of the external
OPC UA Server is enter the field opened in the IBH Link UA Web
browser window / OPC Client.

The absolute endpoint URL must be used because there is no
NameServer available.

For data transmission, the Security Policy None and the Security
Mode None have been selected.

For detailed information see chapter 5-12 — Starting the external
OPC UA server.

Add Read Variable

The two variables Temperature and TemperatureSetPoint from the
external OPC UA Server are declared to be read variables. They are
passed to the PLC program in the CPU-416 via the IBH Link UA
OPC Server.

= hitp://192.168.1.14/ =/ope O ~ & | & BH Link UA - OPC Client

EE m OPC server is unning Logout ‘ Update password |

‘Connected Servers a
£ urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) & Good (

<
Add Server ‘ Add variable to read ‘ Connect variable | x| &
PN

| Add a variable to read from the selected server |

| select variable to read X

[} Connected Servers
¥ 2 umn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011)
2 views o)
¥ D Objects
> 53 Server
» 3 Demo
¥ [ BuildingAutomation
{ & ControllerConfigurations
.

@ State

» [3) StateCondition Add Variables
to read

| & State
NNBHseft S N
s ﬂft‘ i+ TemperatureSetPoint
ntz v

www.ibhsoftec.com Conte & PowerConsumption

| € >

Isampling interval [ms]. 500 j
2
queue size: l:l set

discard oldest:

Datatype of variable : Double

(OK| Cancal| |

TTI Trans Tech International® 2019 IBH Link UA Training
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Connect to Variables
The two as read variables declared Temperature and
TemperatureSetPoint are connected to the IBH Link UA OPC
Server, which then feeds them to the PLC program in the CPU 416.

& http://192.168.1.1477 =/opc O = © | & IBH Link UA - OPC Client

= .; m OPC server is running Logout | Update password |
[Comnected servers TS |

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr I3 urn:ibhlinkua_001037:IBHsoftec:IBHLinkUA (opc.tep://ibhlinkua_001037:48010) ¥ Good (

¥ [ urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011) % Good |
:4 AirConditioner_1.Temperature
i AirConditioner_1.TemperatureSetPoint

................................................. Add Server| Add variable to read| Cunnecivan'ahle| ﬂ ﬂ ﬂ
{click

Connect variable from the source server to the destination variable |

| Select variable to write

| Connected Servers
| ¥ urn:ibhlinkua_001037:1BHsoftec: IBHLinkUA (opc.tcp://ibhlinkua_001037:48010)
i 2 Views ~
| v 2 Objects
"""""""""""""""""""""""""""""""" » 2 Server

» [ DeviceSet

> [ Stations
------------------------------------------------- | ¥ 3 PLCs

v [ CPU 416-3 PN/DP
@ DeviceManual

lNBHsorft @ pevcsretin k UA
| @ HardwareRevision server / client

www_ibhsoftec.com Con| & Manufacturer n UA
| & Model o
! & RevisionCounter
& SerialNumber
& SoftwareRevision
» [ Programs
> D Tasks Add Variables
» 33 ParameterSet to write
¥ ) Globalvars
:il Temp_SetPoint_AirCond1
emperature_AirCond1

» 3 slots v
< >

Datatype of variable to read : Double

Datatype of variable to write : Float

[oK] canca

In the IBH Link UA web browser window OPC Client the established
connections are displayed.

AirConditioner_1 - CPU 416-3 PN/DP - GlobalVars

& hitp://192.168.1.14/7_=/ope_client (& IBH Link UA - OPC Client x

e [ a— Logout | Update password |

Connected Servers
[=) ibhlinkua_001037: inkUA (opc. ibhlinkua_001037:48010) # Good
¥ (23 urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011) - % Good
v AirConditioner_L.Temperature Connect variables
i = of the external
@ AirCe 1. Ti OPC UA server
@ AirConditioner_1.Temperature.Status
_001037:1BH: 8 inkUA {opc.tep://ibhli _001037:48010).CPU 416-3 PN/DP.CPU 416-3 PN/DP.GlobalVars. Temperature_AirCond1
1:: AirConditioner_1.TemperatureSetPoint
@® AirConditioner_1. SetPoint.Ti

@ AirConditioner_1. int.Status
-4 ibhli _001037:1BF inkUA (opc.ts ibhli _001037:48010).CPU 416-3 PN/DP.CPU 416-3 PN/DP.GlobalVars. Temp_SetPoint_AirCond1
< >

Add Server | Add variable 1o read | | Connect variable| x| &3] |
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8.3.5 Inserting a SoftPLC as SIMATIC WIinAC RTX in the
SIMATIC PC Station (IBH Link UA)
The hardware configurator is opened by clicking on the renamed
SIMATIC PC station IBH Link UA in the left window and double-
clicking on Configuration in the right window.

&, SIMATIC Manager - [OPC LA O 57 SoftPLC T-5 -- AROPC UA OE 57 SoftPLC T-5] =N E=R <=
%File Edit Insert PLC VWiew Options Window Help - 8 X

0 o | @9 % g2 2 % | < No Fitter > RN
= CPU 416:3PN/DP ~ i OPC Server i |E General

- [§ cru 4163 PN/DP
Bz &ir Condtioner Temp

Press F1 to get Help.

B HW Config - [IEH Link UA (Configuration) -- OPC LA 9E 57 SoftPLC T-5] = ESh (=
Blj station Edit Insett PLC View Options  Window Help - 8 X
D58 B|& i o ||[B 3| %8 (2
) o/
2mPrPC
Find: | dhjl
1 OPC Server ~
2 IE General Frofie:  |Standard |
3 WinlLC RTX
IF1 k was %? PROFIELS OP
IF2 added 2% PROFIBUS-PA
F3 222 PROFINET 1D
IF4 SIMATIC 300
2 SIMATIC 400
5 v [+]- C B ased Control 3004400
Eﬂ SIMATIC PC Station
=-{_ Contraller
B CPU 412-2 PCI
{:l CPU 416-2 PCI
D S7-modular Embedded Controller
{:l WinLC
v L
< >
LR
Index Module ... | Order nurmber Firrveare | MPl address | | address | Comment
1 OPC Server /5.2 ~
2 IE General IE_CP V8.2 16383
3 WinLC RTX GES7 611-45B00-0YB7 _ |V4.6 B :
IF1 * e -2 CF Industiial Ethemet
IF2 added w-{ CP PROFIBUS
IF3 -0 HMI
IF4 - User Application
4 EES7 611-45B00-OVEY ~ T
5 WwinLC AT V4.6 [for WindC AT 2010, -
B EESY 671-0RCO8-0AD); Software Logic
= ¥ Contraller for Windows 3P with BT v
Press F1 to get Help. Chg

Click the Save and Compile icon to save the configuration of the
Modules.

P

E@ Hw Config - [IBH Link UA {Configurationy -- OPC L& O 57 SoftPLC T-5]
E“] atation  Edit  |nsert PLC Miew Options  Window  Help
D= a8 B & s gn B2 %R a2

click

| Save and Cumpile|

I ————————
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8.3.6 Creating the S7 program for SoftSPS WinLC RTX
Copying Blocks and Symbols from the S7 program WinLC for
copying Blocks to the S7 program of the WinLC RTX (renamed to
SoftPLC IBH Link UA) using drag and drop.

.‘-; SIMATIC banager - [OPC LA OF 57 SoftPLC T-5 -- ANOPC 114 O 57 SoftPLC T-5]
@ File  Edit Insert PLC ‘iew Options Window Help

[= ] &)

- 8 x

OPC Server

e

Press F1to get Help,

O = | 8% & D By |ty B OEE | <MNoFiter> SR BmED
| E-&9 OPC L 9E 57 SoftPLC T-5 (B Sources @3 ) Symbole
£ CPU 416-3PNJDP
- @[ CPU 4163 PN/DP 2
&, |EH Link U4 S 0jsidion

AT AXE8178 USB2.0 to Gigabit Ethe

The S7 program WinLC for copying Blocks can then be deleted.

.‘-‘; SIMATIC Manager - [OPC A 9E 57 SoftPLC T-5 -- AMOPC A OF 57 SoftPLC T-5]

[o o s

- 8 x

%Eile Edit Insert PLC  Miew Options Window Help
O = |af & CTERE IR | < Mo Fier >

SY e E MmN

|- OPC U4 9E 57 SoftPLC T-5 ~ |55 5vstem data o OB1
= CPU 4163 PN/DP o FC &3 FC8

= DE10

o DBE20

1 OB100 i FB20
4 DBES 4= DB3
Y2 &ilCondl_Data_converted

- =-[@ crUaiB3 PNIDR
- 53 5FB8

=8, 1BH Link A
----- OPC Server
B- [§] winLCRTX
El-{=0 4ir Conditioner Temp

----- {E] Sources

Press F1to get Help, AS AXEBE1 T8 USE2.0 to Gigabit Ethe

8.3.7 The PLC program for the SoftPLC of the IBH Link UA

The SFB 8 (USEND) block located in the Siemens libraries is used to
transmit an OPC variable made from the actual value, the associated
time stamp (TimeStamp) and the status (Quality Code).

With these data, the PLC program can evaluate not only the value of
a variable, but also its quality and age.

If the variable "CurrentTime" existing on each OPC UA server is
also placed in a data area of the PLC, the status of the connection to
the OPC UA server can also be evaluated. The SFB 8 (USEND)
block has the necessary parameters for simple logging of OPC
variables.

With the special function code 65400 (Hex FF78) the SFB 8
(USEND) can only be used to transfer OPC variables.

The 4 ANY pointers and the parameter R_ID of the block are used to

transfer the variables using the call command.

I —————————
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The SoftPLC can read or write the OPC variables cyclically.

The configuration is performed by calling the SFB 8 (USEND) in the
restart Organization Block (OB100 Call).

Note:

The SFB 8 (USEND) PLC block can only be used in the SoftPLC of the
IBH Link UA with the Special Function Code 65400 (Hex FF78).

Due to the only once transferring parameters by calling the block SFB 8
(USEND), the SoftPLC is enabled to read or write OPC variables
cyclically.

No instance data block is required for the transfer of the parameters. An
instance data block must exist when USEND is called due to the syntax
of a system function block call.

If the SFB 8 (USEND) block is called in another CPU with the special
function code 65400 (Hex FF78), an error message is displayed.

Parameters of the Block SFB 8 (USEND) - ID = 65400 (hex FF78)

REQ = TRUE // Not evaluated
ID = W#16#FF78 /I Fixed value: 65400
R_ID :=DW#16#1F40002 // Modus:

/I Low Word; 2: Read(PLC Variable)
/I High Word: Sampling in milliseconds
/I 500 milliseconds

DONE = /Il is not set

ERROR := // No ERROR=0; ERROR=1

STATUS = // 0x0000 on success, 0x8090 on error

SD 1 = // Pointer to the OPC Variable.

SD 2 = // Pointer to the OPC Variable for the
I/l Value of the OPC Variable.

SD 3 = // Pointer to the PLC Variable for the
/] Status of the Variable.

SD 4 = /I Pointer to the PLC Variable for the

/l Time Stamp.

Client Function of SFB 8 (USEND)
Cyclic reading and writing. The SoftPLC can read or write the OPC
variables cyclically.

The configuration will be done within the SFB 8 (USEND) and called
during the warm start (OB100).

I ————————
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Para- Decla- Data Storage

) Description
meter ration type area
REQ INPUT BOOL E,A,M,D,L Not evaluated
ID INPUT  WORD M, D, Const. Fixed value: 65400
Mode
Low Byte:

0: Read (Variable as XML String)
: Write (Variable as XML String)
: Read (PLC Variable)

: Write (PLC Variable)

: Read (Special Variable)

: Write (Special Variable)

: Read (Server Variable)

: Write (Server Variable

E,A M, D,L,
Const.

O A WNPE

R_ID INPUT DWORD

~

Flag 14: While writing the Any Pointer points to
DATE_AND_TIME

Flag 15: While writing the Any Pointer points to a
STRING

High Word:
Sampling in milliseconds

DONE OUTPUT BOOL E,A,M,D,L isnotset

ERROR=0:
The parameters were passed correctly

ERROR=1:
The parameters were passed not correctly

ERROR OUTPUT BOOL E,AM,D, L

STATUS OUTPUT WORD E,A, M,D,L 0x0000 on success, 0x8090 on error.
SD 1 IN_OUT ANY D Pointer to the OPC Variable.

Pointer to the OPC Variable for the value of the
OPC Variable.

Allowed is Data Type BOOL, BYTE, CHAR,
WORD, INT, DWORD, DINT, REAL, DATE,

SD 2 INOUT  ANY E, A, M, D DATE_AND_TIME.
Note:
If the ANY pointer points to a DB, the DB must

always be specified
(f.i.. P# DB10.DBX5.0 Byte 0).

Pointer to the PLC Variable for the status of the
OPC Variable.
Allowed is Data Type DWORD

SD_3 IN_OUT ANY E,A M, D Note:
If the ANY pointer points to a DB, the DB must

always be specified
(f.i.: P# DB10.DBX5.0 Byte 10).

Pointer to the PLC Variable for the Time Stamp of
the OPC Variable.
Allowed is Data Type DATE_AND_TIME.

SD_4 IN_OUT ANY D Note:

If the ANY pointer points to a DB, the DB must
always be specified
(f.i.: P# DB10.DBX5.0 Byte 10).
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OPC Variable Definitions

To uniquely identify the OPC variables, they are assigned a number
(namespace), next to the actual name.

The OPC Variables are defined as follows:
Mode 0 and 1: ‘"ns=<Namespace>;s=<Identifier>’
or: ns=<Namespace>;i=<Numeric ldentifier>"

All OPC Variables can be read using this mode.
The IBH Link UA knows the following Namespaces:

Namespace Area
0 General OPC Server Variables
1,2,3,5 No evaluable variables
4 All PLC specific OPC variables
6 IBH Link UA Special Variables

Mode 2 and 3: “<ldentifier>’

The identifier is formed as follows:
<Station name>.<PLC Name>.<GlobalVars>.<Variable name
from Variables table>
or:
<Station name>.<PLC Name>.<Programs>.<Variable name>.
<Data Block name>

Mode 4 and 5: <Numeric ldentifier>
Number of the Special Variable from Namespace 6.

Modus 6 and 7: <Numeric Identifier>
Number of the Server Variable from Namespace O.

Variables used in the example:
(WinLC RTX — Static Variables FB20/DB 20 Air Conditioner Temp)

The Identifiers Temp_SetPoint_AirCondl and
Temperature_AirCondl have the Namespaceindex 4.

The Identifiers are:

CPU 416-3 PN/DP.CPU 416-3 PN/DP.GlobalVars.
Temp_SetPoint_AirCondl

CPU 416-3 PN/DP.CPU 416-3 PN/DP.GlobalVars.
Temperature_AirCondl

I ————————
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Identifiers in the Attributes window

" Unified Automation ert - The OPC Unified Architecture Client - NewProject™

File View Sever Document Settings Help

BB #=°XK8 B -

Project 8 X Attributes 8 X
v [ Project Gl ©
~ [ Servers Pa
ttribute Value
123 IBHLinkUA@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary) ";m% Nodeld
v B Documents amespacelndes 4
B Data Access View IdentifierType String
Identifier CPU 416-3 PN/DP.CPU 416-3 PN/DP.GlobalVars.Temp SetPaint AirCond1
Address Space (= 28 NodeUTs VETEETE
5 |No Highiight - BrowseName 4, "Temp_SetPoint_AirCond1"
D oot " glsp\aylt\lame ", Temp SetPaint ArCond1"
v & Object escription
B&Jih:m WriteMask 0
UserWriteMask 0
&% DeviceSet v Vale
v 3 PLCs

SourceTimestamp 17.07.2017 10:21:53.645
SourcePicosecands 0
ServerTimestamp 17.07.2017 10:21:53.647

v & CPU#16-3PN/DP
@ DeviceManual
@ Devi

ServerPicoseconds 0

GlobalVars StatusCode Good (0x0D0D0DDD)

Value 0

@) Temperature_, v DataType Float
@ HardwareRevision Namespacelndex 0
@ Manufacturer IdentifierType Numeric
# Model Identifier 10 [Float]
& ParameterSet ValueRank =
& Programs ArrayDimensions BadAttributeldinvalid (
@ RevisionCounter AccessLevel CurrentRead, CurrentWrite
@ SerialNumber UserAccessLevel CurrentRead, CurrentWrite
@ SoftwareRevision MinimumSamplinglnterval 50
& Tasks Historizing false

& server "

Note:

If the Identifier is marked in the Attributes window, it can be copied to
the Windows clipboard (Ctrl + C) for further use.

The copied identifiers must be pasted as the initial values of the static
variables

Temperature_AirCondl and Temp_SetPoint_AirCondl
into the PLC block (S7 Program — Air Conditioner Temp) FB20.

Function block FB 20 — USEND Call

F:‘; LAD/STL/FBD - [FB20 -- "USEND Call" -- OPC UA SE 57 SoftPLC T-S5IBH Link UaYWinlC RTx. \FEZQ]]
i3 File Edit |nset PLC Debug View Options Window Help
s o HHO =, =
D@ W& 2R o |eid|a%e| < | OEEERHFH-O0FL 2|8
Contents Of: 'Environment\Interface\STAT'
2§ Interface [Hame Address (fInitial Value =
: '® OPC_Varizble Name_Temp 0.0 "CPU 416-3 DN/DP.CPU 416-3 DN/DP.ClobalVars.Temperature AirCondl’
= OPC Variable Name SetBnt |B82.0 "CPU 416-3 DN/DP_CPU 416-3 DN/DP_GlobalVars Temp SetPoint AirCondl’
1=]
B OBC_Varisble Name Temp
i -8 OPC_Variable Name_SetPnt
-J TEMD < >
~
FE20 : Data from Air Conditioner
o PN rouperacure
CALL "USEND" , "DI_USEND" %FES / DES -- Uncoordinated Sending of Data
REQ  :=TRUE
ha sl :=T§1E£FF7S
RID :=DUW#16£1F40002
DONE :=
ERROR :=
STATUS: =
8D 1 :=§0PC_Variable Naus_Temp #0PC_Variable Naue_Temp
sD_z "Data from EX Server'. Tempsrature_ext DEL0. DEDO -- Temperature (Value)
SD_3 "Data_from EX Server' Teupsraturs_Status_ext DEL0.DED24 -- Status Temperature
8D 4 :="Data from_ EX Server' Teup_TimeStaup_ext P$DELD.DEXS_ 0 -- TimeStaup Temperature
O Y o oo SetDoine
CALL "USEND" , "DI_USEND" ZFES / DEE -- Uncosrdinated Sending of Data
REQ  :=TRUE
ha :=U§LE$FF7S
R_ID :=DU#LE$1F40002
DONE  :=
ERROR :=
STATUS: =
SD_L  :=f0PC_Varisble MName SetPnt #OPC_Varisble Name SecPnt
sD_z "Data_from EX_Server'.Set_Point_Tempe_ext DEL0.DED4 -- Zer Doint Temperature (Value)
SD_% "Data_from EX_Server'.Set_Point_Status_ext DEL0.DEDZE -- Status Temperature Zet Point Status
SD_d4 "Data_from EX_Server'.Set_Point_TimeStaup_ext PHDELOD.DEXLE. 0 -- TimeStaup Ser Point Temperacur o
< >
Press F1 to get Help. 2 |offline |Abs < 5.2 |[Nw1 Ln8 Insert [ Y
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The identifiers were copied from the UaExpert Attributes window
and pasted as initial values of the STAT variables of FB20.

v [ PLCs
¥ o CPU416-3 PN/DP
¥ DeviceManual
¥ DeviceRevision
v a& GlobalVars
@ Temp_SetPoint_AirCond1

MNarmespacelndex 4

IdentifierType String

Identifier CPU 416-3 PMN/DP.CPU 416-3 PN/DP.GlobalVars. Temp_SetPoint_AirCond1
@ Temperature_AirCond1

Mamespacelndex 4

IdentifierType String

Identifier CPU 416-3 PN/DP.CPU 416-3 PM/DP.GlobalVars. Temperature_AirCond1

These variables are used as pointers when calling USEND with
parameter SD_1.

The parameters REQ and ID have been defined according to the
table on page 9-20.

The parameter R_ID is composed as follows:
e Low Word: Value 2 (hex 0002) — Read (PLC Variable).
e High Word: 500 milliseconds — hex 01F4 —

Parameter R_ID — double word: = 16#1F40002

The parameters DONE, ERROR and STATUS are not used in the
example.

e SD 1 := Pointer to the OPC variable.
e SD_2 =: Pointer to PLC Variable for the value of the

OPC variable.

e SD 3 := Pointer to the PLC Variable for the status of the
OPC variable.

e SD_ 4 := Pointer to the PLC Variable for the Time Stamp of

the OPC Variable.

Note:
The same instance data block (DB 8 - DI_USEND) is used for both calls
of SFB 8 - USEND. This instance data block is only present to satisfy the
syntax.
The block FB 20 is called once in the OB 100 when the PLC is started. It
is only necessary to transfer the parameters to the PLC that has
integrated the block (SFB 8 - USEND).

Only the SoftPLC in IBH Link UA uses USEND in this form !
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Data block DB 10 — Data_from_EX_Server

The variables of the external OPC server (OPC variable of the air
conditioner 1) are stored here.

%% LAD/STL/FED - [DB10 -- "Data_from_EX_Server” -- OPC L& 9 57 SoftPLC T-S\EH Link L&AW/inL C FT:,.\DE10] = =R ="
ik File Edit Insert PLC  Debug  View Options SWindow Help - & X
bzl S gin || o | 2 & O & k?

Rddress |Name Type Initial wvalue Comment
0.0 STRUCT
+0.0 Temperature axt BELL 0O_000000=4+000 Temperature (Valus)
+4._0( [Set_Point_Tempe ext REALL 0. 000000e+000 Set Point Temperature (Walue)
15.0| |Tenp TimeStawmp_ext DATE_AND_TIME DT#20-1-1-0:0:0_|TineStanp Temperature
+16.0( |Set_Point TimeStawp ext DATE_AND TIME DT#20-1-1-0:0:0_TineStanp Zet Point Temperatur
+24.0 Temperature Status_ext DWORD DIWWFlsgE0 Status Temperaturs
+EZ2.0( |Set_TPoint Status_ext DWORD DWELEHD Status Temperature Set Point Status
=3z.0 END_STRUCT

Functions FC 8 and FC 1 — Fahrenheit_to_Celsius

The function FC 8 (DT_TOD) converts the variables of the type
DATE_AND_TIME into the type Daytime. The function FC 1 converts
° Fahrenheit in ° Celsius.

Data block DB 5 — Show_Time_Temperature_St

The data block DB 5 stores the converted variables of the data block
DB 10. These variables can then be read as OPC variables from the
CPU 416-3 PN/DP.

B LADSSTL/FED - [DBS - "Show_Time_Temperature_St" -- OPC LA 9E 57 SoftPLC T-SMBH Link LAWInLC RT:LADES] [ = | = |[=5)
F File Edit Insert PLC Debug  View Options  Window  Help - 8 X
D s EH & g || o | 25 6 O E w2
Address |(Hame Type Initial wvalue Comment
g.cf STRUCT
+0.0| [Tewmperature Time TIME_OF_DAT TOD#O0:0:0.000
+d.0| |Fecloint_Time TIME_OF_DAT TOD#O0: 0:0.000
+2.0| |CPU_Time TIME_OF_DAT TOD#O0: 0:0.000
+1Z.0( |Temperature REAL 0.000000=+000
+1&6.0| |Temp SetPoint REAL 0.000000e+000
+20.0| (Temperature_Status DWOED DWELEHD
+24.0| (ZetPoint_Status DWOED DWELEHD
=2g.0 ENDiSTRUCT

Organization block OB 1 - Start_ OB

OBL1 calls the functions FC1 and FC3 to form the conversions.

Organization block OB 100 - COMPLETE RESTART

OB100 calls the Function Block FB 20 only once. FB 20 executes the
System Function Blocks SFB 8 — USEND

Note:
If the FB 20 has been modified, the OB 100 must be reinitialized.
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Note:
It is important that the block, executing the System Function Blocks
SFB 8 — USEND, is called only once.

The System Function Block transfers the parameters to the SoftPLC.

In the proper sense, the System Function Blocks SFB 8 — USEND, is not
executed.

8.3.8 Insert the S7 Connection with NetPro

A connection must be added between the OPC server and the in the
IBH Link UA integrated SoftPLC CPU (WinAC RTX).

S8 NetPro - [OPC UA 9 57 SoftPLC T-5 (Network) -- AA0PC LA, O ST SoftPLC T-§] =N o

E'aiQNetwork Edit Insert PLC View Options Window Help - & x

SH S En bl TS BN

CPU 416 — IBH Link UA
Industrial Ethernet

CPU 416-3 PN/DP

TFU_ TMFI/DF [FN-IG
4183 |

A

FN/DF |

Name: IBH Link UA
Type: SIMATIC PC Station

‘l
2

Insert Mew Connection Cirl+N
Highlight ¥
Download >
Rearrange

Object Properties... Alt+Return

| Local ID Partner I | Partner Type | Active connection ‘ Subnet
| S7 connection_1 1 i CPU 416-3 PN/DP/ CPU 416-3 PN/DP | 57 connection | Yes CPU 416 — IBH Link UA [IE]

v
-~
W

| Ready |ASIX AXB8178 USB2.0 to Gigabit Ethernet Adapter.TCPIP.Auto.]

Clicking the command Insert New Connection opens the dialog box.

Insert Mew Connection

— Connection Parther

EI--{E| I the cument project

E% OPC UA BE 57 SoftPLC T-S

=@ CPU 416-3 PN/DP

- [ CPU 4163 PN/DP
B, |BH Link L&

41| inl C AT

[Unzpecified]

All broadcast stations

frene B Tlticast stations
% In unknown project

_ T
Project: IDF'E & 9E 57 SoftPLC T-5 =

Station; |IBH Lir, Ll

Application:  [winLC RTx

— Connection

Type: IS.'-" cohtechion j

W Display properties before inserting

confirm
QK Apply Cancel | Help |

TTI
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Click OK to open the Properties — S7 Connection dialog box —
Tab General.

Properties - 57 connection

OPC | Status Information
— Local Connection End Pairt —Connection identification
[T Configured dynamic connection Local 1D:
I Configured at one end IS? connection_2
¥ Establizh an active connection WFD Name:
[T Send operating mode messages IOPC Server
— Connection Path
Partner
. IBH Link UAS
End Paint: WinlC RTX
Interface: PLC imETilf/ =]
Subnet: [PLC irtemal]
Address: |-
click
Address Details... |
confirm
e _|__to_|

Click the Address Details button for more details of the connection.
Marking the OPC server displays its connections.

e S7 connection 1: CPU 416-3 PN/DP — IBH Link UA CPU [IE]
e S7 connection 2: IBH Link UA CPU — WiInLC RTX

%‘% MetPro - [OPC U4 9B 57 SoftPLC T-5 (Metwork) -- AM0PC U 9B 57 SoftPLC T-5]

B Network Edit Inset PLC  View Options  Window  Help - &

(o8 |m

FH (&R F TS BE )N

CPU 416 — IBH Link UA
Industrial Ethernet

‘CPU 416-3 PN/DP IBH Link UA
rHH” CPU  TMFIDF TFN-ID =]
il |2\00e =
= - Name: [BH Link UA
2 Type: SIMATIC PC Station

(/f'-—_-\ >

Partner D\

JM

’Lucal 0] Partner Type Active connection | Subnet ~
( 37 connection_1 i1 CPU 416-3 PN/DP/ CPU 416-3 PN/DP | 57 connection : Yes CPU 416 — IBH Link UA [IE]
"\S? connection_2 i1 . IBH Link UA / WinLC RTX ST connection Yes PLC internal v

|ASIX AX88178 USB2.0 to Gigabit Ethernet Adapter. TCPIP Auto.1 ?

IBH Link UA Training TTI Trans Tech International® 2019




Chapter 8 IBH Link UA — Integrated SoftPLC Page 8-27

Save and Compile the configuration

F

%}% MetPro - [OPC LA 9E 57 SoftPLC T-5 (Metnork) -- S380PC LA OB 57 SoftPLC T-5]
B Metwork  Edit  Insert PLC  Wiew Options  Window  Help

=8 S e daen S TS BN

click
| Save and CDIT‘IP"E| Save and Compile

Compile
% Complle and check everything

" Compile changes only

{confirm

0k I Cancel | Help

The successful compiling and saving is displayed.

L% Outputs for consistency check for A:\OPC UA 9E 57 SoftPLC T-S\OPC UA 9E 57 SoftPLC T-5 — [

File Edit

Message type | Message | Type Project name Project path

Mo errors,

8.3.9 Select the OPC tags

B3 NetPro - [OPC LA OF 57 SaftPLE T-5 (Metwork) -- AAOPC LA 9 57 SoftPLC T-5] (o] =] =]
%@Network Edit Insert PLC View Options Window Help - 8 X
B8 G S =edd 89S BN
9 ”
CPU 416 — IBH Link UA
Industrial Ethernet
IBH Link UA

CPU 416-3 PN/DP

: MName: IBH Link UA
2 Type: SIMATIC PC Station

Insert New Cennection Ctrl+N

Highlight 3

Download ¥

Rearrange

Object Properties... Alt+Return

v
< >
Local ID Partner I | Partner Type Active connection | Subnet ~
57 connection_1 1 CPU 416-3 PN/DP / CPU 416-3 PN/DP | 57 connection Yes CPU 4186 — IBH Link UA [IE]
57 connection_2 1 IBH Link UA / WinLC RTX 57 connection Yes PLC internal )
| Ready |ASIX AX88178 USB2.0 to Gigabit Ethernet Adapter. TCPIP.Auto.1

Clicking the Object Properties command starts the opening of
several dialog boxes.
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Because all global symbolic operands and the data from all Data
blocks should be used as OPC Tags, mark All in the Properties —

OPC Server dialog box.

Properties - OPC Server

—Accessz Protection

SMMP | PROFINET 10 | ndancy
General OP |  DPmasterclass2 | FOL 150/TCP
Cycle time: 100 ms

[T Activate
Diefault rights;

I j'
Edit... |

[T Rightz specific to OPC jtems

— Jze Symbaols

I

MNone mark. All global symbolic operands and the
e data from all Data blocks is used
ol
i Caonfigured Configure. .. |

[ Amay elements visible at runtime

Time after which an unforwardable protocal alarm is removed:

IEEIDEIEI

ms
b airnum number of pending alarms: a00
confirm
Cancel | Help
If Configured is marked, the Configure :
Configure. ..

button opens the Configure Symbols
dialog box. The data blocks and its

data can be selected as OPC tags. The Tags are displayed due to

the previously configured S7 connection.

Configure Symbols

=) OPC Ua 9E 57 SoftPLL T-5
EHER CPU 4163 PN/ADP
¢ i.[@] cPu M3 PNDP

Address
20

10

Vigible

(0]]

DB

Connection

ACCESS NI
1y

= 1BH Link U SFEE DB
.E e DBS DB 5 Yes
Lk CallUSEND
{F Data_fram_Ex_Sereer
ik DI_JSEND
LT} Show_Time_Temperature S
< > < >
— Elements in active branch — Sumbal zetting:
Symbals: 26 T W isible Access permizsions: IHW’ ;I
Array elements: - ! Connection: IS? connection_2 j
W Download anly vizsible symbols EditEU Lo /Hi v Include lower-level symbols
— Access path
OPC U 9E 57 SoftPLE T-5.0EH Link Ui WinlC AT I
LI Import file Export file Cancel | Help |
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Save and Compile the configuration with the OPC Tags

F

Edit

=% % & =2 s

The successful compiling
and saving is displayed.

click
| Save and Cc}mpile|

Insert  PLC  WiEEREErt Rt

%}% MetPro - [OPC LA OE 57 SoftPLC T-5 (Metwark) -- &80PC A 9B 57 SoftPLC T-5]
%@ M eturark

Campile
& Compile and check everthing

™ Compile changes only

{confirm

e

Cahcel

Help

£ Outputs for consistency check for AMNOPC UA 9E 57 SoftPLC T-S\OPC UASE ST SoftPLCT-5 — O

File

Edit

Message type | Message

Type

Project name

Project path

Mo errors.

Load the configuration into the IBH Link UA

B NetPro- [OPC LA 0E §7 SoftPLC T-§ (Network) -- ANOPC UA O 57 SoftPLC T-5] = R
%g MNetwork Edit  Insert PLC  View Options Window Help - 8 %
AR TIETTTIEIE Y  a,

1 A
CPU 416 —IBH Link UA
Industrial Ethernet
CPU 416-3 PN/DP IBH Link UA
z CFU MFIDF (FNAD (=] WinLC
iy 4183 H — RTX
PN/DP | .
a_ . Name: OPC Server
Type: OPC Server V8.2
Insert Mew Connection Ctrl+M
Highlight >
Download bl Selected Stations Ctrl+L
R Selected and Partner Stations
Earrange
t.l' k
Object Properties... Alt+Return
v
< >
Local ID Partner IO | Partner Type Active connection | Subnet -~
57 connection_1 1 CPU 416-3 PN/DP / CPU 416-3 PN/JDP ;| ST connection Yes CPU 416 — IBH Link UA [IE]
SY connection_2 (1 IBH Link UA / WinLC RTX ST connection Yes PLC internal v
| Ready |ASIX AXB8178 USB2.0 to Gigabit Ethernet Adapter. TCPIP.Auto.1 7

Loading the configuration into the IBH Link UA

5

Thiz action will ovenwrite the configuration data that are already on the

PLCIz]. Do wou gtill want to download?

Mo

Help |

Confirm the
output
messages.

TTI
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+  Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

NPPBEO =2 X442 B B

Project

v [ Project A
v A Servers
12y IBHLinkUA®ibhlinkua_001037 - None - None (uatcp-uasc-uabinary)
> [A Documents v

Address Space & x

3 N Highight

-
1) Root ~
=] Objects

> % Client

> % DeviceSet

v 3 PLes

> % CPU416-3 PN/DP
~ b WinlC RTX
¥ DeviceManual

@ Model

Call USEND
= DI_USEND
= Data_from_EX_Server

1) Show_Time_Temperature_St

Data Blocks

Chapter 8

The SoftSPS (WinLC RTX) appears in the UA Expert Window

After loading, the SoftPLC with
its Data Blocks is displayed in
the UA Expert window.

>
5

>

>

> I SupportedTypes
@ RevisionCounter

8.3.10 Read OPC Server variables from SoftSPS (WinLC RTX)

The OPC variables to be read by the SoftPLC (WIinLC RTX) are
selected via the OPC UA Client function.

& http://192.168.1.14/7 =/opc. O = & || & BH Link UA - OPC Client

<.
L) N

OPC server is running

Connected Servers
[®] urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA {opc.tep:/fibhlinkua_001037:48010)

» 3 urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011) # Good
.................................................. <

Add Server | Add variable to read | Connect variable | ﬂ ﬂ ﬂ

Logout | Update password

www.ibhsoftec com

| Add a vaniable to read from the selected server |

NiBHseftec

>

v [ Objects
» ) Server

¥ 3 PLCs

¥ () WinLC RTX

& DeviceManual

& SoftwareRevision
¥ ) Programs
) SupportedTypes
» [ call USEND

¥ [ DI_Show_Time_and_Temp_5t

&1 Temperature_Time
@ SetPoint_Time

& CPU_Time

@ Temperature

Add Variables

| | to read
& Temp_SetPoint —
? @& Temperature_Status
| @ SetPoint_Status
| > ) Tasks
| > 3 CPU 416-3 PN/DP ™
|
| | sampling interval [ms]: 500
| |discard oldest: ]
Datatype of variable : Ulnt32
OK | Cancel
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Connect to Variables

The read Variables from the SoftSPS (WinLC RTX) must be
connected to Variables of the CPU 416-3 PN/DP.

(& hitp://192.168.1.14/7 =/opc O ~ & | & |BH Link UA - OPC Client

mEE‘; m OPC server is running Logout | Update password |

¥ 23 urn:ibhlinkua_001037:IBHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010)
i/ IBH Link UA.WiInLC RTX.Programs.DI_Show_Time_and_Temp_St.Temperature_Time

» & IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.SetPoint_Time

____________________________________ Added » & IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.CPU_Time
Variables » @ IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St. Temperature
.................................... to read » & IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.Temp_SetPoint

» & IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.Temperature_Status
» & IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.SetPoint_Status
» [ urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011)

< >
Add Server | Add variable to read | Connect variable | ﬂ ﬂ ﬂ

OPC Client >

Connect variable from the source server to the destination variable |

| Select variable to write

[l Connected Servers
¥ [ urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) ~

2 Views
¥ 23 Objects
> ) Server
IIBHs = uA
s » [ Stations wi client
www.ibhsoftec.com v 3 PLCs uA

» 3 WinLC RTX

@ DeviceManual

& DeviceRevision

@ HardwareRevision

& Manufacturer

& Model

@ RevisionCounter

@ SerialNumber

@ SoftwareRevision

¥ [ Programs
[ SupportedTypes
¥ [ Data_of WinLC_RTX

@ Temp_Time_WinLC_RTX
@ TempSet_Time_WinLC_RTX
@ CPU_Time_WinLC_RTX

@ Current_Temp_WinLC_RTX Mﬂ)‘:frri'tibm
@ TempSet_WinLC_RTX
@ Temp_Stat_WinLC_RTX
@ TempSet_Stat_WinLC_RTX
> 3 Tasks v
< ) >

Datatype of variable to read : Ulnt32

Datatype of variable to write : Float

Ok Cancel

In the IBH Link UA web browser window OPC Client the connections
are displayed.

Connected Servers

¥ 3 urn:ibhlinkua_001037:1BHsoftec: IBHLinkUA (opc.tep://ibhlinkua_001037:48010)
¥ & IBH Link UA.WInLC RTX.Programs.DI_Show_Time_and_Temp_St.Temperature_Time
@ IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.Temperature_Time.TimeStamp Variable connection
@ IBH Link UA.WinLC RTX.Programs.DI_Show Time and Temp St.Temperature Time.Status
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8.3.11 Display of the transferred variables

Variable Table — AirCond1_Data WinLC_RTX (VAT 1) — of the PLC
CPU 416-3 PN/DP online.

K2 var - [AirCond1_Data WinLC_RTX -- @OPC LA 9E S7 SaftPLC T-SACPU 416-3 PN/DPVCPL 416-3 PN/DEYAr Canditioner Temp ONLINE] | = || 2 |23
ﬁTable Edit Insert PLC  ‘ariable ‘iew Options Window Help - 8 X
+| 0|2 d S| &|5l@lo ] X[ 8| »2 s wr| 5|9

fg Address Symbal Display format Statuz value odify value M
1 MD 38 "Temperature_&irCond1" FLOATING_POINT | 71.9948
2 MD 42 "Temp_SetPaint_airCond!" FLOATING_POINT . 720
3 DESDED 0 | "Data_of_WinLC_RTH" Temp_Time_\WinlC_RTX TIME_QF _D&Y TOD#10:27:09 249
4 DBSDED 4 | "Data_of YinLC_RTH" TempSet_Time_tWinlC_RTX TIME_OF _Divy TOD# 0:27:00 249
5 DBSDED & | "Data_of_WWinlC_RT¥" CPL_Time_yinLC_RTX TIME_OF _Divy TOD#10:27:10.000
& DBSDED 12 | "Data_of_WWinlC_RTX" Temperature_AinlC_RTX FLOATING_POINT | 2221354
7 DBSDED 16 | "Data_of_WWinLC_RTX" TempSet_WinlC_RTH FLOATING_POINT | 2222222
g DESDED 20 | "Data_of_YinLC_RTX" Temp_Stat_WinlC_RTH HEX Dhvi# ER00000000
q DBESDED 24 : "Data_of WWinLC_RTH" TempSet_Stat_winLC_RTx HEX Loy B 00000000 W
OPC LA 9E 57 SaftPLC T-S4CPU 416-3 PN/DP.. i Conditianer Temp <O R Bbs < 5.2

Variable Table — AirCond1l_Data_ WinLC RTX (VAT 1) — of the
integrated IBH Link UA SoftPLC WinLC RTX online.

€3 War- [AirCond1_Data_ WinLC RT3 -- @OPC UA 9E 57 SoftPLC T-S4IBH Link UAWInLC RTASoftPLC IBH Link UA ONLINE] [ = |[ = [[=25]
K8 Table Edit Insert PLC ‘ariable ‘iew Options  Window  Help - 8 X
# DE & % melo|] X [= 8] W Spfer wr| 6593
;; Adddress Symbol Display formst Status value Modify value ~

1 DBSDBD O "Shove_Time_Temperature_St" Temperature_Time TIME_OF _DaY TOCR 0:30:13.364

2 OBSCBD 4 "Shiowe_Time_Temperature_St" SetPoint_Time TIME_CF_DAY TOD#10:30:19.364

3 LEsCBD & "Shiowy_Time_Temperature_St".CPU_Time TIME_CF_DAY TOD#10:30:19.931

4 pesDBED 12 "Showy_Time_Temperature_St" Temperature FLOATIMG_POINT 2220272

5 DESDBED 16 "Showy_Time_Temperature_St" Temnp_SetPoirt FLOATIMG_POINT 2222202

5] DBESDBD 20 "Shovy_Time_Temperature_St" Temperature_Status HE= Dy Ge00000000

7 OBSCBD 24 "Showe_Time_Temperature_St" SetPoint_Status HEX D 600000000

g DE10DED O "Diata_from_EX_Zerver". Tempersture_ext FLOATIMG_POIMT 720

9 CE10CED 4 "Data_from_EX_Server".Set_Point_Tempe _ext FLOATING _POINT 720

10 DE10.DED 24 "Data_from_EX_Server" Tempersture_Status_ext HEX Dy G00000000

11 DE10.DBD 25 "Data_from_EX_Server" Set_Point_Status_ext HEX DAy GR00000000 o

OPC UA 9E 57 SaftPLC T-SWBH Link &Y. ASaftPLE IBH Link U, O ROE (aks <52

The UAExpert program window AddressSpace displays information
of the connected external OPC server.
Double-click TemperatureSetPoint to modify the value.

" Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Sever Document Seitings Help

DePPBO =0 X485 B R <

Project B x| Data Access View [x]
v [ Project # Server Node Id Display Name Value Datatype  Source Timestamp Server Timestamp  Status
v [ Serven 1 T ib... ] NS4|String|S7... Temperature_AirCond1 712036 Float 14:12:04,.768 14:12:04.786 Good

T2 IBHLinkUA@ibhlinkua_001037 - None - None (uatcp-uasc-uabinary HLinkUA®ib.,. ) NS4[String|S7... Temp_SetPoint_AirCond1 80 Float 49,966 14:08:50.468 Good

= 3 aServerCpp®...) NSO|Numeric... CurrentTime 2017-07-21T12:12:04.663Z  DateTime 04663 14:12:04.663 Good

2 UaServerCpp@TTI-RED-WIN'10-6 - None - None (uatcp-uasc-uabinary, UaServerCpp@... | NS3|String|Ai.. Temperature 0884 ouble 14:12:04.627 14:12:04.627 Good

v GCUNTEnts 5 | VaServerCpp@... | NS3|String|Ai... TemperatureSetPoint Double 13:52:04.184 14:10:32.084 Good
3 Data Access View

double click

Address Space g X to modify
4 NoHighlight -
~ [ BuildingAutomation ~
v % AirConditioner_1
@ Humidity _ drag & drop _ Address Space

9 Stop 3 Mo Highlight

0 Temperature
12 Root
@) TemperatureSetPoint ]
~ 1) Objects

&% ArConditioner_10

b Client
0 Demo & DeviceSet
v & Sever v [ pLcs
& AlarmsNoNodes v & SoftPLC 416
&% ServerRedundancy @ DeviceManual
v @ ServerStatus drag & drop @ DeviceRevision drag & drop

@ Buildinfo ~ &% GlobalVars
D Temp_SetPoint_AirCond1
@ secondsTillshutdown ) Temperature_AirCond!

# HardwareRevision
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8.4 Configuring the SoftPLC in the IBH Link UA with the
TIA Portal

In the following example project — OPC UA SoftPLC T-S TIA15. The
temperature values and the TimeStamps are converted

(° Fahrenheit in ° Celsius; Date and Time in Daytime). After
conversion, the status data are sent to the PLC CPU 416 (IBHsoftec
SoftPLC) for display (VAT).

The temperature values and the TimeStamps are converted

(° Fahrenheit in ° Celsius; Date and Time in Daytime). After
conversion, the status data are sent to the PLC CPU 416 (IBHsoftec
SoftPLC) for display (VAT).

“#PC UA De:
Cllent Server Node-RED

fit

_-- ) | — —
Flrewall .

| “=OPCUA Server “OPC UA
Client

IP Address .7 e
192.168.1.11 A RFC 1006

¥ SoftSPS

8.4.1 Activating the integrated SoftPLC

The SoftPLC must be activated via the WEB interface of the IBH Link
UA. For more details, how to activate the integrated SoftPLC see
page 9-2.

I ————————
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8.4.2 PLC program of the SoftPLC 416 [CPU 416-3 PN/DP]

The data from the IBH Link UA SoftPLC is transferred into the DB5
(Data_of _WinLC_RTX) of the CPU 416. VAT1 — AirCond1_

Data WIinLC _RTX is used to display this data. OB 1 has no
function.

Open the project OPC UA 9E TIA15 SoftPLC T-S

T8 Siemens

j New... H
ol Open... Recently used
Migrate project... Project Path Last change
Close _"IDF'C UA9E TIA 15 SoftPLC TS.ap15 AJMDPC UASE TIA 15 SoftPLC T-5 312002018,
H Save as...
Delelte project... | < || Ll ¢ Confirm
Archive_.
Retrieve... | Browse | | Remaove | r Open 1 | Cancel |
Menage multiuser server projects g |

Data Block DB5 — Data_of WinLC_RTX —

The variables defined by the SoftPLC in the IBH Link UA to the PLC
CPU 416 (IBHsoftec SoftPLC) are defined here.

OPCUA 9E TIA 15 SoftPLCT-S » SoftPLC 416 [CPU 416-3 PN/DP] » Program blocks » Data_of_WinLC_RTX [DB5]

»

bl

= _* o, dy E= 7 Keepactualvalues [Jg Snapshot "%- =
Data_of_WinLC_RTX

Copysnapshots to startvalues g i

r

MName Data type Start value Comment
1 40 * Static
2 4] = Ternp_Time_WinLC_RTX Time_0Of Day
3 dam= TempSet_Time_WinLC_RTX Time_0Of Day
4 4] = CPU_Time_WinLC_RTX Time_0Of Day
5 4O = Current_Temp_WinLC_RTX Real
6 <] = TemnpSet_WinLC_RTX Real
7 odalmw Temp_Stat_WinLC_RTX DwWord
g8 4w TempSet_Stat_WinLC_RTX DWord
9 = <Add new:

Watch Table_1
Watch Table_1 of the PLC CPU 416-3 PN/DP is used to display the
data from the SoftPLC WIinLC_RTX, integrated in the IBH Link UA.

OPCUA 9E TIA 15 SoftPLC T-S » SoftPLC 416 [CPU 416-3 PN/DP] » Watch and force tables » Watch table_1

T4 Y Ik
i Name Address Display format Monitor value Modify value 4
1 *Data_of WinLC_RTX" Temp_Time_WinLC_RTX @@lﬂME_OEDﬁY [+]
2 *Data_of_WinLC_RTX" TempSet_Time_WinLC_RTX %DB5.DBD4 TIME_OF_DAY
3 "Data_of WinLC_RTX".CPU_Time_WinLC_RTX %DB5.DEDS TIME_OF_DAY
4 "Data_of_WinLC_RTX" Current_Temp_WinLC_RTX %DB5.DBD12 Floating-point number
5 “Data_of WinLC_RTX" TernpSet_WinLC_RTX %DB5.DBD16 Floating-point number
[ "Data_of WinLC_RTX".Temnp_Stat_WinLC_RTX %DE5.DBD20 Hex
7 *Data_of WinLC_RTX" TempSet_Stat_WinLC_RTX %DB5.DBD24 Hex
8 “Temperature_AirCond1” ®MD38 Floating-point number
9 *Temp_SetPoint_AirCond 1" %MD42 Floating-point number

I —————————
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Default Tag Table_1

OPC UA 9E TIA 15 SoftPLCT-S » SoftPLC 416 [CPU 416-3 PN/DP] » PLC tags » Default tag table [2] - B X

|@] Tags || & User constants ||@ System constants
= =
Default tag table
Mame Data type Address Comment
1 @| Termperature_airCondl | peal %MD3E B Durmmy wariable not used
2 <10 Ternp_SetPoint_AirCond1 Real %MD 2 Durnrmy wariable not used

Note:

The variables Temperatuer_AirCond1 and Temp_SetPoint_AirCondl
are only required for the definition of the OPC variables.

The variables (MD 38, MD 42) have no further function.

The Organization Block Main [OB 1] has no function.

8.4.3 Hardware Configuration CPU 416-3 PN/DP

A double-click on CPU 416-3 PN/DP opens the dialog box to set the
interface Ethernet address. The PC executing the IBHsoftec
SoftPLC 416 has the Ethernet address 192.168.1.10.

OPCUA 9E TIA 15 SoftPLCT-S » SoftPLC 416 [CPU 416-3 PN/DP]
|5'? Topology view ”ﬁg‘h Network view ||—[|'|‘ Device view |_
nh-é|SUﬁ:PLC4‘I|5[CPU416-3PNIDF1'|éE—Jéﬂ"«jé _Ij@li =

9 10 11 12 13 14 15 16 17 18
I1BH SoftPLC

(<[ m [>][100% [ —%—

‘QProperties ||"j.'.|nfo iJ"ﬁDiagnostics |

J General ” 10 tags |
» General

» MPIDP interface [X1]

w PROFIMET interface [X5] Not netwarked

General PMIIE_1

erne esses! Subnet: |PNJ’IE_1 ﬂ
Time synchronization r T 1
;

» Advanced options b

System constants || Texts |

Ethemet addresses

Interface networked with

Diagnostics addresses

IP protocol p Click here to create a new subnet.
Startup
ocle TP address:
Clock memaory set
b Interrupts " gbnetmask: | 255 . 255 . 255 . 0 |p address SoftPLC 416
Diagnastics system i || Use router CPU 416-3 PN/DB
v

-

System diagnostics Routeraddress: |0 .0 .0 .0

Time of day
Retentive memory PROFINET
Mermory
Frotection

» Web server
Overview of addresses

[V Generate PROFINET device name automatically

FROFINET device name | softplc 416

Converted name: |softploa416c2f6

Further settings are
default settings
Il

|
|
Device nurmber: |0 |V|
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Loading the Hardware and Software into the CPU 416-3 PN/DP

With the commands from the context menu, the software and the
hardware of the device are compiled.

OPC UA 9E TIA 15 SoftPLCT-S » SoftPLC 416 [CPU 416-3 PN/DP]

| = Topology view ||ﬁg'h Network view ([[IY Device view |7}

B A q q = — e e e ——
d<TEoftrLe 416 [CPU416-3 PruDA w T ol 1 HE @
Py
&+ Change device
1 2 EE'EI G to Aetaark view 13 14 15 16 17 18
IBH SoftPLC
° Hardware and software (only changes)
Download to device » Hardware (only changes)

ﬁ Go ahline Ctrl+k Hardware (rebuild all}
&Y Go offline Ctrl+bd Software (only changes)
ﬂ Online & diagnostics Ctrl+D Software (rebuild all}

_-|-D Export module labeling strips..

With the commands from the context menu, the software and the
hardware configuration are load into the device

OPC UA 9E TIA 15 SoftPLCT-S » SoftPLC 416 [CPU 416-3 PN/DP]

= Topology view ||ﬁi'm Network view ([[If Device view D
: N B N B B, ——
[SofPLC 416 [CPU 416-5 PNIDA :J@ [ &=

n N s

o™ ALY right click
W
el Change device
142 o G0 to netwark view 13 14 15 16 17 18
IBH SoftPLC .
Compile 4
Download to dewvice Hardware and software (only changes)
& Go online Cerl+K Hardware configuration
&Y Go offline Ctrl+hd Software {only changes)
ﬂ COnline & diagnostics Ctrl+D Software (all)

[ Export module labeling strips.

The load command of the hardware configuration opens the dialog
box shown below.

Extended download to device [

Configured access nodes of "SoftPLC 416"

Device Device type Slot Type Address Subnet
SoftFLC 416 CFL 416-3 PNIDF 2x5 FMIE 192.165.1.10 FM/IE_1
CPU 416-3 PMIDP 21 MPl 2

Type of the PGIFC inteface: ﬁ_ PHIIE

-
open | select
PaIFCinterface: [l ASIX AXB8178 USB2.0 to Gigabit Ethernet Ad o | (©)
Connection to interface/subnet: | FMAE_1 {open | select j' ©
15t gateway: | ‘ - | @

Select target device:

Device Device type Interface type Address Target device
= = FHIE Access address =

Flash LED
Online status information: ["] pisplay only error MES5agip Start search

| Load | | Cancel |

I —————————
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The successful search is displayed
Extended download to device [X
Configured access nodes of "SoftPLC 418"
Device Device type slot Type Address Subnet
SoftPLC 416 CPU 416-3 PN/DP 2x5 PNAIE 192.168.1.10 PRIE_1
CPU 416-3 PN/DP 2x1 Fl 2
———
Type of the PGIPC interface: |—LPNI'|E |'|
PGIFCinteriace: [l ASIX AX88178 USB2.0 to Gigabit Ethemet Ad... |~ | ©)[€]
Connection to interfacelsubnet: | FHIE_1 |V| @
15t gateway: | |V| @
Select target device: Show devices with the same address | - |
Device Device type Interface type Address Target device
SoftPLC 416 CPU 416-3 PN/DP PMIIE 192.165.1.10 SoftFLC 416
= = = Access address =
[|Flash LED
Online status information: D Display only error messages
© scan completed. 1 compatible devices of 1 accessible devices found.
rt2 Retrieving device infarmation... E
Scan and information retrieval completed.
V]
click
Load Lancel
A preview of the loading is displayed.
Load preview X
9 Check before loading
Status | ! Target Message Action
4 & ~ sofiflc4is Ready for loading.
1 ~ Protection Frotection from unauthorized access
Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. byuse offirewalls and network segmentation. For
more information about industrial security, please visit
H httpdivww siemens .comiindustrialsecurity
0 » Stop modules The modules are stopped for downloading to device. Stop all
e » Device configurati.. Delete and replace system data in target Download to device
0 » Software Download software to device Consistent download
[<] I 2]
Finish ! | Cancel |
=

Finish loading

Status | !

9

Target
¥ SoftPLC416

1 b Start modules

9 Statuz and actions after downloading to device

Message Action

Downloading to device cormpleted without error.

M start all

Start modules after downloading to device.

click Finish ! | Load | | Cancel |

TTI
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8.4.4 IBH Link UA as SIMATIC PC station

A double-click on Add New Device | v | ] OPCUA9E TIA 15 SoftPLC TS
opens the Device Selection dialog box. | W Add new device
double click

If an OPC server is inserted into the
project, a SIMATIC PC station is automatically inserted.

Add new device 'X

Device name: @

. enter name
| OFC Server - IBH Link UA |

[ e | « (i PC systemns Device: arc
u b [ﬁ PC general Server
» (D Industrial PCs

» (il SIMATIC 57 Open Controller u
» (il SIMATIC 57 Embedded Controller
[ 'E| SINUMERIK operator components

» (il SIMATIC Contraller Application
b [ SIMATIC HMI application

Controllers

OPCserver

Article no.: |DPC Server

[[3 User applications

() OPC serven S
{openy - Version:
g (D Application m@
- Description:
g OPC server for the DP, FOL, 57 (between different

N
)

[swvs2 ..

subnets), 57 alarms, ISOITCR, SHNMP, DP master
class 2, PROFINET IO, SIMATIC NET PC software

VB2
PC systems
click
(oonﬁml
[w) Open device view , oK 1 | Cancel
Insert the communication module into the IBH Link UA
OPC UA 9E TIA 15 SoftPLC T-S » IBH Link UA [SIMATIC PC st'atiun] - 0 mX
|E Topology view ||EE'E| Network view '-|| Options [T
f i =
dt [ PoSystern 1 [SIMATICPC Stad v | g IF £ H m
H i [=5
E {LCatalog > 5
Bl | Dk
@rer (a6 ) [a]|8
(=]
v [Q PC general =
» [H SIMATIC Controller Application Lo
SIMATIC PC station » [ SIMATIC HM application [
» (3 Userapplications E
P [l Communications medules =
@ -
Z N [f@ PROFINETIEthe et E
35 :@B v [ CP 1604 s
S . v [ CP 1612 (A2) 5
W » i@ CF 1613 (AZ) —
D » (1 CF 1616 onboard _,3
7 » @ CP 1616 2
» [ CP 1623 @
b g CF 1628, (double click} |
. LU
» [j@ PROFIBUS <
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Setting the Properties of the Communication module

OPC UA 9E TIA 15 SoftPLC T-S » IBH Link UA [SIMATIC

. station]

|E Topology view

||EEH Network view

|||]1‘ Device view

SIMATIC PC station

<[ w ]

:
&
-
2
a@d

ar

L~ | | <;

[-] =)

T S

=
100%
|3 Properties 3?4 Info |

|ﬁ Diagnostics |

1m' 10 tags || System constants " Texts |

» General
PROFIMET interface (1)
General
n .
Qptions
Ethernet add

Ethernet addresses

Interface networked with Mot networked

FHIIE_1

Subnet SIS

I} —IT|

b Advanced options

OFC configuration

150 protocol

[Juse 150 protacol

MAC address: [0& -00 -06 -01 -00 - 00|

IP protocol

T =l T

IP address

Subnet mask!

D Use rau

.0

Further settings are
default settings
(B}

Router address: | 1] .o .0 |

|w] Use IF protocol IBH Link UA
..-ﬂ""-- i~
i IPaddress A 192 168 .1 .14 | Set©
2

8.4.5 S7 Connection IBH Link UA OPC Server — SoftPLC 416

Use drag&drop to establish the S7 connection from the OPC Server
to the PLC 416.

OPCUA 9E TIA 15 SoftPLC T-S » Devices & networks

[f Network u Connections 15? cohnection

HMI connection

E-rmail connection
o FDL connection
150 connection
150-0n-TCP connection
FtF connection
ahnection
TCP connection
UDF connection
softPLC 416 IBH Link UA P QPC
CPU 416-3 PMIDP SIMATIC PC Stat... 13 Server
drag & drop
|—
[oMnE 1 |
PMJIE_1

S Device view
T

=1

[>]

L r | | s

TTI

Trans Tech International® 2019
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The established S7 connection is shown

OPCUA 9E TIA 15 SoftPLCTS » Devices & networks

|,5_5 Topology view ||,J-Eh Network view  |[[If Device view

=

e

1 Highlighted: Connection

SoftPLC416 I1BH Link UA OPC
CPU 416-3 PNIDP : SIMATIC PC 5tat... Server

57_Connection_1

<]

<] w 100% %

| Network overview " Connections ” /O communication " VPN |
w Local connection name | Local end point Local 1D (hex) Fartner ID (hex) Fartner Connection type
S7_Connection_1 OPC Server-IBH Link UA [OPC Server] 57_Cennection_1[=/] 1 |J! SoftPLC 416 [CP_..| v | 57 cannection
57_Connection_1 [l softPLC 416 [CPU 416-3 PNIDF] 1 57_Connection_1 @ OPCServer-IBHLi.. 57 connection
(<] [ NE
|§. Properties ||"_x.‘. Info " ﬂ Diagnostics |
J General " 10 tags " System constants " Texts
General Il C I
enera
Local ID
Special connection properties Connection
Address details
OPC Mame: |57_C0nnect|on_1

Connection path

Local Fartner
L oPC
A Serer
: o
Il End point: |OPCServer - IBH Link UA [OPC Server] | | SoftPLC 416 [CPU 416-3 PNIDF] |
Interface: | IEH Link UA Interface, PROFINETinterfacel v| | SoftPLC 416, SoftPLC 416 interface[X5] ||
Interface type: |Elhernet | |Elhemet |
Subnet: [PNIE_1 | ™ [PritE_1 | =
Address: [192.168.1.14 | [1921881.10 |
|Pkadd[955 IP address SoftPLC 416 Find connection path
IBH Link UA CPU 416-3 PN/DB

Select OPC tags (symbols) in the OPC configuration
Open the OPC Server / Property configuration.

OPCUA 9E TIA 15 SoftPLCT-5 » 1BH Link UA [SIMATIC PC station]

|§ Topology view ||ﬁg,, Network view I||]

e ey A —
g} atig - 3

i €IBH Link UA [SIMATIC PC Statid w [l - [
Ne——— :

open ! select .
&
&
\5?
-
NS
\@2‘
SIMATIC PC station
=
2
< [»] [100% = vy
|'e properties  [*Info |2l Diagnostics |
JGeneraI " 10 tags ” System constants " Texts ‘
» General I oPC bal
o symhbols
DF master class 2 ONnne
FDL

Call

() Configured
{mark) [ Configuring... ]

[ Field elerments visible during runtime } Caonfiguring...

- 57

OPC symbols:
OFC alarms

OFC program slarms ma...

57 UA redundancy
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The Configure button opens a r Configuring...
dialog box listing the operands defined in the symbol table. These
operands must be selected as OPC tags.

Due to the previously configured S7 connection the PLC knows the
variables.

Symbol configuration %

Symbol selector

- 3 OPCUA9E MA 15 SoftPLCTS  Name Data type Address Visible | Connection Access
- :i CFU 41 6-3 FNIDE iTemperature_airCond1 : Real %MD 35 True S7_Connection_1 Readirite
:D PLC tags, Termnp_SetFoint_airCond1 Real D2 True S7_Connection_1 Readrite

» :D Program blocks

Read

(<] ] Wirite

ReadWrite

— : hone
Elements with active branch w] “isible Access right: ReadWrite =
b

Syrnbals: 2 Connectioh: 57_Connection_1 |~ |
Loww lirmit: High lirnit:
|n.00000000000 | [n.0o0o000n00o |

CSV Import f Export

Access path
[ | OPCUA 9E TIA 15 SofPLC T5.57-400 station_1.50fiPLC 416 | |

[ QK 1 | Cancel |

In the example, all global symbolic operands and the data from the
Data block should be used as OPC Tags, mark All in the Properties
— OPC Server dialog box.

OPCUA 9E TIA 15 SoftPLC T-S » IBH Link UA [SIMATIC PC station]

|E Topology view ||EE,:, Network view € ||'|‘ Device view >

ﬂg—ﬁua[smmcmmati;v ) JIT R : = [
.
{openl select ) E
o
2 i
& )
\@2\ n
L3
SIMATIC PC station N
o
=
[ <[ [3] [100% [+] —3— &
|§,Pmperties ||"_i.'.lnfu ”ﬁ Diagnostics |
JGeneraI || 10 tags || System constants || Texts |
b General 1 OFC bol
- symbols
DF master class 2
FOL — () None
- 57 o
OPC syrbols: m
OFC alarms c @G =
OFC prograrn alarms ma.. |, | Configuring... |
57 UA redundancy il [] Field elements visible during runtime
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Compiling the OPC Server configuration

OPC UA 9E TIA 15 SoftPLC T-S » IBH Link UA [SIMATIC PC station]

##¢TBH Link UA [SIMATIC PC Statiﬂ ~T»

|5'? Topology view "ﬁgh Network view ([[l} Device view

Change device

E-F Go to topology view

. Eg'h Go to network view
SIMATIC PC station

Compile Hardware and software {only changes)

Download to device 3 Hardware (only changes)

& Goonline Crl+ K (rebuild all)

&Y co offline Corl+ Software (only changes) _

1) online & diagnostics Ctrl+D Software (rebuild all}
w Assign device name Software (reset memaory reserve)

Receise alarms

If no error occurs during the hardware compilation, the hardware can
be loaded into the IBH Link UA OPC server.

y S

| Export module labeling strips...

Load the configuration into the IBH Link UA OPC server

OPC UA 9E TIA 15 SoftPLC T-S » IBH Link UA [SIMATIC PC station]

##¢TBH Link UA [SIMATIC PC Statiﬂ ~T»

|5'FTopulogyview "ﬁgh Network view  ([JIf Device view _J

Change device

& Goto topology view
iy Go to network view

SIMATIC PC station

Cornpile 4
ad 1 Hardware and software (only changes)
ﬁ Go onlin Ctrl+K ar guration
&Y Go offline Corl+ Software {only changes) ok
g Online & diagnostics Ctrl+D Softweare {all)
B Assign device name
Receive alarms
[ Export rmodule labeling strips...
The selection of the interface is shown
Extended download to device %
Configured access nodes of IBH Link UA®
Device Device type Slot Type Address Subnet
IEH Link UA Interface  |E general 2x1 PMIIE 192.168.1.14 PMIE_1

Type of the PGIPC interface: ﬁ_ PHMIIE

-
{open | select
FGIFC interface: |ﬂﬁ.5|)(;‘-.)(881 78 USB2.0 to Gigabit Ethernet AdZ. @

Canhectioh tao interfacefsubnet: |PNIIE_‘I (openfsele{:‘t&' @

st gateway: |

Select target device:

Device Device type Interface type Address Target device
= = PMIIE Access address =
Flash LED
Online status information: [ pisplay anly errar ME3530¢p Start search

| Load | | Cancel |

I —————————
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Extended download to device %

Configured access nodes of "IBH Link UA"

Device Device type Slot Type Address Subnet
IBH Link UA Interface  |E general 2x1 PMIIE 192.168.1.14 FMNIIE_1

Type of the PGIPC interface: ﬁ_ FNIIE {open | select *
PGIPCinterface: [Rill ASIX AX88178 USB2.0 to Gigabit Ethernet Ad_‘f. ~| @
‘Connection to interface/subnet: | FMIE_1 “H @

Select target device:

Device Device type Interface type Address Target device
= = PHIIE 192.168.1.14 =
= = PMIIE ‘ Access address =
. mark;
D Flash LED
Online status information: D Displayonlyerror messages

0 Scan completed. 1 compatible devices of 1 accessible devices found.
%9 Retrieving device information_..

scan and information retrieval completed.

<Pn]

{confirm
Load | | Cancel |
Load preview [
9 Check before loading
Status | ! Target Message Action
4 &~ IBHLink UA Ready far loading.
H ¥ Frotection Protection from unauthorized access
Devices connected to an enterprize network or directly to the
internet must be appropriately protected against unauthorized
access, e.9. by use of firewalls and network segmentation. For
maore information about industrial security, please wisit
I http:fwssaw siermens. comiindustrialsecurity
(] ¥ Device configurati.. Delete and replace system data in target Download to device
(<] i I>]
Refresh
confirmy | o4
| Finish | Load ! | Cancel |

The progress of the loading process is displayed.

Diagnostics

|| Cross-references || Compile |

@\\I\.lshonallmessages |'|
! Message Go to ? Date Time
e Start downloading to device. 792017 4:14:41 PM
e > IBH Link UA 7N9/2017 41441 FM
Q ¥ Stationrmanager FN9IZ017 4441 PM
e Stationmanager stopped. 7192017 41548 P
Q Hardware configuration was loaded successfully. 7N9/2017 41848 PM
e Stationmanager started. 7192017 41548 P
Q The RAM contents were copied to the ROM. 7N9/2017 41849 FM
Q ¥ Local modules 7192017 4:114:41 PM
Q ¥ |EH Link UA Interface 7292017 41441 FM
Q Hardweare configuration was loaded successfully. 792017 41849 PM
e IBH Link UA Interface started. 7192017 4118549 FM 3
Q The RAM contents were copied to the ROM. TN9I2017 41849 PM
e * OPCServer-1EH Link UA 7N9/2017 417441 P
Q Hardware configuration was loaded successfully. 7N9/2017 41849 PM
Q The RAM contents were copied to the ROM. 7192017 4:15:49 P

OFC Serser - IBH Link LA started. 792017 41849 FM

Q «__Loading completed (errors: 0; warnings: O). - 7192017 4:18:49 PM

I ————————
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Add a Server

Set up the IBH Link UA server. To do so enter the previously copied
endpoint URL opc.tcp: //192.168.1.14: 48010 into the field
opened in the IBH Link UA Web browser window / OPC Client for an
external OPC UA server.

The Security Policy None and the Security Mode None have been
selected for data transmission.

Set up the External OPC UA Server is defined. To do so the
endpoint URL opc.tcp: //192.168.1.10: 48011 of the external
OPC UA Server is enter the field opened in the IBH Link UA Web
browser window / OPC Client.

The absolute endpoint URL must be used because there is no
NameServer available.

For data transmission, the Security Policy None and the Security
Mode None have been selected.

For detailed information see chapter 5-12.

Add Read Variable

The two variables Temperature and TemperatureSetPoint from the
external OPC UA Server are declared to be read variables. They are
passed to the PLC program in the CPU-416 via the IBH Link UA
OPC Server.

LM © hitp://192.168.1.1477_~/ope, 2~ & | @ iBHLink A - OPC Client %

,-%-.: OPC server is unning Logout | Update password |

[ConnectedServers = Stotws |
2 urn:ibhlinkua_001037:1BHsoftec:1IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) & Good (

< >
Add Server ‘ Add variable to read ‘ Connect variable ‘ x| G| &
x/ 0.

| Add a variable to read from the selected server |

| select variable to read x|
[} Connected Servers

¥ 3 urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tep://TTI-RED-WIN10-6:48011)
I Views
¥ 23 Objects

» 2 Server

» ) Demo

¥ [ BuildingAutomation

& ControllerConfigurations
.

@ State

Add Variables

» [ StateCondition
to read

& State

W
llNBHsoft e

www.ibhsofteccom  Conte &2 PowerConsumption

< >

Isampling interval [ms]: 500 I
3
queue size: [1 set

discard oldest: ]

Datatype of variable : Double

(OK] Caneel| ||

I —————————
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Connect to Variables

The two as read variables declared Temperature and
TemperatureSetPoint are connected to the IBH Link UA OPC
Server, which then feeds them to the PLC program in the CPU 416.

(= hitp://192.168.1.147% =/opc. £ = & || & IBH Link UA - OPC Client

mEE; m OPC server is running Logout | Update password |
Connected Servers S EE m

------------------------------------------------- £33 urn:ibhlinkuz_001037:1BHsoftec: IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) @ Good |
¥ 3 urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011) @ Good (
&z AirConditioner_1.Temperature
&z AirConditioner_1.TemperatureSetPoint

................................................. Add Server‘ Add variable to read| Connecivan'ahle| ﬂ ﬂ ﬂ
{click

Connect variable from the source server to the destination variable |

| Select variable to

|
[l Connected Servers

| ¥ 2 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010)
| Views ~
¥ ) Objects
""""""""""""""""""""""""""""""" » 3 Server
» [ DeviceSet
» [ Stations
------------------------------------------------- v PLCs
> 3 WinLC RTX
¥ 2 SoftPLC 416

||||IIIIBH ft @ DeviceManual k UA
sn | @ DeviceRevision servar i client

www. ibhsoftec.com  Cont @ HardwareRevision n uA
| @ Manufacturer '
! & Model
& RevisionCounter
& SerialNumber
@ SoftwareRevision
» [3 Programs
> O Tasks Add Variables
* 2 ParameterSet to write
¥ ) Globalvars
:x| Temp_SetPoint_AirCond1
emperature_AirCondl

» [ Slots
< >

Datatype of variable to read : Double

Datatype of variable to write - Float

(OK] Cancel

In the IBH Link UA web browser window OPC Client the established
connections are displayed.

AirConditioner_1 = SoftPLC 416 — GlobalVars

& http://192.168.1.14/7_=/opc_client (2 IBH Link UA - OPC Client %

% m OPC server is running Logout ‘ Update password |
[eammecten semvers o Tt |

[=) ibhlinkua_001037:IBHsoftec:IBHLinkUA (opc.tep://ibhlinkua_001037:48010) # Good
¥ 2 urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011) . % Good
"""""""""""""""""" ¥ @ AirConditioner_1.Temperature Connect variables
onditioner_1.Temp of the external
® AIrC 1. . Til OPC UA server

@ AirConditioner_1.Temperature Status
-4 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010).57-400 station_1.50ftPLC 416.Globalvars. Temperature_AirCond1
: AirConditioner_1.TemperatureSetPoint

® AirConditioner_1. Ti
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, @ AirConditioner_1.TemperatureSetPoint.Status

-4 urn:ibhlinkua_001037:18} inkUA (opc.tcp:/fibhlinkua_001037:48010).57-400 station_1.SoftPLC 416.GlobalVars. Temp_SetPoint_AirCond1
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, < >

Add Server | | Add variable to read Connemvariahle‘ ﬂﬂ ﬂ
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8.4.6 Inserting a SoftPLC as SIMATIC WIinAC RTX in the
SIMATIC PC Station (IBH Link UA)

A double-click on WinAC RTX Software PLC / 6ES7 611-4SB00-
0YB7 firmware version V4.6. inserts the module in the SIMATIC PC
Station (IBH Link UA).

OPC UA 9E TIA 15 SoftPLCT-S » IBH Link UA [SIMATIC PC station] — o B X

|E Topology view ||Eg'h Network view € "T Device view } Options e

. x

g [ 1BH Link UA [SIMATIC PC Statig | g - & H(H & s =5 i
R L Catalog D 3

z‘t"l - Catalog 3

& “Searchs wit|| o

& ] i |

\-><%' (J.—,ja- the module [ Fileer Profile: [<all:  [+] :i

& & is inserted _| » (@PCgeneral =
vr\'_m SIMATIC Controller Application |
e —

SIMATIC PC staticn ~ Ll SIMATIC WinAC RTX LA
~ [ WinAC RTX Software PLC =

5 ﬁ [. GESY 611-45B00-0YET: E

= o » [ WinAC RTx F 9 o

2 = . s

U = » [ Unspecified PC =

= =] = } [k SIMATIC HMI application

E ] E:-} Userapplications —

ST D D » h_m Communications modules —i’

- 5 2

-3

To ensure that the modules are at the right position and have the
required software version click on Device view to open the Device
overview listing.

OPCUA SoftPLC T-S TIA 15 » IBH Link UA [SIMATIC PC station]

|E Topology view ||5Eh Network view 4||—I
I 4 1 I =1
J Device overview {click #
i Madule Index | Type Article no. Software or firmware versio | C..
OFC Server - 1BH Link U 1 QP server OFC Server w8.2.0 E
* |BH Link Ua Interface 2 IE general IE_CF w3.2.0
b PROFIMET interface 21 FROFIMET interface
* SoftPLCIEH Link U 5 Sofveare FLC 6ES7 611-45B00-0YE7 Y6
3 IF1 =
31F2 1

8.4.7 The PLC program for the SoftPLC of the IBH Link UA
The SFB 8 (USEND) block located in the Siemens libraries is used to
transmit an OPC variable made from the actual value, the associated
time stamp (TimeStamp) and the status (Quality Code).

The PLC program for the SoftPLC of the IBH Link UA

With these data, the PLC program can evaluate not only the value of
a variable, but also its quality and age.

If the variable "CurrentTime" existing on each OPC UA server is
also placed in a data area of the PLC, the status of the connection to

I —————————
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the OPC UA server can also be evaluated. The SFB 8 (USEND)
block has the necessary parameters for simple logging of OPC
variables.

With the special function code 65400 (Hex FF78) the SFB 8
(USEND) can only be used to transfer OPC variables.

The 4 ANY pointers and the parameter R_ID of the block are used to
transfer the variables using the call command.

The SoftPLC can read or write the OPC variables cyclically.

The configuration is performed by calling the SFB 8 (USEND) in the
restart Organization Block (OB100 Call).

Note:
The SFB 8 (USEND) PLC block can only be used in the SoftPLC of the
IBH Link UA with the Special Function Code 65400 (Hex FF78).

Due to the only once transferring parameters by calling the block SFB 8
(USEND), the SoftPLC is enabled to read or write OPC variables
cyclically.

No instance data block is required for the transfer of the parameters. An
instance data block must exist when USEND is called due to the syntax
of a system function block call.

If the SFB 8 (USEND) block is called in another CPU with the special
function code 65400 (Hex FF78), an error message is displayed.

Parameters of the Block SFB 8 (USEND) - ID = 65400 (hex FF78)

REQ = TRUE /I Not evaluated
ID = W#16#FF78 /I Fixed value: 65400
R_ID :=DW#16#1F40002 // Modus:

/I Low Word; 2: Read(PLC Variable)
/I High Word: Sampling in milliseconds
/I 500 milliseconds

DONE := /l'is not set

ERROR = // No ERROR=0; ERROR=1

STATUS = // 0x0000 on success, 0x8090 on error

SD 1 = I/l Pointer to the OPC Variable.

SD 2 = I/l Pointer to the OPC Variable for the
/I Value of the OPC Variable.

SD 3 = I/l Pointer to the PLC Variable for the
/I Status of the Variable.

SD 4 = I/l Pointer to the PLC Variable for the

/l Time Stamp.
I ————————
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Client Function of SFB 8 (USEND)

Cyclic reading and writing. The SoftPLC can read or write the OPC
variables cyclically. The configuration will be done within the SFB 8
(USEND) and called during the warm start (OB100).

Para- Decla- Data Storage
meter ration type area

REQ INPUT BOOL E,A,M,D,L Notevaluated
ID INPUT WORD M, D, Const.  Fixed value: 65400

Mode
Low Byte:
: Read (Variable as XML String)
: Write (Variable as XML String)
: Read (PLC Variable)
: Write (PLC Variable)
: Read (Special Variable)
: Write (Special Variable)
: Read (Server Variable)
: Write (Server Variable
Flag 14: While writing the Any Pointer points to
DATE_AND_TIME
Flag 15: While writing the Any Pointer points to a
STRING
High Word:
Sampling in milliseconds

DONE OUTPUT BOOL E,A,M,D,L isnotset
ERROR=0:
The parameters were passed correctly

ERROR=1:
The parameters were passed not correctly
STATUS OUTPUT WORD E,A,M,D,L 0x0000 on success, 0x8090 on error.
SD 1 IN_OUT  ANY D Pointer to the OPC Variable.
Pointer to the OPC Variable for the value of the
OPC Variable.
Allowed is Data Type BOOL, BYTE, CHAR,
WORD, INT, DWORD, DINT, REAL, DATE,
SD_ 2 IN_OUT  ANY E,A M, D DATE_AND_TIME.
Note:
If the ANY pointer points to a DB, the DB must
always be specified
(f.i.: P# DB10.DBX5.0 Byte 0).
Pointer to the PLC Variable for the status of the
OPC Variable.
Allowed is Data Type DWORD
SD 3 IN_OUT ANY E,A,M D Note:
If the ANY pointer points to a DB, the DB must
always be specified
(f.i.: P# DB10.DBX5.0 Byte 10).
Pointer to the PLC Variable for the Time Stamp of
the OPC Variable.
Allowed is Data Type DATE_AND_TIME.
SD 4 IN_OUT ANY D Note:
If the ANY pointer points to a DB, the DB must
always be specified
(f.i.: P# DB10.DBX5.0 Byte 10).

I —————————
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OPC Variable Definitions

To uniquely identify the OPC variables, they are assigned a number
(namespace), next to the actual name.

The OPC Variables are defined as follows:
Mode 0 and 1: 'ns=<Namespace>;s=<Identifier>"
or: ns=<Namespace>;i=<Numeric ldentifier>’

All OPC Variables can be read using this mode.
The IBH Link UA knows the following Namespaces:

Namespace Area
0 General OPC Server Variables
1,2,3,5 No evaluable variables
4 All PLC specific OPC variables
6 IBH Link UA Special Variables

Mode 2 and 3: “<ldentifier>’

The identifier is formed as follows:
<Station name>.<PLC Name>.<GlobalVars>.<Variable name
from Variables table>
or:
<Station name>.<PLC Name>.<Programs>.<Variable name>.
<Data Block name>

Mode 4 and 5: <Numeric ldentifier>
Number of the Special Variable from Namespace 6.

Modus 6 and 7: <Numeric Identifier>
Number of the Server Variable from Namespace O.

Variables used in the example:
(WinLC RTX — Static Variables FB20/DB 20 Air Conditioner Temp)

The Identifiers Temp_SetPoint_AirCondl and
Temperature_AirCondl have the Namespaceindex 4.

The Identifiers are:

S7-400 station_1.SoftPLC 416.GlobalVars.
Temp_SetPoint_AirCondl

S7-400 station_1.SoftPLC 416..GlobalVars.

Temperature_AirCondl

I ————————
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Identifiers in the Attributes window

+ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

Chapter 8

variables

v 3 PLCs
v b SoftPLC 416
¥ DeviceManual
¥ DeviceRevision

~ & GlobalVars

File View Server Document Settings Help
FyBEBO + XY & B X
Project g X Attributes F X
~ [ Project &l b ]
~ ers .
Attribute I Value
i Q IBHLinkUA®ibhlinkua_001037 - None - Mone (uatcp-uasc-uabinary) v Nodeld Nodeld
» [0 Documents Mamespacelndex 4
IdentifierType String
Address Space g x |dentifier 57-400 station_1.50ftPLC 416.GlobalVars. Temp_SetPoint_AirCondl)
3 Mo Highlight - ModeClass Variable
= Root o~ BrowseMame 4, "Temp_SetPoint_AirCond1"
v i3 Objects DisplayName ", "Temp_SetPoint_AirCond1"
X Description o
> Client .
. D'Ef" st WriteMask 0
- UserWriteMask 0
v I3 PLCs v Value
v &% SoftPLC 416 SourceTimestamp  19.07.2017 18:59:55.738
f DE"‘!CEME"_"E'EI SourcePicoseconds o
¥ DeviceRevision ServerTimestamp 19,07.2017 18:59:55.740
A &.Global\l’ars ServerPicoseconds o
» #3 Temp_SetPoint AirCond] StatusCode Good (0500000000}
> @ Temperature_AirCond1 - Value 65
 HardwareRevision v DataType Float
¥ Manufacturer MNamespacelndex 0
¥ Model IdentifierType Numeric
> &% ParameterSet Identifier 10 [Float]
> &% Programs ValueRank =1
¥ RevisionCounter ArrayDimensions BadAttributeldinvalid (20350000
@ SerialMumber AccessLevel CurrentRead, CurrentWrite
@ SoftwareRevision UserAccessLevel CurrentRead, CurrentWrite
> % Tasks MinimumSamplinglnterval 50
> o Server w Historizing false
Note:

If the Identifier is marked in the Attributes window, it can be copied to
the Windows clipboard (Ctrl + C) for further use.

The copied identifiers must be pasted as the initial values of the static

Temperature_AirCondl and Temp_SetPoint_AirCond1

into the PLC block (S7 Program — Air Conditioner Temp) FB20.

» @ Temp_SetPoint_AirCond1

Mamespacelndex 4
IdentifierType String
I Identifier 57-400 station_1.50ftPLC 416.GlebalVars. Temp_SetPoint_AirCond1 I

» @@ Temperature_AirCond1 ﬁ
Mamespacelndex 4 ECpriideniiics

String ‘

57-400 station_1.50ftPLC 416.GlobalVars. Temperature_AirCond1 j

IdentifierType

| Identifier

IBH Link UA Training
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Function block FB 20 — Calling_USEND

...50ftPLC T-S » IBH Link UA [SIMATIC PC station] » SoftPLC IBH Link UA [WinAC RTX] » Program blocks » Calling_USEND [FB20] -0 EX

W F S L, SRR @ HE ®ERT s G &g =
Calling_USEND
Mame Data type Offcet Default value Comrment
7 40  Static E|
& e Fointer_OPC_Var_Temp String[&0] 'S7-400 station_1.5oftPLC 41 6.Globalvars Termperature_airCond1’ =
9 g = Painter_OPC_‘Yar_SetPaint String[&0] = ... '57-400 statioh_1.5oftPLC 41 6.Globalvars. Temp_SetPoint_AirCond1’ |

¥  Network 1: Temperature

1 CALL USEND , "DI_USEND" tDB8

2 Any

3 REQ :=TRUE TRUE

4 ID :=W#16#FF78 W#l6#FET8

5 R ID :=DW#l6#1F40002 DW#16#1F40002

6 DONE =

7 ERRCR :=

a STATUS :=

9 5D 1 :=#Pointer OPC Vat_Temp
10 5D 2 :="Data_from EX Server".Temperature ext %DB10.DEDO Temperature (Value)
11 5D 3 :="Data_from EX Server".Temperature_ S3tatuj_ext $DB10.0BD24 5tatus Temperature
12 5D_4 :="Data_from EX_Server".Temp_TimeStamp esxt P$#DB10.DBX8.0 TimeStamp Temperature

¥}
[

- Metwork 2: Temperature Set Point

1 CALL USEND , "DI_USEND" t0B8

2 Any

3 REQ :=TRUE TRUE

4 ID i=W#16#FF78 Wile$FFT78

5 R ID :=DW#le&#1F40002 DW#1641F40002

6 DONE :=

7 ERROR :=

a STATUS :=

9 5D 1 :=$Pointer_ OPC Var SetPoint
10 5D 2 :="Data_from EX Server".3et Point Tempe ext %DE10.DBD4 Set Point Temperature (Value)
11 5D 3 :="Data_from EX Server".SetPoint_Status_ext $DB10.DED28 Status Temperature Set Point Status
12 5D 4 :="Data_from EX Server”.Set_FPoint_ TimeStamp ext P#DB10.DBX16.0 TimeStamp Set Point Temperatur

The identifiers were copied from the UaExpert Attributes window
and pasted as initial values of the STAT variables of FB20.

These variables are used as pointers when calling USEND with
parameter SD_1.

The parameters REQ and ID have been defined according to the
table on page 9-48.

The parameter R_ID is composed as follows:
e Low Word: Value 2 (hex 0002) — Read (PLC Variable).
e High Word: 500 milliseconds — hex 01F4 —

Parameter R_ID — double word: = 16#1F40002

The parameters DONE, ERROR and STATUS are not used in the
example.

e SD 1 := Pointer to the OPC variable.
e SD 2 =: Pointer to PLC Variable for the value of the

OPC variable.

e SD_3:= Pointer to the PLC Variable for the status of the
OPC variable.

e SD 4 := Pointer to the PLC Variable for the Time Stamp of

the OPC Variable.

I ————————
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Note:

The same instance data block (DB 8 - DI_USEND) is used for both calls
of SFB 8 - USEND. This instance data block is only present to satisfy the
syntax.

The block FB 20 is called once in the OB 100 when the PLC is started.
It is only necessary to transfer the parameters to the IBH Link UA
integrated PLC that has the block (SFB 8 - USEND).

Only the SoftPLC in IBH Link UA uses USEND in this form !

DI_USEND - Instance Data Block DB 8

The same instance data block (DI_USEND — DB 8) is used for both

calls of USEND - SFB 8. This instance data block is only available to
satisfy the syntax.

Data_from_EX_ Server — Data block DB 10

The variables of the external OPC server (OPC variable of the air
conditioner 1) are stored here.

... [SIMATIC PC station] *» SoftPLC IBH Link UA [WinAC RTX] » Program blocks *» Data_from_EX_ Server [DB10] - X

= = i, g EE "7 Keepactualvalues gy @ Snapshot . B Copysnapshots tostartvalues g i . =}
Data_from_EX_Server
Mame Data type Dffset Start value Comment
1 |<@ ~ Static
2 <= Temperature_ext |Rea| [=]| 0.0 0.0 Temperature (Value)
3 |« w Set_Point_Tempe_ext Real 4.0 0.0 Set Point Temperature (Value)
4 |l w= Temp_TimeStamp_ext Date_And_Time B.O DT#1 01 TimeStamp Temperature
5 4w Set_Point_TimeStamp_ext  Date_And_Time 16.0 DT# 01 TimeStamp Set Point Temperatur
6 4 = Temperature_Status_ext DWord 240 1680 Status Temperature
7 4w SetPoint_Status_ext DWord 280 6#0 Status Temperature Set Foint Status

COMPLETE RESTART - Organization block OB100

... [SIMATIC PC station] » SoftPLC IBH Link UA [WinAC RTX] » Program blocks » COMPLETE RESTART [0B100] - X

2 dE = - = (£ -=| |35 ] 4 Q,
Wi ESLEQR :.-'G!-d!':l e @ AT Gl s ST H
CALL
* Block title: "Complete Restart”
Carmrment
¥  Network 1: Calling USEND
2 CALL "Calling USENWD", "DI_Calling USEND" $£FB20, %DB20
a
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Fahrenheit to Celsius — FC 1 and DT_TOD - FC 8 Functions

The function DT_ TOD (FC 8) converts the variables of the type
DATE_AND_TIME into the type Daytime. The function FC 1 converts
° Fahrenheit into ° Celsius.

Main — Organization block OB1

. » IBH Link UA [SIMATIC PC station] » SoftPLC IBH Link UA [WinAC RTX] » Program blocks » Main [0B1] — i B X

i F P L EREOE G AR EEEMs Nad &
¥ Block title: "Main Program Sweep (Cycle}”

=7 Network 1: Convert Date and Time in Time of Day (TimeStamp Temperature)

| CALL T _CONV
Date_And Time TO Time Of Day
IN :="Data from EX Server".Temp TimeStamp_ext P#DE10.DBXE. 0
QUT :="Show_Time Temperature_ Status".Temperature Time %DES5.DBDO

L B

L

Metwork 2: Convert Date and Time in Time of Day (CPU Time)

CRLL T_CONV

Ly B e

Date_And Time TCO Time Of Day
IN :="Data from EX Server".Set_ Point TimeStamp_ ext P#DBE10.DBX16.0
4 OUT :="Show _Time_ Temperature_ Status".S5etPoint_Time %$DB5.DED4

*  Network 3: ConvertDate and Time in Time of Day (CPU Time)

CALL T_CCONV
Date_And Time TO Time Of Day
IN :=#0B1_DATE_TIME

[ S

4 OOT :="5how_Time Temperature_ Status".CPU_Time %DB5.0BDE
it Network 4: Temperatures and Status

1 CALL "Fahrenheit to Celsius™ 3FC1

2 Fahrenheit :="Data_from EX Server".Temperaturs_ext $DB10.DBEDD

3 Celsius :="5how_Time Temperature_Status".Temperature $DB5.DBD12

5 CALL "Fahrenheit to Celsius™ 3FC1

& Fahrenheit :="Data_from EX Server™.S5et_Point Tempe_ext $DB10.DBD4

7 Celsius :="5Show Time Temperature_Status".Temp SetFoint $DB5.DBD16

|

3 L "Data_from EX Server".Temperature Status_ext $DE10.DED24
10 T "Show Time Temperature Status™.Temperature Status $DB5.DBD20
12 L "Data from EX Server™.Set_ Point_ Status_ext 3DB10.0BD28
13 T "Show _Time Temperature Status™.S5etPoint_ Status $DB5.DBD24

4

Show_Time_Temperature_ Status Data block — DB 5

The converted variables of Data_from_EX_ Server — (DB 10) are
stored in this block. The SoftPLC 416 (CPU 416-3 PN/DP) reads
these as OPC variables.

... ¥ SoftPLCIBH Link UA [WinAC RTX] » Program blocks » Show_Time_Temperature_Status [DB5]

=F =y, g B2 "7 Keepactwalvalues [y Snapshot ® ™, Copysnapshots tostartvalues g (2 ' |
Show_Time_Temperature_Status
Mame Data type Dffset start value Comment
1 4@ * Static =]
2 4. Temperature_Time Time_of Day 0.0 TOD#00:00:00
3 4= SetPoint_Time Time_Of Day 40 TOD#00-:00:00
4 4] = CPU_Time Time_oOf Day 8.0 TOD#00:00:00
5 4= Temperature Real 12.0 0.0
6 <= Temp_SetPaoint Real 16.0 0.0
7 4aq . Temperature_Status DWiord 200 1650
8§ 4= SetPoint_Status DWiord 240 1680

I ————————
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8.4.8 S7 Connection —OPC Server-IBH Link UA — SoftPLC IBH
Link UA

Use Drag&Drop to establish the S7 connection from the OPC
Server-IBH Link UA to the SoftPLC IBH Link UA [WIinAC RTX].

OPC UA 9E TIA 15 SoftPLC T-S » Devices & networks

HMI connection
E-mail connection
FDL connection

150 connection
150-0n-TCP connection
FtP connection
57 connection
TCF cannection
UDF connection

SoftPLC 416
CPU 416-3 PNIDP

nAHE
LR

Y

IBH Link UA
SIMATIC PC Stat...

BMIE 1 |

OPC | WinAC
Server RTX
*h’ drag & drop
P SoftFLC IBH Link UA
=

O

PNJIE_1

100% -

IHY Device view
H

(=]

3

——

| Network overview qLConnectiois__]DUO communication

[ wven |

'ﬂ' Local connection name | Local end point

Local ID (hex)

57_Connection_1
57_Connection_2
57_Connection_1

Il softPLCA16 [CPU 416-3 PNIDP] 1

W SoftPLC IBH Link U [WinAC RTX]
w QOFC Server - [BH Link Ua [OFC Server]

1
57_Connection_1

Partner ID (hex}
57_Connection_1

57 _Connection_2
1

Partner
W OPC Server- IBH Link UA [OPC Server]
W OPC Server- IBH Link UA [OPC Server]

Connection type
57 connection
S7 conhection
57 conhection

57_Connection_Zee w OPC Server- [BH Link Ua [OFC Server]

57_Connection_2 1

Il softPLC 416 [CPU 416-3 FR/DF]

SoftFLC IBH Link U [WinAC RTx]

B S7 conhection

<] Lselect

g General )” 10 tags || System constants || Texts

NE

< QPererties i.‘ Info ”ﬂ Diagnostics |

General

General

Local ID

Special connection properties
Address details

OFC

Connection

Connection path

MName: | S7_Connection_2

established Connection

Local

oPC
Server

O

—D

Fartner

‘WinAC
arx

°

End point: | OFC Server - |BH Link UA [OFC Server]

| SoftPLE IBH Link UA [WinAC RTX]

| |

Interface: |A5-mlema\ |v| |A5-imema\ |V|
Interface ype: | [ |
Subnet: |[AS internal] | |[A5mlema\] |
Address: |f | |f |

|

| Find connection path

Select OPC tags (symbols) in the OPC configuration
Open the OPC Server / Property configuration.

- EX

OPCUA 9E TIA 15 SoftPLCT-S » IBH Link UA [SIMATIC PC station]

|; Topology view ||5E1] Metwork view |||]'f Device view |_

SIMATIC PC station

IBH Link UA Training
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|§. Properties ||"_i.'.|nfu ”ﬂ Diagnostics
J General u 10 tags ” System constants " Texts |
b General [ e bal
oF symbols
DF rmaster class 2 () Mone
= O) Al
OPC symbols : 4 Configured
OPC alarms - { mark ) | Configuring... |
OFC program alarms ma... | D Field elements visible during runtime p Configuring...
57 UA redundancy I
The Configure button opens a |' Configuring... '|

dialog box listing the operands defined in the symbol table. These
operands must be selected as OPC tags.

Due to the previously establish S7 connection from the OPC Server-
IBH Link UA to the SoftPLC IBH Link UA [WinAC RTX] the
variables are known.

Symbol configuration

T
X
Symbol selector
- 3 OPC UA 9E TIA 15 SoftPLCT-5 MName Data type Address Visible |Connection Access EU Lo
- :gi SoftPLC 416 i Data_from_EX_Senser : Block_DE %DE10 True 57_Connection_2  ReadWrite 0O
CHFLCtags Show_Time_Temperature_Ststus  Block_DB %DBS True %7_Connection_2  Readwrite 0
::]Frogram blacks DI_USEND Elock_DE %DES True 57_Connection_ 2  ReadWrite 0
':]IEH Link Ua DI_Calling_USEMD Block_DE %DB20 True 57_Connection_2  ReadWrite 0
- [ SoftPLC IBH Link U
CHPLC tags
8 Data_from_Ex_Sener
Jd show_Time_Temperature_status
ol DI_USEND
Jdl D1_calling_USEND <] Il ]
Elements with active branch [ visible  Access right Readwrite [+
Symbols: 22 Connectian 57_Connection_2 n
Lowy limit: High lifnit:
[0.00000000000 | [0.00000000000 |
CSV Import/ Export
| Impotrt file | | Exportfile |
Access path
|0F‘C U IE TIA 15 SoftPLC T-5.1BH Link UA.SoftPLC IBH Link LA |
{confirm
r oK 1 ‘ Cancel |

In the example, all global symbolic operands and the data from the
Data block should be used as OPC Tags, mark All in the Properties
— OPC Server dialog box.

@uperﬁes *i} Info ||ﬂDiagnustics |

J General ” 10 tags || System constants || Texts |
b General I OFC bol
SYIMBDOIS
DP ¥
DF raster class 2
FDL _ Mane
Q
- 37
OPC symbaols:
OConﬁgured
OFC alarms

I B |

OFC program alarms rma...
57 UA redundancy

| Configuring... |

[ Field elements visible during runtime
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Compiling the IBH Link UA Hardware and Software

OPCUA9ETIA15S

oftPLCT-S » IBH Link UA [SIMATIC PC station]

SIMATIC PC station

& N
S
& &
Na @25 @;e
& & ¢
> ) e
2> & &
& o o

Change dewvice

o Goto topology view
EEIJ Go to network view

‘E Topology view ||ﬁ%h Network view llf].

Download ta device »
& Goanline crrl+k
;‘,q' Go offline Ctrl+M

4/ Online & diagnostics

B Assign device name

Hardware (only changes)
Hardweare {rebuild all}
Sofeeeare (only changes)
Softweare (rebuild ally
Software (reset memory reserve)

Receive alarms

| Export madule labeling strips

If no error occurs during the hardware and software compilation, they
can be loaded into the IBH Link UA (OPC server, Interface and
SoftPLC).

Load the Hardware and Software into the IBH Link UA

OPCUASETIA 15 S

oftPLC T-S » IBH Link UA [SIMATIC PC station]

‘E Topology view

[ Network view 1||—Ib

SIMATIC PC station

S W
N

2

& &
& s 3
3 o &
& & 9
~F el R
2 & &
& o o

right click

Change device

= Goto topology view
gy Gota netwark view

o

5

iy

nAHE

Cornpile

Goonline

Go offline
Online & diagnostics

1 Assign device name

Receive alarms

Hardware configuration
Sofeeeare (only changes)
Software (all)

|3 Export rodule labeling strips...

The progress of the loading process is

displayed.

|§. Properties q]?_illnfo :Dl Diagnostics

$ General )” Cross-references

" Compile |

@"I‘ | Show all messages

! Iessage
0 Start downloading to device.
X _IBH Link UA

~ Stationmanager
Stationmanager stopped.
Hardware configuration was loaded successfully.

[-]

e

Stationmanager started.
The RAM contents were copied to the ROM.
~ Local modules
¥ IBH Link UA Interface
Hardware configuration was loaded successfully.
IBH Link UA Interface started.
The RAM contents were copied to the ROM.
~ SoftFLC IBH Link UA
Hardware configuration was loaded successfully.
The software was not loaded.
5oftPLC IBH Link UA started.
> OPCServerdBH Link UA
Hardware configuration was loaded successfully.
The RAM contents were copied to the ROM.
OPC ServerBH Link UA started_

Loading completed (errars: 0; warnings: 0}

Go to ? Date

8iBI2017
8iBI2017
8i8i2017
8IBi2017
8IBiz017
81Bi2017
8iBI2017
8iBI2017
8i8i2017
8I8i2017
8IBiz017
81Bi2017
8i812017
8iBI2017
8i8i2017
8i8i2017
8IBiz017
81Bi2017
81Bi2017
8iBI2017
B8i8I2017

Time

5:19:54 PM
5:19:54 PM
5:19:54 PM
5:19:58 FM
5:19:58 FM
5:19:58 FM
5:19:58 PM
5:19:54 PM
5:19:54 PM
5:19:58 FM
5:19:58 FM
5:19:58 FM
5:19:54 PM
5:19:58 PM
5:719:58 PM
5:20:00 PM
5:19:54 FM
5:19:58 FM
5:19:58 FM
5:19:58 PM
5:20:00 FM
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The SoftPLC IBH Link UA (WinLC RTX) with its data blocks appears
in the UA Expert Window

Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject®

File View Server Document Settings Help

NP =0 XYW B E| =

Project 8
v [1 Project ~

hd u Servers

@ IBHLinkUA@ibhlinkua_D01037 - None - None (uatcp-uasc-uabinary)

> A Documents A
Address Space g X
3 Mo Highiight -
I=) Root e
v (3 Objects

> % Client

> % DeviceSet

v [ PLCs

> &% SoftPLC 416
v & SoftPLC IBH Link UA
¥ DeviceManual
¥ Model
w & Programs
* ) DI_Calling_USEND Yy
[ DI_USEND Data Blocks

>

>

> D Show_Time_Temperature_Status

> Supported Types

¥ RevisionCounter v

[2) Data_from_EX_Server
u J

8.4.9 Read OPC Server variables from SoftSPS (WinLC RTX)

The OPC variables to be read by the SoftPLC IBH Link UA [WinLC
RTX] are selected via the OPC UA Client function.

ttp://192.168.1.14/?_=/ope, O = & I (5 IBH Link UA - OPC Client X

% m Logout ‘ Update password
Connected Servers

[®] urn:ibhlinkua_001037:1BHsoftec:1BHLinkUA (opc.tcp://ibhlinkua_001037:48010)
» 33 umn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tep://TTI-RED-WIN10-6:48011) # Good

< >
Add Server | Add variable to read ‘ Connect variable ‘ ﬂ g g

| Add a variable to read from the selected server |

| Select variable t

Connected Servers

¥ [ Objects
» [ Server

v (3 plcs

& DeviceManual

@ SoftwareRevision

¥ 2 Programs
| £ SupportedTypes
| » ) DI Calling_USEND
|||||IIIBHsnftec | ¥ 22 Show_Time_Temperature_Status
@ Temperature_Time
Contact Wil @ SetPoint_Time
| & CPU_Time =
| @ Temperature Ad:)\r’:::bleﬁ
@& Temp_SetPoint —
| @ Temperature_Status
| @ SetPoint_Status
» 3 Tasks
» 3 SoftPLC 416

sampling interval [ms]:
uevesize:[ |

discard oldest: ]

www.ibhsoftec.com

Datatype of variable - Ulnt32

0% Cancal
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Connect to Variables
The read Variables from the SoftPLC IBH Link UA [WIinLC RTX]
must be connected to Variables of the SoftPLC 416 [CPU 416-3
PN/DP].

2 http://192.168.1.14/7 =/opc. 2 ~ & | & IBH Link UA - OPC Client

% OPC server is running Logout | Update password |

¥ 3 urn:ibhlinkua_001037:1BHsoftec: IBHLinkUA (opc.tcp://fibhlinkua_001037:48010)
%= IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.Temperature_Time

» & IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.SetPoint_Time

» & IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.CPU_Time

Variables » @& IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.Temperature

to read » i@ IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.Temp_SetPoint

» @& IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.Temperature_Status

» & IBH Link UA.WinLC RTX.Programs.DI_Show_Time_and_Temp_St.SetPoint_Status

» [ urn:TTI-RED-WIN10-6:UnifiedAutomation:UaServerCpp (opc.tcp://TTI-RED-WIN10-6:48011)

4 >
Add Server | Add variable to read | Connect variable | ﬂ ﬂ ﬂ

Connect variable from the source server to the destination variable |

OPC Client >

| Select variable to write

[l Connected Servers
¥ 3 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) A

32 Views
¥ 3 Objects
> 3 Server
WNBHs = LS
s » [ Stations b cliant
www ibhsoftec com v I3 PLCs “A

> [ SoftPLC IBH Link UA

&l DeviceManual

@ DeviceRevision

@ HardwareRevision

& Manufacturer

@ Model

@ RevisionCounter

@ SerialNumber

@ SoftwareRevision

¥ [ Programs
[ SupportedTypes
¥ [2) Data_of WinLC_RTX

& Temp_Time_WinLC_RTX
@& TempSet_Time_WinLC_RTX
@& CPU_Time_WinLC_RTX

@ Current_Temp_WinLC_RTX Mﬂ)‘::rri'tzbles
@& TempSet_WinLC_RTX
@& Temp_5Stat_WinLC_RTX
@ TempSet_Stat_WinLC_RTX
» 2 Tasks M
< ) >

Datatype of variable to read : Ulnt32

Datatype of variable to write - Float

Ok Cancel]

I —————————
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In the IBH Link UA web browser window OPC Client the connections
are displayed.

¥ 2 umn:ibhlinkua_001037:1BHsoftec:1BHLinkUA (opc.tep://ibhlinkua_001037:48010)
¥ & IBH Link UA.SoftPLCIBH Link UA.Programs.Show_Time_Temperature_Status.Temperature_Time
=& urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010).57-400 station_1.SoftPLC 416.Prugrams.Data_of_WinLC_RT)(.Temp_Time_WinLCFXj
@ IBH Link UA.Sol ni . atus. Temperature_|
@ IBH Link UA.SoftPLCIBH Link UA.Programs.Show_Time_Temperature_Status. Temperature_Time. Status
¥ & IBH Link UA.SoftPLCIBH Link UA.Programs.Show_Time Temperature_Status.SetPoint_Time
[ #< urn:ibhlinkua_001037:1BHsoftec:1BHLinkUA (opc.tcp:/fibhlinkua_D01037:48010).57-400 station_1.SoftPLC 416.Programs.Data_of_WinLC_RTX.TempSet_Time_WinLC_RTX ]
@ IBH Link UA.SoftPLCIBH Link UA.Programs.Show_Time_Temperature_Status.SetPoint_Time.TimeStamp
@ IBH Link UA.SoftPLCIBH Link UA.Programs.Show_Time_Temperature_Status.SetPoint_Time.Status

8.4.10 Display of the transferred variables [CPU 416-3 PN/DP]

Watch table_1 —Data_of WinLC_RTX — of the SoftPLC 416 [CPU
416-3 PN/DP] online.

-+ Soft IDP) >
=4 O] 91 ?y @ DGIH
i Name Address Display format Monitor value Modify value
1 *Data_of WinLC_RTX" Temp_Time_WinLC_RTX  [[%DBSDED0 | TME_OF DAY [+] ToD#09:21:49316
2 *Data_of WinLC_RTX" TernpSet_Time_WinLC_RTX %DB5.DED4 TIME_OF_DAY TOD#09:21:49318
3 "Data_of WinLC_RTX".CPU_Time_WinLC_RTX %DB5.DBDS TIME_OF_DAY TOD#09:21:50.054
4 "Data_of WinLC_RTX"™ Current_Temp_WinLC_RTX %DB5.DBD12 Floating-point number 2557945
5 "Data_of WinLC_RTX" TempSet_WinLC_RTX %DB5.DBD16 Floating-point number 2666667
5 “Data_of WinLC_RTX" Temp_Stat_WinLC_RTX %DB5.0BD20 Hex 16£0000_0000
7 *Data_of WinLC_RTX" TernpSet_Stat_WinLC_RTX %DEB5.DED24 Hex 16#0000_0000
8 *Temperature_AirCond1”® %MD38 Floating-point number 78.05341
9 “Temp_SetPoint_AirCond1” %hD42 Floating-point number 80.0
8.4.11 Display of the transferred variables [WinLC RTX]
Watch table 1 — data of data blocks — of the SoftPLC IBH Link UA
[WIinLC RTX] online.
| » Softt DX
=4
Mame Address Display format Meonitor value
1 "Data_from_EX_Server” Temp_TimeStamp_ext E| F#DB10.DBX8.0 DATE_AMND_TIME lz‘ DT#2017-08-09-09:17:30.022
2 "Data_from_EX_Server” Temp_TimeStamp_ext P#DB10.DBX8.0 DATE_AMD_TIME DT#2017-08-09-09:17:30.022
5 "Data_from_EX_Server” Temperature_ext 2%DB10.DEDOD Floating-point number 7669491
4 "Data_from_EX_Server” Set_Point_Tempe_gxt 2%DB10.DBD4 Floating-point number 800
5 "Data_from_EX_Server® Temperature_Status_ext 2%DB10.DBD24 Hex 16#0000_0000
6 "Data_from_EX_Server” SetPoint_Status_ext 2DB10.DBD28 Hex 16#0000_0000
7 *Show_Time_Temperature_Status” Temperature_Time #*%DES.DEDOD TIME_COF_DAY TOD#09:17:30.022
8 *Show_Time_Termperature_Status” SetPoint_Time %DE5.DBD4 TIME_COF_DAY TOD#09:17:30.022
g *Show_Time_Temperature_Status” . CPU_Time %DB5.DBD8 TIME_COF_DAY TOD#09:17:30.438
10 *Show_Time_Temperature_Status” Temperature %DBS5.DBD12 Floating-point number 24.8305
11 “Show_Time_Termperature_Status™ Temp_SetPoint %DB5 DBD16 Floating-point number 26.66667
12 “Show_Time_Temperature_Status” Temperature_Status  %DB5.DBD20 Hex 16#0000_0000
13 *Show_Time_Temperature_Status” SetPoint_Status 2%DB5.DED24 Hex 16#0000_0000

I ————————
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8.4.12 External OPC server Connection

the UAExpert program window AddressSpace displays information
of the connected external OPC server.

Double-click TemperatureSetPoint to modify the value.

" Unified Automation UaExpert - The OPC Unified A

hitecture Client -

» 4@ Buildinfo
(@ Curenttime )

» 40 SecondsTillShutdown

IBH Link UA Training

~ & GlobalVars
=]

¥ HardwareRevision

TTI

File View Server Document Settings Help
DPDBE =0 X{E B HE <=
Project & X Data Access View [x]
~ [ Project # Server Node Id Display Name Value Datatype  Source Timestamp Server Timestamp ~ Status
v [ Serven 1 T ib-.. ] NS4|String|S7... Temperature_AirCond1 712036 Float 14:12:04.786 Good
72 IBHLinkUA@ibhlinkua_001037 - None - None (uatcp-uasc . HLinkUA®ib.,. ) NS4[String|S7... Temp_SetPoint_AirCond1 80 Float 14:08:50.468 Good
= = 3 aServerCpp®...) NSO|Numeric... CurrentTime 2017-07-21T12:12:04.663Z  DateTime Good
2 UaServerCpp@TTI-RED-WIN10-6 - None - None (uatcp-uasc-u Y. UaServerCpp@... | NS3|String|Ai... Temperature 0884 ouble Good
v GCUments 5 | UaServerCpp@... | NS3[String|Ai... TemperatureSetPoint Double Good
[ Data Access View
double click
Address Space 8 x to modify
4 | No Highlight =
v (2 BuildingAutomation ~
~ % AirConditioner_1
> @ Humidity  drag 8 drop _|aress Space
> @ stop 3 Mo Highliht
>0 Temperature = Root
| @ TemperaturesetPoint " E""’Db_ w
> & ArConditioner 10 N &JZ = .
ien
> 1 Demo > b DeviceSet
~ & Server ~ 3 pLCs
> ¢ AlarmsNoNodes v & SoftPLC 416
> ¥ ServerRedundancy @ DeviceManual
~ @@ ServerStatus drag & drop # DeviceRevision drag & drop
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9 IBH Link UA = Alarms and Conditions

OPC UA has defined the interface between OPC Clients and OPC
Servers in the specification Alarms and Conditions.

Servers can report asynchronous alarms to clients registered with the
server.

The alarms are triggered via the message blocks of the PLC
controllers of the 300 and 400 series. These are the following blocks

Event Description

ALARM_ 8 | SFB34 | 8channels, S7-400
acknowledgeable,
no associated values

ALARM_8P | SFB35 | 8 channels, S7-400
acknowledgeable, up to

10 associated values

NOTIFY SFB36 | 1 channel, non- S7-400
acknowledgeable, up to
10 associated values

ALARM SFB33 | 1 channel, S7-400
acknowledgeable, up to
10 associated values

ALARM_S | SFC18 |1 channel, non- S7-400 und
acknowledgeable, S7-300
1 associated value

ALARM_SQ | SFC17 |1 channel, S7-400 und
acknowledgeable, S7-300
1 associated value

NOTIFY_8P | SFB31 | 8 channels, non- S7-400

acknowledgeable, up to
10 associated values

ALARM_DQ | SFC107 | 1 channel, S7-400 und
acknowledgeable, S7-300
1 associated value

ALARM_D | SFC108 | 1 channel, non- S7-400 und
acknowledgeable, S7-300

1 associated value

(Source: Programming a Message System for OPC UA Alarms & Conditions with
.NET C# for the SIMATIC NET OPC UA Server, Entry ID: 26548467, December 2011)
I ————————
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The programming and parameterization of the Alarms and Conditions
is carried out with the Simatic Manager or the TIA portal. The two
programming systems manage the message texts and transmit them
to the IBH Link UA.

The SoftPLC integrated in the IBH Link UA also has the alarm-
triggering blocks as it is compatible with the S7-400.

Control systems without Alarm system (SFB / SFC blocks) can also
indirectly trigger Alarms and Conditions via the integrated SoftPLC.

The SoftPLC reads cyclically the values to be monitored from the
connected PLC and triggers Alarms and Conditions depending on
the programming of the SoftPLC.

Even an existing plant with e.g. an old S5 control system can be
upgraded for Alarms and Conditions.

Example — OPC UA 10E TIA 15 Tank Alarm

The prepared sample project
OPC UA 10E TIA 15 Tank Alarm contains a PLC TIA
Program, executed on the device Tank level [CPU
416-3 PN/DP). This PLC Program is identical to the
PLC Program with the identical name as described in chapter 3.3.2.

&/ 15

T2 Fartal A5

1108l01d O71d

The level of the tank is displayed as Value (Int). The signal Down is
present during the emptying of the tank. The signal Up indicates that
the tank is filled. These informations are passed to the SoftSPS in
the IBH Link UA to OPC UA Server / Client. This approach shows
how CPUs, which do not have the blocks to propagate messages,
can use this technique.

ST VIL 30T vNn OdO

The SFC 108 "ALARM D" is used to send the information about the
filling / emptying situation to the OPC server for further processing
(e.g., visualization).

During the emptying of the tank the message Empty Tank, nnn
liters in Tank is transferred until the level Min_value is reached.
During the filling of the tank the message: Fill Tank, nnn liters in
Tank is transferred until the level Max_value is reached.

Activate the integrated SoftPLC

The SoftPLC must be activated via the WEB interface of the
IBH Link UA.

The status of the SoftPLC can be observed on the WEB interface of
the IBH Link UA configurator.

I —————————
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IBHsoftec SoftPLC 416 Program Tank level [CPU 416-3 PN/DP]

An S7 400 station with the CPU 416-3 PN/DP (6ES7 416-3ERO5-
O0ABO) firmware version V5.1 and with a power supply PS 407 A4
was created as hardware.

The Ethernet address has been set in the Properties/Tank level
[CPU 416-3 PN/DP]/Ethernet addresses dialog box.

OPC UA 10E TIA 15 Tank Alarm » Tank level [CPU 416-3 PN/DP]

|ETopologyview "t,—EhNetmrkview Gli]

g¢ [Tanklevel [cPU 4163 PuiDF] [+] Gzl B HE @ =
[2]
L 4 -
v Ao
S47
& &
1 4 5 § 7 B 9 10 11 12 13 14 15 16 17 18
SoftPLC
<] [>][100% [*] —%— =

(gProperties #"_i.'.lnfo y"ﬂDiagnostics |

j:GeneraI >|| 10 tags || System constants || Texts |

b General Eth tadd

b MPIDP interface [X1] emetaddresses

~ PROFINET interface [X5] Interface networked with
General

Ethernet addresses Subnet: |PNJ’IE_1 |'|
Time synchronization | Add new subnet |
» Advanced options
Diagnostics addresses
IP protocol
Startup B IP address SoftPLC 416
Cycle CPU 416-3 PN/DB
IFaddress: | 192 . 168 .1 .10
Clock memory set
» Interrupts ubnet mask: | 255 . 255 . 255 . 0
Diagnostics system L [ ] use router
b system diagnostics i Router addre 0 0 0 0
Time of day N
- *
Retentive memaory L| PROFINET
Mernory
Protection [¥] Generate PROFINET device name automatically
b Web server

. PROFINET device name |tank|eve|
Overview of addresses

|
Converted name: | tankalevel67fa |
|

Further settings Device number: |0 [+

are not used !
il

The tags from the default tag table are -
v [a PLC -
used as OPC tags (variables). <@ FLCtags

% Show all'tags

L

A double-click opens the tag table. B Add new tag table

OPC UA 10E TIA 15 Tank Alarm » Tank level [CPU 416-3 PN/DP] » PLC tags
a1 Tags PEI User constants ";E System constants
=YL e
PLC tags

Marme Taq table Data type Address Comment
1 <l on Default tag table Bool %I0.0 Control ON
2 < hla Default tag table Bool Fahd1.2 Maximum reached
3 <l tin Default tag table Bool ] Miniraurn reached
4 < Do Default tag table Bool %02.5 Output valve
5 <0 Up Default tag table Bool W26 Input valve
6 < Yalue Default tag table Int Pl 2 Tank lewvel value
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Configuring the hardware and software of the CPU 416-3 PN/DP

A Double-click opens the ~ [ Tank level [CPU 416-3 PN/DP] TR
Device Configuration. [IY Device configuration

Use the command from the context menu to compile the software
and the hardware.

OPC UA 10E TlA 15 Tank Alarm » Tank level [CPU 416-3 PN/DP]

|; Topology view ||gﬁh Metwork view(:]mf Device view D

Qs

g€ Tank level [CPU 416-3 FiDF] [« ] - 18 I

Change device 5 17 18

SoftPLC iy GO to netwark view

Compile » Hardware and software (only changes)
Download to device 3 Hardware {only changes) _
(click
ﬁ' G online Crrl+ K Hardware {rebuild all}
mﬁ‘ Ga offline Ctrl+ M Sofeeare (only changes)
4] online & diagnostics Crl+D Software (rebuild all}
[ Export madule labeling strips.. Software (reset memary reserve)

Hardware and software compilation with warnings

Ignore the warnings. The SoftPLC 416 requires no I/O modules.

|§, Properties ||"_i.|.lnfo ||ﬂ Diagnostics |

| General " Cross-references q Compile P

Show all messages

Compiling finished (errors: 0; warnings: 1}

1 |Path Description Goto |? Errors | Warnings | Time

I ¥ Tanklevel A 0 1 11:34:34 AM
0 ¥ Program blocks . o o 113434 AM
0 No block was compiled. All blocks are up-to-date. 113434 AM

1 ¥ General warnings . o 1 113434 AM

1 Inputs or outputs are used that do not exist in the configured hardware. A 113434 AM
o ¥ Hardware configuration Fa o o 113434 AM
o Hardware was not compiled. The configuration is up-to-date. ? 11:34:34 AM
|1 Compiling finished (errors: 0; wamings: 1} 113434 AM

Download the hardware and software into the CPU

With the commands from the context menu, the software and the
hardware configuration can now be loaded into the device.

OPC UA 10E TIA 15 Tank Alarm » Tank level [CPU 416-3 PN/DP]

|,:_5’ Topology view "EE‘!J Network view ||T]'|’ Device view

Qs

Change device 5 17 1B

SoftPLC o G0 to network view
Campile »
Download to device Hardware and software (only changes)
& Go c-nl.lne Crl+k Hardware configuration
¥ Go offline Crl+hd Softeare {only changes)
ﬂ Online & diagnostics Crl+D Sofoware (all)

_-|-> Export module labeling strips..
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The Download command opens the dialog box to set the interface for
the device. Direct at slot '2 X5' must be selected because the
Hardware configuration has not yet been downloaded into the CPU.

nded download to device

Device

Tank level

Configured access nodes of "Tank level"

|
X
Device type Slot Type Address Subnet
CPU 416-3 FN/DF 2X5 FMIE 192.1658.1.10 FHAE_1
CPU 416-3 PMNDP 21 MFl 2
Type of the PGIFC interface: |—LPNI'|E |v
PGIPC interface: |m ASIX AXB8B8178 USE2.0 to Gigabit Ethermnet Ad_. | -, ®©
Connection to intedacelsubnet: |Direc,t at slot '2 x5 |v @
. Flease select =
SRS Direct at slot ©
FMAE_1 open | select

Select target device:

Show devices with the same address | -

Device Device type Interface type Address Target device
= = FHIfIE Access address =
Flash LED
(Click V=
p startsearch
Online status information: [ misplay only error messages
Load | | Cancel
The successful search is displayed
Extended download to device [X
Configured access nodes of "Tank lewvel"
Device Device type Slot Type Address Subnet
Tank lewel CPU 416-3 PNIDP 2x5 PMJIE 192.168.1.10 PRIIE_1
CPU 416-3 PNIDP 2¥1 MPI 2
Type of the PGIFC interface: |—LPNI'|E |v |
FGIFCinterface:  [Rl ASIX AX88178 USB2.0 to Gigahit Ethernet Ad_.. |+ | )
Connection to interface/subnet: |Direct at slot '2 x5’ |V| @
15t gateway: | |v | @

Device

Select target dewice:

Device type Interface type

Show devices with the sarme address |v |

Address Target device

CPU 416-3 PMIDP PMIAIE

192.168.1.10 =

[| Flash LED

Online status information:

=t Retrieving device inforrmation...

— t PIIIE
{mark

€ scan completed. 1 compatible devices of 1 accessible devices found.

Scan and information retrieval completed.

Access address =

Start search

[ pisplay only errar messages

<]

(e

[ tosd ||

Cancel

The loading process requires several confirmations of messages and

dialog boxes.

Trans Tech International® 2019
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SoftPLC diagnostics CPU 416-3 PN/DP

The Input 10.0 ON was set in the diagnostic window IQM of the
SoftPLC 416. The Outputs Q2.5 or Q2.6 indicate "Down" and "Up".
The "value" is represented by M2 and M3.

-1 IBHsoftec S57-SoftPLC

File Edit ‘Wiew Help
EHE &GO a0
E--'ﬂ S7-416 on TTI-RED-\WIMN10-6

- Diagriostic:

o CPU Parameters (

1GM ocksl Diagnostic bufferl nnectionsl
.

5
=

\
/

a Bl Co
" ) @ | (ol (ol (ol (ol
. m Add/Remove driver.., g @ g g g g
[slY! M & M & M M
I e e e
On¥ 0 o ] o o
1 1 ¥ 1 1 1
2 2 v 2 2 2
3 3 e} 3 3
[ 4pown ™ 4 v 4 4 4
[C5 |« 5 5 5 5
& v & & & &
I'?”Fl’ r7 r7 r7 r7
Done l_ ’_

9.1 IBH Link UA Hardware Setup
The following components from the hardware catalog must be
configurated for the IBH Link UA [SIMATIC PC Station]:
e OPC_Server_ IBH_Link_ UA — OPC server V8.2.0 at Slot 1

e IBH Link UA Interface Communication module
Profinet/Ethernet - IE General IE_CP V8.2.0 at Slot 2

e |BH Link UA SoftPLC — Simatic Controller Application
Software PLC WIinAC RTX — 6ES7 611-4SB00-0YB7 V4.6 at
Slot 3

OPC UA 10E TlA 15 Tank Alarm * IBH Link UA [SIMATIC PC station] - X

|; Topology view ”ﬁﬁh Network view ¢ IE Device view %

SCIBH Link Ua [SIMATIC P Staric » | 24 B | =
b W NS
& " I
\& ‘{bkz‘ q}!{&
-
\}?— fo:v "0?"
o F o
2 &
& o &

SIMATIC PC station
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IBH Link UA [SIMATIC PC Station]

OPCUA 10E TIA 15 Tank Alarm » [BH Link UA [SIMATIC PC station]

|§ Topology view ||Eﬁh Network view <]]B'|‘ Device view h
Lo 1 ™ ]
¥ Module Index |Type Article no. Software or firmware version

OPC_Server_IBH_Link_UA 1 OPC server OPC Server V8.2.0 (]
* |BH Link UA Interface 2 IE general IE_CF VB2.0

} PROFINETinterface 2x1 PROFINET interface
¥ IBH Link UA SoftPLC 3 Software PLC 6E5Y 611-45B00-0YE7 Vd.6

3IF

9.1.1 IBH Link UA SoftPLC SPS Programm
Double-click to open the PLC block Tank evaluation [FB 10].

In this block, the block ALARM D (SFC 108) is called twice for
transferring messages.

The signals High and Low are used to trigger the transfer of the
messages.

ALARM D (SFC 108) Parameters
The following table shows the parameters of the instruction
"ALARM_D":

Memory
area

I, Q, M, D,

L

I, Q. M, D,
ID INPUT WORD |L or
constant

I, Q. M, D,
L

Parameter |Declaration |Data type Description

SIG INPUT BOOL The alarm triggering signal

Data channel for alarms:
W#16#EEEE

EV_ID INPUT DWORD Alarm number (not allowed: 0)

component identifier (not
permitted: 0)
ID for the subsystem to which
the corresponding alarm is
assigned
Recommended values:

e Low word: 1 to 65535

e High word: 0
You will not have any problems
with the SIEMENS program
package if you comply with these
recommendations.

|1 Q1 M1 D1
CMP_ID |INPUT DWORD |L or
constant

I ————————
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Memory

Parameter |Declaration |Data type
area

Description

Associated value

Maximum length: 12 bytes
Only the BOOL data types are
SD INPUT ANY I, Q, M, D, permitted (not permitted: bit

, C array), BYTE, CHAR, WORD,
INT, DWORD, DINT, REAL,
DATE, TOD, TIME, S5TIME,
DATE AND TIME

RET VAL |OUTPUT INT "Error information

PLC block Tank evaluation [FB 10]

. » IBH Link U4 SoftPLC [WinAC RTX] » Program blocks » Tank evaluation [FB10] -l X

T
T

H i L, EREP8 R 2 C0E@T =z G d T

= T T

4 i = -

¥ Block title: Tank ewvaluation
The SFC 108 "ALARM D" is used to send the information to the OPC server for further processing.

- Metvrork 1: Mowe Tank walue

MOWVE
EM EMC
#Tank_wvalue 1M QuTi #Tank_Lewvel

¥  HNetwork 2: High Lewvel|

ALERM_D
EM EMO
#High — 515 RET_MAL — #Status
47711 Ial
#HighLewel Ev_ID
4711 — CMP_ID
MTank_Lewvel 1)
¥  MNetwork 3: Low Lewvel
ALARM_D
EM EMO
#Low — 515 RET_WAL — #5tatus

4711 s}
#Lovwlewvel Ev_ID

4711 CMP_ID
#Tank_Lewvel 1N

I —————————
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Variables table — PLC block Tank evaluation [FB 10]

... IBH Link UA SoftPLC [WinAC RTX] » Program blocks » Tank evaluation [FB10]

X FE L, ERERBr QrEHE BB =B 2= o
Tank evaluation
MNanme Data type Offzet Default value  |Visible in HMI enginee...
5 lam v InOut
6 < = High Bool false =]
T Low Bool false E
E |« = Tank_value Int 0 =]
9 - <Add new= =
10 <00 ~ Static
11 |« = HighLevel C_Alarm_s =]
12 < = LowlLevel C Alarm_s E
13 | = Status Int 0 [
14 g = Tank_Level Int 0 =]

Organization Block Main [OB1]
The function module Tank_evaluation [FB 10] should be called now
because the instance data block Tank_evaluation_DB must exist in
order to define the values for the PLC messages of the Data type
C_Alarms_s.

. IBH Link UA [SIMATIC PC station] » IBH Link UA SoftPLC [WinAC RTX] » Program blocks *» Main [0B1] -0 X

]

W L, ERERD8e 8 HEE A @T Gl e ST G

HF |diF =0~ {7} = &

¥ Block title: “Main Program Sweep (Cycle)”
Comment

hd Network 1: Calling Tank evaluation

“DB10
"Tank_
evaluation_DE"
WFB10
“Tank_evaluation™
EM ENO
Y15
"DowWn” m— High
YM16
"Up" — Low
anz
"Value™ — Tank_value

9.1.2 Configuring PLC messages
Values can be assigned to the messages being defined with the
parameters SD. These values may have a maximum length of 12
bytes.

The accompanying value is a block beginning and ending with the

character @.

I ————————
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Opening the Program alarms window

Double-click to open the - + ([ IBH Link U& SoftPLC [WinaAC RTX]
. : Devi figurati
Program alarms window to set : ET T g
i : b i Device proxy data _
the associated values. % Frogram info

L_p PLC supervisians & alarms
E] PLC alarm text lists

... ¥ IBH Link UA [SIMATIC PC station] » IBH Link UA SoftPLC [WinAC RTX] *» PLC supervisions & alarms — 0 mX

123
S

Name Type D Lecation Info text

g ,i Program alarms _» ||_-iUser diagnostics alarms ||g,: System alarms |
EEX:

=

1 [ HighLevel Alarm_s Tank_evaluation Empty Tank @1(%3u@ liters in Tank

2 =} LowLevel | Alarm_s Tank_evaluation Fill Tank @1133u@ liters in Tank
(<] \.mark ) m >

I - [
< Elarm instances _>

Name Type D Location Alarm text

1 [ LowLevel Alarm_s 1610612738 Tank_evaluation_DE Fill Tank @11%3u@ liters in Tank
[<] i | »

(¢ gProperties #"_i.'.lnfo y"ﬁ Diagnostics

| General € Texts )

\’:.i English {United States) Reference
Fill Tank @11%3u@ liters in Tank LowLevellAlarm text

Marking a line in the Alarm types field, lists the ID of the associated
name in the Alarm instances field.

The Alarm text belonging to the individual names can be edited in
the Alarm types list.

Structure of associated values in alarms
Format specification

The format is starts with the character "%". The alarm texts have the
following fixed formats:

Format Description

%[i]X Hexadecimal number with i digits

%liu Decimal number without sign with i digits

%lild Decimal number with sign with i digits

%li]b Binary number with i digits

%l[i][y]f Floating-point number with sign with y digits after
the decimal point and total number of digits i

%li]s String (ANSI string) with i digits
Characters are printed up to the first O Byte
(OOHex).

%t#<Name of |Access to text list

the text list>

I —————————
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e If the number of digits [i] is too small, the value is still output in
full length.

e If the number of digits [i] is too large, an appropriate number of
fill characters is output before the value.

Element type

This uniquely configures the data type of the associated value:

Elements type

Data type

Y

BYTE

w

WORD

X

DWORD

Integer

DINT

BOOL

CHAR

PVUNGIN AR

REAL

Example:

Alarm text: Output on the display:

Empty Tank @11%3u@ liters in Tank
Fill Tank @11%3u®@ liters in Tank

Empty Tank 8568 liters
Fill Tank 2244 liters

OPCUA 10E TIA 15 Tank Alarm » IBH Link UA [SIMATIC PC station]

‘ETnpnlngyview @Netwnrkview ‘ﬂ

2T IBH Link UA [SIMATIC PC Stat\j' oyl R B [HK]: =

v N
27 ‘;8 (=]

(_p‘ &

(,’?Q \'}‘*

< \,52‘
SIMATIC PC station

: 5
(<] 100% -] —y— &

[« §Pruperties jﬁllnfu yHﬂDiagnustics ‘
S General #l 10 tags H System constants ” Texts |

- General

Ethemet addresses

Catalog information

Lo 3]

Identification & Maintenance Interface networked with

Subnet: | PNAE_1 [+]

Add new subnet

Intertace assignment
~ PROFINET interface (1)
General

Options
I1SO protocol
» Advanced options

OFC configuration [ use 150 protocol

MAC sddress: | 0% -00 -06 -01 -00 -00

IP protocol

IP address
Use IF |
[# Use IF protocal IBH Link UA

IF address
set
Subnetrnask: | 255 . 255 . 255 . 0

[ TOse router

Rourer address: | o 1 0 1]

PROFINET

[¥] Generate PROFINET device name automatically

FROFINET device name | ibh link ua.ibh link ua interface

Converted name: | ibhxalinkxaua.ibhalinkauaxaintertacedsos

|
|
Further settings Device number: |0 [+]

tused!
are nof II.I‘SE =
_______________________________________________________________________________________________________________|
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9.1.3 S7 Connection IBH Link UA OPC Server — SoftPLC 416

Use Drag&Drop to establish the S7 connection from the IBH Link UA
OPC Server to the SoftPLC 416 (Tank level CPU 416-3PN/DP.

OPCUA 10E TIA 15 Tank Alarm » Devices & networks

@9 |E Topology view %ﬂet‘wurk vieﬂf Device view

i —a

i Connections 13? connection |v o
HMI comnnection
Click E-rmail connection
o FDL connection
150 conmection
150-0n-TCP connection
FtF connection
7 connection
TCP comnection
UDF connection

IBH Link UA

Tank level
CPU 416-3 PNIDP SIMATIC PC 5tat...
drag & drop
4
PMJIE_1 1

The established S7 connection is shown

OPCUA 10ETIA 15 Tank Alarm » Devices & networks

2 Topalogy view ([ Networcviaw
=

ﬁ—f MNetwork i Connections ‘n T«j i —a
1 Highlighted: Connection
Tank level IBH Link UA cP OPC  WinAC
SIMATIC PC Stat... IE Server RTX

CPU 416-3 PN/DP

57_Connection_1
<] i 100% -] —— ®
e ———
| Network overview " Connections " /O communication || VPN |
w Local connection name &  Local end point Local 1D (hex) Partner 1D (hex) Partner Connection ype
57_Connection_1 Il Tanklevel [CPU 416-3 PNIDF] 1 |El| 57_connection_1 ||| OPC_server_IBH_Link_UA[OFC Server]| ¥ | 57 connection
57_Connection_1 W OPC_Server_|BH_Link_UA [OFC Server] S7_Connection_1 1 [. Tank level [CPU 416-3 PMIDF] 57 connection
il ]

[<]
£ -Q,;Properties S|"_i.'.|nfo y"ﬂ Diagnostics |

ﬂ General >|| 10 tags ” System constants || Texts
General

Local ID
Special connection properties Connection

Address details

Mame: | 57_Connection_1

Connection path

Local Fartner

oPC
Server

0

.
b End point: |Tank level [CPU 416-3 FNIDF] | | OPC_server_IBH_Link_UA [OPC Server] |
Interface: | Tank level, PROFINET interface_1[X5] [*]  [IBH Link UA Interface, PROFINET interface[X1] [+]
Interface type: |Ethernet | |Ethemet |
Subnet: |PNIE_1 | = [Pune_1 =

Address: [192.168.1.10 | [192a88.1.14 |

| Find connection path |

IP address SoftPLC 416 IP address
CPU 416-3 PN/DB IBH Link UA

IBH Link UA Training TTI Trans Tech International® 2019
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9.1.4 S7 Connection —OPC Server-IBH Link UA - SoftPLC IBH
Link UA

A second S7 connection is required between the OPC Server and
the SoftPLC integrated in the IBH Link UA. The S7 connection is
established internally in the IBH Link UA.

Use Drag&Drop to establish the S7 connection from the OPC
Server-IBH Link UA to the SoftPLC IBH Link UA [WIinAC RTX].

- EX

¥ Deviceview |
=
E

OPCUA 10E TIA 15 Tank Alarm » Devices & networks

mEE s

¥ Nesork 1§ conpectons (57 sarmcgon[=] 1"
(Select HMI connection

E-tnail connection
FDL connection

IS0 connection
150-0n-TCF connection
PtP connection

57 conhection
TCP connection
UDF connection

I1BH Link UA
SIMATIC FC Stat...

0PC
Server

L

WinAC
RTX

Tank level
CPU 416-3 PN/IDP

drag & drop

, B SoftPLC IBH Link Ua

57_Connection_1 W OPC Server- IBH Link UA [OPC Server]

57_Connection_1 1

TBNAE 11 R
PMJIE_1
<] i 100% X —%— u
o
| Network overview q[_(:nnnectiois__]pllo communication ” VPN |
'ﬂ' Local connection name | Local end point Local ID (hex) Fartner ID (hex) Fartner Connection Type
57_Connection_1 [. SoftPLC 416 [CFU 416-3 FRIDF] 1 57_Connection_1 W OFC Server- |BH Link UA [OFC Server] 57 connection
57_Connection_2 m SoftPLC IBH Link UA [WinAC RTxX] 1 57_Connection_2 W OFC Server- |BH Link UA [OFC Server] 57 connection

Il 5oftPLC 416 [CPU 416-3 PNIDF]

57 connection

S?_Comnec‘tion_Z‘ W OPC Server- IBH Link UA [OPC Server]

S7_Connection_2 1

SoftPLC IBH Link LA [WinAG ATX]

B S7 conhection

<] =t

¢ | < Properties %4 Info ||ﬂ Diagnostics |

g General )” 10 tags ” System constants ” Texts

NE

General

General

Local ID

Special connection properties

Connection

Address details

oFC

Connection path

Mame: ‘ S7_Connection_2

established Connection

End point: ‘ OFC Server - 1BH Link UA [OFC Server]

SoftPLC IBH Link UA [WinAC RTX]

(ASﬁnterna\ﬁ) |v
Interface type: ‘ |
Subnet: ‘[AS internal] |[A5 internal]

|
Inlerfar_e:@ﬁnlemal ) |V|
|
|
|

Address: ‘—

| Find connection path

Alarms and OPC connection establishment settings

Attention:

Click on the line S7_Connections_2 — OPC Server - BH Link UA [OPC
Server] (Local Endpoint); SoftPLC BH Link UA [WIinAC RTX]
(Partner) and open the window Properties/General/OPC.

Set the options according the screenshot.

I ————————
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Alarms and OPC connection establishment settings
It should be stated that:

e Maintain the connection permanently.

e Receive block and symbol-related alarms.

OPCUA 10E TIA 15 Tank Alarm » Devices & networks - EX

H

E‘u Network nu Cunne:tluns H:’j % J Jj Qi

1 Highlighted: Connection

Tank level IBH Link UA OPC  WinAC
CPU 416-3 PNIDP SIMATIC PC Stat... Server RTX

PNJIE_1
~
<[ P“ [3][100% X —v— |
ral e
Network overview * Connections )" 110 communication || VPN |
'ﬂ' Local connection name | Local end point Lacal ID ihex) Partner ID (hex) Partner Connection type
57_Connection_1 [. Tank level [CPU 416-3 PN/IDP] 1 57_Connection_1 OPC_Server_|BH_Link_UA [OPC Server] S7 connection
57_Connection_1 El oFC_server_IBH_Link_UA [OFC Server] S7_Connection_1 1 I Tank level [CPU 4163 PNIDP] 57 connection
" 57_Connection_2 @ OFC_server_IBH_Link_UA [OPCServer] S7_Connection_2 [ 1 IBH Link UA SofiPLC [WinACRTX] |+ S7 connection
57_Connection_2 w |BH Link UA SoftFLC [WinAC RTX] 1 57_Connection_2 OPC_Server_|BH_Link_UA [OFC Server] S7 connection
[<] i RE
( gPererties )”:i.‘.lnfu ||ﬁ Diagnostics |
Ig General )” 10 tags " System constants || Texts
General il OPC s
Local ID =
Special connection properties Connection establishment
Address details
O Establish connection on demand (sccess to tag)
Alarms (#) Maintain connection permanently
Diagnostics alarms
Alarms

{mark; Default priority for alarms: | 500
|| Receive block and symbal-related alarms

[7] Receive diagnostics alarms

[7] uUse own time stamp.

Other parameters

[+ Optimize write access
[« Optimize read access
[ Automatic reset of 57 password for block access

D Immediate response when interrupted connection is detected

Disconnect automatically after |D s|
Timeout during connection establishment | 15000 ms |
Job timeout |15000 s |

Maximum number of parallel netwark jobs |2 |

Further settings are
default settings PDU size [960 Byte [+

9.1.5 Select OPC tags (symbols) in the OPC configuration
Due to the two (2) previously establish S7 connection:

e IBH Link UA OPC Server to and from the SoftPLC 416
(Tank level CPU 416-3PN/DP

e SoftPLC IBH Link UA [WinAC RTX] to and from the IBH
Link UA OPC Server.

The programming system (TIA 14) the knowns the tags to be used as

OPC tags (tags defined in the tag table, data from the data blocks).

I —————————
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Select OPC tags

OPC UA 10E TlA 15 Tank Alarm » 1BH Link U & [SIMATIC PC station]

= Topology view | g Network view € "T Device view }

S#ETIBH Link Ua [SIMATIC PC Statid v st - 12" :::E:: [ & s =3
' [2]
SIMATIC PC station
(<[ ] [+l —%— =

@uperﬁ@lnfu y”ﬂ Diagnostics |
gGeneral 1| 10 tags || System constants " Texts |

b General OFC bal
symbols
DF ¥
DF master class 2
FDL () Mone
Mt ) Al

OFC symbaols

(o) Configurad
OFC alarms 1 g
OFC program alarms mappi... { mark ) r Configuring... 1

click to open

57 UA redundancy [ Field elements visible during runtime W
I50ITCP B Configuring...
SHMP Further settings are

FROFIMET 10

default settings

The following OPC tags are required in the example and must be
selected Symbol configuration dialog box:

Tank level .
[CPU 416-3 PN/DP] Name Access Visible
PLC tags Down Read True
Up
Value
Data Blocks: All data None False
Tank_level _value
IBH Link UA SoftPLC
[WInAC RTX]
PLC tags Down Read / True
Up Write
Value
Data Blocks: All data Read / True
Tank_evaluation_DB Write

I ————————
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PLC tags Tank level

Symbol configuration

Symbol selector

v:riTankIeveI

i Tank_level_values
+ DI IBH Link UA
w [l IBH Link Us SoftPLC
::'| FLC tags
- ::'| Frogram blocks
i Tank_evaluation_DE

Symbol configuration

Symbol selector

- HTank lewel
::] FLCtags
- :] Prograrn blocks
i Tank_level_wvalues
w [ IBH Link UA
« D3 IBH Link L SoftPLC

::] FLC tags

hd j OFC UA 10E TIA 15 Tank Alarm

- 3 OFC UA TOE TI4 15 Tank Alarm

IBH Link UA — Alarms and Conditions Chapter 9
[CPU 416-3 PN/DP]
£
Narne Data type Address Visible  Connection ACcess EU Lo
on Eool %100 False 57_Connection_1  Mone 1]
& Boal Wbl .2 False S7_Connection_1  MNone a
tdin Eool AT False 57_Connection_1  Mone 1]
Dovwwn Boal %025 True 57_Connection_1 Read a
Up Eool RO26 True 57_Connection_1 Read 1]
lue Int -  True 57 Connection_1 Read 1}
IBH Link UA SoftPLC [WIinAC RTX]; Data Block Tank_evaluation_DB
X
Mame Data type Address Viible Connection Access EU Lo
nk_ewvaluation_LE EBIock_DB %DE10  True S7_Connection_2 Readwrite 0
IBH Link UA SoftPLC [WIinAC RTX]; Data, Data Block Tank_evaluation_DB
]
X

Symbol configuration

Symbol selector
- 3 OFC UA 10E TIA 15 Tank Alarm
- ETank lenel

:] FLCtags
- :] Prograrn blocks

i Tank_level_values
~ [T IBH Link U,
+ [ IBH Link LA SoftPLC

::'| FLC tags

- ::'| Frogram blocks

Elements with active branch

Symbaols:

CSV Importf Export

Access path

" FTank_evaluation_DE]

Visible

Data wype Addre&s Connection Access

: Boal %DE10.DEXD.0  True 57_Connection_2 PReadirite 0

Bool %DEB10.0DEX0.1  True 57_Connection_2 Readirite 0

Tank_walue Int DB 10.DEW2 True 57_Connection_2 PReadirite 0

Status Int “%DE10.DEW12  True 57_Connection_2 PReadirite 0

Tank_Lewvel It %DE10.DEW14  True 57_Connection_2 Readirite 0
rRead

isible

Lo limnit:

I select Wirite i
Mone

Access right:

Connection:

High lirmit:

. B

-

Readwrite

S7_Conhection_2 ﬂ

[0.00000000000

| [0.00000000000 |

| OFC UA 10E TIA 15 Tank Alarm IBH Link WA IBH Link UA SoftPLC.Tank_ewaluation_DE

@

[ oK

Cancel
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Compiling the IBH Link UA Hardware and Software

OPC UA 10E TIA 15 Tank Alarm » IBH Link UA [SIMATIC PC station]

|E-F Topology view ||,,—ﬂ-h Network view ([If Device view [
—— ——
< 1BH Link UATSIMATIC Pe Statid =19 (5]
& N >
N
& ’\@2\ \'55*'
Na <§5 {b‘b
& & ¢
N Rl
ol Q &
& 8] o
right click

SIMATIC PC station

Change device

o Go to topology view
GO to network view

Download to device

ﬁ Go online Crrl+k Hardware {rebuild all}
&Y Go offline Corl+hd Software {only changes)
ﬂ Online & diagnostics Crrl+D Software (rebuild all)

1 assign device name

Software (reset mermory reserse)

Receive alarms

[ Export rodule labeling strips...

If no error occurs during the hardware and software compilation, they
can be loaded into the IBH Link UA (OPC server, Interface and
SoftPLC).

Hardware Software compilation without errors

|§,Properties {_i.'.lnfu i) 1Diagnostics

| General y" Cross-references
@I\I\|Shou‘.‘allmessages |'|

Compiling finished {errars: 0; wearnings: 0)

1 | Path Description Goto |? Errors | Warnings | Time
€ ~ BHLnkua A o i 4.52:53 FM
0 ¥ |BH Link UA SoftFLC ’ 1} 1] 4:52:53 FM
[ ] * Program blocks P i ] 4:52:53 FM
0 Mo block was compiled. All blocks are up-to-date. 4:52:53 PM
o ¥ Hardware configuration A 0 0 4:52:53 FM
0 Hardware was not compiled. The configuration is up-to-date. ? 4:52:53 PM
a Cornpiling finished (errors: 0; warnings: 0) 4:52:53 FM

Load the Hardware and Software into the IBH Link UA

With the commands from the context menu the software and the
hardware configuration are load into the device.

OPC U 10E TIA 15 Tank Alarm » 1BH Link UA [SIMATIC PC station]

|5'? Topology view

||§g1 Network view tIII—D

PN E AT

&

SIMATIC PC station Change device

; Go to topology view
GO to network view

Cormnpile »

Download to device

Hardware and sofoware [

ﬁ' Go online Ctrl+ K

s E

@ [}

o <

1% =

=} =
D D ;‘.W Go offline Crtl+M
4/ online & diagnostics Crl+D

w Assign device name

Hardware configuration
Sofoware (only changes)
Software (all)

Receive alarms

= Export module labeling strips...

I ————————
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Creating an OPC clients in the IBH Link UA

In the IBH Link UA Web browser window / OPC Client, an additional
OPC Server must be added.

Add a Server

Click the Add Server button and paste the previously  Add Server
copied endpoint URL opc.tcp: //192.168.1.14: 48010 into the field
Url of a computer with discovery service running.

Click the Refresh button to open the Security Policy list. | £
Select the Security Policy None and the Security Mode None.
Confirm the selection. For detailed information see chapter 5-12.

Add Variable to Read

Select the GlobelVars (tags) Down, Up, and Value from the PLC
Tank level to be read variables.

© hitp:/192,1681.14/7 =/apc O ~ & | @ |BH Link U - OPC Client

* m OPC server is running Logout | Update password |

Connected Servers
[m] urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tep:/fibhlinkua_001037:48010) [ Good (]

<
Add Server | Add \.rarial:zle to read ‘ Connect variable | x el
__________________________________________________ J J J

| Add a variable to read from the selected server |

| Select variable to read X i
|

I Connected Servers |
| 3 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010)
"""""""""""""""""""""""""" Views
¥ [ Objects

> 2 server

] ation
2 PLCs
¥ [ Tank level

@& DeviceManual
SD & DeviceRevision
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, @ HardwareRevision
& Manufacturer
& Model

||||IIIIBH I @ RevisionCounter JA
s & SerialNumber 1 client
www ibhsoftec com & SoftwareRevision M
» 3 Programs
» ) Tasks

» 3 parameterSet
2 Globalvars

& Down Added
&l Up Variables
&l Value to read

» () IBH Link UA SoftPLC

» [ slots
< >

sampling interval [ms]

discard oldest: ]

Datatype of variable :
{ confirm’
m Cancel
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Connect Variables

The three variables from the Tank level (IBHsoftec SoftSPS CPU
416-3 PN/DP) Down, Up, and Value are declared as read variables,
to be passed via the IBH Link UA OPC Server to the integrated
SoftPLC [WIinAC RTX] in the IBH Link UA.

& hittp://192.168194/7 =/ope. O ~ & | & 1BH Link UA - OPC Client %

mEE‘; m OPC server is running Logout | Update password |

Connected Servers Ya m

¥ 3 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010) @ Good (
il S7-400 station_2.Tank level.Globalvars.Down

» & 57-400 station_2.Tank level.Globalvars.Up

» & S57-400 station_2.Tank level.GlobalVars.Value

< >
Add Server | Add variable to read | Connect variable | x| | e
(click ¥
Connect variable from the source server to the destination variable |
e
| Select variable to write -

i Connected Servers

¥ 3 urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp:/fibhlinkua_001037:48010)
2 Views
¥ 3 Objects
v [ Server

& ServerArray
&1 NamespaceArray

» & ServerStatus
@ ServicelLevel
] Mamespaces

& » [£3 ServerCapabilities

www.ibhsoftec.com » [C3 ServerDiagnostics
| » [3) VendorServerinfo
» 23 ServerRedundancy
» 2 Trace
» [ Hardware
» 23 History —
> 2 slots
> 3 SoftPLC
» 3 Client
> [ Stations
¥ 2 PLCs
» 2 Tank level
¥ [ IBH Link UA SoftPLC
& DeviceManual
& DeviceRevision
& HardwareRevision
& Manufacturer
& Model
& RevisionCounter
@ SerialNumber
& SoftwareRevision
» 3 Programs
> [ Tasks
» ) ParameterSet
2 Globalvars

& Value .

& Down Add Var.lableﬁ
to write

& Up

> [ Alarms v

> 3 slots
< >

{confirm
Cancel

~

Datatype of variable to read : Boolean

Datatype of variable to write : LocalizedText
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In the IBH Link UA web browser window OPC Client the established
connections are displayed.

Tank level [ CPU 416-3 PN/DP] = SoftPLC [WIinAC RTX]

U & bt /192.168.1.14/7 =fope_client & 1BH Link UA - OPC Client %

% M OPC server is unning Logout ‘ Update password

Connected Servers

umn:ibhlinkua_001037:IBHsoftec: IBHLinkUA (opc.tep:/fibhlinkua_001037:48010)
¥ @ 57-400 station_2.Tank level.Globalvars.Down
@ S7-400 station_2.Tank level.GlobalVars.Down.TimeStamp
@ S7-400 station_2 Tank level.Globalvars.Down.Status

_001037:IBHsoftec:IBHLinkUA (opc.tep://ibhlinkua_001037:48010).18H Link UA.IBH Link UA SnftPLC.GIohaIVars.anE
¥ @ 57-400 station_2.Tank level.Globalvars.Up
@ 57-400 station_2.Tank level.GlobalVars.Up.TimeStamp
@ 57-400 station_2.Tank level.GlobalVars.Up.Status
| ibhli ._001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010).1BH Link UA.IBH Link UA SUftPLC.GIohaIVars.uE
¥ @ S7-400 station_2.Tank level.Globalvars.Value
@ S57-400 station_2.Tank level.GlobalVars.Value.Ti
@ _57-400 station_2 Tank level.GlobalVars.Value.Status
-+ urn:ibhlinkua_001037:1BHsoftec:IBHLinkUA (opc.tcp://ibhlinkua_001037:48010).18H Link UA.IBH Link UA Soﬁ:PLC.GIohaIVars.VaE
< >
Add Server‘ Add variable to mad‘ Connect variable | ﬂ g ﬂ

IBHsofrec " | B
wwwibhsofteccom  Conlact  Wiki % UA

UaExpert Program window

The global variables from the PLC Program Tank level [CPU 416-3
PN/DP] and the PLC Program of the IBH Link UA SoftPLC [WIinAC
RTX] can be monitored in the Data Access View of the UaExpert
Program window.

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™
File View Server Document Settings Help

Y 2 T - L ™ =
DeBE@ # =0 XYWE R K| <

Project & X Data Access View [x]

Datatype  Source Timestamp
Boolean
Boolean
Int16
Boolean
Boolean
Int16

v [ Project % Server Nedeld

v [ Servers IBHLinkUA@ib... MNS54|String|IBH Link UA.IBH Link UA SoftPLC.GlobalVars.Down
% IBHLinkUA®@ibhlinkua_001037 - Non IBHLinkUA@ib... MS4|String|IBH Link UA.IBH Link UA SoftPLC.GlobalVars.Up
- D - IBHLinkUA@ib... MS4|String|IBH Link UA.IBH Link UA SoftPLC.GlobalVars.Value
[ Documents IBHLinkUA@ib... N54|String|57-400 station_2.Tank level.GlobalVars.Down
[1 Data Access View IBHLinkUA@ib... MN54|String|57-400 station_2.Tank level.GlobalVars.Up
IBHLinkUA@ib... MN54{String|57-400 station_2.Tank level.GlobalVars.Value

@b —

< >
Changes are

Address Space - G AT displayed

# No Highlight
12 Root A
v [ Objects
> & Client
> ¢ DeviceSet
-1 i
~ @& IBH Link UA SoftPLC 7
> &% Alarms
@ DeviceManual

@ DeviceRevision
v S GlobalVars

» @@ Down
> @@ Up
> @@ Value

¥ _HardwareRevision
@ SoftwareRevision
> Tasks
v @ Tanklevel
# DeviceManual
# DeviceRevision
~ & GlobalVars

# HardwareRevision
> & Tasks v £

To display the messages from the calls of the PLC Alarm blocks
(SFC 108 "ALARM D"), the Event View window must be opened.

I —————————
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Event View window

ert - The OPC Unifi

d Automation UaEx

File  Wiew Server Document Settings  Help
D 2 [E Add... o R 8 | <
"z (Click) < £l )
: B Remove i : is opened
Project Ewent View
v [ Project Add Document B— :
v [ Servers Document Type:
2 IBHLinkUA@ibhlinkua_001 e - Server/Object

v~ [0 Docurents
[1 Data Access View

Data Access View

Histori Trend View |
Performance View
Image Viewer

Server Diagnostics View
Data Logger View

DS View (Push Model)

Address Space

£ No Highlight
IC3) Root
v 3 Objects
> & Client
> .& DeviceSet
> i) PLCs
> n& Server .

Use Drag&Drop to move the complete PLC — IBH Link UA SoftPLC
[WIinAC RTX] in the EventView window. All the alarms coming from
the PLC are displayed. It is not possible to select individual alarms.

Messages transmitted by the calls of PLC alarm blocks are listed with
their TimeStamp.

Unified Automation UaExpert - The OPC Unified Architecture Client - MN;

File View Server Document Settings Help
DPBE =0 X% B E =
B B °
V0 Lo :
v [ Senvers Configuration a
12, IBHLInkUA@ibhlinkua, Server/Object
v [ Documents > IBHLinkUA@ibhlinkua_001037 - None - None {uatcp-uasc-uabinary) / IBH Link UA SoftPLC
) Data AccessView o
< > drag & drop
Address Space & x Apply
o argige 5/ R
2 Root - Alarms Event History
v [2) Objects -
> & Client LI
> & DeviceSet A C Time Severity Server/Object  SourceName Message EventType Active A
v B3 rcs v 19:37:21.234 1 IBHLinkUA®ibhl... IBH Link UA\BH Link UA SoftPLC\Tank_evaluation DB Empty Tank 9653 liters in Tank  S7OffNormalAlarmType  Inactive
* o IBH Link UA SoftPLC ' 19:37:21.257 1 IBHLinkUA®ibhl... IBH Link UA\BH Link UA SoftPLC\Tank_evaluation DB Fill Tank 467 liters in Tank S7TOffMormalAlarmType  Active
> % Tanklevel v 19:37:40.281 1 IBHLinkUA®ibhl... IBH Link UA\BH Link UA SoftPLC\Tank_evaluation_DB Empty Tank 9625 liters in Tank  S7OffNormalAlarmType  Active
> & Server v 19:37:40.287 1 IBHLinkUA@ibhl... IBH Link UAVIBH Link UA SoftPLC\Tank_evaluation_DB  Fill Tank 467 liters in Tank S70ffNormalAlarmType  Inactive
> 3 Slots 14 10:37:59.303 IBHLinkUA@ibhl... 1BH Link UA\IBH Link UA SoftPLC\Tank_evaluation DB Empty Tank 9625 liters in Tank  S70ffNormalAlarmType  Inactive
> [ Stations v 10:37:59.307 IBHLinkUA@ibhl... 1BH Link UA\BH Link UA SoftPLC\Tank_evaluation DB Fill Tank 478 liters in Tank S70ffNormalAlarmType  Active
> @ Types v 19:38:18.327 IBHLinkUA@ibhl... 1BH Link UA\IBH Link UA SoftPLC\Tank_evaluation DB Empty Tank 9577 liters in Tank  S7OffNormalAlarmType  Active
> 3 Views v 19:3%:18.330 IBHLinkUA@ibhl... IBH Link UA\BH Link UA SoftPLC\Tank_evaluation DB Fill Tank 478 liters in Tank S7OffNormalAlarmType  Inactive o
<
L 1
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