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Chapter 1 IBH Link loT setup Page 1-1

1 IBHLink loT setup

1.1 Installation and connection

The IBH Link 10T is designed for DIN rail mounting:

The IBH Link IoT has two (2) interfaces,
which are separated by a firewall and
having separate MAC addresses, which
are designed for data exchange within
the management level or in the process
level.

The interface of the process level

\é\\}&\}\ consists of a 3-port switch.

The power is supplied via the included plug.

ATTENTION!

operation of the IBH Link 10T. A higher supply voltage may

é‘ ) A supply voltage of 12VDC to 36VDC is to be used for the
destroy the device.

Power supply: 24VDC / 0.2A

TTI Trans Tech International® 2020 IBH Link IoT Training
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1.2 Configuration of the IP addresses (default setting)

With the IBH Link 10T default factory setting the configuration can be
done with an up-to-date web browser. The Ethernet ports 2 to 4 have
the IP address 192.168.1.14.

The Ethernet port 1 can only be used to configure the IBH Link IoT if
a DHCP server assigns the IP address, and a DNS server resolves
the name by specifying the hostname

http://ibhlink-iot_<serial number>

(Example: http://ibhlink-iot_001077)

No additional applications or drivers are required.

The following information is printed on the IBH Link 10T housing.

Default logon data

Username: admin
Password: admin

T,
IBH Link IoT Training TTI Trans Tech International® 2020
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Standard IP-Address configuration:

Level Port
Management Level Port 1
Control Level

Management
Level

Control
Level

IBH Link loT setup

Address

Page 1-3

Hostname: ibhlink-iot_<serial number>
Port2-4 192.168.1.14

Note:

Explorer, etc.):

With the IBH Link 10T default factory setting the configuration can be
made using an Internet browser (Microsoft Edge, FireFox, Internet

¢ Via the management level (port 1) with the host name if the port is
connected to a network with a DHCP server and DNS server.

e Via the ports of the control level. The connected network must
have the sub-address 192.168.1.nn.
Or the connected PC a has a fixed IP address from the subnet
192.168.1.nn

1.3 Login browser window

- B 1BH Link loT

&« C @ O & 192168.1.14/7 =/

>
Login

The password is case-sensitive.

User name

Enter your user name | admin

Password

Erter your password | admin

Remember me
Keeps login for 2 weeks

Lost password

liBHsoftec

wnpnwy ibhsoftec.com  Contact  Wiki

=D IND © % O

single-core

# 1B LinkloT

TeamViewer
Internet of Things

o =
(1)

TTI Trans Tech International® 2020

IBH Link IoT Training



Page 1-4 IBH Link loT setup Chapter 1

Language selection m F S
The languages English, German and Gl =

Japanese are available in the browser window.

Remember me

If this login is marked, no username and password will be requested
when the same browser window is called up again. This setting
remains in effect for up to two weeks.

Login
When you click Login, the following security messages are displayed
one after the other.

| Important information about HTTP access

i With unencrypted connections, it is possible that personal information can be

| revealed.
Therefore we recommend to disable HTTP in the "Security’ page.

m
Important information about the Password
i Currently a default password is used.
It is highly recommended to change the
password,

After the security messages have been confirmed, we recommend
changing the password.

Change Password
For security reasons, the password should be changed. The
username may also be changed.

In the open browser window Management level / control level klick
the button Update password.

<« ¢ o © A& 1921681147 _=/network - Oy n@oe Ko =
§+; : . o Logout | Updlate password single-core
Network Management Level | | Control L (lick)

| Update password

| Update password |

| Enter a new password below

User name -
admin ) cannat be changed

,,,,,,,,,,,,,,,,,, Password

Enter your password | $eee®

Choose Password
Vald eessssssssssesececes

Repeat password
Valid

om0k | | Cancel
lNBHsoftec @ reHLinkoT
s ibhsoftec.com Contact Wiki '!Em\@ﬁ\ger

I —————————
IBH Link IoT Training TTI Trans Tech International® 2020
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If the password is not long enough of  Choose Password

if you have not entered enough Too short [SEESS ®
different characters (A - Z; 0 - 9; special characters), the background
is "red". For security reasons, the password must be 12 or 16
characters long.

The browser access username cannot be changed.

1.4 Network browser window

Note:

The management level (port 1) must have a different subnet
address than the subnet address of the control level (port 2 to
port 4) so that it is unequivocally which connection must be
established via which Ethernet interface.

=

1.4.1 Management Level Settings
Port 1 Network Configuration and Global System Configuration.

- 189 1BH Link |oT - Network x IBg
e

C ® O & 192168.1.14/7_=/network @ IND e £ 0 & =
%F B Logout| Update password| single-core
EManagement Levelj Control Level 802.1X TeamViewer IoT
PO Metwork Configuration
.......................... Endpaint URL opc.tepAibhlink-iot_001077:48010
or
no changes
"""""""""""""" DHCP possible if
IP address DHCP selected
Subnet mask
__________________________ Global Systern Configuration
Hostname ibhlink-iot_001077
"""""""""""""" Part 43010
Default gateway
Marmeserver 1
Mameserver 2
Apply | Revert
llNBHsoftec @ 1snLinkioT
embedded Teamwiewsr Galeway
wnw ibhsoftec.com  Contact Wik TeamViewer
Internet of Things

With DHCP disabled, the Network Configuration and Global
System Configuration may be modified. The hostname can always
be adjusted.

TTI Trans Tech International® 2020 IBH Link IoT Training
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1.4.2

- 188 |BH Link |aT - Netwark X By
&« C ® |O & 192.1681.14/7 =/network %t IND ©e ¥ O =
S L] .
= n‘.‘!\- B Logout| Update password| singie-core
E Management Levelj Control Level 802.1% Team¥iewer IoT

Metwork Configuration

Endpoint URL
ar

IP address
Subnet mask

Global Systerm Configuration

opc.tepibhlink-iot_001077:48010

not marked
DHCP A

192.168.178.14
255.255.255.0

h, CaN be

Setting the IP address - management level

Hostname

ibhlink-igt_001077 s

Port
Default gateway

48010
192.168.178.1
192.168.178.1
10.0.13.1

Marmeserver 1

Marmeserver 2

Apply | Revert

lIBHsoftec

wrw ibhsoftec.cor Contact Wik

IBH Link lo

U smbedded Toamviewer Galeway
TeamViewer

Internet of Things

By clicking the Apply button, the changed settings of the
management level are applied to the IBH Link loT. Since the IBH
Link IoT web browser was accessed via the IP address of the control
level, the changes are displayed immediately after they have been
accepted. It is not necessary to reopen the IBH Link 0T web
browser.

The screen shot shows the settings of the management level for
access from an external PC.

1.4.3 Control Level Settings

The network configuration for ports 2 to 4 (control level) and global
system settings can be adjusted. If DHCP is deactivated, the network
configuration and global system settings can be changed. The host
name can always be changed.

By clicking the Apply button, the changed settings of
the control level are applied to the IBH Link IoT. The
execution of the change is displayed.

o e® o0 =

Simil 5e oading...

Since the web browser of the IBH Link IoT was accessed via the IP
address of the control level, access to the web browser of the IBH
Link UA can only take place via the changed IP address of the

control level or the IP address of the management level.

________________________________________________________________________________________________________________________|
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Control level with adapted IP addresses

The IBH Link IoT browser window was accessed via the IP address
specified at the control level. After logging in, the control level
browser window is displayed with the changed addresses.

&« ¢ @ @ & 1001314/ = network [ 4 oD ® O =
:‘}_-;F L] M Update password single-core
Network Management Level Control Level 802.1X% Team¥iewer IoT

Metwork Configuration
Endpoint URL opc.topeibhlink-iot 45010
or deselected  OPC.1opid10.0.13.14:48010

rrrrrrrrrrrrrrrrrrrrrrrr DHCP
10.0.13.14
}—. was changed —{
255.255,255.0

IP address

Subnet mask

Global Systerm Corfiguration
Hostharne |\hhlinkua_iut
Port 48010
Default gateway 102 168.178.1 3 was changed
[192.168.178.1 |
[10.0.131 |

@ was changed

MNameserer 1

Mamegerer 2

Apply | Revert

llIBHsoftec

weinir. ibhsoftec.com  Contact  Wiki

smbedded Teamuiewer Galaway

’ IBH Link loT

TeamViewer

Internet of Things

The screen shot shows the settings of the control level for access
from an external PC.

1.4.4 802.1x settings

The IBH Link IoT provides IEEE 802.1X for authentication and
authorization in IEEE 802 networks.

« C o O & 1001314/ _=/retwork [N+ 4 n @O e 0 =
%F L] Logout | Update password single-core

Management Level
BO2. 1X4-Security
Select 802,11 security

Control Level

TeamViewer IoT

Select the interface for 80213 security or deactivate

Status Deactivated The current state
"""""""""""" Legitimation TLS Select the legitimation algorithm (currently only TLE)
Identity The username

""""""""""""" Select CA certificate (pem) | Browse... | No file selected. Select the CA certificate in PEM format
Upload CA cerificats Upload CA certificats
Select user certificate (pem) | Browse... | No file selected.

Upload uger certificate

Select the user certificate in PEM Format

Upload user certificate
Select user secret key (key) | Browse... | No file selected.
Upload user secret key
User secret key password

Select the user secret key in KEY farmat
Upload the user secret key
The pasword of the user secret key

Save configuration

Glabal Systern Configuration

Hostname ‘lbhhnk-\nt |
Port 48010

Default gateway 192.168.173.1

[192.168.178.1 |
[10.0.131 |

MNameserver 1

MNameserver 2

Apply | | Revert

liliBHsoftec

wnw ibhsoftec.com  Contact  Wwiki

@ eHLinkioT
TeamViewer

Internet of Things

- ______________________________________________________________________________________|
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The activated settings in the 802.1X window can be assigned to the
network connections at the control level or the management level.

B02.1%-Security open | select | Select the interface for 8021 security or deactivate |
Select B02.1x security Management Level [

Status Deactivated , [mark;
LeQ”fmat'Dn Management Level
Identity

Select CA certificate (pem) Control Level

The configuration of the IEEE 802.1X security settings can be saved.

1.45 Apply network adjustments

Click the Apply button to save the adjustments done in the
Management level tab, Control level tab, 802.1X tab, or
TeamViewer 10T tab. The Apply button should be clicked for each
tab separately. Confirm the displayed note to adopt the changes.

The transfer of the adjusted settings is displayed
in the upper right corner of the browser window.
Since the changes require a restart of the IBH
Link 10T, a corresponding information is
displayed.

[informaton — |

| i Changing the hostname requires a reboot. Reboot Now? '

: <% Cancel

1.5 TeamViewer I0T activation

The TeamViewer software is pre-installed in the IBH Link I0oT. This
offers the possibility of being able to access almost all devices
(PLCs) connected at the Control level of the IBH Link 10T anytime
and anywhere.

Complex modem solutions

i TR
or the use of a PC on site (
are a thing of the past. Coenbaveliin,

TeamViewer loT
via the Internet.

To establish a connection
via TeamViewer-loT, the
Ethernet subnet of the ! contr
Management level must Etharnet Pt
have access to the
Internet.

Management Level

Control Level
PLC controls,

IBH Link IoT Training TTI Trans Tech International® 2020
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The IBH Link IoT manages two subnet addresses separated by a
firewall, each with its own MAC address.

Ethernet areas:

Level Port

must be in

Management Level | Port1 different subnets

Control Level Port2 -4

Team Viewer loT tab

- 1B 1BH Link LA, - Metwork x g

&« ¢ o © & 100.1314/_= network g n @O ® O =
%F ® Logout| Update passward singla-cora
Management Level Control Level 802.1% TeamViewer IoT

Team“/iewer [oT

Status is reported back by
TeamViewer loT

TearniewerlD

Assignment Token

Gmup has to be
------------------------- Teamviewer auto start O configured
Log level Info ~

Proxy settings
----------------------- Proxy address (IP:Fort) | |
Internet access aver proxy

Start | Stop | MNew assign | Rermove assignment | Download logfile | Delete logfile | MQTT settings

Global System Caonfiguration

Hostname ibhlirk-iot |
Port 43010 |
[Efault gateway 192.168.178@
Mameserver 1 192,168.1758.1
Mameserer 2 10.0.13.1

Apply | | Revert

lliliBHsoftec @ r1eHLinkloT

wni ibhsoftec.com  Contact  Wviki e TeamViewer

Internet of Things

If the Internet must be accessed via a proxy, the address can be
entered in the form Proxy: Port or User: Password @ Proxy: Port.
The proxy access to the Internet must be activated.

PC preparations — connected to the Ethernet port of the
Management Level
To use the access options of the pre-installed TeamViewer IoT
software, the following conditions must be met:

Q About TeamViewer

TeamViewer software version 15.13.6

or newer must be installed on the PC Version: 15.13.6 (32-bit)
i Date: Dec 14 2020 14:35:50
that is to be used to access the external e TeamViewer ID: 1000000000

IBH Link IoT. —

TTI Trans Tech International® 2020 IBH Link loT Training




Page 1-10 IBH Link 10T setup Chapter 1

A TeamViewer account with a corresponding license must be ready
for activation.

.
xtras  Help | Feedback

n sign In Email Are you already a TeamViewer
Don't have an account? customer?

Please sign in here with your TeamViewer
Password to complete account to use the full functionality.

eetin
B: Computers & Contacts
{mark)

.

Single Sign-On Login

s Augmented Reality

8,
“@  Getting Started

L 4
E TeamViewer @ Ready to connect (secure connection)

Install the IBHNet-loT-Setup.exe software on the PC. This software is
available for download at
https://download.ibhsoftec.com/neutral/IBHNet-loT-Setup.exe

Info about [BHNet-loT

IBHNet-IoT Agent ¥1.11

o It is important that the latest
IBHsoftec Gesellschaft fiir Automatisierungstechnik mbH
el software version of the
. Phone: +49 6068 3001 Fax: +49 606830.?4 I B HNet-IOT Agent |S alWayS
|nf0@\bhs.0ftec.c0m w}:\t‘v\.&.lbhsoftec.com .
support@ibhsoftec, com wiki.ibhsofter, com i nstal I e d .

click

Copyright (C) IBHsoftec GmbH 1993-2021

Install IBHNet-10T software

Double-click the IBHNet-loT icon created during
installation. The ibhsoftec-agent-service is
started.

*‘-’ .
call

The service is displayed in the IBHNet-IoT Tray IEHMEet=1aT
in the task bar. It may be necessary to change
the properties of the taskbar to display the icon.

IBHMet-1oT Tray - IBHsoftec GmbH

Pointing to the icon, displays the Ready
readiness of the service. =3 e
020-09-10
If the symbol indicates a stopped I_BHN,et-InITray- IiBHsnftec GmbH
. . Service stopped
service, it must be started. :
= 020-09-0 -

Once the connection has

; _ [EHMet-1oT Tray - IBHsoftec GmbH
been established, the IBHNet S et 10604 Rewrived-10433
IoT tray symbol has a green
corner at the bottom left and gree [

transmission data is displayed

_______________________________________________________________________________________________________________ |
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1.5.1 Opening the TeamViewer IoT Management Console

Use the link https://teamviewer-iot.com/en/ to open the TeamViewer
Internet of Things login page and log in.

[=] TeamViewer Management Cor X [las = O X

& c © & nhttps:/loginteamviewer.com/LogOn/PopUp/iot?returnUrl=%2¢ *=» & ¥ In @0 ®

Free loT & Connect AnyThing, AnyWhere, G Te a mVl ewer

AnyTi
s Internet of Things

Whether you're located on Greenland or in :

downtown Manhattan, have a million-dollar budget Slgn In

or just a great idea, TeamViewer lets you jump- Don't have TeamViewer account yet? Sign up here.
start your loT journey with free access to a )
maximum of 2 loT endpoints. Emall
pete@schulz-heise.com

Password to complete
Share this on: ¥

000

0000000000000 Q

Keep me signed in

Sign In

Forgot password?

After logging into the TeamViewer 10T Management Console, open
the Assignment token dialog box.

TeamViewer loT Home

Al ATME

DFVICF SUMMARY

Devices
I

Pete@Schulz-Heise.com

Licensed

& English » Contact Us

Help

AR Key

Assignment token

Assignment token

Log Out

e Assignment token
Rssgrment aken s 1 s he cence 2 th secaun Assignment token is used 1o assign the device to the account.
m
Eid Cn

m AR R RN E RN = A EE RN RN EREEEE TR EREREYX
ﬂ -
Copy

Canogn B Tesrtesr 3 ot
»

Trans Tech International® 2020 IBH Link IoT Training
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By clicking the Copy icon, the Assignment token, I
shown with several dots, is copied to the Windows
clipboard.

Insert assignment token

The Assignment token must be copied into the field with the same
name in the IBH Link loT browser window Network/TeamViewer loT.

e

c @ © & 1001314/ _=/network - +yr'noO ® O =

% F ] Lugout| Update password | single-core

Management Level Control Level 802.1% TeamYiewer IoT|

"""""""""""""" Team'iewsr loT
Status -

. is returned by
Team®/iewer|D TeamViewer loT

Assignment Token

Copied Assignment token

Grau
p ) TTi L_to complete.
,,,,,,,,,,,,,,,,,,,,,,,, Team'/igwer auto start Spen Tselect

Log level Info h If the log level is changed, the TeamViewer agent
must be restarted to apply the changes.

Proxy settings

----------------------- Proxy address (IP:Port
Y ( ) I—fill in if ny |
Internet access over proxy

{click)
Start | Stop | Mew assign | Remaove assignment | Download logfile | Celete logfile | MOTT settings

Global System Configuration

Hosthame ibhlink-iot |
Part 48010

Default gateway 192.168.178.1

Mameserver 1 152.168.178.1

Mameserver 2 10.0.13.1

Apply | | Revert

llBHsoftec @ 1B LinkoT

wenncibhsoftec.com  Cantact  Wiki c TeamViewer

Internet of Things

Enter the group name and mark that the TeamViewer is switched on

automatically. .
Mew a55ign G

Clicking the New assign An assignment token and a group name must be
button opens the provided to assign the device to TeamViewer,

TeamViewer 0T End-User License Agreement.

Team¥iewer® IoT End-User License Agreement

Tearniewer® 0T End-User License Agreement

fou find the full version of the loT EULA here == http./fwwwteamviewer com/link/?url=653670

This End-user License Agreement including its Annex ("EULA") applies to you

and Team¥iewer Germany GmbH ("Team%iewer" or "We") for the licensing and use of our software,

which includes the TeamWiewer software and all versions, features, applications and modules thereto
("Software"). This ELILA also covers any associated media, printed materials and electronic documentation
that we make available to you (with our Software and "Product”)

Future releases of our Product may warrant amendments to this EULA,

BY CLICKING "ACCEPT", DOWMLOADING OR OTHERWISE USING OUR SOFTWARE,

YOUAGREE TOALL TERMS AND CONDITIONS OF THIZ ELILA,

IF ¥OU DO MOT AGREE TO ANY OF THE TERMS OF THIZ EULA,

PLEAZE IMMEDIATELY RETURN, DELETE OR DESTROY ALL COPIES OF OUR S0FTWARE IM Y OUR POSSESSI0ON.

If you want to use this software, you have to agree to the terms stated in hitp: s tearmviewer. corn/ink/? url=653670

1
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TeamViewer 10T End-User License Agreement

To apply the settings, the TeamViewer IoT end
user license agreement must be accepted by
clicking the button Accept.

Note!

The transmission of the Assignment token to TeamViewer can
take some time.

I\

The online connection to the TeamViewer loT server is established.

Assignment token taken from TeamViewer [0T
If the assignment token has been accepted,
the status and the TimeViewerlD with the
name are displayed in the web browser
window Network/TeamViewer IoT.

| Assignment active X

Progress:

i | Activating Team\iewer connection

< ¢ o © & 100.13.14/_=/network - @ rIn@D® O =
%F ® Logout | Update password single-core

Management Level Control Level 802.1X%

TeamVievser IoT]

Tearmiewer loT
Status

il back |
TeamyiewerlD 2222222222 > s g
Taken
TeamViewer auto start
Log level

Proxy settings
""""""""""""" Proxy address (IP:Porf) | |
Internet access over proxy

Start | Stop | New ESSIQH‘

Global Systern Configuration

Remove assignment | Download logfile ‘ Delete logfile | MQTT settings

Hostname
Port
Default gateway

ibhlink-iot |
48010
192.168.178.1
152.168.178.1
10.0.13.1

Mameserver 1

Mameserer 2

Apply | | Rewert

lliBHsoftec

wwrnibhsoftec com Contact  Wiki

# 1eHLinkloT

E.,] TeamViewer
Internet of Things

Copy the TeamViewer ID

Copy the TeamViewer ID number to the Windows clipboard.

< [CIR A} © £ 10013147 =/network O+ YiIN@D @ O =
%F ° Logout | Updats password single-core

Management Level Control Level

B02.1X

TeamViewer IoT

TeamWiewer [oT
Status
TeamiewerlD

Assignment Token

Group

IBH Link IoT Training

TTI
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Right-click on the IBHNet-lIoT Tray icon to open the context menu.
The Agents... command opens the TeamViewer Shortcuts dialog

box.

Close TeamViewer connection...

Agents...
:

Help...
Homepage...
Wiki...

Information...

Close [BHMNet-loT Tray

16:30
WO e M

Insert the TeamViewer ID number in the field of the same name.
The display name is transferred to the TeamViewer account. This
name can be used to establish a connection to the IBH Link IoT via

the Internet.

Teamviewer-Shortcuts

[ Cennections
Disglaz nare Tea_mwewerfURL |
IEBH Link IaT teamviewers: )/ frematecantrol/Prematecontrolid=22222222228f orwardports=[31711:localhost:31711:3] I
is inserted
[~ Connection @
. freely
Display name: | IBH Link IoT
—~
Teamviewer 10 | 2222222222 Illserlw
o Add ko \lst‘ | Remowe from list I
(Click 'Yclick@ m..nm.
Properties Cancel

Clicking the Properties button, a dialog box appears with the details
of the network card via which the IBH Link 10T is connected.

Properties

Language

" German & Engiishi
—Ethernet card with Internet Access
— 1
| | InteliR) Ethernet Conmection (2) 12159-Y | ~|
— Teamviewer Connection establishment
Local Port I 31711 Timeout [ms]: 10000
confirm
O Cancel |

By clicking the Add to list button, the display name and the
TeamViewer ID are adopted. The dialog box is closed with OK.

The installation of TeamViewer 10T in the IBH Link IoT is now

complete.

IBH Link IoT Training

TTI
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1.5.2 Establishing a connection

A connection to the IBH Link 10T and thus to the PLC controls and
other devices that are connected to the ports of the control level can
be established via the Internet from any PC.

The IBHNet-loT software must be installed on this PC.

TeamViewer must be started, and you have
logged into the TeamViewer account.

Registered TeamViewer |oT account.

@ TeamViewer X
Connection  Extras  Help | Feedback insert partner 1D «* Conmect
n Pete Q search v @
loT
« Remote Control B ibhlink-iot
B ibhlinkua_sc
*o7 R M, L |
» emote Management E
¥ Meine Computer
.o
{1 Meeting ¥ Tl
Bl ibhlink-iot
B: Computers & Contacts B ibhlinkua_sc
»
-.J Chat
Augmented Reality
TeamVIGWGr ® Ready to connect (secure connection)

Right-click on the IBHNet-loT Tray icon to open the context menu.
The devices registered with the TeamViewer account are listed in
the upper area of the context menu.

The connection is established with a click on the desired device (IBH
Link 10T).

IEH Link laT
click )

Close Teamiewer cannection...

fgents..,

Help...

Homepage...
Wiki...

Information...

Close IBHMet-1oT Tray

IBHMet-1o0T Tray - [BHsoftec GmbH

1630
AP e M

o
TTI Trans Tech International® 2020 IBH Link loT Training
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The establishment of the connection is displayed.

Connection establishrment ..

—Progress
_ead current configuration

—Connected agent

Remote=ibhlinkua_gc Address=10.0.13.99 Mask=255.255.255.0

Cennection establishment ...

~Progress

Configuration complete

—Connected agent

| Remate=ibhlink-iot Address=10.0.13,14 Mask=255,255,255.0 I

listening port: 31711
allowed ips: 192.168.179.0/24

K I Cancel |

After the connection has been successfully established, the IBH Link

loT appears as a WireGuard Tunnel under the network adapters of
the PC.

_rli_' Network Connections NOte'
A & <« All.. > Netw v O Windows use two names for network
Organize v » - m @ adapters, the Namg given by the
Hardware or the FriendlyName.
"i. IBEHMet-laT .
%r: |BHNet-10T e WireGuard Tunnel
o T |
=L T e Wintun Userspace Tunnel
NTP-Met H
$4 Intel{R) Ethernet Connection (&) 1., The dlﬁerent names are therefore
displayed in the screenshots.
4iterns 1 itemn selected = =

From now on, all controls and devices that are connected via the
Control Level of the IBH Link IoT can be reached.

Error messages starting process

@ ibhlinkua_qe - TeamViewer

EE File transfer

S L]
HER. o

Login

Remote AppControl  Port Forwarding

single-core
The password is case-sensitive.

User name
serna

Enler your user name | 30Min
Y enter)
Password

Enter your password |®®®*® -

felick)
Login

Lost password

liliBHseftec a IBH Link UA

Remember me
Keeps login for 2 weeks I

embedded OPC UA server { cliant

=0PC UA

wwr.ibhsoftec com Contact Wiki

IBH Link IoT Training
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Error messages starting the process

Note!
a During the TeamViewer start process it may happen that no
\ connection is established, and the error messages are displayed.
These error messages are to close with Cancel.

The starting process must be started again.

a TearnViewer

Connection  Extras  Help | Feedback Insert partner ID
TeamViewer Authentication e
Please enter the password that is displayed on your
| n Pete a partner's computer.
Password:
{click )
4—+ Remote Control ‘
@ Advanced Cancel
% Remote Management ¥ My Computers
ol Starting Teamviewer
L0 ) g
start progress
B
g

| El: Augmented Reality

| TeamV|eWer Authenticating...
Activate the start process again

IBH Link laT

Close TearnViewer connection..,

Agents...

Help...
Homepage...
Wiki...

Information...

Close IBHMet-|oT Tray

IBHMet-1oT Tray - I[BHsoftec GmbH

16:30
2020-09-03 D

After the connection has been successfully
established, the IBHNet-IoT Tray icon in the il

taskbar changes. It gets an additional green mark.

=R

IBHMet-1oT Tray - |IBHsoftec GmbH

From the PC, whose IBHNet-1oT Tray Icon Service stopped
shows the existing online connection, controls
(CPUs / devices) connected to the Control level

TTI Trans Tech International® 2020 IBH Link IoT Training
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ports can be accessed with the appropriate software (programming
system).

If the online connection to the IBH Link IoT cannot be established
because a required service has been stopped, this will be displayed.

1.5.3 TeamViewer loT — Logfile
The log output can be adjusted.

[L':'Q |evel I If the log level is changed, the TeamViewer agent
Verbose must be restarted to apply the changes,

Team¥Yiewer IoT |

i Ifthe log level is changed, the Team®iewer agent must be restarted to apply the changes. |

A ves | o

The log output selected is stored in the IBH Link UA.

Download, logfile | Delete logfile | MOTT settings |

Download the TeamViewer logfile for detailled inspection. |

By clicking the Download logfile button, the saved states of the
TeamViewer I0T connections (error-free / faulty) can be displayed in
an editor or saved as a text file.

B C:\Users\TMAppData\Local\Temp\teamviewer-iot-agent_logfile.log.txt - Notepad++

File Edit Search View Encoding Language Settings Tools Macro Run Plugins  Window 7 X
cBHBRGE s Mkiaciay 2% BRI ERENo® O EDBE| %
[ teamwiewer-int-agent_logfile: log tt E3 |
22 Version: ~
23 ID: 2027546730
24  Loglewvel: Info- (100)
25 License: 10000
Z6  Berver: master?.teamviewer. com
27 IC: 1759993539
28  CPU: ARMv7  Processor -rev-10- (v71)
29 08: Lz The Yogurt Distri (armv7l)
30 TIp: 1%2.168.176.89,10.0.13.89
31 MID:
beehivellesfb78950b1Faddd~rrmmmn s 502df4193d16<16f12chbe5049298cf299231e2848681175540699
722613032%afchAd381dd4d71
32 MIDv: 1
33  Proxy-Settings: Type=0 IP= Ussr=
34
35 2020/12/27-10:19:57.250 3493070046224 NetWatchDogLinux: using RTLink event handler
36 2020/12/27-10:19:57.251 3493070046224 RemotefettingsMDRelationshipWatchDog: Device is
a-managed - device v
Marmal text file length : 18468 lines : 163 Lh:1 Cal:1 Pas:l Unix (LF) UTF-8 INS

Since the evaluation of the log-file requires some specialist
knowledge, this diagnosis should be carried out in the event of a
malfunction using the IBHsoftec hotline.

To have a defined beginning of the log file, the stored file can be
deleted.

________________________________________________________________________________________________________________________|
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1.5.4 Teamviewer 0T — MQTT settings

The MQTT option is only useful in conjunction with the IBH Link UA
from IBHsoftec.

(click )y, | Open a dialog with MOTT settings for the TeamViewer cloud |

MQTT settings | Clicking the MQTT button opens the Establish
connection to the Teamviewer I0T cloud dialog box.

Establish connection to the Team¥Yiewer IoT Cloud X

Connection to Tearmiewer [oT

Activate connection
Client Id:
Topic:

Create Certificates for the Client

Download the Teamviewsr Autharity Certificate
Download Certificate for the Client

Diownload private key for the Clisnt

ok

Details on the use of MQTT with the IBH Link UA is described on the
IBHsoftec WIKI website.

TeamVYiewer IoT

i If the connection to the Teamiewer 0T Cloud is changed, the

Tearnviewer agent must be restarted to apply the changes.

[ves] o)

1.6 TeamViewer I0T License IBH Link UA

With the latest, freely available firmware the functionality of the IBH
Link UA is extended, to allow remote maintenance via TeamViewer
IOT.

This new feature allows to access nearly all PLC systems always and
everywhere.

Complex modem solutions or the use of a PC on site are obsolete.

To use this functionality with IBH Link UA, you need a TeamViewer
0T license.

Use the following link to purchase a TeamViewer 0T license:

https://wiki.ibhsoftec.com/en/IBH Link loT:TeamViewer 0T License IBH Link UA

_____________________________________________________________________________________________________________________|]
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1.7 Security browser window

The connection security between a client and a server is available for
selection in this window and can be specified.

- B IBH Link U - Security b +

& C & |© & 10013147 _=/security w In@O ® O =

.t-:-l%; F ® Logout| Update password | single-core
Server Security
-------------------------- I Mone (not recommended)

Security [1Basic128Rsal5 (not recommended) Sign

[JBasic256 (not recommended) Sign
.......................... Basic2565haZ56 Sign + Sign and Encrypt ~

V] Aes1285ha256Rsa0aep Sign + Sign and Encrypt ~
""""""""""""" [ Aes2865ha2e6RsaPss Sign + Sign and Encrypt ~
__________________________ I Permit Anonymous Access without User (Default = On)

Authentication
-------------------------- [JLet a Client connect if the hostname in the
certificate does not match (not recormmended)
[ClLet a Client connect if the date in the certificate
does not apply (hot recommended)

Reverse Connections

Add reverse connection | Femoye reverse connection

Firewrall

[JPermit only OPC UA on Management Level
Webconfiguration

VI Permit HTTP access for the YWebconfiguration

[JUse custom Certificates Upload Server Certificate
Start creating new Keys Gererate new Keys

Apply | | Revert

lBHsoftec @ 'BHLinkioT

wnisibhsoftec. com  Contact  Wiki TeamViewer

Internet of Things

Note:
After changes made in the security browser window, the buttons

Anply | and Revert | are activated.

If the change is to be adopted, click the Apply button. gpph; |

The client queries the server's security configuration via
SecureChannel to then set up a communication channel in which the
security (confidentiality) and the completeness (integrity) of the
messages exchanged are guaranteed.

Note:
Encrypted messages prevent or at least make it exceedingly difficult for
untrustworthy third parties to read the content of the messages that are
exchanged between the OPC client and the OPC server.

I —————————
IBH Link IoT Training TTI Trans Tech International® 2020



Chapter 1 IBH Link loT setup Page 1-21

Server Security
There are different levels of encryption.

[ Mone (ot recommended) @

[JBasic128Rsal4 (not recommended) Sign

[JBasic256 (not recommended) Sign

Biasic2665haZa6 @ Sign + Sign and Encrypt ~

] 4e51285ha256Rsa0aep Sign ~

] Aes2865ha25BRsaPss Sign + Sign and Encrypt ~
@ Permit Anonymous Access without User (Default = On)

Authentication
[JLet a Client connect if the hostname in the
certificate does not match (not recormmended) o
[JLet a Client caonnect if the date in the cerificate
does not apply (not recommended)

@ Is the security level for the client / server connection selected, in
addition the levels Sign, Sign and Encrypt as well as Sign + Sign
and Encrypt can be selected.

@ The security level is set by opening and
selecting. | Sign »

Sign  The messages contain security signs. Itis | Sian
signed with the associated Private Key Sign and Encrypt
of the Application Instance Certificate
of the client. Signed messages can detect
whether a received message has been manipulated by an
untrustworthy third party.

Sign und Encrypt The messages contain security tokens and are
encrypted. They are also encrypted with the Public Key of the
Application Instance Certificate of the server.

Sign + Sign and Encrypt The messages contain the security labels of
Sign and additionally those of the Sign and Encrypt definition.

@ Anonymous access without user authentication is allowed as a
standard and can be deactivated.

@ Settings can be made to allow client / server connections for security
reasons not recommend.

However, it has been shown that in some applications these settings
are unavoidable to establish a client / server connection.

Reverse Connection

In contrast to conventional client-server connections, in which the
client establishes the connection with the server, in the Reverse
Connection the server actively connects to the client.

An inverse server connection can be set up if the server is in a more

protected area behind a firewall than the client. To do this, enter the

____________________________________________________________________________________________________________________|
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endpoint URL of the client. This makes it easier to configure the
firewall. Of course, the client must support incoming server
connections.

Reverse Connections
|Dpc.t[p:ff192.168.1.14:48010
Add reverse connection | Femove reverse connection |

{clicky
Reverse Connection x

| ) :
Encpoint Url: [ope. top://192, 166, 1. 14140010 |

is inserted

~ |

m Cancel

Firewall

Firewall
[1Permit only OPC UA on Management Level

The firewall can be instructed to allow OPC UA connections on the
management level only. With a web browser it is no longer possible
to address / configure the IBH Link IoT via the management level
(Ethernet port 1).

Web Configuration

Webconfiguration
Permit HTTP access for the Webconfiguration

@ [[JUse custom Certificates Upload Server Certificate |
Start creating new Keys @ Generate new Keys

For security reasons, the configuration should only be accessed
@ using the secure transport encryption (HyperText Transfer Protocol
Secure - HTTPS).

Therefore, the option Permit HTTP access to the web
configuration should be deactivated.

All IBH Link IoT have the same parameter set  Upload Server Certificate |
for negotiating the keys for encryption. This is usually not a problem.

However, it is possible to create a new parameter set for the
encryption.

If Use custom certificates is selected, a dialog box is opened via
the Upload Server Certificate button. Buttons are available for
searching, reading in, and installing the Server Certificate and
Private Key.

@ The button Generate new Keys opens a message that must be
confirmed to generate a new key.

The note must be observed, as the generation of a parameter set for
negotiating the keys for the encryption can take several hours.

IBH Link lIoT Training TTI Trans Tech International® 2020
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Note:
The generation of a parameter set for negotiating keys for encryption

may take several hours.

1.8 Certificates browser window

Note:
_ All settings that can be made in the Certificates browser window

A are intended for future firmware upgrades and are currently of no

B IBH Link UA - Certificates X
& ¢ @ © £ 10013147 = feertiicate LR ¢ Ih@Doex0o &=
EBEE (] Logout | Update password singla-care
E,ﬂ Server IBHLinkUA®Ibhlinkua_.. 03/16/2017:17:45 03/15/25 17:17:45 Qrganization Unit:

< >

Ce rtlfl cate 5 Trust| Reject | View | Delete | Mew Server Certificate | Replace Server Certficate | Upload Certificate from Client or CA ‘
e ;clu:k;

Download Certificate for the Client J
........................ Creste 3 new server certificate, All connicted clients must-trustthe new certficate again. |
________________________ | Important information about date and time settings I

Certificates will only work proper, if the clock is set correctly. Your device reports
20200821 174506
"""""""""""" ‘You should cortinue only, if the date and time seftings are correct. Otherwise the clock should be set first

Cartinue? .
Ok | Carcel .
lNBHs v ecu IBH Link loT
wnaibhsoftec.com  Contact Wiki E.]Team\liewer
Internet of Things

Certificates can be created, downloaded, or read into the designated
certificate store.

The existing certificates with data and status are displayed in the
window. Buttons are provided to trust, block or delete listed
certificates.

1.9 Time settings browser window

The date and time can be entered manually or automatically via the
time server.

Note:
If a change has be made in the Time settings browser window the Apply

and Revert buttons are activated.
If the change is to be adopted, click the Apply button.

TTI Trans Tech International® 2020 IBHLink IoT Training
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« C @ |©O & 10013.147_=/dsteandtime @Y IND O %0 &=
%m ° Logout | Update password single-core

Set date and time
,,,,,,,,,,,,,,,,,,,,,,,, Shiw time in UTC O

Time 17:56:25
Septerrber v

Mon | Tue (Wed | Thu | Fri | Sat |Sun

1 2 3 4 5 &
N - - (D B O = A ]
,,,,,,,,,,,,,,,,,,,,,,,, 14 [ 186 [ 16 |17 |18 [ 18 | 20
22 | 23| 24 |25 | 26 | 27
28 | 29 | 30

Time Server settings
Get time frarm NTP server

MNTP Server # 0.pool.ntp.org
MNTP Server # 1.pool.ntp.org
NTP Server # 2.pool.ntp.org
MNTP Server #4 3.pool.ntp.org

lNBHsoftec # reHLinkioT

i ibhsoftec. com  Contact Wik TeamViewer

Internet of Things

Clicking on NTP status displays the status of the transmitting time
servers with their IP address. Four (4) Time Servers are already
specified.

i ntpe -pn oucput:

remote refid st t when poll reach delay offset jitter

-193.30.35.11 94.198.159.10 2 u 19 64 377 34.703 -0.921 0.165
+51.75.67.47 207.197.57.124 4 u 40 64 377 31.919 -0.897 0,231
+2a01:4£8:017:64 147.231.2.6 2 1 29 64 377 34.980 1.056 0,178
#129.70.132.37 129.70.130.70 2 u 35 €4 377 39.162 2.094 0,176

1.10 System browser window

The system browser window lists information about the IBH Link I0T.

« c @ © & 10013147 _= backuprestore R 2 @D e %O ¥ =
:‘ﬂ;m ® Logout | Update password single-core

Device infarmation

.......................... Firrtiware Version (1B Link UA v5.20 Dec 26 2020 16:39:56]
Setial number 1077
-------------------------- HW revision
MAC address 1 50:20:F4:1D:3C:22
MAC address 24 S0:20:F4:1C:21:24
CPU load (%) 78
Memory usage (%) 250
-------------------------- Ternperature (°C) 48.3
WBAT 8% 503
""""""""""""" WIN_24 23.92v

Backup and Restore settings

Configuration file Browse... | No file selected. Configuration file to restore previously saved settings. Typically
the file name i= ibhlinkua-settings. xml

Restare Upload Configuration

Backup Download After downloading the configuration file ibhlinkua-settings. xml, it

is possible to peform a firmware update.
Firmware Update
Select firrmware File Firrrware file to perform an update. Typically the file name is

ibhlinkua-update-viirevision-type.tar

Browse... | No file selected.

Upload Firrware Upload Firmware

Restart IBH Link UA
Reboot Rehoot Restarts the device. All communication with PLCs and OPC LA
Clients will be interrupted. Click anly, if you are absolutely sure.

ppy |
I —————————
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1.10.1 Device information

System

Device inforrmation

Firrmware Version [IBH Link UA /5.20 Dec 28 2020 16:39:55)
Serial nurmber 1077

MAC address 1 020 P4 D322

MAC address 2-4 S0:20F4 1 G224

CPU laad (%) 78

Memary usage (%) 250

Temperature ("C) 48.3

WEAT_ Y .03

WIN_24 23.92v

Firmware version Firrmware “ersion IBH Link WA %5 A7 Moy 20 2020 13:00:42

The version number is important for the firmware update. Only a
firmware update with a higher version number should be carried out.

Serial number Setial number 1077

The serial number gives the IBHsoftec hotline information about the
series and the age of the device.

HW revision HWY revision 2.0.1 imxE single-core

The HW revision specifies with which firmware version (HW2 SC or
HW2 QC) an update can be carried out (see page 1 - 22).
MAC addresses

The IBH Link IoT has two  MALC address 1 S020:F4: 10302
separate MAC addresses. MAC address 2-4 a0:20:F4:1 221 2A

One MAC address for the management level and another MAC
address for the three ports of the control level.

Hardware information

The current CPU load (%), Memory CPU load (%) aa
usage (%) and Temperature (°C) as Memaory usage (%) 250
well as an internal voltage (VBAT_5V) Temperature (°C] 43.3
and the supply voltage (VIN_24) of WBAT_5V 5.03v
WM 24 23.82%

the device are displayed.

1.10.2 Backup and restoring the configuration

In this field there are buttons to save or restore the IBH Link 0T
configuration. The backup function must be carried out prior the
firmware update.

Backup configuration

To save the configuration, click the Download button and  pgwnload

select Save As in the opened dialog box.

_________________________________________________________________________________________________________________________|
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[E_ackup and Restore Settin{_ﬂ
Configuration file Browse... | Mo file selected. Configuration file to restore previously saved settings.

Typically the file name is ibhlinkua-settings_xml.
Restore Upload Configuration
Backup Downloadk R After downloading the configuration file ibhlinkua-

settings.xml, it is possible to perform a firmware update.

Firmware Update:

After downloading the configuration file ibhlinkua-settings.xml, it is possible to perform
Select firmware File Browse... | No fil

a firmware update.

Upload Firmware Upload Firmwa

Opening ibhlinkua-settin

You have chosen to open:

[ ibhlinkua-settings.acmi
which is: Extensible Markup Language (XML}
from: hitps://10.0.13.14

What should Firefox do with this file
() Open with ~

(®) Save File
\mark)

Specify the path and filename in the Save to dialog box and confirm
by clicking Save.

— Concel

This procedure saves the existing settings.

*Y Enter name of file to save to..,

1+ » ThisPC » Workshop (&) » IBH Link-loT w [<] 2 Search IBH Link-1oT
Organize * Mew folder fs - o
2m Workshop (A) 2 Mame Date modified Type Size
IBH Link-laT & ibhlink-iot-settingsxmi g~ 2020-09-211%:22 XML File 45KB
is inserted
v
is entered, can be changed
File name: | ibhlink-iot-settings.xml ~
Save astype: | (“xml) |
confirm i,
» Hide Folders Save Cancel

Restore the IBH Link 1oT configuration
An already saved configuration can be restored.

Backup and Restore settings

Configuration file Mo file selected. Configuration file to restore previously saved
No File selected. | Xk} settings. Typically the file name is ibhlinkua-

settings.xml.

Click the Browse button. The File Upload dialog box

opens.
*Y File Upload
« v » ThisPC » Workshop (A7) » IBH Link-loT v [] O Search IBH Link-loT
Organize * New folder =~ [ @
s Workshop (&) & Mame ~  [Date modified Type Size
IBH Link-loT Q{ ibhlink-iot-settings.xm| 2020-09-21 19:32 XML File 45KB
Q{ ibhlinkua-settingsxml 2020-09-21 1%:41 XML File 45 KB
b
v

File name: | ibhlink-iot-settings.xml is inserted ~| | Extensible Markup Language (* +~
confirm
==
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Click Open to close the File Upload dialog box and click the Upload
Configuration button.

Backup and Restore settings

is inserted
Configuration file | Browse... |@h|ink-i0t-settings.xm_lj Configuration file to restore previously saved
gttinas Tunically the file name is ibhlinkua-
After a configuration file to restore the settings has been selected,
Restore Upload Configuration it must be uploaded, before it's contents can be applied.

After downloading the configuration file ibhlinkua-
settings.xml, it is possible to perform a firmware

update.

Restoring the configuration

| -Progress:

Backup Download

The progress of the upload is
displayed. I T

A restart is required to complete the configuration transfer.

i Applying the configuration requires a reboot. Reboot Now? '

contm m Cancel

Firmware Update
The following procedure is necessary to carry out a firmware update:

1. Save the configuration.
The existing configuration must be saved as

Ciowenload
described above (click Download).

2. Download the firmware for the IBH Link UA from the
IBHsoftec homepage.

L‘E.!! IBH Link UA - The latest Firmw. X +

c Q O a https://www.ibhsoftec.com/epages/63444704.sf/fen_GB/?ViewObjectPath we @ ﬁ

llllIBHSoften

» Contact 4 Your basketis empty. ™8 &3
Homepage » Download » IBH Link UA

[ About us IBH Link UA
# Products

1+ Support

1) S5IST for Windows ) selec't according to the
1 1BH Link loT IBH Link UA IBH Link loT hardware  |BH Link UA Firmware ¥5.20 HW1

-1 IBH OPC UA Server/Client NS < A A 5
1 1BH OPC UA Editor via web IBH Link UA Firmware V5.20 HW2 SC |

Description Download Link

1 1BH OPC Server
) SoftPLC S7

[ SoftPLC S5 ; IBH OPC UA Editor ¥7.4.8
1 I1BHNet/IBH Lin

(S Lius 3 Documentation / Wik
) USB-S7 Adapter
() IBH USB-S5 Adapter
[ 87-PCI315
] 87-CX3151S7-CX317
[ USB 85/S7 Prommer
https://www.ibhsoftec.com/epages/63444704.5f/en_GB/?0bjectPath=/Shops/63444704/Categories/Download

IBH Link UA Firmware V5.20 HW2 QC

Manual

Samples
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There are three firmware versions available for download.

HW1 IBH Link UA Firmware V5.20 HW1
This firmware version is only intended for IBH Link UA's, not for IBH
Link l1oT's.

HW2 SC IBH Link UA Firmware ¥5.20 HW2 SC

This is the firmware version for the IBH Link loT having the following
HW revision shown in the System browser window:

Device information

Firmware Version IBH Link LA SS T Moy 20 2020 13:00:42

Serial number 1077 & Mumber of CPU cores
[HW revision 2.0.1imx6 singlecore |

A number separated by dots (2.0.1 - the last digit indicates the
number of CPU cores) and the addition imx6.

HW2 QC IBH Link UA Firmware ¥5.20 HW2 QC
This firmware version is only intended for IBH Link UA's, currently not
for IBH Link loT’s.

3. Backup configuration.
Backup the IBH Link IoT configuration as described above.

4. Select the saved firmware file.

Click the Browse button. The File Upload dialog
box opens. Select the firmware file * .tar for uploading.

Firmware Update:
Select firmware File Browse.... | No file selected. Firmware file to perform an update. Typically

the file name is ibhlinkua-update-}XX-revision-
type.tar.

Upload Firmware Upload Firmware

File Upload dialog box

/£ Choose File to Upload

& v 4 *» ThisPC 5 Downloads v & | Search Downloads P
Organize *  Mew folder = @
O This PC A Name Date modified Type Size o)

W Desktop f\fv-update-v5_20-sc‘tar 05.01,2021 13:05 tar Archive 08280 KB
EI Documents fw-update-vBOB.tar 22.34.231?12:55 tar Archive 42120 KB
‘ Downloads
v v
File narrie: | fu-update-va_20-sc tar s nseriod v‘ Custam Files (%tar) ~
<co|]ﬁ|'|1] Cancel

The firmware file *.tar is displayed.

IBH Link IoT Training TTI Trans Tech International® 2020
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Firmware Update: is inserted

Select firmware File I Browse... |Eﬁr-update-v5_20-sc.ta_rj Firmware file to perform an update. Typically
the file name is ibhlinkua-update-i-revision-

& type.tar.
Upload Firmware Upload Firmware After a firmware file to perform an update has been selected,
it must be uploaded, before the new firmware can be applied.

5. Click the Upload Firmware button to load the new firmware
into the IBH Link 10T. The new firmware is not yet accepted
(updated). Confirm the message.

| Important information about the firmware download [

| The upload starts then immidiately. Cancel now?

To update the firmware all communication must be cancelled. This may take a |
moment.

The progress of loading the firmware update is displayed.

Firmware Update:

Select firmware File T Firmware file to perform an update. Typically
the file name is ibhlinkua-update-+)XX{-revision-
type.tar.

The loading of the firmware is indicated. If the
loading is completed, the following message is =
displayed.

Important information about the firmware download |

rin@D @ % =

sing!ecow =

- Updating the firmware can take up to 2 Minutes. Do not remove power from the IBH Link UA during that

l time.

The LEDs show the current update step. After the LEDs return to normal operation the process has finished.

Update firmware now?

6. Confirm the message.
The firmware update process is indicated. In the upper-right
corner of the browser window Loading appears.

Firmwareupdate in progress. X | Firmwareupdate in progress. X |

Progress: Progress:

Preparing system for the firmware update ... The firmware update is active.

| Firmwareupdate in progressx This will take approximately 2 Minutes.

I TR Please wait ...
Progress:
Firmware update completed. 8%

There will be 3 reboots ..

|

If the LEDs show normal operation, the browser window of the
IBH Link loT must be reopened and the firmware updates is

completed.

I ————————
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In normal operation, the RUN LED is lit, the
SYS LED flashes, and the LED's Status
and Error are off.

- B4 IBH Link loT
e

¢ o © & 100131477 _=/backuprestore e D 1Y v In DO @ W=

e " s
%m B Logout| Update password single-core

Device information

__________________________ [[Firmware Version IBH Link UA %520 Dec 28 2020 16:33:56 |
Serial number 1077

-------------------------- HW revision 2.0.1 imx6 single-core
MAC address 1 50:2D:F4:1D:3C:22

"""""""""""""" MAC address 2-4 50:2D:F4:1C:21:2A
System CPU load (%) 1.9

--------- Memory usage (%) 232

.......................... Temperature ("C) 483
VBAT_5V 5.03v
------------------- VIN_24 23.92v

1.10.3 Restart the IBH Link lIoT

By clicking the Reboot button, the IBH Link loT software is
restarted.

[ Restart IBH Link UA -]

Reboot Reboot Restarts the device. All communication with PLCs and OPC LA,
(TR Clients will be interrupted. Click only, if you are absolutely sure.

Restarts the device, All communication with PLCs and OPC UA Clients
will be interrupted, Click only, if you are absolutely sure,

1.11 Diagnosis Browser window

The browser window Diagnosis has two tabs to display details about
established or faulty connections.

Network diagnostics

An ICMP ping is sent to the specified IP address (host name) by
clicking the Send ping button.

B |BH Link UA - Diagnostics X

| *l

a @ © & 100.13.14/7_=/diaglistview @Y LD @ &% =
u.c;m () Lognut‘ Updatepasmmrd| single-core
Network diagnostics System Log
Diagnostic output

"""""""""""""""""" i enter)
Hostname / IP Address: [192.168.1.15 Send Ping | Resolve hostname ‘

(clickﬂ Send a ping to a host to test DNS and network connectivity |
T F

‘ Select or type Trace filter ~ ||

Diagnostics]

Download Trace | Delete Trace

IBH Link IoT Training TTI Trans Tech International® 2020
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c @ © & 10013147 _=/daglstview - @ W y InD @® & =
=R oo Logout | Update password single-core
Network diagnostics System Log

Diagnostic output

& ping 192.168.1.15
= 192.168.1.15 : [0], 84 bytes, 0.59 ms (0.59 avg, 0% loss)
== 192.168.1.15 : [1], 84 bytes, 0.50 ms (0.54 avg, 0% loss)
= 192.168.1.15 : [2], 84 bytes, 0.52 ms (0.53 avg, 0% loss)

= 192.168.1.15

: xmt/rov/%loss = 3/3/0%, min/avg/max = 0.50/0.53/0.59

Hostname / IP Address: [192.168.1.15 | send Ping | Resalve hosmame

click

|Se[ect or type Trace filter ~ H | Start trace | | Stop trace

Download Trace | Delete Trace |

liiBHsoftec @ 1BHLinkloT

www.ibhsoftec.com Contact Wiki

TeamViewer

Intemet of Things

- CBHIRT s b —

Resolve Hostname

« ¢ @ © B 10.013.147_= idiaglistview - @0 no®o =

%m L] Logout | Update passward single-core

= hslookup 192.168.1.15
= Server: 192.168.178.1
= Address 10 192,1608.178.1 fritz.box

= Mame: 192.168.1.15

= Address 10 192.168.1.15
Diagnostics

Hostname / IP Address: |192.16EL1‘15

| Send Ping ‘ Resolve hosthame |

‘EE!|E‘Et or type Trace filer ~ H ‘ Start frace ‘ Stop trace ‘

Dovinload Trace ‘ Delete Trace ‘

liBHsoftec @ 1BhLinkoT

wnnibhsoftec. com  Contact  Yiki

TeamViewer
Intemet of Things.

Is the Wireshark diagnostic software installed on the

PC, a very extensive network analysis can be
carried out?

&« C ® |© & 10013147 =/diaglistview @ Lk IND @

= .;M o Logout | Update password single-core

Diagnostic output

System Log

Hostname / IP Address: |192.168.1.15

‘ Send Ping | Resole hostnarme |

-i ethl host 192.168.1.14 || |-i ethl host 192.168.1.14 | [stapt trace | | stop race |
Select or type Trace filter * Yopen7 select 0 (2 Jeick)
- s -i eth0 -s0 - port 48010 - - -
= = Enter tepdump trace filter for detailled logging
Diagnostics | |

-i ethl -s0 -1 port 102

-i ethl -s0 -1 port 502

lNBHsoftec # 1BHLinkloT

www.ibhsoftec.com Contact Wiki

TeamViewer

Internet of Things

Trans Tech International® 2020
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Download recording for evaluation with Wireshark

¢« C @ |9 & 10013.147_=/diaglistview @ LD e & =
%E ® Logout | Update password single-core

Network diagnostics System Log

Diagnostic output

= tcpdump pid; 9779
= tcpdump exited with status 9

__________________________ Hostname / IP Address: |192.168.1.15 Send Ping | Resolve hostname |
__________________________ [-1 eth1 host 192.168.1.14 ~||-i eth1 host 192.168.1.14 | start trace |

[Diagnostics ]

Download Trace | Delete Trace |

oﬁm Download Trace for inspection with Wireshark ‘

lBHsoftec @ 1eHLinkloT

www ibhsoftec com Contact Wiki TeamViewer

Internet of Things

By clicking on Download Trace and confirming the opening with
Wireshark, the Wireshark window - Trace is opened or can be saved
in a file. Since the evaluation of Wireshark-Trace requires some
specialist knowledge, this diagnosis should be carried out in the
event of a malfunction using the IBHsoftec hotline.

Opening [BHLinkUA-Trace.pcap

You have chosen to open:
[7] IBHLinkUA-Trace.pcap
which is: pcap File
from: http://192.168.1.14
What should Firefox do with this file?
(®) Open with | Wireshark (Standard) ~
(") Save File

0K Cancel

ppData\Local\ Temp\BHLinkUA-Trace-1.pcap - Notepac++

File Edit Search View Encoding language Settings Tools Macro Run Plugins Window ?

A0 1@ RERe==F s5EQaaan
[ [ip.car—=ts2.183.1.14 3 -] Ausdruck.. +
No. Time Source Destination Protocol  Length Info ~
428 16.195278 192.168.1.18 192.168.1.14 HTTP 1039 POST /2wtd=3rql1Nx@rNEnoTz HTTP/1.1 (application/x-wwe-form-urlencoded)
429 16.207646 192.168.1.14 192.168.1.18 HTTP 351 HTTP/1.1 208 OK (text/javascript)
430 16.249276  192.168.1.10 192.168.1.12 TP 60 51540 » 50 [ACK] Seq=51672 Ack-5938 Win=1023 Len=0
431 16.389513 192.168.1.14 192.168.1.16 S7CoMM 85 ROSCTR: [Job 1 Function:[Read Var]
432 16.394255 192.168.1.16 192.163.1.14 s7coMM 81 ROSCTR:[Ack_Data] Function:[Read Var]
433 16.394358 192.168.1.14 192.168.1.16 Tcp 54 39114 » 182 [ACK] Seq=528 Ack=468 Win-29200 Len-0
434 16.404419 192.165.1.14 192.163.1.10 S7COMM 135 ROSCTR:[J0b 1 Function: [Write var]
435 16.405263 192.168.1.18 192.168.1.14 S7CoMM 78 ROSCTR: [Ack_Data] Function:[Write Var]
436 16.405396 192.165.1.14 192.163.1.10 Tcp 54 34664 » 162 [ACK] Seq=1378 Ack=469 Win=457 Len=e
437 16.546137 192.168.1.14 192.168.1.12 S7CoMM 85 ROSCTR: [Job 1 Function:[Read Var]
438 16.573524. 192.165.1.12 192.163.1.14 s7comM 87 ROSCTR: [Ack_Data] Function:[Read Var]
439 16.573676 192.168.1.14 192.168.1.12 TCP 54 52326 - 182 [ACK] Seq=1055 Ack=1123 Win=2920@ Len=0

Frame 1: 60 bytes on wire (489 bits), 60 bytes captured (430 bits)

Ethernet IT, Src: Siemens_13:23ich (8@:1b:1b:13:23:ch), Dst: PhytecMe 15:a8:07 (50:2d:f4:15:a8:07)
Internet Protocol Version 4, Sre: 192.168.1.29, Dst: 192.168.1.14

Transmission Control Protocol, Src Port: 49153, Dst Port: 102, Seq: 1, Acki 1, Len: 8

56 2d 4 15 a8 ©7 @0 1b 1b 13 23 cb 8 00 45 00
©0 28 0a bs 80 @0 le 06 @e 9d O a8 01 1d O a8
91 @e o O1 80 66 B0 03 @a 86 6c Sc 29 fa 50 10
© 10 @@ bb 11 B0 0 0B 0@ B0 00 0@ 00

@ 7 IBHnkUATrace4.pcap I || Profi: Default

System logs

The IBH Link IoT diagnosis creates a log file in which IBH Link loT
activities are recorded with a time stamp.

Buttons are provided to display the log file in an editor or to save it as
a text file or to delete it. In the event of a malfunction, an analysis can
be carried out using the IBHsoftec hotline.
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= G @ (O £ 100.13147_=/diaglistview @ % LIND O X O =
SR o Logout | Update password single-cora
Network diagnostics

Logged Events

@ 16.3.2020 17:19:34 ; Status 0«0 : System : IBH Link Ua stopped
@ 16,3.2020 17:19:48 ; Status 0=0 : Systern @ IBH Link UA started
@ 16.3.2020 17:200 7 : Status Ox0 : Modbus @ Modbus configuration deleted
@ 16,3.2020 17:20; 7 : Status 0x0 : System : [BH Link Ua stopped
@ 16,3.2020 17:20010 : Status 0=0 © Systern @ IBH Link UA started
@ 16.3.2020 17:22: 0 : Status Ox0 @ OPC Client : Client configuration for ope.tep:
@ 16,3.2020 17:22; 0 : Status 0x0 : System : [BH Link Ua stopped
@ 16,3.2020 17:22: 4 : Status Ox0 : System : IBH Link UA started
————————————————————— @ 16.3.2020 17:22:39 ; Status Ox0 ; OPC Client ; Client configuration for opc.tcp
@ 16,3.2020 17:22:29 : Status Ox0 : Systern @ IBH Link UA stopped
@ 16.3.2020 17:22:52 : Status Ox0 @ System : IBH Link U started
@ 16.3.2020 17:25:33 ; Status 0«0 : System : IBH Link Ua stopped

Download logfile | Clear systam log J
lNBHsofte @ 1eHLinkloT

www ibhsoftec com  Contact Wiki TeamViewer
Intermet of Things

Trans Tech International® 2020

1.12 MicroSD browser window

The IBH Link IoT has a slot for a MicroSD card on
the back.

MicroSD
Card Slot

Note:

The use of the MicroSD card is intended
for future firmware upgrades and
currently has no function.

Information on formatting is displayed and must be confirmed.

Important information about the SD Card format : l

- The S0 Card will be completely deleted | | - .
1 Format S0 Card now? 1 Formatting done.

m

m Cancel |
(_

c @ © & 1001314/ =foptsoftware @ % INnD O %0 =

%F (-] Logout | Update password single-core

SD Card
""""""""""""" ormat S0 Card
,,,,,,,,,,,,,,,,,,,,,,,, Format SD Card | S0 Card not inserted!  Activate Docker | Deactivate Docker

__________________________ Insert micro SD card
and click

lilBHsoftec @ reuLinkior

wiwibhsoftec.com  Contact Wwiki TeamViewer

Internet of Things
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The formatted SD card will be mounted automatically.

- 8 1BH Link U - MicroSD b+

&« ¢ @ © £ 10.013.14,7_=/optsaftware see % d N @D e & O

> .
.-"qu_-; F ® Logout | Update password single-core

SD Card

Faormat S0 Card

,,,,,,,,,,,,,,,,,,,,,,,, Format SD Card

The SDCard is mounted. Filesystem: extd
""""""""""""" Disk /devimmchblkD: 7.4 GiB, 7909405765 bytes, 15448064 sectors
Units: sectors of 1 * 512 = 512 hytes
Sector size (logical/physical): 512 bytes /512 bytes
Y0 size (minimurnfoptimal); 512 bytes /512 bytes
Disklabel type: dos
Disk identifier. 0x0003b1ch

Device Boot Start End Sectars Size |d Type
fdewimmehlkOp1 2048 15448063 15446016 7.4G 83 Linux

Filesystern Type Size Used Available Use% Mounted on
fdevimmchlkOpl extd 7.2G 1660 B.5G 0% /mnt/sdcard
Artivate Docker | | Deactivate Docker

lliBHsoftec @ 'BHLinkloT

wonnwe ibhsoftec.com  Contact  Wyiki TeamViewer
Internet of Things

1.13 IBH Link loT default factory configuration

The button to reset the software to the default factory configuration is
located on the printed side of the IBH Link I0T, behind the middle
ventilation slot above the printing.

The reset procedure reset the IBH Link 10T is to the default factory

configuration with the current firmware loaded into the device.
Reset button

Procedure:
e Power down the IBH Link loT

e Press and hold the reset button

e Power up the IBH Link loT I‘

e Wait until all four LEDs turn red and go off  [iiat
again

e Release the reset button LY

Note:

With a formatted SD card is in the IBH Link 10T, the currently
available IBH Link IoT configuration is saved on the SD card.

If the software is reset to the factory settings with the reset button,
the configuration saved on the SD card is transferred to the IBH Link
loT at the end of the procedure.

I —————————
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1.14 Open the Wiki

IBHsoftec GmbH maintains a WIKI site on the Internet. An extra
section for the IBH Link 10T is provided. Here the use of the
IBH Link IoTA is described in detail.

If your PC is connected to the Internet, the WIKI page can be directly
called from the IBH Link IoT.

- 18 IBH Link L&, - Netwark b +
&«

¢ @ @ & 10013147 _=/network - O In @ e ¥ O =
%m D Logout| Update password single-core
Network Management Level Control Level 802.1X TeamVYiewer IoT
"""""""""""""" Metwork Configuratian
.......................... Endpoint URL ope.top:Aibhlink-iot: 48010 48010
ar ope.topAf192.168.178.14:43010 3010
-------------------------- DHCP O
IP address 192,168,178, 14
-------------------------- Subnet mask 255.,255,255.0

.......................... Global System Configuration

Hostnarne ibhlink-iat
-------------------- Port 48010

Default gateway  |192,168.178.1

Mameserver 1 192,168.178.1

Mameserver 2 10.0,13.1

Apnly || Revert

lBHsoftec # 'suLinkioT

wrnw ibhsoftec.com  Contact Wik TeamViewer

Internet of Things
{click f
https:/fnikinibhsoftec.comfen/Main_PageslBH_Link_LJ&

Open WIKI website

- IBH \BHsoftec Wiki English X Ieg

G @ © & hitps/wikiibhsoftec.comfenMain - =0 & Yy N D & &% O =

~

IBH Link loT

« Startup operations

= hdanual

« Tearviewer 0T License IBH Link 10T
« TeArmviewer 0T License IBH Link LA

TTI Trans Tech International® 2020 IBH Link IoT Training
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2 Access to controls (devices) connected to the ports
of the control level

The example demonstrates the possible to display the online status
of CPUs connected to the Control level of an IBH Link UA.

2.1 Remote IBH Link UA with connected CPUs

CPU 312 cpyaren
# CPU 416-2

thernet bus

Ethernet bus

External PC

v —
Access to the
Control Level with
TeamViewer loT

via the Internet

¢
B Management Level

IBH Link loT &3

Several PLC programming systems for online access to the
individual controls are installed on the external PC.

PLC control IP address Control level AIEEIE TG
system
CPU 416 S7e 10.0.13.11 STEP 7 Simatic
CPU 312 S7e loT S7++1/10.0.13.25 | Manager
PLC 1500 TIA16e 10.0.13.90
PLC 1200 TIA16e 10.0.13.91
TIA Portal V16
CPU 312 TIA16e loT S7++2/10.0.13.26
CPU 416 TIA16e 10.0.13.9
S5 CPU 103Ue loT S5++1/10.0.13.27 | S5 for Windows
. Control Level 10.0.13.14
IBH Link IoT
Management Level DHCP

The Management Level port has direct access to the Internet.

The IBH Link UA TeamViewer loT function has been activated on
the remote IBH Link UA as described in chapter 1.5.

2.1.1 Local PC

Several PLC programming software are installed on the local PC to
display the online status of the CPUs.

I ———————
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TeamViewer is installed on the local PC. There is access to a
TeamViewer account with the corresponding loT license. The
IBHsoftec software IBHNet-loT-Setup.exe is installed. The
TeamViewer ID of the Remote IBH Link UA and its name has been
inserted into the TeamViewer Shortcuts dialog box via the Agents...
command from the IBHNet-10T Tray context menu.

e Start the TeamViewer software. t;

Teamyiemer

¢ Right click on the IBHNet-loT
Tray icon to open the context

IBH Link loT:

Close TeamViewer connection...

menu. Agents...
Help...
e With a click on IBH Link UA :7:“”9‘
SC, the connection to the Information...
ibhlink-iot address is Close IBHNet-loT Tray

|IBHNet-loT Tray - IBHsoftec GmbH
(right click} Ready
16:30

AR e U

established via the Internet.

The establishment of the connection is displayed and the Port
Forwarding of the Remote AppControl are displayed.

Q ibhlinkua_gec - TeamViewer

IS File transfer Remote AppControl  Port Forwarding

e L
SN .

single-care

LOQII’I Connection establishment ...
The password is case-sensitive.
[ Progress
User name Configuration complete
Enter your user name
Password ~Connected agent
Enter your password -
Remote=ibhlinkua_sc Address=10.0.13.89 Mask=255.255.255.0
Remember me
Keeps login for 2 weeks D
Login listening port: 34711
allowed ips: 192.168.179.0/24 H
Lost password : oK f Cancel
.
lNBHsoft IBH Link VA
embedded OPC UA server f client

www.ibhsoftec.com Contact Wiki

Z50PC UA

Note:

To access the individual CPUs (devices) (e.g. status) no registration to
the IBH Link 10T is necessary.

e Start the programming software (STEP 7, TIA, S5 for Windows etc.).

The examples show connections from the CPU to the control level of
an IBH Link IoT via an IBH Link S7++ or IBH Link S5++. Itis

possible to check the connections and the settings of the IBH links.

I —————————
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2.1.2 Check IBH Link S7++ settings

CPUs of the S7-300 and S7-400 series not having a free Ethernet
interface can be connected to the IBH Link 10T via MPI bus via an
IBH Link S7++ via Ethernet (RFC 1006 protocol).

The IBH Link S7++ is an Ethernet converter. The protocol used is
standard TCP / IP. The user can benefit from all the advantages of
Ethernet without any problems.

If the connection to the IBH Link | IBHNet-1oT Tray - IEHsoftec GmbH

loT is established via the 5ent: 10604 Received: 10433
Internet, the IBHNet-10T tray

symbol has a green corner at the Lm

bottom left, and transmission

data is displayed.

After starting Manage IBHNet Stations, the
IBH Network Settings dialog box opens.
Click the IBH Link S7 button to open the

Detect multiple network cards dialog box. MManagelb ol et
stations

Dialog box IBH Network Settings

% IBH Metwork settings

File Stations 1BHLinks Options  Help

— Station;
Station Mame | Addreszs |
loT 55++ 1 1001327102
laT 574+ 2 10.0.13.26
PLC 4164441 1001311 pmark) 5 - -
FLEC 416412 100129 Lists the access narmes available an this PC. Doubleclick

opens the properties,

Search and configure [BH Link 37, Plus, 37+ + and 57+ +

i HE dewices,
Mew station ﬁqu Change station | [elete stabion |
IBH Link 57° | BHLik55 | IBHLinkS5++ |  Language |

| Close I [Vewinn: 1 .E?‘] Help |

Mark WireGuard Tunnel and confirm with OK.

8 Multiple Network Cards detected

Pleaze choose the Metwork, Card for the IBH Link zearch

Descriphion I IF address I MAL address I Addiess |

Intel[R] Ethermet Connection [2] 1213 13216817810  30-54-38-57-2E-1C DHCFP
YWireGuard Tunnel 192.168.173.1 00-00-00-00-00-00 Static

ultiple Metwork Cards were detected in your PC.
Flease choosze the Metwark card for the IBH Links search.
confirm

(] Cancel | Help

TTI Trans Tech International® 2020 IBH Link IoT Training
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Note!

Windows use two names for network adapters, the Name given by the
Hardware or the FriendlyName.

o WireGuard Tunnel
o Wintun Userspace Tunnel

Depending on the software using network adapter and the Windows status
the Hardware Name or the FriendlyName is displayed.

§ Multiple Network Cards detected

~ Pleasze choose the Metwark Card for the |BH Link zearch

Description | IP address | MALC addresz | Addresz |
= i Bl 17218.64.1 00-15-60-BB-18-..  Static

19, 791 00-00-00-00-00-00  Static
i 16843 78-2B-46-BEF5-.. DHCP
Microzoft Wi-Fi Direct Wirtual Adapter #5 0000 78-2B-46-BEF5-.. DHCP
Microzoft Wi-Fi Direct Yirtual Adapter #E 0000 To-2B-46-BB-F5-.. DHCP

Multiple Metwork Cards were detected in your PC.
Fleaze choose the Metwork card for the |BH Links search.

QK | Cancel | Help |

In the IBH Links in the local network dialog box, click the Search
IP range button.

% IBHLinks in the local network

r~ Found IBHLirks:
MAL Address | Type ‘ Serial Mumber | IP &ddress ‘ Station name ‘ Firmware

Search P address range

Address range

Start Counk:
| 1001225 [T =
L
-
Cancel |
[ Corfiguration via Fouter I Too0

click
0K | Settings | Seaich again | ! Search IP range Help |

Searching for several IBH links is impossible over the Internet. In the
Search IP Range dialog box, enter the IP address of the

IBH Link S7++ to be searched and the number 1. When you click
OK, the connection to the IBH Link S7++ is established.

Information of the connected IBH Link S7++ are displayed.

% |BHLinks in the local network

Found |BHLinks:

| WAL Address | Type | Serial Mumber | IP Address | Station name | Firmware
00-02-42-21-56-CB NLS0MPI 25208 10,013 25
is inserted
! =
I Corfiguration via Flouter I oooo
click
’TI Settings | Search again | Search IP range | Help |

I —————————
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Click on the button Settings to display several tabs with information
on the connected IBH Link S7++.

MAC: 00-02-A2-21-56-CB

IBHLink settings - 00025208

MPI/Prafibuz I Time synchronization I Firmwsare: I Qiagnostiﬂ_’[

- Addiess settings:

Metwork name: S7++1 IP-Address
IBH Link 57++

|P-tddress: m.o 013 A & Static
Subnet mazk: 285 0285 0 255 .00  DHCP
" BootP

Gateway: oo .0 .0 oa

I~ IEHMet poit (Port 1099 is always active): 0

— Authentification

Usemame: Iadmin
Password: I “““““
Change passward |
r— Option

[~ Configuration with NetPro/TI2
[ Disable wWebserver

MAC: 00-02-A2-21-56-CB b4
Firrruware | Station ‘I ’I
(click iy Testing will atternpt to establish a network connection to
—Metwark statuzgf Diagfthe IBH Link and read the current settings.
Test [Lifelst O
|1D
Bus parameters

Baudrate: 187 5 kBit/s A

IBHLink settings - 00025208

MP1/Profibus I Time synchronisation

% Fired bus parameter settings

Station address:
€ Butomatic detection

MPl-Address v

MPl-Address IBH Link 57++

CPU 312

—Bus Nodes —p
0 1292 4 5 B 7 8 9101112131415 16 17 1819
Ul_l_l7l_l_l_l_l_l_l_l_l_l_l_l_l_l_l_l_
20 [ [5 5 F  f  [ [
40 [ [ [5 E  . 5 [
B0 [ [  . 5 [
B0 [ [5 [5  F 5 [
o i Y o o o o o o Y o o o o i Y
{20150 15 [ [ [ "Kcy

[~ Station passive
[V Station active
¥ Station active ready

1A lifelist of all connected nodes on the bus will be read.|

Cancel |

Rebaot

Save permanently

Cancel |

Save permanently I

Rebaot

2.1.3 Two or more IBH Link S7++ in one Subnet

The TIA Portal programming environment does not have a dialog to
select different IBH Link S7++. The selection must be performed
using the IBH Network Settings dialog box.

% IBH Network settings

Interface, like it is in the TI4, or due to lacking user rights,

File Stations |BHLinks = Options  Help
— Station: Language
Station N ame Di .
1T 55 laghostics
loT 57++1 Test and Settings
laT 57++ 2
PLC 416411 N -
PLE 4164M2 Test and Setup
— Test functior:
Set PG/PC interface |
Diagnostics |
— Selected stations for STEP®T
P open | select
— Settings:
m 10T PLC 416 |f the IBHNet station can't be chosen over Set PGAPC
IBH Link 57 | L ::?JES;IE\?M‘I the IBHMet station can be chosen in this dialog.
PLE 416%M2 |
& Profibus

=

 confirm ;

Cancel |

By clicking the Accept button, the IBHNet driver is given the IP
address. The TIA Portal, therefore, only has access to the assigned

CPU via the IBH Link S7++.

TTI
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2.1.4 Check IBH Link S5 ++ settings

CPUs of the S5 series not having a free Ethernet port can be
connected to the IBH Link 10T via the PG interface via an

IBH Link S5++ via Ethernet (RFC 1006 protocol).

The IBH Link S5++ is an Ethernet converter. The protocol used is
standard TCP / IP. The user can benefit from all the advantages of

Ethernet.

If the connection to the IBH Link loT
is established via the Internet, the
IBHNet-loT tray symbol has a green
corner at the bottom left, and
transmission data is displayed.

After starting IBHNet Manage Stations, the
IBH Network Settings dialog box opens. Click the
IBH Link S5++ button to open the Detect multiple

network cards dialog box.

|[BHMet-1oT Tray - IBHsoftec GmbH
Sent: 13140 Recerved: 11657

i

o

ManagelEHMNEet
Stations

% |BH Metwork settings

Lists the access names available on this PC,

opens the properties.

File  Stations [BHLinks Options Help
— Station:
Station Mame I Addrezs I
loT 55++ 1 0,013
loT 57++1 10.013.25
loT 574+ 2 1001326  Clicky
PLC 416-M1 10,0131
PLC 416-wM2 10.013.9 | Daoubleclick
Search and configure |BH Link 35++
— Gettings: dewices from 2009 or newver,
Mew ztation | Gelick’y station | Delete station |
BHLik 57 | 1BHLinkss | [£] Languags

| Clase | [Wersion_167)

4

Help

Mark WireGuard Tunnel and confirm

with OK.

§ Multiple Network Cards detected

Pleaze choosze the Metwork, Card for the IEH Link search

IP addrezs

Dezcription

Intel[R] Ethernet Connection [2] 12134

WwireGuard Tunnel

192168.175.10  30-84-38-57-2E-1C
192.168.179.1

MAC addrezs Addrezs

DHCF

Multiple Metwark, Cards were detected in pour PC.

Pleaze choose the Metwork, card for the IBH Links zearch.

Cancel Help

IBH Link IoT Training
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Note!

Hardware or the FriendlyName.
o WireGuard Tunnel

o Wintun Userspace Tunnel

Depending on the software using network adapter and the Windows status
the Hardware Name or the FriendlyName is displayed.

Windows use two names for network adapters, the Name given by the

In the IBH Link S5++ in the local network dialog box, click the

Search IP range button.

¥ IBH Link 55+ + in the local netwark

Found IEH Link 55++
MAC Address Type Serial umber 1P Address Station name Firmuare
Search IP address range
Address range
Start Count:
192.166.1.13 (enter) 1
1P-Address =
IBH Link S5++ (B K
-
Carca
[] configuration via Rouker
(click)

Settings Search again Search TP range Help

Searching for several
IBH links is
impossible over the
Internet. In the
Search IP address
range dialog box,
enter the IP address
of the

IBH Link S5++ to be searched and the number 1.

When you click OK, the connection to the IBH Link S5++ is

established.

Information of the connected IBH Link S5++ are displayed.

% IBH Link 55+ + in the local network

Found IBH Link S5++

MAC Address Type Serial number IP Address Statian name Firmware
00: 11:ef:e0:00: 28 BHS5 235334 10.0.13.27
is inserted {arky
Dcunflguratlon ia Router
y
| [+]4 | ‘ Settings’ | Search again Search IP range Help

Click on the button
Settings to
display information
on the connected
IBH Link S5++.

IBH Link 55++ settings

Fitmware:
Inside IEH Link 55++: 1.64-Release
Avalable For Download: | corfigfs-ethz0-1.64-Release tar, bz2
Download Firmware
IP-Address settings:
IP-Address
Dievicenarne: 55-1030 IBH Link 55++
1P-Address: .o .13 .2 (@) Static
Subnet mask: %5 .85 .55 .0 (@]
Gateway: 192 168 . 1 . 1
Parts:
PU-Port: 1a010
Fetchjwrite TCP: 2002
RFC1006; 102
Default
Save permanently Rebook Cancel

TTI
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2.1.5 STEP 7 Simatic Manager — CPU 416 S7e

The CPU 416 has an Ethernet port (IP address 10.0.13.11) and is
directly connected to the Control Level of the IBH Link I0T.

Set interface

.'-,a SIMATIC Manager - [CPU 416 57e -- A3 loT-en\CPL 416 57e]
%File Edit Insert PLC ‘iew Options “Window Help

== EE‘ & Custarmize.. Ctrl+Alt+E
E--% CPU 416 57e Access Protection
= CPU 416 =
=-[@ cru 163 PN/DP SEbRL
E|" Courter Set PG/PC Interface...

{E] Source k
“{gH Blocks click)
Set PG/PC Interface

Press F1 to get Help,
! Access Path ILLDP#DEF’] PNIO Adapter | Info |

Accesz Point of the Application:

[]570NLINE (STEF 7). > Wintun Userspace Tunnel TCPIP.Auia 1 ] |

[Standard for STEF 7)

Interface Parameter Aszzignment Ll zed:

|Wintun Jzerzpace Tunnel. TCPIP. Auta.1 Froperties...
B USE 571SE. 1 A Diagnostics. ..

B wintun L serspace Tunnel 150.1 ‘select.
B wintun Userspace Tunnel TCPIP.1
mWintun Uszerspace Tunnel TCPIP. Auba.d

£ >

[Parameter aszigment for the IE-PG access
to wour MOIS CPg with TCPAIP Protocol [RFC-1008])

Cancel | Help |

Status S7 CPU 416

& SIMATIC Manager - [CPU 6 S7e - A2 _laT-er\CRLU 416 §7¢] [r=] - S
%File Edit Insert PLC  ‘Wiew Options Window  Help - 8 X
O = | 2% i @ 2| Ba| v | < Mo Filter > |

- CPU 416 57 Suestem data % 0B1
E=-fl CPU 416 3 FC5 ¢ DB2
= CPU 4163 PN/DP
Bz Counter

Press F1to get Help, | YYintun Userspace TunneI.TCPIP.AuD

&3 ar - [Display counter data -- @CPL 416 ST\CPU 416.CPL 416-3 PN/DP\Counter ONLINE] [ = || & |25
%Table Edit Insert PLC  ‘ariable View Options  Window Help - 8 X

&) Dl@|d] 8| &|%i@]|o|c]| X|E 2] M| Sfar = &%) w]

,'; Address | Symbol Madity value
T b 2.2 | "Counting ON" true
2 Mo 25 "Down”
3 W26 Upt
4 W20 Mt
5 M2 Win®
5 RO 12 "Courteryalug"
T Mo 23 "Court" true
CPU &6 SMCPU 4164 ACounter @ FU[\

_____________________________________________________________________________________________________________________|
IBH Link 1oT Training TTI Trans Tech International® 2020



Chapter 2

Access to controls (devices) connected to the ports of the control

Page 2-9

2.1.6 STEP 7 Simatic Manager —CPU 312 S7e —

The CPU 312 is connected to the control level of the |
an LBH Link S7++ (IoT S7++ IP address 10.0.13.25).

BH Link IoT via

.'-J.: SIMATIC Manager - [CPU 312 57e -- &3 _|oT-entCPU 312 57e]
% File Edit Insert PLC ‘“iew  Options  Window  Help -

(= i 12 ustarmize... trl +AIE+
O = | 8% & C [ Ctrl+Alt+E
E--% CPU 312 57e i Access Protection »
=@ cPU 3z =
5[ o 312 g STWebEPLC
-0 CPU 31257e Set PG/PC Interface... g
(B Sources

Set PG/PC Interface

= ]
|

a X

LLDP / DCP | PNID Adapter | Info |

Accesz Paint of the Application:
llS70MUINE (STEP 7] -5 IBHMetMPLT ]
[Standard for STEP 7)

Interface Parameter Azzignment | zed:
[IEHM et kP

pery Yirtual Ethernet Adapter. TC & Diagnostics.

IEEETENEE 'mh

B [BHMet PP
IBHNet.PHDFIBUS.1 W

L4 >

[Uszer parameter azzignment [converted]]

confirm 5

IBH network, settings

Cancel |

Status S7 CPU 312

.'—,: SIMATIC Manager - [CPU 312 57 - &N [oT-enhCPL 312 S7e]

= o~~~

-z CPU 31257

Press F1to get Help,

% File  Edit Insert PLC Wiew Options Window Help - &8 X
0| 87 & D B fa| | < No Filter > RN
=) CFU 312576 &) System data 3 0B1 o 0B 100
=0 CPU 312 o DBS
= [ cru 3z [

IBHMet.kPI

¥ War - [CountingDisplay -- @CPU 312 STACPU 3124CPU 31CPU 312 57e OMLINE] = =R
K8 Table Edit Insert PLC Variable ‘iew Options  Window Help - 8 X
& D@|e| | &[wle]o|c] X| [P 2] 22| Do v 6|4 wl
r‘; Address Symbol Dizplay formsg Status wvalue 3 Modify walue
1 WMo 245 "D BOCL
2 M 26 P BOOL
3 Mo20 "hla BOCL
4 M2 “Mlin" BOCL
5 by 12 "Lewel_1" DEC
G pE2LDEWVY 0O "Courtervalues_1" Min'alue_1 DEC
7 DE2DEWVY 2 | "CourterValues_1" MaxWalue_1 DEC
g DE20EW 4 "CounterValues_1" Walue_1 DEC
9 DBz DBY 6.0 "Countervalues_1".Counting_is_on_1 : BOOL }
CPU 312 SACPU 312y MNCPU 312 57 @ Rum

TTI
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2.1.7 TIA Portal V16 — PLC 1500 TIA16e

There are several ways to establish an online connection in the TIA
Portal. The CPU of the opened project must have the same IP
address as the CPU that is connected to the IBH Link 10T / control
level.

The CPU 1500 is connected to the control level of the IBH Link loT
(IP address 10.0.13.90).

1. Project tree / devices (PLC 1500) /
online & diagnostics. || (Devices] |

The same command is available in the |
Online menu. A double-click opens the |7~ 250" "5

H H H gy Devices & networks
Online access window. Settings must be 10 Eie Rl TS

made here, [I'f Device configuration

ﬂ Online & disghostics

double-click

2. Online / Extended go online...

The command opens the Ty Siemens ~ A loT enlPLC 1500 TIA16aPLC 1500 TIAT 6o
Go online dialog box. There | iy o 1 e, oo el ey
are other ways to open the e

Go online dialog box. The E Y orime & degneine G
required settings are T et
identical. e tomts

i ’]l PLC_1500 [CPU 15111 PM]

Online & diagnostics — Online access window

74 Siemens - A:\_loT-en\PLC 1500 TIA16e\PLC 1500 TIA16e

Froject Edit Yiew [nsert Online Options Iools Window Help

3 (R soveproject 3 ¥ 5 T2 X D2z G MG B[R § coonline ¥ cooifine Fz MW 3 - || "

PLC 1500 TIAT6e » PLC_1500 [CPU 1511-1 PN]
Devices

> ] FLCIS00TIATGE
B Add new device

Totally Integrated Automation
PORTAL

Online access

Status

fy Devices & networks Offline
- r‘_u PLC_1500 [CRU 15711-1 PN] !

Device configuration
[ online & diagrostics iin
» - Frogram Blocks

v [ Technology objects [] Flash LED
b [ External source files

"

» L@ PLCtags
+ (g PLC data types
¥ [ watch and force tables

= N Online access
+ [ Online backups

n
= aves - ‘ Type ofthe PGIPG interface: W FHIE -
» [§i Device proxy dats 5 _
o Bl Wi - | 0
5 Frogram info I I Wintun Userspace Tunnel ©
Ef PLC supervisions & alarms Il Connection to intedacefsubnet: Direct st slot "1 x1' ~|

] FLC alarm text lists

i
-

15t gateway: | -] @
=
» [l Local modules

Device address: [ 10.0.13.90 )
» [ Ungrouped devices E ‘ ] \
» 5§ Security settings
» |38 Cross-device functions ' Go online,
» [gi common dats (Click )

» [5] Documentation setings

In the Online Access dialog box, select the settings as follows:

.
The Type of PG/PC interface must be selected L:;TE" ==

according to the hardware configuration of the Please select...

CPU.

@ Teleservice

IBH Link lIoT Training TTI Trans Tech International® 2020
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Wintun Userspace Tunnel

]

Please select...
| Intel(R} Ethernet Cannection (2} 1219-Y

PLCSIM

connection must be specified at Connection to

interface/subnet.

74 Siemens - A:\ loT-en\PLC 1500 TIA16€\PLC 1500 TIA1 6e

=1 Wintun Userspace Tunnel

| Direct at slot "1 21"

Flease select...

Direct at slot "1 2

PRIE_1
The online connection to the CPU1500 is established.

¥ =

j'f 3 E SBVE project | omm

Project  Edit  WView Insert  Online  Options  Tools  Window  Help

BX 9 GMEE R Y coonine o cootfine g7 NI 2 ] 11"

Totally Integrated Automation

PORTAL

Devices

e
4

¥ ] PLC1500TIATE:
ﬁ Add new device
i Devices & networks
= [ PLC_1500 [CPU 15111 PR]
Y Device configuration
Oy
[l Pragram blacks
[ Technology objects
External source files
L& PLCtags
() PLC data types
:al Watch and force tables

[} online backups
[ Troces

’-j; Device prozy data
B4 Program info
[f PLC supervisions & alarms
E] PLC alarm text lists
» r:g Online card data
» [ Local modules
» [ Ungrouped devices
» 5". Security settings
» 38 Cross-device functions
y [g§ common data

} Diagnostics

» Functions

Online access

Status

Online

Online access

Type of the PGIPC interace:
FGIPCinterace:

Connection to interace/subnet:
5t gateway:

Dewvice address:

D Flash LED

W Fuie

@ Wintun Users

pace Tunnel

[Directaz slot 1 X1

4

nininin

aaa

1

10.0.13.80

) [fe]

&Y Go offline

Extended go online access — Online access dialog box

T4 Siemens - A\ loT-en\PLC 1500 TIA16e\PLC 1500 TIA16e

=]

Project tree

Devices

Froject Edit “iew Insert | Online |Options
3 [ I save project

Tools

Window

& Goonline
ﬁ' Extended g

&Y Go offline

o online...

Ctrl ek

Receive alarms

Simulation »
¥ stop crU COH+ SR+
Q) Online & disgnostics Ctrl+D

* | FLCT500TIATGBe

B Add new device
EE'El Devices & networks

» [ FLC 1500 [CPU 157111 FN]

I]'f Device configuration

ﬂ Online & diagnostics

Select devices for opening the online connection

Marne Interface type %] Go online
PLC_1500 CPU 1511-1 PN ¥ mark)
Godnline 1 | Cancel |

Trans Tech International® 2020
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The Go online dialog box opens.

Go online X

Confiqured aceess nodes of "PLC_1500"
Device Device type slot Interface type | Address Subnet
FLC_1500 CPU1511-1 FM 1xX1 FhIIE 1001350 FNAE_1
Type of the PGIFC interface:  Please select [+]
PGIFCintarface: | [~] ©[d
Connection to interfacelsubnet: | -] @
(Ee— [~ ©
Select target device: [Show devices with the same addresses [~ |
Device Device type Interface type Address Target device
Flash LED
Start search h
Online status information: ["] isplay anly error messages
oo

In the Go online dialog box select the following settings:

_
The Type of PG/PC interface must be selected @ FHIE

according to the hardware configuration of the Please select...

CPU.
@ Teleservice

Wintum Userspace Tunnel must

be specified as the PG/ PC rﬁ Wintun Userspace Tunnel

. . . . Flease select...
interface if there is a direct .
T Intel(R} Ethernet Connection (2} 1213-Y

connection between the CPU and g g co
IBH Link 10T / control level. 7 Wintun Userspace Tunnel

The physical location or the name of the Ethernet
connection must be specified at Connection to

| Direct at slat "1 x1'
Flease select...

interface/subnet. Direct at slot '1 x1'
FMIE_1
Show device with the same

| Showe devices with the same addresszes

address must be selected as the

) Show dewvices with the same addresses
target device. Show all compatible devices
Showe accessible devices

Note:

) If the command Show device with the same address is not
A available, no connection to the CPU can be established.
| A In the hardware configuration of the CPU, the option IP address is
set directly at the device must be deactivated.

IP protocol

S [P adeless 1 Hhe praaes Jradaress - Deactivate IP address is set
directly on the device.

mark IPaddress: |10 .o .15 . 90 |

Subhetrmask: | 255 255 255 0
D Use rauter

unmark Routeraddress: [0 o0 .o 0 |

IP address is set directly at the device

I —————————
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Search — Go online

Clicking the Start search button attempts to establish an online
connection to the CPU.

Go online 3

Configured access nodes of "PLC_1500"

Device Device type Slot Interface type | Address Subnet
FLC_1500 CPU1511-1 PN 1x1 FNAE 10.0.13.90 FHIAE_1
—————1
‘open [ select
Type of the PG/FC interface: ﬁ_F’NI’IE |
PGIPC interface: |— Wintun Userspace Tunnel | ©
Connection to interfaceisubnet: |D\rect atslat' x1' | @
15t gateway: | | - | @
Select target device: | Show devices with the same addrEssEsTv |
Device Device type Interface type Address Target device
— — FRIE Access address —

Flash LED
click
e=y Start search
Online status information: [ Display only errar messages

| GoOnline || Cancel |

If the CPU to be connected is found, further data exchange is
enabled with a click on the Go Online button.

Go online %

Configured access nodes of "PLC_1500"

Device Device type slot Interface type | Address Subnet
FLC_ 1500 CPU1511-1 PN 11 FNAE 10.0.13.90 FHIAE_1
—————1
Type of the PGIPC interface: ﬁ_F’Nl’IE |'|
PGIPC interface: |— wintun Userspace Tunnel |'| ®©
Connection to interfaceisubnet: |D\rect atslot' x1' |'| @
15t gateway: | | hd | @
Select target dewice: Show devices with the same addresses ‘ - |
Device Device type Interface type Address Target device
PLC_ 1500 CPU1511-1 PN FRIIIE 10.0.13.90 PLC 1500
= = FRIfIE Access address =
|| Flash LED
Online status information: [ Display only errar messages

o Scan completed. 1 compatible devices of 1 accessible devices found
+t2 Retrieving device infarmation

Scan and information retrieval completed

(Click -
GoOnline Cancel

The online connection to the CPU1500 is established.

Status CPU 1500 — data block CounterData [DB5]

= =l = = . Keep actual values g Snapshot @ ™ copysnapshots to startvalues g (2 ' H
CounterData (elick)
Mame Data type Offset Start value IMonitor value § Comment
1 <@ * Static
2 gn e MinMal1500 | Int 0.0 1000 100 minimurn counter reading (humber)
3 <. MaxMo1500 Int 2.0 10000 gooo rnaximurm counter reading (number)
4 <41 = Count1500 Boal 4.0 false TRUE Counter is counting
5 4= CountingON1500 Boal 4.1 false TRUE Enable counting
6 |« = Counteryvalue1500 Int 6.0 ] 6104 Countervalue
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Page 2-14 Access to controls (devices) connected to the ports of the control level Chapter 2

2.1.8 PLC 1200 TIA16d - IP-Address 10.0.13.91

There are several ways to establish an online connection in the TIA
Portal. The CPU of the opened project must have the same IP
address as the CPU that is connected to the IBH Link 10T / control
level.

The CPU 1200 is connected to the control level of the IBH Link loT
(IP address 10.0.13.91).

piy Siemens - A:\_loT-en\PLC 1200 TIA16e\PLC 1200 TIA16e|

1. Project tree/ devices (PLC 1200)/
online & diagnostics.
The same command is available in
the Online menu. A double-click
opens the Online access window.
Settings must be made here.

=

v I PLCI200 TIATE:

B Add new device
iy Devices & networks
~ [ PLC_1200 [CPU 1211C DE/DGDE]
n

m,\_ﬂ Siemens - A:\ loT-en\PLC 1200 TIA16e\PLC 1200 TIA16e

Project Edit  Wiew Insert | Online |Options  Tools  Window

2. Online / Extended go online...
(3 E seveprojecc S gi I crrlek il
Project tree & Gol\ . I

The command opens the Go

online dialog box. There are [ oovices [N oot
other ways to open the Go online | |*
dialog box. The required settings | |~ g ur@®
are identical.

W] Online & disgnostics  culeD

Receive alarms

EE& Dewvices & networks
7 r:[l PLC 1200 [CRU1211C DODCDC]

Online & diagnostics — Online access window

7 Siemens - A:\ loT-en\PLC 1200 TIA16e\PLC 1200 TIA16e

Project Edit  “iew Insert Online Options Tools ‘Window Help
e x 90 BN ER F cooniine Ff coofiine gz MM ¥ 11"
PLC 1200 TIA16e » PLC_1200 [CPU 1211C DUDCDC]

Totally Integrated Automation

Cf (- saveprojec | & PORTAL

Devices

> JFLC1200TIAl6e
W" Add new device
oy Devices & networks
~ [ PLC_ 1200 [CPU 1211C DEDEDEC]
Y Device configuration
W/ anline & diagrostics,

double-click

Online access

» Disgnostics B,

» Functions Status

L]

Online access

Offline

[T Flash LED

I

» [l Fragram blocks

3 "jﬂ Technology objects
» @ External source files
y [g FLCtags

» [ PLC data types

» [5) watch and force tables
y [ Online backups

s
=
» [ Traces Type of the PGIPC interface:

B_FNIE

Rl Vintun Userspace Tunnel

» [ Device proxy data
8 Program info

v@

[-]®

FGIFC intefface:

Cf PLC supervisions & alarms Cannection to interface/subnet: [ Direct at slot "1 1

E] PLC alarm text lists
» [ Local modules

15T gatevway: ‘

[1®

> 1= Uy e [Devics address: 10013391 ] | B2l
» E—"’. Security settings

» |38 Cross-device functions

¥ [g# Common data (Tlick)

» E[ﬂ Documentation settings

In the Online Access dialog box, select the settings as follows:
B PriE

Fleaze select._.

PHINE

@ Teleservice

The Type of PG/PC interface must be selected
according to the hardware configuration of the
CPU.

IBH Link 1oT Training TTI Trans Tech International® 2020
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Wintum Userspace Tunnel must

Wintun Userspace Tunnel

be specified as the PG / PC |
interface if there is a direct

connection between the CPU and g
IBH Link 10T / control level.

The physical location or the name of the Ethernet

Please select...
| Intel(R} Ethernet Cannection (2} 1219-Y

PLCSIM

connection must be specified at Connection to

interface/subnet. This selection is only available

if a network is configurated.

The online connection to the CPU1200 is estab

lished.

=1 Wintun Userspace Tunnel

| Direct at slot "1 21"
Flease select...

Direct at slot "1 21"
PHIIE_1

74, Siemens - A:\ loT-en\PLC 1200 TIA16e\PLC 1200 TIA1 6e

Project Edit  ‘“iew Insert Online  Options  Tools  Window  Help

5 (B seveprojet S ¥ 52 B X D e 5 N[ R & Goonline ¥ Gooffine fp AW 2 ]| "

Totally Integrated Automation
PORTAL

Devices

Online access
» Diagnostics
> _] PLC1200TIAT6e He b Fumeions Status

ﬁ Add new device
i Devices & networks
~ (5§ PLC_1200 [CPU 1211C DGDEDC] @

Gnline

HY Device configuration
Online & diagnostics |
[-g! Program blocks @

[ Technology objects

Esxternal source files

L& PLCtags @
[ig) PLC data types

{4, Watch and force tables

rj';,' Online backups

=
[Z Traces

Online access

[} Device proxy data
B4 Program info v

» E‘g Online card data
» [ Local modules
» [id Ungrouped devices
¥ 5§ Security settings
3 E Cross-device functions
» [g§ Common data

ol Type of the PGIFC interface:
PGIPCintedace:

[.f PLC supervisions & slarms [ Connection to interace/subnet:
] PLC alarm text lists 15t gateway:

Device address:

["|Flash LED
R Fuie [~]
[® Wintun Userspace Tunnel BLIE]
[Direct ar slot 1 X1° [~] ®©
\ [-]®
10.0.15.91 ]

Extended go online access — Online access dialog box

T4 Siemens - A:\_loT-en\PLC 1200 TIA16e\PLC 1200 TIA16e

Project Edit  Wiew Insert | Online | Options  Tools  Window

j 3 H Save project < 5, ﬁ Go online

Ctrl+k

. Extended go anline...

Project tree &% G0 offline Cerl+M
Devices Simulation r
o'l

i ¥ stap cFU I+ Shit+ G

% Cnline & diagnostics Ctrl+D
¥ _JFLC1200TiAlE: Receive alarms

B Add new device
E,-Em Cevices & networks
e I"-_u FLC_ 1200 [CPU 1211C DRDCDC]
I]'f Cevice configuration
3] Online & diagnostics

Select devices for opening the online connection %
MName Interface type Iw] Go anline
PLC_1200 CPU1211CDODTDC W mark)

GoOnline 1

Trans Tech International® 2020
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Page 2-16 Access to controls (devices) connected to the ports of the control level Chapter 2

The Go online dialog box opens.

Go online %
Configured access nodes of "PLC_1200"
Device Device type Slot Interface type | Address Subnet
FLC_1200 CRU2MCDCD.. 121 PMIE 10.0.13.91
Type of the PGIFC interface: |Plea se select.. | h |
FGIFC interface: | |V| @
Connection to interface/subnet: | |v| @
15t gateway: | | - | @
Select target dewvice: | Show devices with the same addresses |v |
E Device Device type Interface type Address Target device
Flash LED
Online status information: [ Display anly errar messages
| Goonline | | Cancel
In the Go online dialog box select the following settings:
.
The Type of PG/PC interface must be selected g ry¢
according to the hardware configuration of the Please select...
CPU. @_Telesenvice
Wintum Userspace Tunnel must
be specified as the PG / PC r@ Wintun Userspace Tunnel

. . . . Flease select...
interface if there is a direct .
2 Intel(R} Ethernet Connection (2} 1219-Y

connection between the CPU and g g oy

IBH Link 10T / control level. % Wintun Userspace Tunnel
. .
Show device with the same | Show devices with the same addresses
address must be selected as the Showe devices with the same addresses
. Show all compatible dewvices
target device. Show accessible devices
The physical location or the name of the
Ethernet connection must be specified at ' Direct at slot "1 x1"
Connection to interface/subnet. This F'Iease select..
selection is only available if a network is '“t slot 1 1
configurated. -

Note:
If the command Show device with the same address is not

é  available, no connection to the CPU can be established.
A In the hardware configuration of the CPU, the option IP address is
set directly at the device must be deactivated.

IBH Link IoT Training TTI Trans Tech International® 2020
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Deactivate IP address is set directly on the device.

IP protocol
Set IP address in the project Iz
CPU1211C
mark IFaddress: |10 .0 .15 .91
Subnet mask: | 255 . 255 . 255 . 0
D Use router
unmark

Routeraddress: g .0 .0 .0

IF address is set directly at the dewvice

Search — Go online

Clicking the Start search button attempts to establish an online
connection to the CPU.

Go online %

Configured access nodes of "FLC_1200"

Device Device type Slot Interface type  Address Subnet
FLC_1200 CRUM2T1CDaD.. 11X FHIAE 10.0.13.91
Type of the PGIPC interface: ﬁ_PNI’IE l |
FGIPC interface: ﬁ Wintun Userspace Tunnel | ©
Caonnection to intefacelsubnet: |D\rei:tat slot "1 X1" |V| @
15t gateway: | |'| @
Select target dewvice: | Show devices with the same addresses} |
Device Device type Interface type Address Target device
H = = PHIE Access address =
Flash LED
R
Online status information: D Display only errar messages

| Goonline || Cancel |

If the CPU to be connected is found, further data exchange is
enabled with a click on the Go Online button.

Go online %

Configured access nodes of "FLC_1200"

Device Device type Slot Interface type  Address Subnet
FLC 1200 CPU1211CDCD.. 1X1 PHIE 10.0.18.91
Type of the PGIPC interface: ﬁ_PNl‘IE ‘ '|
PGIPC interface: r Wintun Userspace Tunnel ‘ '| @
Connection to interfacelsubnet: | Direct at slot '1 1" ‘ v| @
15t gateway: | ‘ '| @
Select target device: Show devices with the same addresses ‘ - |
Device Device type Interface type Address Target device
FLC_1200 CPU1211CDC/D..  PMAE 10.0.13.91 FLC_1200
= = PRIE Access address =
[ | Flash LED
Online status information: D Display only error messages

 scan completed. 1 compatible devices of 1 accessible devices found.
Y7 Retrieving device information. .

Scan and information retrieval completed

(Elick juy
‘GoOnline 1 | Cancel

The online connection to the CPU1200 is established.
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Access to controls (devices) connected to the ports of the control level

Status CPU 1200 — data block CounterData [DB5]

Chapter 2

s LB E
CounterData
Mame Data type
1 <40 > Static
2 |ag|= Minkal200 it
3 e Maxhlol200 Int
4 |qi = Count1200 Bool
5 4= CountingON1200 Bool
6 |aqlm= Countervalue1200 Int

The CPU 312 is
connected to the control
level of the IBH Link loT
via an IBH Link S7++
(IP address 10.0.13.26).

The IBH Link S7++ (loT
S7++2 — IP address
10.0.13.26) must be
selected. The project
CPU is addressed via its
MPI address. The
IBHNet driver of the IBH
Link S7++ automatically
assigns the IP address
to the MPI address. The

Offset Start value
0.0 1000

2.0 10000

4.0 false

4.1 false

6.0 1]

Station:

% |BH Network settings
File Stations |BH Links = Options | Help

ctual\.-'alues g Snapshot ™y ¥ copysnapshots to startvalues g (2 0 =}
(click)

Comment

Monitor value

100 minimurm counter reading (number)

000
TRUE
TRUE Enable counting
104 Countervalue

CPU 312 TIA16e— 0T S7++2 — IP address 10.0.13.26

mazximum counter reading (humber)
Counter is counting

Language
Station M ame: . .
Diagnostics
loT 55++1 0z
Test and Settings
o] 57++ 2 T, | e
PLC 4164h1
PLC 4164142 Test and Setup
Test functions
St PG/PC interface |
Diagnostics |
Selected stations for STEP®7
Settings: HF
Mew station il
IBH Link 57 | IBH Lin e

£

Cloze Wers

PLC 41EAM2

Profibus

confirm

=

Cancel

IBH Link S7++ is connected to the IBH Link IoT / control level.

There are several ways to establish an online connection in the TIA

Portal.

1. Project tree/ devices (S7-CPU

300) / online & diagnostics.

The same command is available in
the Online menu. A double-click
opens the Online access window.

Settings must be made here.

2. Online / Extended go

online...

The command opens the Go
online dialog box. There are
other ways to open the Go
online dialog box. The

required settings are identical.

IBH Link 10T Training

Ui Siemens - A:\ loT-en\CPU 312 TIA16€\CPU 312 TIA16e

Froject  Edit  Wiew Insert

3 % Kl seve project - &

i Devices i

Project tree m 4

Online  Options  Taols

=

¥ JCPUIZTIANGE
B Add new device

g Devices & networks

~ [ 57-CPU 300 [CPU 312]

UY Device configuration

il Oniine & diagno

¥ 52 X D
stigs B

» gl Program blocks

iy Siemens - A:\_loT-en\CPU 312 TIA16€\CPU 312 TIA16e

Project  Edit  Wiew Insert | Online | Options  Tools  Window

3 % B seve project - & & Go online

J r
Project tree

h,‘ﬁ Go offline

Devices

Sirnulation

4 n -
= @ Cnline & diagnostics
Receive alarms

[E )

o Devices & netwarks
~ [ 57-CPU 300 [CPU 312]

TTI

,Z,,,,_,'J,,EEE',El?l!ﬁ!éi,‘- ,,,,,,,,,,
B Add new device \ETEITE)
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Online & diagnostics — Online access window

74 Siemens - A:\ loT-en\CPU 312 TIA16€\CPU 312 TIAT6e

Access to controls (devices) connected to the ports of the control

Page 2-19

Project  Edit Insert

j" 3 H Save project | e

iew Online

¥

Options  Tools  Window  Help

AX 9 DEEER S coonine F cocrine go W ¥ 1 *
CPU 312 TIA16e » S7-CPU 300 [CPU 312]

Devices

Totally Integrated Automation
PORTAL

- X

e
= |

Online access

» Disgnostics .

~ ] CPU312TIAlEe ¥ Functions Status

ﬁ" Add new device

a4 Devices & networks
= [[§ s7-cPU 300 [cPU 312]
nfiguration
[ &/ online & diagnostics

Offline

=

el !

Online access

» g Program blocks

» Sﬂ Technology objects

» @ External source files

v [ FLCtags

» [ PLC dara ypes

» [ watch and force tables
» [ig online backups

=
b [Z Traces Type of the PGIPCintedace: | P

» rf.*, Device proxy data

[] Flash LED

(Open TeeTetthngy
-]

PGIFC interface: | IBHNer

% Program info

v@

f PLC supervisions & alamms Cannection to interfacefsubnet: [ Direct at slot '2 31"

[-]®

) PLC alarm text lists 1stgateway: |

-] ®

» [l Local modules

» [ Ungrouped devices

» 5". Security settings

» |38 Cross-device functions
y [g§ common data

» ,'-j]] Documentation settings

(Click )

[pevicesddress 2]

In the Online Access dialog box, select the settings as follows:

The Type of PG/PC interface must be

P

selected according to the hardware
configuration of the CPU (MPI interface).

IBHNet must be defined as the PG / PC interface
if an IBH Link S7 ++ is used as the connection
between CPU and IBH Link IoT / control level.

The physical location or the name of the Ethernet
connection is only available if a network is
configurated.

The online connection to the CPU312 is established.

78 Siemens - A:\_loT-en\CPU 312 TIA16e\CPU 312 TIA16e

Pleaze zelect...

§_Teleservice

[l 1B HIet

Flease select...
Tl FLCSIM

S IBHNet
@ 1BHSoftPLC

Direct at slot '2 x1"

Project

Edit Gnline

X

Wiew  Insert

5 % B seve project . 3

Options  Tools Window Help

ExXx e GMNER F coonline F cooffine o I 3 1] "

Totally Integrated Automation
PORTAL

Devices

=

Online access

» Diagnostics
m
» Functions

ar]
v ] CPU3T2TIAIBe Status
B Add new device
ﬁ%ﬁ Devices & networks
- (g 57-CPU 300 [CPU 312]
[ Device configuration
ﬂ Online & diagnostics

Hde

Online

4e

||

Online access

» gl Program blocks [ ]
v [ Technology objects

» External source files

» Lg PLCtags

v [ FLC data types

» :‘._,1 Watch and foree tables

» [ig online backups

» i} Device proxy dats

D Flash LED

Type afthe PEIRC interface: [ mFl

5% Pragram info

PalFCinterace: [ IBHNet

f PLC supervisions & alarms

]

@)
(1]

E] PLC alarm text lists Connection ta interfacelsubnet: | Directat slor "2 x7"

=
» (@ Local modules 1stgatewsy: |

ENER KX K1
@ @ @

3 % Ungrouped devices

» [ Ungrouped devices

¥ 5§ Security settings

» |98 Cross-device functions
» (g8 Common data

» 5] Documentation settings

Trans Tech International® 2020
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Page 2-20 Access to controls (devices) connected to the ports of the control level Chapter 2
Extended go online access — Online access dialog box
74 Siemens - A:\ loT-en\CPU 312 TIA16e\CPU 312 TIAT6e
Project Edit  wiew Insert | Online |Options Tools  Window
3F [% ] save project 5, & Goonline Crrl+K
) ﬁ Extended go online...
Project tree &Y o offline - Cerl+h
Devices Simulation alect de ec fOr ODE athe o o CO 0
] IR ctop orU
- - Mame Interface type vl Go online
B Online & diagnost -
¥ CPUBIZTIATAE Receive alarms FoHEHD =100 CPU 312 17N mark;
B Add new device
iy Devices & networks
~ [ 57-CPU 300 [CRU 312]
[If pevice configuration . ﬁQUOnline 1 | Cancel
0/ Online & diagnostics ]
The Go online dialog box opens.
Go onlineg X
Configured access nodes of "§7-CPU 300"
Device Device type Slot Interface type | Address Subnet
57-CPU 500 CFU 312 2%1 WPl 2
Type of the PGIPC intertace: |Please select.. |“
FGIFC interace: | [~] O
Connection to interfacefsubnet: | |V‘ O
15t gatevay: | |" ©
Select target dewvice: | Showr dewices with the same addresses ‘Vl
il-— Device Device type Interface type Address Target device
]
Flash LED
Online status information: ["] Display anly errar messages
| Golnline H Cancel
In the Online Access dialog box, select the settings as follows:
:
The Type of PG/PC interface must be (T
selected according to the hardware Please select...
. . . | )
configuration of the CPU (MP!I interface). —
@_Telezervice

IBHNet must be defined as the PG / PC interface if an IBH Link S7++
is used as the connection between CPU and IBH Link 10T / control

level.

The physical location or the name of the Ethernet @ Hne:

Flease select...

connection is only available if a network is

Fall PLCSIM
. S IBHMet
configurated. T IBHsoftPLC
The physical location or the name of the Ethernet open / select)
Direct at slot "2 x1'

connection is only available if a network is
configurated.
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address must be selected as the | Showe devices with the same addresses

Showe devices with the same addres

target device. Show all compatible dewvices
Show accessible devices

Search — Go online

Clicking the Start search button attempts to establish an online
connection to the CPU.

Go online X
Configured access nodes of "S7-CPU 300"
Device Device type slot Interface type | Address subnet
S57-CPU 300 CPU 312 2x1 MPl 2
]
(openselect),
Type of the PGIPC interface: |L|-|__I'\-1PI .ﬂ
PGIPC interface: (Rl IBHNet ©[d|
Connection to intedace/subnet: |Direct at slot '2 1" |V| @
5t gatewsy: | | - | @
Select target dewvice: | Show devices with the same addresses
|,L Device Device type Interface type Address Target device
v = = PMIIE Access address —
Flash LED
——
Online status information: [ pisplay anly errar messages
| Goonline | | Cancel

If the CPU to be connected is found, further data exchange is
enabled with a click on the Go Online button.

Go online X
Configured access nodes of "57-CPU 300"
Device Device type Slot Interface type | Address Subnet
S57-CFU 500 CRU 312 231 MFl 2
[————]
Type of the PAPCinterface: [Pl [+]
PGIPC interface: [l IBHNet [-] @<
Connection to intedface/subnet: |Direc,t at slot '2 1" |V| @
15t Qateway: | | A | @
Select target device: Show devices with the same addresses | - |
“:- Device Device type Interface type Address Target device
& S57-CFU 500 CPU 312 RF 2 S7-CFU 300
n - - 1Pl Access address -
["|Flash LED
Online status information: [ misplay only error messages

@ 5can completed. 1 compatible devices of 1 accessible devices found.
%2 Retrieving device infarmation...

Scan and information retrieval completed.

goOnIine 1 | Cancel

Trans Tech International® 2020

The online connection to the CPU300 is established.
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Status CPU 300 — data block Counter Data [DB2]

=k =5 W, E = Keep actuslvalues g - Snapshot % ¥ copy snapshots to startvalues g 2 ’ =

Counter Data
MName Data type | Offset startvalue  {f Monitorvalue § Comment

1 <@l ¥ Static

2 |qdl= Count | Bool oo o TRUE Counter is counting

3 4w Countervalue Int 20 ] 4917 Counter Yalue

4 43 = Minko Int 4.0 100 100 minirmurm counter reading (humber)
5 < mw Maxo Int 6.0 10000 8000 raxirnum counter reading (humber)
6 | = CountingON Bool 8.0 false \ TRUE J Enable counting

2.1.9 CPU 416 TIA 16e — (IP-Adresse 10.0.13.9)

There are several ways to establish an online connection in the TIA
Portal. The CPU of the opened project must have the same IP
address as the CPU that is connected to the IBH Link 10T / control

level.

The CPU 416 is connected to the control level of the IBH Link 10T (IP
address 10.0.13.9).

1.

Project tree / devices
(CPU 416) / online &
diagnostics.

The same command is
available in the Online
menu. A double-click
opens the Online access

Project

o
ES

74 Siemens -

Project tree

Devices

¥ ] CRUATETIA T6e
B Add new device
t,—E'm Devices & netwarks
7 F_u CPU 416 [CPU 416-3 PH/DP]

A\ loT-en\CPU 416 TIA16€\CPU 416 TIA 16e
Edit “iew Insert Online Options Tools Wil
f (Y H saveproject i Z M = [ X 2 (!

Y Device canfiguration

window. Settings must be

Q Cnline & diagnostics

made here.

Online / Extended go online...

» [l Frogram blocks

The command opens the Go online dialog box. There are
other ways to open the Go online dialog box. The required

settings are identical.

4, Siemens - A:\_loT-en\CPU 416 TIA16e\CPU 416 TIA 16e

Project  Edit  “iew Insert | Online |Options  Tools  Window

Devices

Sirnulation

35 [ ¥ B saveproject &) | & Goonline
. ﬁ' Extended go anline...
Project tree o Go offine

Ctrl+k [l

=5

B Online & diagnostics
Receive alarms

Ctrl+Dr

> ] CFUAETIATGe

Eﬂ-h Devices & networks
w [l CPU 416 [CPU 416-3 PRDF]

‘:" Add new devi ------------------------

IBH Link IoT Training
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Online & diagnostics — Online access window

T, Siemens - A:\_loT-en\CPU 416 TIA1

6e\CPU 416 TIA 16e

Page 2-23

Project  Edit  Wiew Inserr  Online

3 P [ seveproject G M B

Options  Toals

X 9 HMEER S coone F coofline fr M X 1"

window

Devices

Help

CPU 416 TIA 16e » CPU 416 [CPU 416-3 PN/DP]

Totally Integrated Automation

PORTAL

=

> JCPUMETIATEE
B Add new device
By Devices & networks
~ [ CPU 416 [CPU 416-3 PR/DP]
[IY Device configuration

» Functions

» | Program blocks

» [ Technology objects
¥ Lk External source files
» [g PLCtags

» [ PLC dats types

|5 Watch and force tables

[ online backups

=
[ Traces

[, Device proxy data

Ey Frogram info

¢ PLC supervisions & alarms
'E] PLC alarm text lists

» (@ Local modules

» 5] Documentation settings

%/ Online & disgnostics,

¥ Diagnostics
™

ark’

Online access

Status

Offline

oL

||

Online access

Type of the PGIFC interface:
PGIPC interface:
Connection to intefacelsubnet:

1stgateway: |

["] Flash LED

B_PHIIE

(@BenT seloctpg

[F@ wintun Userspace Tunnel

el

[Direct at slot '2 x5’

[-1®

®

N Devis i
» Eg Security semings

» 28 cross-device functions

» [ common data (click)

In the Online Access dialog box, select the settings as follows:

The Type of PG/PC interface must be selected

Wintum Userspace Tunnel must be
specified as the PG / PC interface if
there is a direct connection between the
CPU and IBH Link 10T / control level.

B FHiE

Flease select...

according to the hardware configuration of the CPU.

@_Teleservice

rﬁ Wintun Userspace Tunnel

Flease select...

Fall Intel(R) Ethernet Connection (2} 1219-V

Tl PLCSIM

Wintun Userspace Tunnel

The physical location or the name of the
Ethernet connection must be specified at

| Direct at slot '2 x5'

Flease select..

Connection to interface/subnet. This selection
is only available if a network is configurated.

at slot 2
FRIIE 1

The online connection to the CPU 416 is established.

T4 Siemens - A:\ loT-en\CPU 416 TIA16\CPU 416 TIA 16e

Project Edit “iew Insert Online Options  Tools  window Help Totally Integrated Automation
i Yl soveproiect & M 1 Ty X O 3 ME B R S coonline oF coofiine o MW 2 1] " PORTAL

Devices

=

~ [ CPU416TIATEe
B Add new device
gy Devices & networks
~ [l cPU 416 [CPU 416-3 P/DP]

1Y Cevice configuration
Online & diagnostics

» Diagnostics
} Functions

[ PLC data ypes
[Z1 Watch and force tables
[ online backups

» [= online card data

» 28 cross-device functions
» [g# common data

Trans Tech International® 2020

Online access

Status

Gnline

Online access

L5l Program blacks ]

[ Technology abjects ["| Flash LED
External source files

[ PLCtags [ ]

[ b

= D'ECES - " Type of the PGIPG interface: [ B_prie [~

i, Device proxy data b _

. R m g tun Userspace Ti L

B8 Frogram info ! PGIPC interface: @ intun Userspace "‘ @
[f PLC supenvisions & alarms il Connection to interfaceisubnet: | [Direct at slot 2 x5 -]

£ PLC alarm text lists 15t gateway: | | -] ®

Device address: 10.0.13.8 7
» L@ Local modules I 1
» i Ungrouped devices -

» Eg Security semings &Y Go offline
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Extended go online access — Online access dialog box

7 Siemens - A:\ loT-en\CPU 416 TIA16€\CPU 416 TIA 16e

Froject  Edit  “iew  Insert | Online | Optiohs  Tools  Window
j 3 H Save project ﬁ' Go online Otk

. : - d Extended go anline...
Project tree ¥ Ga offline (i) Ctrle M
Jml—simulation elect devices for opening the o e connectio
ol s —_—— 1
B B stop cPU
J Marme Interface type ¥ Go online
B Online 2diaanal - cpyy g1 CPU 416-3 PNIDP ¥ mark)
T JCRUA1ETIATEE Receise alarms

B¢ Add new device
Eg'h Devices & netwarks

~ [ij CPU 416 [CPU 416-3 PR/DP] :
I]'f Device configuration il ‘ | S| |

%] online & diagnostics

The Go online dialog box opens.

Go online

Configured access nodes of "CPU 416"
Device Device type slot Interface type  Address Subnet
CPUATE CPU 416-3 PN/DP 21 MPI 2
CPU 416-3 PN/DP 2x5 PMNAE 100139
Type of the PG/FG interface:  |Plesze select =]
PGPCinterdface: | [-]®
Connection to intedacefsubret: | [-]1®©
1stgeteway: | [-]®©
Select target device. Show devices with the same addresses | v |
Device Device type Interface type Address Target device
Flash LED:
start search
Online status information: [ Display only error messages
Goon

In the Go online dialog box select the following settings:

(open | select)
The Type of PG/PC interface must be selected |,_F.$E
according to the hardware configuration of the Please select...

cPU

@_Teleservice

Wintum Userspace Tunnel must
be specified as the PG / PC r@ Wintun Userspace Tunnel

. . . . Flegaze select...
interface if there is a direct .
T Intel(R} Ethernet Connection (2} 1213-Y

connection between the CPU and g g 5y

IBH Link 10T / control level. % Wintun Userspace Tunnel

. .
Show device with the same | Show devices with the same addresses
address must be selected as the Show devices with the same addresses

. Show all compatible dewvices
tarQEt device. Show accessible devices
The physical location or the name of the
Ethernet connection must be specified at | Direct at slot '2 X5'
Connection to interface/subnet. This selection 'E'f' E'-

Jirect 3t 5l0

is only available if a network is configurated. PM/IE_1
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Search — Go online

Clicking the Start search button attempts to establish an online
connection to the CPU.

Go online %
Configured access nodes of "CRU 416"
Device Device type Slot Interface type | Address Subnet
CPU 416 CPUATE-3 PMIDP 231 MPl 2
——————— CPL 416-3 FMIDP 25 FRIIE 100159
Type of the PG/PC interface ﬁ_PNw‘IE L
PGIFC interface: ﬁ Wintun Userspace Tunnel ©
Connection to interfacefsubnet: | Direct at slot '2 x5 |v| @
15t gateway: | | - | @
Select target device: | Show devices with the same addressﬁswl
Device Device type Interface ype Address Target device
= = FMIIE Access address =
Flash LED
=2
Online status information: D Display only error messages
‘ GoOnline ‘ | Cancel |

If the CPU to be connected is found, further data exchange is
enabled with a click on the Go Online button.

Go online 3

Configured access nodes of "CPU 416"

Device Device type Slot Interface type | Address Subnet
CFU 418 CPL 416-3 FMIDP 2x1 MFI 2
—— ] CPL 416-3 FMIDP 2X5 FRJIE 10.0.13.9
Type of the PG/PC interface: ﬁ_PNl’IE "l
PGIFC interface: |— Wintun Userspace Tunnel "l @
Connection to interface/subnet: |DirECtats\Ut'2)<5' ‘V| @
5t gateway: | ‘ - | @
Select target dewvice: Showe dewvices with the same addresses |V|
Device Device type Interface type Address Target device
Accessible device CPU416-2 DP PMIIE 10.0.13.9 =
= = FMIIE Access address =
[ |Flash LED
Online status information: [ pisplay only error messages

€ scan completed. 1 compatible devices of 1 acoessible devices found.
st Retrieving device information

Scan and information retrieval cormpleted.

CIEY

Goonline 1 | Cancel

The online connection to the CPU416 is established.

Status CPU 416 — data block CounterData [DB2]

= =5l E = Keep actual values g Snapshor ™y ™ cCopy snapshots to startvalues g 4 =)

CounterData
MName Data type Offset  Startvalue Monitor value Comment
1 40 * Static
2 e Minvalue Int 0.0 100 100 minimum counter value {(number)
i am= Maxvalue I Int 2.0 10000 10000 maximurm counter value (humber)
4 4= Counting ON Bool 4.0 false TRUE Counter is counting
S5 g w Countervalue  Int 6.0 0 139 Countervalue

. ________________________________________________________________________________________|]
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S5 for Windows — CPU103-S5++ 10T — IP address 10.0.13.94

B 1eH Link 55

[iT] 55/57 for Windows® - Counter S3W -- A\ Counter S5W.55P IS STnen

ile PLC Find View Window Help .:-T':'-5++ I

B @Ik Sh B @

“IP address: Tirmeouk:
S R _FSFR| K |5 g I 1w . o .13 . 9% |4UUU Milliseconds Ciefault |
[ili Internal S5 PLC sirmulation "

-8 Internal S PLC simulatiog

E\} MNetwork
=Nk ioT S5+ -

B PLC 90495100 U [CPU 103)

+- Il Used operands
[ Free operands I

Prograrn structure ak Cancel |
-E_E Trace hack

- [ 10T CPUA1E
G 10T 57+

€ I6H Link 55 | 55 Lan | & IBH Link 55++ I

Aktention: This station settings will be changed also within the IBH network settings!

ERY PL;416-\;"M1 i - T} "m m -@ D@ Gﬂ IAII blacks j g | Marked: 1 totak & | Code length marke
-l sTeP7 - Block Symbol Length Last Modification Description
[+ ,_‘u' Kommunikationsanschluss (COM1)
[JoB1 Cycle 24 30.07.2020 17:28:27  Cycle
[]oB 21 42 30.07.2020 17:50:56
[oB 22 42 30.07.2020 17:31:12
D FB 5 CounterControl 86 30.07.2020 17:54:24  Counter control
D DB 2 CounterValues 16 30.07.2020 15:38:33  Counter values
[1BB1 110 30.07.2020 17:52:47
< >

—
Ofﬂinel Online I PC block list |JPLC block list

100 U (CPU 103) L] CAPS NUM RF INS

Status S5 CPU 103

-- A\Counter S5W.55P

S File PLC Block Edit InsertCtri+V Presentation Find View Window Help
R e SN E EE WM
4 DB 2 Status | b
S R IFSFRI R | iy B 6 a4 |l DE2 ol 2 48 [80] S RV Ba % [sifcsr wo
Jill Internal $5 PLC simulation | o ] amen 2
Internal ST PLC simulation .
\) Network = Title: Counter values =
£ [ loT 854+
RN NPLC 50/95/100 U (CPU 103) |Address | Contents | Comment
i Bl Used operands 1] KF +100 ; minimum numerical value 57 CPU 1 o
[ Free aperands 1 KF +8000 ; maximum numerical value 57 CPU 1
Program structure 2 KF +4234 ; numerical value 57 CPU 1 -
= Trace back . | _'IJ
@[ loT CPUAE
G PLC 418-UMT i 4 4 S o O[D fRI0R) 0 IAII blocks ER Marked: 1 total: 6 | Code length marke
b-E STER7 ® f . -
1,5 Communication port (COMT) Block Symbol Length Last Modification Description
[JoB1 Cycle 24 30.07.2020 17:28:27  Cycle
[JoB21 42 30.07.2020 17:50:56
[ joB22 42 30.07.2020 17:51:12
D FB 5 CounterControl a6 30.07.2020 17:54:24  Counter control
[B|DB 2 CounterValues 16 30.07.2020 15:38:33  Counter values
[1BB1 110 30.07.2020 17:52:47
< >
Offlimi Online I PC block list |JPLC block list
ﬁc 90/95/100 U (CPU 103) — j CAPS NUM RF INS

2.2 Access to a PC - Remote Desktop.

It should be possible to access a PC via an IBH Link I0oT, which is
connected to the same subnet as the control level.

To ensure that the connection and the data traffic are secure,
TeamViewer uses end-to-end encryption using RSA public / private
key exchange and 256-bit AES session encryption. In addition, the
IBH Link 10T has a firewall between the management and control
level.
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Client
)

Access to the
Control Level with
TeamViewer loT
via the Internet

Subnet
192.168.1.nn

(devices) connected to the ports of the control Page 2-27

Remote desktop refers to the
remote access to the desktop of
a computer. Application
programs are executed on one

Management Level

Subnet

computer (server) and displayed
and operated on another

10.0.13.nn
Control Level

.
Server ‘m

=, computer (client). In contrast to

screen sharing, no user must
log on locally to the server.

A remote desktop session runs independently of any other session
that may be running.

2.2.1 Preparation of IBH Link 10T and Server (PC)

The management level port of the IBH Link UA has direct access to
the Internet. The TeamViewer l0oT Status must be Online.

TeamViewer loT Status

- @ n o ® O

<« ¢ @ © & 1001314/ =/network =
EF,; " X ® M Update password single-core
Management Level Control Level BOZ2.1X TeamVYiewer IoT

Team'iewer 0T

TeamiewerlD 22222202202

Assignrment Token |

Group [t |
,,,,,,,,,,,,,,,,,,,,,,,, Tearm/iswer auto start

Logee

Provcy settings
Proxy address (IP:Port)
Internet access over proxy

Start | Stop | Mew assign ‘ Remave assignment | Download logfile | Delete logfile ‘ MQTT settings

2.2.2 Local PC (client)
Remote Desktop is activated on the client PC. As an example,
Windows 10 - Settings.

& Sctfings

Remote Desktop

@ Home

Remote Desktop lets you connect to and control this PC frem a
remote device by using a Remote Desktop client (available for
Windows, Android, iOS and macQS). You'll be able to work from
another device as if you were working directly on this PC.

| Find a setting

3 Display

> Remote Desktop

Enable Remote Deskiop

-

J
ety

The icon to start the remote desktop connection is
available in the start menu under Windows
accessories.

IBH Link IoT Training
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e The TeamViewer software is installed on this PC.

* The IBHNet-loT software IBHNet-loT Tray - [BHsoftec GmbH
is installed. The service is Ready
displayed in the IBHNet- , = : o

0T Tray in the task bar.

e The name (e.g. IBH Link UA SC) given in the TeamViewer-
Shortcut dialog box is transferred to the TeamViewer
account.

e Start the TeamViewer software with a
double-click.

e Right-click on the IBHNet-lIoT Tray icon to open the context
menu. The devices registered with the TeamViewer account
are listed in the upper area of the context menu.

IBH Link loT
Clase TeamViewer connection..,
Agents...
Help...

Homepage..
Wiki...

Information...

Close IBHMet-1oT Tray

|IBHMet-1oT Tray - IBHsoftec GmbH

1630
* WO 0

e With a click on IBH Link UA SC, the connection to the
ibhlinkua_sc address is established via the Internet.

Starting Teamviewer

Teamviewer start progress

Cancel

The establishment of the connection is displayed.

Ceonnection establishment ...

~Progress

Configuration complete

—Connected agent

Remote=ibhlink-iot Address=10.0.13.14 Mask=255,255,255.0 I

listening port: 31711

allowed ips: 192, 165.179.0/24 o4 I Cancel
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The establishment of the connection is displayed and the Port
Forwarding of the Remote AppControl are displayed.

& ibhlinkua_qc - TeamViewer

IE File transfer

Remote AppControl  Port Forwarding

S Lt . "
ﬁ F L) OPC server is running quad-core
Login
The password is case-sensitive
User name

Enter your user name

Password
Enter your password -

Remember me
Keeps login for 2 weeks

Login

Lost password

lINBHsoftec © | e

www.ibhsoftec.com Contact Wiki

To access the individual PCs (devices) no registration to the IBH
Link UA is necessary.

Establish remote desktop connection
Double-click the Remote Desktop Connection icon.

In the Remote Desktop Connection dialog box, click
the Show Options button.

L& Remote Desktop Connection

| Remote Desktop
<) Connection

Computer: | Example: computer fabrikam .com v

Username: MNone specified

The computer name field is blank . Enter a full remate computer

name.
> Show Options Help

Eg, Remote Desktop Connection

| Remote Desktop
() Connection

Display Local Resources  Experience  Advanced

Logon settings
[}.& Enterthe name of the remate computer.
=i

Computer:  [[10.0.13.3 v|
{enter 1)

User name: |PSH I |

Enter the computer (IP address)
and username in the opened
dialog box. These settings can be

You will be asked for credertials when you connect.

Connection settings

i f:::dt:irﬁm:onnedmnseﬂlngstaEHZHDPﬁIaoropena Sa.VEd. CIICkIng the Connect
(1= Sl — button opens the dialog box for
@ rin e (3 haim) = entering the password.
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Enter User and Password dialog box

Windows Security *

Enter your credentials

These credentials will be used to connect to TTI-11.

Pete

enter
m2

TTI-YELLOW\Pete

Remember me

More choices

oK

Cancel

The establishment of the connection is displayed.

Remote computer Certificate verification

If the certificate of the remote computer is not known, a
corresponding message is displayed.

LB Remote Desktop Connection

"I;I.lle uleﬂ:: of the remote ca!‘mtlerczm be verified. Do Detalls Certification Path

The remote computer could not be authenticated due to problems with its
security certificate. t may be unsafe to proceed

Certfficate name

@ Certificate Information

This CA Root certificate is not trusted. To enable trust,
i install this certificate in the Trusted Root Certification
El -IN_arrln;m the certificate from the remote computer. T s certic

Issued to: TTI-11
Certficate emors

The following emors were encountered while validating the remote

computer’s certfficate: The eXiSting Issued by: TTI-11
/1. The cetificate is not from a trusted certifying authority. Ce rtlflcate 0 n the Valid from 2020-03-18 to 2021-03-20
remote computer

Do you want to connect despite these certificate emors?

Install Certificate...| | Issuer Statement
| [1Dont ask me again for connections to this computer I

Gy can be viewed. _

If the remote computer / certificate is trustworthy, the connection can
be established (click Yes).

The corresponding option must be activated so that there is no
further inquiry when the connection to the PC is established again.

Do you want to connect despite these cerdificate emors?
Don't ask me again for connections to this computer

The remote computer's desktop appears. All programs on the PC can
be executed.

L& 10.0.13.3 - Remotedesktopverbindung
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